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Approaching the problem of vulnerability mitigation

Attackers transform software vulnerabilities into tools for delivering a payload to a target device
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Attackers typically need to elevate privileges

This means applying the same defenses to privileged attack surfaces
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At some point, we lose containment as a defense

This leaves eliminating vulnerabilities & breaking techniques
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Microsoft’s vulnerability mitigation strategy for the past 10+ years

Strategy Make it difficult and costly to find, exploit, & leverage vulnerabilities

- o NULL deref protection,

Eliminate vulnerabilities Mem GC, attack surface
reduction, ...
Break exploitation techniques G2, ASLR, DEF ACG, CIG
CFG, ...
Tactics
- : AppContainer &

Contain damage & prevent persistence Virtualization

L : : : Mature detection &
Limit the window of time to exploit R X

Weove been at ofoWwhasthefvalmeratality thieat Ianelscape evolved?




Microsoft vulnerability &
exploitation trends

Statistician disclaimer: small numbers ahead, the word trends is used loosely ©




Defining our scope

Vulnerabilities reported to Microsoft are typically addressed in one of two ways

Online Service
Update

J
\ Endpoint
Software Update

~85% of those vulnerabilities were Remote
Code Execution (RCE), Elevation of Privilege
(EOP), or Information Disclosure (ID)

Vulnerability report to
secure@microsoft.com

In 2018, ~54% of reported vulnerabilities

were addressed via a software update

Today wedol |l be f ®CH)BEOPandlolmerabities (CUEs)atldressed viasoftware update
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More vulnerabilities fixed, fewer known exploits

# of CVEs by patch year % of CVEs exploited within 30 days of patch
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On the surface, risk appears to be increasing But known actualized risk appears to be decreasing
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When a vulnerability is exploited...

% of CVEs by when they were first exploited
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MW Exploited as zero day  ® Exploited within 30 days of patch

If a vulnerability is exploited, it is most likely going to be
exploited as zero day

It is now uncommon to see a nonrzero-day exploit
released within 30 days of a patch being available

A

% of CVE exploited as zero day by first attack scenario
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m Targeted Attack = Proof of Concept = Public Exploit Framework = Criminal Exploit Kit

When a vulnerability is exploited as zero day, it is
most likely to first be used in a targeted attack

Older software versions are typically targeted by
exploits 5



What about the zero day exploits we don't know about?

It is challenging to effectively estimate the number of unknown zero day exploits

Hypothesis: increased exploit costs drive selective use Assertion: economics of the zero day market have shifted

V' Windows 10 is always up to date
A Poor ROI for exploiting patched vulnerabilities

A Rapid evolution of defensive technologies

Probability of
detection

V' Massmarket exploit kits have struggled to maintain supply
A Decrease in reusable & public exploits
A Cost to acquire exceeds expected ROI

# of times zero day exploit used

V' Probability of detection increases with zero day use

A Attackers are incentivized to minimize use . . L
V' Market shifted toward social engineering
A Targets that detect zero day may alert vendor : .
A Macros, phishing, tech su

V  Selective use reduces downstream supply MAGNITUDE ACTOR ADDS A SOCIAL ENGINEERING SCHEME FOR WINDOWS 10

A Many actors lack means and capability to acquire MARCH 08,2017 Kafeine



https://www.proofpoint.com/us/threat-insight/post/magnitude-actor-social-engineering-scheme-windows-10

Widespread attacks are now the exception, not the norm

' Widespread attacks via
. exploits are now uncommon

Productivity app exploits | V Pervasive sandboxing
i V Strong mitigations
Server-side exploits Office, Adobe Reader v Regular updates

1S, SQL, DCOM

Browser-based exploits

Exceptions
exist, e.q.

Internet Explorer, Adobe Flash, Java, ActiveX controls HEMIECLY

i °
i (]
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Windows XP SP2 Ships Office 2010 Ships

Firewall on-by-default & DEP DEP, ASLR, & Protected View

Windows Vista Ships Edge ships

ASLR Sandbox, ASLR, DEP, CFG, etc 8



The echoes of pervasive sandboxing

The prevalence of sandboxes has increased the need for a sandbox escape

Security impact of CVEs exploited within 30 days of patch Execution domain of CVEs exploited within 30 days of patch
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Memory safety issues remain dominant

% of CVEs

We closely study the root cause trends of vulnerabilities & search for patterns

% of memory safety vs. noamemory safety CVESs by patch year
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~70% of the vulnerabilities addressed through a security update each year continue to be memory safety issues
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Drilling down into root causes

i ealceor CVES DY RalGiE i, Stack corruptions are essentially
dead
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Note: CVEs may have multiple root causes, so they can be counted in multiple categories







