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Weõve been at this for a while ðhow has the vulnerability threat landscape evolved?
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Today weõll be focusing on Microsoft RCE, EOP, and ID vulnerabilities (CVEs) addressed via a software update
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If a vulnerability is exploited, it is most likely going to be 
exploited as zero day

It is now uncommon to see a non-zero-day exploit 
released within 30 days of a patch being available

When a vulnerability is exploited as zero day, it is 
most likely to first be used in a targeted attack

Older software versions are typically targeted by 
exploits



V Probability of detection increases with zero day use

Å Attackers are incentivized to minimize use

Å Targets that detect zero day may alert vendor

V Selective use reduces downstream supply

Å Many actors lack means and capability to acquire

https://www.proofpoint.com/us/threat -insight/post/magnitude-actor-social-engineering-scheme-windows-10

V Windows 10 is always up to date

Å Poor ROI for exploiting patched vulnerabilities

Å Rapid evolution of defensive technologies

V Mass-market exploit kits have struggled to maintain supply

Å Decrease in reusable & public exploits

Å Cost to acquire exceeds expected ROI

V Market shifted toward social engineering 

Å Macros, phishing, tech support scams, pw spraying, ê

https://www.proofpoint.com/us/threat-insight/post/magnitude-actor-social-engineering-scheme-windows-10
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Widespread attacks via 

exploits are now uncommon
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VRegular updates



Since ~2014, weõve seen an increase in EOP exploits in-the-wild, largely focused on kernel mode vulnerabilities
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~70% of the vulnerabilities addressed through a security update each year continue to be memory safety issues
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Stack corruptions are essentially 
dead

Use after free spiked in 2013-2015 
due to web browser UAF, but was 
mitigated by Mem GC

Heap out-of-bounds read, type 
confusion, & uninitialized use 
have generally increased

Spatial safety remains the most 
common vulnerability category 
(heap out-of-bounds read/write)
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Stack Corruption Heap Corruption Use After Free Type Confusion Uninitialized Use Heap OOB Read Other

Top root causes since 2016:




