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What is Surveillance Self-Defense?
Surveillance self-defense is the ability to tell when you 
are being spied on by a peeper, and the power to poke 
that peeper in the eye - metaphorically speaking. Did 
you know that your laptop camera might be on right 
now? A strange man might be watching and laughing at 
you. Poke him in the eye! Weʼll show you how.

10 REASONS
TO PROTECT YOUR

PRIVACY!
Quick Start

Activists Journalists Students

Updates
Donate to the EFF $

Stay in Touch
Email address

Postal Code (optional)

SIGN UP NOW

NSA Spying

eff.org/nsa-spying

EFF is leading the fight against the NSAʼs illegal mass 
surveillance program. Learn more about what the 
program is, how it works, and what you can do.

Blogpost #1: Lorem ipsum dolor sit amet
SSD BLOG  |  April 18, 2014

Blogpost #2: cu quo novum mediocrem, an dicat inermis 
has,
SSD BLOG  |  April 18, 2014

Blogpost #3: Lorem ipsum dolor sit amet
SSD BLOG  |  April 18, 2014
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Lorem ipsum dolor sit amet, cu quo novum mediocrem, an dicat inermis has, pro errem impedit fasti-
dii ne. Eu his eleifend constituto, alienum scripserit suscipiantur vix cu. Ex mei facilisi voluptaria elo-
quentiam. Te sed dolore albucius, est timeam evertitur constituto ne, sit detraxit mediocrem vulputate 
eu. Ea denique accusam fierent eos.
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How Do I Protect Myself Against Malware?

Malware, short for "malicious software," is software that is used to harm computer users. It 
works in many different ways including, but not limited to, disrupting computer operation, gath-
ering sensitive information, impersonating a user to send spam or fake messages, or gaining 
access to private computer systems. The majority of malware is criminal and is most often used 
to obtain banking information or login credentials for email or social media accounts.  Malware 
is also used by governments, law enforcement agencies, and even private citizens to circumvent 
encryption and to spy on users. Malware has wide-range capabilities; it may allow an attacker to 
record from a webcam and microphone, disable the notification setting for certain anti-virus 
programs, record keystrokes, copy emails and other documents, steal passwords, and more. 

Introduction
Anti-Virus Software
Indicator of Compromise
Targeted Attacks
Finding Malware

EFF recommends that you use anti-virus software on your computer and your smartphone, though 
we cannot recommend any particular anti-virus products as being superior to others. Anti-virus 
software can be quite effective at combatting cheap, “non targeted” malware that might be used 
against hundreds of targets.. However anti-virus software is much less effective against targeted 
attacks, such as the ones used by Chinese government hackers to compromise the New York Times.  

Anti-Virus Software

Indicator of Compromise
When it is not possible to detect malware using anti-virus software, it is still sometimes possible to 
find indicators of compromise. For example, Google will sometimes give a warning to Gmail users 
stating that it believes your account has been targeted by state-sponsored attackers. Additionally, 
you may notice a light indicating that your webcam is turned on when you have not activated it 
yourself (though advanced malware may be able to turn this off)—this could be another indicator of 
compromise.  Other indicators are less obvious; you may notice your email is being accessed from 
an unfamiliar IP address or that your settings have been altered to send copies of all of your email to 
an unfamiliar email address.  If you have the ability to monitor your network traffic, the timing and 
volume of that traffic might indicate a compromise.  Another red flag would be that you might 
notice your computer connecting to a known Command and Control server —the computers that 
send commands to machines infected with malware or which receive data from infected machines.
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For Activists
Lorem ipsum dolor sit amet, cu quo novum mediocrem, an dicat inermis has, pro errem impedit fasti-
dii ne. Eu his eleifend constituto, alienum scripserit suscipiantur vix cu. Ex mei facilisi voluptaria elo-
quentiam. Te sed dolore albucius, est timeam evertitur constituto ne, sit detraxit mediocrem vulputate 
eu. Ea denique accusam fierent eos.
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program is, how it works, and what you can do.
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Lorem ipsum dolor sit amet, cu quo novum mediocrem, an dicat inermis has, pro errem impedit fasti-
dii ne. Eu his eleifend constituto, alienum scripserit suscipiantur vix cu. Ex mei facilisi voluptaria elo-
quentiam. Te sed dolore albucius, est timeam evertitur constituto ne, sit detraxit mediocrem vulputate 
eu. Ea denique accusam fierent eos.
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Lorem ipsum dolor sit amet, cu quo novum mediocrem, an dicat inermis has, pro errem impedit fastidii ne. 
Eu his eleifend constituto, alienum scripserit suscipiantur vix cu. Ex mei facilisi voluptaria eloquentiam. Te 
sed dolore albucius, est timeam evertitur constituto ne, sit detraxit mediocrem vulputate eu. Ea denique 
accusam fierent eos.

Sub-Header Here

Indicator of Compromise
Lorem ipsum dolor sit amet, cu quo novum mediocrem, an dicat inermis has, pro errem impedit fastidii ne. 
Eu his eleifend constituto, alienum scripserit suscipiantur vix cu. Ex mei facilisi voluptaria eloquentiam. Te 
sed dolore albucius, est timeam evertitur constituto ne, sit detraxit mediocrem vulputate eu. Ea denique 
accusam fierent eos.Lorem ipsum dolor sit amet, cu quo novum mediocrem, an dicat inermis has, pro errem 
impedit fastidii ne. Eu his eleifend constituto, alienum scripserit suscipiantur vix cu. Ex mei facilisi voluptar-
ia eloquentiam. Te sed dolore albucius, est timeam evertitur constituto ne, sit detraxit mediocrem vulputate 
eu. Ea denique accusam fierent eos.Lorem ipsum dolor sit amet, cu quo novum mediocrem, an dicat inermis 
has, pro errem impedit fastidii ne. Eu his eleifend constituto, alienum scripserit suscipiantur vix cu. Ex mei 
facilisi voluptaria eloquentiam. Te sed dolore albucius, est timeam evertitur constituto ne, sit detraxit medi-
ocrem vulputate eu. Ea denique accusam fierent eos.Lorem ipsum dolor sit amet, cu quo novum mediocrem, 
an dicat inermis has, pro errem impedit fastidii ne. Eu his eleifend constituto, alienum scripserit suscipi-
antur vix cu. Ex mei facilisi voluptaria eloquentiam. Te sed dolore albucius, est timeam evertitur constituto 
ne, sit detraxit mediocrem vulputate eu. Ea denique accusam fierent eos.
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Lorem ipsum dolor sit amet, cu quo novum mediocrem, an dicat inermis has, pro errem 
impedit fastidii ne. Eu his eleifend constituto, alienum scripserit suscipiantur vix cu. Ex mei 
facilisi voluptaria eloquentiam. Te sed dolore albucius, est timeam evertitur constituto ne, 
sit detraxit mediocrem vulputate eu. Ea denique accusam fierent eos. Lorem ipsum dolor sit 
amet, cu quo novum mediocrem, an dicat inermis has, pro errem impedit fastidii ne. Eu his 
eleifend constituto, alienum scripserit suscipiantur vix cu. Ex mei facilisi voluptaria elo-
quentiam. Te sed dolore albucius, est timeam evertitur constituto ne, sit detraxit medio-
crem vulputate eu. Ea denique accusam fierent eos.
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