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Abstract
Device-to-Device (D2D) communication emerges as a pivotal technology for enhancing the ca-
pacity and coverage of networks. Nonetheless, these networks are vulnerable to threats posed by
malicious devices (MDs) that have the potential to tamper with transmitted content, thereby com-
promising the network’s reliability. The trust model is one of the effective methods to solve such
internal attacks. Previous research mainly evaluated device trust based on social similarity and
passive trust models. These methods make it difficult to obtain accurate evaluation results. Even
though there are some active trust models, they have limitations such as high cost and limited scope
of application. To solve the above problems, we propose a low-cost collaborative active detection
trust evaluation method. In this method, the device first generates some smaller detection packets,
verification codes and sends them directly to the trusted alliance party. Then, during each trust eval-
uation process, the device determines the trust of nodes on the multi-hop path by actively sending
these detection packets to the trusted alliance party. Experimental results show that, compared with
existing strategies, our proposed strategy can achieve higher trust evaluation accuracy with lower
energy consumption.
Keywords: D2D, Collaborative Active Detection, Trust Evaluation

1. Introduction

As the computing, caching, and communication capabilities of mobile devices continue to increase,
the feasibility of device-to-device (D2D) communication technology has also significantly improved
(Li et al., 2021). D2D communication refers to a process where various devices can directly ex-
change information with each other without the need for data to be relayed through Base Station
(BS) or other similar central facilities. This mode of communication can offer shorter latencies and
higher data transfer rates, significantly enhancing the overall performance of the network (Mayer
et al., 1995). Especially in recent years, video resources have become the main-stream of network
traffic. D2D technology assists base stations in video content distribution, which can significantly
reduce the load on base stations.

However, in a D2D-enabled network, since devices act as service providers, there could be the
presence of malicious devices (MD) which might transmit false information or attempt to launch
offline attacks to disrupt the stable operation of the network. The trustworthiness of D2D devices
within the network plays a decisive role in enhancing user enthusiasm for utilizing D2D technol-
ogy; hence, there is a necessity to accurately assess device trustworthiness. Additionally, the MDs
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in the network may also initiate trust attacks such as ballot-stuffing, bad-mouthing, etc., further
complicating the challenge of trust assessment.

Early studies broke down social trust into three main dimensions: competence, benevolence,
and integrity (Liu et al., 2004). Most of the literature on trust management in wireless networks
focuses on whether nodes can perform specific tasks reliably (Li et al., 2010; Chen et al., 2018;
Li et al., 2024). The current mainstream trust method is mainly a passive trust acquisition method
(Chen et al., 2016). Their sources of trust evidence may be based on direct observations of device
behavior. However, when there is little interaction data, and it is difficult to meet the timeliness
requirements of the system for trust values. In response to the problems existing in the passive trust
acquisition method, Li et al. (2024) proposed an active detection method (TEAD), which effectively
makes up for the shortcomings of the passive method and can accurately assess the trust of devices
in the network. However, this method requires high additional costs in the early stage of establishing
a trust relationship.

In response to the above problems, this paper proposes a collaborative active detection method.
Accurately evaluate the trust of the device at a lower cost through active detection and multi-hop
collaborative verification, thereby increasing users’ enthusiasm for sharing content through D2D
communication. The contributions of this paper are as follows:

1. This paper proposes a D2D communication trust model with collaborative active detection.
Different from existing research, it is a distributed model for unstable malicious behaviors.

2. Different from previous active detection, our strategy performs collaborative active detection
by generating some smaller detection packets.

3. Experimental results show that our strategy outperforms other existing strategies in different
network environments. Even when the proportion of malicious users is 60%, the trust knowl-
edge correctness is still about 1. In addition, in terms of energy consumption, our strategy
only consumes a small amount of additional energy.

2. System model and problem statement

2.1. System model

The system model considered in this article is a D2D network, as shown in Figure 1. The net-
work contains some base stations and several mobile devices equipped with D2D communication
distributed in the BS range.

We assume that there are N mobile devices in the network, represented by U = {u1, u2, · · · , uN},
among which the proportion of malicious device (MD) is p and the proportion of normal de-
vice (ND) is 1-p. In addition, the total number of videos transmitted between network users is
K, represented by M = {v1, v2, · · · , vk}. The check code of each video file is represented by
TV C = {tvc1, tvc2, · · · tvck}. The check code can be used to verify whether the transmission is
successful. Each device stores some videos locally for sharing.

2.2. Problem statement

As mentioned above, due to the existence of MD in the D2D network, MD may provide false infor-
mation when serving as content providers. At the same time, MD can also send correct information
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Figure 1: D2D-enabled networks.

to other devices to improve their trust. Therefore, there may be MD with high trust in the network,
and every device in the network may be attacked by MD. In order to solve the above problems, we
establish a new trust model of D2D network to evaluate the trust of devices, using UN and UM to
represent the ND set and MD set respectively, and evaluate our trust model through the following
factors.

2.2.1. TRUST KNOWLEDGE CORRECTNESS (TKC)

TKC refers to the accuracy of each normal device’s trust evaluation. Let Fi,j = 1 means that ui’s
trust perception of uj is correct, and Fi,j = 0 means ui’s trust perception of uj is wrong. Assuming
that the set of devices that has the trust relationship with ui ∈ UN is ui. Then, the trust knowledge
correctness TKC can be obtained by the following formula:

TKC =

∑
ui∈UN

∑
uj∈µi

Fij∑
ui∈UN |µj |

(1)

2.2.2. ENERGY COST (EC)

Let P t
X and T t denote the transmit power of the transmitting device in the tth interaction and the

duration of the interaction, respectively (Chen et al., 2016). Then, the energy cost of the system
over a period of time can be calculated by

EC =

∑N
t=1 P

t
XT t

|U |
(2)

where N represents the total number of a interaction in the system during the period, and |U | is the
number of devices in the network.

3



YANG∗ LIU LIU

3. Solutions

3.1. Collaborative active detection

In order to accomplish trust evaluation of devices in a fast, accurate, and low-energy manner, this
paper proposes a collaborative active detection method. Referring to Figure 2 to explain the basic
principles of the collaborative active detection method. As illustrated in Figure 2, this paper cat-
egorizes devices into two types based on their neighboring devices: the first type includes trusted
devices with a comprehensive trust value greater than 0.5 (represented by uj in Figure 2), and the
second type consists of untrusted devices with a comprehensive trust value less than 0.5 (represented
by uk in Figure 2). Additionally, the vicinity of the device is divided into four areas: Area 1, 2, 3,
and 4. Within each area, devices select the most credible among the trusted devices as their collabo-
rative active detection device, ensuring all nodes within the device’s vicinity are covered during the
detection process.

Figure 2: The division map of device neighbor area.

As the approach is similar across all areas, we will only consider one area as an example.
Referencing Figure 2 and Figure 3, this example explains the process involving detection packets
and checksums between a device and its collaborative active detection device. Assume uj is the
most trusted device within ui’s trusted devices, with the highest comprehensive trust value. ui
generates a low-data detection packet and checksum, then sends them to uj . Upon receiving them,
uj sends an acknowledgment message (ACK) back to ui, forming a collaborative active detection
pair. When ui needs to conduct collaborative active detection in the area, as shown in Figure 3
(b), it uses the mentioned detection packet to request a relay from devices, with uk forwarding
the message to uj . uj then checks the checksum of the received packet; if it matches, uj sends a
detection success message to ui, otherwise, it sends a detection failure message. ui determines the
reliability of uk based on the received message—if the detection is successful, ui adds a successful
interaction evidence to both uj and uk. If not, ui only records one failed interaction evidence with
uk.
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Figure 3: Collaborative Active Detection.

3.2. Trust model

Comprehensive trust: The comprehensive trust of the device to the device is obtained by the
weighted sum of direct trust and recommended trust. The specific formula is as follows:

T t
C(i, j) = λT t

D(i, j) + (1− λ)T t
R(i, j) (3)

where λ is the weight parameter, λ ∈ [0, 1].The calculation process of direct trust and recommended
trust is introduced in detail below.

Direct trust: The direct trust of the device at the tth moment can be calculated by the following
formula:

T t
D(i, j) =

{
0.4 ∗ T t−1

C(i, j) + 0.6 ∗ si,j
si,j+fi,j

, if t > 1
si,j

si,j+fi,j
, if t = 1

(4)

Among them, which T t−1
C(i, j) is the comprehensive trust of ui to uj at the (t− 1)th moment,

where si,j represents the success factor and si,j represents the failure factor. fi,j is equal to the
number of successful interactions at the tth moment, and the initial value of fi,j is 0, and each time
the interaction fails fi,j = fi,j + wi,j . wi,j is the penalty factor, which is adjusted based on the
number of failed interactions between devices, wi,j = log2 (2 + 2fi,j).

Recommend trust: In the process of trust evaluation, ui requests the presenter for recommen-
dation trust about uj . After ui collects recommendation information from different presenters, ui
calculates the recommendation trust for uj through the following formula:

T t
R(i, j) =

∑Ni
k=1Wk ∗ T t

D(k, j)∑Ni
k=1 T

t
C(i, k)

(5)

Where Ni is the set of devices with direct interaction at the tth moment, wk and is the confidence
weight value.
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4. Experimental design and implementation

In order to verify the effectiveness of the method we proposed. In this section, we mainly introduce
the environment settings of this article, and evaluate our algorithm from the following indicators.

4.1. The Environment Settings

The core parameter settings of the experiment are shown in Table 1.

Table 1: Core parameters.

Parameters Value

The proportion of MDs p 0.1-0.6
λ 0.6

ThT 0.5
The malicious degree of MDs e 0.4-0.9

r, R 25m, 200m

Extensive study on trust models in D2D-enable networks can typically categorize these models
into two main groups: active trust evaluation and passive trust evaluation. Active trust evaluation
was notably demonstrated by Li et al. (2024) through a classic and exemplar trust management
model embedded with active detection, conveniently referred to as TEAD. On the other hand, pas-
sive trust evaluation is represented by Chen et al. (2016) who proposed a pioneering trust manage-
ment model predicated on social relationships, dubbed SOA-Based for simplicity. To demonstrate
the efficiency of our strategy, we compare it against both TEAD and SOA-Based.

4.2. Trust Knowledge Correctness (TKC)

As depicted in Figure 4 (a), we present the variance in trust accuracy under differing ratios of MDs
p and e=0.5. The results clearly indicate that as the proportion of MDs increases, our strategy and
TKC value of TEAD remain significantly stable, close to 1. Conversely, the TKC value achieved
by the SOA-Based model significantly drops, demonstrating its vulnerability. This decrease is es-
pecially pronounced when the proportion of MDs p reaches 0.6, at which point the TKC value falls
to approximately 0.5.

As illustrated in Figure 4 (b), we further delineate the shifts in trust accuracy under varying
malicious degrees of MDs (e) and p=0.4. The results indicate conditions where the MD’s malicious
degrees are high, different strategies demonstrate high TKC values. Especially when e = 0.9, their
TKC values are close to 1. In contrast, when the MD’s level of malice is lower, the TKC values of
different strategies show certain variations. For instance, at e = 0.4, both our strategy and the TEAD
strategy have a TKC value of 0.98, while the SOA-Based strategy has only 0.75.

4.3. Energy Cost (EC)

As shown in Figure 5, we show the changes in energy consumption of each strategy when the pro-
portion of MDs p=0.4 and e=0.5. It can be seen from the results that the energy consumption of our
strategy tends to be stable, and our energy consumption is relatively small compared with TEAD.
Compared with the SOA-Based strategy, our strategy uses less additional energy consumption to
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Figure 4: TKC values for different methods across various scenarios after 100 intervals.

obtain higher trust evaluation performance. All in all, the overall performance of our strategy is
better than other strategies.

Figure 5: The mean energy cost of different methods with p=0.4, e=0.5.

5. Conclusion

In this paper, we introduce a trust evaluation method with collaborative active detection for D2D-
enabled networks. In line with this, we took into account several variants of malicious attacks,
including opportunistic service attacks, ballot-stuffing and bad-mouthing attacks. The resultant
simulations auspiciously illustrate a marked advantage of our model over current ones. When dis-
secting the comparative results, it was observed that even with 60% of the nodes being malicious
in nature, our model’s TKC stays at 1. In terms of energy consumption, our method can maintain a
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high level of TKC with low energy expenditure. In future work, we hope to implement the proposed
model within realistic liquidity frameworks and benchmark the comparative outcomes.
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