Exposing Hidden Vulnerabilities:
A Privacy Audit of Algorithmic Fairness

NILOY PURKAIT, HENRY BRIGHTON, EMMANUEL KEULEERS,
Department of Cognitive Sciences and Artificial Intelligence, Tilburg University, Netherlands

Algorithmic fairness and privacy are cornerstones of trustworthy machine learning. Prior research suggests that mitigating bias
may amplify membership inference risks for underrepresented groups. However, evaluations based on average-case metrics,
such as attack success rate, often obscure vulnerabilities at low false-positive rates—an regime critical for real-world privacy. In
this paper, we present an in-depth empirical study of membership inference under low false positive rate conditions, across three
fair machine learning algorithms. Our analysis on the Law School [61], Bank Marketing [22], and COMPAS [40] datasets reveal
that standard threshold-based and population-based attacks underestimate privacy leaks, especially for sensitive subgroups.
Motivated by this gap, we propose a subgroup-specific membership inference attack based on pairwise likelihood ratio tests.
Our method models the null hypothesis more accurately: a target sample’s outputs are statistically indistinguishable from those
of non-members within the same sensitive subgroup. Our experiments show that a simple modification of an existing attack can
achieve superior test power across the TPR-FPR curve—even at extremely low false positive rates, given an adversary with the
same computational resources and access to data—establishing a robust foundation for more powerful, fine-grained privacy
audits of fair learning algorithms.
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1 Introduction

Machine learning models have shown disparate treatment between demographic groups, leading to discriminatory
outcomes in vital application domains. Data and algorithmic biases have been studied across vision [12, 49, 62],
language [5, 11, 21], and tabular data [44, 51]. These findings led researchers to develop methods to detect and
reduce bias against demographic groups defined by sensitive attributes such as race, gender, age, or marital status
[13, 29, 33, 37, 66]. Faced with legal and ethical considerations, organizations that deploy machine learning
models may be mandated to implement, audit and report on their fairness. For example, under emerging regulatory
frameworks such as the EU’s Al Act, organizations deploying Al-driven decision-making systems must consider
fairness and transparency [27, 42]. Such developments incentivize organizations to integrate fairness into their
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existing learning pipelines. Practically, this can be done through open-source fairness toolkits like Microsoft’s
fairlearn [50] and IBM’s AIF360 [9], functioning as a “fairness as a wrapper” solution: by supplying these tools
with training data, organizations can obtain fully trained models whose outputs adhere to a chosen fairness criteria.

Reducing demographic bias in algorithmic decision making is ethically necessary, yet it raises concerns about
individual privacy. Prior work shows that machine learning models can leak sensitive training data [15, 20, 30],
while others have shown that fair models may exacerbate this risk [18, 58, 67]. A substantial body of research
quantifies such leakage via membership inference attacks [14, 32, 53, 56, 63, 65]—essentially asking whether
a given data point x was part of model 8°s training set. Early approaches used hypothesis testing on aggregated
statistics [26, 35, 54, 59] to verify data sample inclusion. Later methods targeted machine learning models directly,
either by using shadow modeling to craft dedicated attack networks or by approximating these tests within a
machine learning framework [10, 14, 41, 53, 56, 60, 63, 65, 67]. These attacks serve multiple purposes: curiosity-
driven exploration, auditing model behavior for privacy risks, or, most maliciously, using membership inference
as an oracle for data extraction [6, 15, 16, 32]. Although differential privacy [1, 23] can reduce privacy leakage,
it often degrades performance for underrepresented groups [4, 19, 28, 31, 43]. In contrast, the impact of fairness
constraints on membership inference remains underexplored—particularly at low false positive rates. Most studies
have quantified membership inference using average-case attack accuracy. For example, Chang et al. [18] observed
that applying fairness constraints can increase membership inference risk for certain subgroups!. However, recent
research on membership inference attacks suggests that average-case metrics often underestimate worst-case risk
[14, 63, 65]. Intuitively, an adversary seeking to extract sensitive training data need not succeed on average; identi-
fying even a few true members with high certainty can suffice [14]. Evaluating attacks by treating false positives
and false negatives symmetrically can mask this threat. In practice—especially when membership inference serves
as an oracle for data extraction [16]—false positives pose little risk compared to false negatives: a few correct
identifications can breach privacy, while misclassifying many non-members as members offers limited utility to the
adversary [14, 63, 65].

In this paper, we conduct a comprehensive evaluation of how enforcing fairness affects the privacy of machine
learning algorithms, focusing on extremely low false-positive rates as a critical measure of privacy breach. We
address three research questions: (i) Do fairness interventions amplify membership leakage for protected subgroups
under low false-positive rate regimes? (ii) How do different fairness interventions compare in their induced privacy
leakage? (iii) Can we design subgroup-specific membership inference attacks that pinpoint privacy risks for
particular groups at very low false positive rates?

To answer these, we evaluate three widely used fairness algorithms—Reweighing [36], Adversarial Debi-
asing [66], and Exponentiated Gradient Reduction [2]—using various membership inference attacks, including
threshold-based [ 18, 64] and population-based methods [14, 63, 65]. Crucially, we propose a novel subgroup-specific
low false positive rate attack that extends recent pairwise likelihood-ratio framework of [65], thereby enabling
extremely fine-grained membership tests even under tight false-positive constraints. We validate our findings on

I A protected subgroup is defined by the Cartesian product of a record’s protected attribute value and its corresponding target label.
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Fig. 1. Log-scaled ROC curves showing the trade-off between true positive rate (TPR) and false positive rate (FPR). Left:
Unconstrained models across datasets show that our attack achieves higher TPR at low FPR than the standard RMIA [65] (based
on 32 reference models and 75 pairwise comparisons per target instance). Middle: ROC comparisons on the Law School dataset
show that fairness constraints do not increase overall privacy risk at low FPR, although subgroup-targeted attacks raise the
relative risk for each algorithm. Right: Subgroup-specific ROC curves for the reweighing algorithm on the Law School dataset
reveal that subgroups with negative class label can experience disproportionately severe leakage, further amplified by subgroup

sampling. The curves are averaged over all attacks.

three standard benchmark datasets—Law School [61], Bank Marketing [22], and COMPAS [40]—commonly used
in fair machine learning research. Our findings indicate that while fair learning does not inherently produce higher
overall privacy leakage, different fairness algorithms can markedly increase membership leakage relative to each
other. We also show that average-case attack success metrics mask critical subgroup disparities, underestimat-
ing leakage severity. Under low false positive rate evaluations, threshold-based loss attacks perform poorly, and
population-based methods—despite detecting membership at 0% false positive rates— can still under-represent
subgroup vulnerabilities. In contrast, our subgroup-focused attack, which samples comparison points within each
protected group for pairwise likelihood ratio tests, outperforms alternative methods across most dataset and algo-
rithm combinations, particularly for small, heterogeneous subgroups. This suggests that targeted attacks on specific
subgroups can achieve higher attack power with lower error, underscoring our approach as a robust auditing tool
for worst-case privacy evaluation in fairness-sensitive contexts.

2 Related Work

Our work intersects two main lines of research: algorithmic fairness and membership inference attacks (MIA).
Below, we review the foundations of group fairness, highlight how imposing fairness constraints can influence
privacy, and then discuss the key developments in membership inference research.

2.1 Preliminaries
We consider binary classification with a deep neural network f parameterized by 6 that maps inputs x € X to
predictions § = fg(x) given labels y € {—, +}. The training set Z = {(x;,y;) }}_, is drawn i.i.d. from a distribution
7. Training a model involves minimizing:
1 n
Z(0) = Y (foxi) i), M

i=1
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over the training dataset &, where / is a chosen loss function. This formulation underlies empirical risk
minimization, typically optimized using gradient-based methods such as stochastic gradient descent [3]. For brevity,
we denote a trained model fp simply as 6 throughout the paper.

2.2 Algorithmic Fairness

2.2.1 Group Fairness and Protected Attributes.

Fair machine learning seeks to mitigate discriminatory outcomes by reducing the undue influence of sensitive
attributes (e.g., race, gender) on model predictions. In this context, every data sample x is paired with a protected
attribute g € ¢ and a label y, forming the tuple (x, g, y). This formulation partitions the population into subgroups
defined by both the protected attribute and the class label:

G ={(x,8y) EX XxYIxY |g=G,y=Y}. ()

Among various fairness notions, group fairness metrics assess whether a model treats protected groups similarly.
For instance, the Equalized Odds criterion— a measure of fairness we adopt in this paper—requires that false
positive and false negative rates are similar across all protected subgroups. Formally, for any two groups g,¢' € ¥,
one can require that:

max FPRg(G)—FPRg/(Q)‘ <8,
8,.8'€9
3)
max FNRg(O)—FNRg/(B)‘ <,
8.8'€9Y

where 6 denotes the maximum allowable fairness gap. When 8 = 0, the model exhibits identical error rates
across subgroups, achieving exact fairness. Alternative metrics—such as Disparate Impact [29] and Equal Op-
portunity [34]—focus on different error or outcome rates, reflecting distinct fairness philosophies. One approach,
often encapsulated as “We Are All Equal,” enforces uniform error rates, while another—*“What You See Is What
You Get”—allows models to acknowledge true group differences yet mandates fair error distribution [7, 34]. By
choosing which type of error or outcome rate to equalize (selection rates, false positives, false negatives, etc.), we
land on different group fairness criteria reflecting these distinct conceptions of equity [7, 34].

2.2.2  Fairness Interventions Have Asymmetric Privacy Implications

Fairness algorithms intervene at different stages of the machine learning pipeline to mitigate bias. Pre-processing
approaches adjust training data before model training. Techniques like Disparate Impact Remover [29] and
Optimized Preprocessing [8] alter the data itself to reduce algorithmic bias. In-processing methods integrate
fairness constraints directly into training, often via reweighted training instances [37] or adversarial objectives
[66], ensuring that the learned parameters yield comparable outcomes across protected groups. Finally, post-
processing algorithms such as the Equalized Odds algorithm of [33] adjust a trained model’s outputs (e.g. by
calibrating decision thresholds) to satisfy fairness criteria without altering the underlying training process. While
each of these interventions can reduce observed bias, they also introduce new challenges for privacy: customized
data transformations, modified training objectives, and output adjustments have been argued to leave distinctive
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“fingerprints” in models—potentially aiding adversaries in membership or attribute inference attacks [18, 19]. To
illustrate this point, we follow experiments from Carlini et al. [14] and approximate two distributions for each
data point: one when it is included in training—Qj, (x, y)—and one when it is excluded—Q,u(x,y). We achieve
this by training multiple models on random subsets that either include or omit (x,y), recording the raw logits
from the penultimate linear layer. For each example, we evaluate two dimensions: (i) its behavior when excluded
from training, quantified by the overlap coefficient (OC) [17] between the in-training and out-of-training logit
distributions; and (ii) its ease of fit, measured by the extent of shift between these two distributions along the logit
axis (visualized as the spread along the x-axis). A higher OC indicates greater similarity between the distributions,
suggesting the example behaves as an inlie—while a lower OC signals more distinct distributions, characteristic of
an outlier. Similarly, a larger shift between the “in” and “out” distributions—regardless of their overlap—indicates
increased model confidence when the example is included in training, reflecting that it is easier to fit [14].

Fig. 2. Two instances from the Law School dataset —top is an outlier from the privileged group (race=White) and bottom in an
inlier from the underprivileged group (race=Black). The blue and orange curves represent “in” vs. “out” logits distributions. The
left plot shows the unconstrained model, while the others display models with fairness constraints. All models share the same
architecture and hyperparameters, differing only in whether and which fairness constraint were applied. For each algorithm,
1,000 reference models were trained on random halves of the dataset (100 for Exponentiated Gradient Reduction, given its
ensemble nature and higher training cost).
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Figure 2 shows logit distributions for two Law School instances (both labeled “did not pass the bar”). In
the unconstrained setting, one instance behaves as an inlier (bottom row) with low loss when excluded from
training, while the other acts as an outlier (top row) with higher loss when excluded from training. As Feldman
et al. [30] note, outliers can significantly influence learned parameters, whereas inliers have little effect. Fairness
interventions modulate these behaviors: for the outlier, some methods reduce the overlap between “in” and “out”
logits—sharpening its fingerprint—and techniques like adversarial debiasing and reweighing also narrow the x-axis
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range, indicating a change in ease of fit. In contrast, for the inlier, all fairness interventions increase the overlap and
reduce the range, leading to a less distinct fingerprint. These findings, consistent with Carlini ef al.’s insights on
example hardness, reveal that fairness constraints can alter both the separability and the ease of fit of instances.

3 Evaluating Privacy Leakage

Membership inference games are a standard method for quantifying privacy leakage by assessing how accurately
an adversary can determine whether a specific data sample was part of a model’s training set. This aligns with the
definition of differential privacy [23, 25], which ensures that a model’s behavior changes minimally when a single
record is added or removed—thus limiting the adversary’s ability to detect membership.

3.1 Membership Inference Games

We define membership inference using an indistinguishability game framework following the attack tempelate of
[10, 14, 35, 54, 56, 63, 65].

DEFINITION 1 (MEMBERSHIP INFERENCE GAME). Let T be a population distribution over Z X %'. The game
between a challenger C and an adversary A proceeds as follows:

(1) Training: The challenger samples a dataset D ~ 1 and trains a model 0 ~ 7 (D).

(2) Membership Flip: The challenger flips a private bit b ~ {0,1}. If b = 1, it selects a data point (x,y) € D;
otherwise, it samples (x,y) ~ Tt such that x ¢ D.

(3) Challenge: The challenger sends the trained model 0 and the target data point x to the adversary.

(4) Inference: The adversary, with access to the population distribution ©, computes a membership score, and

outputs a membership prediction b for the target data point x.

In practice, this game is repeated over multiple random draws of D and x, allowing the adversary to compute a
membership score Scorepia (x; 0) for each query. The adversary then applies a threshold 8 to decide whether
x was in D, balancing the trade-off between attack power (true positive rate) and error tolerance (false positive
rate) [10, 45, 54, 63, 65]:

= “

N {1, if Scorema (x;0) > B

0, otherwise

If an adversary reliably infers membership (i.e., b = b) with high accuracy, the corresponding data point faces
high privacy risk. We can thus quantify each data point’s privacy risk as the adversary’s success probability in
correctly determining its membership over repeated queries [18].

3.2 Defining Privacy Risk for Fairness

A growing body of work shows that imposing fairness constraints can increase membership inference vulnerability
for minority subgroups [18, 38, 67]. In particular, they show that if a group has fewer samples or higher variance,
the model may “memorize” these points to reduce error disparities, making them more easily distinguishable to an
attacker [18]. We adopt the individual privacy risk definition from [18]:
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PR(x,0,7) max [Pr(Attack Game outputs 1)} ; 3)
where x is a data point, 0 is a model trained on a dataset drawn from 7, and A ranges over possible adversaries.
The probability is taken over all randomness in the attack game, including dataset sampling and adversarial
decision-making. Similarly, subgroup privacy risk is the expected individual risk over points from a specific
subgroup:

PR(4),0,7) E,_» |PR(x, B,n)}, ©6)

X~ Ty {

where 73 is the distribution of data belonging to subgroup g with label y. This captures the average membership
exposure for individuals in that subgroup. However, because many empirical evaluations (e.g., [18, 58, 67]) quantify
these definitions using average-case metrics like balanced accuracy for membership inference, they might miss
severe leaks at low false-positive rates [14, 63, 65]. This is particularly concerning when fair training overfits to
smaller or underprivileged subgroups: with fewer samples, the model may depend more heavily on these points
to reduce error disparities [67], producing output distributions that attackers can exploit with a high degree of

certainty.
Table 1. Summary of Notations
Symbol Meaning Symbol Meaning
T Population distribution from which data 6 Model with parameters 6
is drawn 6(x) Model output on x
D~rm Dataset sampled from population 7 £(0(x),y) Loss on (x,y)
(x,y)eD  Single data point from D (D) — 6 Training procedure that learns 6 from
geEX Protected attribute in x D
2. %.9 Feature, label, and protected attribute Oin(x,y) Loss distribution with (x,y)
spaces Qout(x,y) Loss distribution without (x,y)
74 Subgroup defined by cartesian product of  Scoreyya(x,0)  Membership inference score for x from
g and y over instances attacking 0

3.3 Prior Membership Inference Attacks

Most membership inference attacks exploit a model’s tendency to treat training examples differently than unseen
data, particularly when overfitting leads to lower loss or higher confidence on training points. Different attacks can
be categorized by an adversary’s knowledge (black-box, white-box, or gray-box) and by their complexity (ranging
from simple threshold-based strategies to sophisticated reference-model or gradient-based techniques). To align
with prior research, we adopt a black-box scenario, meaning the adversary can observe only the model’s outputs.
At the same time, our threat model assumes that the adversary knows the training algorithm used and has access to
the data distribution 7 from which the target model’s training set is drawn [14, 18, 41, 56, 63-65].
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3.3.1 Threshold-Based Attacks

A canonical approach is global thresholding [64], where a single threshold 7 is set on the model’s loss or confidence.
For a target model 6 and an input-label pair (x,y), the attack outputs 1 (membership) if ¢(0(x),y) < 7, and O
otherwise. In practice, the threshold is calibrated using the training set. While a single threshold may suffice when
the data distribution is relatively homogeneous, it often fails to separate members from non-members in settings
with group-fairness constraints or heterogeneous sub-populations. In such cases, extensions that calibrate subgroup-
specific thresholds [18] can substantially boost attack accuracy by accounting for the distinct loss distributions
across subgroups. Nonetheless, even these subgroup-specific approaches remain limited by their fixed decision
boundaries, which assume a uniform effect of training on every example within a subgroup [14].

3.3.2  Reference Models

Reference-model strategies better capture per example variability [14, 56, 63, 65]. These methods often train N
reference models on datasets {2 @ }f\’: 1» €ach drawn independently from a distribution 7 that approximates the
target model’s training data distribution. For each dataset 2(), a model 8() is trained. The adversary then queries
each model with samples (x,y) whose membership in 2 is known, collecting feature vectors Xy (such as
softmax confidence scores and true labels) that reveal memorization patterns like lower loss and higher confidence
on training samples. In the original shadow-modeling approach [56], the adversary draws N shadow datasets from
a distribution 7shaqow that is disjoint from the target model’s training data. Each shadow model is trained and
queried with input-output pairs, assigning binary membership labels. These labeled feature vectors form the attack
dataset ZMIA | which is used to train an attack model that predicts membership. Later works [14, 63, 65] assume
the adversary can sample reference datasets from the same underlying distribution as the target model—a setting
we adopt in this study.

3.3.3 Per-Sample Hypothesis Testing

Recent approaches in membership inference focus on improving the power of the adversary (i.e. higher true
positive rates) while reducing their error (i.e. at low false positive rates). This has led to designing attacks on a
per-sample basis [10, 14, 53, 60, 63]. Notably, many works treat membership inference as a hypothesis testing
problem, adapting to each sample’s difficulty [14, 63, 65]. The Likelihood Ratio attack (LiRA) [14] applies a
Neyman—Pearson test [47] using logit outputs of a target model, for a given input instance x. In an ideal setting, the
attack would compute the likelihood ratio:

LR(x,y;0) = Pr(8]Qin(xy)) o

B Pr(e ‘ Qout(x7y))’
but as these densities are intractable, LiRA approximates the test by evaluating the logit outputs directly.
Specifically, N reference models are trained on datasets drawn from 7, with N /2 models including (x,y) and N/2
excluding it. Parametric distributions Oin (x,y) and Oout (x,y) (typically Gaussian) are then fitted to these logits, and
the likelihood ratio is computed as:

Pr(6(x) | Oin(x,))

LRxY0) = 500 | Ooury))

®

Proceedings of EWAF’25. June 30 — July 02, 2025. Eindhoven, NL.



Exposing Hidden Vulnerabilities:
A Privacy Audit of Algorithmic Fairness ¢ 9

A higher likelihood ratio indicates a higher chance that (x,y) was in the training set of a target model.”
Extending this per-sample hypothesis testing framework, the Pairwise Likelihood Ratio attack (RMIA) [65]
adopts a Bayesian approach. It compares the output probabilities (e.g. softmax scores) from the target model on a
candidate instance x against multiple replacement samples z drawn from population 7 under the null hypothesis
(i.e., points not included in the training set). The core test relies on a pairwise likelihood ratio comparison:
_ Pr(x|0)/Pr(x)
~ Pr(z| 8)/Pr(z)’
were Pr(x | 6) is computed as the probability that model 6 assigns to the input x. The marginal probability

LR(x,7;0) )

Pr(x), which serves as a normalization factor, is estimated by averaging the predicted probabilities Pr(x | 6) over
a collection of reference models 6’. The same approach is applied to replacement points z. Similar to [14], each
model has x either included or excluded from their training set. Since models exhibit higher confidence on data seen
during training, the estimates from models that did not train on x are scaled to approximate the higher probability
Pr(x)N that would be observed if x were trained on. The pairwise likelihood ratio test aggregates evidence by
defining the membership score as:

LR(x;6) = ZPN’%(LR(x,z; 0) > y), (10)

which is the fraction of replacement samples for which the likelihood ratio exceeds a threshold 7. Per sample attacks
can be mounted in either online or offline settings. Offline attacks only pre-train reference models on datasets
excluding a candidate sample x, whereas online attacks assume query access to the data point being targeted, while
training reference models. In our work, we evaluate both LiRA[14] and RMIA[65] in the offline setting. Given that
online attacks assume the ability to train models on query points being attacked, they are often deemed less feasible
in realistic settings [65].

3.4 Subgroup-Specific Privacy Risk

Building on the pairwise likelihood test proposed by [65], we tailor membership inference to a target sample’s
own subgroup by restricting replacement points z to those sharing the same protected attribute and target label
as x. Concretely, if x is drawn from subgroup %, , we sample z ~ Ty rather than from the overall population
7. We still test the null hypothesis that “x is not in the training set,” but this subgroup-based strategy ensures
“null-hypothesis plausibility” by comparing x only with truly comparable points. Selecting z from the same
protected attribute and label distribution mitigates confounding effects that could arise if differences in label
distribution or attribute prevalence artificially inflate or deflate LR (x,z; 0). This approach is particularly important
in fairness-constrained settings, where minority or underrepresented groups are more susceptible to overfitting
[18, 67]. Sampling unrestricted from 7 may dilute subgroup-specific signals, whereas limiting z to 7, y amplifies
them. If the model memorizes x to reduce subgroup-level errors, then LR(x, z; 6) will be significantly higher for
most z € ¥, , thereby boosting detection at low false positive rates [14, 63, 65]. Crucially, we argue that with this
formulation, the observed effect on the likelihood ratio genuinely reflects within-group memorization. Consequently,
subgroup-based pairwise comparisons can allow pinpointing where memorization is most likely to occur, thus
revealing membership vulnerability precisely in subpopulations where fairness constraints may inadvertently
amplify overfitting.

’In the offline setting, inference can be done using a one-tailed test of the non-member logit distribution.
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4 Empirical Analysis

Experimental Setup. We conduct experiments on three benchmark datasets for fairness in binary classification:
the COMPAS dataset [40] (10 features, 5,278 datapoints), the Law School dataset [61] (11 features, 20,512
datapoints), and the Bank Marketing dataset [22] (27 features, 39,569 datapoints). Preprocessing follows the
methodology of IBM’s Al Fairness 360 [9]. For the COMPAS and Law School datasets, we treat race (white
versus non-white) as the protected attribute. The COMPAS dataset encodes favorable outcome as class 0 (“did
not recidivate”), whereas in the Law School dataset, favorable outcome (“pass Bar exam”™) is encoded as class 1.
For the Bank Marketing dataset, the protected attribute is defined based on age (age > 25 versus age < 25), with
the favorable outcome (i.e. a client “subscribed to a term deposit”) also encoded as class 1 [18]. Our experiments
compare three open-source fairness algorithms—Reweighing [36], Adversarial Debiasing [66], and Exponentiated
Gradient Reduction [2]—each chosen for their model-agnostic nature and their ability to enforce equality of
odds [33], making them directly comparable. We train fully connected neural network models with three hidden
layers (of sizes 200, 100, and 50), with ReLLU activations and a sigmoid output [46, 52]. Both unconstrained and
fairness-constrained models are trained with hyperparameters tuned individually for each dataset (see Appendix
Table 10). Performance is evaluated using standard classification metrics and average odds difference in outcomes,
which quantifies disparities in false positive and false negative rates across the protected groups.

Table 2. Performance metrics (expressed as percentages) and fairness—quantified by average odds difference (AOD, raw
scale)—are reported as averages over a pool of 100 models for each dataset—algorithm pair.

Dataset Method Performance Fairness
Accuracy F1 AOD
Train Test Train Test Train  Test
COMPAS Unconstrained 67.4 659 669 654 -0.157 -0.163
Adversarial 67.1 655 666 650 0.011 0.005
Reweigh 67.0 654 666 650 0.018 0.009
EGR 669 654 665 650 -0.003 -0.015
Law school Unconstrained 959 947 687 59.5 -0.155 -0.122
Adversarial 954 949 59.8 558 -0.061 -0.043
Reweigh 957 947 642 56.1 0.009 -0.018
EGR 96.0 945 685 573 -0.01 -0.043

Bank Marketing Unconstrained 94.0 92.1 726 643 0208 0.159
Adversarial 939 921 721 639 -0.141 -0.081
Reweigh 939 921 724 644 0.032 0.037
EGR 943 918 753 646 0.004 0.011

Reference Model Training Following prior work [14, 18, 30, 56], we split each dataset into two equal random
parts—one for training (in-distribution) and one for evaluation (out-of-distribution)—to create a pool of reference
models. This process was repeated n times, resulting in multiple models trained on distinct, randomly masked
subsets (Table 2). Robust subgroup representation is vital for both fair model training and accurate privacy risk
assessment. To ensure this, we performed stratified random sampling by partitioning the datasets based on the
intersection of a binary sensitive attribute (e.g., race) and a binary target label (e.g., passing the bar exam in Law
School).
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Membership Inference Games We evaluated model vulnerability using the indistinguishability game outlined
in Section 3.1, implementing several membership inference attacks from the literature [14, 18, 64, 65]. In each
iteration, one model is randomly chosen as the target while the remaining models form the reference pool. The
target model is queried on every sample from the population 7 to obtain its black-box outputs, used by the attacks
to compute their respective membership scores. For every dataset—algorithm pair, each membership inference attack
is executed on 10 distinct target models.

Fig. 3. Comparison of average and worst-case attack performance across all strategies. Average performance is quantified by
balanced accuracy (top panel), while worst-case performance is measured by the true positive rate at a 0% false positive rate
(bottom). Results are shown for the COMPAS (left), Law School (middle), and Bank Marketing (right) datasets.
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For our main experiments, we use 32 reference models per target query, following recommendations from
previous work [14, 65]. Each reference and target model outputs a confidence signal for a given target query. For
the Pairwise Likelihood Ratio attack [65], this is the classifier’s sigmoid output for the true label (representing
the correct-class probability) [65]. For the Likelihood Ratio attack, we use the logit for the true label as the
confidence measure [14]. Additionally, we conducted loss-based attacks by calibrating membership thresholds—set
to maximize inference accuracy—using the target model’s training losses, both globally and within subgroups
[18, 64]. Attack performance metrics—balanced accuracy and true positive rate at 0% false positive rate—were
computed globally and within each protected subgroup, with results averaged across all target models. As shown in
Figure 3, the Likelihood Ratio attack achieves the highest average attack success across all conditions, while our
approach yields slightly greater attack power at the lowest error rates. Notably, fair training via enforcing equality
of odds [33] does not lead to improved attack success, as measured by either balanced accuracy or true positive rate
at 0% false positive rate. In most cases, unconstrained models have privacy leakage either at par or higher than fair
models. Interestingly, Exponentiated Gradient Reduction consistently achieves the lowest privacy leakage across
all datasets and attack types. We attribute this benefit to the probabilistic ensemble approach this algorithm takes,
sampling from a distribution over trained classifiers to satisfy fairness constraints and predictive performance [2].
This singles out this fairness algorithm among the ones surveyed, offering privacy by design.
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5 Comparing Subgroup-Tailored Attacks

Next, we explore optimizing membership inference attacks on a per-subgroup basis, as suggested in [18]. Both
the population sampling approach and our subgroup sampling variant allow tuning the parameter triple (z,a,y):
z specifies the number of random replacement points, a scales the model’s output probabilities to calibrate the
test statistic, and ¥ sets the minimum likelihood ratio threshold for classifying a data point as a member. For each
subgroup, we select the triple that maximizes the true positive rate at 0% false positive rate for both the standard
pairwise likelihood ratio attack [65] and our subgroup variant.

Fig. 4. Attack success for most vulnerable subgroups on the COMPAS dataset. Error bars denote standard deviation across all
models attacked.
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We present results for the most vulnerable subgroups as a best-case upper bound, and refer interested readers to
the Appendix A for results on less vulnerable subgroups. Our results show that threshold-based attacks, whether
using global loss [64] or subgroup-specific losses [18], often fail to capture both average and worst-case leakage.

Fig. 5. Attack success for most vulnerable subgroups on the Law School dataset.
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In contrast, the most potent attacks yield higher average accuracy as well as robust low false positive rate
performance across subgroups, corroborating prior findings [16, 63, 65]. Figure 4 shows the most vulnerable
subgroups in COMPAS, highlighting that our attack outperforms the Likelihood Ratio attack in the low false
positive rate regime while maintaining true positive rates comparable to the pairwise likelihood ratio attack of
[65]. In the Law School dataset (Figure 5), likelihood ratio attacks perform best on subgroup G| when fairness
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constraints are enforced via the Reweighing algorithm, while our attack works better on unconstrained models
across all subgroups. In the Bank Marketing dataset (Figure 6), our method achieves superior performance on
subgroup G(T for unconstrained and Adversarial Debiasing models, maintaining average accuracy that rivals or
exceeds other methods. Notably, models trained with Adversarial Debiasing consistently leak more information
about subgroup G . This suggests that fairness constraints can sometimes increase leakage, although they generally
have a regularizing effect on models, thereby reducing privacy risks [24].

Fig. 6. Attack success for most vulnerable subgroups on the Bank Marketing dataset.
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Overall, our subgroup-tailored attack delivers comparable or enhanced performance at low error rates using
a modest computational and sampling budget—only 32 offline reference models with 5—75 samples per target.
These results are promising compared to prior work on the CIFAR-10 dataset (60,000 samples), which used 127
reference models and up to 25,000 samples per target. Particularly, increasing population samples from 25 to 25,000
improved the AUC from 58.7 to 69.1 in [65], suggesting that adversaries with larger compute budgets and more
data could achieve even better results with our attack. While our results show that subgroup-specific tuning of the
parameter triple (z,a,¥) can outperform prior methods, we also evaluated a more practical single-global scenario
where the same parameters are applied uniformly across subgroups. In this one-shot configuration (Figure 7),

Fig. 7. Comparison of LiRA with a subgroup-tailored RMIA that omits per-subgroup tuning of parameters a, ¥, and the number
of z samples. Both attack types are evaluated using 32 reference models.
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our subgroup sampling method under-performs relative to the likelihood ratio attack—Ilikely due to the limited
number of reference models and random replacement samples z used in the pairwise comparisons. Nonetheless, our
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findings demonstrate that even with modest resources, tailoring attack parameters to specific subgroups enhances
performance compared to a one-size-fits-all approach, and allows for fine grained audits via examining attack
parameters that yielded best performance for different subgroup.

5.1 Sensitivity to Attack Parameters

To expose worst-case leakage, we explore the effects of tuning key attack parameters—namely, the scaling parameter
a and the reference samples z. Restricting z to samples within the same subgroup yields sharper comparisons and
higher true positive rates at 0% false positive rates. For the Bank Marketing dataset, Table 3 shows that for subgroup
¢, when reference samples are drawn exclusively from the subgroup, attacks on unconstrained models reach an
average true positive rate of 13.6%, while making no mistakes. Similarly, attacks on Adversarial Debiasing models
improves from 3.5% to 9.1%.

Table 3. Parameter configurations and attack performance for most vulnerable subgroups in Bank Marketing. TPR is reported
at 0% FPR

| 95 | %
Sampling Method |z a4 y TRR®) ACC@) | z a y TPR(%) ACC(%)

Population Unconstrained | 75 0.1 2.0 13+0.7 578+07 | 75 0.6 20 122+10.5 645+34
()

Reweigh 50 0.1 2.0 1.0+07 5751275 03 20 6.1+33 61.6+49
Adversarial 50 0.0 1.8 15+08 578+08 | 75 1.0 20 35+74 61.5+£29
Debiasing

EGR 75 10 01 0.0+00 50.0+0.0( 25 1.0 12 20+£1.7 520+1.38

Subgroup Unconstrained | 50 02 2.0 1.1+09 602+12 |75 09 20 13.6+69 682+39

(77:(;{,)
Reweigh 50 02 20 1209 60007 75 09 20 54+35 66.6+3.9
Adversarial 75 02 20 16+10 602+12 |75 1.0 2.0 9.1+52 63.8+33
Debiasing
EGR 5 00 20 00+£00 501021 25 0.1 1.8 19+£1.7 519+1.6

We also see that larger subgroups (e.g., ¢;") reach peak accuracy with fewer samples for the pairwise comparison,
whereas smaller subgroups (e.g., %J) require a higher number of samples z to build sufficient evidence for
membership (Table 3). Moreover, for the Exponentiated Gradient Reduction (EGR) algorithm, we observe that
increasing the number of pairwise comparisons does not further improve the attack’s performance, unlike other
algorithms that use the full sampling budget. This suggests that adding more samples may introduce conflicting
evidence from different models within the ensemble, thereby diluting the overall attack signal. Finally, in our offline
setting, the parameter a approximates the gap between models that did and did not train on a target instance. We
estimate Pr(x)py as a linear function of Pr(x)our via :

Pr(x)iv = a Pr(x)our + (1 —a) an

Proceedings of EWAF’25. June 30 — July 02, 2025. Eindhoven, NL.



Exposing Hidden Vulnerabilities:
A Privacy Audit of Algorithmic Fairness ¢ 15

Following [65], we define Pr(x) = § (Pr(x)IN + Pr(x)OUT), where a lower a may indicate that a substantial upward
adjustment is needed—potentially reflecting a wider gap between IN and OUT probabilities and suggesting
stronger overfitting. Conversely, a higher a (closer to 1) could imply that the OUT probabilities are already nearly
representative of the IN probabilities, which might indicate less overfitting. This tunable sensitivity thus positions
the attack as an auditing tool for probing differences across subgroups and between algorithms. For instance, we see
that subgroup %ﬁ achieves optimal attack performance at a values around 0.1-0.2, which could be interpreted as a
sign of relatively higher overfitting across model types. In contrast, subgroup %+ appears to require less scaling
of the OUT probabilities. Moreover, for ¢, a lower optimal @ when sampling from the full population versus
a higher a when sampling solely from the subgroup might suggest that—despite a general need for significant
scaling—the degree of overfitting is comparatively reduced within the subgroup, for the Reweighing algorithm.
Alternatively, variations in a across subgroups may also indicate inherent differences in the model’s confidence
levels for them. These observations offer clues for stakeholders to further investigate the underlying causes.

6 Discussion

Our findings suggest that bias mitigation is neither universally detrimental nor uniformly protective, in terms of
privacy. Rather, the effect depends on how subgroup-level overfitting interacts with a given fairness algorithm.
Specifically, when a model is trained under certain fairness constraints, it may allocate more capacity to fitting
one subgroup’s data—either because the subgroup is underrepresented and needs additional focus to meet fairness
goals, or because the fairness algorithm penalizes errors for that subgroup more heavily. This increased focus can
inadvertently cause subgroup-level overfitting, where the model memorizes or relies too strongly on that subgroup’s
training examples. In turn, membership inference attacks become more effective against that subgroup, since
overfitted patterns are easier to detect. On the other hand, alternative fairness methods—or different subgroup
characteristics—may actually reduce the extent of overfitting, thereby mitigating membership leakage. The overall
privacy impact thus depends on the specific mechanics of each fairness strategy and how it interacts with subgroup
size, diversity, and loss penalization. Furthermore, the performance of subgroup-specific attacks suggests that
alternative strategies—such as sampling z based on established similarity metrics between the target point x and
the adversary’s available data pool Z—may further improve the efficacy of membership inference attacks. Our
work thus highlights a practical avenue for more targeted auditing and provides a methodological foundation for
identifying when and why certain fairness strategies can inadvertently exacerbate privacy risks.

7 Conclusion

Overall, these findings offer promising insights for institutions seeking to integrate fairness in their machine
learning pipelines. Fairness constraints can regularize models to reduce privacy leakage, and some algorithms
even provide privacy by design. We have shown that subgroup-specific membership inference can reveal hidden
vulnerabilities often overlooked by prior approaches, particularly at low false positive rates. From an auditing
perspective, subgroup-aware tests are essential to avoid underestimating privacy risks in underrepresented groups.
For attack design, our framework demonstrates that, given the same computational and data resources, focusing on
specific subgroups boosts adversarial success rates. This targeted approach may pave the way for subgroup-specific
data reconstruction attacks. Meanwhile, fair model selection must account for how different fairness algorithms
can variably protect or expose specific subgroups, highlighting the importance of subgroup-level evaluations to
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prevent unintended harm. Finally, as attacks in literature improve, we hope our work makes model developers more
conscious of the true privacy risks of algorithmic fairness, and their non symmetric peculiarities across subgroups.

Response to Reviewer Comments

We sincerely thank all reviewers for their valuable feedback and for taking the time to evaluate our work. Their
thoughtful input has strengthened the articulation of our contributions, improved the coherence of our exposition,
and helped define the scope of this and subsequent work more precisely.

Clarifying the Main Contribution and Narrative Flow We appreciate the observation regarding the clarity and
focus of the manuscript. To address this, we revised relevant sections to clearly delineate the paper’s central
contribution: studying the impact of fairness interventions on membership inference privacy risks, specifically
emphasizing evaluation in low false-positive rate regimes. We hope to have better contextualized our work with
respect to existing literature, explicitly highlighting how our experiments differ and how our subgroup-specific
membership inference attack advances prior methods by enabling fine-grained privacy analysis at very low false-
positive rates.

Relationship Between Fairness and Privacy We agree that separating the discussion on how fairness impacts
privacy versus how privacy influences fairness would improve clarity. We have restructured the manuscript to more
clearly distinguish between these two perspectives and to emphasize that our analysis focuses on the former.

Choice of Fairness Criterion and Model Generalizability Regarding our choice of fairness criterion, we focus on
equalized odds because the fairness algorithms used in this study allow explicitly enforcing this constraint, enabling
a direct and consistent comparison of privacy impacts across different fairness interventions. We acknowledge that
the selection of fairness metrics can be context-dependent and somewhat arbitrary. To ensure broader applicability,
we plan to extend our analysis in future work by evaluating additional fairness criteria and incorporating a more
diverse set of learning algorithms, thereby deepening the understanding of the interplay between fairness and
privacy across various settings.
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