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Abstract

Quantizing machine learning models has
demonstrated its effectiveness in lowering
memory and inference costs while maintain-
ing performance levels comparable to those
of the original models. In this work, we inves-
tigate the impact of quantization procedures
on privacy in data-driven models, focusing
on their vulnerability to membership infer-
ence attacks. Membership Inference Security
(MIS) has recently been proposed to charac-
terize the privacy of machine learning models
against the most powerful (and possibly un-
known) attacks. However, quantifying MIS
appears to be computationally very difficult.
In this paper, we propose a new MIS indica-
tor for post-training quantization procedures
of machine learning models that minimizes
an empirical loss. This new indicator is a
byproduct of a theoretical asymptotic analy-
sis of the MIS in this context. We also present
a methodology for empirically estimating our
MIS indicator. Using synthetic datasets and
real-world data (in the context of drug discov-
ery), we demonstrate the effectiveness of our
approach in assessing and ranking the MIS of
different quantizers.

* Equal contribution.

1 INTRODUCTION

Reducing machine learning models’ computational and
memory costs is a critical aspect of their deployment,
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particularly on edge devices and resource-constrained
environments. Quantization stands out among the var-
ious methods available to enhance inference efficiency
in neural networks, such as knowledge distillation and
pruning, due to its distinct advantages and proven
practical success [Gholami et al., 2022]. One key ben-
efit of quantization is that the storage and latency
improvements achieved through quantization are deter-
ministically defined by the chosen quantization level
(e.g., using 8-bit integers instead of 32-bit floating-
point numbers). Moreover, uniform quantization is
inherently hardware-friendly, facilitating the practical
realization of theoretical efficiency gains.

While quantization effectively improves efficiency, its
impact on the privacy of machine learning models re-
mains largely underexplored. A particularly intriguing
question is whether quantization can also strengthen a
model’s resilience against adversarial threats, such as
extracting sensitive information. By reducing the preci-
sion of a model’s parameters, quantization naturally dis-
cards some information [Villard and Piantanida, 2013,
which leads to the hypothesis that this process could
potentially reduce the risk of recovering the model’s
training data or other private information. However,
to the best of our knowledge, the security of quantized
models against such privacy attacks has not yet been
theoretically investigated.

In this paper, we study how quantization affects the
vulnerability of machine learning models to Member-
ship Inference Attacks (MIAs). Privacy evaluation has
traditionally relied on empirical attack-based bench-
marks, which, while informative, are inherently limited
by their dependence on specific attack strategies. To
address this, [Aubinais et al., 2023] introduced Mem-
bership Inference Security (MIS), a measure that cap-
tures a model’s vulnerability to the strongest possible
MIA, regardless of the attacker’s knowledge. Although
MIS is attack-independent, its direct numerical evalu-
ation is computationally demanding, highlighting the
need for practical estimation methods. To overcome
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this difficulty, we propose a novel indicator of MIS
and a methodology to estimate it for quantized models
trained with empirical risk minimization. Our indica-
tor is grounded in a theoretical asymptotic analysis
of MIS as the training dataset size increases, offering
both interpretability and practical feasibility.

1.1 Our contributions

We consider learning procedures minimizing an empiri-
cal loss for a loss function ¢. Our contributions can be
summarized as follows:

e We establish that, for large datasets, the MIS of
a learning algorithm under quantization is fully
characterized by the distribution of the per-sample
loss across quantized models when the model ar-
chitecture and/or quantization strategy adapt to

the training set size (Theorem 3.4)).

Building on this result, we propose a new MIS
indicator that is equal to
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Here n is the size of the dataset; 67 are the given
quantized parameters, k* € argminE [((0},z)];
and z is a random sample. This indicator en-
ables the comparison of quantization procedures
in terms of MIS.

e We propose a methodology for estimating this new
indicator based on training trajectories. We empir-
ically validate our method for various quantization
techniques on synthetic datasets. We show that
the rankings induced by our method consistently
correlate with the baseline MIS estimations.

e On real-world data, we further investigate its rela-
tionship to classical MIAs against language models
and its connection to downstream performance on

molecular prediction tasks (see and the

supplementary material).

Code and experimental materials are available at

our anonymous repository:https://anonymous.4open!

science/r/Mol Downstream-B3DB/.

1.2 Related work

Quantization of neural networks. Several
quantization procedures have been studied and
employed with the deployment of neural networks
on edge devices [Yuan et al., 2024] |Lin et al., 2024],
where inference should be time and memory-efficient.
Quantization usually answers this task by reducing

the (bit-)precision of the parameters of the neural net-
works, demonstrating effectiveness in Large Language
Models [Gong et al., 2024, [Zhu et al., 2024] even
when the quantization is as strong as 1-bit precision
quantization [Wang et al., 2023, [Ma et al., 2024a],
1.58-bits precision quantization [Ma et al., 2024b],
arbitrary bits precision |Zeng et al., 2024].  The
most adopted framework of quantization is Post-
Training Quantization (PTQ) [Jacob et al., 2018
[Nagel et al., 2019,  |Gholami et al., 2022, which
provides a simple training-free implementation.
PTQ is wusually adopted over Quantization-
Aware  Training  (QAT) [Banner et al., 2018|,
[Pang et al., 2024] [Nagel et al., 2021},
[Nagel et al., 2022,  |Bengio et al., 2013] due to
their limitations to scale up to larger mod-
els |Gholami et al., 2022| |[Lin et al., 2024].
Additionally, some lines of work study
"hardware-aware” quantization procedures
|[Wang et al., 2024  |Balaskas et al., 2024]  where
optimization is made directly on the hardware. During
our experiments, we will focus on PTQ.

Membership Inference Attacks. Mem-
bership Inference Attacks (MIAs) can reveal
sensitive information |Zarifzadeh et al., 2024],
|Carlini et al., 2022| [Shokri et al., 2017,
[Song et al., 2017, [Carlini et al., 2023] about
one’s data by leveraging the information
stored in the parameters of the ML model

[Hartley and Tsaftaris, 2022, Del Grosso et al., 2023].
An extensive line of work has developed in the
past decade to construct ever so powerful MIAs in
embedding models [Song and Raghunathan, 2020,
regression models [Gupta et al., 2021, or generative
models [Hayes et al., |, systematically summarized
in [Hu et al., 2022]. Recent works have leveraged
the predictive power of LLMs to construct new
MIAs |[Staab et al., 2023, [Wang et al., 2025].  Sev-
eral privacy benchmarks have been developed to
evaluate the privacy risks of ML models by test-
ing state-of-the-art MIAs on the target model
[Murakonda and Shokri, 2020), |[Liu et al., 2022b].
While these benchmarks provide valuable information
about the privacy leakage of an ML model, specific
MIAs cannot fully assess the overall privacy resilience of
a learning procedure against various attacks. Few works
have delved into the theoretical intricacies of MIAs
[Sablayrolles et al., 2019, [Del Grosso et al., 2023].
More recently, [Aubinais et al., 2023] derived the
statistical quantity that governs the effectiveness and
success of such attacks.

Quantization and Privacy. Various strategies to
protect models from attacks like MIAs have been pro-
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posed. In federated learning, the effects of input and
gradient quantization have been analyzed through
the lens of differential privacy [Youn et al., 2023|
Yan et al., 2024 [Chaudhuri et al., 2022]. The impact
of model quantization on security has been primarily
assessed through empirical evaluations of MIAs, with
no existing theoretical analysis [Kowalski et al., 2022|
Famili and Lao, 2023]. Our work aims to fill this gap
by providing a rigorous theoretical evaluation of the
security implications of model quantization.

2 BACKGROUND AND
NOTATIONS

2.1 Notations

Throughout the article, we consider a dataset D,, of n
independent and identically distributed (i.i.d.) random
variables z1, - - - , z, drawn from a common distribution
P over a space Z. We assume that the goal of the
machine learning model is to infer a predictive function
¥ from a set of predictors F := {¥y : § € O} indexed
by some space © C R%. We define a learning proce-
dure (algorithm) as a function A :J,~,; 2" — ©. By
denoting 0, = A(z1,--- ,2,) € O, we systematically
set U = U, . We focus on learning procedures min-
imizing an empirical loss 6 — 1 Y7, £(6,2;) where
£:0 x Z — RT is the loss function.

Notice that this includes classification tasks, as well as
regression or generation tasks.

In the present work, we evaluate the privacy of a learn-
ing procedure A through Membership Inference Attacks
(MIAs). Particularly, in a scenario where D,, consists
of sensitive data and the model ¥ has been shared
(such as a sold product), MIAs pose a notable threat
to the privacy of the dataset. MIAs aim at inferring
membership of a test sample z to the dataset D,, by
observing 0,,. MIAs can be defined as follows.

Definition 2.1 (Membership Inference Attack -
MIA). Any measurable map ¢ 0 x Z —
{member, non-member} is considered to be a Mem-
bership Inference Attack.

Throughout the paper, we assume that the MIA may
have access to additional information, including the
data distribution P, the learning procedure A, and/or
other meta-parameters. This framework is usually
referred to as white-box [Hu et al., 2022]. Other attack
paradigms are included in this setting, such as black-
box attacks, which can be considered a restrictive sub-
category of white-box attacks.

The remainder of this section introduces important
results from [Aubinais et al., 2023] that will serve as

the foundation for our analysis.

2.2 MIA accuracy

To evaluate the performance of an MIA ¢ against a
learning procedure A, we introduce the concept of
MIA accuracy, which is defined as a weighted average
between the true positive rate (TPR) and the true neg-
ative rate (TNR) of the MIA: TNR(¢) + ATPR(¢), with
A > 0. Note that, by Lagrange duality, maximizing
TPR under small TNR is equivalent to maximizing
such a weighted average, in which A is related to the
upper bound on TNR.

Although individual MIAs can reveal cases of informa-
tion leakage, they do not offer a complete evaluation
of a model’s privacy risks. Additionally, we assume
no prior knowledge of potential attacks. Therefore, to
thoroughly examine the privacy level of a learning pro-
cedure, we focus on the highest accuracy that can be
achieved over all MIAs, including unknown ones. How-
ever, taking the supremum over ¢ in TNR(¢) + ATPR(¢)
leads to a degenerate non-informative result if we aim
to compare algorithms. As a result, we define the
accuracy as follows.

Definition 2.2 (Accuracy of a given MIA). The accu-
racy of an MIA ¢ is defined as

Acc,(¢; P, A) == E[TNR(¢)] + AE[TPR(¢)], (1)

where the expectation is considered over all sources of
randomness inherent in the underlying training model
and the data used for both training and evaluation. In
particular, we assume that the test sample z is drawn
at random over {1, - ,7,} with probability n € (0,1)
conditionnally to {z1,- -+ ,2y,}, otherwise drawn from
P independently.

2.3 Membership inference security (MIS)

We now define the MIA-wise privacy level of a learning
procedure as

Definition 2.3 (MIS [Aubinais et al., 2023]). The
Membership Inference Security (MIS) of a learning
procedure A is defined as

MIS, (P, A) = ¢ (1 — ¢o sup Accy,(¢; P, A)) , (2)
¢
where ¢; and ¢y are scaling constants depending on A
and 7. The supremum is taken over all MIAs.

The values of the scaling constants ¢; and ¢y are de-
signed to ensure that the MIS ranges from 0 to 1. When
the MIS approaches 0, an attack that achieves almost
maximum accuracy exists. Conversely, no MIA per-
forms better than a random or constant MIA when the
MIS approaches 1.
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The MIS is designed to be specific to MIAs, un-
like the more general concept of differential privacy
(DP) [Dwork et al., 2014]. It can be shown that if a
learning procedure is differentially private, then the
MIS is lower bounded by some function of the DP pa-
rameters. However, the converse does not hold. There
are learning procedures which are not differentially
private but for which the MIS approaches 1.

One of the main results in [Aubinais et al., 2023] is
proving that the MIS is equal to an information-
theoretic quantity that measures the divergence be-
tween the joint distribution of (én, z1) and the product
distribution of 6, and an independent sample z. Here
z1 can be replaced by any z; of the n-sample, since
0, is a function of the empirical distribution of the

n-sample. More details are provided in

Direct estimation of divergences between probability
distributions over high-dimensional spaces is computa-
tionally prohibitive and can not be used to evaluate the
MIS. As a function of the maximum accuracy of a test
function (MIA), the MIS can be evaluated as a binary
classifier to get a numerical evaluation of MIS. We call
it the baseline method (see . However,
this baseline remains computationally expensive, moti-
vating the development of MIS evaluation techniques
tailored to specific applications. In this work, we design
such methods for quantized learning algorithms.

3 ATTACK-FREE MIS
EVALUATION FOR QUANTIZED
PROCEDURES

This section provides the main theoretical results on
the MIS of quantized learning procedures. First, we
introduce quantization procedures. Then, we present
our theoretical asymptotic result, from which we deduce
the definition of our new MIS indicator. Finally, we
propose a method to estimate the indicator.

3.1 Quantization

We define a quantizer [Gersho and Gray, 1992] as any
measurable function @ : © — © C O for some discrete
space © == {01, - ,0k}.

Ezxample 3.1 (Binarized  Neural  Networks
[Wang et al., 2023]). Let F be a set of neural
networks with fixed architecture. A scalar quantizer
Q maps coordinate-wise the parameters to its sign:
Q(0) = (0;/16;]);- Here, for any neural networks

with d parameters, the set ® would consist of all
d—dimensional vectors in {—1,+1}%, hence K = 2.

Ezample 3.2 (Vector Quantization). Another quantiza-
tion procedure, albeit underused in practice, is vector

quantization. A codebook © is usually pre-computed,
which the vector quantizer Q maps € onto, usually per-
formed by a nearest neighbor algorithm, which makes
it efficient and memory-friendly. The constant K corre-
sponds to the number of values stored in the codebook.

In practice, when developing machine learning models,
it is common to adjust the model’s architecture based
on the size of the dataset. For example, models are
often over-parameterized relative to the size of the
dataset, as is the case with LLMs. This is why we
let our quantizer @, (and therefore the number of
quantized values K,, and ©,, := {67, --- ,07% }) depend
on the sample size. The dependence of Q,, on the
dataset size n formalizes at least two scenarios: either
the quantization procedure remains the same, but the
architecture size adapts to the training dataset, or
the architecture size is fixed while the quantization
procedure changes. Specifically, the first interpretation
can be seen as the common practice in machine learning
to scale models to the dataset size.

Ezample 3.3 (Scaling Architecture). Let the number
of parameters of our original models follow a scaling
law |[Hoffmann et al., 2022| [Kaplan et al., 2020] f, i.e.
its number of parameters is f(n). Let the quantization
method be fixed to a 1-bit quantization (mapping each
parameter to its sign, for instance). From Example
for a dataset size n, the size of 6,, is K,, = 2f(n),

A quantizer canonically induces a quantized learn-
ing procedure Ay, . Additionally, we will assume
without loss of generality that quantizers are numbered
in ascending order of their expected loss as follows

E[007,2)] <--- <E[L@ ,2)],

where z is a random variable with distribution P. We
define the loss gaps

oy =E [Z(_Z,z)} ) [ﬁ(@?,z)] ,
and the loss variabilities

(PZ,Z) = Cov (¢ (0, 2) —€(07,2) ;£ (0], 2) — € (67,2) ).

3.2 Asymptotic theorem and the new MIS
indicator

The following asymptotic result is a consequence of
the moderate deviation principle. One of the main
difficulties in proving this theorem was establishing
the appropriate framework and assumptions to apply
the principle. We now present the assumptions.

(A1) We have 6% — 0 and /ndy — +oc.
n— oo n—oo
. . n .o
(A2) a) The limits pg; = nlgrolo pi, and ¢, = nlgr;o é
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exist.

b) There exists K < oo such that for all & > K,
cioi = 0. Here, 07 = p k.

¢) The matrix A = (pg cxc)2<k, i<k is non singular.
(A3) For all t > 0, there exists M such that for all n,

B oxpt | (3 G0) ~ £ 61.2)) |<u.

(A4) The sequence ((5

1<k<Kn ||y

(¢ (B 2) — ¢ (07,7))

in l5(R), of random variables, is tight.

5
k 1<k<Kn, /),

Assumptions (A1) and (A2) depend on the quantiza-
tion procedure. They indicate that the quantization
procedure has two important properties: the expected
loss landscape near its minimum can be well described
by multiple quantized parameter configurations; the
per-sample losses have enough variability across the
quantized parameters. Assumption (A2) b) is empir-
ically supported by our experiments (see the supple-
mentary materials [section 14| in [Figure 13)). When the
loss function is bounded, (A3) is satisfied, and (A4)
and (A2) a) are light assumptions.

Theorem 3.4. Under the assumptions (A1), (A2),
(A3), (A4) we have

limsup ——
(o)’

n—oo T (09

log (1 — MIS, (P, Ag,))

1

= 2 2
2 m]imx Cio%

< 0.

The fact that max cio} is finite follows from (AZ2).

shows that the MIS of the quantization

procedure approaches 1 when the sample size n — oo,
thanks to (A1), at a specified rate, controlled by

Fo, = (83)” /(2 max o?).

suggests that for quantization procedures
Q, and R, if 7o, > Tr,,, then Ag, produces more
secure parameters than Ag  for a large enough sample
size. We use this rate to define the new MIS indicator,
in which the limits are approximated by the value at
the sample size n.

Definition 3.5 (MIS indicator). The MIS indicator
of the quantization procedure Q,, is defined as

1 [E[6.2)] ~E[06} )]
9T 2%>1 Var [0(67,2) — 007, 2)]

Note that the MIS indicator wholly relies upon the
random variables (07, z) —£(7, z), making it an attack-
free privacy indicator. The next step is to be able to
compute the indicator.

)

3.3 Estimation of the MIS Indicator

To estimate the MIS indicator of a quantization pro-
cedure Q,, we must compute the loss gaps ¢; for all
k < K,. However, this is computationally infeasi-
ble, as even a simple quantizer like 1-bit quantization
leads to an exponentially large K,. We observe that
maxy, (65 /67)° (o7)? is empirically dominated by low-
loss quantized models (see [subsection 14.2). This sug-
gests that exploring the entire set © is unnecessary;
focusing on low-loss quantized models is sufficient to
estimate ro,, .

We thus propose estimating using quantized models
derived from 6,,’s training trajectory. Since the quantiz-
ers with the lowest loss likely reside near the trajectory
of the minimized loss, we limit our computations to
these weights to efficiently capture critical quantizers.
The estimation procedure given the list of quantized
losses is outlined in and additional details
are given in Expectations and variances are
estimated by the empirical estimators using the sam-
ple set. Finally, to obtain more accurate estimations
of rg,, we average the estimated value over multiple
training trajectories (we analyzed the influence of the

number of trajectories in [subsection 4.1J).

Algorithm 1 Estimation of rg, from the quantized
losses

1: Input: The set of each sample’s loss for the K
checkpoints: £ € REX" and the average loss of
each checkpoint m € R
Output: An estimate of rg,,.
idx < argsort(m). // Sort the quantized models
m <— mlidx].
L+ L[idx].
for k =2 to K do
o%[k] + Var (L[k] — L[1]).
end for )
a[K]

1 ok
(mlk]—m[1])*

2

return rg < max

2<k<K

4 NUMERICAL EXPERIMENTS

4.1 Validation of ro, as a MIS indicator

To validate that our estimation of 7o, effectively ranks
quantization methods by their privacy level, we com-
pare the resulting ordering with the baseline MIS-based
ranking obtained from synthetic experiments. As we
focus solely on ranking quantization procedures, we
omit specific rg, values in the figures for clarity and
readability.
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Figure 1: Relationship between ro_  and the MIS.
Estimated values of ro, and the MIS for each quan-
tizers on different datasets, with their corresponding
Spearman correlation (pgp).

MIS Baseline. To evaluate the ability of our estima-
tor to correctly rank quantizers in terms of membership
security, we rely on a baseline estimation of the MIS
(theoretical details given in [section 11)). This baseline
consists of training a discriminator g, to differenti-
ate between samples from the training set and other
samples given the model’s weights.

To train the classifier, we follow the following steps:

1. We draw n = 128 samples (z, y) from our synthetic

dataset, and train a classifier #,, on these samples.

2. We draw n samples, that are the samples out of

0,’s training set.

3. WEA: create the sub-dataset built with én:

{(On, (x,y)i,ti) }i<on where t; equals 1 if the sam-
ple (z,y); is in 0,,’s training set, and 0 otherwise.

4. We perform these operations k=300 times and
create the full dataset as the concatenation of all
sets described in step 2, which we split into a
training and testing set, to train and evaluate g.

By construction, all samples (x,y) are drawn indepen-
dently, and in particular all samples used to evaluate
gy are independent from all samples in its training
set. This property is particularly data intensive and
is the reason why we focused on synthetic data in this
section. Finally, the baseline approach measures the

1.0 :
1
* T
Q ! — T,
0.5 1 ’
1 baseline
0 20 40 60 80 100
SINEE] 2 0 0 0 0 O Qo o 00 oREo 0 00000
BVl 2> 16 5 2 0 0 o6 oo offolioooo0o0o0
S 3 EEZENVEN 0 350 000 045478 0 0 0
U 0 9333519 4 © 0 339 000 054406 0 0 0
LR 0 5 112851 4 1 005 00 0 01130 o0 o0
R 0 o o 1 108818 30 0 0 0 05 1 000 oFg1 0
X
Al © 0 0 0 119552500 0 0 0 o 6E21flo 0o 0 o o 1[H10
KBl 0 0 0 0 0 22670 0 0 0 0 0 22FFo0 0 0 0 0 0 10FN
1 3 5 7 1 3 5 7 1 3 5 7

Ranking at 5 runs  Ranking at 20 runs Ranking at 50 runs

Figure 2: Stability of rg ’s estimation. Spearman
correlation between rankings obtained with a limited
number of runs and those obtained with the full set
of 300 runs. The ranking induced by rg, stabilizes
after about 15 runs, while the baseline MIS requires
substantially more runs to converge to the final ranking.

MIS as MIS,, =2 —2Acc(gy, P, A) (more details are
provided in [section 11)).

Datasets and Classifiers. We generate data points
sampled from R?® using kmodes € {6, 8, 16} isotropic
Gaussian distributions of standard deviation o €
{1.5,2,3}, where each cluster is assigned a label in
{0,1}. We trained each classifier (single-layer fully
connected networks) on n = 128 samples using the
Adam optimizer with a learning rate of 10~%, and we
stopped the training at 30 epochs (see the training

curves in [section 12]).

Quantization. For these experiments, we consider
a range of different simple quantization methods, in-
cluding: 1bit quantization by taking the sign of the
weights (Sign), 1.58 bits quantization with different
sparsity levels (1.58b {x}/ where 2% of the weights
with the smallest magnitude are set to zero, and the
rest to their sign), and quantization from 2 to 5 bits.

Estimation of the privacy guarantees.
illustrates the correlation between our proposed metric
ro, and the MIS baseline. We report the Spearman
correlation between both metrics (the correlation be-
tween the rankings induced by both metrics), and as
expected, quantizers with more bits of information,
such as 5 bits and 4 bits, are the least private. In
contrast, the 1.58b 90% quantizer, which introduces
90% sparsity by setting weights to zero, achieves the
highest privacy. Overall, the rankings produced by 7o,
closely match those of the baseline method, with an
average Spearman correlation of ps, = 0.86, demon-
strating that rg, reliably ranks quantization methods



Eric Aubinais™*, Philippe Formont®*, Pablo Piantanida®, Elisabeth Gassiat!

Best MIA Best MIA
per quantizer LOSS + ref LOSS + zlib + ref per quantizer LOSS + ref min-k% + ref
___________________________ €40 Lo iooos deceioooo
o 70 psp=-0.84 psp=-0.84 psp=-0.84 $ psp=-0.77 psp=-0.75 7 ""p5,=-0.76
le) )
o —
=)
2 60 ® 20
o4
50 &
1073 1072 1071103 1072 107'1073 1072 107! 1073 1072 1071103 1072 107'1073 1072 107!
ro, ro, ro, ro, ro, ro,
Quantizer
BitsAndBytes-4 BitsAndBytes-8 GPTQ-2 GPTQ-3 GPTQ-4 GPTQ-8 HQQ-1 HQQ-2 HQQ-3 HQQ-4 HQQ-8

Figure 3: Quantized security against the performances of various black-box MIAs for language
models. The first plot shows the relation between rg, the performances of the best MIA for each quantizer. As
ro, increases, the performances of the MIAs decreases, indicating that the quantized model is more secure. The
dashed red line indicates the performance of the different MIAs on the full-precision model.

by their privacy levels.

Stability of the rankings. In[Figure 2] we examine
how the number of runs influences the stability of
the ranking by comparing the rankings obtained with
subsets of runs (kruns < 300) against those obtained
using all 300 runs. For both rg, and the baseline
MIS evaluation, increasing the number of runs (6,,)
yields rankings that better align with the rankings
using all runs. Notably, rgo, achieves stability much
faster: after only 15 runs, its rankings already exhibit a
high correlation with the 300-run ranking (psp > 0.9),
whereas the baseline MIS requires around 150 runs to
reach the same correlation level.

4.2 Validation on practical use-case: Language
models for drug discovery

As a second experimental setting, we consider a real-
world application in drug discovery. In this domain,
data is both highly valuable and sensitive, making it
crucial to assess whether predictive models might in-
advertently leak proprietary information. We evaluate
the privacy of generative language models trained on
chemical knowledge, comparing our proposed measure
ro, against standard membership inference attacks
(MIAs) for language models.

Experimental setup. We fine-tuned 20 models
based on Qwen2.5-instruct-0.5B us-
ing LORA adapters of rank 64 on the
SMolInstruct dataset (~10k samples

per model), for 10 epochs. We considered the molecular
captioning and generation tasks, consisting of either
giving a description of a given molecule, or generat-
ing a molecule from a given description. Results on

Ministral-7B and Llama3-8B are given in

100 - BitsAndBytes-&
1071 --}3%90-4
-8
L 1072 <
o -6 O
= -3 S
10 S
-4
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Figure 4: TPR-FPR curves of LiRa attacks. True
positive rate (TPR) of a LiRa offline attack at different
low false positive rate (FPR). Models that are hardest
to attack (resp. easiest to attack) are also those ranked
as more (resp. least) secure by rg, .

Quantizers. We evaluate the value of rg, for
various classical quantization methods including

BitsAndBytes [Dettmers et al., 2022] (4-8 bits),
GPTQ [Frantar et al., 2023] (2-3-4-8 bits), and
HQQ [Badri and Shaji, 2023] (1-2-3-4-8 bits). We

evaluate the per-sample loss of the quantized model
on 22 checkpoints of the model to estimate 7o, .

Black-box results. We compare the evolution of
our privacy metric rg, with the performance of several
black-box MIAs on the quantized models (see
for details on the selected attacks).
the relationship between rgo, and MIA performance,
including the best-performing attack on each quantizer.
We find that higher values of rg, correspond to lower
MIA performance, indicating stronger privacy guaran-
tees. Conversely, lower values of rg, are associated
with higher MIA performance. Overall, these results
demonstrate that rgo, successfully orders quantization
methods according to their privacy level.
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Figure 5: Impact of quantization on classification
tasks. Evolution of each downstream model’s privacy
ro, along with relative performances of the quantized
models compared to the original on classification tasks.

LiRa attack. We further compare the privacy rank-
ings of the quantizers with the performance of one
of the strongest MIAs: the Likelihood Ratio attack
(LiRa) [Carlini et al., 2022| [Hayes et al., 2025]. This
attack requires training a set of reference models on
random subsets of the data, and then comparing their
outputs on a sample with that of the target model
(model under attack). In its online form, the target
model is compared to N reference models trained with-
out the sample of interest and to N reference models
trained with it. Because of its computational cost, an
offline variant has been proposed, which relies only on
models trained without the sample of interest. We
adopt this offline setting with N = 35, which we found
sufficient to obtain effective attacks. reports
the true positive rate (TPR) at varying false positive
rates (FPR) for all quantizers, and shows that the
quantizers hardest to attack are also those ranked as
most secure by rg , further validating our metric.

4.3 Security performance tradeoff on
molecular property prediction

Finally, we study the security of small predictive models
trained on molecular embedders, focusing on the trade-
off between performance and privacy.

Pretrained Embedders. To generate one-
dimensional molecular embeddings, we evaluate
four pretrained models from the representation
learning literature: GraphMVP [Liu et al., 2022a)
and 3D-Infomax [Stéark et al., 2021] (3D-2D mutual
information maximization), MolR [Wang et al., 2022]
(reaction-aware pretraining), and ChemBERTa-
MTR [Ahmad et al., 2022] (multitask regression
with string representations of the molecule). The
embeddings are passed to two layers feed-forward
networks (with a hidden dimension of 128) trained

on each downstream task. We trained all models for
500 epochs with a learning rate of le-4, and selected
the best checkpoint based on the validation loss. We
focused on the simple quantization methods presented

in for their interpretability.

Downstream tasks. We evaluate and train the mod-
els on various property prediction tasks (classification)
from the Therapeutic Data Commons (TDC) plat-
form [Huang et al., 2021], focusing on ADMET proper-
ties (Absorption, Distribution, Metabolism, Excretion,
and Toxicity). Additional results and tradeoffs with
regression tasks are given in We report
the AUC-ROC scores and to ensure robust estimation
of ro,, we allocate 40% of the dataset to the vali-
dation set. All models are trained using 90% of the
dataset for each run to ensure different training tra-
jectories are sampled. Finally, we report the relative
performance of the quantized model to the original:
TXB{IJROC = AUROCgilantized/AUR‘OCZ?ilginal'

Performance vs Privacy trade-off. [Figure 5|shows
the trade-off between privacy (rg,) and average task
performance across embedders. Even under the
strongest quantization, AUROC drops by only about
10%, likely because classification primarily depends
on boundary regions that seem not to be too affected
by quantization procedures. We see that higher down-
stream accuracy generally comes at the expense of lower
privacy. A threshold effect emerges: quantization at 2
bits or more preserves performance but does not im-
prove privacy, whereas stronger quantization (1.58 bits)
increases security at the cost of roughly 10% AUROC.

5 CONCLUSION, LIMITATIONS
AND PERSPECTIVES

In this work, we investigated Membership Inference Se-
curity of quantization procedures for machine learning
models that minimize an empirical loss. We proved
that the learning procedure is asymptotically deter-
mined by the distribution of the quantized models’ loss
per sample. From this, we derived a new MIS indi-
cator. We introduced an attack-free methodology for
comparing quantization procedures in terms of MIS,
with limited computational cost. Through extensive
experiments on both synthetic and real-world datasets,
we validated the effectiveness of our approach.

We believe our work suggests several interesting new
research directions related to the limitations of our pa-
per. First, we defined MIS as quantifying the security
against any possible MIA. In some cases, however, not
all MIAs are threats. The supremum in
could be taken only over a subset of all MIAs; for ex-
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ample, consider black-box attacks. Additionally, our
study focused on post-training quantized models and
did not identify any quantizer that can achieve strong
downstream performance and high security simultane-
ously. One interesting direction for future research is
to propose Quantization Aware Training methods to
develop quantizers that are trained to maximize g,
while being jointly optimized with the task-specific loss
function. This is an area of ongoing research.
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6 Notations
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loss function

(:0x Z—=RT

learning procedure

A:U,s 2" —©

MIA

¢:0xZ—{0,1}

test sample

probability of Z being member

P(Z is member)

Isubsection 2.2|

@

S N R N N N RISl It RS R FN Y
@
3

importance of the TPR

Acc,(¢; P, A)

accuracy of an MIA

E[TNR] J; AE[TPR]

MIS, (P, A) Membership Inference Security c1(1 — casupy Accy,(¢; P, A)) Isubsection 2.3|

O, discrete set of parameters 6, ={67,...,0% 1 CO

A quantizer 0,:06—-06,
Py, Py, x0), Pxy @ Py, | marginal, joint, product distribution _ - _

oy loss gap E[((0},2)] — E[¢(67,2)]

P (k, 1)-loss variability Cov(£(0%,2) — £(07,2), £(07,2) — £(0},2))

- N o P—— =

Pkl asymptotic (k,)-loss variability nlLH;opkvl section 3|

o? asymptotic (k, k)-loss variability Ph,k

Ck asymptotic ratio between gaps lim 6% /67

n—oo
A matrix (PrICKC) 2<k 1<K
) log rate oflTheorem 3.4| (62)%/(2maxy, cio})
' Y 1. - []E[l((jf,L)}—E[/(éfz)”
rQ, MIS indicator P R MDD

Table 1: Table of Notations
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7 MIS is related to an f-divergence

We recall here the main theoretical result of [Aubinais et al., 2023].

Let ¢ be an MIA, and consider its accuracy Acc,(¢; P, A). Let P, be the empirical distribution of the random
variables z1,...,z,. We define a test point z as follows. Let T € {0,1} be a Bernoulli random variable with
parameter ) € (0,1). Let zg ~ P and U be a random variable whose distribution is P, conditionally to z1,...,2,,
where T, zy and U are independent. Additionally, zg and T are independent of zq,...,z,. We define the test
sample by,

7:=TU + (1 —T)z. (3)

This definition is a formalization of the fact that a test sample is either a member of the training dataset (7' = 1)
with probability P(T" = 1) = P(z is member) = 7, or not a member (7" = 0). The random variable z, is used as a
placeholder to represent the non-member property of the test point and 7 represents the theoretical fraction of
members. Using the accuracy of ¢ can be rewritten as

Accy (93 P, A) = P(¢(0,20) = 0,T = 0) + ANP(¢(0,21) = 1, T = 1) (4)
= (1= n)P(¢(0n,20) = 0) + MP(¢(01,21) = 1).

Interestingly, constant MIAs ¢g = 0 and ¢; = 1 have respectively an accuracy of 1 — n and An, which means that
any MIA whose accuracy is worse than max(1l — n, An) is irrelevant to use. Additionally, if a perfect MIA ¢*
exists, then its accuracy would equal 1 — n + An. This means that the supremum over all MIAs of the accuracy is
bounded as

max (1 —n, A\n) < sup Acc,(¢; P, A) <1 —n+ M. (5)
¢

From this equation, the MIS can be defined as follows,
Definition 7.1 (MIS [Aubinais et al., 2023]). The membership inference security of a learning procedure A is

1

MIS, (P, A) = R

(1 — 1+ An — sup Acc, (¢; P, A)) , (6)
@

where the supremum is taken over all MIAs.

Thus, ¢; = (1 —n+ Ap)/min(1 — 1, A\n) and ¢ = (1 —n + )~ in equation

For any a > 0, and any distributions P and @ over the same probability space, we define

Da(P.Q) = lsup aP(B) - Q(B)

Du(rQ) - (1- ;)J 7

where for any real number x € R, we have 1 = max(0, z). Here, the supremum is taken over all measurable sets.

D, (P,Q) = max(1, a)

One of the main results in [Aubinais et al., 2023] is to prove that the MIS is related to an f-divergence between

the joint distribution of (Hn, z1) and the product distribution of 6,, and an independent sample zg. The setting in
[Aubinais et al., 2023] is more general and [Theorem 7.2 w 2| below holds for any possibly randomized algorithm as
soon as it is a (possibly randomized) function of P,.

Theorem 7.2 (Theorem 6 and Proposition 5 of [Aubinais et al., 2023]). Let v = . For any distribution P
and any learning procedure A, we have
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MIS,(P,A)=1-D, (P(émm),ﬂv(ém)) : (7)

where for any random variable x, Py designates its distribution.
Additionally, the map (P, Q) — D, (P, Q) is an f—divergence and for any random variables x1 and xo with joint
distribution Py, «,), it holds that

D’Y(le ® ]P)X27]P)(X17X2)) = ]EX2 [D’Y(levpmlmﬂ ) (8)

where Py is the distribution of x1 conditionally to Xo.

1]x2

Notice that in z1 could be replaced by any z;, for j € {1,...,n} since 0,, is a function of P,.
We set
Bpan(PA) =Dy (B 0y Bio, o)) )

Additionally, setting P4, 20) (resp. p(éle)) the density of P(én,ZO) (resp. P(én,m)) with respect to a dominating
measure ¢, Ay, (P, A) can be written in integral form as

1 1 1
Ay (P, A) = max(1,7) [27 / VPG ,20) = Pl )46 — 5 ’1 - VH (10)

= IE:z1 |:ma’x(]-7’7) |:2];Y / h/pén _pén|zl|dC - % ’]— - r]);’:|:| ) (11)

where p; (resp. pénm) is the density of the marginal distribution (resp. conditional distribution given z;) of ,,.

8 Proof of [T’heorem 3.4

We introduce additional notations. For ¢ =1,..., K,,, we define Mgy = E (6(92, zi)), so that mgn <--- < Mgy,
Fori=1,...,K, and j = 1,...,n, we define Ly, = 007 ,2;) — £(07,2z;). We recall that the loss gaps are
defined as 0 = E[L},] = mgn — mgy and the loss variabilities as (02)2 = Var (LZ’I). Finally we set
D™ = diag (((52)k>1), the K,, x K, -diagonal matrix with diagonal entries the 67, k =1,..., K.

We first prove that the divergence D,, is dominated by the total variation distance.

Proposition 8.1. For any a > 0, and any distributions P and Q) over the same probability space,

Da<PaQ) S Dl(P7Q) = HP_ Q”TV

where ||P — Ql||lrv is the total variation distance between P and Q.

Proof of Proposition[8.1 Usual manipulations allow to prove that, if p (resp. ¢) is the density of P with respect
to a dominating measure (, then

f(p—éq)erC ifa<1

Da(P7Q):{ f(qfap)erC if > 1.

But a — (p = éq) is non decreasing, so that the sets (p — éq > 0) are non decreasing also, so that for all @ < 1,
Ik (p — éq)+ ¢ < [(p— q), d¢. In the same way, o — (¢ — ap) is non increasing, so that the sets (¢ — ap > 0)
are non increasing also, so that for all @ > 1, [ (¢ — ap), d¢ < J (- q) 4 d¢. The conclusion follows.

O
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Recall Q,, is a quantizer and 6, = Ao, (21, -+ ,7r). Applying [Theorem 7.2/ and Proposition we get

1—MIS, (P, A) < 1Py, L0y = P, ol (12)

and [Theorem 3.4] follows from Proposition [8.2] and Proposition [8.3] below.
Proposition 8.2. Under the assumptions of of [Theorem 3.7}, we have

TA-1

. 1 . .ot AT
IITILILSOICI)I) 771 (53)2 log H]P(én,Zo) — ]P)(én,m)”TV < 7951%1(%672 s (13)
where A is defined as
P2.2C5 1+ P2 KCaCK
A= ,
PK2CKC2 - pK,KC%(
with Q == [~1,00)K~1.
Proposition 8.3. We have
1
inf ZL'TA71I = 5 95 (14)
zeQe maxy, ;0
where we recall 0,% = Pk k-
Proof of Proposition[8.4 Letting Z}! =P (én =07 | Z1> and pi! =P (é h ) we have
1P 6, 20) ~ Pro, oy lTv = ZE Ik — 2]
1 n n 1 n n
< Lgir - 21+ 1S R + 27
k=2
1 K
= SE[=py) = (1= 27)] + > ok
k=2
1 n n n
< iE[(l -pi)+ (1= Z7)]+ (1 —p)
=2(1—p7).
Recall that Ag, minimizes the empirical loss. Letting Qx 1 = [~1,00)% ! we then have
pr =P 1—argm1n ZZ Hk,zj
L, 5 -
=P|Vk>1,— 0 (0g,z;) —£(01,2;)] >0
1S ) O] 2
=P Vk>11§n:[L ok] > =06
- ﬁ : kg — = k
j=1
1 n
=P | = [Lij— 0kl € DUk (15)
j=1
_p| L Y DL ) Q
= EZ [Lk,; k]k>1€ K—1]>
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which gives

n

1 — C
1—])1’:]}1> EZD I[Lk,j_ék}k>1€QK71 s

Jj=1

so that

1 S nil— n n c
||P(é,,/,z0) _P(én,zl)HTV < 2P EZ [D"] ' [ kg~ 5k]k>1 €y

Jj=1

n

1 n\— n -1 n n C

1—pp

—1
By (A2), [(55)71 D"} [sz _5’?]1@ lives (asymptotically) in a (K — 1)-dimensional euclidean sub-
’ >1
space. By (A3) and (A4), as we live in an Hilbert space, using [Araujo and Giné, 1980], we have
-1
L (\/15 > {(55’)_1 D”} [LZJ - 5?} k>1> — v = Nk_1(0,A), where Ng_; is the (K — 1)-dimensional

n—oo
Gaussian distribution. Now, using the fact that E {Lz j} = 0}, using (A3) and (A4) and the convergence to a
Gaussian measure, we apply Theorem 2.2 of [De Acosta, 1992] to get

2

1
limsup —— log (1 — p}') < — inf
%) , otherwise

n—oco N 53)2 zeQf

. 2TA 1
=—inf ——,
reNe 2

TA—1
{ A ,if z € H,

where H., is the Hilbert space associated with v (see [De Acosta, 1992]). Additionally, as v/nd3 - 0o by (A1),

we have —4~log2 — 0. O
n(dy) n—o0
Proof of Proposition[8.3 Let M = A~1. Note that Q¢ = {z € RE~1: Jj 2; < —1}, giving

inf "Mz =min inf inf 2" Mz,
rEQe J @_jERK-lz;<—1

where we write z_; equals x where we omit its 4t entry. We then shall write

- Mz = a:jM“ + Qx]x_jM_“ + x_jM_L_]x_J

where M_; _; is the sub-matrix of M consisting of all entries except the 4t row and column and M_ j.j is the jth
column of M except its j*" entry.

The infimum must be reached on the frontier of the set, i.e. such that z; = —1 for some j. Indeed, assuming x in
the interior of 2°, we have that x; < —1 for some j. Then for any 1 < o < |z;|, z;/a < —1 meaning that =/«
still belongs to the interior of Q°. However, (z/a)TM(z/a) = 2527 Mx < 27 M, which shows that z was not
optimal. For an optimal x, we then have

T = M. — 22T . s
' Mr=M;; -2z, M_;;+x;M_;_jx_j;.
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It is then sufficient to study the optimization problem over x_;, which amounts down to the optimization of a
quadratic function, whose minimum is then reached for z_; satisfying

VLJ. (—2£ETJ-M,]'7]' + ijM,j’,j(E,j) = 0

= ;= (M_j_;) "' M_j,,

giving
. . T -1
, nf | inf @t Ma = M = My 5 (Mj, ) Mjj.
Applying Lemma [8.4] concludes the proof. O

Lemma 8.4. Let M be a J x J square matrizc and j € {1,...,J}. Assume that M_,_; and
M —M; _;[M_; ;" M_j; are invertible. Then we have

-1
(M), ;= (ijj — M M ij,j) :

7,3

Proof of Lemma[8.4 First note that if M is designed by block as follows,
A B
M= ,
C D

M-l ((A—BD—lc)‘1 *> (16)

then we have

* *
as long as C and A — BD~'C are invertible. Let P; and Q; be J x J matrices defined for all j such that P;M

permutes the first and the j** rows of M, and Q; M permutes the (j — 1)*" and the j*" rows of M. For instance,
if J =4 and j = 3 then we have

Py

o~ o o
o o~ o
o o o =
-~ o o o

L)

w

|
o o o~
o~ o o
o o~ o
— o o o

Note that we have (P;)~! = P; and (Q;)™! = Q;. Let R = Q3Q4 - Q;P;MP;Q; - Q4Q3. Developing the
formula, we get

M . M. .
R= (Mﬂvé_ o ]) . (17)
=73 =77

1
-1
(ijj =My [M_j ;] M ,j,j) *
* *

On the other hand, distributing the inverse operator on the product of matrices and using again [Equation 16} we
have

On one hand, using [Equation 16{and |[Equation 17, we have R~ =
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R =Q3Q4 - Q;PM'PQ; - - QuQ3

()

which concludes the proof. O

9 Complete Algorithm

We provide below the complete algorithm used to estimate rg,, incorporating the learning procedure A and
the quantization function Q.

Algorithm 2 Estimation of ro,,

1: Input: A training dataset D,,, a validation dataset Dy,), a learning procedure A, a quantizer Q, an initialized
model €, a number of epochs K.

Output: An estimate of 7o, .

Initialization: Set the list of all quantized loss Lya = {}, of all average quantized losses my, = {}, and of
all variances o2, = {}.

4: for k =1to K do

5. 0+ A(0,Dy).

6: 0« Q).

7. L+ {€0,2) : 2 € Dy}

8: 7

9

my ﬁ >sep,, U0,2).

: Lval[k] — Ek
10: end for
11: idx < argsort(mya).
12: Miyal — Myar[idx].
13: Lya) < Lyallidx].
14: for k =2 to K do
15: 0\213»1 [k] < Var (Lyai[k] — Lya[1])-

16: end for )
o\ 1—
. 1 2 Myal[2]—myal[1]
17: 7o + 3 |:21§I}€aéXK(0val[k] X (mval[k]imm[l]) )] .

18: return ro, = rg (Mya[2] — mval[l])Q.

10 Quantizations for the Synthetic and Molecular Experiments

For our synthetic and molecular experiments, we used simple quantizers to facilitate the analysis of the results.
These quantizers are summarized in [lable 2| and [Figure 6fillustrates how the different functions used quantize
the interval [—1,1].

11 Baseline estimation of the MIS

We describe here the baseline approach used to estimate the membership inference score (MIS) of a model én

Inferring membership of Z by an MIA can naturally be considered as a statistical test,

{ Hy: “z belongs to the training dataset”.

Hy: “Z does not belong to the training dataset”.

Under the mathematical setting presented before, these hypotheses can be apprehended as deciding whether én is
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Sign
1_
] s
0 S
_1-I T T
-1 0 1
6
2bits
1_
; S
0 Qo
_l-l T T
-1 0 1
6

1.58b 33% 1.58b 50% 1.58b 90%
1 1 1
4 T 4 S Al
0 g 0 g 0
_1-I_ T T _1-I T T _1-I T T
-1 0 1 -1 0 1 -1 0 1
6 7] 7]
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1 1 1
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0 S0 S0
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6 ¢} ¢}

Figure 6: Illustration of the quantization functions used on the interval [—1,1].

Table 2: Description of the quantizers used in the experiments.

quantizer ‘ Q(6;)
. 7
Sign ‘ 0;) = o4
9.
. it |65] < ¢(]6],0.33
1.58b 33% oy i 1051 < a(16],0.33)
0, otherwise
i 10,1 < (16),0.5
1.58b 50% @y 1051 <a((9],0.5)
0, otherwise
0,
], if 16;] < ¢(|6],0.9
1.58b 90% _ ,\ if 10;] < q(]61,0.9)
otherwise
2 bits Q0;) = 4% x ( +clip(2%,0, 2)) o — oround(log; (max 0]))
3bit | 0(0,) = gy xi (1 Felip(2,0,4)), o = gromdlos (max|o))
4 bits Q(Q]) — %% 14+ Chp 80, ,0, 8 ) o = 2r0und(10g2(max\0|))
5 bits Q(b;) = le—j'l% X int (1 + clip(—; 166; ,0, 16)) , = 2round(log,(max |(0]))




Eric Aubinais™*, Philippe Formont®*, Pablo Piantanida®, Elisabeth Gassiat!

independent or not to z. Specifically, testing Hy against Hj is equivalent to testing H|, against H{, where

Hé: (Gn’i)wp(én,zl)'

H: (0,,%) ~ P, (%)

For any dominating measure ¢ on P(é ) (and P; ® P), denoting by f (resp. g) the density of P(é ) (resp.
nyZ1 nyZ1

P; ® P) with respect to ¢, we have that ¢*(0, z) = {ggz j; > 1} satisfies:

sup Acc,, (¢; P, A) = Acc,(¢*; P, A). (19)
¢

The function ¢* is the Neyman-Pearson test for Hj against H{. This suggests that evaluating empirically the
MIS of an algorithm amounts to training a discriminator and evaluating it. The baseline approach therefore
consists in training a binary classifier g, : © x R? x R — [0, 1] to distinguish between samples z sampled from the
training set of a given 0,, and sampled from the product distribution F; ®P, and evaluate its accuracy. For a

sample z = (z,y) ~ P, where x € R? is the input and y its corresponding label, and a model én, the discriminator
minimizes the binary cross-entropy loss:

EDISC(éna Z) = BinaryCE (g’(l) (éna z, y)? ﬂzeptrain(én)) ’

where Dtrain(én) is the training set of én

The discriminator is implemented as a feed-forward neural network that takes as input: z, the input data; the
flattened parameters of 6,; and the loss of the model 6,, on x and y. For instance, if the model 6, is a binary
classifier, g, is a neural network with input = € R4, 6,, and the binary cross-entropy loss of #,, on (z,y).

We train the discriminator using a set of models, {ém}ie{l,_”’kmn} where each ém is trained on an independent
dataset {z; 1,...,2in} ~ P of niid. samples. To generate negative samples, we independently sample additional
sets, 2, 1%, ..., 2y ~ P, ensuring no overlap with the training sets of any models, or between the negative samples

of different models. This independence between datasets is crucial for preventing information leakage, but it may
be restrictive in practice due to the high data requirements.

A key drawback of this approach arises when 0,, contains multiple layers. Different permutations of the weights of
the hidden units can represent identical models, but the discriminator g,,, which relies on flattened parameters, is
not invariant to such permutations.

12 Synthetic experiments

12.1 Training curves

We provide in the training curves of the classifiers trained on the synthetic datasets.

12.2 Runtime comparison with the baseline approach

As explained in [section 11| m the baseline approach consists of training a discriminator to distinguish between
samples from the training set of a given 6,, and samples from the product distribution P; ® P. Similarly, the
ro, -based approach relies on the training of multiple models to average the values of rg, obtamed

The computational overhead induced by the rg -based approach, specifically computing the validation loss of the
quantized models, is negligible compared to the total training time (1 second against 4 minutes). Similarly, the
training of the discriminator takes only about 40 minutes (all experiments were conducted on NVIDIA A6000
GPUs).

As a result, training multiple models 6,, over multiple runs is the computational bottleneck of our privacy
evaluations. To properly evaluate the time required to obtain both rankings, one would have to answer the
following question: ‘How many runs do I need to launch to ensure the ranking I obtained is stable?’
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Figure 7: Training curves of the models trained on synthetic datasets, with the
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As discussed in the previous section, after 15 runs, the rankings obtained with ro, are already highly correlated
with those obtained with 300 runs. In contrast, the rankings obtained with the baseline MIS method require 150
runs to reach the same level of correlation. As a result, the time required to obtain stable rankings with rg, is
significantly lower (= 1h) than with the baseline MIS method (& 10h).

12.3 Visualization of the datasets

We provide in a visualization of the synthetic datasets used in the experiments, through a PCA projection
in dimension 2. This visualization helps understand how different data distribution might result in different
empirical results, as some datasets are more challenging than others, such as the dataset with ncjuster = 6 and
o = 1.5, for whom the labels of the datapoints are easily separable, while ncyster = 16 and o = 3 provides a more
challenging dataset, with overlapping clusters.

10 10 10 15 10

-10 -5 0 5 10 -10 -5 0 5 10 15 -15 10 -5 0 5 10 15 20

Figure 8: Visualization of the synthetic datasets used in the experiments, through a PCA projection in dimension
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13 Text Experiments

13.1 Training curves
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Figure 9: Training curves of the language models fine-tuned on SMollnstruct with a LORA adapter of rank 64.

We provide the training curves on the language models fine-tuned for our NLP experiments in

13.2 Black-Box Attacks

We used various black-box MIAs for LLMs on our language models. Each of them defines the probability of being
a member of the model’s training set as described below.

1. LOSS [Yeom et al., 2018]: where the prediction of the MIA solely relies on the loss of the model (P(member) o
—Ly(x)).

2. min-k% [Shi et al., 2024]: where the prediction of the MIA solely relies on the loss of 20% tokens predicted
with the lowest probability (P(member) X — minJC{l,..,N},\J\:int(\z|*0.2) ZjeJ [,g (xz))

3. LOSS + zlib |Carlini et al., 2021]: where the loss is normalized with the size of the zlib compression of the
text (P(member) ox —Ly(z)/|2lib(z)]).

4. LOSS + ref |Carlini et al., 2021]: where the loss of the model we attack is normalized by the loss of reference
models (the ones obtained from the other runs) (P(member) oc —(Lg(z) —>_; Lo, (2)))

Finally, these attacks can be combined (which we denote as LOSS + zlib + ref, for example). In practice, we
found that most attacks performed no better than a random attack, an observation consistent with previous
works on black-box attacks with LLMs [Duan et al., 2024]. The only competitive attacks are those using the pool
of reference models, which are the most expensive ones. We believe this is because our models did not overfit on
their training set, making the direct observation of their loss insufficient to evaluate the membership of a sample.

13.3 Additional Results

We report in |[Figure 10| the dependence of the quantized security rg, with the best metric achieved by an MIA
for each quantizer. We provide results for: AUROC, average precision, TPR at 10, 5, and 1% FPR. Overall, our
metric correlates with all the attacks, including the reference models, and we observe that the quantized security
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Figure 10: Quantized security against the performance of various MIAs for LLMs. The first figure displays the best
metric achieved by an MIA for each quantizer against the quantized security ro,,. We report the average-precision,
auroc, and TPR at 20, 15, 10, 5, 3, and 1% FPR.

MINISTRAL-78B: LLAMA3-8B

attack average_precision roc_auc tpr@10 tpr@15 attack average_precision roc_auc tpr@10 tpr@1s
Spearman Avg P Avg P Avg P Avg Spearman Avg Avg Avg Avg
corr. perf. corr. perf. corr. perf. corr. perf. corr. perf. corr. perf. corr. perf. corr. perf.

LOSs -0.63 2275 -0.63 5469 -0.65 1278 -0.64 18.67 LOSS -0.73 219 072 5355 -0.77 12.16 -0.75 17.69

Loss  -0.77 39.84 -0.77 69.18 -0.76 3200 -0.76 40.22 LOSS -0.85 39.12 -0.87 68.55 -0.89 3235 -0.87 4031

+ref +ref

Loss -0.59 2217 -0.63 5353 -0.61 11.98 -0.57 17.51 LOSS -0.73 2145 -0.73 5283 -0.76 11.39 -0.77 1713

+2lib +zlib

Loss  -0.77 3839 -0.76 68.84 -0.76 30.79 -0.75 39.35 LOSS  -0.84 37.82 -0.87 68.2 -0.87 30.92 -0.87 39.61

+zlib +2lib

+ref +ref

min-  -0.65 2299 -0.65 55.26 -0.66 1284 -0.67 18.88 min-  -0.71 2215 07 5411 -0.74 1235 -072 18.07

k% k%

min- -0.77 3933 -0.77 69.01 -0.77 31.70 -0.76 40.12 min- -0.84 3852 -0.85 68.28 -0.85 31.71 -0.84 39.87

k% + k% +

ref ref

Figure 11: Average correlation between the quantized security ro, and the efficiency of various MIAs for LLMs.
The first table displays the result for MINISTRAL-7B and the second table for LLAMA3-8B. We report for the
various MIAs, the correlation, averaged over different quantizers, between rg, and the precision, auroc, TPR at
15 and 10 % FPR.



Running heading title breaks the line

ro, is a good indicator of the quantization robustness of the learning procedure against MIAs. For other attacks,
ro, does not seem to correlate with their performances, which can be explained by the fact that these attacks
perform close to random guesses.

14 Molecular experiments

14.1 Experimental setup and Comprehensive results
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Figure 12: Impact of quantization on classification tasks. Evolution of the privacy of each downstream model
ro, along with relative performances of the quantized models compared to the original on classification/regression
tasks.

We show in [Table 3] [Table 4], and [Figure 12]the comprehensive results of the quantized models on the classification
and regression tasks, respectively.

We observe that while the quantized models are generally less accurate than the original models, they still achieve
reasonable performance on the classification tasks. In regression examples, the performance of quantized models
is significantly lower than that of the original models. In particular, when the quantization is on less than 4
bits, the prediction of the molecular properties is almost consistently lower than a simple mean prediction. As
explained in this result is expected, as while classification tasks rely on the definition of the
boundary between classes, regression tasks require a fine-grained prediction of the target value. However, while
the direct predictions of the quantized models do not provide a good estimate of the target value, the ordering of
the predictions is still preserved, as shown by the Spearman correlation between the quantized models’ predictions

and the labels in [Table 5| and [Figure 12

14.2 Details on the evaluation of the quantizers’ privacy

Our hypothesis in the estimation of rg, is that the quantized weights with the lowest average loss dominate
the maximum value of Ay = Agp = lim (53/(5,?)2 (o7)%. We show in [Figure 13| the evolution of Ay x with the
n—oo

k, where the indexes are sorted with decreasing values of average loss, and the histogram of the index of the
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Table 3: AUROC performance of the quantized models on the classification tasks, averaged over all embedders.

Sign
1.58b 33%
1.58b 50%
1.58b 90%
2 bits

3 bits

4 bits

5 bits
original

dataset

AMES | 0.773 (s9%) 0.781 (90%) 0.784 (90%) 0.748 (s6%) 0.843 (97%) 0.853 (98%) 0.859 (99%) 0.861 (99%) | 0.862 (100%)

BBB Martins | 0.800 (se%) 0.803 (so%) 0.807 (90%) 0.804 (so%)  0.890 (99%) 0.895 (99%) 0.895 (99%) 0.896 (100%) | 0.896 (100%)
Bioavailability Ma | 0.586 (94%) 0.588 (94%)  0.590 (95%) 0.579 (93%)  0.619 (99%)  0.622 (100%) 0.622 (100%) 0.623 (100%) | 0.622 (100%)
CYP2C9 Substrate CarbonMangels | 0.558 (se%) 0.557 s6%) 0.561 s6%) 0.589 (90%)  0.642 (99%) 0.646 (99%) 0.647 (99%) 0.647 (99%) | 0.648 (100%)
CYP2C9 Veith | 0.787 (so%)  0.793 (00%) 0.799 (91%) 0.827 (9a%)  0.868 (99%) 0.873 (99%) 0.876 (99%) 0.877 (99%) | 0.877 (100%)
Carcinogens Lagunin | 0.766 (01%) 0.765 (01%) 0.772 (92%)  0.791 (94%) 0.824 (98%) 0.830 (99%) 0.831 (99%) 0.832 (99%) | 0.833 (100%)
ClinTox | 0.561 (s0%) 0.555 (r9%) 0.557 (79%)  0.589 (84%) 0.698 (98%) 0.702 (99%) 0.704 (99%) 0.706 (99%) | 0.707 (100%)

DILI | 0.827 (92%) 0.830 (93%) 0.831 (93%) 0.843 (9a%)  0.888 (99%) 0.891 (99%) 0.892 (99%) 0.892 (99%) | 0.892 (100%)

HIA Hou | 0.805 (91%) 0.805 (91%) 0.804 (91%) 0.790 (so%) 0.882 (99%) 0.883 (99%) 0.883 (99%) 0.883 (100%) | 0.883 (100%)

PAMPA NCATS | 0.585 (s1%) 0.583 (81%) 0.584 (s1%) 0.583 (81%)  0.708 (99%) 0.711 (99%) 0.713 (99%) 0.714 (99%) | 0.714 (100%)
Pgp Broccatelli | 0.856 (92%) 0.858 (92%)  0.859 (92%) 0.864 (93%)  0.921 (99%) 0.924 (99%) 0.924 (100%) 0.924 (100%) | 0.925 (100%)

Skin Reaction | 0.664 (so%) 0.667 (80%) 0.668 (90%) 0.670 (90%)  0.735 (99%) 0.740 (99%) 0.741 (99%) 0.742 (99%) | 0.743 (100%)

hERG | 0.728 (91%) 0.726 (901%) 0.726 (91%) 0.739 (92%)  0.793 (99%) 0.795 (99%) 0.796 (99%) 0.797 (99%) | 0.797 (100%)

hERG (k) | 0.767 (ss%) 0.783 (wo%) 0.789 (01%) 0.757 (s7%) 0.819 (94%) 0.837 (96%) 0.855 (98%) 0.862 (99%) | 0.866 (100%)

Table 4: R2 performance of the quantized models on the regression tasks, averaged over all embedders. If the R2
score is less than -1, we display -inf for clarity.

X N N
o) =) =) .
o 0 [=>} <
2 2 2 2 2 2 Z |

B ® 8 8 3 3 3 3 &

n — — — ™ e} <t 0 S)

dataset
Caco2 Wang | -inf int%) -inf ¢int%)  -inf cint%)  -inf int%) -inf (-364%) 0.008 (1%) 0.458 (75%) 0.567 (93%) | 0.609 (100%)

HydrationFreeEnergy FreeSolv | -inf ¢int%) -inf (int%) -inf (int)  -inf inee)  -0.466 (-70%) 0.412 (55%) 0.669 (91%) 0.715 (98%) | 0.725 (100%)
LD50 Zhu | -inf ¢inf%)  -inf inf%)  -inf cinf%)  -inf ine%) -inf (-578%) -0.129 (-25%)  0.339 (67%) 0.454 (s9%) | 0.505 (100%)

Lipophilicity (az) | -inf ¢inf%)  -inf cinee)  -Inf ¢int%)  -inf cint) -inf (-539%) -0.037 (-7%)  0.404 (72%) 0.508 (91%) | 0.552 (100%)

PPBR AZ | -inf (int%) -inf (int%) -inf ¢int%)  -inf (int%) -inf (-inf%) -0.480 (-233%)  0.022 2%) 0.156 (65%) | 0.229 (100%)

Solubility AqSolDB | -inf (-inf%)  -inf ¢inf%)  -inf cint%)  -inf cint%) -inf (-792%) -0.081 (-10%)  0.575 (72%) 0.740 (93%) | 0.792 (100%)

VDss Lombardo | -inf ¢inf%) -inf int%)  -inf Ginf%)  -inf inrs)  -0.859 (-287%) -0.010 (6%) 0.175 (73%)  0.224 (91%) | 0.248 (100%)

Table 5: Spearman correlations between the labels and the predictions of the quantized models on the regression
tasks, averaged over all embedders.

1.58b 33%
1.58b 50%
1.58b 90%

Sign

2 bits
3 bits
4 bits
5 bits
original

dataset

Caco2 Wang | 0.673 se%) 0.713 (95%) 0.720 (95%) 0.679 (00%) 0.690 (92%) 0.733 (97%) 0.745 (99%) 0.748 (99%) | 0.750 (100%)
HydrationFreeEnergy FreeSolv | 0.905 (9s%) 0.907 (99%) 0.906 (9s%) 0.893 (97%) 0.910 (99%) 0.913 (99%) 0.915 (99%) 0.916 (99%) | 0.916 (100%)
LD50 Zhu | 0.572 (s3%) 0.611 so%) 0.618 (90%) 0.533 (77%) 0.596 (87%) 0.636 (92%)  0.669 (97%)  0.679 (99%) | 0.685 (100%)

Lipophilicity (az) | 0.658 s7%)  0.700 (92%)  0.705 (93%) 0.637 (s4%) 0.669 ss%) 0.713 (0a%)  0.741 (9s%)  0.749 (99%) | 0.754 (100%)

PPBR AZ | 0.561 (98%) 0.563 (9s%) 0.564 (99%) 0.555 (97%) 0.565 (99%) 0.568 (99%) 0.569 (99%) 0.570 (99%) | 0.570 (100%)

Solubility AqSolDB | 0.838 (94%) 0.853 (96%) 0.852 (96%) 0.756 (s5%) 0.842 (9a%) 0.864 (97%)  0.879 (99%)  0.884 (99%) | 0.887 (100%)

VDss Lombardo | 0.570 (99%)  0.572 (909%) 0.572 (909%) 0.560 (97%) 0.572 (99%) 0.573 (99%) 0.575 (99%) 0.575 (99%) | 0.576 (100%)
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Figure 13: Evolution of Aj ; with the k, where the indices are sorted with decreasing values of average loss, and
the histogram of the index of the maximum value of Ay ;, for each quantizer.

maximum value of Ay j for each quantizer, on four different datasets (trained on 500 epochs, hence k < 500).

The maximum value of Ay ; is consistently reached for low k values, which seems to confirm our hypothesis that
the estimation of rg, mainly revolves around the low loss values achieved by the quantizer, thereby validating
our sampling strategy for estimating rg,, .
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