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Abstract

Distributed learning enables scalable model
training over decentralized data, but remains
hindered by Byzantine faults and high com-
munication costs. While both challenges
have been studied extensively in isolation,
their interplay has received limited attention.
Prior work has shown that naively combining
communication compression with Byzantine-
robust aggregation can severely weaken re-
silience to faulty nodes. The current theo-
retical state-of-the-art, Byz-DASHA-PAGE,
leverages a momentum-based variance reduc-
tion scheme to counteract the negative ef-
fect of compression noise on Byzantine ro-
bustness. In this work, we introduce RoS-
DHB, a new algorithm that integrates clas-
sical Polyak momentum with a coordinated
compression strategy. Theoretically, RoS-
DHB matches the convergence guarantees
of Byz-DASHA-PAGE under the standard
(G, B)-gradient dissimilarity model, while re-
lying on milder assumptions and requiring
less memory and communication per client.
Empirically, RoOSDHB demonstrates stronger
robustness while achieving substantial com-
munication savings.
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1 INTRODUCTION

Distributed learning enables scalable model training
over decentralized data by leveraging parallel compu-
tation across multiple nodes (workers). In the stan-
dard setting, each worker computes local updates on
its data and transmits them to a central server, which
aggregates these updates to refine a global model. The
updated model is then redistributed to the workers,
and the process repeats iteratively. This paradigm
accelerates training and preserves data locality, but
it remains vulnerable to attacks and communication
bottlenecks.

A particular challenge arises from malicious or
faulty workers, commonly referred to as Byzan-
tine workers in distributed computing litera-

ture [Lamport et al., 1982]. Such workers can
arbitrarily corrupt their updates, severely de-
grading the convergence and accuracy of the

global model. This has motivated a large body
of work on Byzantine-robust distributed learn-
ing [Blanchard et al., 2017al [El Mhamdi et al., 2018|
Yin et al., 2018] |Li et al., 2021, [Pillutla et al., 2022|
Karimireddy et al., 2022, Allouah et al., 2023a],
which develops robust aggregation rules to mitigate
the impact of corrupted updates during server-side
aggregation. These defenses are especially critical
in open or partially trusted environments, such as
federated learning [McMahan et al., 2017], where
the non-i.i.d. nature of data across devices makes
distinguishing Byzantine updates from legitimate but
heterogeneous ones particularly challenging.

Another major line of work focuses on improving
the communication efficiency of distributed learning.
Transmitting full model parameters or gradients
from every worker to the server at each round is
often impractical under bandwidth constraints. To
address this, communication compression schemes



such as gradient sparsification [Stich et al., 2018] and
quantization [Alistarh et al., 2017] have been widely
studied (e.g., [Chen et al., 2021 Hamer et al., 2020}
Reisizadeh et al., 2020, Richtarik et al., 2021]
Oh et al., 2024]). While these methods effec-
tively reduce communication costs, they have mostly
been analyzed in isolation from adversarial ro-
bustness. The interaction between communication
compression and Byzantine resilience remains rel-
atively underexplored, with only a few notable
attempts [Bernstein et al., 2018, [Sattler et al., 2019]
Gorbunov et al., 2023 [Rammal et al., 2024].

The current theoretical state-of-the-art (SOTA) ap-
proach for combining Byzantine-robustness with com-
munication compression in distributed learning is
Byz-DASHA-PAGE [Rammal et al., 2024]. This al-
gorithm considers a robust variant of distributed
stochastic gradient descent (SGD) with unbiased com-
pression, and addresses the adverse effect of com-
pression on Byzantine-robustness through momentum
variance reduction—a technique originally proposed
in [Cutkosky and Orabona, 2019] to achieve optimal
convergence rates under noisy gradients. This mech-
anism is central to the significant improvements of
Byz-DASHA-PAGE over earlier methods such as Byz-
VR-MARINA [Gorbunov et al., 2023], but it comes at
the cost of maintaining additional momentum states
before compression, i.e., on the worker side, which
leads to substantial per-worker memory usage. More-
over, the convergence of Byz-DASHA-PAGE relies on
a special property of loss functions, namely bounded
global Hessian variance [Szlendak et al., 2021] (see
Appendix |Al).

We address the aforementioned limitations of
Byz-DASHA-PAGE by proposing a new algorithm,
named Robust Sparsified Distributed Heavy-Ball
(RoSDHB). The design of RoSDHB is deliberately
simpler than Byz-DASHA-PAGE. Instead of the
more involved momentum variance reduction scheme,
RoSDHB employs the classical Polyak’s momentum
(a.k.a. heavy-ball method).  Crucially, RoSDHB
applies heavy-ball momentum after compression, i.e.,
once the compressed gradients have been received by
the server. This design shift moves the momentum
operation to the server and halves the memory
requirements at each worker, while still effectively
mitigating the noise introduced by compression. A
further innovation of RoSDHB is the use of a global
mask, i.e., a shared sparsity pattern applied across
all workers. This design reduces the uplink com-
munication footprint, as workers transmit only the
jointly selected coordinates and not the corresponding
indices. While offering both memory and communi-
cation improvements, the convergence guarantee of

RoSDHB is comparable to that of Byz-DASHA-PAGE
in the gradient descent setting, without the additional
assumption of bounded global Hessian variance.

In particular, we establish tight convergence guaran-
tees for RoSDHB on full batch gradients of smooth
nonconvex loss functions under the standard (G, B)-
gradient  dissimilarity  [Karimireddy et al., 2020]
and Lipschitz smoothness assumptions. Unlike
prior momentum-based results for Byzantine-robust
distributed learning |[Karimireddy et al., 2021],
Farhadkhani et al., 2022], our analysis addresses
sparsification noise whose variance grows with the
gradient norm of the average loss, rather than being
uniformly bounded. To handle this more challenging
regime, we develop a new Lyapunov function, which
could be of independent interest to the distributed
optimization community.

Although RoSDHB achieves convergence rates com-
parable to Byz-DASHA-PAGE —under weaker and
more standard assumptions—our experimental results
reveal a clear practical advantage, in both full gradi-
ent and stochastic gradient scenarios. In particular,
RoSDHB demonstrates stronger robustness to Byzan-
tine attackers and achieves significant communication
savings across benchmark image classification tasks.

In summary, our contributions are three-fold:
(i) We propose a new distributed learning algo-
rithm RoSDHB that provides Byzantine-robustness
while enforcing communication compression. Com-
pared to prior work, RoSDHB incurs reduced mem-
ory and communication costs for the workers. (ii)
We show (for the first time) that simple heavy-ball
momentum, applied after sparsification and in com-
bination with a global mask, yields tight Byzantine-
robustness under standard assumptions. (iii) Our ex-
periments show that RoSDHB consistently outper-
forms Byz-DASHA-PAGE in practice, achieving supe-
rior robustness to Byzantine attackers with significant
communication savings.

Theoretical novelty Our proof is inspired by
the convergence analysis in [Allouah et al., 20234,
but there are two key differences. First, unlike
in [Allouah et al., 2023a], the variance of the noise
induced by random sparsification is not uniformly
bounded; instead, it grows with the squared norm
of the average honest gradient (cf. Lemma B.1
and Eq. (28) in [Allouah et al., 2023a]). Following
the analysis in [Allouah et al., 2023a] would therefore
yield a suboptimal error rate. Second, to obtain a
tighter convergence error rate—matching the theoret-
ical SOTA Byz-DASHA-PAGE—we design a new Lya-
punov function with an additional term that depends
on the momentum drift (cf. the proof sketch of Theo-



rem 1 and Eq. (40) in [Allouah et al., 2023a]).

The rest of the paper is organized as follows. Sec-
tion [2] reviews background material on Byzantine-
robustness and gradient sparsification. Section |3 in-
troduces our algorithm RoSDHB, presents its theoret-
ical analysis, and includes a formal comparison with
Byz-DASHA-PAGE. Section [ reports empirical re-
sults on benchmark machine learning tasks. Section [
discusses the possible extensions of RoOSDHB. Finally,
Section [6] summarizes our contributions, and outlines
promising directions for future research.

2 PROBLEM SETTING &
BACKGROUND

In this section, we present the problem setup and the
assumptions used throughout the paper. We use |||
to denote the Euclidean norm.

Distributed learning. We consider a server-based
distributed learning setting with one central server and
n workers [n] == {1,2,...,n}. Bach worker ¢ holds
a local dataset D; = {z} 22,... 2"}, drawn from
a possibly different distribution, as is often the case
in federated learning settings. For each data point
z € Z, a model with parameter vector # € R? in-
curs a loss £(6,z), where { is real-valued and dif-
ferentiable. The local empirical loss at worker ¢ is
Li(0) = ;=37 €, 2]), and the global objective is
to minimize the average loss £(f) = L 3" Ei(ﬁ)ﬂ
We allow £(6) to be nonconvex, in which case the goal
is to find a stationary point (defined formally later).
To this purpose, the server can employ distributed gra-
dient descent (DGD). At each iteration t € 1,...,T,
the server broadcasts the current model #*~! to all
workers. Each worker ¢ computes its local gradient
gt =VL;(0'71) and sends it to the server. The server
aggregates them as g' = 13" ¢! and updates the
model by ! = #'~1 — yg!, where v > 0 is the learning
rate. The initial model #° is chosen arbitrarily.

Communication Compression. To reduce the
communication cost of DGD, several compression
schemes have been proposed [Beznosikov et al., 2023].
We focus on RandK sparsification [Stich et al., 2018],
where at each iteration t worker ¢ sends only k (k <
d) randomly selected coordinates of its local gradi-
ent gf. We define the compression parameter as
« = d/k. Formally, each worker samples a binary
mask mask; (k) € {0,1}% with exactly k entries equal
to 1, indicating the selected coordinates. The com-
pressed message is the pair (mask;(k),Ck(g!)), where

'The analysis remains valid both when workers hold
datasets of different sizes and when the global loss is de-
fined as a weighted combination of the local losses.

Ce(9!) = ([9%]eys- - -, [gl]e,) contains the gradient val-
ues at the selected indices ¢; < --- < f satisfy-
ing [mask;(k)],, = 1. Using this information, the
server reconstructs §i = a(g! ® mask;(k)) € R

where ® denotes the element-wise (Hadamard) prod-
uct. The server then averages Et = %Z?:l gt and

updates the model as 0! = 6"~ — 43'. RandK is
an unbiased compression operator with bounded vari-
ance [Beznosikov et al., 2023, Def. 1], since

E[5l] =g and E[||g! - g!l] < (a= 1ol

where the expectation is over the randomness of
mask; (k).

Byzantine-robustness. We consider a scenario
wherein an adversary corrupts a set of at most f work-
ers out of total n, whose identity is fixed but a priori
unknown to the server. We refer to these corrupted
workers as Byzantine workers, as per the terminology
used in distributed computing [Lamport et al., 1982],
and the remaining uncorrupted workers as the hon-
est workers. We denote by H C [n] the set of honest
workers (|H| = n — f). Byzantine workers can deviate
arbitrarily from the prescribed algorithm. We con-
sider the worst-case scenario where they may collude
seamlessly, know the learning algorithm used by the
server, and observe all messages exchanged between
the server and the honest workers throughout training.
In the presence of Byzantine workers, the server’s ob-
jective is to find a stationary point of the average loss
over the honest workers, L£,(6) = ﬁzieﬂ L;(0).
An algorithm that, in the presence of at most f
Byzantine workers, guarantees convergence to an e-
stationary point of L3 is said to be (f,¢)-resilient.
Formally [Allouah et al., 20234]:

Definition 2.1 ((f,€)-Resilience). A distributed
learning algorithm is said to be (f,€)-resilient if, in the
presence of at most f Byzantine workers, it outputs a

N 112
parameter 6 € R such that HVGH(G)H <e.

The convergence of distributed first-order methods
typically relies on standard conditions concerning the
regularity of the global loss and the heterogeneity of
local losses. In this paper, we adopt two broad assump-
tions that capture these aspects. These assumptions
are imposed only on the honest workers, while Byzan-
tine workers are left unconstrained and may act arbi-
trarily to disrupt training. We first introduce the fol-
lowing smoothness assumption on the honest workers’
global loss, which is standard even in centralized first-
order machine learning methods [Bottou et al., 2018].

Assumption 1. (Smoothness) The average loss func-
tion Ly : R — R is L-Lipschitz smooth, i.e., there



exists L > 0 such that for all 0,0" € R,
VL (0) = VLu(@) || < L6 -6

To model data heterogeneity across honest work-
ers, we rely on the standard notion of (G, B)-
gradient  dissimilarity  [Karimireddy et al., 2020]
Allouah et al., 2023b)].

Assumption 2. ((G, B)-gradient dissimilarity) There
exist two mon-negative constants G and B, such that,
for all 8 € R, we have:

m 2 VL (0) = Vin O] < G2+B2 | VLy (0)].
1€

DGD with simple averaging as the server-side
aggregation rule, ¢' = 13" ' does not
achieve (f, e)-resilience [Blanchard et al., 2017b|]. Re-
silience requires limiting the influence of Byzan-
tine workers, which can be achieved, for example,
by replacing averaging with a robust aggregation

rule [Allouah et al., 2023a].

Definition 2.2 ((f, k)-Robustness). An aggregation
rule F : (RO — R? is said to be (f,r)-robust if, for
any set of n vectors {x1,...,x,} C R% and any subset
S C [n] of size n — f, it holds that

—_ 2 R —
|F (21, ... %) — Ts| Sf|5|§ |z —Zsl”,
i€S

— .1
where Tg = EZiesxi'

The above definition encompasses several ro-
bust aggregation rules, including coordinate-wise
trimmed mean (CWTM), and geometric median
(GeoMed) [Guerraoui et al., 2024) Chapter 4], which
are (f,k)-robust for different values of k, where k
typically depends on f and n, and increases with f.

We call robust DGD a variant of DGD where av-
eraging is replaced by an (f,k)-robust aggregation
rule. Specifically, at each iteration ¢, the server up-
dates the parameter vector as §* = =1 — yR!, where
R' == F(g,...,g%). Under Assumptions [1| and |2 it
has been shown [Allouah et al., 2023b] that if k =
n_iw, robust DGD achieves (f,¢€)-convergence with
€ € O(W), which matches the lower bound
on € established in [Allouah et al., 2023a]. When
n > (24 v)f for some v > 0, robust aggrega-
tion rules such as CWTM and GeoMed (when com-
bined with nearest-neighbor mixing, NNM) achieve

K€ @(ﬁ) [Allouah et al., 2023a].

Integrating Robustness and Communication
Compression. Achieving both communication com-
pression, to alleviate bandwidth constraints, and ro-
bustness, to mitigate the impact of Byzantine work-
ers, is highly desirable but nontrivial. Simply

adding compression schemes such as RandK to ro-
bust DGD is insufficient; more sophisticated algo-
rithms are required. Some works attempt this inte-
gration but under restrictive assumptions: SignSGD
with majority vote [Bernstein et al., 2018] requires
honest gradients to follow identical unimodal dis-
tributions, while norm filtering with error feed-
back under biased compression [Ghosh et al., 2021]
assumes subexponential gradients. The current
state-of-the-art method addressing this joint goal is
Byz-DASHA-PAGE |[Rammal et al., 2024]. Tts key in-
gredient is momentum wvariance reduction, a scheme
originally proposed in [Cutkosky and Orabona, 2019]
to attain optimal convergence rates for SGD on smooth
nonconvex functions. Byz-DASHA-PAGE, however,
comes with notable memory costs. Each worker must
store four vectors of dimension d (the number of model
parameters): the current parameter vector, the cur-
rent gradient, the gradient from the previous commu-
nication round, and an additional pseudogradient. On
the server side, the memory requirement is 2(n + 1)d,
as it must store each worker’s pseudogradient and cur-
rent update, along with the global model and the
robust aggregate. Furthermore, under RandK spar-
sification, each worker uses local masks and there-
fore transmits k& values together with the k corre-
sponding indices (or, equivalently, d bits). Finally,
the resilience guarantees of Byz-DASHA-PAGE rely
not only on Assumptions [I] and [2| but also on the
additional condition of bounded global Hessian vari-
ance [Szlendak et al., 2021] (reported as Assumption|3]
in Appendix |[A]). Unless each worker local loss is L-
smooth, it is easy to construct an example when the
global loss is smooth, but bounded global Hessian vari-
ance is not satisfied (see Lemma in Appendix [Al).

As we show in the following, our algorithm RoSDHB
overcomes these limitations of Byz-DASHA-PAGE.

3 OUR ALGORITHM: ROBUST
SPARSIFIED DISTRIBUTED
HEAVY-BALL (ROSDHB)

In this section, we present our algorithm Robust Spar-
sified Distributed Heavy-Ball (RoSDHB). The pseu-
docode is provided in Algorithm [T} while Section [3.1]
details its key components and complexity. Section[3.2]
then presents the convergence analysis of RoSDHB
and compares it with state-of-the-art results, including
Byz-DASHA-PAGE.

3.1 Description of RoOSDHB

In each iteration ¢t € {1,...,T}, with T" > 1 denoting
the total number of iterations, the server broadcasts to



Algorithm 1: Robust Sparsified Distributed Heavy-Ball (RoSDHB)

Input: Initial model #° € R? (chosen arbitrarily), total iterations 7' > 1, learning rate v, robust aggregator
F, momentum coefficient 3 € [0, 1), sparsification parameter k, and, for each honest worker w;: m? = 0.

Fort=1toT:

1: Server generates mask(k) € {0,1}? with k randomly chosen elements set to 1 and rest to 0.
2: Server broadcasts current model =1 and mask(k) to all the workers.

3: For each honest worker i do:
a. Compute local gradient: gf = VL; (671) .
b. Send to the server: Cx (g!) = ([9¢]e, - -

-, [98]e,) where 01 < ... < {y, [mask(k)],, =1,Vj € [k] .

// A Byzantine worker j can send arbitrary k values in Cj (g})

t

7: Server updates the model: §* = #*~1 — yR? |

Server aggregates the momenta: R' = F(mt,...,m

Server computes for each worker i, : §! = 4(g! © mask(k)) using Cj, (g?).
Server computes momentum for each worker i: m} = Bmﬁ_l +(1-78)gt .

).

Server returns é, chosen uniformly at random from {#°,... 67—}

all workers (i) the current model parameter §’~1 and
(ii) a RandK sparsification mask mask(k) € {0,1},
obtained by setting k randomly chosen entries to 1
and the rest to 0. The initial model §° is chosen ar-
bitrarily by the server. Upon receiving =1 and the
mask, each honest worker ¢ computes its local gradi-
ent gt = VL;(0*~!) and sends back the k coordinates
corresponding to the nonzero entries of the mask, i.e.,
Ce(9;) = ([9i)ers- -, lgtle,) with & < -+ < 44 and
[mask(k)],, = 1forall j € [k]. In contrast, a Byzantine
worker j may transmit any arbitrary set of k values in
Ck(g;t-). From the received messages, the server recon-
structs an unbiased estimator of each local gradient:

gt = 1 (g} © mask(k)).

The server then updates the momentum vector m! of
each worker as

mt = pmi~" + (1 - B)gt,

with momentum coefficient § € [0,1) and initializa-
tion mY = 0. Next, the server applies the robust ag-

gregation rule F' to obtain R* = F(m!,...,m!), and
updates the model as
0" = 6'~! —yR".

After T iterations, the server outputs 61 chosen uni-
formly at random from 6°,...,67~1. The use of mo-
mentum vectors in the update rule mirrors Polyak’s
momentum method, also known as the heavy-ball
method, which motivates the name of our algorithm.

RoSDHB complexity. RoSDHB is lightweight
in terms of computation, memory, and communica-
tion. Each honest worker computes one local gradi-
ent per iteration, incurring the same computational

cost as in standard DGD. On the memory side,
each worker maintains only two d-dimensional vec-
tors—the current parameter vector and gradient—in
contrast to Byz-DASHA-PAGE, which requires four
such vectors. The server stores the global model to-
gether with one momentum vector per worker, for
a total memory footprint of 2(n 4 1)d, identical to
Byz-DASHA-PAGE. Communication from workers to
the server is slightly reduced: with a global mask, each
worker transmits only k£ gradient values per iteration
without sending the corresponding indices, whereas
Byz-DASHA-PAGE with RandK requires transmit-
ting both k values and their indices (or equivalently
d bits). This saving comes at the cost of distributing
the mask from the server to the workers. However,
this overhead of transmitting masks can be made neg-
ligible if they are generated by a random number gen-
erator shared between the server and the workers, ini-
tialized with a common seed, so that only the initial
seed must be communicated. Overall, RoOSDHB in-
curs strictly lower memory and worker-to-server com-
munication overhead than Byz-DASHA-PAGE, while
preserving the same computational complexity.

3.2 Analysis of RoOSDHB

We prove the following theorem on the convergence of
RoSDHB in Appendix

Theorem 1. Under Assumptions [1 and [4 Algo-
rithm [1] with an (f, k)-robust aggregation rule F such
that kB? < %, a learning rate v < chL (with ¢ =
23200), and a momentum coefficient § = /1 — 24~L,

satisfies the following guarantee

216K G2
1 — kB2’

_ 45 (Lul6) - £3)

e ||[veno) ] < 25




where L3, = mingega L34(0).

Proof sketch. The proof relies on the following novel
Lyapunov function:

: -1 2 -1
VE=E[2L5(0" ) + g2 16717 + 15 -
Here § .= m' — VL (0'71), with m" := ‘%‘ e ™Mb,
measures the deviation of the averaged momen-
tum from the actual gradient. The term Tfrzl =
ﬁ Sienlmi™t —mi 1||? instead captures the drift
of individual client momenta from their average. W

Recall that o = d/k denotes the RandK compression
ratio. We obtain the following corollary.

Corollary 1. In the same conditions of Theorem

let v = aiL, then
E “)vzy(é) 2} < O(T(I;;Bz) + 155;). (1)

On the tightness of our result. When a =
1 (i.e., no compression), Corollary [l| recovers the
same bound as the SOTA result without compres-
sion [Allouah et al., 2023b]. Hence, the reasoning in
Sec. 5.1 of [Allouah et al., 2023b] directly implies that
the convergence bound in Corollary [I] is optimal un-
der the best possible robust aggregation rule, namely
one with k = f/(n — 2f). This result also shows that
the non-vanishing error term 1f§;2 is unavoidable in
Byzantine-robust settings unless additional assump-
tions are imposed, such as homogeneous data (G = 0)
or the absence of adversaries (f = 0).

Interplay between compression and robust-
ness. The corollary also highlights an interplay be-
tween compression and robustness. When B = 0, it
separates the two effects in a manner analogous to that
in [Allouah et al., 2023a] under (G,0)-heterogeneity:
one term reflects the impact of compression, and the
other the impact of Byzantine robustness. By con-
trast, when B > 0, the first term in the bound shows
that compression and robustness no longer decouple
but instead amplify each other’s effect: stronger com-
pression (higher «) increases the influence of Byzantine
robustness, and a larger fraction of Byzantine workers
exacerbates the impact of compression.

Comparison with Byz-DASHA-PAGE. The
SOTA method addressing both robustness and com-
pression is Byz-DASHA-PAGE [Rammal et al., 2024].
Our algorithm’s convergence guarantee in Theorem
matches that of Byz-DASHA-PAGE, but under fewer
assumptions. In particular, our analysis requires
only Lipschitz smoothness of the honest-average loss,
whereas Byz-DASHA-PAGE further assumes bounded

global Hessian variance for the honest workers’ losses.
For a fair comparison, we adapt the guarantee reported
in [Rammal et al., 2024] to the gradient—descent set-
ting (with n — f > 2) and evaluate it in the most fa-
vorable regime for Byz-DASHA-PAGE —namely, set-
ting the Hessian-variance term to zero and omitting
some terms. Let 6 denote its output after T itera-
tions. The resulting best-case upper bound, derived in
Appendix [C] is:

NE (a=D(Jz+vr
E [HVLH @l } <0 <1+4 T<11_§£2+> ) . 1_,@2%2) '

Comparing the above rate with the bound for RoS-
DHB in Corollary [I} two differences stand out. First,
Byz-DASHA-PAGE has a worse dependence on the
robustness parameter x: both terms are divided by
(1 — 2,kB?) instead of (1 — kB2) as in RoSDHB, and
the vanishing term carries an additional v/ factor. As
k > f/(n — 2f), this penalty grows with the Byzan-
tine fraction. Second, the impact of compression ratio
« is milder for Byz-DASHA-PAGE when f/n is small,
because « appears only through (o — 1)(1/v/n + k),
whereas for RoOSDHB the 1/T term scales linearly with
a. Consequently, since k € O(f/n) for optimal robust
aggregation [Allouah et al., 2023a], the former incurs
lighter compression penalty in small- f, large-n regime.

4 EMPIRICAL EVALUATION

4.1 Experimental setup

Datasets and Models. We evaluate our
method on two standard image classification bench-
marks:  MNIST and CIFAR-10. The MNIST
dataset [Deng, 2012] consists of grayscale images
of handwritten digits, with 60,000 training and
10,000 test samples across 10 digit classes. CIFAR-
10 [Krizhevsky et al., 2014] contains 32x32 RGB im-
ages, comprising 50,000 training and 10,000 test sam-
ples over 10 object categories. For MNIST, we use
a lightweight neural network with one convolutional
layer followed by a fully connected layer, totaling
about 12K parameters. For CIFAR-10, we employ a
deeper ResNet-18 model [He et al., 2016], with about
11M parameters.

Distributed system setup. We consider a
server-based distributed learning scenario with 10
honest workers and f Byzantine attackers. To
model real-world data heterogeneity, we distribute
samples with the same label across clients follow-
ing a symmetric Dirichlet distribution with param-
eter w = 5 [Wang et al, 2020]. The server ap-
plies the coordinate-wise trimmed mean (CWTM)
robust aggregation method [Yin et al., 2018], while



clients compress their updates using the RandK spar-
sifier [Beznosikov et al., 2023|, using a sampling ratio
1/ = k/d that retains only k out of d coordinates. We
evaluate resilience against two attacks: the Fall of Em-
pires (FOE) [Xie et al., 2020] and A Little Is Enough
(ALIE) [Baruch et al., 2019]. Detailed descriptions of
CWTM, FOE and ALIE are in Appendix

Hyperparameters. Learning rates are tuned via
grid search for each compression ratio in the non-
adversarial setting (f = 0), for both RoSDHB and
Byz-DASHA-PAGE. Refer to Appendix [C]for the full
description of Byz-DASHA-PAGE. In the MNIST ex-
periments, each honest worker computes the full gradi-
ent, ensuring consistency with the theoretical analysis
of RoSDHB. For the more memory-intensive training
of ResNet-18 on CIFAR-10, we use mini-batch gra-
dient updates, as is standard in practice. RoSDHB
honest workers compute mini-batch gradient updates
with b = 128 at each iteration. In its general form,
Byz-DASHA-PAGE allows each client to perform a
full-gradient update with probability p and a mini-
batch update with probability 1 —p. We set the mini-
batch size to b = 128 and follow the configuration
in [Rammal et al., 2024], by setting p = b/m, where
m is the local dataset size. Appendix [D.2] provides all
hyper-parameters and computing resources.

For MNIST, we evaluate scenarios  with
f € {1,3,5} Byzantine attackers and sampling
ratios 1/a = k/d € {0.05,0.1,0.3,0.5,1.0} for 250
communication rounds. For CIFAR-10, we eval-
uvate f € {1,3,5} and k/d € {0.25,0.5,0.75,1.0}
for 300 communication rounds. For each combi-
nation of f and k/d, we perform 5 independent
runs and report the mean along with its standard
error. Due to space limitations, we only report
f € {1,3} scenarios employing FOE attack strat-
egy; the full set of experiments is provided in
Appendix [D:4 In the figures, Byz-DASHA-PAGE
is simply indicated as SOTA. The code is avail-
able in https://github.com/antoniohonsell/
CC-and-BR-in-Distributed-Learning.

4.2 Empirical results

Stable and fast convergence. Figure [l|illustrates
the test accuracy convergence of our method RoS-
DHB (solid lines) compared with Byz-DASHA-PAGE
(dashed lines) under different numbers of Byzantine
attackers f and sampling ratios k/d for both MNIST
and CIFAR-10 datasets. Across all experimental set-
tings, RoSDHB exhibits faster and more stable con-
vergence than Byz-DASHA-PAGE. For instance, for
k/d < 0.1, RoSDHB achieves over 92.5% test accu-
racy on MNIST by the end of training, compared
to only about 88.5% for the baseline. On CIFAR-
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Figure 1: The convergence plots of RoSDHB and
Byz-DASHA-PAGE (SOTA) under varying number of
Byzantine workers f and sampling ratios k/d.

10, RoSDHB attains over 70% test accuracy, whereas
Byz-DASHA-PAGE reaches only around 44%. More-
over, the convergence curves of RoOSDHB remain rela-
tively close across different k/d values, indicating that
its performance is less sensitive to the sampling ratio
than the baseline.

Speedup and robustness. In Figure[2] we present
the number of communication rounds required to reach
different test accuracies under varying numbers of
Byzantine attackers f. As expected, the number of
communication rounds grows with f, reflecting the
theoretical dependence of the convergence rate on
k, which itself increases with the number of Byzan-
tine attackers f. Overall, RoSDHB achieves more
than 4.5x speedup on MNIST with k/d = 0.1 and
2.3x on CIFAR-10 with k/d = 0.5, where speedup is
measured as the reduction in communication rounds
needed to reach a given test accuracy compared to
Byz-DASHA-PAGE. The exact speedup values on
different threshold values are reported in Tables
and [4 in Appendix [D.3] Furthermore, RoSDHB shows
stronger robustness to Byzantine attackers: with f =
3, it still outperforms the baseline with only f = 1.
By contrast, the baseline with f = 3 fails to reach
the target thresholds of 88% on MNIST and 44% on
CIFAR-10 within the allotted communication rounds.

Compression & communication efficiency. Fig-
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Figure 3: Comparison of convergence time and
communication cost between ROSDHB and

Byz-DASHA-PAGE under varying sampling ra-
tios and number of Byzantine workers f € {1, 3}.

ure [3| reports the performance of RoSDHB and the
baseline, measured by the number of rounds and the
number of coordinates transmitted per client to reach
a target test accuracy, under different sampling ra-
tios k/d. For RoSDHB, the number of rounds in-
creases as the sampling ratio k/d (= 1/a) decreases.
The interplay between compression and robustness is
also evident: at smaller sampling ratios, RoOSDHB be-
comes more vulnerable to Byzantine attackers, lead-
ing to a comparatively larger increase in the num-

ber of rounds. Both effects are consistent with our
theoretical analysis, in particular Corollary In-
terestingly, although smaller sampling ratios require
more rounds, the reduced number of coordinates trans-
mitted per round can completely offset this increase
(Fig. right), or lead to non-monotonic behav-
ior (Fig. right). By contrast, the results for
Byz-DASHA-PAGE are less aligned with its theoreti-
cal analysis in [Rammal et al., 2024]. While the ex-
pected trend holds for MNIST, with more rounds
needed as the sampling ratio decreases, CIFAR-10 ex-
hibits the opposite behavior. Furthermore, sensitivity
to Byzantine attackers does not consistently increase
at smaller sampling ratios. In any case, RoSDHB
achieves substantial communication savings compared
to the baseline across both datasets. For instance,
RoSDHB reduces the number of transmitted coordi-
nates by 89% relative to the baseline at k/d = 0.3 on
MNIST. More detailed communication saving statis-
tics are reported in Tables [§ and [6] in Appendix [D-3]

Resilience to data heterogeneity. Finally,
we examine the performance of RoSDHB and
Byz-DASHA-PAGE under varying levels of data het-
erogeneity among honest workers. To this end, we
control the Dirichlet distribution parameter w for
data partitioning, ranging from a highly heteroge-
neous regime (w = 0.5) to a more moderate regime
(w = 5). Figure [4] shows that RoSDHB consistently

MNIST Dataset f = 1, k/d = 0.1
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Figure 4: The convergence plot of RoSDHB and

Byz-DASHA-PAGE (SOTA) on MNIST with k/d =
0.1 under varying data heterogeneity.

outperforms the baseline across all levels of data het-
erogeneity. Moreover, RoOSDHB demonstrates greater
resilience to heterogeneity: in the highly heteroge-
neous regime (w = 0.5), it achieves a test accuracy
of 93.7%, whereas the baseline reaches only 71.9%.

The relative performance of RoSDHB and
Byz-DASHA-PAGE is consistent under the ALIE at-
tack (Appendix . Overall, these results highlight
the robustness and scalability of ROSDHB across a



wide range of compression ratios, Byzantine worker
fractions, data heterogeneity levels, and benchmark
datasets. Our proposed method not only sustains
high accuracy under compression and adversarial
conditions but also achieves significant improvements
in communication efficiency.

5 DISCUSSION

5.1 Extension of bounds

Stochastic gradients Our theoretical bound is cur-
rently limited to full-gradient scenarios. Extend-
ing these results to stochastic gradients, however,
presents several challenges. First, in the stochastic set-
ting, RoSDHB is subject to multiple interacting noise
sources, including stochastic gradient noise, compres-
sion noise from RandK, and Byzantine corruption con-
trolled by the robust aggregator. While our Lyapunov
function already tracks compression and robustness ef-
fects, incorporating the additional persistent martin-
gale noise from SGD requires substantially more intri-
cate variance tracking over time.

Second, momentum and variance accumulation in-
troduce additional complexity. Because our momen-
tum is applied post-compression and maintained per
worker at the server, the stochastic setting would re-
quire controlling the accumulation of noise in the mo-
mentum variables (m!), not just in the raw gradi-
ents. This is technically more subtle than in existing
works where momentum is either absent or applied
pre-compression.

Finally, a clean stochastic analysis would typically re-
quire additional assumptions, such as bounded vari-
ance or sub-Gaussian noise for each worker’s stochastic
gradient, on top of (G, B)-dissimilarity.

Unbiased compressor Although RoSDHB is de-
scribed as using RandK, our theoretical results ap-
ply more broadly. In particular, the analysis remains
valid (up to changes in some constants) for any un-
biased sparsification operator C' with bounded vari-
ance and satisfying the linearity property C(>", g) =
> C(g!). Beyond RandK, this includes, for example,
schemes where the global mask is generated by sam-
pling each coordinate j independently with probability
p; as in [Wangni et al., 2018].

5.2 Extension of RoSDHB to Biased
Compressors

Extending RoSDHB to biased compressors via an
error-feedback (EF) style correction, such as Byz-
EF21 |[Rammal et al., 2024], is an interesting direc-
tion for future research. However, this extension is
not straightforward. For example, compressors such

as Top-k require each client to select its own mask,
whereas RoSDHB relies on a common global mask cho-
sen by the server. Reconciling these two requirements
would require new ideas and remains an open problem.

At the same time, using a global mask reduces the up-
link communication footprint, since workers transmit
only the jointly selected coordinates, without send-
ing their indices. Besides, the global mask to pro-
vide additional robustness against Byzantine work-
ers. Specifically, a global mask ensures that ev-
ery active coordinate receives contributions from the
same number of honest workers. This prevents situa-
tions—common with independently drawn local masks
(e.g., Top-k)—where some coordinates receive very
few honest updates. Such “weak spots” can be ex-
ploited by Byzantine workers, who may concentrate
their manipulation on these underrepresented coordi-
nates and thereby overpower coordinate-wise aggrega-
tion schemes such as CWTM.

We have performed preliminary experiments compar-
ing RoSDHB with Byz-EF21 (see Appendix. The
results indicate that RoSDHB still outperforms Byz-
EF21, despite using an unbiased compressor.

6 CONCLUDING REMARKS

We have proposed RoSDHB, a new distributed
learning algorithm that achieves Byzantine-robustness
while enforcing communication compression. By de-
sign, RoOSDHB reduces both memory and communi-
cation costs at the workers compared to the SOTA
Byz-DASHA-PAGE [Rammal et al., 2024]. Our the-
oretical analysis shows that the classical heavy-ball
momentum, when applied after gradient sparsification
and combined with a coordinated (global) sparsifica-
tion scheme, is sufficient to guarantee tight Byzantine-
robustness under standard assumptions. Beyond these
guarantees, our experiments confirm that RoSDHB
consistently outperforms Byz-DASHA-PAGE in prac-
tice, providing stronger resilience to Byzantine attack-
ers together with substantial communication savings.

A natural future direction is to extend our framework
to distributed stochastic gradient descent, moving be-
yond the full-gradient setting considered here. Other
promising extensions include asynchronous training,
adaptive sparsification masks, and more general com-
pression schemes. Another open line of work is
to explore the interplay of RoSDHB with privacy-
preserving mechanisms such as differentially private
Gaussian noise. Finally, motivated by federated learn-
ing, we plan to investigate the behavior of RoSDHB
under multiple local SGD steps at each round.
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Reconciling Communication Compression and Byzantine-Robustness
in Distributed Learning: Supplementary Materials

A About the Global Hessian-Variance Assumption

Assumption 3. (Global Hessian-Variance). There exists a constant Ly > 0 such that for all x,y € R,

1

WZHV&(:C)—V&(ZJ)HQ — ||VL(2) - VLW)|]* < L2 ||z —y|* (2)

i€H

In what follows, we provide a one-dimensional, two-worker construction in which the global objective Ly is
L-smooth and satisfies Assumption [2} yet fails for any finite L.

Lemma A.1 (Global L-smoothness without global Hessian-variance). Define

Li(z) = 32° + Lsina?, Ls(z) = $2° — Lsinz?®

The average objective L = %(51 + L) is globally 1-smooth and satisfies Assumption@ but the functions do not
satisfy Assumption[3
Proof. Since L (x) = 3(L{(z)+ L5 (x)) = 3 ((1+xsinz)+ (1 —zsinz)) = 1, the function L is globally 1-smooth.

Note that (L£;(z) — £'(2))? = (L4(z) — L(x))? = (zcosx)? < 22 = (L'(x))?. Then Assumption [2 is satisfied
with B=0and G = 1.

Let A;j(z,y) := Li(x) — Li(y). For G = 2, the left hand side in (2)) simplifies to
1 AL +A 2 1 2
S(AT+aR) - (852) = J(a - Ay
Moreover,
A — Ay = 4(30(:0533 — ycosy).

If Assumption [3] held, then one would have, for some value L,
|zcosx —ycosy| < Ly |z —yl,

i.e., the function g(z) = xcosz should be Ly-Lipschitz. As the derivative of g(-) is unbounded (¢'(z) =
—zsinx + cosz), cannot be satisfied for any L. |



B Proofs for RoSDHB

Notation. Let Ej [-] denote the expectation over the random sparsification. Recall from Step (1) of Algorithm [I]
that the RandK sparsifier mask(k) € {0,1}¢ is generated by the server and sent along with the model at the
beginning of each iteration. This is used by all the workers in Step 3(b) for compressing the locally computed
gradients. Thus, the expectation is over the independent random sampling of k coordinates, out of d coordinates,
set by the server in a given iteration.

We first obtain some lemmas, which help bound the impact of global sparsification later in our convergence
analysis.

Lemma B.1. Consider Algorithm . For the set of honest workers H, let 5; = Wll D ien g, denote the mean
of the sparsified gradients of the honest workers at time t. Then, for any t € [T, we get

B [ - Vw0 )| < (4 - 0 I8 (0

Proof. Recall from Algorithm [I] that all workers use the same set of sparsified bits in an iteration for compression,
which were determined by the server. Fix a time ¢t € [T], and let mask’(k) be the mask set by the server for
iteration t. Then,

Tr = 1t S 8t = Ly Cica giomask! (k) = 4 (ml, Dien VL (et—l))camaskt(m = 4V Ly (0" 1) Omask’ (k).

Using the above, we have

_ 2
35 = T (01| = 1893 (001 © mask (k) = VLo (01|
Taking expectation over the random sparsification, Ey [] on both sides above, we get

u |

Next, using the unbiased-ness of the random sparsifier, we get

d

To — VL (071) HQ] < B [|[#9L0 (0771) © mask (k) = VL (071) ] -

SIEV L (071 = VL () P+ (= §) [VLw ()|

IN

Ty~ VLn (a“)m
<EE-1)7VLr (07 + (1= ) [[VLu (@)
(=5 (F =)+ -5 [VLn ()]

= (=) IVLw ()

which is the desired inequality. |

Next, we obtain some useful lemmas similar to previous work [Farhadkhani et al., 2022]. Let m}, = ﬁ Diew M-

Lemma B.2. Consider Algorithm . Let ML :=m! —mb, and Y, = ﬁ dien M. Then, for any t € [T],
we get

Th, < BT+ (1= B)° £+ 80— 8)) (G2 + B2 [[VLw (071) 7).

Proof. Consider an arbitrary ¢ € [T'] and an arbitrary ¢ € H. Recall that m}, = ﬁZieH m! and m! =
B!+ (1= B)g;, thus

My = i Cien Mt = g Cieq (BT + (1= B)g) = Bmtyt + (1— By, (3)



Let M} = m! — m%,. Then, substituting value of m4, from above and m! = Sm! ™' + (1 — B)gt,

ME= (Bmi™ 4+ (1= B)gt) — (B! = (1= B)3w ) = BMET 4+ (1= B3 — 53) (4)
Therefore,
M = [lami + - )@t~ )|
< am P+ [ - mrat G|+ 280 - 8) (M (6 - Fr)
@~ || +280 -8 (M G - Fw)

Taking conditional expectation over the k-sparsifier, then using linearity of expectation and deterministic nature
of m!, we get:

< B[ MH P+ (1 - 8|

Ee M) < 87 M + (- ) B [ 3! —gi\f] +25(1-B) (ML B3 -Fo]) )

Note that global sparsification uses the same random mask for all workers, thus due to unbiasedness of the
random sparsifier, we have

- =t _
Ey, [gf —gu} =gf—9g% and Ey [

2
it =] < # st -l
Recall that gf = VL; (0"7') and g4, = VLy (6'!). Using this above, we get
Ex (96— 5] = VL (07) = VLu (7).

‘|

Substituting from above in ,

~ Tt
gf —9u

1B ZAGORZACR ©)

A < 57 A+ (1= 9 £ 92 (007) = VEw (071
+28(1 = B) (M VL (071) = VL (071)).

Due to Cauchy-Schwartz inequality, 2 (a, b) < 2 ||a|| ||b]| < |la]|* + ||b]|>. Thus, from above we obtain that
IME* < B2 IMEHP (= B)° VL (67) = VL (07|
+ 80— B8) (M + V£ (671 = View (007)[) -
Upon re-arranging the right-hand side, we obtain that
A7 < BIME P + (1= B+ 51— 8)) 924 (07) - Tiw (6|
Since the above holds for all ¢+ € H, taking the average on both sides over all ¢ € H yields
B i IMIP < 8 (% Lcn M) + (A= 8 £+ 80 =8)) (% Tien VL (07) = VLw (61)]).
Substituting Y%, = 2 >4 M| above, we obtain that
T < BT+ (1= 87 £+ 80 - 8) (% Sien IVEL: (071) = VL (07 1)|") -
Finally, under the (G, B)-gradient dissimilarity property from Definition [2| we have
T, < BT+ (-8 £+ 80— 8)) (62 + B2 VL (017,

which proves the lemma. |



Lemma B.3. Consider Algomthm [ with F bemg (f7 k)-robust. Recall that R' := F(m},...,m!). Denote
M =ml —mb, T, = \HI Yien M, and €t = mb,. Then, for each t € [T], we have:

_ 1\ 12
el < m (BT + (=87 £+ 8- 8) (62 + B2 |VLu (0)])).
Proof. Fix an arbitrary ¢t € [T]. Since F' is an (f, k)-robust aggregator, then by Definition we have:
2
IR —mby|> < oy S lImt = miy* = 7 e ML = £,
Using Lemma [B:2] above, we get the desired inequality. [ |

Next, we bound the momentum deviation of the honest workers from the mean gradient of loss of the honest
workers for the case of global sparsification under the (G, B)-gradient dissimilarity condition.

Lemma B.4. Suppose Assumption I 1| holds true. Denote 6* := m}b, — VLy (Ht 1). Consider Algorithm with
T > 1, then for allt > 2, we have:

E[JI5[°] < ¢E I8 1] +2vL (2020 = )2 (£ = 1) + (L +7L)8) E |6

+ (2(4922 + 1)(1 = B)? (§ = 1) + 4L+ L)) E [V (602) ]

where ¢ = (8v*L*(1 = B)? (£ — 1) + (1 +4yL)(1 +~L)B?).
Proof. Fix an arbitrary ¢ € [T]. Then, substituting m?, = 8mb; ! + (1 — 8)gy in definition of &:
0 = mby = YLy (0'71) = BT + (1= B)y — VL (0°7)
Upon adding and subtracting Vs, (6°~1) and BVLy (0°-2) on the RIS, above, we get:
= Bt — VL (072) + (1= ) — VL (67) + BVLw (6°71) + AVLy (072) = BV Ly (67)
= B (" = VLw (072)) + (1= B) (Tog — VL (0°71) ) + B (VLw (6772) = VLw (7))
Substituting 6! =mj, ' — BVLy (6'2) above:
6 = 55+ (1= B) (T — VL (0171)) + B (VL (972) = VLw (6871))
Taking 2-norm and squaring on both side, we get
J61]1% = |80~ + (1 = ) (T = Ve (871) ) + B (VL (02) = VL (69'1)) HQ
o i Gl s @)+ 8 [ (072) = Vw0
+28(1 = B) (8, Goy — VL (071) ) + 282 (VL (0'2) = VL (671), ')
+ 281 = B) (Fo — VELu (0°1) , VELw (6'72) = VL (071))

Taking conditional expectation over the randomness due to sparsification Ey, [-] on both sides:

B [J0417] = 201 + 1 - )% {75 -
+28(1 = B) (67, B ] = Viw (0771) ) + 2682 (VLo (6°72) = ViLw (9°71) , 07
+28(1 = B) (Bx |33 = VL (67), VL (672) = Vi (0'71))

O[] + 5719w 02 - vw 0P



Note that Ex [T] = Ex[pg Tiendl] = fqlienBeldll = g Tienst = pg Tien VL (0 =
VLy (0'1). Substituting above, we get
B I9°°] < 2 ) + 1 - e |

+28(1-0) <(5t_1, VLy (et_l) —VLy (Gt‘1)> + 252 <V£H (9t—2) —VLy (Qt_l) , (5t_1>
+28(1-0) <V£7.¢ (Ht_1> —VLy (Ht_l), VLy (Ht_Q) —VLy (Ht‘1)>

< B2 6 Y° + (1 — B)°Ex [

+28% (VL (0°72) = VLy (0071, 6871)

Go — VLw (671) HQ] + B[ VL (97%) = VLo (61)|

G — VL (0771 HQ] B[ VL (07) = VL (0717

Under global sparsification, using Lemma [B.I] above we obtain that
B [J6°0°] < (4 vD)82 |87 4+ (1= 82 (§ = 1) [V ()" + 921 +7L)82 | R
Adding and subtracting VLy (6°72) from VLy (6°~1) term above, we get
Ex [I680°] < (L4 AL)B2 |60 * 4+ (1= B)2 (= 1) ||V (6°1) = VLo (62) + Vi (602)|°
+yL(1+~L)8 | R
Using [la + bl|* < 2 la]* + 2 ]b]/%,
B [[0°0°] < (4 vD)82 |87 4+ (1= 82 (F = 1) (2| VL () = VLo (02)|* + 2| Vi (6°2)])
+yL(1+~L)B || R

Next, using the L-smoothness property (from Assumption , we have HVEH (Qt_Q) —VLy (Ot_l)H <
L||0;—2 — 6;—1]|. Substituting above, we get

Ex (1] < (1 7L)82 |60 * 4+ (1 = 8% (# = 1) (222 1002 — Oua|* +2 | VLo (02)] )
+yL(1+~L)32 || R

Recall from Step 4 of our algorithm that 6, —0;_1 = yR'~!. Using this and substituting 7 := 2(1— )% (£ — 1)
above, we obtain that

B 191F] < (42008 5+ B2 R+ G0 (02 2200+ 208
< L) [+ B2V (02) [ +L (L8 + (152 0)8) [
Recall from Lemma that we denote ¢’ := R' — m}, implying R := &' + m},, and §' == mh, — VLy (0'71)

implying m4, = 6" + VLy (6°~1). Thus, using Cauchy-Schwartz inequality, we have HRt_1H2 <2 ||§t_1H2 +
2 Hm?,[lHQ =2 Hft_le +4 H(St_1||2 +4||VLy(8;—2)|. Using this above, we obtain that

B [[0°1°] < (4008 0P+ 829w (02)
+ 9L (VLB + (L+AL)B%) (2 [j61 " + 4|6t |* + 41V Lau(8-2) )

— (4921282 + (1 + 4vL) (1 + L) B2) ||6'2||* + 29L (YLBE + (1 +~L)82) ||et=1 ||
+ (47202 + 1)BE + 4L+ yL)B?) || VLo (02|

Recall that B2 = 2(1 — B)?(% —1), then substituting ¢ = (492282 + (1 +4yL)(1+~L)B?) =
(8v2L%(1 — B)? (4 — 1) + (1 +4vL)(1 4+ vL)B?) and By above, we obtain that

Ee [[[0]°] < ¢ 01" + 2L (2L = B2 (£ — 1) + (L +4D)8) [j61



(2L 4 D= B)? (= 1) + 9L +7L)B%) VL (02)
Since ¢ above is an arbitrary value in [T] greater than 1, upon taking expectation over all time steps, on both

the sides proves the lemma. |

We use Lemma 9 from [Allouah et al., 2023a] in our analysis for proving Theorem We restate it below for
completeness.

Lemma B.5. Suppose Assumption|l| holds true. For all t € [T], we obtain that:
E[2£2(0,) — 2L3(0,_1)] < —7(1 — 4yL)E [Hvz:H (0" \ﬂ +2y(1+4 29L)E [Hat\ﬂ

+ 291 +D)E[[l€]] -

Proof. Consider an arbitrary step ¢. Recall from Assumption [I]that £4 is an L-Lipshitz smooth function, hence
we have:

Lo (61) = Laa(0r1) < (6 — 011, VLw (0'71)) + 5 16, = 60|

Next, recall from our algorithm [I|that 6, = 6,1 —yR?, and recall from Lemma [B.3|that we denote &' = R* —m},
implying R' = &' 4+ m},. Thus, we have 6; = 6,1 — y(£' + m’,). On substituting above, we get:

L30(00) — Lag(01-1) < (—v(E +mby), VL (071)) + L [y(€ +mby)|
= (€' VL (0°71)) — v (mby, VL (0°1)) + 475 1€ +miy |
Adding and subtracting VLy (6'"!) from m}, in the second term above yields
L34(0) — La(0-1) < =7 (€, VL3 (071)) — v (mly — VL (0771 + VLy (0071), VL (6071))
+ 725 ¢t +mi|”
Recall from Lemma [B.4] that 6¢ = mf, — VLy (0'~"), hence on substituting above we obtain
Lo(00) = Laa(011) < =y (€8, VL (0°71)) =y (8" + VL (6171), VL (0°71)) + 425 [1€8 + mly |
=~y (€, VL (0°1)) =y (8, VLo (0071)) = || VLo (0 ) | + 2L |lE! + miy |
Scaling the above equation by 2 yields:

2£H(9t) — 2£H(9t—1) < —2’}/ <§t, VZ:H (Ht_1)> — 2’7 <(5t, V£7.[ (Ht_1)> — 2’}/ HV'C’H (et_l) H2 + 2’)/2% ||ft + mg_LHQ
(7

Using Cauchy-Schwartz inequality, and the fact that 2ab < %ag + cb? for any ¢ > 0, we obtain the following
inequalities:

20 (3, VL (011)) | < 201 [V (01) | < 216712 + § [V (0 0
Similarly,

2 (€1, WLy (01)) | < 20€H1 | VLo (00 1) || < 21IEN® + 3 || VLo (01)||° (9)

Finally, using the triangle inequality, we obtain
by + €1 < 2 [mby|* -+ 26°° = 2{|miy = Vi (0°7) + VLo (071 |* + 2 J€°)*
< dflmby = VLu (07 + 4 VL (077 + 28]
Substituting 6° = mf, — V.Ly (0"7') above, we get
I, + €1 < 4]|88)|* + 4] VL (01 || + 2| (10)
Substituting 7 @ and in , we get
2Lw(00) = 2L3(0r1) <7 (2017 + 51V Lx @) 4 (20617 + 5 9L (07)]7)



= 29[| VL (01 |* + 202 (411871 + 4[|V L (1) + 20717 -
Rearranging the R.H.S. in the above yields:
2
2L34(60:) = 2Lp(Br-1) < —7(1 = 49L) VLot (0 Y)[° + 29(1 +29L) 3] + 27 (1 + L) €]
As t is arbitrarily chosen from [T, taking expectation on both sides above proves the lemma. |

We are now ready to prove Theorem [I] recalled below.

Theorem 1. Under Assumptzons I and @, Algorithm |1 I with an (f, k)-robust aggregation rule F such that
kB? < l, a learning rate v < 3% (with ¢ = 23200), and a momentum coefficient f = /1 — 24vL, satisfies the
followmg guarantee

- U!Vwé) | < Bl L) | o

~T(1 — kB?) 1 — kB2’
where L3, = mingega L34(0).
Proof. Fix an arbitrary t € [T]. We define the Lyapunov function for convergence analysis to be
VO E [2800(000) + 2]|6°]* + 2051 (11)
1

_ 1 ’_
where z = 5L and 2/ =

L
4L

Using the upper bound on E [H(St‘H Hﬂ from Lemma we obtain that

B[z [}67* = 2 [07[|"] < 2CE[16¢11°] +227L (29L(1 = B)? (¢ = 1) + (1 + L) %) E [|1¢']*]
2 (2(492L2 +1)(1 = B)? (§ = 1) + 49L(1 +7L)B?) E || VL (61)[°] = 2 [16°)°]
< 2(C = DE [J0)°] +229L (2L(1 = B)? (£ = 1) + (1 +7L)5?) E [ ¢!’

2249202 + D)1= B2 (¢ = 1) + 4yL(1 +4L)B) E [[|VLw (6] - (12)

Similarly, using Lemma [B.2] we get
ZE Y] -2 E (15" < ZBE Y] + 2 (a-pr¢+sa-8) (G2 + B? VL (01)]]) - 2/ E [Y5 ]
<X(B-DE[T +2 (1= §+80-8)) (G*+ B [VLw (0 )) . (13)
Similarly, using Lemma [B5) we get
E[2Ln(00) — 2£3(0:1)] < —7(1 = /L) E [V ()] + 291 + 29D E [||6*]*] + 2901 + L) E [ [J€"]]
(14)
Using (1)), (12), and below:
VLVt = E[2L3(0,) — 2L30(001)] + B [2 071" — 2 ]|6t|*] + 2/ [T5,] — #'E [14 ]
—y(1 = L) E [V Lo (0-1)IIP] + 2v(1 + 29L) E [[67]%] + 291 + D) E [||¢f*]
+2(C = DE[68)*] +2:9L (9L = B2 (¢ = 1) + (1 + D)8 E [ ')]
+2 (2L + (1 = B (# = 1) + L1+ L)) E [[[ VL (07|

+2(B=DE [T +2 (1= 8§+ 80— 8)) (G*+ B[ Viw (071)])



=~y (1= 4L = £ (2L +1)(1 - B)% (§ = 1) + 1L +7D)5°)
—Z (1=BP§+B1=8)) B*) E [IVL (6)]°] + (29(1 +27L) +2(C ~ 1) E [|)]
+29 (14 9L + 2L (29L(1 = B ($ = 1) + (L +4L)8%)) E €] + /(8- D E [T5"]
+ (-8 E+80-8)) ¢ (15)
Denote
Av=1-49L— 2 242 L2 +1)(1 = B)? (¢ = 1) + 4L +9L)8%) - £ (1= 8)* 4+ B(1 - 8)) B2,
Ay =2y(142yL) + 2(¢ — 1), and
Az =1+4~L+zL(29L(1 = B)* (£ —1) + 1 +~L)B?). (16)
Then, we can rewrite as:
VL V! < M E (VL (80| ] + A2E [I181°] + 2745 E [1€6)°] + /(8 - ) E T3]
+2 (=B ¢+80-8) G (17)
Consider term A;. Since 8 < 1, we obtain that
A1 21— 49D — 2 (24727 + 1)(1 — 2 (& — 1) +49L(1 + L)) — 2 ((1 — )4l 52)) B2
Substituting 1 — 32 = 24~y L above, we obtain that

Ay > 1 —49L — 2 (2(49°L% + 1)(249L)° (§ =1) +49L(1 +~L)(1 - 247L)) — 2 (247L)*E B> — 212yL) B

=1—4yL — 2y2(47*L? + 1)(24L)% (£ — 1) — 42L(1 + vL)(1 — 24yL) — 5762'vL?$ B> — 122/ LB>.

Substituting z = 8% and 2’ = J+ above yields,

Ar > 1—4yL — ZL(492L2 +1)(24L)2 (¢ — 1) — 22(1 + yL) + 127L + 12(yL)? — (¥25) y124 B2 — (35) L B?
+ ByL +12(yL)? — 144yL(472L? + 1) (& — 1) — 144ky L4 B? — 3k B>
— 144yL(4v*L? + 1) (¢ — 1) — 144kyL ¢ B? — 3xB2.

_1
-2

1
Z3

Recall that v < % where ¢ = 23200. Moreover, we assume that x < 7%. Using this above yields,

1 d k/d (k/d)* d n2 k/d 1 3B2
Ar > 5 = 4L (5 = 1) X g5507 (1 + 232002) — VALEB® X g3500z X 757 — 757
1 144 k (k/d)* 144 13
=5 — 33300 (1 — §) % (1 + 232002) T 33200 X7 7
11 1 1 3. 1
2 2 7 160 (1 + 232002) ~ TeoxT 7~ 18 (18)

Consider term A,. Substituting ¢ = 8y2L?(1 — 3)? (% —1) 4+ (1 +4yL)(1 +~L)B?, we obtain that

Ay =2v(1+2vL) + 2(¢ — 1)
=29(1+2vL) + 2 (8y2L2(1 = B)? (£ — 1) + (1 + 4yL)(1 +~L)B? — 1)
=29(1+2vL) — 2(1 — B?) + 8272L23(1 — 5%)? (4 — 1) + 2vL(5 + 4vL) 5.

Since 8 < 1, from above we obtain that

Ay < 2y(142yL) — 2(1 — B%) + 8292L%(1 — 8% (£ — 1) + 2vL(5 + 47L).



Substituting 1 — 32 = 24~vL above, we obtain that
Ay < —2(247L) + 8272L*(24vL)? (¢ — 1) + 2yL(5 + 4yL) + 27(1 + 27L).

Substituting z = 8% above yields,

Ay

I /\

2t o (SEELR (f — 1) + &5+ D)+ 2(1 +291))
< =3y 47 (YL(24yL)? (£ — 1) + L(5+ 49L) + 2(1 + 29L)) .

A

Since v < 5 4 517 » {rom above we obtain that
Ay < =3y +y (VL(312)? (F = 1) + 56+ 54p) + 201+ £7))
<=3y +y (L (-1 +5(5) + %)
= =37+ ((F - )L +53)
Since v < 23260L, the above yields,

k/d
A2§_37+7<(%_1)LX 232{JOL+4112> < =37+ 157 <0

Consider term Aj. Since 8 < 1, we obtain that

A3 =1+~L+zL (2yL(1 — %)% + (1 ++L)5?)
<1+47L+ 2L (2yL(1 - 82)%4 + (1++L)).

Substituting 1 — 32 = 24yL, we obtain that

A3 <1+9L+ 2L (2yL(24vL)? (¢ — 1) + (1 +~L)) .
Substituting z = gr above, we get

Ay T4l + & (29L(249L)* (§ = 1) + (1 +9L)) -

Since v < from above we obtain that

24L’
L L 24LN\2 (d 1 25 1 d 1,25
A3 <145+ TG G- +50+5p) =8+ L(F-1)+5(3)
75 1(d
<gti(i-DL
Recalling that v < 232/00 7> We obtain,

d k/d k
A3§gfi+%(%* )LX 232{)0L722+92§500 (1*8) <£<%'
Substituting values from , and in :
2 2 _
VAL - V! < X E [IVLu(01) ] +37E [I€0°] +2(8 - DE [15"]
Z (-8 §+80-9) G

Substituting value of E [||§t||2] from Lemma above, we get

VA -V < X E[IVLu(O) 1] + 37k (BE T3] + (1= 8)° £ + 801 - ) (&2
+B2E|[VLw (0 )IP])) + 2B - DE[TR] + 2 (-8 f + 80 - 8)) &2
<_ (f 3k (( — B4 4 81— 5)) 32) E {||V£H(0t71)\|2} + (3yr+2)

(19)



S ((1 —B)" 4+ B(1= ) G2+ (3yx8 — (1= H))E T3]

we have 1 < 1—8<1— B2 resulting in

v vt <o (1 —54n (1= 82)" ¢ + 801 - 8%)) B2 E | |VLw(01)
+ (37/16 — @z’) E [T + (3ys + 2) ((1 — 52)2 44 B(1- 62)> G?
Substituting 1 — 32 = 24yL above, we obtain
vyt < (1 _ 54k ((24@)2 4y 247L) BQ> E {HVLH(et_l)Hﬂ
+ Byk -+ 2) (Q0D)* § 4 249L) G2 + (376 — 222/L) E [T57"]

S (1 — 54k ((247L)2 4y 247L) 32) E [HVEH(@H)IIZ]
+ (3vk + 2') (57692L% L 4 24vL) G2 + (3vk — 1272/ L) E [T4] .

Since v < from above we obtain that

24L’
VAL V< (1 5 (3R 249L) £+ 249L) B2)E |[VLs(0,1)
+ (3yk — 122/vL) E [T, '] + (3w + 2') (57672L2 ¢ + 24~vL) G?
2 (1 - 54k (24yL e + 24vL) B?)E [|V£H(0t | }
+ (37/{ —122/yL)E [ ] + (3w + 2') (57672 L2% + 24vL) G2

Substituting 2’ = {+ above, we obtain that

VL - V< =3 (1 5 (249 L+ 247L) B E [|IVLyu(6-1)]
+ (3yk — ZLEN)VE[YE ] + (3ky + i =) (57672L%4 + 24~vL) G?
=—2 (1 54k (24vL{ +247L) B?)E ||V£H(9H)||
+ (3vk = 36y) E [Y5 '] + £ (127L + 1) (5767*L* & + 24vL) G*
) B2 E [[VL3u(6,1)|I°] + 5 (1291 + 1) (14492 L + 67) G2,

=—1 (1 - 54 (24yL% + 24yL

Substituting v < 232/001: < m yields,
2
Vi vt < — 18 (1 — 54k (24L% 232{)OL + 232240L0L) BQ) E [HVEH(et*l)H }
+ 1 (12yL + 1) (1449%L ¢ + 67) G*
< -1 (1-5538kB%)E [HVEH(@t—l)Hﬂ + 6y (288Y2L24 + 24yLE +12yL + 1) G2,

Note that (1 — g‘;égg IiBQ) 1 — kB2, which is positive since 7xB? < 1. Using this above yields,

VLoVt < — (1 - kB E {vaﬂ(et_l)nz] + 6y (28842024 + 249 L4 + 1291 + 1) G2.

Moving the term VL (6°71) to the L.H.S, we get

2(1-KkBY)E [||VLH(0t_1)|\2} <V VL Gy (28892124 + 24919 4+ 1291 + 1) G2.



Taking summation on both the sides from ¢ = 1 to T and rearranging, we get

20-rB) Z E [HV‘CH(Qt Dl } SV = VTH 4 6y (2889°L7f + 24yL§ +129L +1) G*T.
Multiplying both sides by ﬁ,

Vi_yT+
S E VL) ] < B0 ) 108k (28892174 + 2L + 129L +1) 1S2L;.

Dividing both sides by T', we get,

1, TH1
E {chy(ot_l)nﬂ < % + 108k (28892124 4 24y L2 4 1291 + 1) Gy (21)

M=

1
T

t=1

Next, we obtain an upper bound on V1! — VI, Let L5, = infpepa L4(0). For any t > 0, using definition of V*
from 7 we have:

V' = 2L5 = 2B [Lu(0,1) — L3 + 2B [[0']°] 2 0+ 2E[[[8"]] + 2B [75Y] = 0.
Thus, V' > 25, implying:
vi-vItt <yt _ors. (22)
Note that for t = 1, from , and the definitions of §* and Tg{ in Lemmas and respectively, we have
V= 2Ly(00) + 2E [[|*]°] + 2 E[1Y]

< 2L (00) + 2 [||7 — VLu(00)|*] + 2% Sicn B [|I]|°]

< 2Lu(00) +2E {H% ien™mi — VL (00| } +2' 5 Yien Er [HM?HZ} :
Since m{ = 0, MY :=m! —m%, =0 for all i € . Using this above, we obtain that

V! < 2L3(00) + 2E |||l — VLu(00)[|"] = 2L0(600) + 2 || & Sier i = VLu(00)]].

Recall that m! = ﬁmfl + (1 — 8)g! where m? = 0. Thus, m}! = (1 — 8)g}. Using this above, we get
r . 2
V< 2L3(00) + 2 [[|% Sien(1 = A3~ VLu(00)|[’]

= 2L3(00) + 2 -H(l ~ B)gn - WH(QO)HQ]

= 20ul60) + 2 | (1= 8) (33 - Vewlon) + 57wl | (23)

Note that

E 73] = Ex [Ex [33] | = B 93] =

[#] Zgz] |7-l| Z 9] |7{| ZVL = VL (o).

1€EH 1€EH

Therefore,

1= 8) (@ - Venttn) + 59wt | =2 1= 5) (@ - Teuton) |+ 167 uion)



Using above in , we get:

vﬂgzcywm+z(u—ﬁﬁﬁUbL—V£waW]+6%EMV£HWQHﬂ)-

Since E {Hg; - VEH(Qtl)’ﬂ <(¢-1)E [HVLH (9t71)||2]7 owing to Lemma we get:
V< 2u(O) +2 (187 (= DB [I9Lw ()] + 2 [ 920 (0°) ]
= 2L3,(00) + 2 ((1 — B2)2 (g 1)+ 8)E[[[VLw (60°)]] -
Recall that 3% < 1,1 — % = 24yL and z = g-. Therefore,

V< 2Lu(00) + 3 ((09L)? (= 1) + 1) E[|[VL (6°)]]

= 2Lu(00) + (T2L (£ = 1) + &) E [ VL (0°)]°]

Due to the L-Lipschitz smoothness (cf. Assumption we have E [HVLZH (9)||2] < 2L (Ly(0) — L3;) (See

[Nesterov et al., 2018|, Theorem 2.1.5). Substituting above, we get

7)2L (L (%) — L3)
1) (Lu(bo) — L3,).

< 2L43(00) + (1449212 (4 —

VI <2L3(00) + (T29°L (£ — 1) + &
1) +

Substituting from above in , we obtain that

V= VT <2(Ly(0) — L) + (1444%L2 (4 —

1) + 1) (La(60) — L3,)
< (14492L2 (£ = 1) + 9) (Lw(b0) — L3,).

_k/d_
Recall that v < 555507 < 23200L Substituting above, we get

Vl _ VT+1

IN

<1§§§00§§{§ (£ -1) + ) (Cnlbo) — L30) = (e (1—5) + ) (CalB0) — £3)
& (La(00) — L£3) = 5 (Lau(bo) — L3,)-

Substituting from above in proves the theorem, i.e., we obtain that

18x% %(‘CH(Q())*L‘,* )
YT (1—xB?)

o) S 4108k (28892 L2 + 249 L +129L +1) 5.

L E [ IVLu(00) ] + 108 (28892028 + 2474 + 1290 + 1) 15

IN

_k/d 1
Note that since v < 53500F < 33500L

28872L2d + 247Ld +127L < 22??(%7 + 23200 +127L < 232280802 + 23200 + 2312200 <1

Using this above, we obtain that

T 2 45(L4(00)— L3 ~G?
LI E [ IVLn(0r) ] < G0 250 o 216me,

Since, 6 is chosen uniformly at random from {6o,...,07_1}, E |:HV£’H(

Using this above proves the theorem.

| = +=LiE 19 eu6l

2]



Corollary 1. In the same conditions of Theorem let v = aiL, then

E ["Vﬁﬂ(é)) 2] < O<T(1fnsz) + 15%2) :

]

implying that 5= caL, which results in

Proof. Recall from Theorem [I] that

45(Lw (00)—L5,) + 216KkG?
YT (1—xkB2) 1-xB? "

IN

E [chﬂ(é)(

1
cal

Also, for a = %, recall that v =

o[en]] < o « g

2 45¢La(Lw (00)—LE) | 216kG2 o kG2
] < ey =0 (T(lanQ) + 1 ) J

which concludes the proof.



C Description and theoretical guarantees of Byz-DASHA-PAGE

In this section, we discuss the interpretation of the theoretical results of
Byz-DASHA-PAGE [Rammal et al., 2024] under the (f,x)—robust aggregator. For being precise in our
interpretation, we recall below the Byz-DASHA-PAGE algorithm.

Algorithm 2: Byz-DASHA-PAGE [Rammal et al., 2024]

Input: Initial model 6° € R¢ (chosen arbitrarily), initial update vector RY = 0 € R4, total iterations T > 1,
learning rate -, robust aggregator F, momentum coefficient ¢ € [0,1) and, for each honest worker w;:
g =0€eR: hY =0 RY m) =0€ R and an unbiased compressor Q; with compression parameter w

Fort=1toT:
1: Server sets

: |1, with probability p
© 71 0, with probability 1 —p

2: Server broadcasts R*~! to all the workers.
3: For each honest worker 7 do:
4:  Compute the updated model #* = =1 — y Rt

If ¢ =1 then
Compute hf = VL; (6°71).
else

Compute hf = h;~ EERNCIN

where A(6t, 6!~ 1) is an unbiased stochastic estimate of A(6*,0~1) = VL, (6") — VL; (6°71).
10:  Compute m! = Q; (ht — h!™! — o(gi ™" — RIT)).

11:  Compute gf = g!™' +ml.

12:  Send m! to the Server.
13: Server computes R' = F(m},...,m}) .
Output: 7, chosen uniformly at random from {69, ...,07-1}.

C.1 From (f,k)-robust aggregation to (J,c)-robust aggregation

Recall from Section [2[ that our work uses (f, k)-robust aggregation, defined as: An aggregation rule F : (R9)" —
R? is said to be (f, k)-robust if, for any set of n vectors {x1,...,z,} C R% and any subset S C [n] of size n — f,
it holds that

I1F (21, .., 20) = Ts|)* < |S|Z”$’ zs|”,

€S
= . 1
where Tg = Kl ) ics Ti-

On the other hand, Byz-DASHA-PAGE [Rammal et al., 2024] uses a (§, ¢)-RAgg, defined via pairwise dispersion
on the honest set H (with |H| > (1 — §)n):

s Siseen Bl — el < 0% Bl -2 < cdo

7= L .
where Z = Y ien Ti-

Using the identity

o |HI =

1€EH

we obtain (f, k)-robust averaging implies (9, c)-RAgg with

cd = g(l—ﬁ),

where |H| =n— f and § = %



C.2 Notation mapping from [Rammal et al., 2024]
e Honest set size: [H|=n— f and § = f/n.
o Heterogeneity: Byz-DASHA-PAGE’s B and (2 correspond to our B? and G?, respectively.

e Robustness constants: with & := & (1 — —f> we have 8¢§ = 4k.

e Unbiased compression parameter w: for RandK, w = % — 1. Writing a = d/k, thisisw =a — 1.

C.3 Interpreting Theorem 2.2 in [Rammal et al., 2024] in our setup

Theorem 2.2 in [Rammal et al., 2024] states that for

1
v < ma
— <8w(2w +1)(L3 + L% + 1%(1200(% +1) + %)Li) <\/|17| + @)27
§ < ((8c+4ye)B)™!

it holds 0
2 0 2 ; —1_ 8ch
EIV/O)? < (WT (8 5+ )g > with A =1 (805+ ml)B.
Rewriting the theorem in our notation, we obtain that for:
1
< )
~ L+.n
= (8w(2w FIE )+ P (1202w + 1) + 2) 12 ) (
- + b p +

(4;%—1—4\/”2/”> B*<1

wl?ﬁ\/%)z,

it holds

. 200
E|\VLa(0r)|? < ( (442, )
1— 4n+2,/ yBz \1T

For RoSDHB, the theoretical bounds hold for full gradient descent, hence p = 1. Moreover, we analyze our
algorithm specifically for RandK unbiased compressor, hence w = % —1 = a—1. Choosing the largest admissible
stepsize Ymax = (L + /7))~ * and considering the (favorable) case when Ly = 0, we obtain that for

<4r<+4 ’"”;/") B% <1,

it holds that

E|VLg(r)* <

1— (4 +2

x l2LT5o <1+ V8(a—1)(2a — 1) (ijf +2\/E)> + (47 +2

(24)

For n — f > 2, it holds that # > k/2. As our goal is to compare our algorithm to Byz-DASHA-PAGE in the
most favorable conditions to Byz-DASHA-PAGE, we consider the less restrictive condition

B* < 1/2.



Using the above in the RHS of , we obtain the following lower bound:

! 2L % <1+4(a—1) <1+\/E>>+HG2

E|VL(fr)|* <

1-2xkB2 | T V2n 2
I+4(a—1) (o= + VK 2
<o (s )+ s

(1—2xkB%)T 1— 2kB?




D Additional Empirical Details & Results

D.1 Byzantine attacks and defense

To evaluate the resilience of our algorithm, we simulate two Byzantine attack strategies: Fall of Empires
(FOE) [Xie et al., 2020] and A Little Is Enough (ALIE) [Baruch et al., 2019]. Both of these attacks rely on
crafting malicious updates that bias the aggregated updates while aiming to remaining undetected by robust
defenses. We briefly describe them below.

Fix a time step ¢t. Let B? denote the vectors sent by the byzantine workers in time step ¢. Recall from Section
that the byzantine workers can collude seamlessly, know the learning algorithm used by the server, and observe
all messages exchanged between the server and the honest workers throughout training. For i € H, suppose m!
is the momentum of the honest worker w;, and define 7 > 0 to be a fixed constant. Then, we have:

Fall of Empires (FOE). The byzantine updates are set as:

1
Bl =(1—-—n)— mf.
( ")|H| >

i€H

A Little Is Enough (ALIE). Let o}, be the coordinate-wise standard deviation of the momentum vectors
recieved by the server from honest workers in time step . Then, the byzantine updates are set as:

1
i€EH

In our experiments for RoOSDHB, we determine optimal value of 1 that maximizes the L2-distance between the
aggregated update R! and mean of the honest momentum vectors received by the server. Note that the index of
coordinates sent by the byzantine workers are the same as those of the honest workers for our algorithm, since
they need to adhere to the mask sent by the server in time step t. For Byz-DASHA-PAGE, since the server does
not decide the mask in every time step, workers have the flexibility to determine their mask independently. We
incorporate this in the attack design for Byz-DASHA-PAGE in the following manner: The byzantine workers
independently sample the RandK mask in each time step, and modify only those masked coordinates for the
attack strategy.

Robust Aggregation. In federated learning, the server aggregates the received updates to compute the global
model in an iteration. In the presence of adversarial workers, the goal of the aggregator is to compute a function
over the gradients such that the distance between the resulting global gradient and the gradient of the honest
workers is minimized. We assume that F' is an (f, k)-robust aggregator. In our experiments, we employ the
Coordinate-Wise Trimmed Mean (CWTM) robust aggregation method from [Yin et al., 2018].

Definition D.1 (Coordinate-Wise-Trimmed Mean). Fiz a time step. Suppose gi,...,gn € R? are the gradient
updates of the workers in the system, and f is the number of byzantine workers in the system. For each coordinate
ke [d], let [g]k < [Ga]k < -+ < [Gnlk be the sorted values of k' coordinate of the n gradient updates. Then, the
coordinate-wise trimmed mean of gy, ..., gn, denoted by CWTM (g1, ...gn), is a vector in R such that the k"
coordinate is given by:

[CWTM(gl, .- -gn)]k =



D.2 Experimental setup details

System specification All experiments were conducted on a server equipped with four NVIDIA L40S GPUs
(45 GiB each), two AMD EPYC 9124 16-core processors, and 512 GiB of RAM. The software environment
consisted of Python 3.10.6 and PyTorch 2.6.0, running with CUDA 12.4 and cuDNN 9.1 on Debian GNU/Linux
11 (Bullseye).

Hyperparameters
Compression MNIST CIFAR-10
Ratio, k/d 0.05 | 0.10 | 0.30 | 0.50 | 1.00 | 0.25 | 0.5 | 0.75 | 1.00
Learning Rate ~ 0.16 | 0.16 | 04 | 04 | 04 | 07 | 07| 07 | 0.7
Grid Search for ~ {0.008,0.04,0.08, 0.16, 0.4} {0.1,0.2,0.3,0.5,0.7}
Momentum, [ 0.8 0.8
Batch Size full batch 6000 128
# Byzantine Workers f=11,3,5} f=11,3,5}

Table 1: Summary of hyperparameters used for ROSDHB experiments when data partition follows a symmetric
Dirichlet distribution with parameters w =5 .

Compression MNIST CIFAR-10

Ratio, k/d 0.05 0.10 0.30 | 0.50 1.00 0.25 | 0.5 | 0.75 | 1.00
Learning Rate v 0.008 | 0.008 | 0.008 | 0.08 0.16 0.03 | 0.03 | 0.03 | 0.03
Grid Search for {0.004, 0.0056, 0.008, 0.04, 0.08, 0.16, 0.4} | { 0.01,0.03,0.05, 0.1,0.2}
Momentum, o 1/(2(d/k) — 1) 1/(2(d/k) — 1)
Batch Size full batch 6000 128

# Byzantine Workers f={1,3,5} f=11,3,5}

Table 2: Summary of hyper-parameters used for Byz-DASHA-PAGE (described in Algorithm [2)) experiments
when data partition follows a symmetric Dirichlet distribution with parameters w =5

Heterogeneity RoSDHB Byz-DASHA-PAGE
parameter, w 0.5 1] 1.0 3.0 5.0 0.5 1.0 3.0 5.0
Learning Rate v 0410404 0.16 0.04 | 0.008 | 0.008 | 0.008
Grid Search for ~ {0.008,0.04,0.08, 0.16, 0.4} | {0.008,0.04,0.08, 0.16, 0.4}
Momentum 8=0.8 0o=1/19

Table: Summary of hyperparameters used for ROSDHB and Byz-DASHA-PAGE experiments on MNIST
dataset with k/d = 0.1, f = 1 and full batch under different data partitions follows a symmetric Dirichlet
distribution with parameters w (Experiment in Figure .

2We chose the optimal momentum o for Byz-DASHA-PAGE as suggested in their paper.



D.3 Further interpretations of the main results

Accuracy | RoSDHB (f=1) | SOTA (f=1) | Speedup (f=1) | RoSDHB (f=3) | SOTA (f=3) | Speedup (f=3)

0.76 10.8 + 1.04 55.8 + 7.87 5.17x 17.0 £ 1.17 93.4 £ 11.93 5.49 %
0.78 12.0 + 1.02 61.8 £ 8.32 5.15x% 19.0 &£ 1.17 104.4 £ 13.11 5.49x
0.80 13.0 + 1.23 70.2 + 8.89 5.40x 22.8 £ 1.18 117.0 £ 14.60 5.13x
0.82 15.6 + 1.37 82.8 £ 9.97 5.31x 25.6 £ 1.25 133.6 £ 16.52 5.22x
0.84 18.8 + 1.15 102.6 £ 10.93 5.46 x 31.2 £1.91 162.2 £ 19.79 5.20x
0.86 23.0 £ 1.10 135.8 £ 12.20 5.90x 37.6 £ 2.54 168.0 £ 10.03 4.47x
0.88 32.0 £ 1.36 201.3 £ 7.49 6.29x 53.0 £ 3.09 - -

0.90 56.8 £+ 2.60 - - 90.8 £ 5.06 - -

Table 3: Convergence time (mean =+ std) required to reach various test threshold accuracy on MNIST with
compression ratio k/d = 0.1, comparing ROSDHB and Byz-DASHA-PAGE (SOTA) under f = 1,3 Byzantine
workers . ROSDHB consistently outperforms SOTA, achieving up to 6.3x speedup.

Accuracy | RoSDHB (f=1) | SOTA (f=1) | Speedup (f=1) | RoSDHB (f=3) | SOTA (f=3) | Speedup (f=3)

0.30 13.2 + 0.36 54.4 £ 2.11 4.12x 26.4 £ 0.18 87.6 £ 3.17 3.32x
0.32 15.6 + 0.33 66.0 + 2.42 4.23x 28.8 £ 0.78 98.0 £ 3.66 3.40x
0.34 17.2 + 0.22 78.0 £ 2.37 4.53x 36.8 £ 0.61 108.0 £ 3.58 2.93x
0.36 19.6 + 0.44 90.0 £+ 3.16 4.59x 43.6 £ 1.21 125.6 £+ 3.00 2.88x
0.38 23.6 £ 0.33 106.4 £ 3.65 4.51x 55.2 £ 1.99 151.6 £ 4.28 2.75x
0.40 26.0 £ 0.69 139.2 £ 5.79 5.35x% 80.4 £ 3.12 182.8 £+ 2.48 2.27x
0.42 29.6 £ 0.59 164.8 £ 5.70 5.57 % 98.4 £ 2.30 248.0 £+ 6.34 2.52x
0.44 33.6 £ 0.44 210.5 + 8.71 6.26x 111.6 £ 3.18 - -

Table 4: Convergence time (mean + std in epochs) to reach various test threshold accuracy on CIFAR-10 for
compression ratio k/d = 0.5, comparing ROSDHB and Byz-DASHA-PAGE (SOTA) under different numbers of
Byzantine workers f =1 and f = 3.

f | k/d | SOTA Time | RoSDHB Time | Speedup SOTA Coords RoSDHB Coords Comm.
Mean  Std | Mean Std eoth Mean Std Mean Std Savings (%)
1| 0.05 161.0 21.81 81.0 8.84 1.99% 95231.5 12902.84 47911.5 5229.34 49.67
1 0.1 117.0 11.44 20.6 1.28 5.68 % 138411.0 13537.99 24369.8 1518.67 82.38
1 0.3 109.2 11.65 12.0 0.40 9.10x 387550.8 41332.06 42588.0 1419.60 89.01
1 0.5 95.25 30.41 10.8 0.72 8.82x 563403.8 179865.79 63882.0 4232.43 88.65
1 1.0 19.6 2.63 10.6 0.73 1.85% 231868.0 31137.85 125398.0 8596.10 45.93
3 | 0.05 193.0 14.35 133.8 14.91 1.44% 114159.5 8486.32 79142.7 8820.14 30.64
3 0.1 185.4 23.34 33.4 1.54 5.55X% 219328.2 27609.51 39512.2 1820.44 82.00
3 0.3 191.5 13.81 21.0 1.52 9.12x 679633.5 49024.08 74529.0 5405.68 89.01
3 0.5 117.0 34.34 18.4 1.43 6.36 % 692055.0 203148.65 | 108836.0 8464.86 84.28
3 1.0 34.8 4.88 18.2 1.11 1.91x 411684.0 57703.24 215306.0 13130.77 47.70

Table 5: Convergence time (mean =+ std) and number of coordinates communicated (mean =+ std) to achieve
a threshold accuracy of 85% for Byz-DASHA-PAGE (SOTA) and RoSDHB on MNIST dataset under various
compression ratios (k/d) and Byzantine settings (f). Speedup indicates how many times faster RoSDHB con-
verges compared to SOTA. Communication savings shows percentage reduction in communicated coordinates by

RoSDHB compared to SOTA computed as Communication Savings (%) = (SOTA Msg“T;Rf/iEfB Mean) x 100 .

f | k/d | SOTA Time | RoSDHB Time | Speedup SOTA Coords RoSDHB Coords Comm.
Mean  Std | Mean Std oA Mean Std Mean Std Savings (%)
1] 0.25 127.2 7.28 25.2 0.44 5.05% 382.6M 21.90M 70.4M 1.22M 81.59
1| 05 139.2 11.57 | 26.0 1.39 5.35x% 797.6M  66.32M | 145.3M 7.74M 81.79
1] 0.75 150.0 8.52 28.4 1.31 5.28% 1267.8M  72.04M | 238.0M 11.02M 81.22
31025 | 151.6 10.90 86.8 3.47 1.75% 456.0M  32.79M | 242.5M 9.69M 46.84
31 05 182.8  4.95 80.4 6.23 2.27x 1047.4M  28.37TM | 449.2M 34.82M 57.12
3| 0.75 | 246.0 11.11 67.6 4.94 3.64% 2079.2M  93.93M | 566.5M 41.44M 72.76

Table 6: Convergence time (mean =+ std) and number of coordinates communicated (mean =+ std) to achieve a
threshold accuracy of 40% for Byz-DASHA-PAGE (SOTA) and RoSDHB on CIFAR-10 under different compres-
sion ratios (k/d) and Byzantine worker settings (f).



D.4

Full set of experiments

We present our experimental results where the system is under the FOE attack and the ALIE attack for the
MNIST and CIFAR-10 datasets.

We model a system consisting of 10 honest workers. We consider three Byzantine regimes: f =1, f = 3, and
f = 5. We evaluate the performance of our algorithm under the FOE and ALIE attacks and compare against
SOTA approach - Byz-DASHA-PAGE from [Rammal et al., 2024] for the CWTM aggregation rule (detailed in
Appendix . The plots are presented below and complement our (partial) results in Section Ié-_ll of the main

paper.

Comprehensive results for FOE attack
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Figure 5: The convergence plots of RoSDHB and Byz-DASHA-PAGE (SOTA) on MNIST under the FOE attack
for varying sampling ratio k/d € {0.05,0.1,0.3,0.5,1.0} and number of byzantine workers f € {1,3,5}.
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Figure 6: The convergence plots of stochastic version of RoSDHB and Byz-DASHA-PAGE (SOTA) on CIFAR-10
under the FOE attack for varying sampling ratio k/d € {0.25,0.5,0.75,1.0} and number of byzantine workers

fe{1,3,5}.



Comprehensive results for ALIE attack
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Figure 7: The convergence plots of RoSDHB and Byz-DASHA-PAGE (SOTA) on MNIST under the ALIE attack
for varying sampling ratio k/d € {0.05,0.1,1.0} and number of byzantine workers f € {1,3,5}.
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Figure 8: The convergence plots of stochastic version of RoSDHB and Byz-DASHA-PAGE (SOTA) on CIFAR-10
under the ALIE attack for varying sampling ratio k/d € {0.5,1.0} and number of byzantine workers f € {1, 3,5}.

D.5 RoSDHB vs Byz-EF21

Table 7: Rounds to reach 0.90 test accuracy on MNIST dataset and corresponding speedups of ROSDHB
over Byz-DASHA-PAGE (SOTA) and ByzEF21 with Top-k compressor. Speedup is computed as (baseline /
RoSDHB). Byz-DASHA-PAGE fails to reach the target accuracy under high compression ratios.

f=1 f=3
k/d | RoSDHB SOTA Speedup | Byz-EF21 Speedup RoSDHB SOTA Speedup Byz-EF21 Speedup
0.05 | 76.8 £ 8.20 - - 84.8 4 14.82 1.10x 119.0 £ 11.38 — - 168.6 £+ 32.14 1.42%
0.10 | 56.8 & 2.59 - - 65.8 £ 5.82 1.16x 90.8 £ 5.06 - - 91.2 £ 14.23 1.00x
1.00 | 25.0+0 | 45.0+3.43 1.80x 45.6 £+ 3.40 1.82x 37.4+1.28 | 61.6 £5.43 1.65x 65.8 £ 5.31 1.76 %

From Table [, Byz-EF21 with the Top-k compressor outperforms Byz-DASHA-PAGE but remains inferior to
ROSDHB, which achieves up to a 1.82x speedup. Note that Byz-EF21 only enjoys a suboptimal theoretical
convergence guarantee.
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