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Abstract

Standard differential privacy imposes uniform
privacy constraints across all features, over-
looking the inherent distinction between sen-
sitive and insensitive features in practice. In
this paper, we introduce a relaxed definition
of differential privacy that accounts for such
heterogeneity, allowing certain features to be
treated as insensitive even when correlated
with sensitive ones. We propose a correlation-
aware framework, CorrDP, which relaxes pri-
vacy for insensitive features while accounting
for their correlations with sensitive features,
with the correlations quantified using total
variation distance. We design algorithms for
differentially private empirical risk minimiza-
tion (DP-ERM) under the CorrDP framework,
incorporating distance-dependent noise into
gradients for improved theoretical utility guar-
antees. When the correlation distance is un-
known, we estimate it from the dataset and
show that it achieves a comparable privacy-
utility guarantee. We perform experiments on
synthetic and real-world datasets and show
that CorrDP-based DP-ERM algorithms con-
sistently outperform the standard DP frame-
work in the presence of insensitive features.

1 INTRODUCTION

The growing reliance on personal data in domains such
as economics and healthcare has amplified the need
for privacy-preserving algorithms. Differential Privacy
(DP, Dwork| (2006)), which enforces a worst-case bound
on privacy loss, ensures that the output of an algorithm
does not depend significantly on any single data point.
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As a result, DP has become a standard methodology for
safeguarding privacy during analysis of sensitive data.
However, traditional DP assumes that all features of an
individual’s data are equally sensitive, often leading to
overly conservative privacy-utility trade-offs in practice.

In many real-world applications, feature sensitivity can
vary, where some are highly sensitive (e.g., health sta-
tus) and other are less so (e.g., age group). However,
these features are often correlated. Consider a health-
care dataset containing both a patient’s blood pressure
readings and age. Blood pressure measurements, which
can reveal medical conditions, are more sensitive, while
age may be less sensitive if presented in broad cate-
gories (e.g., age groups). However, these features are
often correlated—age influences typical blood pressure
ranges. Applying a uniform privacy mechanism that
disregards these distinctions can lead to excessive in-
formation loss and suboptimal utility. Adding equal
noise to both features also overlooks their correlation,
distorting the dataset more than necessary. Recent
semi-sensitive DP approaches (Shen et al.| [2023} Ghazi
et all |2024) address such distinctions by treating some
features as private (e.g., blood pressure) and others as
public (e.g., age). However, this approach risks privacy
violations because revealing age can expose the condi-
tional distribution of blood pressure, undermining its
privacy. An ideal privacy mechanism would therefore
account for such correlations by robustly protecting
the sensitive measurements while adding minimal noise
to less sensitive but correlated features.

Empirical Risk Minimization (ERM) is among the
most fundamental and well-studied problems in privacy-
preserving machine learning (Chaudhuri et al., 2011)).
The goal of ERM is to find the best parameter § € R™
of a (convex) loss function to minimize empirical risk
given a dataset D of size n; privacy of the output
parameter is often achieved via incorporating noise
into the gradient when conducting gradient descent
at each step, i.e., DP-SGD (Abadi et al., [2016; |[Wang
et al) 2017). In the standard (e, d)-DP setting, DP-
ERM algorithms achieve a minimax optimal utility
guarantee O (y/m/(ne)). While this utility guarantee
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is theoretically minimax optimal (Bassily et al.l, 2014]),
this guarantee can be overly conservative, particularly
in high-dimensional settings with few sensitive features,
as DP-SGD applies uniform noise to all dimensions.

In this work, we investigate whether relaxing the DP
definition can improve the privacy-utility tradeoff, par-
ticularly in datasets with features that are known to
less sensitive. Specifically, we aim to answer: (1) What
is an appropriate privacy mechanism for datasets with
insensitive features that may be correlated with sensi-
tive features? and (2) How much can a relaxed notion
of differential privacy improve the privacy-utility trade-
off? To address these questions, we design a privacy
framework and mechanisms that consider the correla-
tion among features while ensuring rigorous privacy
and utility guarantees.

Contributions. Motivated by the limitations of
standard DP and practical applications where not
all features are equally sensitive, we propose a
new correlation-aware differential privacy framework
(CorrDP). Our framework leverages feature correlations
to achieve improved utility guarantees with modified
algorithms, including extensions of both the standard
Laplace mechanism and DP-ERM. In particular, our
contributions are as follows:

1. New Frameworks Incorporating Feature Cor-
relation in DP: We introduce CorrDP, a new
DP notion incorporating feature correlations in the
privacy constraint between neighboring databases.
This notion offers a natural way to quantify corre-
lations between sensitive and insensitive features,
and collapses to the standard DP definition when all
features are sensitive. It seamlessly integrates proba-
bility distances such as total variation distance, and
standard mechanisms like the Laplace mechanism
can be adapted to fit within this framework.

2. Improved Privacy-Utility Tradeoff in DP-
ERM: We apply CorrDP into DP-ERM and de-
sign corresponding CorrDP-SGD algorithms that
incorporate distance-dependent noise for loss func-
tions satisfying certain smoothness properties (see
Assumption , which includes generalized linear
models. Our theoretical results show that CorrDP
offers an improved privacy-utility tradeoff, providing
a utility improvement by a factor of y/m/mg under
mild conditions, when my features are sensitive.

3. Distance Estimation: When the correlation dis-
tance is unknown at the time of noise addition, we
propose an estimation procedure that uses an upper
confidence bound for the empirical estimate. This
procedure, integrated within the CorrDP framework,

eliminates the effects of both estimation and sen-
sitivity errors while maintaining the same level of
privacy-utility performance.

4. Empirical Evaluation: To demonstrate the prac-
tical utility of distance estimation and the CorrDP
framework, we conduct experiments using both syn-
thetic and real-world datasets. Our experiments
confirm that using CorrDP achieves better accuracy
for the same fixed privacy budget.

1.1 Related work

Relaxations of DP. Recent studies consider relax-
ations of DP to achieve better privacy-utility tradeoffs,
especially for ERM. When relaxing the DP notion at
the feature level, |Ghazi et al.| (2021]) considered label
DP, which protects only the labels rather than the
entire feature set. This is a special case of the notion
called semi-sensitive DP, where the feature domain
includes both sensitive and insensitive features (Chua
et all 2024). Under such a setup, [Shen et al.| (2023)
designed a specific boosting algorithm for linear clas-
sification, while |Ghazi et al. (2024) investigated the
general DP-ERM problem when the sensitive domain
size is finite. Empirically these relaxations have been
successfully applied to vision (Shi et all 2021) and
language (Schneider et al.l [2024)) tasks without utility
guarantees provided. In general, all these methods
often rely on strong assumptions about the indepen-
dence between insensitive and sensitive features. On
the other hand, metric DP (Andrés et al., [2013; |[Zhao
& Chenl 2022; Imola et al., 2022) relaxes the standard
DP notion under a general metric space. However,
no prior work in the metric DP framework studied
the possibility of capturing correlations between fea-
tures for improved utility guarantees for DP-ERM. (See
Appendix for more discussion.) In contrast, our
CorrDP notion specifies this by incorporating feature
correlations with different sensitivity levels for general
ERM losses, while allowing infinitely sensitive domains.
Besides feature-level relaxations, other work incorpo-
rates the heterogeneity of elements within the data
domain to relax privacy constraints. These relaxations
include distance in entry pairs (Acharya et all 2020]),
task-aware latent representation (Cheng et al., [2022)),
and graphs of data generating distributions (Geumlek
& Chaudhuri, 2019)). All these relaxations operate un-
der local DP without a trusted data collector, compared
to our setup under global DP (Dworkl, 2006)).

Utility Improvements in DP-ERM. In the con-
text of DP-ERM, other utility improvements arise from
public data or better gradient geometry. When the
loss function in DP-ERM is convex with the feature
dimension m, the minimax optimal utility guarantee
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0 (%) can often be improved by relaxing certain con-

ditions, typically through adaptive gradients and/or
the use of public data. When the gradient lies in a
low-dimensional subspace, the utility bound can be im-
proved to O (L) (Zhou et al., [2020). In more general
settings where better gradient geometry is available,
the private adaptive gradient method can further en-
hance utility. For example, Asi et al.| (2021)) introduced
non-isotropic noise into the gradient, while |Li et al.
(2022) utilized side information as a preconditioner to
adapt to the gradient geometry. These approaches
both achieve a better utility rate O(i) with ¢ < /m.
When incorporating public data into training, |Alon
et al.| (2019); [Lowy et al.| (2024) gave information the-
oretic utility lower bounds depending on the number
of public data point. As highlighted in Section [ our
utility improvements are achieved by leveraging a re-
fined noise scale that accounts for feature correlation
with a reasonable privacy condition. This approach
does not fundamentally rely on the availability of pub-
lic data or assumptions about gradient geometry, and
can be further improved when some favorable condi-
tions, such as low-dimensional subspaces or improved
gradient geometry, are present.

Correlated Data. Correlation between entries in the
database may cause unexpected privacy issues. As
discussed in |Kifer & Machanavajjhalal (2011]), one of
the challenges when releasing correlated datasets is
tuning noise to balance the privacy-utility tradeoff.
Song et al.| (2017)) proposed Pufferfish privacy, which
is a generalization of DP and handles correlated en-
tries. |Zhang et al.| (2022a)) provides a discussion on the
correlated data in DP. To the best of our knowledge,
all these works focus on correlation between individ-
uals rather than features. |Zhang et al.| (2022b) intro-
duced attribute privacy for sensitive features, extending
Pufferfish to allow feature correlations. Their approach
protects privacy at the dataset- or distribution-level,
whereas our framework focuses on the individual-level.
(See Appendix for a more detailed discussion.)
Chaudhuri & Courtade| (2025)) proposed Add-remove
Heterogeneous DP, where privacy levels depend on
each user’s data; in contrast, our framework relaxes
privacy in a dataset-independent way, based on sta-
tistical relation of insensitive attributes to sensitive
ones. |Aliakbarpour et al.| (2025)) proposed Bayesian
Coordinate DP (BCDP) in a local DP setting without
a trusted curator, which typically yields worse utility
than central models.

2 CORRDP: SETUP AND
MECHANISMS

Let X be the data domain where each point X € X C
R™ can be partitioned as X = (XS, X¥)T where S
is the indices of sensitive features that require pro-
tection, and U is the indices of insensitive features,
with SUU = [m] and SNU = (. Let my be the
number of sensitive features: m, = |S|. While the
main body of the paper adopts a binary framework
distinguishing sensitive and insensitive features, one
can naturally extend CorrDP by assigning a sensitiv-
ity parameter to each feature. This yields a relaxed
CorrDP notion without compromising theoretical guar-
antees. Appendix provides a detailed discussion
and illustrates applications to ERM.

In the standard (global) differential privacy (Defini-
tion in Appendix , all feature components of a
data point are assumed to be equally sensitive, and
thus the same privacy constraint is enforced on the
change of any feature component between neighbor-
ing databases D, D’. To capture heterogeneity among
feature changes, we present the concept of CorrDP
that incorporates a distance metric between databases
d(D,D’), which quantifies the degree of privacy loss for
feature differences there.

Definition 2.1 (Neighboring Database). Databases
D and D’ are neighboring if they differ in at most one
entry, e and €', which themselves differ only in their
sensitive features or insensitive features. See Remark
for commentary on this restriction.

Definition 2.2 (CorrDP). A randomized algorithm .4
is (e, d)-correlated differentially private for a distance
metric d if for all subsets R C Range(A) and for all
neighboring databases D, D’,

P(A(D) € R) < ea® 7 P(A(D') € R) + 6.

We require the distance metric d(D,D’) to satisfy cer-
tain properties.

Definition 2.3 (Axioms of Sensitivity Distance). For
two neighboring databases D, D’, the distance metric
d captures how much the changes between D and D’
depend on the sensitive component, and must satisfy
the following: (1) d(D,D’) € [0,1], (2) when e and ¢’
differ in sensitive features (i.e., in §), d(D,D’) =1, (3)
when e and ¢’ differ only in their insensitive features
(i.e., inU), d(D,D’) € [0,1), and (4) when all differing
insensitive features are independent of the sensitive
features, then d(D,D’) = 0.

Definition [2.3] ensures that sensitivity appropriately
captures correlations between sensitive and insensitive
features. When the insensitive features are only weakly
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correlated, the privacy constraint is relaxed; if neighbor-
ing databases differ in sensitive features, then CorrDP
coincides with standard differential privacy.

Remark 2.4. The notion of neighbors excludes changes
in both sensitive and insensitive features because then
d(D,D’) = 1, and the CorrDP constraint becomes ex-
actly DP. Although CorrDP can be defined to include
this case, no additional benefits can be gained from
using this relaxed notion.

In the main body, we define d(D,D’) based on the
Total Variation (TV) Distance, which naturally satisfies
the desired properties above. In Appendix we
describe other properties preserved by CorrDP, and in
Appendix we discuss other distances that can be
used.

Definition 2.5 (Choice of d). For neighboring
databases D, D’ that differ in two entries e and €/,

d(D,DI) (= Imax TV(PXS|SI,PXS‘(61)I), (1)

T:IC[m]
where Pxs|.z is the conditional distribution of the
sensitive features X° given X7 = eZ. TV distance is
defined as TV (P, Q) := supycr |P(A) — Q(A)| for a
measurable space (€, F) and probability distributions
P and Q on (2, F). Then satisfies the axioms in
Definition

Next we present some concrete examples demonstrating
how the CorrDP framework can be used.

Example 2.6. Consider X = (X, X®)T | where
S={1}, U =1{2}. X and X@ are partially corre-
lated with Py )| x5 ~ Bernoulli(k/3),Vk € {1,2}.
Suppose databases D, D’ differ in entries e,e¢’. If
e = (1,2)T and ¢ = (0,1)7, then d(D,D’) = 1
since TV (Pxa)xm=1,Pxmxm=) = 1. However,
if e = (1,2)T and ¢ = (1,1)T, then d(D,D') =
TV(PX(1)|X(2):27]PX(1>\X(2>:1) =1/3 < 1. In this case,
the influence of this change on the privacy constraint
is smaller since the two entries only differ in the insen-
sitive coordinate.

Example 2.7. Consider an economic dataset that
includes a sensitive income feature X (), and an insen-
sitive geography feature X (2. If D, D’ differ only in
the geographical information of one individual, this ge-
ographical information could still inadvertently reveal
information about the individual’s income level, as the
income distribution is correlated with location. Then
this geography feature also requires protection, albeit
with a reduced budget of ¢/d(D,D’). In the extreme
case where income depends solely on the geography, a
change in location directly reveals the exact income
level, and the privacy budget for this feature reduces
to €, since the geography information alone is sufficient
to determine the individual’s income.

2.1 Laplace Mechanism with CorrDP

We show how to adopt the Laplace Mechanism to
achieve privacy under CorrDP, and show the utility
improvements. First, we introduce sensitivity under

CorrDP.

Definition 2.8 (¢, Coordinate, and Correlated Sensi-
tivity). The ¢;-sensitivity of function f : NI*l — RK
iss Af :=max »o ||f(D)— f(D)]1, and the sen-

neighbors

sitivity of the k-th coordinate f; of f is: Afp :=
max oo |fk(D) — fr(D')|. The correlated sensitiv-

neighbors
ity is: Acgf = min{zjes Af; +Zjeu Af;TV(5),Af}
and TV (j) = maxg, zoex TV(PXS|m(1j)’PX5|a:§j))'

Note that Af < Zke[K] A fi, where equality holds
when there exists a pair of neighboring databases that
attains the maximum coordinate sensitivity A fy for
all k € [K]. The definition of correlated sensitivity
accounts for the heterogeneous privacy constraints for
insensitive features j € U, incorporating their correla-
tion with sensitive features through a weighting factor,
TV ().

Next we show that the Laplace Mechanism can be mod-
ified to satisfy CorrDP by using correlated sensitivity,
and can lead to improved accuracy guarantees.

Definition 2.9 (CorrDP Laplace Mechanism). For a
function f : NI*l — RX where the i-th dimension
of f only applies to the i-th feature of D, the CorrDP
Laplace mechanism is defined as: M (D, f,e) = f(D)+
(Y1,...,Yk), where Y; ~; ; 4. Lap(Ac f/e).

Theorem 2.10 (CorrDP Laplace Guarantees). The
CorrDP Laplace mechanism is (e,0)-CorrDP, and ¥V €
(0.1], P[I£(D) = ML(D, (), €)oo < SELREE] >
1-0.

The proof is given in Appendix The stan-
dard Laplace mechanism My (Dwork, |2006) has
a high-probability accuracy guarantee of | f(D) —
Mr(D, f,e)|lec < w. Comparing this with
Theorem we see that the CorrDP Laplace mecha-
nism yields better accuracy exactly when the lack of
correlation across features leads to lower sensitivity,
thereby requiring less noise to be added.

3 CORRDP ERM

Given a dataset D = {(24,¥:) }ic[n) and an individual
loss function ¢(6; (X,Y)) where X denotes the features
and Y denotes the label, DP-ERM aims to obtain a so-
lution #P"* € R™ close to the nonprivate solution: 6 e
argming.g{F(0,D) := 1/nd>."  €(0;(z;,y;))} with
the guarantee of being differentially private. Across
each privacy mechanism and setting, we measure the
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utility gap of P™™ as the additional empirical loss from
adding privacy:
R(epriv) =

F(6*"" D) — F(0,D). (2)

Existing DP-ERM models that satisfy (e, §)-DP will
automatically satisfy our relaxed (e, §)-CorrDP notion,
so the existence of CorrDP algorithms is a priori known.
Our main goal is to see whether relaxing to CorrDP
and appropriately modifying the DP-ERM algorithms
will lead to utility improvements. We next give some
assumptions that will be necessary for our results.

Assumption 3.1 (Neighboring Database in ERM).
The entry that differs across neighboring databases
D, D’ only differs in sensitive features or insensitive
features in X, and cannot differ in the label Y.

This assumption refines Definition by excluding
label changes in Y. This follows prior work (Shen et al.|
2023)), which treated labels as public and not requiring
privacy protection. Since changing labels may change
all features (due to the relationship between features
and label), then CorrDP in this setting will collapse
to standard DP, and no additional improvements can
be seen. When labels are private and features are
public, one can use Label DP (Ghazi et all 2021).
See Appendix for a detailed comparison between
CorrDP and Label DP.

For the ERM problem, we consider general smooth con-
vex losses with bounded decision and feature domains.

Assumption 3.2 (Regularity of Loss Function). The
loss function ¢ is L-Lipschitz, i.e., |[¢(01;(x,y)) —
(0; (z,y))| < L[|61 — 2|2

Assumption 3.3 (Boundness of Domain). The deci-
sion domain X is bounded such that Vo € X, |||z < B,
and the parameter is bounded: ||6]|2 < D.

The boundness of domain and parameters is naturally
imposed for theoretical analyses in DP-ERM algorithms
(Wang et al 2017). In practice, unbounded gradients
can be handled via gradient clipping. In Appendix [C.3]
we relax Assumption (3.3|and show that our main results
still hold.

Finally, we link the sensitivity of features to the pa-
rameter coordinate.

Assumption 3.4. For the i-th coordinate of the gra-
dient, i € [m], (Vol(0;(z1,y)) — Vol(0; (z2,y)): <
C1L|mgi) - xéz)| +C23 5 m|x§ 9 )] for some con-
stants C1, Cs.

This assumption requires the loss function to be smooth
with respect to changes in x, and the sensitivity of the
i-th parameter coordinate to be mainly controlled by
the ¢-th feature component.

We note that Assumptions [3.3] and 3.4] for CorrDP-SGD
are slightly stronger than the standard assumptions
than DP-SGD, but Assumption [3.3 holds when all fea-
ture coordinates have relatively similar ranges (which
can be done from normalization in model fitting) and
Assumption |3.4] holds when £(6; (,y)) can be repre-
sented by K(G ,y) for some ¢, i.e., generalized linear
model (GLM), such as OLS or logistic regression. We
provide details in Appendix [C-2|

3.1 CorrDP-SGD Algorithm and Guarantees

We now present CorrDP-SGD in Algorithm [, which
incorporates CorrDP with DP-SGD (Bassily et al.| 2014;
Abadi et al., |2016)). The key change is the modified
noise scale in Line 1, where the noise terms o; are
set. Compared with the noise added in the standard
DP-SGD mechanism (Bassily et al.,|2014]), in the noise
variance term o2 for i € U, the unit scale 1 is replaced
with max{T'V (i), m?/m?} < 1. Despite the smaller
noise imposed on the insensitive features, we show that
the privacy guarantee of CorrDP still holds.

Algorithm 1 CorrDP Stochastic Gradient Descent
(CorrDP-SGD)

input Parameter domain ©, number of iterations T,
step sizes ay, dataset D = {(x4, ;) }icn) with sen-
sitive features S and insensitive features U, sample
size ng with 1 < ngy <n, CorrDP parameters (¢, d)

1: Initialize 6y, set mg = |S] and TV (i) =
maxy, zyex TV (Pysjpu, Pxs,u) Vi € U, and set
diagonal entries of the noise variance {07 }icpm)

(log(1/6)+1)L*T A .
012 {(log(l/6)+1)L 2T max{TV (i),m?/m?} ries:
prycpe ,  else
®3)
2: fort=1,...,T do
3:  Randomly sample Ng datapoints

{(z@), y(i))}ie[nq} from the dataset D.
4:  Generate noise b ~ N(0,diag(o?)) and update:

fr1 = Tlo (9t — (i T Vol 01 (w00, wiy) + b)) .

5: end for
output 07" = fp ;.

Theorem 3.5 (Privacy Guarantee of CorrDP-SGD).

Under Assumptwns [53, [533, [53-3 and[3, for €,6 >0

Algomthml 1| is (e,9)-CorrDP.

The full proof of this main result is given in Appendix
We give a proof sketch here, starting with the
result for the full-batch gradient descent (n, = n). The
analysis is similar to the standard moment accountant
argument (Abadi et al., [2016)), replacing the parame-
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ter € in the DP constraint with e/d(D,D’), which is
dataset-dependent. This modified moment accountant
argument requires a refined analysis of the distribu-
tional distance between D and D’ for the sensitive and
insensitive components. When D and D’ differ only
in sensitive features S, the noise imposed on the sen-
sitive features S is the same as the standard noise to
preserve the privacy for the sensitive features, and the
noise term m?/m? imposed on the insensitive features
U ensures that privacy for the insensitive features is
preserved from Assumption Conversely, when D
and D’ only differ in insensitive features, the noise term
TV (i) imposed on the insensitive feature ¢ € U ensures
privacy for that i-th feature. For the general version of
the stochastic gradient descent where ng, < n, the full
batch result can be directly extended to SGD using
privacy amplification via sampling (Balle et al., [2018)).
Remark 3.6. When Assumption [3.1] is replaced with
a stronger assumption that e and e’ differ in sensitive
features or in one insensitive feature in X, we can sim-
plify TV (i) as max,, z,ex TV(]P’Xslgc(li),]PXs‘rgi)) for
the same privacy guarantee of Theorem

Theorem 3.7 (Utility Guarantee of CorrDP-SGD).
Under_Assumptions [33 [3-3 and for Algo-
rithm with step sizes ay = D/+/(L? +>..", 02)t and
T = ©(n?), if F(0,D) is convex, then R(6P"™") =
O (y/(ms +min{}", ., TV (i), ms/4}) log(1/8)/ (ne)).

The stepsize choice follows by verifying the square
norm of the gradient at each step is E[||F (6, D)||3] <
L? + >y o2 and applying Theorem 2 of [Shamir &
Zhang| (2013). The full proof of Theorem is given
in Appendix

Corollary 3.8 (Improved Utility Guarantee). Under
the same conditions as Theorem if Y e TV(i) =

O(ms), then R(6P") = O (y/ms/(ne)).

This result demonstrates that if there are many insen-
sitive features that are each not very correlated with
sensitive features, i.e., ), ., TV (i) = ©(my), then com-
pared with the DP-ERM utility of O (v/m/(ne)) Bassily
et al.| (2014); [Wang et al.| (2018]), CorrDP-SGD signif-
icantly improves utility guarantee when mg = o(m).
Such improved utility guarantees under heterogeneous
noise scales in Algorithm [I] can be applied to im-
prove utility performance under strongly convex and
general nonconvex losses (e.g., Corollary and
other privacy-preserving first-order algorithms includ-
ing SVRG (Wang et al.l 2017)) or Adam, while reducing
the gradient complexity.

Extension to Neural Networks. Beyond GLMs,
CorrDP can also be applied to more general loss func-
tions of the form £(f(6;x),y) that do not satisfy As-
sumption [3:4 Consider general loss functions of the

form £(f(0;z),y), where f(0;z) : R™ x R™= — R.
Here, 8 € R™¢ and x € R™= have different dimensions
(mg # mg). The most common application of such
general loss functions is neural networks (NN) and Cor-
rDP-SGD can be run to differentially privately train
neural networks while adding reduced noise to the first
layer, which will also result in improved performance
relative to DP-SGD (under mild conditions).

We consider a fully connected NN, with the following
assumptions similar to Assumption [3.4

Assumption 3.9 (Sensitivity of Fully Connected NN).
Consider f(0;x) = g(0%) - g((6()Tz)), where g(-)
denotes the activation function of the NN parameter-
ized by 0 = (0?0, ...,005)) with the total dimension
my = ZiK:O mg,. Then for parameter §(0) ¢ R™*do,
where dg is the number of neurons in the first hid-
den layer: (Vol(f(0©);21),y) = Vol(f(0; 23),9))i <
CrLlz) — 2|+ O X, Lot — 2, € [mg,).

When adapting Algorithm [I] in the context of neu-
ral networks, we adjust the noise b = (b, ... p(5)),
with 50 € R™*d and the total dimension is mg.

Each noise term is sampled independently: for bl(-fcj) ~
N(O,agfcj)),k e {0,1,...,K}, the noise scale Vi €
[m], 7 € [do] is set as:

() [ USOHDEET i e,
(0;7)" = (10g(1/6)+1)L2Tma;c{TV(i)’mg/m2}

n2e

, else

(4)
For the noise applied to the subsequent layers Vk > 1,

we use (o’l(k»))2 = w. Under Assump-

tion ru’nning CoerPiLSEGD (Algorithm (1) to add
noise to i-th row of #(%) for i € U according to Equation
(4)), satisfies (e, §)-CorrDP.

When ., TV (i) = ©(ms), in NNs, CorrDP improves

the utility guarantees from O ( V:ZG) under regular

5 [ \/mo—(m=m.)do
DP (Wang et al., [2017) to O % by

instantiating Theorem If the number of neurons
in the first hidden layer dy is large compared with
those of subsequent layers, this provides significant
utility improvements. In specialized NNs like RNN
modules, insensitive features may be processed in the
first several layers without sensitive feature modules,
and so there may be opportunities for more significant
utility improvements via CorrDP.

3.2 Lower Bound

We provide a near-matching lower bound in terms of
n, €, and problem dimension. The key is to build the
equivalence between CorrDP and standard DP defini-
tions so that we can translate known lower bounds
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from DP (Bassily et al., [2014) to CorrDP. A full proof
is in Appendix [A-4]

Theorem 3.10 (Lower bound for (¢, §)-CorrDP algo-
rithm). Let n,m € N,e > 0 and § = o(1/n). Con-
sider {TV (i) }icu sorted in descending order, denoted
{TV®O}icy. For every (e,08)-CorrDP algorithm that

outputs OPT™ | there exists a D such that with probabil-
ity at least 1/3,

R(6"™") = Q (min {1 V/ms Fmaxie (m—my THTV )2} }) :

ne

Comparing this lower bound to the utility up-
per bound of CorrDP-SGD in Theorem ob-
serve that (TVW)? < maxje((m—m.) {k(TVH®)?} <
> ic((m—m.y TV (@), so this is near-matching in terms
of the problem dimension.

4 ESTIMATING TV DISTANCE IN
CORRDP-SGD

In this section, we show how to extend CorrDP-SGD
to handle the fact that the TV distance may not be
known. The expression for the noise terms o; (Equation
(3)) in CorrDP-SGD depends on the maximum of the
conditional total variation distance TV (¢). However,
this term may be unknown in general, and can leak
information when estimated from D. In this section,
we demonstrate that in many scenarios, the error from
this additional estimation step is insignificant after
proper processing. As a simple example, imagine there
is domain knowledge of the exact value or a near-exact
upper bound: U; = TV (i)(1 + o(1)). Tt is easy to see
that the utility and privacy guarantees are not affected
in this case by simply replacing each unknown TV (7)

We will mainly focus on the more general case when
such knowledge is not available, but the estimation
of TV distance is regular and smooth. Our goal will
be to find adjusted expressions for the noise terms in
Equation while still obtaining similar privacy and
utility guarantees to the case where TV (i) are known.

In Equation , when {TV (i) };cys are unknown, the
straightforward approach is to empirically estimate
them from the dataset D as TV p(i) and use these in
place of {T'V (i)}icus. However, this ignores that the
estimation procedure itself can leak information about
the database, and thus this procedure alone will not
lead to correct privacy guarantees. Instead, we adjust
the estimation of {T'V(i)}icys in the noise terms o;.
We require two assumptions: that this estimator has
bounded error and bounded sensitivity.

Assumption 4.1. With probability at least 1 — (3, for

each i € [m], |TVp(i) — TV (i)| < cay/log(1/B)/n" for

some ¢ € (0,00) and v € (0, 3].

Assumption 4.2. For all neighbors D, D, Vi €
U, TV p (i) = TVp(i)| < % for some c3 < oo.

Assumption [£.I] ensures the estimation error of the
TV distance decreases with the sample size. Assump-
tion ensures the stability of the TV distance es-
timate, requiring that changing one sample leads to
a bounded impact on the estimator. This is reason-
able since one sample only influences the probability
mass by at most 1/n. In Appendi£E|7 we provide ex-
amples of the empirical estimator TV p (i) that satisfy
Assumptions and [4.2] and their corresponding value
of «v. For example, in Examples and where
X9|XU = x follows a Gaussian distribution and X
follows a joint Gaussian distribution, then v = % be-
cause mean estimation in this setting has a convergence
rate of exactly Op(nfl/ 2). For a more general case of
XXV = x, the corresponding v is strictly less than
% when using nonparametric estimation methods (Tsy+
bakov}, 2008)), such as kernel or histogram estimate (see
Example to estimate the conditional distribution.

In this general case, we use the following estimation
procedure for TV (i) in the noise term o?.
Definition 4.3 (In-Sample TV Estimation). When
{TV (i)}ies is unknown, replace TV (i) with TV (i) =
ﬁp(i) + 2¢2+/log((m — my)/0)/n? in the expression
for 07 in Equation .

The additional term in the estimator ensures suffi-
cient noise is added, since the empirical distance TV (%)
may underestimate TV (i). The error of the sensitivity
does not explicitly appear in Definition because its
magnitude is O(1/n) by Assumption and thus is
dominated by the estimation error as a consequence of
Assumptions [I.1] and is explicitly taken into account
by Definition [£.3] when n is large.

Theorem 4.4 (Guarantees of CorrDP with In-Sam-
ple TV Estimation). When the estimator in Defini-
tion[4.3 is used for the noise terms o;, Assumptions|[/.]]
and[4.4 hold, and n = Q(log(1/6)), then Algorithm|[1] is
(e,20)-CorrDP and achieves the same utility guarantee

as Theorem [3.7

The proof of Theorem [4.4] is more involved than the
standard analyses in Theorem due to the depen-
dence of TV on the database D, and can be found
in Appendix First, since the empirical estima-
tor TV can underestimate the true TV distance, the
analysis introduces a high-probability upper bound to
ensure that TV (i) > TV (i),Vi € Y. This guarantees
conservative noise calibration and enables control of
the Renyi divergence, following the proof technique for
Theorem Second, the noise variances for D and
D’ may be different, which introduces an additional
difference that must be accounted for in the privacy
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analysis. We show that the resulting difference can be
bounded by ©(1/n?) using Assumption and thus
still yields valid privacy guarantees.

Remark 4.5 (Publicly available data). Suppose there is
a public database D of size 71 that shares the same co-
variate distribution with our database D. Then setting
TV (i) := TV (i) +2c2+/log((m — ms)/8) /i from the
empirical estimate TV 5(7) and plugging this estimate
into the expression for ¢; in Equation , will preserve
the guarantees of Theorem

5 NUMERICAL EXPERIMENTS

In this section, we empirically demonstrate that Cor-
rDP achieves a better privacy-utility tradeoff than stan-
dard DP for empirical risk minimization. We use Cor-
rDP-SGD (Algorithm [I)) as the foundational algorithm
across different experimental setups, and compare the
utility of CorrDP against three baseline methods: (i)
Semi: adds noise only on the feature component corre-
sponding to the sensitive feature; (ii) Standard: stan-
dard DP-SGD that adds uniform noise to all features
(Abadi et all [2016); (iii) Partial: discards the sensitive
features and runs non-private algorithms only on insen-
sitive features. The Semi baseline should provide an
upper bound on utility for CorrDP since Semi provides
a weaker privacy guarantee that doesn’t account for cor-
relations across sensitive and insensitive features. Our
goal is to show that CorrDP achieves better utility than
the Standard and Partial baselines, and performs com-
parably to Semi. Our loss setup encompasses strongly
convex losses (e.g., linear and logistic regression) and
non-convex losses (e.g., neural networks). For privacy
parameters, we set 6 = 1074 in synthetic datasets and
d = 107° in real datasets.

We specify the noise magnitude used by each method
in our problem setting. Across all methods, the default
configuration (Standard) injects additive noise b ~
N(0,diag(o?)) at each round, with o? = C - bg(lé#
for some constant C' > 0.

e For Semi, when using OLS or logistic regression,
we change o2 = 0 for indices i € U; when using

neural networks, we change (UE?)].))Q =0foricU
at the first layer, and apply the standard noise
scale to all subsequent layers.

e For CorrDP, when using OLS or logistic regression,
we change 07 = C - %TV(Z') for indices
i € [m]; when using neural networks, we change
(cf((g)j))2 =C- log(le#TV(i) at the first layer,
and apply the standard noise scale to all subse-
quent layers. In both cases, the unknown T'V (i)
is estimated by the upper bound estimate of the

empirical counterpart TV (1) using finite samples,
as described in Section [l

Full details of the experimental setup, along with addi-
tional results, are provided in Appendix [E]

5.1 Synthetic dataset and results

We first consider synthetic data, and run a (ridge) linear
regression model with loss £(0; (x,y)) = (y — 0T x)? +
Ll6]]3. We generate the synthetic training data ac-
cording to a multivariate Gaussian, X = (X<, X“)T ~
N(u,¥),Y =0T X +n with n ~ N(0,52), m = 100
features, sensitive features S = {1,2,...,10}, and
n = 2000 samples. Other parameter values includ-
ing p and ¥ are specified in Appendix [EI} Therefore,
the conditional distribution of sensitive features can be
directly calculated and estimated from the posterior of
the Gaussian distribution, which is still Gaussian.

Figure [Ta] presents empirical findings on this dataset,
which plots the utility gap (Equation ) as a function
of € for all four algorithms, where lower utility gap
indicates better performance. We observe that CorrDP
always outperforms Standard and Partial, especially
so in the high privacy regime. The performance of
CorrDP is comparable to that of Semi, especially for
more reasonable values of €, indicating that substantial
performance is not lost with the stronger privacy guar-
antees. All three methods that incorporate the sensitive
features (CorrDP, Semi, and Standard) outperform Par-
tial, which ignores these features. In Appendix
we include additional results that vary the number of
sensitive features m.

5.2 Real-world datasets and results

We also empirically evaluate the performance of CorrDP
on four real-world classification or regression datasets:
Adult (adu), Sepsis (sepl), Credit Card (cre) and Medi-
cal Cost (med). These datasets include both discrete
and continuous features, where all discrete features
are processed with one-hot encoding. For the three
classification datasets (Adult, Sepsis, Credit Card), we
use the same categorization as [Shen et al.| (2023)) of
these features into sensitive (private) and insensitive
(public). In the Medical Cost dataset (regression task),
we set sex, smoke, region as insensitive features and all
others as sensitive.

Adult dataset. We filter the dataset with 45,175
samples and 9 features, and employ a logistic regression
model for binary classification. Additional details are
presented in Appendix In Figure [T} the baseline
accuracy for the non-private algorithm is 83%, and we
calculate the accuracy gap of private algorithms relative
to this. We observe that CorrDP even outperforms Semi,
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Figure 1: Privacy-utility trade-offs for least-square regression, logistic regression, and neural network training. The shaded
area around each curve shows the standard deviation error band. We do not run the Partial algorithm on the Sepsis
dataset since it is not comparable to use the same architecture only with partial features.

and suffers less than a 4% accuracy drop compared
with the non-private baseline, even in a relatively high
privacy regime (0.2 < € < 0.5).

Sepsis dataset. We randomly sample 10,000 points
from the dataset with 3 features and utilize a two-layer
neural network, where the activation function and the
number of the hidden layer are ‘Softplus’ and 5 respec-
tively, and the activation function of the final layer is
the ‘softmax’. Based on the extension of CorrDP to
NNs presented in Section for CorrDP and Semi,
less noise can be added than Standard by only adding
noise in the corresponding input component of the first
layer. Additional experimental details are presented in
Appendix [E33] In Figure[Id the baseline accuracy for
non-private algorithm is 69%, and we observe that Cor-
rDP has similar performance to Semi and consistently
outperforms Standard, despite the stochasticity of the
neural network initiation and batch gradient descent.
All these results indicate CorrDP provides strong pri-
vacy and utility guarantees while relaxing the scale of
noise added.

Credit Card and Medical Cost dataset. We also
apply logistic regression on the Credit Card dataset,
and linear regression and two-layer neural network
on the Medical Cost dataset (Figure ; our empirical
results there continue to show that CorrDP outperforms
Standard and performs comparably to Semi. Due to
space constraints, full discussion of these datasets and
results are deferred to Appendix [E-4]

6 DISCUSSION

In this work, we studied CorrDP, a relaxed notion of dif-
ferential privacy that incorporates feature correlation
across partitioned sensitive and insensitive features.
We showed how this notion can be applied to the DP-
ERM and DP-SGD algorithms. Our theoretical results

show that CorrDP leads to utility improvements for
the same fixed € value, relative to standard DP. The
essence of these improvements comes from adding less
noise to features that are independent from, or only
weakly correlated with, the sensitive variables. We veri-
fied these findings empirically across real and synthetic
datasets. We also gave extensions of these results, show-
ing that our algorithmic framework could be applied
(i) to neural networks with more general loss functions,
(ii) when there was uncertainty about the level of corre-
lation, and (iii) using general notions of distance across
features.

Our work has several limitations that point to promis-
ing directions for future research. First, the framework
is most effective when the distinction between sensitive
and insensitive features is clearly defined. In settings
where sensitivity lies on a spectrum and the boundary
is less clear, we introduce relaxations in Appendix
that still yield improved utility guarantees. Second,
ensuring privacy while maintaining strong utility under
CorrDP-SGD requires additional assumptions on the
feature space and the structure of the fitted model.
Third, the noise calibration in CorrDP-SGD relies on
an (upper bound) estimate of the TV distance. While
we provide a method for computing such an estimate,
this step can be computationally demanding in high-
dimensional problems, with some potential remedies
discussed at the end of Appendix |D| Advances in dis-
tance estimation methods would directly enhance the
efficiency of this step in CorrDP. Furthermore, extend-
ing the theoretical guarantees of CorrDP to other sta-
tistical tasks, such as hypothesis testing and related
inferential problems, would be worth investigating.
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A Omitted Proofs

A.1 Proof of Theorem [2.10]

Theorem 2.10 (CorrDP Laplace Guarantees). The CorrDP Laplace mechanism is (¢e,0)-CorrDP, and V3 € (0, 1],
P[Hf(D) - ML(D>f()7E)||OO S M] Z 1-— ﬂ

Proof. Consider two neighboring databases D, D’ € NI*! and let f(-) be some function f : NI*l — RK . Let
pp denote the probability density function of My, (D, f,¢) and pps denote the probability density function of
ML(D', f,e) with D, ; and D/, as their i-th column (feature) respectively. Then for any arbitrary point z € R:
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where the second inequality comes from the fact that Af <> kelK] A fy, and the third inequality follows from
considering the two cases when D. s = D, s and D, s # D! 5 (since only one insensitive feature can change by

Definition .

For the utility guarantee, we have:

Acf

€

Acf

€

B {1£(D) ~ Mu(D, 1), )l > 1og<K//3>] _p {% ¥ >

Acf

€

lou(1¢/5)|

< KP [m >

. B
,K.E

=5,

g 1¢/5)]

where the first equality comes from the definition of the mechanism, the second equality comes from a union bound
over i € [K], and the second step comes from the fact each Y; ~ Lap(A¢ f/e) and tail bounds on the Laplace
distribution. We note that this analysis is nearly identical to the utility guarantee of the Laplace Mechanism in
Dwork| (2006)), but is included for completeness. O
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A.2 Proof of Theorem [3.5]

Theorem 3.5 (Privacy Guarantee of CorrDP-SGD). Under Assumptions and fore,d >0
Algorithm (1] is (e, 6)-CorrDP.

A.2.1 Helper Lemmas

We first introduce and prove the following lemmas, which will be used in the proof of Theorem [3.5

Lemma A.1 (High-Probability Composition of CorrDP). Suppose with probability 1 — do (taken over the
randomness in the dataset and the algorithmic mechanism), the algorithm A satisfies (e,01)-CorrDP. Then A is
(€, 81 + d2)-CorrDP.

Proof. Consider the good event E that A is (e, d1)-CorrDP with P(E) = 1 — J,. Then:
P(A(D) € S|E) < i@ P(A(D') € S|E) + 6.

On the contrary, under F, we have: P(A(D) € S|E) < 1.

Combining these facts:

(1 - 8:)P(A(D) € S|E) + 6, P(A(D) € S|E)

(1- 62)(601(73 PHYP(A(D) € S|E)+61) +62-1

(1= 6,)e TP P(A(D') € S|E) + 61 + 03 — 6162

< @@ P(A(D') € 8) + 61 + 6

where the second inequality is because P(A(D') € §) > (1 — §2)P(A(D’) € S|E) from the total probability
decomposition. O

P(A(D) € S)

IN

Definition A.2 (Renyi Divergence). The a-Renyi divergence between distributions P and @ is defined as:

(dP(as) > ot

dQ(x) ’

For special values o = 1, 00, the a-Renyi divergence is defined by taking the corresponding limit of the right-hand
side.

Da(P|@) = — 108 E,p

Lemma A.3 (a-Renyi Divergence between two Multivariate Gaussians). For two m-dimensional distributions
P = N(/.Ll, 21); Q = N(u2722)7

Do) < |3 (o8 B+ 120 4 (o =) 25 a2 = ) =) f =1
“ - /2|5, ((1-a)/2
ﬁl (%) + 5 - p2) T((1— )Xy + aXe) Y (uy — o), else

Proof. We prove the case a # 1 by direct calculation from the definition, and then obtain the a = 1 case by
taking a limit. First, denote the densities of P and @ as p(z) and g(x) respectively:

1 1 1 1 1 1
P(ZF):WGXP( 2@ #1) ¥ (- Nl)) Q(x):WGXP(—i(z—M)TEQ (93—#2))

For o € (0,1) U (1, 00), we have
p(x)*q(a)! = = (2m) S| 2By T2
x exp g [z — ) ST (@~ ) + (- @) — )07~ p2)])-
In the exponent, we expand the quadratic form in z:
ale —p) TN @ — m) + (1= ) (= p2) "85 (z — o)

.
TS+ (-8 )z —2(aX i + (1 - )85 o) o+ apd By + (1= a)pg B3 o

=:A =:b
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Let
A=aX +(1-a)X5t, bi=aXtu + (1 — )85 s
Then
2" Ar — 20"z = (x — A7) T A(x — A7'D) —bT AT
Hence

1 1
p(a)q(@)! = = (@) SR O exp( G~ A7) T A — A7) ) expf 5 [eo —bTATH]).
where we set
co = ap] 57+ (1 — @)y 5 o

Note that the integral of the centered Gaussian is standard:
1

/ (2m)~m/? exp(—§(x — A7) T Az — A_lb)) de = |A|7Y2,

Therefore
1
/ p(@)q(2)' = dw = [$1|~/2 s 7072 4] 2 exp( —5 [0 = 6T A1) ).
Define %, := (1 — @)X; + aXs. Two standard (but checkable) matrix identities hold for positive definite X, o
and scalar a:
Al = [aS7" + (1 — )5 = [1] e "0 [Sal 7, (5)
co—b AT = a(l — a)(u — p2) '3 (1 — pa)- (6)

These can be verified by expanding both sides or by diagonalizing in a basis where the matrices commute; they
are standard in formulas for Gaussian Chernoff/Renyi divergences.

Substituting and @ into the integral, we get

/p(w)“Q(w)l’a 0 = S| 772 |Sp| =12 (|| =[5, =05 1) T

X exp(—%oz(l —a)(pr — ,U2)TE;1(N1 - HQ))

I N ( a(l—a)
- |Za|1/2 2

(1 = p2) "85 (1 — #2))-

Finally, plug into the definition, by Definition

Da(P|Q) = ——log / p(z)%q(x)' dz

a—1
_ 1 |Dg|/2|5|(1-)/2 1 a(l - a) -
= a_llog( PRLE + a_llogeXp(—T(ul—uz) Ea (m—uz))
1 D e o Tl
= 1 S — ) _
o 1 ( |Za|1/2 + 2(/’[’1 :u’2) a (/’(‘1 M2)7

which is exactly the expression stated in the lemma for a # 1.

Specially, when o = 1, the Kullback-Leibler divergence between two Gaussians is known to be

1 by
KL 50 [ WGz B2)) = 5 (o 5214 (25 8) + 12 = ) 85 (i = ) = ).

Since D, (P]|Q) is continuous in o and Renyi divergence converges to KL divergence as o — 1, taking the limit
a — 1 in the above expression gives the a = 1 line in the statement. This completes the proof. O
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A
Lemma A.4 (Property of CorrDP Privacy Loss). Define an(A; D, D’) = log Egaq(p) (W) . Then:

o Composability: Suppose M consists of a sequence of K adaptive mechanisms My, ..., Myg. Then:
K
apm(N) <D am (V).
i=1

e Tail bound: For any e > 0, the mechanism M s (W, 0)-differentially private for,

Y o)

for some A > 0.

Lemma follows immediately from Theorem 2 in [Abadi et al| (2016)) by replacing e there with W.

Lemma A.5. Consider any algorithm A that is (e,0)-CorrDP on a database D with n entries. Then if it is
executed in a subsampled dataset D,,, C D by selecting each data point independently with probability ¢ € (0,1],
i.e., the sampling fraction ¢ and run A. This subsampled version of algorithm A is (e, (d)-CorrDP.

Lemma follows immediately from Theorem 9 in Balle et al.| (2018) by replacing e there with W.

A.2.2 Proving Theorem

We now return to the proof of Theorem [3.5

Proof. We start the case of the full-batch gradient descent with ny, = n.

When ng = n, we prove through the moment accountant argument in [Abadi et al.| (2016). Consider the overall
gradient mechanism M consisting of the privacy guarantee at each iteration My x ... M; ... x M.

First, we define the privacy loss at an outcome 6 € O as:

c(0; M,D,D') :=log IE’D[/\/I(D’):0] (7)

For the given mechanism M, we define the A\-th moment ar(A;D,D’) as the log of the moment generating
function evaluated at the value A:

(X D, D) = log By pi(my [exp(Ac(6; M, D, D)) (8)

Due to the composability and the tail bound properties of the moment accountant (Lemma [A.4]), we only need to
show:

e
AND,D) < .
M DY) S S ) ©)
Then we set A such that § > exp(fW) (e, A= 210g£1/5) > Qd(D’Dlllog(l/é) = O(log(1/0)) for a constant ¢)

and satisfy the privacy condition.

Consider the two distributions with respect to input D and D’ at each time step ¢t. That is:

1 n
P = E EVQE(&, (l‘i,yi)) + b
n—1 1
Z Vol (0, (i, y:)) + 5%6(% (@5, Yn)) + 0.

i=1

1

n

Q:=
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We can represent P and Q by N(up,diag(e?)) and N(up,diag(a?)), where:

1 n 1 n—1
pp = — ) VA2l .m0 o T pipr = V(2 yi)l o=y 2,01 + V (2, yn) =07 1, T
n t
i=1 i=1

Recall the definition of a-Renyi divergence in Definition Then ay (A D,D') = AD41(P||Q). Plugging
Lemma [AZ3]in, we have:
AA+1) (up — )i\
. "N
an(hD, D) = 22 S (

i€[m] Ti

2
And our goal is to let )‘(M_l) Zze[m] ( tp O_”D') ) < 2Td(>‘1§ D7) Specifically, we allocate the privacy cost of

each coordinate equally, i.e.,

(/\+1)de(@,?')(;@ —ppr)7

(n=pp)i (kD — UD’)@

and 3 4 we have:

A1 de 7. Vi € [m]. This is equivalent to saying o7 >
.3

. Based on Assumptlons

1 L
lpp — ppr|i < E(C1LB¢1{155>#;§1'>} + CQE Zle{Iw#;@}). (10)
i

From Assumption we have: mB2 = ©(B?). Following the definition of neighboring database in Assumption
we consider the following cases:

e When D, D’ differ in the subsets of sensitive feature: d(D,D’) = 1. For the sensitive feature i € S,

2 2
aiz > wie;nm; For the insensitive feature ¢ € U, |up — ppr|; < % Zjes B;, plugging it back, we have:

2 « 2L2T(\+1)B? /m_\2
0; 2 T ()

e When D, D’ differ in the subsets of insensitive feature: d(D,D’) € (0, 1]. The noise scale of the sensitive feature
matches the one in standard DP in the previous case. Therefore, we only need to consider insensitive features

. L B;L 2C,LB . . 2L2T (A +1)B2TV
i €U, |up — prrli < SEY, o By + GBL < 2GLE  Plugging it back, we have: of > 2ETAEPIVE,

Therefore, the following noise choice satisfies the privacy guarantee by setting A* = ©(log(1/4)) as discussed

above.
2
, QBT g e s
07 =\ (\+1) B2LAT max{TV (i ),m2/m?} (11)

P , else

Then we show that our results hold for the case when n, < n. At each step, the current update with respect to
the full batch in Algorithm [1]is equivalent to:

011 = <0t - Z(V@E(Gt, (i, yi)) + b1)> , where b; ~ N (0, ndiag(a?)).

i=1

If we apply this algorithm to the SGD with subsampling ratio ¢ with n, = (n with a randomly selected subset
{(z @iy, Y@y bien,)> the corresponding gradient descent each time becomes:

0141 =1lo <9t - % > (Vol(Os; (i, yi)) + bi)) , where b; ~ N(0, ndiag(c'?)).
9 i=1

1 o 1.
— Oiy1 =1lp <9t — oy (n Z(V@E(Qt; (%), y@y))) + b>> , where b ~ N(0, Zdlag(az)).

4 =1

Applying Lemma this gives (Ce, (6)-CorrDP. From the noise terms defined in Equation , by changing the
noise scale from b ~ N (0, +diag(a?) to b ~ N(0, diag(a?)) gives (e, (5)-CorrDP. O
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A.3 Proof of Theorem

Theorem 3.7 (Utility Guarantee of CorrDP- SGD Under Assumptwns m . - 5.9 and [3.4) . for Algo-
rithm |1| with step sizes oy = D/\/(L>+ > i~ 02)t and T = O(n?), if F(0,D) is convex, then R(OP"") =
O (/(ms +min{}=, o, TV (i), ms/4}) log(1/5)/ (ne)).

Before proving Theorem we first state the following lemma, which follows immediately from Theorem 2 in
Shamir & Zhang (2013]).

Lemma A.6 ((Shamir & Zhang, [2013))). Recall the stochastic gradient descent 0y11 = H@(Qt — a:G(6)), where

E[G(6,)] = VF (0, D) and E[||G(6,)]3] < G? in Algorithm . ForanyT >1, ifay = G\/E’ then:
- DGlogT> ~ (DG)
E[F(07,D) — F(6,D)] <0 [ 22252 ) _ o (=2 ). 12
(For,) - D) <0 (292 = (12

We now return to the proof of Theorem [3.7]

Proof. Lemma gives a bound on R(6P""), but in order to apply the lemma, we need to compute the upper
bound of E[||G(6;)]]3] in Algorithm |1l We begin as follows:

E[||G(6:)[13] = E[IVF(6:, D) + bll3] = E[|VF(6:, D)[3] + E[IblI3] < L* + ) o7 (13)

1€[m]
Recall the definition of {0 };c[m) in 7 we can further bound the second term of Equation by:

B2D2Tlog(1/5 . N e
Z o2 < 22 2 2o Y Zmln{TV(z), W})

‘= n2e?
1E€[m] icU
B2D*Tlog(1/6) _ ~ (m—mg)m?2
< T(/ ms + mln{z TV (4), (T)}) (14)
=

= 62

< B>D*log(1/9) (ms + min{z TV (4), njf}) .

=
Above, the second inequality follows from the fact there are m —mg insensitive features in all. The third inequality
follows from ms“;i;ms) <1 and T =0(n?).
Plugging this upper bound back into Equation gives,
B2D?log(1/6 . N M

We can now apply Lemma with:

G_ |2 B*D?los(1/9) (ms +min{3 TV (), ’Z}) < [+ B2Vlosl/0) Vljg(l/é)\/m Fmin{> TV (), )

€2 ; ;
1€U €U

and eliminate constant B, D, C to obtain the bound in Theorem O

A.4 Proof of Theorem [3.10]

Theorem 3.10 (Lower bound for (e,d)-CorrDP algorithm). Let n,m € Nye > 0 and 6 = o(1/n). Consider

{TV (i)Yicu sorted in descending order, denoted {TV D},cy. For every (e, 8)-CorrDP algorithm that outputs OP7™,
there exists a D such that with probability at least 1/3,

R(epm'v) -0 (mln{ \/ms+maxke[(m mg)]{k(TV(k>)2} }> )

ne
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We first introduce the following lemma.
Lemma A.7 (Lower bound for 1-way marginals). Let m,n € N;e > 0 and § = o(1/n). There is a number M =

Q(min{n, @}) such that for every (e, 0)-differential private algorithm A, there is a dataset D = {dy,...,d,} C
{*ﬁv \/%}m with || Y1, dil|2 € [M—1, M+1] such that, with probability at least 2/3, we have: || A(D)—q(D)||2 =
Q(min{1 V/m ), where q(D) = %Zie[n] d;.

’ ne

Lemma is nearly identical to Lemma 5.1 (Part 2) in Bassily et al.| (2014]). The only modification is that we
invoke the following Lemma to obtain the required lower bound with probability 2/3. The remainder of the
proof is identical.

Lemma A.8 (Modified Corollary 3.8 of [Bun et al.| (2014)). There exists n* = (@) such that for every
n < n*, there exists a dataset D = {di,...,d,} C {— such that, with probability at least 2/3,
JAD) — (D)2 > 2.

_1 L}m
Vvm? /m
We now return to the proof of Theorem [3.10

Proof. We consider sensitive and insensitive components separately, for any (e, d)-CorrDP algorithm.

First, consider the sensitive components. Then (e, 0)-CorrDP algorithm is the same as (¢,4)-DP algorithm

since d(D,D’) = 1. For this, we construct Ds = {ey,...,e,} C {*\/}T’ :n }™=. Applying Lemma

we know there exists such Ds with || Y7 ¢;l| € [My — 1,M; + 1] and M; = Q(min{n, ¥*}), such that
IA(D)s — q(D)s|l2 = Q(min{1, ¥2}) with probability at least 2/3.

Then, consider the insensitive components. Denote k* € argmaxke[(mfmg)]{k(TV(k))QL note that for the change
of the insensitive components, if we only change the insensitive component where the indice corresponding to

{TV®)} e[k, the algorithm becomes (75, 8)-DP. For this, we construct Dy = {ef, ... e}, } € {— \/%*, \/%}k* U

0™=~*" . Applying Lemma we know there exists Dy with || >0 e € [Ma — 1, Ms + 1] and M, =
Q(min{n, 7W}), such that || A(D)y — ¢(D)y|l2 = Q(min{1, 7W}) with probability at least 2/3.

If we set d; = e; @ e}, we have: || >0, d;lla € [\/M? + M3 —2,\/M? + M3 + 2]. Combining the discussion of
the two paragraphs above, this happens at least probability 1/3.

Set d = (x,y) and consider the following convex loss function as:
(0;d) =—0"d, s.t. ||6]» < 1.
Then with probability 1/3,

F(gp’r‘i’ujp) —F(6,D) = | Zdiﬂz(l - (apriv)Té)
i=1

1 <& ) .
> dz gPTiv _ g 2
z ol ;:1 2]l 2

n

\/ms + maxke[(m—ms)]{k(TV(k))2}

ne

=0 | min< 1,

A.5 Proof of Theorem [4.4]

Theorem 4.4 (Guarantees of CorrDP with In-Sample TV Estimation). When the estimator in Definition is
used for the noise terms o;, Assumptions[4.1] and[{.9 hold, and n = Q(log(1/4)), then Algorithm[1] is (e, 25)-CorrDP

and achieves the same utility guarantee as Theorem[3.7}
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Proof. Without loss of generality, we consider each TV (i) >
procedure does not introduce any privacy loss since the noise scale formula is the same. Following the same
notation as in the proof of Theorem we still compare distributions P and Q. However, P and () become
N(up,diag(o)) and N(up:,diag(o)) with different variance terms depending on the estimation of TV, which
depends on D and D’ further. Setting C' = (log(1/6) + 1)L? and T' = ©(n?) in (B), then

o2 = CTZL;X;D(i) _ CT‘E/QD(i) _ g TV (i) + 20 Viog((m —m,)/3)

).

nYy

We compute the moment privacy loss:

TN +1 A 1
MDD = S [P0 logad, — 5 log o, — 5 log((A+ 1o, — Aob,)
=1

AA+1) (1D — ppr)i]?
+ > 5 — (15)
2 e A+ 1)o5,; —Aop;
For the privacy guarantee, following Lemma it is equivalent to showing ax(A; D, D) < ﬁ with

probability 1 — ¢ in this case. Compared with the
term from TV (i) to ﬁp(i) + 2@%.

proof in Theorem we only focus on the change in the noise

Based on Assumption we have: TV (i) < TV (1), Vi € U with probability 1 — §. We then want to bound the
right-hand side in the first line and second lines of .

We can bound the first part (i.e., the first line in ), through an application of Lemma stated below.

Lemma A.9 (Bounds on Variability Loss). Let A and u be any constants. Suppose (n,v) satisfies n > W

and [u—v| < € for some constant C > 0. Then

20\ + 1)C?

A+ 1)logu — Alogwv — log[(A + 1)u — Mv] < 3202

(16)

Specifically, the sensitivity of the estimand [TV p (i) — TV (i)| = |’f‘79 (i))=TVp (i)| < 2. For each component
2A0H1)C3 _ 2OFICE _ Ac n2ETVe (i)
32TV (i) — 3nPTVEA() = 417 O+DC3
which can be satisfied when T' = ©(n?).

i, we then bound it by

here the last inequality holds as long as T' <

For the second part (i.e., the second line in ), we only need to focus on the indices ¢ € Y. More specifically,
for |\| < Cy, keeping other terms except TV in as constant, for each component i € [m], we have:

(A + 1o (i) — Ao (d)

O D)@V (1) + 26, B =)0y ) 4 9 Y108 = m)0),

ny ny
— log((m —myg)/d — c
> TV(i) + o B ) 3@ ) - TV i) + )
> TV (i).
where the first inequality follows from the fact n>(=7) > W = O(log(1/6)). Then we can show
)‘()‘H) Zze ] (/\5_“17)30 ”7’_'2\;% < )‘;1) Y icim [(”gﬂvl&?’);) i* < 2Td()‘57D,), where the latter inequality follows from

the proof in Theorem [3.7] .

Note that we do not need to consider the case TVp«(i) = 0 for some feature ¢ € U that are independent with the

log((m—ms)/9)

sensitive features, which can be done via a preprocessing check. That is, if we find Ti\/p(i) < ey — ,

then with probability 1 — 8, TV (i) < ¢y Y2220 v gy,
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The utility guarantees can be derived with the same rate with respect to n as in Theorem This is because,
2
Zicim 7% (1) comparing the noise o without in-sample estimation and the noise ¢’ with in-sample estimation.

ZiE[m] of? -
Following the convexity condition there, we can still derive the rate O (—ﬁ) O

A.5.1 Proof of Lemma [A.9]

Proof. Define A = v — u. Therefore,

(A+1)logu — Alogv — log (A + 1)u — Av) = (A + 1) logu — Alog(u + A) — log(u — AA)

A AA
= —\log <1+ ) — log <1— > .
u u

For |z| < 1/10, the following inequality holds:

2
—log(l+z) < —a+ gac?. (17)

Applying this bound to z = A/u and = —AA/u, we obtain

2 2
“Alog (H A) <2 (A _ M) _ A
U U

v 3 u2 3 w2’
2 A2
Clog(1-28) <22 2 A0
U U 3 w2

Summing the two inequalities cancels the linear terms and yields

2
~\log 1+é —log 1,& SM&
U u 3 u?

By assumption |A| < C/n, hence

max{A, 1}A] < max{\, 1}C
u - nu '
Ifn> 7locmix{)"l}, then
|A| 1 AlA| 1
— < 1n° — < TN
v — 10 U 10
so the inequality applies. Finally, using A? < C?/n? gives

2 2
~Alog (1 + A) ~log (1 _ m) S DOFDA? 2N+ 1C?
U u

3u? - 3n2y?

B Additional details from Section [2|

B.1 Definitions and variants of differential privacy

We provide the definitions of (global) differential privacy, semi-differential privacy and metric-differential privacy
for completeness and further comparison.

Definition B.1 ((Global) Differential Privacy (Dworkl [2006))). A randomized algorithm A is (e, §)-differentially
private if for all neighboring databases D, D’ and for all potential output parameters R in the output space of A,
we have:

P(A(D) € R) < eP(A(D’) € R) +6.
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Definition B.2 (Semi-Differential Privacy (Shi et al.;|2021))). A randomized algorithm A is (e, 6)-semidifferentially
private if for all neighboring databases D, D’ (that differ in some selected features of a single example) and for all
potential output parameters R in the output space of A, we have:

P(A(D) € R) < ¢’P(A(D') € R) + .

Definition B.3 (Metric-Differential Privacy (Andrés et al.,2013)). A randomized algorithm A is (e, §) metric-
differentially private if for all neighboring databases D,D’, and for all potential output parameters R in the
output space of A, for some distance metric d(-,-), we have:

P(A(D) € R) < e“’PPIP(A(D') € R) + 6.

Comparison between CorrDP and metric DP. Although both CorrDP and metric DP provide privacy
guarantees that account for variations in data similarity, there are key differences worth highlighting. In metric DP,
common distance types set in d include Euclidean distance, Wasserstein distance, angular distance, and temporal
distance, which all impose stronger privacy constraints if two elements are close naturally. However, existing
literature on metric DP has not explored formalizations to capture feature correlation as CorrDP does. Under
metric DP, it is possible to capture feature correlation by setting d(D,D’) = 1yes2(eysy + KLl{es—(en)s et 2(er )t}
for some xk > 1. However, this definition would still not account for dependencies across features without a proper
value of k. In contrast, the definition in CorrDP naturally captures feature correlation.

Comparison between CorrDP and Attribute Privacy (Zhang et al., |2022b]). The attribute privacy
notion in [Zhang et al| (2022b)) is designed to protect an entire column (attribute) across the whole database, e.g.,
prevent an attacker from learning the distribution of a sensitive attribute in the population. However, CorrDP is
a row-level privacy notion that protects each individual’s record via correlations between sensitive and insensitive
features. Additionally, our work and |Zhang et al.| (2022b)) consider different adversarial models. In the attribute
privacy of |[Zhang et al.| (2022b)), leaking one individual’s information is allowed as long as the column statistics
remain hidden. However, in CorrDP, the influence of any single individual needs to be explicitly controlled.

Comparison between CorrDP and Label DP. As can be seen from Definition LabelDP is a special
case of CorrDP, where the labels Y are treated as sensitive features and the inputs X are insensitive components,
provided X and Y are independent. However, this inclusion does not hold in the DP-ERM setting. Since ERM
aims to predict Y from X, the independence assumption between X and Y does not hold. Under CorrDP, the
change in insensitive input features leads to changes in the sensitive components (i.e., labels), which must be
protected. In contrast, LabelDP assumes that all input features are public and do not contribute to privacy
leakage, focusing solely on protecting privacy of labels.

B.2 Properties of CorrDP

Many properties of standard differential privacy are preserved under CorrDP, including post-processing, composi-
tion, and (under appropriate conditional) subsampling.

Proposition B.4 (Basic Properties of CorrDP). Let M be a randomized mechanism that satisfies (e, d)-CorrDP
with respect to a protected feature set S and a dataset-dependent correlation metric d(-,-). Then the following
properties hold.

1. Post-processing. For any (possibly randomized) measurable mapping f, the composed mechanism f o M
also satisfies (e, 6)-CorrDP with respect to the same S and d.

2. Composition. Suppose My and My are independent mechanisms that satisfy (e1,01)-CorrDP and (ea,02)-
CorrDP, respectively, with respect to the same protected feature set S and the same correlation metric d.
Then their sequential composition (Mi, Mas) satisfies (€1 + €2, 61 + 2)-CorrDP.

3. Subsampling. Let Sub be a (possibly randomized) subsampling procedure, and consider the subsampled

mechanism MV(D) := M(Sub(D)). Suppose M satisfies (¢,0)-CorrDP with respect to a correlation metric
dsub (¢, +) defined on subsampled datasets,

dyub(Sub(D), Sub(D')) = d(D, D)
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almost surely with respect to the randommness of Sub. Then M satisfies (e, d)-CorrDP with respect to the same
protected feature set S and the same correlation metric d.

Proof. We prove each property directly from the definition of CorrDP.

Post-processing. Fix any measurable set E in the output space of f o M. Then there exists a measurable set F’
in the output space of M such that

Pr[f(M(D)) € E] = Pr[M(D) € F].
Therefore, for any pair of datasets D,D’,
Pr[f(M(D)) € E] = Pr[M(D) € F] < ¢/¥PP) Pr[M(D') € F] + 6 = /PP Pr[f(M(D')) € E] + 6.
Hence f o M satisfies (¢, §)-CorrDP.

Composition. This result follows immediately from Theorem B.1 in [Dwork et al.| (2014) by replacing € there

Subsampling under correlation stability. Fix any measurable set A. Conditioning on the randomness of Sub
and using that M is (¢, §)-CorrDP with respect to dgup,

Pr[M(D) € E] = E[Pr[M(Sub(D)) cE| Sub]]
< ]E[eﬁ/dS“b(s”b(D)’S”b(Dl)) Pr[M(Sub(D')) € E | Sub] + 5]
By the assumed stability condition, we have:
Pr[M(D) € E] < ef/d(D’D/)E[Pr[M(Sub(D’)) cE| sub]} +6
— ¢/4PP) Py M(D') € E] + 6.

Therefore M satisfies (€,9)-CorrDP. O

B.3 Other distance measures in CorrDP

Here we consider two other potential distance measures that could be used used in the CorrDP framework beyond
TV distance, to demonstrate that other distance measures can be used as well. Any choice of distance measure
should simply satisfy the axioms of Definition [2.3] and satisfy Assumptions and

Hellinger distance. Hellinger distance is defined as:

H(P,Q) = ;5\/ / (VP - +/O@))2dx.

Like TV distance, Hellinger distance is bounded between 0 and 1, and thus H(-,-) can be used in place of TV (-, ")
in Definition 2.5} Furthermore, in terms of empirical estimation, similar to Assumptions [4.1] and [£.2] Hellinger
distance has well-understood concentration properties, which could be utilized for convergence results (Rohde &
Steinberger, |2020; Sart,, [2023), and it exhibits low sensitivity to changes in individual data points, which would
enable similar results to Theorem (.4

Wasserstein Distance. Wasserstein Distance measures the minimal cost of transforming one distribution into
another, and is defined as:

W P, == i f ]E;E ~ - 9
(P.Q)=__inf  Bioypesllle =l

where TI(P, Q) is the set of joint distributions with marginals P and Q. With advantageous analytical properties
such as computationally tractability and computability from finite samples, it has been used in text document
similarity measurement (Li et al. |2024)), domain adaptation (Rakotomamonjy & Livaj [2021)), and generative
adversarial networks (Liu et al.,|2023). Under certain regularity conditions (e.g., bounded support), Wasserstein
distance satisfies the required sensitivity and concentration assumptions.
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C Additional details from Section [3l

C.1 Utility guarantee of CorrDP-SGD of other losses

Under other conditions of F(6,D), we can strengthen the accuracy guarantee as follows:

Corollary C.1. Under Assumptions[3.1] and[3.7) (as well as F(0,D) is G-smooth with respect to 0), if
Y icu TV (i) = ©(my) and we apply Algorithm |1| with oy = ©(1/G):

o If F(0,D) satisfies Polyak-Lojasiewicz condition with respect to 0 (Karimi et al., 2016), i.e., |VoF(6,D)|3 >
2u(F(0,D) — F(0,D)) for some >0 for any 0, then R(6P") = O (2325 if we set 67" = Opq;

e For general F(-,-), E[|[VoF (6", D)|3] = O (‘/:?) if we set OP"" = 0, where m is uniformly sampled from
{1,...,T}.

Proof. In both cases, from Inequality and ), TV (i) = ©(ms), we have:

S o7 < o B*D°Tlog(1/9) <m5 +min{y" TV(i),ms/4}> o (”%Tk’g(l/‘s)) . (18)

. n2e? , n2e2
1€[m] €U

First if F(0, D) satisfies Polyak-Lojasiewicz condition and is G-smooth, we have:
1 1
E[F(0;41,D) — F(0,,D)] <E {—GVQF(et,D)T(VQF(et,D) +b) + %HV(;F(@,D) + b||2]

1
= —@HV@F(@“D)II2 + *E[IIbH ]

2
M A Zze[m] g;
< —(F D) — D - -

where the first inequality follows by F(6, D) is G-smooth and the stepsize a; = O(1/G). The second inequality
follows from the Polyak-Lojasiewicz condition. Rearanging the terms and summing over ¢t = 1,...,7T, recall
6P = 1, the definition of R(6) and the bound in Inequality (I4), we have:

‘ . TS icim 02 T sTlog(1/6
R < (1- 1Y Ry + T2 T (1 1 R(91)+o(m7§§/>>.

Then, setting T = O (1og (#ﬁém», we have the utility guarantee:

R(6P™™) <O (logQ(n)mSIOg(l/(s)> =0 ( s ) .

n2e2 n2e2
Second, for the general case of F(, D), denote the noise imposed at the step ¢ as b;, we have:
1 1
E[F(0¢+1,D) — F(0:,D)] < E [—GVGF(%D)T(V@F(%D) +b¢) + %HVQF(%D) + b ?

_ 1 2, 1 2
G||V9F(9t,D)|| + QG]E[Hth ]

From this, we have:

L | 90F (00 D)IB < EIF (@) — F(f1s1)] + ZEm %
2G 0 ty 2 = t t+1 2G .

Then Evn (5}, [[VoF (0. D)|%] = % > Ey, [||[VoF (6:,D)||?]. Rearanging the above terms and summing
overt =1,...,T, we have:

E[| Vo (0, D3] = B [[VF(0,,, D3] < 2EECLDIZEECra, D)y 5~ oo

1€[m]

2G’R 2GR(61) Z 2GR (61) L0 (msTlog(1/5)>

n2e2
’L m
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where the second inequality follows by the fact E[F (0741, D)] > F(0, D), and the third inequality follows by the

bound in Inequality (T4). Then, setting T = O (\/ﬂ#ﬂ/&)’ we have the utility guarantee:

E[|[VoF (6", D)|3] = O (m> _0 (W> .

ne ne

C.2 Examples that Satisfy Assumptions

We demonstrate that both linear regression with Ordinary Least Square (OLS) and logistic regression satisfy
these assumptions.

Example C.2 (Linear Regression, OLS). Consider the squared loss £(0; (z,y)) = (0 "= — y)? with bounded
domain as in Assumption If y is bounded, then Assumption [3.2|is satisfied with L = 2sup, |6z — y|||z|]2 <
2B(D +max, |y|) < co. The sensitivity of the i-th coordinate (Vol(8; (z1,y)) — Vol(0; (x2,y))); can be written as

2(y—0Tx, —I—Hixg))(xgi) —xéi))+2 D ik Hjxg) (acgj) —mgj)). If the boundary parameter satisfies B|6;| < <2, Vi € [m]
for some constant C' > 0, then Assumption [3.4]is satisfied with C; = 4B 4 2C'D/m and Cy = 2CD.

Example C.3 (Logistic Regression). Consider the logistic loss £(6; (z,y)) = log(1 + ¢® ) — y8 Tz for y € {0,1}
with bounded domain as in Assumption Define o(t) = (1 + e~*)~!. The sensitivity of the i-th coordinate
(Vol(0; (z1,v)) — Vol(0; (z2,y))); can be written as:

(0(0T2y) —y) (@t — )+ 25 (0(0T 1) — o (87 22)). (19)

Since 0 < o(-) < 1, the first term in satisfies |(o(0"x1) — y)(mgl) - xél))\ < |x§l) - xéi)|; since o(-) is 1/4-
Lipschitz, the second term in satisfies 2 |0(0T21) — (0T a2)| < 2107 (@1 —22)| < £ X e 10,112 — 257
If the boundary parameter satisfies B|6;| < %,Vi € [m] for some constant C' > 0, then Assumption is
satisfied with Cy =2+ CD/(4m) and Cy = CD/4.

C.3 Additional discussions and relaxations of assumptions

In this subsection, we provide additional discussions and examples of relaxing the various modeling assumptions.
For the relaxing assumptions, we consider cases where (i) the gradient and domain assumptions are violated; (ii)
sensitive and insensitive features are not distinguished clearly; and (iii) label privacy.

Relaxations of Gradient and Domain Assumptions. We can relax Assumptions [3.3] and [3.4) with the
following alternative:

Assumption C.4 (Relaxation of Bounded Domain and Gradients). There exists some constant C, such that:

(Vol(t; (1,y)) = €(6; (22,9)))i < CL [ 1o, + 1/771; Lo, | Vi
j#i

This assumption does not require that both gradients and domains are bounded. Instead, it only requires that the
gradient can possibly change in a bounded range. Therefore, Assumption [C.4]is a variant of the bound derived in
the proof of Theorem to ensure the validity of our results.

Corollary C.5. Under Assumptions fore, 6 >0, Algorithm is (€,0)-CorrDP.

This corollary follows the same proof as Theorem where the only difference is to replace Equation , which
comes from Assumptions [3.3] and with Assumption

Relaxations of Distinction between Sensitive and Insensitive Features. Building on our basic binary
categorization for sensitive and insensitive features, it is possible to incorporate a generalization to continuous
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sensitivity scores to allow different levels of protections across features. We can instead consider a sensitivity
score s; € [0,1] for each feature, with the special case of binary distinctions captured as s; = 0 for each sensitive
feature and s; = 1 for each insensitive feature. The distance d in Definition can be modified by using these
scores as a weight vector {s;} c[m) for each feature:

d(D,D/) = max (1- Sj) max TV(PXS‘ei,sz‘(el)i) + s;.

jelml,ei#(e)i iiC[m]

To demonstrate the key properties of this augmented definition, note that if e and ¢’ differ in some completely sen-
sitive feature with s; = 1, then d(D, D’) = 1, which reduces the original DP definition. On the other hand, if e and
e’ only differ in some completely insensitive feature with s; = 0, then d(D, D’) = max;.;jc(m) TV (Pxs|ci, Pxs|(e)i)-
Otherwise, if e and €’ differ in some semi-sensitive feature s; > 0, the proposed d could be, e.g., a weighted
combination of 1 and max;.;c[m) TV (Pxs|ei, Pxs|(er)i), where the latter is the original value of distance without
the continuous relaxation. This definition could be directly incorporated into the noise terms in Algorithm [1| by
changing TV (i) when i ¢ S to:

0; = (]_ — Sz) »LII,I;Z:%(X TV(PXS‘Q;%(,PXS‘IZ;) + S;.
This change would, however, lead to an increase of the noise scale added in Algorithm [I} which would in turn
weaken the utility guarantee in Theorem However, as long as there exists some s; < 1 for insensitive features,

the noise would be smaller than that under standard DP-SGD and would still lead to an improved utility compared
to standard DP-SGD.

Relaxations of Label Privacy. Under our current binary framework, labels must be treated as fully sensitive
if we want to protect them completely. To allow a partial level of label protection, we can introduce a label-specific
scale s; € [0,1] into the distance metric d. Concretely, compared with the original d, one could use distance:

d(D7 D/) = max{sl]l{labels change}» d(Dv D/)} € [07 1]

Here s; = 1 recovers full DP protection on the label (so d = 1 whenever it changes), while s; = 0 treats it as fully
public. With this d in hand, the CorrDP-SGD noise terms in Equation (3)) simply change from max{TV (i), m?/m?}
to max{T'V (i), m?/m?,s;} and the proof of Theorem goes through identically. Note that we incorporate s;
into the noise scale of all insensitive features since changing labels affects all gradient coordinates. Then as long
as g; is smaller than 1, CorrDP still provides meaningful utility improvements compared with classical DP due to
smaller noise scales.

D Additional Details in Section [

In this appendix, we present concrete examples with two features that satisfy Assumptions and along with
proofs that they satisfy these two assumptions. These examples are presented in Appendix In Appendix
we extend to scenarios involving multiple sensitive features.

D.1 Examples satisfying Assumptions and

In this subsection, we consider the two-feature problem with one sensitive and one insensitive feature, denoted
as X% and XV respectively, in separate cases for when these features are discrete or continuous. We show how
assumptions are satisfied under the dataset D = {(z,zY)}7_,.

XV is discrete. We discuss two cases depending on whether X* is discrete or not.

When X9 is discrete, we apply the following empirical estimate.

Example D.1 (Estimation and Sensitivity Guarantees for Discrete Features). Suppose X° € {a; | i € [Kg]}
and XY € {b; | j € [Ky]} with joint distribution P(X® = a;, XY = b;) = p; ;. For any j € [Ky], define the
conditional distribution N
Pi(i) i=P(XS =q; | XU = b)) = P00
Zke[KS] Dk,j
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Define the empirical counts n; j :== > 7_, Tias—a, 2U=p,}> then the plug-in estimator of P; is

n;

P; (i) : Vi€ [Kg,

a Zke[KS] Nk,j

and the corresponding empirical estimator of the total variation distance Vji, jo € [Ky] is

TVo(BiyPr) =5 O [Binli) —Biali)]. (20)

i€[Kg]

Then, under min, ; p; ; > 0, the conditional total variation distance estimator

ﬁp = max ﬁp (]P)jl s sz)
Ji1,J2€[Ku]

. . . log(KsK
satisfies Assumptions [4.1{ and 4.2 with parameters cy = %?p_“), = mmrp Y = 3
v, Fr,g 7 P,

Proof. First, applying the multinomial concentration inequality and a union bound over (i, ), for any 5 € (0, 1),
with probability at least 1 — 3,

i log(Ks K,
‘nw —pm—’ < —og( sKu/B) uniformly over (i, ).
n n
Since min; jp;; > 0, we have n; = > .n;; = ©O(n) uniformly over j. For any ji,j» € [Ky], consider

TV (P;,,P;,) = %Zie[KS] IP;, (i) — Pj,(i)|. Then using the identity | — §| < % + %\b — d|, and apply-
ing concentration bounds to n; ; and n;, we obtain

log(KsKy/B)

n MmN ; P; 4

,Vi S [Ks]7

for some constant C' > 0. Summing over ¢ and taking a union bound over (j1, j2),

IOg(KSKU/B).

n mlni,j Pi,j

'WD(levpjzr) - TV(PJ'U]P}Jé) <C

Therefore, Assumption is satisfied with ¢y = log(KsKu) 514 v = %

ming j pi,j

For sensitivity, changing one sample affects at most one n;; and one n; by 1. Hence, @J (1) — @;(2) < ni <
J
mle Therefore, for any (j1,72), |[TVo®j,,Pj,) =TV (P, Pj,)| < W
Taking the maximum over (ji,j2) yields
— — 1
sup |TVp —TVp| < ———— =0(n"1).
D, D’ nmlni,j pi,j
. . . . o 1

Therefore, Assumption is satisfied with c3 = T O

When X* is continuous, we apply the following histogram estimate.

Example D.2 (Estimation and Sensitivity Guarantees for Histogram Smoothing). Suppose XU € {b; | j € [Ky]}
with P(XY = b;) = p;, and X° € R satisfies |X°| < B. For each j € [Ky], let p;(-) denote the conditional
density of X given XU = bj.

We partition [-B, B] into Kg bins {B;};c[xy) of equal width h. Define the empirical bin counts n;; :=
n . . o . . .o~

%{321 Liusen, eV=b;}s Mej = Dieis) M- Lhen the histogram estimator of the conditional density is p;(x) =

n,,jh’

Vx € B;. The corresponding plug-in estimator of the total variation distance is

Mgy Mg

— 1 B R R 1
TVolpi) = | @) =pa@lde =5 3 "

2 )
1€[Ks]

.51 2J2
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Setting the histogram bandwidth h = ©(n~1/3), then the conditional total variation estimator

ﬁ = max 1/-,‘\/ b
v J1,J2€[Ku] D(pjl p]z)

satisfies Assumptions and with parameters ¢, = B, /26EsKy o — _B__ \ — 1
min; p; min; p; 3

Proof. For any ji,j2 € [Ky|, we decompose

’TVD(pjl’pjz) =TV (pj,» i)

< Tv(pjlaﬁﬁ) + TV(pjzvﬁjz)'

We bound each term using the standard bias—variance decomposition for histogram density estimators (see, e.g.,
as a special case of kernel density estimators in Chapter 1.2 of [Tsybakov| (2008))). For any j € [Ky],

10g(Ks/5))
njh ’

. 1.
TV (p;. ;) = 515 —psll < B(h+
with probability at least 1 — 3.
Since min; p; > 0, we have n; = ©(n) uniformly over j with high probability. Taking h = ©(n~'/3) yields

log(K5/8)

TV(p:.p:) < B .
(pjp5) < n?/3 min; p;

Applying this bound to both j; and js, and taking a union bound over all (ji, j2), we obtain

log(KsKu /)
n?/3 min; p;

Therefore, Assumption [4.1is satisfied with ¢, = B, /28 8sKv .\ — 1
min 3
J Pj

For sensitivity, changing one sample affects at most one bin count n; ; by 1, and hence changes p; by at most
O(1/(n;h)) on a single bin. Therefore, ||p; — p}|l1 < £ which implies
J

<B .

‘TVD(le sDjs) — TV (jy s pj,)

R C C
’TV(pjl,pjl) _TV(pjl’ﬁjl)‘ < TT] = nmin; p;

Applying the same argument to j, and taking the maximum over (ji, j2), we obtain

C

sup ﬁp — ﬁp/ <— = @(nil).
D, D’ nming p;
Therefore, Assumption is satisfied with c3 = %_p_. O
J

XV is continuous. When X is continuous, we present the example of estimation if X is jointly Gaussian
distributed:

Example D.3 (Estimation and Sensitivity Guarantees for Gaussian Marginal Distributions). Suppose X ~
N(u,X). Define the estimators

s Yia(af —3Y) (@7 — 7%

¢ =

di=7% -z, 0P i= = (2 — gaf — )% (21)

EZL:l(x? - iU)Q ’ n i=1

The empirical conditional distribution estimator is ]3u =N (gZ;u + 12)’772)’ and the plug-in estimator of the
conditional total variation distance is

~

TVp(ui,us) :=TV(P,,, P.,).
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Then the conditional total variation estimator

TVp:= max TVD(xg,xg).
1<i,j<n

satisfies Assumptions and with parameters cg = C' 7”0"“, c3 = %, v = % for some constant C.

Proof. First, for any u, the conditional distribution satisfies X | XV = u ~ N(¢u + 9, n?) for some ¢,1,n € R

) XS .
determined by p, ¥. For each X = z;,i € U, given (X(i)) ~ (223:83 é‘sz) then the posterior distribution
iS ii

XS ~ N(jis(x:), 8s(2;)) with:

fis (i) = psjz;, = ts + s Sy (2 — ), Bs(w) = Tss — Bsi By Tis. (22)
For any uq,us € R, we have

Py, = N(pur + 9,17,  Pu, = N(¢uy + 0, 7?),  k=1,2.

Since the two Gaussian distributions have the same variance within each pair,

Tv(pu17pu2) = 2¢<W> -1, WD(U17U2) =20 (W) -1,
7 U

with ®(-) is the c.d.f. of the standard normal distribution. Therefore,

ﬁD(ul,Uz) _Tv(pulypug) S 2Sllp®/(t) |¢‘ |u21’\_ U2| o |¢‘ |U1 —U2|
teR n 2n
1 9l |¢]
< —lu; —u - —
fml 1 — u2| [ = ”
Next,
é el 1. 1 1
|A| bl <-lp—¢l+ 18|z — -
n n n n o n

By standard concentration for least-squares estimators , with probability at least 1 — S,

bl <oy PBLE) gy < o[ RE0)

Moreover, since z ~ N(p, ), maxi<i<y, [z¥| < C4/log(n/B3) with probability at least 1 — 3, so that for

Uy, U2 S {m?,...,xg},
|ur — ug| < Cy/log(n/B).

Combining these bounds yields ‘f‘\/p(ul,w) — TV (Puy, Pus)| < Civl(:f(\/%/ﬁ). Therefore, Assumption is

satisfied with v = % and ¢y = C’ivl‘;g" for some constant C.

For sensitivity, changing one sample perturbs ¢ and 7 by at most O(n~!). Since ® is Lipschitz and ﬁp(ul, us)
depends smoothly on q@/ﬁ, it follows that ‘TT/D — TX\/D/ < % . % = O(n~1). Therefore, Assumption is
satisfied with c3 = % O

When X* is discrete, we can run a multi-class logistic regression to estimate the likelihood P(X®| Xy = u) and
calculate the TV distance based on the definition. When the parametric distribution assumption does not hold
and X?° is discrete, the kernel density estimates satisfy the same rate as Example
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D.2 Extensions to Multiple Sensitive Features

Our previous examples can also be extended to include multiple sensitive features. In particular, the key arguments
carry over with modified dimensional dependence:

1. When X and XY are both discrete, let X € [];cp.{a1k, -+ axg, 1} denote a vector of m; categorical

sensitive features. Then the joint distribution can be written as P(X* = (a;, 1,.. ., m,), XV =b;) =
Diy,...im..j- Applying the same uniform concentration arguments as in Example over all joint categories,

1 Ka ) K
we obtain ¢y = \/ Og((l_[ke[ms] 5.k) u) 1

MGy . i 4 P'Ll,,.,,ims,j7’y =2

2. When X* can be continuous and XY is discrete, we partition the space of the entire X into bins {B,}.
_ 2keln] 1{a} €B;, o} =b;}
- n].h'lns
decomposition as in Example the estimation error scales as O(h) + O<1 / nh%) Then balancing the

1
mg+2°

The empirical density estimator becomes p;(x) . Then using the same bias—variance

two terms in the estimation error with h = ©(n=1/("s%2)) yields v =

3. When (X9, XY) follows a joint Gaussian distribution, the conditional distribution X | XY remains
Gaussian with parameters given by . Therefore, the same total variation bounds as in Example
apply componentwise, yielding v = % by Proposition 2.1 of [Devroye et al.| (2018]).

General Guideline for Multivariate Mixed Features. We can apply the kernel estimate to estimate
distance when X is high-dimensional with both discrete and continuous features via a product kernel, i.e., a
Gaussian kernel for continuous features and a discrete kernel for discrete features, which is automated in standard
statistical packages (e.g., Hayfield & Racine| (2008])).

In general, to estimate TV (Pys|xv_g,, Pxs|xv—_g,) from D when XV is continuous and X*° is continuous, the
following methods can be used:

o Nonparametric methods: Use a kernel in XY-space and define weights to construct weighted empirical
distributions. Compute (or approximate) the TV distance of these two estimated distributions. For each
XV =g,

__ K n(z? — )

i En(2f —a)’

and estimate p,(s) = > 1 wi(x1)Kp(s — 27 ). Then we can estimate the TV distance via kernel density or
histogram.

wj(x)

e Parametric methods: Fit a parametric form for P(X*|XV = 1), e.g., Gaussian distribution in Example
This way, we can compute TV distance in a closed form or a simple integral or binned manner.

High-Dimensional Estimation. When an analytical solution is unavailable or in a very high dimension, TV
distance can be estimated using Monte Carlo sampling. For problems with very high dimensions, one can leverage
generative modeling techniques (e.g., f-GANs and variational representations) to approximate TV distance
since TV (P, Q) = sup ¢y <1 Ep[f(X)] — Eg[f(Y)], and f can be approximated with some parametrized fp as a
discriminated network with clipping for bounded output. More importantly, exact estimation of TV distance is
not necessary — our framework only requires an upper bound that is not overly loose, as discussed in Section

E Additional details on experiments

All experiments were run on a PC laptop with Processor 8 Core(s), Apple M1 with 16GB RAM. It took
around 40 hours to run all the experiments. All classification and regression problems are implemented through
scikit-learn and PyTorch. We restrict the neighboring databases to allowing changes in sensitive features or
one of the insensitive features.
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E.1 Synthetic data

Setup. We simulate the data-generating process according X = (X°, X%)T ~ N(u,%), Y = 07 X + 7. Here,
n ~ N(0,5%). Among all features in X, we set the indices of sensitive features S = [mg] and the indices of
insensitive features U = [m]\[ms]. For the parameters g and ¥ in the marginal distribution, we set

1 ifi=j€8

2 ifi=jelU
pi=(=1)"tie[mland ¥;; =405 ifi,j€S,i#7.

0.5 ifi,jeU,i#]

0.1 ifieS,jeld

For each component of the true parameter i € [m], §; = (—=1)"'V/i+1. We set m = 100,n = 2000, ms =
10, (m — my) = 90.

Gradient Descent. We consider the ridge regression loss with:
T v2 . Ligp2
£40; (5,)) = (y = 072)% + - 0],

For each private or non-private algorithm, at each step, we apply the full gradient descent to the whole dataset
with a fixed stepsize a = 0.001. We set the total iteration number 7" = 4000.

TV distance estimation. For two neighboring databases, we only allow the changes of one insensitive feature.
Given the marginal distribution of both sensitive and insensitive features X ~ N(u,X), there are two different
cases:

e For those features with indices i%2 = 0, i.e., the prior mean p; = —1;

e For those features with indices i%2 = 1, i.e, the prior mean p; = 1.

Following and recall 0? = C%T‘/(i). To ensure the (e,4)-CorrDP guarantee, we set x; = p; —
/

24/1og(2m/9), x; = p; + 2+/log(2ms/0) such that the i-th component is bounded within [z;, z}] with probability
1-— %,Vi € [ms]. For the empirical estimate, use the empirical mean and variance from the dataset.

Additional Results. To show the robustness of our improvements against Standard, we vary the number of
sensitive features mg to 5, 20, 50, 80 (i.e., 0.05m,0.2m,0.5m,0.8m) respectively, with the results presented in
Figure [2l We observe qualitatively similar results as in the main body (compare to Figure ), suggesting that
the number of sensitive features does not impact the overall findings.

E.2 Adult dataset (adu)

Setup. The dataset contains around 48,800 individuals in US and the standard task on this dataset is to predict
whether the annual income of an individual reaches $50k. The dataset contains 14 features. We filter the dataset
and obtain 45,175 sample points with 9 features. We set race, gender, workclass, fnlwgt as insensitive features
and age, educational-num, hours-per-week, martial-status, relationship as sensitive features. We categorize all the
features we use as follows:

Table 1: Feature Categorization of Adult Dataset

‘ Sensitive Insensitive

Continuous | age, educational-num, hours-per-week fnlwgt
Discrete martial-status, relationship race, gender, workclass
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Figure 2: Privacy-utility trade-offs for least-square regression under (e, §)-DP or (e, §)-CorrDP on synthetic data.

Gradient descent. We use one-hot encoding for all the discrete features and obtain 31 feature dimensions in
total. We consider the standard logistic regression loss £(0; (z,y)) = —(ylogo (67 x) + (1 — y)log(1 — a(8 " z))) for
binary y € {0,1}, where o(u) = 1/(1 + exp(—u)). For each private or nonprivate algorithm, at each step, we
apply the full gradient descent to the whole dataset with a fixed stepsize a = 0.05. We set the total iteration

number 7" = 5000.

TV distance estimation. In this case for two neighboring databases, we only allow changes of one insensitive
feature. This gives rise to the addition of two effects, one for continuous feature, the other for discrete features.
Within the dataset, for one particular insensitive feature x,,, z,, we take a rough upper bound for calculating the
sum of the conditional distance with respect to the sensitive continuous features X5+ and discrete features X -2

max TV (Pxs|,,, Pxs|e, ) < max{max TV (Pxs.c|y,, Pxsecjer ) + max TV (Pxs.app,, Pxsapr ), 1}

i
Loy, Ty, Ly Ty, Ty 5Ty,

e For discrete insensitive features u € {race, gender, workclass}:

— To obtain the discrete distribution Pxs.q4|,,, we apply the multiclass logistic regression (‘multinomial’)
and estimate the probability of all the value combinations of all the discrete variables. Then we calculate
the TV distance of these two discrete distributions by its formula and find the maximum x,,,z), to
obtain TV (u).

— To obtain the continuous distribution Pys.c|;,, we use the empirical distribution with data points with
X, = xy. Then we calculate the TV distance by histogram approximation as Example

e For continuous insensitive features u € {fnlwgt}:
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— To obtain the discrete distribution Pxs.4|,,, we apply the multiclass logistic regression (‘multinomial’)
and estimate the probability of all the value combinations of all the discrete variables. Then we calculate
the TV distance by its formula and find the maximum pair z,,, «], to obtain TV (u).

— To obtain the continuous distribution Pys.c|,,, we model them as Gaussian and apply Equation (22)) to

estimate the posterior, with x,, = 0,1 (since we do MinMaxScaler and each resulting feature lies in [0,
1]). Then we calculate the TV distance by integral following Example

Furthermore, we set the same noise for the one-hot encoding columns if they correspond to the same raw feature.
In this way, we calculate the privacy scale of each insensitive feature in Table [2]

Table 2: Relative privacy noise scale for insensitive features in Adult dataset (Note that 1 means the same relative
privacy noise scale as sensitive features)

Feature Name ‘ race gender workclass fnlwgt

Scale | 023 0.90 1 0.22

Notably, workclass is highly correlated with the features educational-num, hours-per-week. Thus although the
feature workclass does not belong to the class of sensitive features, it still requires strong levels of privacy protection
due to it’s correlation with the sensitive features.

E.3 Sepsis dataset (sep)

Setup. The dataset contains 110,204 patients in Norway who were diagnosed with infections. The standard
goal on this dataset is to predict whether a patient survived an additional 9 days. The dataset contains 3 features,
i.e., sex, episode number and age. We set sex and episode number as insensitive features and age as the sensitive
feature. The original sepsis dataset is imbalanced with 92.6% data from one class (‘Yes’) and the remaining 7.4%
from the other class (‘No’). To handle the imbalance problem, we use SMOTE algorithms (Chawla et al., 2002)
using the imblearn (imbalanced-learn) (LemaAZtre et al., 2017) Python package, which combines SMOTE-based
oversampling with Edited Nearest Neighbours (ENN) cleaning. Specifically, SMOTENC generates synthetic
minority samples by interpolating numerical features while assigning categorical features via nearest-neighbor
voting (for features indexed by 1, 2, and 3), and ENN subsequently removes samples that are inconsistent with
their local neighborhood to reduce noise. Furthermore, we randomly sample 10,000 data points in the training set
for each random seed.

Gradient descent. We consider a two-layer neural network, where (1) the activation function and the dimension
of the hidden layer are ‘Softplus’ and 5, respectively; (2) the activation function of the final layer is ‘Softmax’.
We set the batch size as 1024 with a constant step size of 0.005. We set the total iteration number 7" = 200, and
in each iteration, we clip the gradient norm to 5. The private scale only applies to the insensitive components U
of weight and the bias in the first layer. Denote § = o5(wg o1 (w12 + by) + by). Then for w; € R?*3 b € R®, and
the privacy scale only applies to the parameter estimate of (w1); ;,b;,Vi € [5],7 € U.

TV distance estimation. For two neighboring databases, we allow changes of both insensitive features. Here
both sex and episode number are category features, with 2 and 5 categories respectively. Therefore, we calculate
the max TV distance between the conditional distribution of age on all 10 joint parameter combinations of
sex and episode number. The calculated distance TVi,ax = 0.3,Vi € {sex, episode number} through histogram
approximation.

E.4 Credit Card dataset (cre) and Medical Cost dataset (med)

Credit Card dataset. We randomly sample 30,000 points from the dataset and use logistic regression. We set
sex, education, marriage, age as insensitive features and use 19 others as sensitive features, including pay, bill due,
and realized. We follow TV histogram and compute TV (sex) = 0.103, TV (education) = 0.8113, TV (marriage) =
0.8295,TV (age) = 1. We use one-hot encoding for all the discrete features. At each step, we apply the full
gradient descent to the whole dataset with a fixed stepsize o = 0.005 and total iteration number 7" = 2000.
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Figure 3: Privacy-utility tradeoff for logistic regression in the Credit Card dataset and linear regression / 2-NN in
the Medical Cost dataset.

Medical Cost dataset. We randomly sample 1,000 points from the dataset and use linear regression or a
two-layer neural network (2-NN). 2-NN is set with a 10 hidden layer with the activation function of “Softplus”.
We set age, sex, region as insensitive features, and bmi, children, smoker as sensitive features. After one-hot
encoding, we have 8 features in total and compute TV ax = 0.36. In the neural network, we set the clipping

norm to be 10.

Empirical results on both datasets are presented in Figure
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