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Abstract

We study reward poisoning attacks in reinforce-
ment learning (RL), where an adversary manip-
ulates rewards under a limited budget to induce
a target agent to learn a policy aligned with the
attacker’s objectives. Most prior work focuses on
constructing successful attacks, providing suffi-
cient conditions under which poisoning is effec-
tive, while offering limited understanding of when
such targeted attacks are fundamentally infeasible.
In this paper, we provide the first characterization
of reward-poisoning attackability in linear MDPs,
establishing both necessary and sufficient condi-
tions for whether a target policy can be induced
within a bounded attack budget. This draws a
clear boundary between the vulnerable RL in-
stances and intrinsically robust ones which can-
not be attacked without large costs even when the
learner uses standard, non-robust RL algorithms.
We further demonstrate our framework beyond
synthetic linear MDPs by approximating deep RL
environments as linear MDPs. We show that our
theoretical framework effectively distinguishes
vulnerability, demonstrating how our theoretical
predictions have practical significance.

1. Introduction

Reinforcement learning (RL) has become a cornerstone for
many intelligent systems, including autonomous driving
(Kiran et al.,[2022; Tang et al.| |2024)), healthcare (Yu et al.|
2021;|Al-Hamadani et al.| [2024), recommender systems (Af-
sar et al., 2022; Yu et al.,2024)), and human-feedback-driven
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policy optimization (Cao et al.l [2024aib). A central—yet
much more difficult—design choice in RL is the specifi-
cation of reward functions (Banihashem et al., 2022). In
many modern applications, reward signals are derived from
human feedback or interaction data, which may be noisy,
imperfect, or strategically manipulated.

This reliance exposes a critical vulnerability: reward poi-
soning attacks. In such attacks, an adversary observes the
interaction between the learning algorithm (agent) and the
environment and modifies reward signals to misguide the
agent to learn a policy of the adversary’s interest. In sce-
narios like recommended systems adapting to user pref-
erences or online decision-making platforms, adversaries
could subtly manipulate the reward signals, intentionally or
inadvertently, during interactions (Zhang et al., 2020; Xu
et al.,2024; |Tan et al.| |2024])). Securing RL systems required
principled understanding of how reward poisoning attacks
can be constructed, but also of when they are possible.

Research on reward poisoning has been studied in multi-
armed bandits (Wang et al.l [2022} Xu et al., [2021} Rangi
et al.l[2022a) and reinforcement learning (Zhang et al.l|[2020j
Rakhsha et al., 2021} Xu et al., 2024), theoretically and em-
pirically. Most studies focus on designing attack algorithms
under specific conditions (Balasubramanian et al. [2024;
Wang et al.||2024; |Liu & Shroff], 2019) or developing robust
RL methods that tolerate bounded reward manipulation (Wu
et al., [2023; Xu et al., 2023; Rangi et al., 2022b). More
recently, a distinct line of work has investigated intrinsic
robustness: the idea that certain decision-making problems
are inherently resistant to reward poisoning, independent of
the learning algorithm (Wang et al.|2022; Balasubramanian
et al., [2024). While intrinsic robustness has been studied in
linear (Wang et al.| 2022)) and combinatorial bandit (Bala-
subramanian et al.|[2024) settings, its existence and structure
in general RL remain largely under-explored.

In this paper, we address this gap by formally studying vul-
nerability and intrinsic robustness in finite-horizon linear
Markov decision processes (linear MDPs). In our context,
intrinsic robustness refers to the inability by a sublinear bud-
get attacker to influence the optimal state-action choices at
will. This novel perspective exposes an additional factor in-
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fluencing adversarial robustness: robustness is also a result
of the underlying environment’s intrinsic geometry, not just
the algorithm robustness features. We make the following
contributions on the intrinsic robustness of linear MDPs:

Contribution 1: A characterization of vulnerability and
intrinsic robustness in linear MDPs. We show that reward-
poisoning attackability in linear MDPs admits a complete
characterization. Specifically, whether a given instance is
attackable can be decided by solving a convex quadratic
program (CQP). Intuitively, the CQP tests whether an ad-
versary can construct a reward perturbation that shifts the
optimal Q-function in their favor within the linear feature
span of the respective MDP.

When this CQP is infeasible, the instance exhibits intrin-
sic robustness: any successful attack requires a budget that
grows linearly with the horizon 7', even against standard
non-robust algorithms (e.g., vanilla LSVI-UCB (Jin et al.|
2020)). When the CQP is feasible, it yields an efficient
reward-poisoning strategy against a broad class of no-regret
learners. Our results complement prior findings of intrin-
sic robustness in bandit problems (Balasubramanian et al.}
2024; |Wang et al., 2022)) and the global budget thresholds
reported in RL settings (Zhang et al., [2020; Rangi et al.
2022b). For clarity, our characterization adopts a pointwise
(state—action—stage) optimality notion that we make explicit
in the technical sections.

Contribution 2: White-box and black-box attack proce-
dures. Building on the characterization, we design budget-
efficient white-box and black-box attack methods. In the
white-box setting we provide theoretical guarantees show-
ing sublinear attack budgets on attackable instances. In the
black-box setting, we employ a sampled-constraint and pa-
rameter estimation to approximate the linear MDP model
and then apply the same CQP-based test and attack; this
approximation-based method is validated empirically, and
we explicitly state the assumptions under which the approx-
imation preserves attackability prediction validity.

Contribution 3: Empirical evidence on RL benchmarks.
We empirically validate that the characterization is predic-
tive of robustness in practical RL tasks. Although real-world
environments often break linear MDP assumptions, we hy-
pothesize that attackability is approximately preserved under
learned linear representations. We use contrastive learn-
ing (Zhang et al.| [2022) to obtain a linear representation of
the environment and solve the above CQP on the learned
representation. Across environments characterized as robust
vs. attackable (or vulnerable), we observe markedly differ-
ent poisoning difficulty and outcomes, which supports the
practical relevance of our framework.

Conflict of Interest Disclosure The authors declare that
they have no known competing financial interests or per-

sonal relationships that could appear to influence the work
reported in this paper.

2. Related Work

Reward Poisoning Attacks. The literature on reward poi-
soning spans three threads: (i) constructing attack proce-
dures, (ii) defenses, and (iii) theoretical characterizations.
Attacks have been investigated in single-agent RL (Zhang
et al., 2020; Rakhsha et al., 2021 |Wu et al., 2023;  Xu et al.|,
2023; 2024; |[Rangi et al., 2022b; Lin et al., 2017), multi-
agent RL (Wu et al.,2023;|Ma et al., [2022; McMahan et al.,
20244)), and bandits (Wang et al., 2024} Liu & Shroff}, |2019;
Xu et al.}|2021;Rangi et al.,[2022a)). Defenses include robust
training and detection schemes (Banihashem et al.| [2023;
Nika et al., 2023} |Bouhaddi & Adi, [2024). On the theory
side, intrinsic robustness has been characterized for linear
and combinatorial bandits (Wang et al., 2022} Balasubra-
manian et al., 2024), and lower/upper bounds have been
derived for RL settings under poisoning (Nika et al., 2023}
Rakhsha et al.| |2021)). Unlike bandits, existing RL literature
has not provided an instance-level criteria that separates
attackable environments from intrinsically robust ones in an
algorithm-agnostic manner. Some related work like McMa+
han et al.|(2024b)) have studied similar settings where state,
observation, action, and reward attacks are modeled via
meta-MDPs.

Other works have shown that bounded-budget reward poi-
soning can be infeasible in tabular MDPs (Zhang et al.,
2020; Rangi et al.| [2022b). Our study complements these re-
sults by working in the linear MDP framework: we provide
a test via a convex quadratic program (introduced later) that
decides whether an instance is attackable or intrinsically
robust. Tabular MDPs appear as a special case of linear rep-
resentations, and our discussion explains when previously
observed budget thresholds are recovered. For clarity and
comparability with prior RL poisoning papers, our main
analysis adopts a pointwise (state—action—stage) notion of
optimality for the target policy; extensions to stochastic
policies are discussed in the technical sections.

Other Adversarial Attacks on RL. Beyond reward ma-
nipulation, adversaries may perturb states before the agent
observes them (Sun et al., |2021)) or actions before they are
executed (Liu & Lail 2021} Rangi et al., [2022b)); related
multi-agent variants have also been studied (Zheng et al.,
2023; Mohammadi et al., [2023; /Wu et al., |2024)). These
attack surfaces are orthogonal to our focus on reward-only
perturbations. In our black-box pipeline we follow the stan-
dard estimation-then-attack paradigm: we first approximate
the environment and then apply the same test/attack as in
the white-box case. Consistent with prior estimation-based
approaches, the black-box guarantees are primarily empiri-
cal, whereas our formal statements concern the white-box
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setting.

3. Problem Formulation

We follow the finite-horizon online-learning setting of [Jin
et al.[(2020): An agent interacts with an unknown linear
MDP (S, A, H,{P},,r,}L ) for T episodes while mini-
mizing cumulative regret.

Definition 3.1 (Linear MDP and occupancy measure). Let
the feature map be ¢ : S x A — R? with ||¢(s,a)|2 < 1.
For each stage h € [H], the reward and transition have
linear forms:

T}L(S, Cl) = ¢(87G)T6}La ||0h||2 S \/;iv T}L(S, CL) S [Oa 1]7
and there exist probability distributions {IP’;; ()}, onS

such that

Z(blsa IP’(

Under this model (see Jin et al., 2020), the optimal value
recursion implies that, for each h, there exists w, € R4
with Q} (s, a) = ¢(s,a) "wy,.

Let p be the initial-state distribution. For a (possibly stochas-
tic) policy m = {7 (- | s)}L,, the occupancy measure at
step h is

(-]s,a)=

dZ(s):Pr[shzs | 51~ p, ap ~ (- | 8¢), 1§t<h],

and it satisfies the recursion df = p and

dpy 1 (s ZZd” Yrn(a ] s)Pr(s’ | s,a).
s€SacA
Throughout, our characterization adopts a pointwise

(state—action—stage) optimality notion for the target policy;
extensions to stochastic policies are discussed later.

In words, a linear MDP is a Markov decision process whose
reward and transition kernels are linear in a bounded feature
map. The linearity concerns the parameterization of r; and
P}, rather than the feature map ¢ itself, which can be learned
or predefined. Tabular MDPs are included as a special case,
just as linear bandits include classical stochastic bandits.

Definition 3.2 (Tabular MDP). An MDP (S, A, H,P, ) is
tabular if it has finite state and action sets, i.e., |S| < oo
and |A| < oo, with episode length H > 1, transition kernel
P, and reward (s, a) € [0,1].

3.1. Threat Model

We formalise the attackability criterion under a white-box
adversary. Consider a linear MDP (S, A, H,P,r). The
adversary has a target policy m' and wants the learner to

execute 71 instead of the environment’s optimal policy 7*
by modifying the observed rewards. At each episode ¢ and
step h, after observing the current state sy, 4, action ay, ¢, and
feedback 71, (sp i, an i), the adversary outputs a perturbed
reward 7p,(Sp¢,ap,) that is fed to the learner. The total
attack cost is

T H
= Z Z| Th(Sh,tsAht) — Th(Shyt, Qht) |

t=1 h=1

Unless otherwise stated, an attack is deemed successful
when, under the perturbed rewards, the target policy is opti-
mal in the pointwise sense at every stage and state reachable
by the learner. This criterion matches the strong notion
used in prior RL poisoning works and makes our results
comparable. A practical instance is training on an untrusted
simulator where reward channels can be tampered with, po-
tentially inducing backdoors or trojans (Gong et al., [2024;
Rathbun et al.| 2024; Kiourti et al., [2020).

4. Theoretical Characterization of
Vulnerability/Intrinsic Robustness

We first define attackability under a pointwise, support-
restricted criterion for a fixed target policy in a linear MDP.
We then introduce our main white-box characterization un-
der this criterion, followed by a white-box attack inspired
by it.

Definition 4.1 (Attackability of a Linear MDP). A finite-
horizon linear MDP is attackable w.r.t. a target policy 7'
if, for any no-regret learner, there exists an attack strategy
with total cost o(7T") that makes the learner follow 7' in
atleast T' — o(T") episodes for every state-stage pair (h, s)
with occupancy dZT (s) > 0, with high probability for all
sufficiently large 7.

Theorem 4.2. Let (S, A H,¢,{0,}_,) be a finite-
horizon linear MDP and 7' a target policy. Consider the
convex quadratic program (CQP)

*

€"= max €
{61 1L,
s.1. Q{gi}(saWT(s)) > €+Q{92}(Sva)»

Vh, Vs, Ya # mi(s) with dT (s) > 0,
(¢(s,77(5)),08) = (B(s,71(5)),0n),
Vh, Vs, with df (s) > 0,

16512 < Vd,vh.
(1)

Then the MDP is attackable w.r.t. ©t if and only if € > 0.
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Gap ¢’s Intuition The € term in our CQP (also called a
“gap”) captures the reward separation between action a! =
77 (s) and any other competing action a # 7'(s) under
the relevant support. When € < 0, the adversary is unable
to make its actions appear strictly optimal over all other
actions. If € > 0, the adversary can make its target policy
7t dominate with a positive gap over all other prospective
actions. For the case € = 0, no reward separation makes it
optimal under the relevant support. Our CQP characterizes
this setting as intrinsically robust because 7' cannot be
differentiated from other competing policies. This breaks
the learner’s no-regret property, which the adversary exploits
to force the learner to select .

Intuition of CQP Constraints (1) The ()-margin con-
straint ensures a uniform positive gap e that makes 7' (s)
strictly better than any other a # 7f(s) at every visitable
state. (2) The equality on {¢(s, 7 (s)), H,D means the at-
tacker pays zero cost whenever the learner takes the adver-
sary’s target action. (3) The norm bound keeps per-stage
perturbations bounded, matching the regularity of the linear-
MDP class. Therefore, the variables {9;} ask whether one
can reshape rewards so that 71 attains a uniform positive
(Q-margin on its occupancy support while leaving the target
branch unchanged.

Intrinsic Robustness An important consequence of this
characterization is the existence of intrinsically robust lin-
ear MDPs under our adopted pointwise criterion. In par-
ticular, attackability is not only a property of the learner
but also of the chosen environment geometry: some linear-
MDP instances/representations do not admit sublinear-cost
attacks within the shaping class captured by our CQP. Later,
we demonstrate this phenomenon empirically using linear
representations of the same underlying environment to in-
vestigate whether our theoretical predictions hold. While
the characterization correctly predicts the intrinsic robust-
ness/vulnerability of our tested linear MDP representations,
we clarify that no guarantee might hold for the original
underlying (often non-linear) environment.

Continuous Spaces Notably, this characterization carries
over to continuous state-action spaces by replacing the dis-
crete occupancy measure dj (s) with an occupancy den-
sity f77 (s, a), under which the positivity conditions (e.g.,
d7 (s) > 0) become requirements that f7 (s, a) is positive
almost everywhere in the support of the policy. The linear
constraints in the finite-horizon setting then generalize to
integral constraints over continuous spaces, but the core
attack-gap analysis remains fundamentally unchanged.

Proof Sketch of Theorem[d.2] Sufficiency (¢* > 0 implies
vulnerability). If the convex program in Equation (1] has a
strictly positive solution €*, the attacker can create a persis-

tent Q function value gap favoring 77. A white-box attack
strategy is designed based on the solution of the convex
program , 6f: The attacker will perturb the reward as
7(s,a) = (#(s, a), ) whenever the action chosen deviates
from 7' (s) or the state s won’t be visited by 7', so that
7t appears strictly better by at least €* with any no-regret
algorithm. When the learner sticks to 7f, the reward gets
no adjustment without any cost, but the reward can still be
regarded as (¢(s,a),d"), due to the equality constraint in
Equation (T)). Any no-regret learning algorithm will deviate
from the best policy by o(T") times. Hence, the total attack
cost remains o(T'), proving the MDP attackable.

Necessity (¢* < 0 implies intrinsic robustness). We first
establish impossibility in the strict-negative regime €* <
0. In this case, we need to identify at least one no-regret
learner—vanilla LSVI-UCB—for which no sublinear-cost
reward-poisoning strategy can force 7! to be followed on
T — o(T) episodes. The contradiction is that, if such an
attack existed, then the learner’s estimates on the repeatedly
visited target support would allow us to construct a feasible
point of equation |1| with nonnegative gap, contradicting
e < 0.

Under Definition .1} a successful attack must still force
strict pointwise optimality of 7' on the relevant occupancy
support for T' — o(T") episodes. Within the white-box shap-
ing class of Equation (T)), such forcing would again yield a
feasible point with € > 0, contradicting €* = 0. Hence the
boundary case is non-attackable as well. O

Remark 4.3 (Extension to Target Policy Sets). The CQP
formulation in equation [T] admits a natural generalization
from a single target policy 71 to a target policy set TIT.
This extension accommodates policies that are “very close”
to the original target, allowing the adversary to enforce
slight modifications if the exact target is strictly unattack-
able. Crucially, the set ITt is constructed as the Cartesian
product of permissible action sets A (s) at each state (i.e.,

=, Al(s)), restricted to policies that share the same
occupancy support {s : df(s) > 0}. The modified CQP
equatlonlldentlﬁes the spe(:1ﬁc policy 7! € TIf that maxi-
mizes the attack margin €*:

*

€ = max €

e{0] ML mtelnt
st Quy(.7(9) = e+ Qpr (5.a),
Vh, Vs, Ya ¢ A'(s), with dZT(s) >0,
(¢(s,71(5)),00) = (d(s,7"(5)), On),
Vh, Vs, with al’T (s) >0,

16F 12 < Vd, Vh.
@)
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The assumption of shared occupancy support is neces-
sary; if candidate policies imply distinct occupancy mea-
sures, they cannot be jointly optimized within a single CQP
due to the learner’s pursuit of expected return maximiza-
tion. Consider a counter-example with two policies, '
and 2. Suppose solving the CQP for 7! yields a feasi-
ble attack 0; with ¢* > 0, while 72 is intrinsically ro-
bust (¢* < 0) due to constraints at some state s’ (where
dr' (') = 0). If, at the initial state s, the attacked Q-values
satisfy Qg, (50, 72(80)) > Qg, (S0, 7 (s0)), an algorithm
like LSVI-UCB will select m2(sg). If this action leads to
that state s’ where d™ (s') = 0, the learner deviates from
the support of 7! entirely, causing the attack to fail despite
the theoretical feasibility of 7. Therefore, for policies with
distinct occupancy measures, one must enumerate candidate
policies and solve the CQP equation [I|for each individually.

Remark 4.4 (Relation to previous results). For H = 1 with
reward poisoning, the attackability gap ¢* in Theorem [4.2]
recovers the linear bandit conditions established in (Wang
et al., [2022), allowing o(T')-cost attacks when ¢* > 0. Un-
der one-hot feature vectors ¢(s,a) = 1), our frame-
work generalizes the attack feasibility results of Zhang et al.
(2020). Instead of bounding the scale of poisoned reward
as the third condition shows in Equation (), Zhang et al.
(2020) considers the feasibility of bounded attack in tabu-
lar MDP with the constraint on the reward perturbation as
follows,

Ir(s,a) — 7”9;(57@” <A, Vh,s,a : df(s) > 0.

Our proof still holds if our third condition is replaced
by this constraint without loss of generality. Specifically,
their Theorem 4 can be directly recovered by our gap
e = %(A — As), where Ag is the critical threshold
for reward perturbation. We put the proof of this part in
Appendix Rangi et al.| (2022b)) also constructed an
infeasible target in tabular MDP against rewarding poison-
ing: their counterexample (Appendix A.1 of (Rangi et al.,
2022b)) is also covered by our Theorem [4.2] as a special
case with €* = —0.1 when H = 2.

Remark 4.5 (Technical challenge). Note that the main dif-
ference between linear bandit and linear MDP is that linear
MDP observes states through trajectory rollouts, leading to
the dependencies among the feasible states and actions at
the current step and historical trajectories. Consequently, it
is necessary to investigate state-action pairs under the occu-
pancy measure and analyze the confidence bounds on such
pairs. Furthermore, instead of analyzing confidence bounds
on rewards in linear bandits, we derive/analyze confidence
bounds for the Q value functions. We do this because they
are more directly related to the policy, and we examine the
relationship between Q value functions and reward functions
to bridge the gap in analysis.

Efficient computation of equation (Il When [S|, |A] <
00, the program can be solved efficiently by expressing () as
an affine function of {¢] }. Let P/ be the transition matrix
under 7', where PZ-’T = Prp{sps1 = j|sn = i,m(i)}.
Stack Q-values at stage h into a row vector Q"1 and collect
{¢(s,77(5))}s as columns of a matrix ®. Then

Qh,T (9 )T(I)+Qh+1,'i' Ph,j‘

_(pT
—\Yh
=0))T®+ (0] ,,) P 4 QM2 phrLipht

Thus each constraint in equation |l| is linear or convex
quadratic in the decision variables, enabling standard solvers
to compute €*.

5. Black-box Attack

In the black-box setting, the attacker does not know the
environment parameters. In each episode ¢, after observ-
ing (s}, aj,,mh (s}, a},), s}, 1), the attacker may replace the
learner’s observed reward by 7} € [0,1]. The goal is to
force the learner to follow a deterministic target policy 7
in T — o(T") episodes while paying only o(T') total shaping
cost. Unlike the white-box characterization, the black-box
result below is a conditional certified-support forcing theo-
rem under explicit estimation and certification.

Our construction has two stages. In Stage 1, we manipulate
the target branch so that, on the certified support, the learner
is driven to view the target policy as best. Once Stage 1
has produced a large clean target-policy history, we switch
to a support-restricted penalty design and check whether
the manipulated target policy can be kept from becoming
suboptimal.

Let QSL(S) := ¢n(s,7(s)). The attack is restricted to a
certified support {C; }L_,. We assume that the initial-state
distribution is supported on C;, and that the certified support
is closed under all certified actions. The learner is assumed
to be a UCRL-type optimistic model-based learner (Ayoub
et al.l [2020).

Stage 1: making the target policy look best.
begins by solving the relaxed geometric program

Stage 1

(0](s), w) — max (@n(s,0),w))

€], := max min (
’ lwll2< 55 $€Ch a#nt(s)
* : *
€] := min €] ;. 3)
1,h
he[H] 7

If €] < 0, we return NON-ATTACKABLE. Otherwise, let wy,
be an optimizer and define q;, := Swy, gg1 = 0.

The relaxed program is purely geometric: it only identifies a
direction that favors the target action over the certified com-
parison actions. To turn this direction into an actual steering
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reward, define the surrogate value v, (s) = <¢L(s),qh>
and the associated one-step continuation term (s, a) :=
E[vnt1(Sht1) | sSn = 8, ap = a]. Under the linear MDP
model, this continuation term is linear in ¢y (s,a), so it
can be estimated by ridge regression using the observed tar-
gets vp,41(s}, ). This yields a provisional Stage 1 steering
reward N

i (s.a) = én(s,0) T (qn — bur), @)

where by, ; is the current estimate of the continuation coeffi-
cient.

Then the attacker sets
On o= an —b", TV (s,0) = dnls,a) 0h,  (5)

where b denotes the continuation-term estimate used at
freezing. From that point on, Stage 1 is a fixed attacked
MDP.

Stage 2: checking and stabilizing the manipulated target
policy. Using the clean Stage 1 history, we estimate the
target-policy (Q-function. Because Q7rT is linear in ¢y, (s, a),
clean Monte Carlo returns along 7! give a ridge estimate
and a high-probability confidence interval. This yields a
conservative upper bound g (s, a) on how much worse a
certified comparison action must be made relative to the
target action.

Stage 2 then solves the support-restricted penalty design

€5 = max € (6)
2T fun

s.t. (Pn(s,a),un) > Gn(s,a) + €,

%
(8] (5),up) =0, Vs ey, (8)
Jupll2 < Vd, Vhe [H] ©9)

If ¢5 < 0, we return NON-ATTACKABLE. Otherwise, the
resulting penalty leaves the target action unchanged and
uniformly suppresses certified non-target actions on the
certified support.

During Stage 1, target visits use the steering reward rather
than the clean reward, so the learner enters Stage 2 with a
finite target-side discrepancy. We incorporate this through
an integrated compensation schedule. Concretely, on target
visits the attacker adds a predictable correction c‘;L, while
on non-target visits it applies the fixed Stage 2 penalty. We
assume an admissible predictable schedule can be chosen
with total mass at most HT}, so it remains sublinear when-
ever Ty = o(T). Thus Stage 2 starts immediately at episode
Ty + 1: its non-target part is stationary, and its target-side
correction is a finite-mass predictable adjustment.

At a high level, the methodology is therefore simple. Stage 1
makes the learner discover the target policy as best on the

Algorithm 1 Black-box Two-Stage Attack

1: Inputs: horizon H, total episodes 7', Stage 1 length 77, bud-
get S, features ¢, target policy 7', certified sets {C, }.

2: Solve the relaxed Stage 1 CQP equation If €] <0, return
NON-ATTACKABLE.

3: Form the Stage 1 geometric direction g, = Swy, and the
surrogate values v, (s) = (¢} (s), qn)-

4: fort=1,...,71 do

5:  Estimate the Stage 1 continuation term and update the pro-

.. . 1
visional steering reward ?{}L Z
,

6:  if Stage 1 certifies then

7: Set the Stage 1 reward to ?f).
8: endif

9: end for

10: if Stage 1 does not certify by the end of episode 77 then
11:  return NON-ATTACKABLE.

12: end if

13: Extract clean target episodes from the Stage 1 history.

14: Estimate Q’TT, construct gn(s,a), and solve the Stage 2
penalty design equation [fl-equation [9] If €5 < 0, return
NON-ATTACKABLE.

15: Compute the finite Stage 1 target-side discrepancy and choose
an admissible predictable compensation schedule.

16: fort=T1+1,...,7T do

17:  On target visits, feed the clean reward plus compensation;

on non-target visits, feed the fixed Stage 2 penalty reward.

18: end for

certified support. Stage 2 checks whether this manipulated
target policy can be kept from becoming suboptimal after
we switch to a stationary support-restricted penalty. If the
Stage 2 program succeeds, then under a UCRL-type learner
certified non-target actions can still be selected only sublin-

Vs € Cp,, Va # 7' (s) early often, and the total shaping cost remains sublinear.

Next, the black-box result is stated under a collection of
standard support, excitation, and confidence conditions, in-
cluding bounded features, admissible attacked rewards, ini-
tial support on Cy, support closure on the certified support,
sufficient excitation, and the high-probability confidence
event for the Stage 1 continuation-term regression. We refer
to Appendix [C| for the precise formulation.

Theorem 5.1 (Black-box Cost). Under the standing black-
box conditions above, suppose that Stage 1 succeeds over
the first Ty episodes in the sense that it certifies a fixed
attacked MDP on the certified support where ©wl is best
with gap ©(1/5), and leaves a clean target-policy history
of length Ty — O(\/T1). Suppose also that the Stage 2
penalty design returns €5 = O(1/S), and that the target-
side compensation schedule is admissible with total mass at

most HT.
Then, with probability at least 1 — 40,

~ T
Cost(T, Ty) < O(HT1 L B2EY2g ( T+ )) .
Vo)
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In particular, choosing Ty = ©(\/T) gives

Cost(T, O(VT)) < O(d*?H®2ST3/*), (1)
and the learner follows " in T — O(T3/*) episodes on the
certified support.

Remark 5.2. Both CQP(1) and the Stage 2 penalty design
remain sufficient certificates on the chosen certified support.
Thus, if Stage 1 does not certify within the first 77 episodes,
or if the Stage 2 program returns €5 < 0, we can only con-
clude that our current two-stage construction is not certified
on this support with the available data. This does not rule
out attackability under a different support choice, a richer
shaping class, or a non-stationary design.

Proof sketch. Stage 1 starts from the geometric direction
given by the relaxed CQP and estimates only the one-step
continuation term of that direction by value-targeted regres-
sion. Rather than learning the full transition model, we esti-
mate only the value-relevant quantity needed to certify that
the target policy has become best on the certified support.
Once this certification occurs within the first 7 episodes,
Stage 1 yields a fixed attacked MDP together with a clean
target-policy history of length 77 — O(\/T1).

From that point on, the learner interacts with a fixed attacked
MDP in which the target policy is best on the certified
support. The UCRL regret guarantee therefore implies that
certified non-target actions can be selected only sublinearly
often, which yields the clean target-policy history needed
for Stage 2.

Stage 2 then uses this clean history to estimate the target-
policy Q-function, upper bound the clean comparison gap,
and solve the support-restricted penalty design. If this de-
sign succeeds, then the manipulated target policy does not
become suboptimal after the switch to Stage 2. The ap-
pendix combines this certified margin with the assumed
warm-start regret interface to show that certified non-target
actions remain sublinear, and the total shaping cost is there-
fore sublinear as well.

The main technical work, deferred to the appendix, is to
quantify the Stage 1 certification condition and the Stage 2
warm-start regret tradeoff. These yield the bound /T'T; +
T/+/T1, and choosing T; = ©(\/T) gives the final O(T3/4)
cost.

6. Empirical Validation

To verify our theory, we present a set of experiments in
which we implement our white-box, black-box, and base-
line (Xu & Singh, [2025)) attack algorithms. We begin this
section by describing three claims/predictions that our the-
oretical results make. Then, we introduce our empirical
setup, shortly explaining how we implement our theory and

experiments. Finally, we describe our results through plots
and analyze the validity of our claims. We leave the rest of
the details in this section to the appendix

6.1. Empirical Objectives

We design our empirical demonstrations with the aim of test-
ing/observing the predicted behavior of both the adversary
and victim algorithms under environments characterized as
“robust” or “vulnerable”. Our theory predicts the following
behaviors:

(1) A “vulnerable” environment’s intrinsic geometry allows
attackers to only need sub-linear cumulative pertur-
bations to succeed, while “robust” environments force
super-linear cumulative perturbations.

(2) Adversaries acting in a “vulnerable” environment will
cause the victim’s policy to converge towards the ad-
versarial target, while adversaries in a “robust” environ-
ment will not.

(3) Our characterization’s CQP program predicts the suc-
cess/failure of carrying out targeted reward poisoning
attacks.

An important behavior central to our discussion is
sub/super-linearity. In the context of cumulative pertur-
bations, sub-linearity refers to the asymptotic “tapering”
effect of the growth of a function, often visualized as a
“flattening” of the curve over time. This behavior results
from the reduction of perturbations by the adversary over
time, indicating the victim agent’s actions align with the
adversary’s. On the other hand, super-linearity refers to
an apparent “acceleration” over time, often visualized as a
“curving-up” of the curve over time. This often indicates
a continual disagreement between the victim agent’s and
adversary’s actions.

6.2. Experimental Setup

Linear MDPs, as described in our assumptions, are often
hard to construct because most realistic problem settings are
non-linear. We address this challenge by using ConTrastive
Representation Learning (CTRL) (Zhang et al., 2022).

Linear MDP Representation We use CTRL, a soft actor-
critic (SAC) (Haarnoja et al., 2018) algorithm, to learn a
linear MDP representation from the MuJoCo benchmark en-
vironments. CTRL uses noise-contrastive estimation (NCE)
to learn 7*, ¢(-, ), p(+), and O/w through interaction with
the environments. Despite the restrictions imposed by linear
MDPs, CTRL achieves state-of-the-art performance (Zhang
et al., 2022 on comparable benchmark environments de-
spite using the linearity assumption.

Black-box vs White-box Attacks. The core difference
between our white-box and black-box (see algorithm I)) at-
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tacks lies in the type of environment access given. In the
white-box case, we allow knowledge of ¢, i, and 6/w. For
black-box, the adversary must estimate these functions and
variables on their own. Both attack algorithms solve our
CQP program to characterize the environment and obtain
an attack strategy. We tackle the theoretical-practical im-
plementation gap by solving for each variable needed in our
CQP through a combination of optimization and approxi-
mation, and then using the popular library CVXPY to solve
the CQP. We leave implementation details in appendix

Baseline Attack. The AT attack (Xu & Singh| [2025)
strategy computes a series of perturbations A’ for all
timesteps ¢ such that the attack is (e, C, B)-Efficient:

T T
*E L1 e, 7i(s)| = ¢ B [£1, 1A1] = ¢, and
max; |A'| = B. That is, an attack that uses at most C
perturbation budget, where the single largest individual per-

turbation is at most BB, and where the average action distance
between the victim and adversarial policy is at most €.

Benchmarking tasks. We test our results on linear MDP
representations of three continuous MDP problems from the
MuJoCo library. We use “Mountain-Car”, “Half-Cheetah”,
and “Pendulum”. Mountain-Car challenges an agent to reach
the top of a hill as fast as possible. Half-Cheetah tests the
ability of an agent to control a 2D legged robot to run as
fast as possible. Lastly, the Pendulum requires the agent to
flip the pendulum upright and balance it. We include further
details in appendix [D]

CQP Accuracy Our experiments also investigate directly
whether our characterization prediction is accurate. This
is important in assessing whether our theoretical character-
izations hold in practical scenarios. Due to the intrinsic
stochasticity of CTRL, the learned representation will di-
verge across trials, leading to different characterizations for
the same environment. While this is expected, we are inter-
ested in observing whether our theory accurately predicts
the victim-adversary behavior in these environments despite
CTRL’s approximation variability. We collect 100 environ-
ments for each characterization and allow up to 7" = 20, 000
episodes per environment. We then use two metrics to assess
attack success/failure. The first metric (M1) looks at the
sub/super-linearity of cumulative perturbations, while the
second metric (M2) looks directly at the learned behavior
of the victim’s policies (see[6.3). We leave the rest of our
experiment details in the appendix.

6.3. Adversary’s Target Policy

Since manually defining the adversarial target policy 7' is
a complex endeavor, we instead learn the adversarial target
policies through environment design. We accomplish this
by modifying the reward function of the environments to
incentivize actions aligning with our targeted behavior:

MountainCar The reward is modified such that the target
mountain to climb is opposite to the original target. Because
of this, the adversarial policy needs to learn to swing back
and forth to reach the top of the left mountain, using the
right mountain for propulsion.

HalfCheetah We modify the environment such that the
optimal policy is instead the policy that makes the robot run
backwards (to the left) with high stability.

Pendulum Our modification to the pendulum environment
incentivizes the agent to maintain a 90-degree angle to the
right. In doing this, the adversarial policy is pressed to
reach the right angle and output enough force to keep the
pendulum stationary at 90 degrees.

Then, we use a learning algorithm (e.g., CTRL or LSVI-
UCB) to learn 7' from these “hacked” environments. We
avoid any modifications to other parts of the environment,
such as the state-action spaces and transition dynamics. We
discard the modified environments after learning 7.
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Figure 1. Average policy difference (top row) and cumulative
perturbations (bottom row) per episode for vulnerable or robust
(TB) ~Half-Cheetah” environments against LSVI-UCB.

Table 1. Percentage of environments successfully attacked accord-
ing to metrics M1 and M2.

Environment | Sub-lin. (M1) | Adv.’s Goal (M2)

Half-Cheetah |  100% | 100%
MountainCar | 100% | 98%
Pendulum | 100% | 97%

6.4. Results and Analysis

Due to space limits, our plots in the main text only cover
half-cheetah; we leave the rest in appendix [D} including a
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Table 2. Percentage of environments where attack failed according
to metrics M1 and M 2.

Environment | Sub-lin. (M1) | Adv.’s Goal (M2)

Half-Cheetah | 94% | 91%
MountainCar | 92% | 88%
Pendulum | 95% | 93%

link to our GitHub repository. In figure [T} we present our re-
sults for the policy difference and cumulative perturbations
for “vulnerable” and “robust” environments. We
run up to 7' = 20, 000 episodes for 20 trials per characteriza-
tion (“vulnerable” or “robust”). Cumulative perturbation
refers to the total perturbations used thus far at each time
step (3, 62 ). Policy difference refers to the L2 norm be-
tween the victim and adversary policies (||7! — 7;||2). Both
policies are parameterized as neural networks, and we use
their weight matrices to compute their similarity. We use
figure[T]to test our first two claims.

(claim 1) Cumulative Perturbation When characterized as
“vulnerable” (¢* > 0), figure[Ta['s cumulative perturbation
plots show a downward curve as time passes. This aligns
with sub-linear behavior and happens when the perturbation
strength decreases over time. As actions taken by the victim
agent match those of the adversarial policy, the adversary
will use fewer perturbations to further convince the victim
algorithm, leading to a sub-linear perturbation cost.

On the other hand, when the environment is characterized as
“robust” (¢* < 0), figure [Ib[s cumulative perturbation plots
do not show the same downward curve behavior. Rather,
the plots have a more “straight” or “curve-up” look in the
later episodes. This behavior results from non-decreasing
perturbations, suggesting the adversary is not decreasing its
perturbations over time.

(claim 2) Policy Convergence While perturbations capture
the adversary’s poisoning behavior, the policy difference
(||7; — 7f|]2) in ﬁguresand show how the adversary
affects the victim’s policy as the attack is carried out. In
“vulnerable” environments, we observe fast convergence
towards zero, indicating the adversary’s attack success. On
the other hand, “robust” environments show a lack of con-
vergence: a sign that the adversary is unable to succeed.

(claim 3) CQP Accuracy Tables[I|and [2] present our results
on the accuracy of our CQP characterization. Both tables
demonstrate good correlation between the CQP character-
ization and the behavior of perturbations and the victim’s
learned policy. In the “vulnerable” table[I] the high accuracy
percentages suggest that the adversary eventually tapers off
their attacks while achieving the intended adversarial behav-
ior (see empirical objectives[6.1)). In the converse, we also

observe high accuracy percentages in table 2] indicating the
adversary does not reduce perturbation strength over time
and fails to achieve the intended adversarial behavior.

7. Conclusion

We studied the intrinsic robustness of reinforcement learn-
ing under reward poisoning in linear MDPs. Our core result
is a convex optimization characterization indicating when
a target policy can be enforced with sublinear poisoning
costs, thereby separating vulnerable from robust instances.
This distinction arises from the geometric relation between
environmental features and the adversary’s target policy. We
further validated our theory by approximating real-world
environments as linear MDPs through contrastive represen-
tation learning (Zhang et al., 2022). Empirical results show
that solving our optimization on these approximations accu-
rately predicts attack success in the original environments.
Hence, even under approximate linearity, intrinsic robust-
ness remains a strong safeguard against reward poisoning in
applied RL systems.

Acknowledgment

We thank anonymous reviewers for the constructive feed-
back. This work is in part supported by National Sci-
ence Foundation under grant IIS-2403401 and the Samsung
Strategic Alliance for Research and Technology (START)
program. The findings and conclusions in this work are
those of the author(s) and do not necessarily represent the
views of the funding agency.

Impact Statement

This research studied the vulnerability and intrinsic robust-
ness of linear MDPs against reward poisoning attacks. Our
findings on characterization and the attack algorithm have
the potential to inspire the design of robust learning settings,
where RL algorithms could be ensured to resist reward poi-
soning attacks as well as ward off unwanted or risky policies.
We believe our work expands our understanding of adver-
sarial attacks as a phenomenon in decision-making systems,
establishing a new perspective on the trustworthiness of
learning algorithms, complementing the classic algorithmic
attack and defense perspectives.

References

Abbasi-Yadkori, Y., Pal, D., and Szepesvari, C. Im-
proved algorithms for linear stochastic bandits. In
Shawe-Taylor, J., Zemel, R., Bartlett, P., Pereira,
F., and Weinberger, K. (eds.), Advances in Neural
Information Processing Systems, volume 24. Curran As-
sociates, Inc., 2011. URL https://proceedings.


https://proceedings.neurips.cc/paper/2011/hash/e1d5be1c7f2f456670de3d53c7b54f4a-Abstract.html
https://proceedings.neurips.cc/paper/2011/hash/e1d5be1c7f2f456670de3d53c7b54f4a-Abstract.html

A Tight Characterization of Reward Poisoning in Linear MDPs

neurips.cc/paper/2011/hash/

Cao, M., Shu, L., Yu, L., Zhu, Y., Wichers, N., Liu, Y.,

eld5belc7£2f456670de3d53c7b54f4a-Abstract.and Meng, L. Beyond sparse rewards: Enhancing re-

htmll

Afsar, M. M., Crump, T., and Far, B. Reinforcement
learning based recommender systems: A survey. ACM
Computing Surveys, 55(6):1-49, 2022. doi: 10.1145/
3543846. URL https://dl.acm.org/doi/10.
1145/3543846.

Al-Hamadani, M. N. A., Fadhel, M. A., Alzubaidi, L.,
and Harangi, B. Reinforcement learning algorithms and
applications in healthcare and robotics: A comprehen-
sive and systematic review. Sensors, 24(8):2461, 2024.
doi: 10.3390/s24082461. URL https://www.mdpi |
com/1424-8220/24/8/2461.

Ayoub, A., Jia, Z., Szepesvari, C., Wang, M., and Yang,
L. Model-based reinforcement learning with value-
targeted regression. In III, H. D. and Singh, A. (eds.),
Proceedings of the 37th International Conference on
Machine Learning, volume 119 of Proceedings of Ma-
chine Learning Research, pp. 463—474. PMLR, 13-18 Jul
2020. URL https://proceedings.mlr.press/
v119/ayoub20a.html.

Balasubramanian, R., Li, J., Tadepalli, P., Wang, H., Wu, Q.,
and Zhao, H. Adversarial attacks on combinatorial multi-
armed bandits. In Salakhutdinov, R., Kolter, Z., Heller,
K., Weller, A., Oliver, N., Scarlett, J., and Berkenkamp, F.
(eds.), Proceedings of the 41st International Conference
on Machine Learning, volume 235 of Proceedings of
Machine Learning Research, pp. 2505-2526. PMLR, 21—

27 Jul 2024. URL https://proceedings.mlr.

press/v235/balasubramanian24a.html.

Banihashem, K., Singla, A., Gan, J., and Radanovic, G.
Admissible policy teaching through reward design. Pro-
ceedings of the AAAI Conference on Artificial Intel-
ligence, 36(6):6037-6045, Jun. 2022. doi: 10.1609/
aaai.v36i6.20550. URL https://ojs.aaai.org/
index.php/AAAI/article/view/20550.

Banihashem, K., Singla, A., and Radanovic, G. De-
fense against reward poisoning attacks in reinforce-
ment learning. Transactions on Machine Learning Re-
search, 2023. ISSN 2835-8856. URL hhttps://
openreview.net/forum?id=goPsLn3RVo.

Bouhaddi, M. and Adi, K. When rewards deceive:
Counteracting reward poisoning on online deep re-
inforcement learning. In 2024 IEEE International
Conference on Cyber Security and Resilience (CSR),
pp. 38-44, 2024. doi: 10.1109/CSR61664.2024.
10679438. URL https://doi.org/10.1109/
CSR61664.2024.10679438.

10

inforcement learning with language model critique in
text generation. arXiv preprint arXiv:2401.07382, 2024a.
URL https://arxiv.org/abs/2401.07382.

Cao, Y., Zhao, H., Cheng, Y., Shu, T., Chen, Y., Liu, G.,
Liang, G., Zhao, J., Yan, J., and Li, Y. Survey on large lan-
guage model-enhanced reinforcement learning: Concept,
taxonomy, and methods. [EEE Transactions on Neu-
ral Networks and Learning Systems, pp. 1-21, 2024b.
doi: 10.1109/TNNLS.2024.3497992. URL https!
//doi.org/10.1109/TNNLS.2024.3497992.

Diamond, S. and Boyd, S. CVXPY: A Python-
embedded modeling language for convex optimization.
Journal of Machine Learning Research, 17(83):1-5,
2016. URL https://jmlr.org/papers/v17/
15-408.html.

Gong, C., Yang, Z., Bai, Y., He, J., Shi, J., Li, K,
Sinha, A., Xu, B., Hou, X., Lo, D., and Wang, T.
Baffle: Hiding Backdoors in Offline Reinforcement
Learning Datasets . In 2024 IEEE Symposium on
Security and Privacy (SP), pp. 2086-2104, Los
Alamitos, CA, USA, May 2024. IEEE Computer
Society. doi: 10.1109/SP54263.2024.00224. URL
https://doi.ieeecomputersociety.org/
10.1109/SP54263.2024.00224.

Haarnoja, T., Zhou, A., Abbeel, P., and Levine, S. Soft actor-
critic: Off-policy maximum entropy deep reinforcement
learning with a stochastic actor. In Dy, J. and Krause,
A. (eds.), Proceedings of the 35th International Confer-
ence on Machine Learning, volume 80 of Proceedings
of Machine Learning Research, pp. 1861-1870. PMLR,
10-15Jul 2018. URL https://proceedings.mlr.
press/v80/haarnojal8b.html.

Jin, C., Yang, Z., Wang, Z., and Jordan, M. I. Prov-
ably efficient reinforcement learning with linear func-
tion approximation. In Abernethy, J. and Agarwal, S.
(eds.), Proceedings of Thirty Third Conference on Learn-
ing Theory, volume 125 of Proceedings of Machine
Learning Research, pp. 2137-2143. PMLR, 09-12 Jul
2020. URL https://proceedings.mlr.press/
v125/3in20a.htmll

Kiourti, P., Wardega, K., Jha, S., and Li, W. TrojDRL:
Evaluation of backdoor attacks on deep reinforcement
learning. In 2020 57th ACM/IEEE Design Automa-
tion Conference (DAC), pp. 1-6, 2020. doi: 10.1109/
DAC18072.2020.9218663. URL https://doi.org/
10.1109/DAC18072.2020.9218663.

Kiran, B. R., Sobh, 1., Talpaert, V., Mannion, P., Sallab,
A. A. A, Yogamani, S., and Pérez, P. Deep reinforce-


https://proceedings.neurips.cc/paper/2011/hash/e1d5be1c7f2f456670de3d53c7b54f4a-Abstract.html
https://proceedings.neurips.cc/paper/2011/hash/e1d5be1c7f2f456670de3d53c7b54f4a-Abstract.html
https://proceedings.neurips.cc/paper/2011/hash/e1d5be1c7f2f456670de3d53c7b54f4a-Abstract.html
https://dl.acm.org/doi/10.1145/3543846
https://dl.acm.org/doi/10.1145/3543846
https://www.mdpi.com/1424-8220/24/8/2461
https://www.mdpi.com/1424-8220/24/8/2461
https://proceedings.mlr.press/v119/ayoub20a.html
https://proceedings.mlr.press/v119/ayoub20a.html
https://proceedings.mlr.press/v235/balasubramanian24a.html
https://proceedings.mlr.press/v235/balasubramanian24a.html
https://ojs.aaai.org/index.php/AAAI/article/view/20550
https://ojs.aaai.org/index.php/AAAI/article/view/20550
https://openreview.net/forum?id=goPsLn3RVo
https://openreview.net/forum?id=goPsLn3RVo
https://doi.org/10.1109/CSR61664.2024.10679438
https://doi.org/10.1109/CSR61664.2024.10679438
https://arxiv.org/abs/2401.07382
https://doi.org/10.1109/TNNLS.2024.3497992
https://doi.org/10.1109/TNNLS.2024.3497992
https://jmlr.org/papers/v17/15-408.html
https://jmlr.org/papers/v17/15-408.html
https://doi.ieeecomputersociety.org/10.1109/SP54263.2024.00224
https://doi.ieeecomputersociety.org/10.1109/SP54263.2024.00224
https://proceedings.mlr.press/v80/haarnoja18b.html
https://proceedings.mlr.press/v80/haarnoja18b.html
https://proceedings.mlr.press/v125/jin20a.html
https://proceedings.mlr.press/v125/jin20a.html
https://doi.org/10.1109/DAC18072.2020.9218663
https://doi.org/10.1109/DAC18072.2020.9218663

A Tight Characterization of Reward Poisoning in Linear MDPs

Liu, G. and Lai, L.

ment learning for autonomous driving: A survey. IEEE
Transactions on Intelligent Transportation Systems, 23
(6):4909-4926, 2022. doi: 10.1109/TITS.2021.3054625.
URL https://doi.org/10.1109/TITS.2021.
3054625.

Lin, Y.-C., Hong, Z.-W., Liao, Y.-H., Shih, M.-L., Liu, M.-
Y., and Sun, M. Tactics of adversarial attack on deep
reinforcement learning agents. In Proceedings of the
Twenty-Sixth International Joint Conference on Artificial
Intelligence, pp. 3756-3762. International Joint Confer-
ences on Artificial Intelligence Organization, 2017. doi:
10.24963/ijcai.2017/525. URL https://doi.org/
10.24963/19cai.2017/525.

Liu, F. and Shroff, N. Data poisoning attacks on stochastic
bandits. In Chaudhuri, K. and Salakhutdinov, R. (eds.),
Proceedings of the 36th International Conference on Ma-
chine Learning, volume 97 of Proceedings of Machine
Learning Research, pp. 4042-4050. PMLR, 09-15 Jun
2019. URL https://proceedings.mlr.press/
v97/1iul9e.html.

Provably efficient black-box
action poisoning attacks against reinforcement learn-
ing. In Ranzato, M., Beygelzimer, A., Dauphin,
Y., Liang, P., and Vaughan, J. W. (eds.), Advances
in Neural Information Processing Systems, Vvol-
ume 34, pp. 12400-12410. Curran Associates, Inc.,
2021. URL https://proceedings.neurips.
cc/paper_files/paper/2021/file/

678004486c119599ed7d199f47dal043a—-Paper.

pdf.

Ma, Y., Wu, Y., and Zhu, X. Game redesign in no-regret
game playing. In Proceedings of the Thirty-First In-
ternational Joint Conference on Artificial Intelligence,
pp- 3321-3327, 2022. doi: 10.24963/ijcai.2022/461.
URL https://www.1jcal.org/proceedings/
2022/461!

McMabhan, J., Wu, Y., Chen, Y., Zhu, J., and Xie, Q. Incep-
tion: Efficiently computable misinformation attacks on
Markov games. In Reinforcement Learning Conference,
2024a. URL | https://openreview.net/forum?
1d=SINfZY5xq9.

McMahan, J., Wu, Y., Zhu, X., and Xie, Q. Optimal at-

tack and defense for reinforcement learning. In Pro-
ceedings of the Thirty-Eighth AAAI Conference on Ar-
tificial Intelligence and Thirty-Sixth Conference on In-
novative Applications of Artificial Intelligence and Four-
teenth Symposium on Educational Advances in Artificial
Intelligence, AAAT'24/TAAT’24/EAAT’24. AAAI Press,
2024b. ISBN 978-1-57735-887-9. doi: 10.1609/aaai.
v38i13.29346. URL https://doi.org/10.1609/
aaai.v38i113.29346.

Rathbun, E., Amato, C., and Oprea, A.

Mohammadi, M., Néther, J., Mandal, D., Singla, A.,
and Radanovic, G. Implicit poisoning attacks in
two-agent reinforcement learning: Adversarial poli-
cies for training-time attacks. In Proceedings of the
2023 International Conference on Autonomous Agents
and Multiagent Systems, AAMAS ’23, pp. 1835-1844,
Richland, SC, 2023. International Foundation for Au-
tonomous Agents and Multiagent Systems. ISBN
9781450394321. URL https://dl.acm.org/
doi/abs/10.5555/3545946.3598848.

Nika, A., Singla, A., and Radanovic, G. Online de-
fense strategies for reinforcement learning against adap-
tive reward poisoning. In Ruiz, F, Dy, J., and
van de Meent, J.-W. (eds.), Proceedings of The 26th
International Conference on Artificial Intelligence and
Statistics, volume 206 of Proceedings of Machine
Learning Research, pp. 335-358. PMLR, 25-27 Apr
2023. URLhttps://proceedings.mlr.press/
v206/nika23a.htmll

Rakhsha, A., Zhang, X., Zhu, X., and Singla, A. Reward
poisoning in reinforcement learning: Attacks against
unknown learners in unknown environments. CoRR,
abs/2102.08492, 2021. URL https://arxiv.org/
abs/2102.08492.

Rangi, A., Tran-Thanh, L., Xu, H., and Franceschetti,
M.  Saving stochastic bandits from poisoning at-
tacks via limited data verification. Proceedings of
the AAAI Conference on Artificial Intelligence, 36
(7):8054-8061, Jun. 2022a. doi: 10.1609/aaai.v36i7.
20777. URL https://ojs.aaai.org/index.
php/AAAT/article/view/20777.

Rangi, A., Xu, H., Tran-Thanh, L., and Franceschetti,
M. Understanding the limits of poisoning attacks in
episodic reinforcement learning. In Raedt, L. D. (ed.),
Proceedings of the Thirty-First International Joint Con-
ference on Artificial Intelligence, IJCAI-22, pp. 3394—
3400. International Joint Conferences on Artificial Intelli-
gence Organization, 7 2022b. doi: 10.24963/ijcai.2022/
471. URL | https://doi.org/10.24963/ijcail
2022/471l Main Track.

Sleepernets:
Universal backdoor poisoning attacks against reinforce-
ment learning agents. In Globerson, A., Mackey,
L., Belgrave, D., Fan, A., Paquet, U., Tomczak,
J., and Zhang, C. (eds.), Advances in Neural Infor-
mation Processing Systems, volume 37, pp. 111994—
112024. Curran Associates, Inc., 2024. doi: 10.52202/
079017-3556. URL https://dl.acm.org/doi/
abs/10.5555/3737916.3741472]

Sun, Y., Huo, D., and Huang, F. Vulnerability-aware poison-
ing mechanism for online RL with unknown dynamics. In


https://doi.org/10.1109/TITS.2021.3054625
https://doi.org/10.1109/TITS.2021.3054625
https://doi.org/10.24963/ijcai.2017/525
https://doi.org/10.24963/ijcai.2017/525
https://proceedings.mlr.press/v97/liu19e.html
https://proceedings.mlr.press/v97/liu19e.html
https://proceedings.neurips.cc/paper_files/paper/2021/file/678004486c119599ed7d199f47da043a-Paper.pdf
https://proceedings.neurips.cc/paper_files/paper/2021/file/678004486c119599ed7d199f47da043a-Paper.pdf
https://proceedings.neurips.cc/paper_files/paper/2021/file/678004486c119599ed7d199f47da043a-Paper.pdf
https://proceedings.neurips.cc/paper_files/paper/2021/file/678004486c119599ed7d199f47da043a-Paper.pdf
https://www.ijcai.org/proceedings/2022/461
https://www.ijcai.org/proceedings/2022/461
https://openreview.net/forum?id=SINfZY5xq9
https://openreview.net/forum?id=SINfZY5xq9
https://doi.org/10.1609/aaai.v38i13.29346
https://doi.org/10.1609/aaai.v38i13.29346
https://dl.acm.org/doi/abs/10.5555/3545946.3598848
https://dl.acm.org/doi/abs/10.5555/3545946.3598848
https://proceedings.mlr.press/v206/nika23a.html
https://proceedings.mlr.press/v206/nika23a.html
https://arxiv.org/abs/2102.08492
https://arxiv.org/abs/2102.08492
https://ojs.aaai.org/index.php/AAAI/article/view/20777
https://ojs.aaai.org/index.php/AAAI/article/view/20777
https://doi.org/10.24963/ijcai.2022/471
https://doi.org/10.24963/ijcai.2022/471
https://dl.acm.org/doi/abs/10.5555/3737916.3741472
https://dl.acm.org/doi/abs/10.5555/3737916.3741472

A Tight Characterization of Reward Poisoning in Linear MDPs

International Conference on Learning Representations,
2021. URL https://openreview.net/forum?
1d=9r30XCJf5Dt.

Tan, S., Hao, F., Gu, T.,, Li, L., and Liu, M. Collu-
sive model poisoning attack in decentralized federated
learning. [EEE Transactions on Industrial Informat-
ics, 20(4):5989-5999, 2024. doi: 10.1109/TIL.2023.
3342901. URL https://doi.org/10.1109/TII|
2023.3342901.

Tang, Z., Chen, X., Li, Y., and Chen, J. Efficient and
generalized end-to-end autonomous driving system with
latent deep reinforcement learning and demonstrations.
arXiv preprint arXiv:2401.11792, 2024. URL https |
//arxiv.org/abs/2401.11792.

Wang, H., Xu, H., and Wang, H. When are linear stochas-
tic bandits attackable? In Chaudhuri, K., Jegelka, S.,
Song, L., Szepesvari, C., Niu, G., and Sabato, S. (eds.),
Proceedings of the 39th International Conference on Ma-
chine Learning, volume 162 of Proceedings of Machine
Learning Research, pp. 23254-23273. PMLR, 17-23 Jul
2022. URL https://proceedings.mlr.press/
v162/wang22ai.html.

Wang, Z., Wang, H., and Wang, H. Stealthy adversar-
ial attacks on stochastic multi-armed bandits. Pro-
ceedings of the AAAI Conference on Artificial Intelli-
gence, 38(14):15770-15777, Mar. 2024. doi: 10.1609/
2aai.v38i14.29506. URL https://ojs.aaai.org/
index.php/AAAI/article/view/29506.

Wu, Y., McMahan, J., Zhu, X., and Xie, Q. Reward poison-
ing attacks on offline multi-agent reinforcement learning.
Proceedings of the AAAI Conference on Artificial Intel-
ligence, 37(9):10426-10434, Jun. 2023. doi: 10.1609/
2aai.v37i9.26240. URL https://ojs.aaai.orqg/
index.php/AAAI/article/view/26240.

Wu, Y., McMahan, J., Zhu, X., and Xie, Q. Data poison-
ing to fake a Nash equilibria for Markov games. Pro-
ceedings of the AAAI Conference on Artificial Intelli-
gence, 38(14):15979-15987, Mar. 2024. doi: 10.1609/
aaai.v38i14.29529. URL https://ojs.aaai.org/
index.php/AAAI/article/view/295209.

Xu, Y. and Singh, G. Universal black-box targeted re-
ward poisoning attack against online deep reinforce-
ment learning. Transactions on Machine Learning Re-
search, 2025. ISSN 2835-8856. URL https://

openreview.net/forum?id=MX0aDKu81lY.

Xu, Y., Kumar, B., and Abernethy, J. D. Observation-free at-
tacks on stochastic bandits. In Ranzato, M., Beygelzimer,
A., Dauphin, Y., Liang, P, and Vaughan, J. W. (eds.),
Advances in Neural Information Processing Systems,

12

volume 34, pp. 22550-22561. Curran Associates, Inc.,
2021. URL https://dl.acm.org/doi/abs/10.
5555/3540261.3541988.

Xu, Y., Zeng, Q., and Singh, G. Efficient reward poisoning
attacks on online deep reinforcement learning. Transac-
tions on Machine Learning Research, 2023. ISSN 2835-
8856. URL https://openreview.net/forum?
1d=25G631DHV2. Featured Certification.

Xu, Y., Gumaste, R., and Singh, G. Universal black-box
reward poisoning attack against offline reinforcement
learning. arXiv preprint arXiv:2402.09695, 2024. URL
https://arxiv.org/abs/2402.09695.

Yu, C., Liu, J., Nemati, S., and Yin, G. Reinforce-
ment learning in healthcare: A survey. ACM Com-
put. Surv., 55(1), November 2021. ISSN 0360-0300.
doi: 10.1145/3477600. URL https://doi.org/10}
1145/3477600.

Yu, Y., Gao, C., Chen, J., Tang, H., Sun, Y., Chen, Q., Ma,
W., and Zhang, M. EasyRL4Rec: An easy-to-use library
for reinforcement learning based recommender systems.
In Proceedings of the 47th International ACM SIGIR
Conference on Research and Development in Information
Retrieval, SIGIR *24, pp. 977-987, New York, NY, USA,
2024. Association for Computing Machinery. doi: 10.
1145/3626772.3657868. URL https://doi.org/
10.1145/3626772.3657868!

Zhang, T., Ren, T., Yang, M., Gonzalez, J., Schuurmans, D.,
and Dai, B. Making linear MDPs practical via contrastive
representation learning. In Chaudhuri, K., Jegelka, S.,
Song, L., Szepesvari, C., Niu, G., and Sabato, S. (eds.),
Proceedings of the 39th International Conference on Ma-
chine Learning, volume 162 of Proceedings of Machine
Learning Research, pp. 26447-26466. PMLR, 17-23 Jul
2022. URLhttps://proceedings.mlr.press/
v162/zhang22x.html.

Zhang, X., Ma, Y., Singla, A., and Zhu, X. Adaptive
reward-poisoning attacks against reinforcement learn-
ing. In III, H. D. and Singh, A. (eds.), Proceedings of
the 37th International Conference on Machine Learn-
ing, volume 119 of Proceedings of Machine Learn-
ing Research, pp. 11225-11234. PMLR, 13-18 Jul
2020. URL https://proceedings.mlr.press/
v119/zhang20u.html.

Zheng, H., Li, X., Chen, J., Dong, J., Zhang, Y.,
and Lin, C. One4All: Manipulate one agent to
poison the cooperative multi-agent reinforcement
learning. Computers & Security, 124:103005, 2023.
ISSN 0167-4048. doi: 10.1016/j.cose.2022.103005.
URL https://www.sciencedirect.com/
science/article/p11/S0167404822003972.


https://openreview.net/forum?id=9r30XCjf5Dt
https://openreview.net/forum?id=9r30XCjf5Dt
https://doi.org/10.1109/TII.2023.3342901
https://doi.org/10.1109/TII.2023.3342901
https://arxiv.org/abs/2401.11792
https://arxiv.org/abs/2401.11792
https://proceedings.mlr.press/v162/wang22ai.html
https://proceedings.mlr.press/v162/wang22ai.html
https://ojs.aaai.org/index.php/AAAI/article/view/29506
https://ojs.aaai.org/index.php/AAAI/article/view/29506
https://ojs.aaai.org/index.php/AAAI/article/view/26240
https://ojs.aaai.org/index.php/AAAI/article/view/26240
https://ojs.aaai.org/index.php/AAAI/article/view/29529
https://ojs.aaai.org/index.php/AAAI/article/view/29529
https://openreview.net/forum?id=MX0aDKu8lY
https://openreview.net/forum?id=MX0aDKu8lY
https://dl.acm.org/doi/abs/10.5555/3540261.3541988
https://dl.acm.org/doi/abs/10.5555/3540261.3541988
https://openreview.net/forum?id=25G63lDHV2
https://openreview.net/forum?id=25G63lDHV2
https://arxiv.org/abs/2402.09695
https://doi.org/10.1145/3477600
https://doi.org/10.1145/3477600
https://doi.org/10.1145/3626772.3657868
https://doi.org/10.1145/3626772.3657868
https://proceedings.mlr.press/v162/zhang22x.html
https://proceedings.mlr.press/v162/zhang22x.html
https://proceedings.mlr.press/v119/zhang20u.html
https://proceedings.mlr.press/v119/zhang20u.html
https://www.sciencedirect.com/science/article/pii/S0167404822003972
https://www.sciencedirect.com/science/article/pii/S0167404822003972

A Tight Characterization of Reward Poisoning in Linear MDPs

A. Notation

SALOSSET OO

Cr
At

State space of the MDP.

Action space of the MDP.

Horizon (number of steps in each episode).

Feature map for linear MDPs.

The step-h transition probability.

Measure vectors.

Parameter vector for the reward function at step h.

Probability of visiting (s, a) at step h under policy .
@-function at step h.

Target policy that the adversary aims to enforce.

Parameter vector for the poisoned reward function.

Optimal margin from our convex program measuring how much 7'
can be made strictly better than other actions.

Total number of episodes played by the learner.

Total attack cost incurred by the adversary up to episode 7.
Per-timestep reward perturbation in the Adaptive Target attack
Maximum action—action distance used to normalize A;

Table 3. Key notation used throughout the paper.

Oh,t

Randomized reward for taking action a in state s.

Expected mean reward without being poisoned.

Poisoned reward, possibly modified by the adversary.

Optimal Q-function at step h regarding to non-poisoned reward.
Empirical Q-function estimation learned by an algorithm (such as
LSVI-UCB) under reward poisoning attack at step h.
Confidence Bound at step / and episode ¢ (measuring uncertainty in
Qn(s,a)).

Upper Confidence Bound (UCB) on Qh(s, a).
True parameter vectors at step h of @)} under linear ()-function
parameterization.
Estimated parameter vectors at step h of Q n under linear (Q-function
parameterization.
Set of all state-action pairs visited by the target policy 7' at step h.

Component of a vector that lies in the linear subspace spanned by
{¢h(5’ a) ‘ (87(1) € Ah}'
Component of a vector that is orthogonal to the subspace spanned
by {¢n(s,a) | (s,a) € Ap}.
The abbreviated form of E,[-|s, a], expectation concerning the ran-
dom next state s’ given the current state and action pair (s, a).
Number of states in the MDP, i.e., |S].

Dimension of feature map ¢.

Regularization parameters in algorithm LSVI-UCB.
Confidence-width sequence in the UCB bound

Self-normalised norms of ¢ used to bound cumulative variance.

Table 4. Notation used in the appendix.
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Ty Stage 1 budget in episodes

) Failure probability in high-probability statements

A Ridge regularization parameter

Cn Certified support at stage h

A, (s) Non-target action set at stage h: A\ {nf(s)}

€n € Stage 1 relaxed CQP value at stage h, and its minimum over stages

Qh, Vh, Wh Stage 1 geometric direction, surrogate value, and one-step continua-
tion term

BM, 62 Stage 1 continuation-term estimate at episode ¢, and the estimate
used at freezing

?’ﬁz, ?’{hl) Provisional and frozen Stage 1 attacked rewards

Ay, m, T Lower-confidence Stage 1 margin, certification threshold, and certi-
fication time

Ti, N1, So | Clean Stage 1 suffix episodes, number of bad Stage 1 suffix episodes,
and Stage 1 warm-start corruption mass

Y, W, @ n | Stage 2 ridge design matrix, parameter estimate, and plug-in estimate
of Q’rT

gn(s,a) Conservative upper bound on the clean disadvantage of action a
relative to the target action

€5 Optimal value of the Stage 2 margin-certified penalty design

Th Stage 2 stationary reference reward

Dy, C.(Ty) | Target-side discrepancy left by Stage 1, and total compensation mass

Vi Stage 2 target-side estimation error

Rg? ) (7) Stage 2 pseudo-regret with respect to the reference reward

&o, &2, Eu High-probability events for Stage 1 confidence, Stage 2 confidence,
and the warm-start regret interface

Ny Number of bad Stage 2 episodes

Table 5. Notation for the black-box attack section.

B. Proof of Theorem 4.2]
B.1. Sufficiency Proof

*

€ = Igax €
H
{0, =1

st Qu(s,7(s) = € + Qyi(s,a), Vhy s, a#wi(s): dr' (s) >0,

<q§h(s,7rT(s))79;:> = <¢h(s,7rT(s)),9h>, Y h, s:df(s) > 0,
031> < Vd, v,

14

The sufficiency proof aims to show that if there exists a solution to the following optimization problem and the result ¢ > 0,
then there exists an attacker algorithm to perturb the reward for sublinear times and convince the no-regret algorithm to
execute a given policy 71 for times linear on 7.

The true Q-function is parameterized by {wp, }fL |, such that Qg, (s, a) = (¢n (s, a), wy). The attacker can modify 6y, to 9;,

resulting in an attacked Q-function Qi (s, a) = (¢n(s, a), w,t) = (¢n(s,a), 92} + B, 21 Qpt (Shg1, 7 (sh41))- The
h ’ h+1

environment is considered attackable if an o(T')-cost attack can force the learner to execute 7! for T — o(T’) episodes.

Note that these modifications will only affect the agent on the state with df (s) > 0, where d7 (s) denotes the probability of

visiting s at step h under policy 7, we define the following program to measure the ‘gap’ € by which we can make 7' strictly
better than all other actions via a carefully designed reward attack while preserving the reward of 71 on states that it visits:

(12)

Here Q,+ denotes the Q-function when the reward parameters are replaced by {02} We say the linear MDP is attackable
h
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concerning 7t if €* > 0.

Proof. Assume €* > 0. We will construct a perturbation demonstrating that any no-regret learning algorithm ends up
playing the target policy 7' for T — o(T’) episodes. At the same time, the adversary’s cost remains o(7), leading to the
conclusion that the linear MDP is attackable.

First, by the constraints (¢, (s, 71 (s)), 92) = (¢n(s,71(s)),01), Vh,swith d}lrT (s) > 0, whenever the learner follows
7f, no parameter change occurs. Thus, if the learner picks 71 (s), the adversary does not intervene and incurs zero cost.

If the learner deviates by choosing an action a # 7f(s), the attacker manipulates the reward so that ng(s, WT(S)) -
h
MaX,rt(s) Qpt (5,0) > € > 0,Vh, s : df (s) > 0. Hence, from the learner’s perspective, 7 (s) is at least €* better than
h

any alternative action a # ' (s).

In short, the adversary only pays a cost if and when the learner attempts another action a # 7' (s). Let Ny, denotes the total
number of such deviations across all episodes. By the boundedness condition HH; o < Vd(or | 7”;2(8, a) —rp(s, a)’ <A
in the remark), each intervention cost is uniformly bounded, implying the adversary’s total manipulation cost is O(Ngey ).

Since a no-regret learner facing a strictly suboptimal gap €* > 0, we get Nge, < % = o(T), where R, is the regret of at
episode t. Therefore, the total adversarial cost is also sublinear in 7'.

Putting everything together, the agent sees 7' () as strictly optimal and only explores suboptimal actions o(T’) times, leading
to o(T) total interventions. In the remaining 7' — o(T') episodes, 7' is selected with no additional cost. Thus, if €* > 0, we
conclude that the MDP is attackable under sublinear cost. O

B.2. Necessity Proof

Algorithm 2 LSVI-UCB

1: Input: Episode length H, number of states .5, feature map dimension d, total number of episodes 7", and hyperparameter
0.

2: for episodet =1,2,3... do

3:  Receive the initial state z}.s

4. forsteph=H,...,1do

5.

6

Any S 6(sh,a3)o(sq,ap)T + A - I where \, = 4HSV/dt.

wyy — AL S0 G(s],a)[ra (s, af) + maxg Qur(sh . a)l.

7 Qi) e minfw] ¢, ) +B[6(, )T A LS(, )]V, HY, where §, = dH(\/log s +\/2 log 1)+t
8:  end for

9: forsteph=1,...,Hdo _

10: Take action a}, < arg maxac Qn(s},,a) and observe s, ,, r1,(s},, a},).

11:  end for

12: end for

Define the confidence bound for step h at episode ¢ as
CBh,t(Sa a) = 51& [¢(57 a)TA}Z}f(JS(S? a)} 1/2'

Lemma B.1. Suppose the LSVI-UCB (Algorithm visits (s,a) at step h for n times till episode t. Then its confidence
bound satisfies
B

CBh7t(S7 a) S %
Proof. By definition, we have Ay, ; at episode ¢ as

t—1

Ane =" 0(sf.af)d(sh,ap) T + A T
T=1
tn : ¢(Sa a)¢(87 a)—r'

15
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Then, we have
CBh.i(s,a) = B[6(s, )T AT S(s, )] /2 < ﬁﬁ

O

Lemma B.2. For a fixed step h. Suppose that each of the state-actions pairs in A, = {(s,a)} is visited by LSVI-UCB
(Algorithm at step h for at least n times till episode t. Then for any state-action pair (s, a) such that ¢y (s, a) is spanned
by {on(s',a")|(s',a") € Ay}, the confidence bound satisfies

b
CBh,t(SMl) < B %7

where b is a constant depending on (s, a), and the states-actions pairs in Ay,.

Proof. Because ¢, (s, a) can be spanned by {¢n(s,a’)|(s',a’) € Ay}, we have

¢h(5;a) = Z /\s’,a’qsh(slaal)-

(s’,a’")EA
By the definition of CB, we have
T 1/2
CBp (s, a) = B Z st ®n (s, a’) A,:]lf Z st ®n (s, a’)
(s',a")EAy, (s",a")EAy,
Note that for vectors vy, vs, . . ., vv,, and positive-definite matrix A, we have

n
(vi4vo4-+v,) A (v +va 4+ +w,) < nZv;rAflvi,
i=1

we have

M
SIS

CBui(s,a) < BelAnl® | Y N2 Lon(s',a)) T A on(s' a)
(s’,a’)EA

Bilanl® | Y a2,

(s",a")€An

1
< —
SN
The last inequality comes from Lemma [B.1] O

Lemma B.3. For a fixed step h. Suppose that each of the state-action pairs in Ay, = {(s,a)} is visited by LSVI-UCB
(Algorithm[2) at step h for at least n times till episode t, and all other state-action pairs are visited by m at step h in total.
Then for any state-action pair (s, a) such that ¢p,(s, a) is not spanned by {¢y(s',a’)|(s',a’) € Ay}, the confidence bound

satisfies
CBj,.+( )>ﬁ< b bz )
s,a) > —_ -,
hit AW e N

where by, bs are constants depending on (s, a), the states-actions pairs in A, and possibly the total number of states and
actions S, A.

Proof. We decompose ¢y, (s, a) as gbgh (s,a)and gbj;h (s,a), where (bjl‘%h’ (s, a) is the component of ¢y, (s, a) lying in the span of
{on(s',a")|(s',a’) € An}, and ¢y, (s, a)is the component of ¢y, (s, a) perpendicular to the span of {¢y, (', a’)|(s',a’) € A}.
Then by the reverse triangle inequality, we have

6n(50)lla1 > 167, (5,0t = 16, (5,0)1 5.
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We first analyze the term [|¢7 (s, a)| 1. We have
h.t
Apy = Z CorarOn(s'ya ) on (s’ a') T + Z o andn(s”,a")pn(s",a")T 4+ NI,
(s",a’)EAR (8,0’ )¢Ap

where ¢, o+ denote the number of visits of the state-action pair (s, a’) at step h till episode ¢. Let

;;,t _ Z Cs“,a”(bh(sﬂya//)¢h(3//a a//)T + /\tI~
(S//7all)¢Ah

Since we have ¢ (s, a) is perpendicular to the span of {¢4(s',a')|(s’,a’) € Ay}, we have

((bih (87 a))TAh,t(th (Sa a) = (¢§h (87 a))TA%,t¢Xh (87 a’)'

Because we know that Z(S,,ya,,)@xh s o < m, we can bound

(6%, (5:@) AT 0%, (s,0) S max (93, (s,a), dn(s", ")) + X+ 105, (5, 0)]I* < balm + A),

where b3 is a constant depending on (s, a), the states-actions pairs in A, and possibly the total number of states and actions
S, A. Then we have

H(biih(s’a)HQ > bl
Sk o) Ao, ) VA

62, (5, @)llao = /(6 (5, @) TAL b, (5,0) >

where b is a constant depending on (s, a), the states-actions pairs in Ay, and possibly the total number of states and actions
S, A.

Then we bound ||q51”%h (s,a)|l AL Applying Lemma we know that

I b
”(ZSAh (s,a) HA;,lt < Jn
where bs is a constant depending on (s, a), the states-actions pairs in Ay, and possibly the total number of states and actions
S, A, and we conclude the proof of Lemma[B.3] O

Lemma B.4. For a fixed step h, define Ay, := {(s,a) | d’,;T (s,a) > 0}, A’,;T = ming q)ea, dZT(S, a), and assume the
Alff - log (poly(|S], | 4], 1/AZT ,0)). Suppose the non-target
h
policies {m # 71} are selected o(Ty,) times, the target policy 7' is selected Ty, — o(T},) times, and at step Ty, the target policy
7l is selected. Let the total manipulation be Cr,, which is o(T},) under a sublinear attack cost budget. Let ry,(s,a), 71,(s, a)
denote the randomized reward and its mean separately, andAQ*(s, a) denote the Q functions of the best policy in this
reward feedback. Let (s, a) denote the poisoned reward, Qp, (s, a) denote the empirical Q functions in Algorithm
under poisoned reward feedback, and Q, +(s, a) denote the upper confidence bound of empirical Q functions. Let W and w*

denote the vector corresponding to QQ and Q* under linear approximation.

number of episodes Ty, is large enough, specifically Ty, >

If for step h + 1, the following conditions hold:

1. Forall (s,a) with d}::_l(s, a) > 0, the estimated Q-value satisfies

o(Th)

|Qh+1,T}L(Sﬂa) - QZ+1(S,G)’ = Th

2. For all s with d;{:_l(s) > 0, we have
arg max Qnirm, (s,0) € {d'|(s,a') € Apy1}.

17



A Tight Characterization of Reward Poisoning in Linear MDPs

3. For all s with d;f (s) > 0, we have

argmax Q;(s,a) € {d'|(s,a’) € Ap}.
4. For all (s,a) with d’,{ll(s, a) > 0, (s, a) is visited at least Q(T},) times.
5. Forall (s,a) with d}{T (s,a) >0, (s, a) is visited at least Q(T},) times.

We define (wh)Kh to be the projection of wy, onto the subspace spanned by {¢(s,a) | (s,a) € Ap}, and (wh)ihx is the
component of wy, perpendicular to {$(s,a) | (s,a) € Ap}.

Then with probability at least 1 — O(9), the Q-value estimation error for step h satisfies

. o(Th)
|¢(Saa) (wh)lh - ¢(37Q)T(wh)‘|}&h| = T;7 V(s,a) EA}L'
In addition, for all (s,a) € Ay,
~ N o(T;
Qr(s.a) — Qis.a)] = 201,
h
Proof. By definition of the LSVI-UCB algorithm, we have
|6(s,0)" (n) }, — (s, a)T(w i,
= |¢(s, a) TAh*aSsa wj|
T—1 _
= [6(s, )T (A, Y- 6(shap) [Fu(shoap) + max Qui, (s550.0)] = wi)]
T,;l N
= [0(s.0) Ak, (X 606707 [Pu(s7 o) + miax G, (50, 0')] — Anr, wi )|
T=1
Th—1 "
= [o(s, )T Ak, (Y2 o(shap) [Fu(shiap) + max Qnivm, (5740, )
=1 @
— d(shyap) Twi] — Mg, i)

Recall that for a linear MDP,
T _
0(s,0)Twj, = mu(s,a) + Eomax Qi (),
so we can rewrite this difference as

|6(s,0) T ()l — b(s,a)T (wp)) |

< |eé(s,a)" AL D b(sq,af) [Falsh, af) — ru(sh, af)]|
T=1
Term A
Th—1

+ |¢(3 a T AgTh ( Z (b Shvah [Th(shva’h) - Fh(sgva;)] - >\Th w;;)|

Term B
Th—1
+o(s,a)" Ay, D @7, af) [max Quarm, (511, 0") — By, max Qs (sh11,0)] |-
T=1

Term C

18
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Term A. Since (s, a) is visited at least Q(T},) times for (s,a) € Ay, and Ay 7, = S 00! (s7,al) ¢(sT,al) " + Ar, L it

T=1
follows that
l6s,)" A3k, [, < O(2)-

Meanwhile, the total reward manipulation, which is also the total attack cost, C'r, , is sublinear in 7T}, so

Th—1

> dshap) [Fn(sh,af) = ralspap)] < maxé(s,a)l - Cr, = o(Th).
=1 ’

Therefore, Term A is at most O(Th)

Term B. Using a self—normahzed bound for vector-valued martingales (Theorem 1 in|Abbasi-Yadkori et al.|(2011)) and the
fact that each (s, a) € Ay, is visited sufficiently often, one can show with high probability that

Th
|66s.0)" AR, (Z O(siap) [rn(sh, a7) = Pu(siap)] = Ar,wi) |
< O(vlog(T3/9)) HAth% (s:a)l, + Az [lwilly |G, ) " Ay |l (13)

According to Lemma B.1. in|Jin et al.|(2020), | is bounded by 2H V/d, and in this way the above formula is bounded
by 2 (T’””) as Ag, is o(Ty,). Hence, Term B is also bounded by o(T3,)/T},.

Term C. From our assumptions and the argument that each (s}, |, a’) with dﬂrl (87,41,a") > 0is visited sufficiently many
times, we have

[max Qnirz, (571,0') — Eqy,, max Qs (shers )
< ‘m%}X Qni1,1, (541, 0') = By, max Qg1 1, (sh41, )|

+|Ey

A I I / ’
St Hza,‘x Qh+1,1, (5h+la a’) — ES;H H}?X Q;Fl-i-l(sh-i-lv a )’

For the second term, we have
A / / * / /
| By, max Quiar, (s541,0") = By, max Qi (10|

< max @h"rLTh (8h41:0") = Qhi1 (81 a')’
(8410 ) EARt1
o(Th)
Ty
The first inequality is based on Condition 2 and Condition 3. And the second inequality comes from Condition 1. As with
Term A, multiplying by ¢(s7,, ah)TA . and using the fact that [|¢(s, a)TA;, 1T’ || < O(1/Ty) implies the second term is
also bounded by o(T},)/Th.

For the first term, we bound it by Lemma concentration inequality with Condition 4 and Condition 5, and that 87, is
O(Th),

|H5}X Qn+1,1, (Sh1 a’) — H'Es’h+1 max Qh+1,Th(5lh,+1a al>|
< [max (@ns1,7(5741,@") + CBry (5744, 0))

— min{H,E,,

h+1

< |max (Qne1,7, (5] 11:0') + CBhy1a(s741,0')) = By, max Q1,1 (s)41:') + CBhgra(s,41,))) |

H}f}X(QhH,Th(S%Ha a') + CBhy14(sh11,d"))}|

< [max (Qni17, (57,41, 0') = gy, max (Qny1,1, (S)41,0)|
+ |H}3X CBhri1,.(shyq.a)) — Es ., max CBhs1,4(8hy1,a))|

o(Th)
T,

19



A Tight Characterization of Reward Poisoning in Linear MDPs

Thus, the upper bound of term C is sublinear in 77},.

Combining Terms A, B, and C, we conclude that for every (s,a) € Ay,

|6(s, )T (@n)] — d(s,0)T (i)l | =

As for the upper confidence bound of empirical Q function values for any (s, a) € Ay,

‘Qh,Th(87a) - QZ(S,G)‘ = ’Qh,Th (S,(L) + CBh,t(S7a) - QZ(Saa/)| < ‘Qh,Th(S7a> - Q;;(S,G/)! + |CBh,t(S7a>"

Since T}, > -2+ - log(poly(|S|, |Al, I/A’,;T,é)), (s, a) is visited at least by - T}, times. From Lemma ,

Art
(Th)3 o(Ty)
CBh:(s,a)| < O = )
| h,t(S a)| >~ ( /7b4'Th) Th

We conclude that for every (s,a) € Ay,

|Qn.r(s,0) = Qi (s,0)| < |Qn,r, (s,0) — Q(5,0)| + |CBpu(s,a)|
= |¢(37a’)—rwh - ¢(Saa)—rw; + ‘CBh,t(&a)’
o(Th)

T}

This completes the proof of Lemma [B.4] O

Now we return to the proof of our main theorem.

Theorem B.5S. Suppose the optimal objective €* from our convex program is negative (¢* < 0). Then there exists a linear
MDP (with true parameters {wj; }) and a no-regret algorithm (LSVI-UCB) such that any successful attack with sublinear
cost forcing the learner to play 7' for T — o(T) episodes when T is large enough must incur the objective in our convex
program is non-negative (¢* > 0). Hence, the environment is not attackable when €* < 0.

Proof. We aim to prove that if €* < 0, then no o(T')-cost attack can make the learner play 7 in 7' — o(T’) episodes under a
linear MDP environment. We show this by demonstrating a no-regret algorithm, LSVI-UCB, that resists any such attempt
when €* < 0.

Step 1. We first show that: for large enough T, if the target policy 7' is selected by T'— o(T') times, then with probability at
least 1 — 0, for all h € [H], every state-action pair (s,a) € Ay, is visited by at least % times, where Af is defined in
Lemma[B.4]

The proof is a straightforward application of the Chernoff bound. First, since the target policy is selected by 7' — o(T") times
and T is large enough, we assume the target policy is selected by at least %T times. For any fixed s, a with dzT (s,a) >0,

the expected visit times of (s, a) at step h is at least 2A}f T'/3 times. Thus we have, the probability that visit (s, a) at step h
is less than AZTT/QS is bounded by

ot

exp (—(1/2) - (1/2)* - 227 T/3) = exp (— A;f) < 1/poly(|S]. |4, 1/AF.6).

Applying the union bound on all (s,a) € Ay and all h € [H] leads to the result.

Step 2. Next we do the proof conditioned on the event that for all h € [H], every state-action pair (s, a) € Ay, is visited by

o
at least Ahg T times, which happens with high probability.

Now we pick a step T, where the victim algorithm selects the target policy 7'. Since we assume that the victim algorithm
selects 7t for 7' — o(T") times and the event in Step 1 happens with high probability, there are infinitely many 7} that satisfy
the constraint.
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Because the victim algorithm select 7, we have for all step . € [H] and all (s,a) € Ay,

Qn(s,a) + CBh.1,(s,a) > Qn(s,a’) + CBy 1, (s,a"),Va' # a.

Step 2.1. Now we first show that, with probability at least 1 — o(d) (where we hide the dependency on H), for all h € [H]|
and all (s, a), we have

6(s,a)T ()}, — o(s,0) T (wi)l, | =

The proof is a direct application of Lemma with induction. First for the base case step H, since Q Hy1,7(8,0) =
Q¥ 41 (s,a) = 0 for all s, a, condition 1 and 2 for Lemma are satisfied. Then, because the victim algorithm selects 7t
condition 3 is also satisfied. Then because we condition on the event that for all h € [H], every state-action pair (s,a) € Ay,

=o(T)/T.

is visited by at least 25 T (imes, condition 4 and 5 are also satisfied. Then Lemma B.4|for step H holds.

Then if Lemma [B-4|for step h + 1 holds, for step h. Condition 1 holds because from step /1 + 1, we have for all s, a such
that d;{lrl(& a) > 0, satisfies

|@ns1.7(s,0) = Qhya(s,a)| = o(T)/T.

Step 2.2. Now, for all h € [H] and all (s, a), we have

Qh(S,TFT(S)) + CBhyTO(s,wT(s)) > Qn(s,a) + CBy 1, (s,a), Va# WT(S).

Writing @y, as the sum of its components (wh) I -+ (p) A‘h and substituting the expression for the parallel component, we

obtain:
on(s,7(s)) " ((wp)L, + (@n)E,) + CBar(s,7'(5) > ¢n(s,a)T ((wf)l, + (@n)E,) + CBar(s,a).

Thus, this perpendicular contribution can be absorbed into the existing o(T") /T terms.

Since for s with d7' (s) > 0 and a = 1 (s) we have ¢y, (s, 7! (s)) " (wn);, = 0 due to orthogonality, we rearrange to obtain:

on(s, 7l (s)) (wh)ﬂxh — ¢n(s,a)’ ((wh),!xh + (Wp)z, ) > (;:) r(s,a) — CByr(s, 7' (s)). (14)

Because the confidence bounds CB), (s, a) tend to zero as T — oo, the inequality equat1onﬂ implies that the attack gap
cannot be made positive if ¢ < 0. When a = 71 (s), since (s nf(s )) € Ay, we have

T, T, .
Q.71 (5) = n(s.71(5) " (wih, + 0 (s.77()) " (@), = o (s, () " (i,

Hence the inequality can be rewritten as Q}, (s, 7 (s)) > @}, (s, a), which satisfies the first condition of the optimization

problem|[T]

For the third condition of the optimization problem to let ||A]|2 < v/d, we need

whywy < d,

|| wn —Zuh (Pr1(s'sm(s")), wnyr) ds’ H2<d Vh=1,...,H -1,

where the second line expands to

wlwn =23 wl () dnea (s w(s) T s

s/

> wi ey (s1) pr(s2) Snra(s1,7(51)) bnra(s2, (52)) Twhir dsydsy < d.

S1 So
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Therefore, we obtain the following simplified quadratic program:

whwy < d,

T T T
wpwp — wp, Cwpgr + wy Dwpyy <d, h=1,...,H—1,

in which the matrices C' and D are determined by 7, i, and ¢, and they satisfy ||C||2 < 2v/d S and || D||2 < d S?, with
S = |S| and the boundedness of y;, and ¢p,.

To find a sufficient condition satisfying the above QP, we upper bound the LHS of the above inequality,
wiwy, — w) Cwprr + wip Dwpgr < Jwnlly + 25Vd|lwpllz [lwnsillz + dS w3

= (lwllz + SV [[wpia]l2)*.

Thus, a sufficient condition for the above QP is

w2 <V.
lwhll2 + SV |[whiall <Vd, Vh=1,...,H—1,

Take

1
< — 15
lenlz < 55 (s)

and it will satisfy the above conditions.

To ensure the condition on the norm of wy, holds, by Lemma B.2 from|Jin et al.| (2020), we need

2H/dt
. > @S - 4H SV dt. (16)

Note that the original LSVI-UCB algorithm chooses A; = 1 inlJin et al.|(2020). However, we show that the LSVI-UCB
algorithm with the chosen A\, = 4H SV/dt is still no-regret in Proposition

Finally, we need to examine whether the second condition holds.

1

Lemma B.6. In white-box setting, given the policy , if |wy| < 55, Vh, there exists a one-to-one mapping between Q™

function and r function under the occupancy measure of  in the following sense: for each step h, if we denote the subspace
spanned by

{gzﬁh(smr(s)) ‘ dr(s) > 0} as A7y,

then the correspondence between wy, and 0y, is one-to-one only on the projected components (w;,,)l‘M and (G;L)IHM under the
h h

occupancy measure of . The component (0y,) A_;' is not identifiable from (wy,) AT under the occupancy measure of m and can
be chosen arbitrarily without changing (¢n (s, 7(s)), 0n) for states with dj; (s) > 0.

Proof. We use the Bellman identity under a fixed policy 7 and work on the occupancy support at each step.
(i) From 6 to w on A7. We first conclude (wh)IHML is determined by {6,}£L, by backward induction.

For h = H, for all s with d7;(s) > 0, we have
QE (37 W(S)) =TH (Sa 7T(S)) = <¢H (Sa 7T(S)) ) 9H> = <¢H (87 7T(S)) ) wH>a
which implies (UJH)IILWH = (QH)E‘&Q
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For h < H, assume wy, 41 is fixed. Using the linear MDP model Py, (s'|s, a) = (¢n(s, a), un(s’)) and the Bellman equation
under 7, for all s with df;(s) > 0,

(on(s,m(s)), wn) = QZ(S (s ))
=7 (s, m( ZPh "Is, 7(s)) Q1 (s',m(s")) ds’

= <¢h (Sa 71'(8 veh + Z ¢h S, T s))wuh(sl)> Q;zr+1 (Sl? W(S/)) dS/.
S/
Therefore, on the subspace A7,
(wn)he = (O0) ke + > (un(s") ke Qs (', 7(s)) ds,

which shows (wh)l‘v is determined once (Qh)l‘w and Qf (-, 7(-)) are fixed.

(ii) From w to ¢ on A} . Conversely, given {we} s~ p,» We can reconstruct (65,) ;- I recursively on the occupancy support.

For h = H, the same identity gives (GH)K (wH)IHM . For h < H, for all s with d};(s) > 0,
(s, m(s)) = Qf (s, 7( ZIF’h s, m(s)) Qp 11 (s, w(s")) ds’
= <¢h (Sv,ﬂ(s))vwh> - Z<¢h (8,7T(S))7[1,h(31)> QZ—&-I (s/vﬂ—(sl)) ds’. 17)

ry

Thus, on A7,

On)x = (wn) ke — > (un(s)) kx Qg (', 7(s)) ds”

s/

iii) Non-identifiability of the perpendicular component. By construction, for any v € and any s wit s) >0,
(iii) Non-identifiability of th dicul t. B ion, f AT)+ and ith d}; 0

{pn(s,m(s)),v) = 0.

Hence (6,) jx-;r does not affect (¢ (s, 7(s)), 8;) on the occupancy support and is not identifiable from occupancy-restricted
observations. This completes the proof. O

From Lemma for each step h and a fixed policy 7f, the mapping between wy, and 6, is uniquely determined only on
the projected component onto the subspace spanned by

{d)h(s,ﬂ' ‘ dy (s) > O}

For simplicity, in the rest of this proof we use A, to denote this subspace (i.e., Ap, := A} ).

Given the poisoned reward parameters 01, we can write 0}, = (éh)ih + (éh) Xh. Similarly, write the non-poisoned reward
parameter 0, as 0, = (Hh)H + (On)i, -

We now construct 8}, to satisfy the second condition in the optimization problem (Equation ). Define
0 = (O)y, + o (Bn),

where oy, € [0,1] is chosen so that |6 || < v/d (such an ay, always exists since scaling only affects the perpendicular
component).

Then for any s with d¥' (s) > 0, we have ¢y,(s,7'(s)) € A, and hence ¢n(s,m1(s))T(On)L, = 0 by orthogonality.
Therefore,

6n (5,71 ()) "6}, = dn(s,77(5)) (On)), = 6n (5,71 () 6n,
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which shows that the newly defined reward matches the non-poisoned reward on all target actions that 7' visits, and thus the
second condition of (Equation (I))) is satisfied.

O
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C. Proof of Theorem 5.1]

Throughout, we write

Chi=Ch,  ASP(s):=f{acA:a+#nl(s)}

The main text states the black-box theorem in a story-driven form. In this appendix, we make its quantitative conditions
explicit. In particular, the main-text statement “Stage 1 certifies by time 73 and yields a fixed attacked MDP on which the
target policy is best on the certified support” is quantified here through

Dip >m,  m=0(1/S), =0T, (18)

where El,t is the lower-confidence Stage 1 margin and 75y is the certification time. Likewise, the main-text condition that
Stage 2 succeeds is quantified here as
=0(1/9), (19)

where €3 is the optimal value of the Stage 2 margin-certified penalty design.

We also make explicit the learner-side interface used in the main theorem: the Stage 2 policy 7, is generated by the actual
attacked rewards, which include the target-side compensation schedule, while the pseudo-regret is measured against a fixed
reference reward 7 that differs from the actual Stage 2 reward only on target actions. This interface is stated precisely in
equation [75] below.

C.1. Detailed black-box algorithm

C.2. Basic model and notation

We work in the finite-horizon linear MDP model. For each stage h € [H], there exist a reward vector 0} € R? and a
vector-valued signed measure

* *,(1 *,(d
Hp = (.Uh( )a"'a:uh( ))
such that
rn(s,a) = ¢n(s,a)’ 0F, Pr(-|s,a) Zqﬁhz s,a) ’( D, (20)

with ||¢n(s,a)||2 < 1and (s, a) € [0,1].
Hence, for every bounded measurable v : S — R, there exists a vector
mp(v) € R?

such that
Elv(spht1) | sh = s,an =a] = (bh(s,a)Tmh(v). 21

For the target policy 7, define

6h(s) = dn(s,71(s)).

We assume the initial-state distribution is supported on the certified set:

p(C1) =1, (22)
and the certified support is closed under all certified actions:
P (Chyr | s,0) =1,  Vhe[H—1], Vs €Cp, Ya € AP (s) U {n'(s)}. (23)

Therefore, every trajectory that starts in C; and thereafter takes certified actions remains in the certified domain.

We also assume throughout that the attacked rewards fed to the learner are admissible, i.e. they lie in [0, 1]. In particular, the
Stage 1 rewards ?ﬁg before freezing and ?{’11) after freezing are assumed admissible on the certified domain, and the Stage 2

actual rewards fﬁb 2 are assumed admissible by construction. This guarantees that every overwritten step contributes at most

one unit to the shaplng cost.

Finally, we will repeatedly use the standard performance-difference identity.
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Algorithm 3 Black-box Two-Stage Attack

1:

AN AN S

26:
27:
28:

29:
30:
31:
32:
33:
34
35:

Inputs: horizon H, total episodes T, Stage 1 length T}, budget S, regularization X, features ¢, target policy 7', certified support
{Cr}},, threshold ;.
Solve the relaxed Stage 1 CQP equationto obtain e and {wo  }iL ;. If € < 0, return NON-ATTACKABLE.
For each h € [H], set go,, < Swo,n, go,rr+1 < 0, and vo,,(s) < (¢! (s), qo,n). Mark Stage 1 as not frozen.
fort=1,...,71 do
forh=1,...,H do
Update Ao,ne = A+ 32025 6n(sh, an)én(si, aR) T o = Mg j, S202) dn(s7, af) vons1(740)s and 7, ) (s, @)
on(s,a) " (qon — bo,ni)-
end for
Compute I'; ; < minpem (566 -2 Zf:_hl Uo,j,t).
if 'y , > 1 and Stage 1 is not frozen then
Set Tax < t; for each h € [H], freeze §O,h — qQo,h *go,h,t and ?le>(s, a) < on(s, a)Té\o,h. Mark Stage 1 as frozen.
end if
forh=1,...,Hdo
Feed the current Stage 1 reward: if Stage 1 is not frozen, feed ng (s}, al); otherwise feed 77(h1) (sh,al).
end for

: end for
. if Stage 1 is not frozen then

Return NON-ATTACKABLE.

: end if
: Extract the clean Stage 1 suffix Tciean < {¢ € [T1] : t > Thx, Bt(l) =0}

forh=1,...,H do
For each t € Teiean, form xp, ¢ < ¢} (sh) and G, ¢ < Zf:h ri(st,wi(sh)).
Update T} = AT+ 3, appap, and @n = (TF) 71 30,0

Define G}, (s,a) ¢ én(s, ) @n and (s, a) + [Q} (s, @) ~ Qf (s, (5], + an (905, @)l ey s + 18](5) ooy )-

xh,tGh,t-

: end for

: Solve the Stage 2 margin-certified penalty design equation E]—equation E] to obtain ¢} and {ux}f_;. If ¢ < 0, return NON-
ATTACKABLE.
Define the Stage 2 reference reward 71, (s, a) < 74(s,a) if a = 7' (s), and 7, (s, @) + [ra(s,a) — (dn(s,a),un)] 0.1] otherwise.

forh=1,...,Hdo

Compute Dj?* < > <7, (ﬁl)(sz,aﬁl) —ru(sh,ah)).

t__f,.t
ap=7"(sp)

end for
Choose an admissible predictable compensation schedule {c}, }+~7, such that ZhH:1 DTy lch| < Zthl |D
fort=T1+1,...,Tdo

forh=1,...,Hdo

tar
el

Feed f;fz(s, a) « ri(s,a) + ¢, ifa = 7' (s), and ffg(& a) « Tr(s, a) otherwise.
end for
end for
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Lemma C.1 (Performance-difference identity). Fix any finite-horizon MDP and any deterministic policy 7'. Then for every
policy ,
H

Z (Qh sh, T (sn)) — Qf(sh,ah)ﬂ . (24)

Vlﬂf( 1) — Vi"(s1)

Proof. This is the standard finite-horizon performance-difference decomposition. It follows by writing

Vi (s) = Vir (s) = B [QF (s 7 (50)) = @ (s, a0) + Virka (sn41) = Vil (snsa) | s = 5]
and telescoping from h = 1 to H. O

C.3. Phasewise UCRL regret on fixed attacked suffixes

We will use the following phasewise regret bound on fixed attacked suffixes.

Proposition C.2 (Phasewise UCRL-VTR regret). Assume the learner is UCRL-VTR and the transition model belongs to a
linear-mixture family of dimension d. Consider any attacked phase that starts after an arbitrary stopping time and thereafter
interacts with a fixed attacked MDP of horizon H for K episodes. Then there exists a universal constant Cycp) > 0 such
that, conditional on the history at the phase start, with probability at least 1 — 6,

2TH
1%egUCRL (K; 5) < Cuerl dH3/2 K IOgT =: RUCRL (K, 5) (25)

Proof. For a fresh run on a fixed linear-mixture MDP, this is the standard UCRL-VTR regret rate. Conditioning on a
stopping time only adds past data before the new phase starts; this can only shrink the confidence set and improve the design
matrices. Hence the same linear-mixture order applies on the suffix process. O

C.4. Stage 1: continuation-term regression and certification

Recall the relaxed CQP(1) from the main text:

* . +
€0 = max mln<¢stw — max (¢ S,a,w),
on lwll2< 55 s€Ch (On(s),w) a#w‘r(s)< (s,a),w)
66 ‘= min 60 h- o6

he[H]

If € < 0, the relaxed geometric certificate fails and the two-stage construction returns NON-ATTACKABLE. Assume
henceforth that €fj > 0.

Let wy j, be an optimizer and define
qo,n = Swo,p, qo,H+1 := 0. 27

Define the Stage 1 surrogate values

von(s) = (0} (s), qo,n)s o1 =0 (28)

The only model-dependent quantity needed in Stage 1 is the one-step continuation term

ton(s,a) :=Evo p+1(Snt1) | sn = s,an = al. (29)

Lemma C.3 (Stage 1 continuation-term linearity). For each stage h € [H], there exists a vector by, ;, € R such that

po.n(s,a) = ¢n(s, a)Tba,h Sorall (s,a). (30)
Proof. This is immediate from equationby taking v = vo p41. O
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At episode ¢, define the value-targeted regression target

Yo,h,t = V0,h41(Shy1)- 31)
Let
t—1
Noe =M+ on(sh ap)on(sq.ap) ", (32)
=1
and define the ridge estimate
t—1
bo,h,t = A(;;ll_,t Z Oh(Shs ah) Yo, b (33)
T=1

Lemma C.4 (Continuation-term confidence). There exists an event &y with probability at least 1 — § such that for every
stage h, every episode t, and every state-action pair (s, a),

én(s, G)T@o,h,t - bSyh)‘ < Uoni(s,a), (34)
where
Uo,ni(s,a) := Bontldn(s,a)lly-1 (35)

for a standard self-normalized confidence radius Bo .+ = 6(\/&)

Proof. For each ¢, the regression target satisfies
to t ot t o tN\T
]E[yo,h,t | Shyap, Frho1] = HO,h(Shaah) = ¢n(sp,ap) b(*),h

by Lemma Since |yo,n,t| < sup, |vo,n+1(S)| < ||go,n+1]|2, the noise is bounded, and the standard self-normalized
least-squares bound gives equation [34] O

Using the current continuation-term estimate, define the provisional Stage 1 reward

i (s,a) == dn(s,a) T (qon — boue). (36)

Lemma C.5 (Stage 1 one-step lower-confidence gap). On the event &, for every episode t, every stage h, every s € Cp,
and every a € A;™(s),

(5,77 (5)) + Elvonser (sng1) | sn = s,an = 77(5)]
— 70 (s,a) = Elvons1(sns1) | sn = s,an = d
> Segy — Uo (s, WT(S)) —Uoni(s,a). (37)
Proof. By definition,
#hl,i(s,a) + E[vo,nt1(sn+1) | sn = s, an = a

= ¢n(s,a) " (qon — bone) + Pn(s,a) b5,
= (¢n(5,0), qo.p) + On(s,a)T (B — Donr)-

Subtract the two actions and apply the CQP margin together with Lemma [C.4] O
Define the uniform Stage 1 bonus -
Uo,h,t = sup Uo,n,i(s,a). (38)
s€Ch,
aE.A;’mp(s)u{ﬂ'T (s)}

Define the target-value tracking error under the provisional Stage 1 reward:

t D)
€o,n,t := sup |von(s) =V, "

(S)|, 607H+17t = 0 (39)
s€eCy,
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Lemma C.6 (Stage 1 tracking recursion). On the event &y, for every t and every h € [H],

eont < Uont + €0ttt (40)
Consequently,
H-1
cont < Y Uoju (41)
j=h

Proof. Fix s € Cp,. By definition of vg 1, and ?’fl),

von(s) = 7o) (5,77 ()) + Elvo et (sn1) | 50 = s,an = 71 (8)] + 05 ()T Bo,ne — b1

Also,
at D 71.1‘7’751)
Vi (s) = A (s, (8) BVt (sne1) | 5w = s,a = 71 (5))-

Subtracting, using equation 23] and applying Lemma[C.4]yields

ot FD _
lvon(s) = Vi 7" (9)] < Uone + €onsae
Taking the supremum over s € Cj, proves the recursion, and iteration gives the sum bound. O
Proposition C.7 (Stage 1 lower-confidence certified Q-gap). On the event &, for every episode t, every stage h, every

s € Cp, and every a € A" (s),

H-1
ot 7D TFT,~t(1) * TT
Qy, e (S,TFT(S)) -Q, " (s,a) > Sej — 2 Z Uo,jt- (42)

j=h

Proof. Fix h, s,a. Write

af ~(1) 71.1‘77,751)
Qh e (37 7TT(S)) - Qh (Sa (1)
1 1
(s, (s) — 7 (s,a)

T at 7D

t (1)
+E V,H_’lrt (Sh+1) | s = s,ap, = W‘L(s)] I['?l{‘/h_~_’1t (Sh+1) | sn = s,ap, =a .

Add and subtract the two continuation terms

E[vont1(sni1) | sn = s,an = 71 (s)], Elvo nt1(sh+1) | sn = s, an = al.
By Lemmal[C.3]
?ﬁz(s,ﬂT(s)) +Efvo ni1(sni1) | sn = s,an = 71(s)] — ?’ﬁ)(s, a) —E[vo,n1(sn+1) | sn = s,an = a] > Sef—2Uq ¢

The remaining continuation mismatch is bounded by

H-1
2e0,h+1,t < 2 Z U jt
j=h+1
using Lemma|[C.6] Combining the two bounds yields
H-1
St =D t (1) _
Qh " (Saﬂ-T(S)) - QZ e (Sva) Z SES -2 Z UOJJ%
j=h
as claimed. O
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Define the lower-confidence Stage 1 margin at episode ¢ by

H-1
T, = min | Sex—25 Toy |- 43
Ly, = min | S¢; ; 0.3,t 43)

Fix a target certification threshold 7; > 0 and define

Thx = inf{t < Ty 0y > m}. (44)

At time Tgy, freeze the Stage 1 steering reward:
ao,h = qo,hn *go,h,mx, ?‘ﬁl)(&a) = ¢n(s, G)Tao,h- (45)
Lemma C.8 (Thresholded Stage 1 certification). If
Lyr =m, (46)

then Tax < T, and the frozen Stage 1 reward satisfies

7‘.T7;(1)

n (simi(s) - Qp

tF

(s,a) >m, Vh, Vs € Cp, Ya € A5 (s). 47)

Proof. Since I'y g, > 11, the set in equation[#4]is nonempty, hence 75 < T}. Evaluating Proposition [C.7|at t = 7 yields

T (1) t (1)
QZ " (S,WT(S)) - QZ " (Saa) > Ely"'fix > 1.
O]

Corollary C.9 (Stage 1 frozen target optimality). On the event &, if equation |46 holds, then on the reachable certified
domain, the policy ' is optimal in the frozen Stage 1 attacked MDP (P*, 17(1)), and the gap bound equation holds with
margin 1.

Proof. Apply Lemma|C.8] Since p(C;) = 1 and equation 23|implies that every reachable state stays inside {C}, }, backward
induction shows that no policy can outperform 7' on the reachable certified domain. [

C.5. Stage 1 clean history and warm-start corruption

Define the Stage 1 bad-episode indicator on the frozen forcing suffix:
T
BV = 1{t > sy, 3h € [H]st. s, € Ch, afy € A(sh)}, ML= BY. (48)
t=1

Define the set of clean Stage 1 suffix episodes by
Tetean = {t € [T1] : t > 7he, BV =0} (49)
Lemma C.10 (Clean suffix episodes are genuine target rollouts). On the event £y, if t € Tciean, then for every stage h € [H],
sh € Cp, al, = nf(sh).
In particular, the clean reward sequence observed on episode t is a genuine rollout of ' in the clean MDP,

Proof. Since p(C1) = 1, the episode starts in C;. Because Bt(l) = 0, no certified non-target action is selected on that episode.
Since A;"™P(s) U {rT(s)} = A, this means al, = 7'(s!) for every h with s! € Cj,. Support closure then propagates
5441 € Chy1. An induction on h proves the claim. O
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Proposition C.11 (Stage 1 suffix regret-to-count). Assume equation[46|and n, = ©(1/S). Then

Ty — max + 1,0 ~
Mt()?d < Rucru( 1771 Tax + 1,0) _O(/T). (50)
Consequently,
|7—clean| ZTl *7—1:1)(4’1 *O( V Tl) (51)

Proof. On the frozen suffix, the learner interacts with the fixed attacked MDP (P*,7(1)), and 7 is optimal on the reachable
certified domain by Corollary For every bad suffix episode t, let h{¢" be its first certified deviation stage. Then

ey

T (1)
thev (Shde‘” T(SZ?QV)) QZdF‘C ( hdev7 ahdev) > nl

By Lemma the entire episode therefore incurs at least 7); regret relative to 7'. Summing over bad suffix episodes and
applying Proposition[C.2]to the suffix of length T} — 755 + 1 proves the bound. O

Define the total Stage 1 warm-start corruption mass
0= 33 15 € o < AP} &
t=1 h=1

Corollary C.12 (Warm-start corruption size). Assume equation m = 6(1/8), and 7ax = O(V/T}). Then
So < H(max + ML) = O(V/T). (53)

Proof. Before 75y, every episode contributes at most H overwritten certified steps. After g, only bad suffix episodes
contribute certified non-target selections. Use Proposition |[C.11] O

C.6. Stage 2: clean target-() confidence and conservative gap estimation

For the clean MDP and the target policy 7', define the target-policy Q-function
. H
Qr "(s,a) =rp(s,a) +E Z ri(sj, 7 (s5)) | sn =5, ap = a, apprg =7

j=h+1

Lemma C.13 (Linear representation of the target-policy Q-function). For each stage h € [H|, there exists a vector w}; € R4
such that

Qf’r(&a) = gbh(s,a)—rw}: forall (s,a). (54)
Proof. This is the standard linear-MDP Bellman closure. We prove it by backward induction. At stage H,

Q" (s,0) = ru(s,a) = ¢u(s,a) 0%,

so take w}{ = 07;. Assume

Qh+1( ) = ¢h+1(87a)Tw;[l+1.

Then
;
Q5 " (5,a) = dn(s,0) "0} + E[¢L+1(5h+l)TU’IL+1 Sp=S,anp =al,
and the second term is linear in ¢y, (s, a) by equation O
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For each clean episode t € Tjean and each stage h, define the clean Monte Carlo return

H
Gha= Y ri(sh,mi(sh)). (55)
j=h
Since the attacker observes the clean reward before replacing it, the quantity GG, ; is available on every clean episode.
Define
The=oh(sh),  TR=MA+ Y apag, (56)
t€Tcrean
and the ridge estimator
p = (T5)"" Y @niGh. (57)
t€Tcrean

Lemma C.14 (Stage 2 target-@) confidence). There exists an event E; with probability at least 1 — 26 such that for every
h € [H] and every x € RY,
e (@h — w])| < anlell -1, (58)

where _
o, = O(HVd). (59)
Proof. Foreacht € Tciean, Lemma@] implies that episode ¢ is a genuine target rollout in the clean MDP. Hence

T
E[Ghe | shy Fen-1] = Qp " (sh, 7' (sh)) = @ ywf,

by Lemma Since 0 < Gj; < H—h+1, the noise is conditionally sub-Gaussian with scale O(H ). The self-normalized
least-squares bound then gives equation O

Define the plug-in estimate R
Q! (s,a) == pn(s,a)  @p. (60)
Lemma C.15 (Target-side mismatch). On the event £, under the excitation condition from the main theorem and

Tfix = O(\/ﬁ),

~ X ~ d
o 1= e sup [ Q)71 (9) = @ (a1 4))| < © (ff) | o

Proof. By Proposition , the clean suffix has size 77 — 6(\/T1). Under the theorem’s excitation condition, the design
matrix Flhs' is therefore of order 7} on every certified stage. Combining this with Lemma proves the claim. O

For s € Cj, and a € A;™"(s), define
an(s,0) :=[Q}(s,a) = Qh(s. 7 ()],
+ an(llon(s. @)llopy-1 + 853l o1 ) 62)
Lemma C.16 (Conservative disadvantage bound). On the event Es, for every h € [H), every s € Cp,, and every a € A;™"(s),
T (s,a) — QF (5,71 (s)) < gn(s, a). (63)
Proof. Add and subtract the plug-in estimate:

QZTJ-(S, a) _ ZT,T<S7 ﬂ'T(S))
= [Q}(s,a) — @} (5,7 (s))]
+[QF(5,0) = Ql(s. )] + [Qh (.7 () = QF (s 71 (5))].

Apply Lemma|C.T4]to the last two terms and take the positive part on the plug-in difference. O
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C.7. Stage 2: margin-certified penalty and integrated compensation

Define the Stage 2 margin-certified program by

€5 1= 6){131:?%:1 € (64)

s.t. (pn(s,a),up) > gn(s,a) + e, Vh, Vs € Cp, Ya € A5 (s), (65)
(¢F(s),un) =0,  Vh, Vs € Ch, (66)

lunl2 < Vd,  Vh. (67)

If 5 < 0, the Stage 2 certificate fails and the construction returns NON-ATTACKABLE. Assume henceforth that €5 > 0, and
let {u }HL_ | be any optimizer.

Define the stationary Stage 2 reference reward

Th(s,a), a=ml(s),
Th(s,a) = 68
h( ) { [Th(sv a) — <d)h(8, a),uh>] 0,1]° ac Azmp(s). (68)

Proposition C.17 (Stage 2 certified local gap for the reference reward). On the event Es, for every h € [H|, every s € Cp,
and every a € A" (s),
't 7 nt,7 *
Q- (S,WT(S)) — Q) " (s,a) > €. (69)
Proof. For a non-target action a,
Fh(sv a) < rh(sv a) - <¢h(87 a)’ uh>
because clipping only decreases the non-target reward. Also, 7, (s, 77 (s)) = rj,(s,77(s)). Therefore,

AN

(s, () - "(s,0)
>Q (s, (s) - (Q,, "(s,a) = (6n(s,a), un))
= {¢n(s.a),un) = (QF " (s,0) = QF " (5,7'(5))).

By equation[7]and Lemma[C.16]

atr xfr .
(On(s,a), un) — (Qh "(s,a) —Qp (S,WT(S))) > €5.
This proves equation [69] -

Corollary C.18 (Stage 2 reference optimality). On the event &, if €5 > 0, then 7' is optimal on the reachable certified
domain under the Stage 2 reference reward .

Proof. By Proposition , every certified comparison action has strictly smaller Q”T ‘T_value than the target action at the
same certified state. Since p(C1) = 1 and equationkeeps the process inside the certified domain, backward induction
yields the claim. O

During Stage 1, target visits use the steering reward rather than the clean reward, which leaves a finite target-side discrepancy.
Define the target debt by

D= S (A shoah) —ralshoal)). helH) 70)
t<Th:
t___t t
ap,=7"(s})

Lemma C.19 (Target-debt size).
H

Z |D{| < HT. (71)
h=1
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Proof. Each summand in equation is the difference of two admissible rewards in [0, 1], hence has absolute value at most
1. For each fixed (¢, h), at most one target action is taken. Summing over h € [H] and ¢ < T proves the claim. O

Assume there exists an admissible predictable compensation schedule {c}, };~r, such that

Ceorr(Th) Z > lehl < Z | D} (72)

h=1t>T,
The actual Stage 2 reward is then
¢ _
(s, = 4 M H G 0= ) (73)
: Tn(s,a), a e A5 (s).

Learner-side warm-start interface. Define the Stage 2 pseudo-regret against the stationary reference reward 7 by

B0 - Y (v st =), (74)

t=T1+1

where 7, is the learner’s episode-t policy induced by the actual Stage 2 observations 7‘(2)

The main theorem assumes the following interface: there exists an event &, with probability at least 1 — § such that
RP () < Con d BV (14 S0 + 70arV'T), 75)

for some universal constant C\,, > 0. This interface already measures the learner’s policy 7; under the actual Stage 2
observations, and therefore implicitly accounts for the effect of the target-side compensation on the learner’s behavior. Its
direct shaping cost will be accounted for separately through Ceo, (7).

Corollary C.20 (Explicit Stage 2 regret scale). On &y, N &,

@ (= <O 3/2 T
R} (r)_O(dH \/T) ( T1+\/TT)' (76)
Proof. Use Corollary [C.12]and Lemma[C.15]in equation[75] O
C.8. Stage 2 disagreement count and total cost
Define the Stage 2 bad-episode indicator
B(z) = 1{3h € [H]s.t. s}, € Cy, aj, € A" (sh)}, t> Ty,
M2, - => B 2, (77)
t>T4
Proposition C.21 (Stage 2 deviation charging). On & N Eyy,
& Miny < R (7). (78)
Consequently,
~ T
M2 <o<dH3/25< TT +)> 79
bad = 1 \/CZT (79)

Proof. Fix abad episode t > T, and let h{®" be its first certified deviation stage. Since p(C;) = 1 and equation [23|holds,
the entire episode remains in the certified domain. By Proposition

thgv (Shdev , 7"']L (Sz«;lev )) thev (Shdev y ahdev) > 62

Applying Lemma to the reference reward 7, the whole episode contributes at least €5 to the pseudo-regret Ré? ) (7).
Summing over bad episodes proves equation

Then use Corollary and the theorem assumption €5 = ©(1/5). O
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Proposition C.22 (Stage 2 penalty cost). Let

Umax = sup <¢h (57 a)v uh>' (80)
he[H], s€Chp,
a€ A" ()

Then
Unnax < V4, (81)

and the Stage 2 cost satisfies

~ T
Cost® < Coonr(T1) + HUpmax M2\ < HTy + O <d3/2H5/QS ( TT + ﬁ)) . (82)

Proof. The bound Up,ayx < v/d follows from llunllz < Vdand ||¢n(s,a)l2 < 1.

For every non-target action, (¢,(s,a), us) > gn(s,a) + € > 0, so the clipping in equation[68|can only reduce the penalty
magnitude. Hence on every non-target step,

|7“h(5, G;) - ’Fh(s’ a‘)| S <¢h(85 a)7uh> S Umax-

Every bad Stage 2 episode can incur non-target penalty on at most I steps, and each such step contributes at most Uy, .

Adding the target-side compensation cost and using Lemma[C.19]and equation [72] proves the claim. O

C.9. Proof of Theorem

Proof of Theorem[5.1] Let
Eb =& NENEw N{L 7, =M}

By the union bound,

Pr(gbb)ZI—(5+25+5):1—4§.

On &y, Lemma|C.8|yields max < T3 and a frozen Stage 1 gap of size 7;. Under the theorem assumption 1, = ©(1/5),
Proposition[C.11] gives a clean Stage 1 suffix of size

|7::lean| 2 Tl — Thx + 1- 6( V T )

Under the quantitative Stage 1 assumption 7qy = 5(\/ T}), this implies

|7zlean| >Ty — 6(@)7 SO = va(\/CZT)

(va
VYtar = O(ﬁ) .

Ccorr(Tl) S HTl

Lemma[C.13] gives

Lemma [C.19]and equation [72] give

Next, Corollary [C.20]and Proposition[C.21] yield

o < O < z )>
Myy <O(dH??S (/TT + :
bad ( YTVT

By Proposition[C.22]

~ T
Cost® < HT, o(d3/2H5/25< TT >)
st = A VT
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Finally, the Stage 1 phase consists of an estimation prefix of length at most 74, and a frozen forcing suffix up to 7. Since
all fed rewards are admissible, at most H rewards can be modified per episode, so

Cost™™ < HT.
Combining the two stages gives

~ T
Cost(T, Ty) = Cost™ + Cost® < O(HT1 +d3?H5%8 (s/T T) + ﬁ)) : (83)
1

This proves the claimed symbolic tradeoff. In particular, choosing

gives
Cost(T, 0(VT)) < 6(d3/2H5/25T3/4) :
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D. Empirical Design and Results

In this appendix, we include the rest of the details about our experiments and results left out of section [6] due to space
constraints. We begin by introducing our empirical set up, covering the objectives for both experiments. Then, we present
implementation details where we will provide a link to our code. Finally, we present the rest of our result plots for each
environment and setting.

D.1. Main Paper Full Experiment Details

We run two experiments to test our theoretical results. The first experiment seeks to collect data on the perturbations used
by the adversary as well as the changes in the victim learning algorithm’s policy due to the reward poisoning attack. The
second seeks to check how accurate our CQP’s characterization is in predicting the outcome of a reward poisoning attack
using two metrics.

Obtaining Linear MDPs via CTRL A core challenge in implementing and testing our theoretical framework is how
to obtain good linear MDP environments. It is well known that most interesting problem settings rarely follow a linear
relationship as established in our assumptions. To tackle this challenge, we propose to use the ConTrastive Representation
Learning (CTRL) (Zhang et al.| 2022).

CTRL constructs a linear MDP representation by approximating every variable and mapping function required to define it
(see our main text for linear MDP definition). It does this by using a Soft Actor-Critic (SAC) (Haarnoja et al.| 2018) algorithm
that interacts with the environment to represent, collecting data to construct the linear MDP. What is special about CTRL
is that the learned linear MDPs are accurate enough to allow SOTA performance by other learning algorithms using the
learned representation. While this might seem counterintuitive (real world breaks linearity), the lack of assumptions on the
mapping functions themselves (¢(+, ) and p(+)) allows enough flexibility to model real-world problems. By parameterizing
these mapping functions as neural networks, CTRL can capture complex behaviors while respecting assumptions.

D.2. Black Box vs White Box

The core difference between the black box and white box attack algorithms lies in the access given to the algorithm. The
white box algorithm is given access to the variables and mapping functions of its target linear MDP. The black box algorithm,
on the other hand, has no access and must estimate these parameters. Regardless of using the actual or learned linear MDP
parameters, both learning algorithms solve the CQP characterization to obtain their attack strategies.

Black Box Implementation Implementing the black box algorithm is challenging due to its complexity and the theoretical-
practical implementation gap: while our theory might be sound, it is difficult to implement these ideas exactly and in a
computationally-feasible manner. We tackle this by using different estimation and approximation techniques to execute
Algorithm[T] For stage 1, our algorithm uses light perturbation attacks based on the deviation between victim and adversarial
target policies. The idea is to obtain as many 7'-following trajectories (including the original reward signal) for a good
estimation of the environment. We run stage 1 up to step 5,000, after which we estimate the parameters needed to solve the
CQP by optimization (e.g. ridge regression).

Stage 2 of the black box algorithm uses the collected data and estimated variables to solve the CQP using the popular
CVXPY (Diamond & Boyd, 2016) library. This way, we obtain the equivalent of u;, from our black box theory section.
The adversary then carries out their attack by simply replacing the reward signal observed when the victim learning agent
disagrees with the adversarial target policy (which we use as an “oracle”).

we first provide our plots on reward poisoning against LSVI-UCB (Jin et al.| 2020) for the experiment described in section[6.2]
Additionally, we provide extended results left out from section [6.4] on reward poisoning against CTRL. Finally, we provide
an additional sanity check” experiment to further back our claim that the linear MDP representation obtained by allows our
characterization to be accurate regardless of the linearity of the MDP environments. For each new result, we provide further
analysis on each experiment to complement our main analysis from We also publish our implementatiorﬂ

lhttps ://github.com/aguilarjosell/IntrinsicRobustness_ICML26
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D.3. Testing Theoretical Predictions on Cumulative Perturbations and Victim Policy Convergence

Our first experiment aims to observe the behavior of the adversary’s perturbations and its effects on the victim learning algo-
rithm. As described in section [6.1] we use MuJoCo’s Half-Cheetah, Pendulum, and MountainCart continuous environments.
Aside of these popular reinforcement learning benchmarking environments, we also test our results on the FrozenLake-8x8
tabular MDP environment. We use CTRL to obtain linear MDP representations for these environments.

A crucial aspect of our first experiments is how we obtain vulnerable and robust environments to benchmark from the same
environment. Due to the stochasticity of CTRL, the learned linear MDP representations will always differ, becoming more
similar as CTRL converges. This variability allows us to randomly sample environments whose intrinsic geometry makes
the adversarial objective costly. We run CTRL until we have enough environments for each trial, using early-stopping and
manually-tuned hyperparametersﬂ to achieve this.

Our main experiment code simulates the interaction between the learning and reward poisoning algorithms in vulnerable
and robust environments. We allow up to 7" = 20, 000 episodes/trials, with episode lengths varying for each problenﬂ We
collect the reward perturbation (difference between poisoned reward and original reward), which we present in our per-step
and cumulative plots. We also collect the policy difference metric: L2 norm between parameterizing matrices of both
policies. We assume the same policy architecture for the victim and adversarial target policies—a three-layer Deep Neural
Network with a number of neurons. We simply concatenate all layers into a single vector and then compute the L2 norm.

Victim Algorithms We test two different learning algorithms: the classical LSVI-UCB and CTRL-UCB. LSVI-UCB is
implemented following the algorithm description in (Jin et al., [2020). CTRL-UCB uses CTRL’s representation learning
algorithm to solve linear MDP problemsﬂ We note that these algorithms are non-robust, demonstrating how our theory
applies to vanilla algorithms when a problem is characterized as intrinsically robust.

D.4. Result Analysis

Similar to section [6.4] our plots demonstrate significant differences in the behavior of reward perturbations against our
victim algorithms. For attackable/vulnerable environments (figures [d]and[2), we observe significant downward curvature
in the cumulative perturbation plots in later episodes, subsequent reduction of perturbations. This follows our theoretical
prediction on the sublinear nature of the cumulative perturbations. Furthermore, we can observe this flattening behavior in
the per-episode perturbation plots as later episodes required less perturbations.

Our hypothesis that a later decrease in perturbation strength is connected to convergence towards the adversarial policy
is further strengthen by our policy difference plots. We can appreciate in the plots how the learning algorithm’s policy
becomes closer (L2 distance layer-wise) to the adversarial target policy (the adversary’s objective)E] All in all, environments
characterized as attackable required lower perturbations in later episodes as compared to earlier episodes. The adversary
achieves its goal as signaled by the convergence in the policy difference plots.

For environments deemed intrinsically robust by our characterization (figures [5|and[3), we observe no downward curvature
in the cumulative perturbation plots. As signaled in the per-episode plots, this difference in cumulative perturbation behavior
arises from the consistently high perturbations used in later episodes. The policy difference plots further demonstrate how
the adversary is unable to reach its goal: the plot differences remain large and volatile. Thus, our experiments demonstrate
the inability of an adversary to efficiently (as defined in section ) perturb the rewards of an MDP, characterized as robust, to
convince an unsuspecting learning algorithm that the adversary’s target policy 7 is optimal.

D.5. Examining Accuracy of CQP Characterization

A natural question that arises when using linear MDP representations is what impact, if any, do these approximations have
on the characterization’s accuracy to predict attackability/robustness. Due to the stochasticity of CTRL’s algorithm and
environment continuity, the linear MDP representations may deviate from the optimal linear MDP representation for a
given environment. This deviation can affect the accuracy of our characterization if the estimates are not good enough. We

These details are highly dependent on the problem. Thus, we leave the hyperparameter choices in the README of our repository.

3Each environment has its own horizon limits and speed of learning.

*CTRL-UCB is also presented in the main CTRL paper (Zhang et al.,[2022)

>We assume similar NN weights correlate with similar output distributions. We avoid using KL-divergence as metric due to its
computational expense.
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demonstrate in table [0 results on the accuracy of the characterization’s predictions based on two indicators: sublinearity and
closeness to the adversary’s target policy.

D.6. Experimental Setup

Similarly to our previous experiments, we use CTRL to learn a linear MDP representation for some given Mu-
JoCo/Gymnasium environment. Using this representation, we solve our characterization to obtain the gap €* to characterize
it. We re-run CTRL until we obtain two linear MDPs, one characterized as robust while the other is attackable. Each linear
MDP, along with its characterization, will be used as a label to compare later.

Next, we carry out an adversarial attack using our white box algorithm. We record the perturbations used to attack at each
timestep, as well as whether the learned policy by the learning victim algorithm exhibits the goal objectives delineated
for each adversarial target (see[6.3]). We opted to directly test for the policy behaviors instead of using a policy similarity
measure because of the volatility of the policy difference, and the fact that the learning algorithms will only approximate 7
even when the attack is successful.

In deciding whether an original environment has been successfully attacked, we use two metrics to decide the success of
the attack. The first metric (M1) aims to decide whether the cumulative perturbations follow a sublinear relationship. This
is accomplished by finding the best-fit line g(¢t) = a - t + b using the cumulative scores obtained for the first mm = 500

timesteps. For the next T' — m timesteps, the metric follows the equation M7 = sign (Z;T:m g(t) — Ct) to decide whether
the cumulative perturbations follow (+) or not (—) a sublinear growth.

The second metric (M2) looks more directly into the behaviour of the learned victim policy after 7' = 20, 000 timesteps. We
define attack success based on the adversarial policy behavior presented for each environment in section Specifically,

we observe whether the goal behavior is observable for a majority of the time. This is possible thanks to the specificity of the
behaviour used for each adversarial policy. Below we outline our “’signatures of attack success” used for each environment:

* FrozenLake: Agent does not reach the gift at (7,7), the original objective.
» Half-Cheetah: Agent’s average speed over 7' is negative (running backwards.)

* MountainCart: Agent’s average location is negative (trying to reach the left hill rather than the right one.) We let the
starting location be 0.0.

e Pendulum: Agent’s average angle is 90° &+ 5°.

It is important to note that our metrics come with their own limitations. This is primarily due to the complex behavior that
the adversary seeks to teach the victim policies as well as determining whether the attack was successful or not. In our
case, we focus on M1 and M2 to test our theoretical predictions dealing with the sublinearity of an adversary’s budget in
characterized environments as the victim becomes convinced of 71’s optimality.

D.7. Results and Analysis

Characterization Attackable Robust

Env.\Metric | Sub-lin. (M1) | Adv.’s Goal (M2) | Sub-lin. (M1) | Adv.’s Goal (M2)
FrozenLake 100% 98% 100% 93%
Half-Cheetah 100% 100% 94% 91%
MountainCart 100% 98% 92% 88%
Pendulum 100% 97% 95% 93%

Table 6. Percentage of environments where the selected metric (M 1 or M 2) matched the characterization prediction (attackable or robust.)
We ran for 7" = 20, 000 episodes on 200 environments evenly split based on their attackable or robust characterization of CTRL’s learned
linear MDP according to our theory.

As shown in Table[6] the characterization of the learned representation by CTRL does appear to capture the adversarial
vulnerability or robustness of the underlying environments. For the attackable environments, the cumulative perturbations
“curve down” by remaining below the linear prediction (M1) made after 500 episodes. In terms of the adversary’s goal (M2),
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we observe a very high number of policies that follow the behavior of 7' as described previously (see “signatures of attack
success.”

For the case of robust environments, the sublinearity metric (M1) reports high accuracy in following the predicted behavior
of perturbations under intrinsically robust environments. While not as high as the attackable case, the robust cumulative
perturbations mostly remained above the predicted line. This means that the adversary kept injecting high perturbations that
were comparable or surpassed those of earlier episodes. In the case of the adversary’s goal metric (M2), we also observe that
most policies learned by the victim did not follow the behavior of the adversary’s target policy. These results indicate that
for environments characterized as robust, the adversary was unable to convince the victim algorithm of 7’s optimality.

D.8. Sensitivity of CQP-based Attackability Test Amid Uncertainty

We are also interested in investigating the sensitivity of our CQP across different sources of noise and different degrees of
“certainty” when computing €* with our CQP. For this, we design an experiment to test synthetically-generated linear MDPs,
which we characterized and split into three categories using e: clearly attackable (¢* > 0.1), near-boundary (|e*| < 0.1),
and clearly robust (¢* < —0.1). The linear MDPs have structure (S, A, d, H) = (20,5, 10, 10). We also inject Gaussian
noise at different levels o € {0.0,0.05,0.1,0.2} independently of ¢, 6 and P. We generate linear MDPs until we have 100
instances of clearly attackable, clearly robust, or near-boundary; we record €* for each run.

D.9. Results and Analysis

Noise/Group Accuracy | Clearly Attackable | Near-boundary | Clearly Robust
oc=0.0 100% 98% 100%
o =0.05 100% 94% 98%
oc=0.1 99% 73% 99%
oc=0.2 98% 60% 100%

Table 7. CQP sensitivity results: reward parameter noise. Near-boundary is considered |e¢*| < 0.1. We record the number of flips of €* as
we vary the noise on the linear MDP’s parameters. We find that reward noise can moderately affect CQP accuracy, especially in large
noise scenarios.

Table[7] presents our findings for the reward noise case. We observe that our CQP is resistant to small amounts of noise on
the reward parameter 6. As the noise level increases, we observe a higher rate of disagreement among €* computations. This
indicates some stability at moderate reward parameter noise.

We also tested introducing noise into the transition function (P) and mapping function (¢), where we observed no sign flips
when injecting P. In contrast, introducing noise to ¢ can cause a high sign-flip rate even at small noise levels due to its
direct influence in the CQP constraints. We only present the reward results in table 7] for this reason.
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Figure 2. Results from experiments (see section EI) with LSVI-UCB interacting with environments deemed intrinsically attackable
according to equationm From left to right column-wise, we present the cumulative perturbation (left), policy difference (center), and

perturbations per episode (right).
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Figure 3. Results from experiments (see section@) with LSVI-UCB interacting with environments deemed intrinsically robust according
to equation [T] From left to right column-wise, we present the cumulative perturbation (left), policy difference (center), and perturbations
per episode (right).
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Figure 4. Extended results depicting all intrinsically attackable environments poisoned against CTRL as the victim algorithm. From left
to right columns, we present the cumulative perturbations (left), the policy difference (center), and the perturbations per episode (right)

with CTRL interacting with environments deemed intrinsically attackable according to equationm
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Figure 5. Extended results depicting all environments intrinsically robust poisoned against CTRL-UCB as the victim algorithm. From left
to right columns, we present the cumulative perturbations (left), the policy difference (center), and the perturbations per episode (right)
with CTRL interacting with environments deemed intrinsically robust according to equationEl
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E. Extended Proof
E.1. Proof of Remark [4.4]
Theorem E.1. If A > Aj as defined in\Zhang et al.| (2020), then there exists a feasible attack policy with

2
= ——(A—-A3)>0.
€ 1+7( 3)

Proof. Under reward poisoning, the Q-learning update becomes
Qis1(s,a) = (1 — o) Qe(s,a) + ag[re + 6 + 7 max Qi(s',a")],

where the perturbation satisfies |5;| < A for all ¢. By the boundedness result in Zhang et al.|(2020), for large ¢ we have
Qi(s,a) = Q*(s,a)] < A/(1—7).
To guarantee that the target action 7' (s) dominates any other action by a margin ¢, we require for each s € St and
a # 7f(s):

Q{ez}(sﬂrT(s)) >e+ Q{Ol}(s, a).

Using the above bound on deviations, this condition becomes

A
Qo7 () + 725 2 e+ Q(s,0) — o
Thus oA
e < T (Q*(s,a) — Q*(s,7'(s)))
Taking the worst-case gap and substituting the definition
1
Az = % max max [Q(s,a) = Q" (s, 7' (5))] .,
we can obtain that
2A 2A3
e —— — .
T 1l—7v 147
Then 5
€ =——(A—-A3)>0.
Ay
Therefore, whenever A > Ajs, a positive margin €* exists, completing the proof. O

E.2. Proof of the No-Regret Guarantee for the Chosen LSVI-UCB Algorithm

Lemma E.2. Let 7 be any policy and h € [H|. Write Q7 (s, a) := ri(s,a) + E[Zﬁ:hﬂ rr (Shr T (Sh)) | Sh = 8,an =
a,| and Vi (s) := maxqeca QF (s, a); denote Vi (s) := max, V7 (s).

Fix an episode t > 1. Set A}, :== N\ 14 + Yot qb;gb;—r with Ay := 4H S/ dt and define
wh = (ARGl +Via(sie)]s S =) dimn,
T<t T<t

where each noise term My, - = 1], — (¢}, On) is 1-sub-Gaussian. Consider the event

& = {I(AL) 72 814lla < /2 log(det(A],)1/2/ det(\i14)"/26) for all bt}

which holds with probability at least 1 — § after a union bound over h and t.

For any (s, a) and any policy 7, on €
<¢h(5’ a),wﬁ) - Q;LF(S’ a) = Ph<V}f+1 - szr+1)(87 a) + Gh,t(sva)’
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id, .
where €, 1= 5” g 1 5',;”’;"’ with

Ezdfe(& a) ==\ (bh(SJ a) (Ah) Wh,g, Ezwtée(&a) = ¢h(87 a)T<A§z)_ISh,tﬂ

and wy, g is the coefficient satisfying P, (VL. 1 — Vi¥.1)(s,a) = (¢n(s,a), wh.g). Assuming ||wp gll2 <M (e.g. M = 3 in
equation and recalling (A})~1 =< \; 1,4, the two pieces satisfy

ri noise d AL
|E dge S’a)| < \V4 >\t M||¢h(8,a)||(Az)71, |€ (5,a)| < 210gdete(t)$ I}d p ||¢h(s a)||(At) 1.

et(AL A
By := codH (y/log d(ltz()\[:?j)—l—\/ﬂog%)—k\g—;, (84)

where ¢ is a constant defined in (Jin et al.} | 2020, Theorem 3.1).

then for all (s, a) |ep (s, a)| < By ||¢)h(s,a)||(A;1)_1

Hence, if we write

Proof. Under linear realizability (Jin et al., 2020, Prop.2.3) every state—action value can be written as QZ(s,a) =
(¢n(s,a), wf). Fix an episode t > 1 and abbreviate g(s') := V/!, | (s") — V;7;(s’). By definition of the linear transition
model there exists a vector wy, 4 With Prg(s,a) = (¢n(s,a), wh.g).

Set X} = [¢0,....05 '] and g} = [r) + Vil (s 1), ..orh 4+ Vi (s )]T. The ridge estimator is w), =

(A)T1XE Tyt with A = X!T X! 4+ M\ 1. Using yt — X} w] = g + 1, where 1, , is the centred 1-sub-Gaussian noise,
we compute

(on(s,a),w, —wf) = on(s,a)" (ML) XL (g +n).
Because X} g = (X!T X} )wy, 4, this expression equals
Phg(sv a) - >\t ¢h(87 a)T(AZ)ilwh,g + ¢h(87 a)T(AZ)ilSh,ta
with Sy, ¢ := > __, #70n,-. We identify the ridge-bias term sfli(igc = —\}, (AL )~ wy, 4 and the stochastic term EEO’SG =
¢}, (A}) 1S +. We have

€551 < Aellon (s, )l az -1 lwngllaz)-1 < VA Ml|n(s,a)]lar)-1,

where the second inequality uses (A%)~ < \; ' I, and the norm bound ||w, 4|2 < M. On the high-probability event £ the
noise term satisfies

noise det At
] < m(5@lny -+ DSneliogy o < 12108 e aors Ions. )l o
yields |5“dge + 59| < Billon(s, a)l|(ar)-1. Therefore
<¢h(sva)ﬂ wh> - QZ(Sv a) = Ph(Vthl - Vhﬂ+1)(sv a) + Ehyt(sva)v |Eh7t(s’ a’)' < Bt”qsh(s»a)”(AfL)*lv

O

Proposition E.3 (Sub-linear Regret of LSVI-UCB with Time-Growing Regularization). Under deﬁnmon@ the algorithm
sets the regularization parameter \, = 4H S~/ dt and forms the design matrix Al, = NIz + > <t G105, at the beginning
of episode t. Writing wj}, for the regularised least-squares estimate, define the explorallon bonus By as equation

The optimistic action—value estimate is @’;L(s, a) = (¢n(s,a),wt) + Bellon(s, a)|l(azy-1 and the policy T executes al =
arg max, @z(s}z, a). Denote V}:(s) = max, @}, (s, a) and let the (pseudo) cumulative regret be Ry = Zthl [Vi(sh) —
v (stl)] Then, on the event £ of Lemma (which holds with probability at least 1 — §),

Ry = O(dH®*T3/4).

If the attacker pays a cost of at least € whenever the learner deviates from the target policy, the total cost is
O(dH3/2T3/4/5*), which is also sub—linear in T
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Proof. For each (h,t), Any = >, $hnn-» Where 1y . denotes the 1-sub-Gaussian reward noise (r4(s,a) =
<¢)(87 a); 9h> + nh,'r)-

Theorem 1 of |/Abbasi-Yadkori et al.|(2011)) gives the event

_ det(AL)1/?
= {002 M o < 2 1om A . o}

with P(£) > 1 — 4. On &, we have that ||w! — U’ZHA; < B, from Theorem 2 of |Abbasi-Yadkori et al.[(2011)
To claim optimistic ()-estimation Q’;L(s, a) > QZ* (s,a) for all (s, a, h), we proceed by backward induction on h.

For h = H, since Vj;, = VIT—H =0, Lemmawith T = 7" gives

Q}r{* (Saa) < <¢H(Saa)7w§{> +BtH(ZSH(Sv(I)H(Aﬁq)*l = Q\I}{(s’a)'

Assume QY , > QF . Then V}', | > V;. |, 50 Py(V}i, | — Vr ) > 0. Applying Lemmaagain,
Q7 (s,a) < (@n(s,0),wh) + Billon(s, )| ag) 1 = Qh(s. ).
Thus the property holds for i whenever it holds for A 4+ 1. By backward induction it holds for all layers.
Define for each episode ¢ and layer h the gap
0, = Vi (sh) = Vil (k) Oprgr = 0.
Set o, := || 0% || (At)-1, by the optimism Qz > @' one shows exactly as in (Jin et al.,|2020, Lemma B.6) that
6, < Oh1 + G +2Beone, Gy o= PV (sh,ah) — Vi (sh,41) is a martingale difference.

Summing this inequality over h = 1,..., H gives

af = Vi(sh) — Vi (s chwtzaht

Summing over episodes gives

T
N ED D IR 22@2%
t=1

t=1 h=1

The first double-sum is a martingale over HT bounded differences ¢}, € [—-H, H ], so by Azuma-Hoeffding with probability
atleast 1 — 9

3" ¢t = o{HVTToR1).

t=1 h=1

T H
ZﬂtZJht<maxﬁt PIOIL
t=1 h=1

t=1 h=1

Then we have

Define A}, = M1y + Y .o, ¢}67 ", with an auxiliary sequence with constant ridge term: A} := Mg+ > o, 6707 -
Because \; > \; for every ¢, Al = A,tl, we have (A})~! < (Af)~!
Hence

Oht < Ohgt = ||¢Z||([\h)*1

Since ||¢n|l2 < 1, Lemma 11 in|Abbasi-Yadkori et al.[(2011)) gives
T H

d AT d
52 < 21 10g 9 ) op 0 M T o i 0g(1 £ TN < 2dH log(1 +T).  (85)
Gr, < 2H1
Lo 2y T det(\1q) A
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and therefore 3", 1 o, < 2dHlog(1+ T). Then

T H T H
S Y o < VAT (XY ot 7t) O(Vd H\/Tlog(1+T)).
t=1 h=1 t=1 h=1
Altogether,

Ry = O(H\/Tlog(1/6) ) +2- O((HAT?)'/?) . O(Vd H\/Tlog(1 + T)) = O(dH**T5/4).

Dividing by &* then gives the attack-cost bound O (dH3/2T3/4 /).
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