Simple Probability Truncation
Improves Soft Red List Watermarks

Henrique Da Silva Gameiro ' > Andrei Kucharavy *

Abstract

Watermarking, whereby LLM outputs are steered
to encode an easily identifiable digital signature,
has recently gained attention as a potential
solution for detecting synthetically generated
text. However, watermarking schemes require
tradeoffs between detectability (i.e., how easily
the watermark can be identified by an algorithm)
and quality of the generated text (i.e., the stylistic
and semantic disruption to the normal generation
of the LLM). In this work, we propose a simple
extension to the Soft Red List watermark, Softer
Red List, which enables higher detectability
while maintaining text quality on par with non-
watermarked text. Specifically, Softer Red List
improves the classical red/green token algorithm
by adding a probability truncation filter before
boosting the probabilities tokens in the green list.
Despite its simplicity, Softer Red List matches or
exceeds the performance of previously published
LLM watermarking schemes, notably achieving a
better detection rate at a low false positive rate
(FPR) than SynthID in the disinformation detec-
tion setting, all while maintaining comparable
perplexity and better reasoning capacities. We
provide the watermark implementation for the
Transformers library here: https://github.
com/Reliable-Information-Lab-HEVS/
softer-red-list-11lm-watermark.

1. Introduction

Al-generated content is becoming increasingly prevalent
online. As examples, 5% of newly created content in
Wikipedia is suspected (through algorithmic detection) of
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being Al-generated (Brooks et al., 2024), and at least 15.8
% of the reviews at the most recent ICLR 2024 conference
were also detected to be Al written (Latona et al., 2024).
As humans struggle to differentiate between authentic hu-
man and LLM-generated content (Ippolito et al., 2020),
algorithmic detectors of synthetic text provide a potential
solution for identifying LLM-generated text (Solaiman et al.,
2019; Ippolito et al., 2020; Zellers et al., 2019). However,
such detectors were rapidly shown to suffer from a vari-
ety of robustness issues, such as generalizing to outputs
of new or fine-tuned models (Adelani et al., 2020), com-
plex prompts (Bakhtin et al., 2019), modifications to the
sampling strategy (Ippolito et al., 2020; Stiff & Johans-
son, 2022), and single character/word rephrasings (Gagiano
et al., 2021). These challenges still plague modern detec-
tors (Dugan et al., 2024; Gameiro et al., 2024; Wang et al.,
2024) and suggest that LLM-generated text may just not be
sufficiently different from human-generated text to allow
for a consistent and reliable detection.

Watermarking LLM outputs addresses these challenges by
injecting a more easily detectable digital signature into
the texts generated by LLMs. For example, the Soft Red
List (Kirchenbauer et al., 2024a) watermarking algorithm
amplifies the generation of a fixed set of tokens by the
LLM, which achieves a near-perfect detectability (when
the watermark is known and the sequence is long enough
for the watermark to be detected), and is robust against
the vast majority of adversarial attacks (with the exception
of independent LLM paraphrasing) (Kirchenbauer et al.,
2024b; Krishna et al., 2023). However, this high degree of
detectability introduces a qguality-detectability tradeoff as
the generated text can become unnatural when the water-
mark amplifies unlikely tokens (Pan et al., 2024; Lee et al.,
2024). Most subsequent proposed watermarks establish bet-
ter tradeoffs (e.g., SynthID achieves both better detectability
and naturalness as measured by perplexity; Dathathri et al.,
2024b).

However, the quality-detectability tradeoff is difficult to
manage in real-world settings. First, for some of the most
concerning misuse scenarios, such as viral social media
disinformation posts (Goldstein et al., 2023), the length of
the watermarked text does not reach the thresholds tested for
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detecting many LLM watermarks. Effectively watermarking
these outputs would require a more aggressive watermarking
strategy while still maintaining acceptable text quality for
users. Second, even in responsible use scenarios, modern
LLMs are increasingly used to perform tasks such as code
generation or reasoning, requiring watermarks to not only
be linguistically acceptable, but also preserve more complex
semantics (Lee et al., 2024).

Motivated by these challenges, we introduce Softer Red
List,' a modification to the Soft Red List algorithm that im-
proves the Pareto frontier of the detectability-quality trade-
off. Specifically, Softer Red List only amplifies watermark
tokens that are below a chosen threshold p of the cumula-
tive probability distribution, enabling fine-grained control of
the quality-detectability tradeoff by setting the p-threshold
based on the user context.

We evaluate Softer Red List on multiple benchmarks. First,
we extend the dynamic social media disinformation bench-
mark introduced by Gameiro et al. (2024) that best approx-
imates real-world disinformation detection scenarios. We
show that in this short-text benchmark, Softer Red List is
the only watermark allowing over 95% TPR @ 1% FPR at
an undetectable (~ 1%) PPL increase. Second, to simulate
the application of watermarks in many real-world settings,
we also evaluate our watermark in the context of additional
generation quality metrics, Human-eval+ (Liu et al., 2023)
for code generation and GSM8K (Cobbe et al., 2021) for
mathematical reasoning. Our results on these benchmarks
show a more nuanced picture of the quality-detectability
tradeoff, with Softer Red List matching or exceeding the per-
formance of most state-of-the-art watermarking algorithms.
Finally, we show that Softer Red List is also the watermark
most resilient to the paraphrasing attack, although not yet
matching SotA LLM detectors.

2. Background and Related Work
2.1. LLM Detectors

Detecting synthetic text produced by LLMs was tradition-
ally framed as a classification problem (Solaiman et al.,
2019; Zellers et al., 2019), where detectors would trained to
distinguish between human-written and machine-generated
text. However, subsequent studies have shown that such
detectors often fail to generalize across models, domains, or
prompts (Dugan et al., 2024; Gameiro et al., 2024; Wang
et al., 2024), limiting their utility in real-world applications.
To address the robustness limitations of trained detectors,
zero-shot detectors (Mitchell et al., 2023; Bao et al., 2024)
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github.com/Reliable-Information-Lab-HEVS/
softer-red-list-1lm-watermarke.

are not directly trained on dedicated detection datasets, but
instead rely on differences in the statistical signatures of hu-
man and model-generated text. Proprietary systems like
GPTZero also demonstrate strong performance (Tian &
Cui, 2024), though they are vulnerable to both false posi-
tives—particularly with texts written by non-native speak-
ers—and adversarial inputs that trivially bypass detection
(Dugan et al., 2024; Gameiro et al., 2024).

2.2. LLM watermarking

While Zero-shot detectors have shown encouraging results,
they rely on a distribution shift between human-written text
and LLM-generated text due to the LLM objective and de-
coding used. However, such a shift might not be present for
future LLMs, and looking for one can lead to false positives,
for instance, for non-English speakers and neurodivergent
people (Liang et al., 2023). Digital watermarking, an al-
ready widely used technique for marking online content
such as images and videos, doesn’t suffer from these issues.

Kirchenbauer et al. Green/Red tokens Kirchenbauer
et al. (2024a)’s green/red token algorithm (Soft Red List al-
gorithm) is the first watermarking algorithm that implements
the idea of softly promoting randomly selected tokens (green
tokens). They also provide an algorithm extension to Soft
Red List that achieves security. They report that the water-
marked texts remain of similar quality to non-watermarked
texts and exhibit near-perfect detectability, especially when
the number of tokens generated is at least 800 (Kirchenbauer
et al., 2024b).

Extensions of this algorithm have been proposed. For exam-
ple, Lee et al. (2024) have adapted the original algorithm to
code generation by adding an entropy threshold condition
to generate watermarked text.

Distortion-free watermarking One of the desirable prop-
erties of watermarked text is that the quality of the text re-
mains similar to that of non-watermarked text. This similar-
ity has been the focus of various papers claiming distortion-
free watermarking, such as by Kuditipudi et al. (2024),
Christ et al. (2023), and Hu et al. (2023).

Watermarking tradeoff Although the approaches we pre-
sented in the previous paragraph claim to provide simul-
taneously strong detectability and unperturbed text quality
with their watermark schemes, other recent papers have
challenged this claim by showing a tradeoff between text
quality and detectability when watermarking the LLM’s out-
puts. As already hinted at by Kirchenbauer et al. (2024a),
it is currently established that there exists a fundamental
tradeoff between text quality, detectability, and watermark
robustness. Pang et al. (2024) show simple attacks that work
against supposedly robust watermark detectors. Pan et al.
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(2024) also reports a drop of perplexity for most currently
developed watermark schemes with their benchmark.

Lee et al. (2024) use a Pareto frontier view of the problem
between detectability and code capability when using water-
marking. We will use a similar view for our experiments.

Watermarking robustness Another issue reported ini-
tially by Kirchenbauer et al. (2024a) and analyzed subse-
quently by Kirchenbauer et al. (2024b) is the robustness
of watermarked text detection against evasion attacks such
as paraphrasing and other similar text edition attacks - or
also against spoofing attacks. This vulnerability is similar to
those reported for LLM detectors that do not rely on water-
marks, as reported by Krishna et al. (2023) and Sadasivan
et al. (2024). A promising yet underdeveloped approach is
semantic invariant watermarking. Liu et al. (2024) propose
a possible implementation of this idea.

SynthID SynthID (Dathathri et al., 2024a;b) is a water-
marking scheme developed by Google DeepMind and re-
leased publicly recently as of the time of writing. By testing
with the Google’s Gemma LLM, they claim to achieve a bet-
ter detection/text quality tradeoff than previous approaches.
They also show that users prefer SynthID watermarked and
non-watermarked text equally.

However, the original implementation of SynthID published
in the Hugging Face’s Transformers library contained an
implementation error, leading to significantly degraded per-
formance, which we refer to as SynthID (old version).
We reported the implementation error?, leading to a patched
version, which we report as SynthID (new version).

While their scheme potentially achieves our text quality/de-
tection target after the fix, only the non-distortionary variant
of their scheme is publicly available. They do not provide a
straightforwards way to tune the FPR threshold for SynthID
further, and do not share the code for their experiments men-
tioned. Moreover, follow-up research on intrinsic limitation
of SynthID schema suggests a fundamental limitation on
the detectability (Omidi et al., 2026), suggesting a drastic
TPR drop for lower FPR targets, which are to be expected
in realistic settings.

3. Methodology and experiments

All results can be replicated with the code pro-
vided in the benchmark repository: https:
//github.com/Reliable-Information-Lab-HEVS/

softer-red-list-1lm-watermark, published under the
MIT license. English is the only language considered here,
with all datasets, prompts, and fine-tuning data in English.

Zissue link: https://github.com/huggingface/

transformers/issues/34630

Unless stated otherwise, the generation was performed
with a LLaMA-3.1-8B-Instruct model with generation and
watermarking parameters specified in Appendix C.1.

3.1. Problem formulation and objective

Let:

» The generated token sequence be y1, y2, - - - , yr Where
T is the total number of tokens and the first () tokens
are prefix tokens.

* pyelyr, -+ yi-1) = p(uily<i) = p™ is the vector
of probability for each possible next token for token t
knowing the context tokens 1 up to t — 1. We denote
pg) the k' component of this vector of next-token
probability

* This next token probability vector corresponds to the
__eap(i) 1®

i) exp(ly”) ‘

is the logits for token i in the vocabulary V' as given by

softmax of the logits: p(*) = where

the LLM.
e The biased probability  distribution, as
per the green-red token algorithm A is:
exp(l,(:>+r§) ifhe G
(0 _ ) TronenlO)+s, e NS
e e(ly) ifkeR
Sicr oxp(l{)+5 cq exp(UV+6)’ -

where ¢ is the watermark strength and G, R is
a pseudo-random partition of the vocabulary V
(partition seeded using a cryptographic key) such that
Gl =~V]and [R| = (1 - )R

The objective for the watermarking scheme is then the fol-
lowing:

» Making the text detectable as watermarked (using the
statistic test described in B.1), i.e. the expected number
of generated green tokens should be higher for water-
marked text than non-watermarked text. This expected
number should be at least as high such that it is im-
plausible that it is due to randomness. The higher this
expected green token count is for a sequence, the better
the detectability.

« The modified distribution for the next token p(*) should
be close enough to the original distribution p*) so
that the intervention is imperceptible. We usually use
perplexity and its difference between two distributions
as a proxy to measure this distribution shift.

» Achieve security as described in Appendix B.2.
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3.2. Softer Red List Algorithm

We outline the original "Soft Red List" algorithm in Ap-
pendix A.

The proposed algorithm is similar to the original green/red
token watermark algorithm with one fundamental change.
Instead of considering all the tokens in the vocabulary for
the green tokens, we only consider those with a large enough
probability according to a cutoff method ("top-p" or "proba-
bility ratio"). We still have a random selection for the green
tokens among these selected tokens depending on the pa-
rameter v. However, the number of tokens considered by
the new algorithm for the biasing is usually much smaller
than in the original algorithm.

Algorithm 1 Text generation with Softer Red List
5D

Input: prompt, s~ V2.
green list size y € (0,1)
hardness parameter 6 > 0

0: fort =0,1,... do
0:

1. Apply the language model to prior tokens
sNe) s o get a logit vector ) over
the vocabulary.

2. Compute a hash of token s and use it to seed a ran-
dom number generator.

6. Add § to each green list logit. Apply the soft-
max operator to these modified logits to get
a probability distribution over the vocabulary:

exp(ty)+5) iftke G

Sier i) +5;cq exp(V +5) '

exp(lsf))

Tier expU))+T e expt) +6)]

) _
P =
ifk € R.

7. Sample the next token s® using the watermarked distri-
bution p*.

0: end for=0

Steps 3 to 5 differ from the original algorithm.

This addition is motivated by the observation that the orig-
inal algorithm may boost any token, including highly un-

likely ones. While the impact on a single token is negligi-
ble, the generated string will accumulate out-of-distribution
tokens, leading to a an eventual noticeable drop in the gen-
erated text quality (?Holtzman et al., 2020). In this context,
it is preferable to restrict the set of tokens we boost to po-
sitions presenting a high diversity of tokens that can be
sampled at similar probabilities, preserving the text qual-
ity. The original algorithm circumvents this issue by only
considering a small bias to the logits. Our method makes
this bias parameter irrelevant and focuses on this probability
threshold decision.

For the detection of watermarks, we rely on the same hy-
pothesis test as proposed by Kirchenbauer et al. (2024a) that
we repeat in appendix B. We did not consider in our work
the issue of guaranteeing the confidentiality of the secret
key used to seed the green/red token choices, but the pro-
posed "Robust private watermarking" extension proposed
by Kirchenbauer et al. (2024a) can be used together with
our "Softer Red List" algorithm.

3.3. Probability cutoff functions

The proposed cutoff method in the new algorithm is a func-
tion f : V' — V. It shrinks the vocabulary V' to a vocabulary
V, where usually |V,| < |V|. The token eligibility depends
on the token’s probability after softmax. In our experiments,
we consider two possible cutoff functions.

Probability ratio The first one - "probability ratio" (or
p-ratio for short) - takes the probability of the most probable
next token and multiplies it by the p-ratio to obtain the
lower bound on the probability of the token the algorithm
considers.

Top-p The second method, "top-p", sorts the token in
reverse order of probability and considers all tokens until
the cumulative probability reaches the top p-value - much
like top-p sampling.

3.4. Generating the datasets for the experiments

We chose Llama-3.1-8B-instruct as the representative LLM
for generating text samples and added Qwen2.5-Coder-7B-
Instruct for code-generation tests (see Appendix D for the
model links). For the general text detection, we use a dy-
namic news-like short texts detection benchmark, presented
in Gameiro et al. (2024). The 500-character news-like con-
tent corresponds to one of the highest-risk use cases for
LLMs in information operations, short length poses a chal-
lenge to other detectors and watermarks (Kirchenbauer et al.,
2024b), while the benchmark’s dynamic nature ensures that
no tested detection method has overfit it.

To create LLM-generated natural texts, consistently with
Gameiro et al. (2024) we leverage the CNN Dailymail news
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dataset (see Appendix D), representative of American En-
glish news. To obtain the LLM-generated articles, we take
a news article from the dataset, clean the beginning of the
article to remove header content, and then pick the 10 first
words of the article as a prefix. We use this prefix together
with a chat prompt (see Appendix C.3). We let the model
generate up to 200 tokens but cut the generation to have
only the first 500 characters. We also cut the original arti-
cles to 500 characters to obtain the reference human sam-
ples. Using this procedure, human and generated samples
are indistinguishable in length (see examples in appendix
C.4). Using this method, we create for each watermarking
scheme and Softer Red List parameter values in our para-
metric sweep (see section 4.4) a dataset of about 1000 eval
and 1000 test samples (500 fake samples and 500 human
samples for each split).

3.5. Evaluations

Evaluating watermarked text detection We generate
datasets of 500 eval and 500 test samples for each water-
marking scheme and specific parameter in the parametric
sweep. This allows us to compute the threshold to obtain
the target false positive rate (FPR) using the evaluation set
and then compute the true positive rate (TPR) on the test set
using this same threshold.

Evaluating watermarked text quality We perform sev-
eral experiments to measure the distortion due to the dif-
ferent watermarking schemes. We use PPL as measured
using an LLM different than the one generating the text to
avoid a bias towards its own generations (we use Qwen-2-
7B-Instruct). We use HumanEval+ (Liu et al., 2023) for
generated code evaluation and GSM8K (Cobbe et al., 2021)
for reasoning evaluation.

Evaluating watermark’s robustness We consider para-
phrasing as the attack of choice to test the watermark’s
robustness. Kirchenbauer et al. (2024b) and Dathathri et al.
(2024b) demonstrated that this attack is particularly effec-
tive for low token count settings like ours (around 100-200
tokens in our datasets).

Watermarking schemes to evaluate We consider in our
Kirchenbauer’s et al. Soft Red List algorithm (Kirchen-
bauer et al., 2024a), SynthID (Dathathri et al., 2024a)
and SWEET (Lee et al., 2024). This small selection
of watermarking schemes allows us to compare them in
different tasks and with different parameters. We would
like to expand our benchmarks to more schemes in the fu-
ture. The watermark implementations are based on this
repo for the Soft Red List and SWEET algorithm: https:
//github.com/THU-BPM/MarkLLM/tree/main. We used
HuggingFace’s implementation for SynthID as of Trans-

formers version 4.46.2 for the "old version" and as of ver-
sion 4.47.0 for the patched "new version".

4. Results and Discussion
4.1. Detectability benchmark and PPL benchmark

We created datasets of human-written news/LLM-written
news using different watermarking schemes (see 3.4 for
the details of the dataset creation). For each watermarking
scheme, we created two targets representing text quality
and detection. The text quality target is met when the per-
plexity (PPL) for the generated CNN articles is at most 5%
higher than the non-watermarked text PPL (high-quality
version). The detectability target is met when the detection
TPR@1%FPR is at least 0.95. When both targets could not
be met at the same by a watermarking scheme, we created
two versions of that scheme where each version meets one
of the targets through a different set of parameters. To detect
the watermarking, we used the corresponding watermark
detector for each scheme, except for the non-watermarked
text, where we used Fast-DetectGPT as the detector.

The results are shown in Tab. 1 in the CNN articles columns
for our benchmark.

We notice that only our scheme achieves both targets. Syn-
thID almost achieves both as well, but cannot achieve
a higher than 92% TPR@1%FPR value under the non-
distortionary variant (the one publicly available.) SWEET
watermarking and Kirchenbauer’s green/red token algorithm
almost achieve both targets as well, but still with a consid-
erable increase in PPL for the high detectability version
to 7.75 and 7.86 respectively (compared to 6.59 for the
non-watermarked text). The old version of SynthID falls
completely short of achieving both targets, achieving a PPL.
of 9.48 for the high detectability version, highlighting the
issue with the previous Huggingface’s implementation we
mentioned earlier in section 2.2.

Overall, our scheme achieves the best PPL and detectability
tradeoff for our CNN news detection benchmark.

4.2. Reasoning and coding benchmarks

We ran the HumanEval+ benchmark using a modified ver-
sion of BigCode eval and similarly for GSM8K using Im-
evaluation-harness (see Appendix D) to support watermark-
ing. We used the same parameters to obtain the results in all
tasks in Tab. 1. Reusing the parameters obtained by testing
in our benchmark allows us to test the transferability of the
watermark configurations to different tasks. Human-eval+
and GSMBKk task results are available in Tab. 1.

Our results suggest that our parameter tuning does not fully
transfer to the coding task. Indeed, our scheme achieves a
much lower Pass@1 score on HumanEval+ than on the non-
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Watermarking scheme CNN articles

CNN articles

Dataset + Metric

CNN articles Human-eval+ GSMS8k

TPR@5%FPR1 TPR@1%FPR 1 PPL | Pass@1 1 8-shots acc T
Non-watermarked 0.96 £+ 0.01 0.88 £ 0.01 6.59 £0.13 222 822
High quality target
Kirchenbauer 0.69 + 0.02 0.47 £0.02 6.83 £0.12 12419.8 12679.6
SWEET 0.64 £ 0.02 0.48 + 0.02 6.88 £0.13 12719.5 10.782.9
SynthID (old version) 0.46 £ 0.02 0.13 £0.01 6.71 £0.13 14218.0 10681.6
High detectability target
Kirchenbauer 0.998 + 0.01 0.98 + 0.01 8.38 £0.17 @mm7.3 @»74.3
SWEET 0.98 £ 0.006 0.96 £ 0.01 7.75 £0.18 @289.9 12280.06
SynthID (old version) 0.996 + 0.003 0.96 £ 0.01 9.48 £+ 0.30 @mB7.9 @Bo64.9
Both targets
SynthID (new version)* 0.99 + 0.005 0.92 + 0.01 6.58 +0.12 111 23.3 @Bo4.9
Ours 0.98 £ 0.006 0.96 + 0.01 6.67 £0.11 @2010.2 14477.8

Table 1. Detectability-Quality tradeoff comparison on our benchmark. High detectability target is TPR@1%FPR over 95%. High quality
- a PPL at most 5% over the non-watermarked. * indicates that SynthID could not be tuned to the high detectability but was selected for
direct comparison as the closest in PPL/detectability tradeoff. Fast-DetectGPT was used for non-watermarked text detection.

Human-eval+ Pass@1 1

Watermarking scheme Llama-3.1-8B  Qwen2.5-Coder-7B

Non-watermarked 222 55.07
Kirchenbauer(high quality) 19.8 54.18
SWEET (high quality) 19.5 52.68
Kirchenbauer(high detectability) 7.29 32.66
SWEET (high detectability) 9.9 44.12
SynthID (new version) 233 57.9
Ours 10.2 46.87

Table 2. Watermarking effect on the Human-eval+ Pass@1 metric.
High detectability and quality targets are the same as before.

watermarked test, while maintaining a high performance
score on the GSMS8k reasoning task. While this might sug-
gest that our scheme’s parameters need retuning to work
with code generation, it might also reflect an intrinsic limi-
tation of our method. While SynthID’s performance drops
off faster on GSMS8k than ours does, it is the only one to
match the non-watermarked model in Human-eval+, and
the only one not to bias the token probabilities. Outside
SynthID, even SWEET - developed specifically for code
watermarking - performs comparably to Soft Red.

In Tab. 2, we evaluate the watermarking schemes using the
same coding benchmark but with a specialized coding LLM
with a higher base performance. Using a different model,
we obtain a smaller decrease in Pass@1 score compared
to when using Llama-3.1 (15% vs 55% respectively). This
suggests a level of variability in the results when testing
with various models, although supports the hypothesis of
an intrinsic limitation of bias-based watermarks for code
watermarking.

4.3. Paraphrasing resistance

We generated text in the same way as Tab.1 with the high
detection watermark parameter and then paraphrased the

texts with Llama-3.1-Instruct using the paraphrasing prompt
in appendix C.5. The TPR@5% FPR results are shown in
Tab. 3.

Watermarking scheme CNN articles TPR@5%FPR 1

No attack Paraphrasing attack
Non-watermarked 0.96 £ 0.01 0.56 £ 0.01
Kirchenbauer(high detectability)  0.998 + 0.01 0.12 £+ 0.008
SWEET (high detectability) 0.98 £ 0.006 0.15 £+ 0.02
SynthID 0.99 £ 0.005 0.09 £0.01
Ours 0.98 + 0.006 0.21 £ 0.02

Table 3. Watermarking detection vulnerability against paraphras-
ing attack. High detectability target is the same as before. Fast-
DetectGPT was used for non-watermarked text detection.

We observe that none of the watermarking detectors achieve
a detection above 20% TPR under the 5% FPR target for
the paraphrased watermarked text, far below the 56% TPR
achieved by a baseline LLM detector. While Softer Red
List resits the detectability loss the best, it is not sufficient
and confirms once again the vulnerability of current wa-
termarking schemes to reformulation (Kirchenbauer et al.,
2024b).

4.4. Parametric sweep

We use the experimental pipeline presented in part 4.1 in
order to perform a parametric sweep, focusing on one pa-
rameter at a time, demonstrating the controllability of the
Sweeter Red List. We used a vertical red line to indicate the
PPL target of at most 5% more than the non-watermarked
text PPL and a blue horizontal line for the detection tar-
get. The detection target here is for TPR @5% rather than
TPR@ 1%, which is more permissive than the one on Tab.
1. Additionally, we circled the parameters that achieve both
targets for the different scenarios in yellow.
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p-ratio cutoff Fig. 1, diamond markers, shows the impact
of the varying p-ratio cutoff, covering the range between
1075 and 0.5. The former corresponds to the extreme case
where almost all tokens are eligible for logit boosting (work-
ing as the original "Soft Red List"), while the latter - to
the case where only the tokens that are 50% or more as
likely as the top token. Values of p-ratio close to 0 lead
to higher detectability but higher PPL, as expected, given
the observed behavior of "Soft Red List". A higher p-ratio
makes it impossible for the algorithm to amplify highly un-
likely tokens, improving the PPL but making the watermark
less detectable.

Top-p cutoff Fig. 1, plus markers, shows the impact of
the varying top-p cutoff, covering the range between 0.5
and 0.95, covering most common values and stopping at
the base model sampling top-p. While the overall trend is
unsurprisingly similar to the tradeoff with the p-ratio cutoff,
the p-ratio cutoff achieves a significantly better tradeoff.
Overall, a p-ratio cutoff between 0.1 and 0.25 seems optimal,
where both the 95% TPR target and the target PPL range
are reached.

We hypothesize that the p-ratio cutoff performs better due to
its ability to gracefully handle both watermarking-friendly
token positions, where many tokens are possible with similar
likelihoods, hence being eligible for amplification without a
noticeable impact on PPL, and watermarking-incompatible
token positions, where a single token is overwhelmingly
likely, and selection of any other token would strongly im-
pact the PPL. We believe this analysis explains the water-
mark detectability-quality tradeoff highlighted by Pang et al.
(2024).

TPR Target == 0.95

0.95

0.90 4

0.05 (- better)
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1e-05 i
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PPL Scare (- better)
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TPR@FPR
LA 2 2 J

0.75

Figure 1. Tradeoff between PPL and detectability (TPR @ 5%
FPR) with top-p value vs prob ratio cutoff

Influence of entropy threshold Introduced by Lee et al.
(2024), entropy thresholding is an extension to the orig-
inal green/red token algorithm, where the entropy of the
next token distribution is calculated before a decision is
made to apply the watermark. The goal of this addition is
to prevent adding a bias in a watermarking-incompatible

position, where only a few tokens are likely and any bias
would strongly impact the overall text quality. Fig. 2 shows
the influence of the entropy threshold for our watermark-
ing scheme. Given that in our setting, the watermarking-
incompatible token positions are well-managed by p-ratio,
the entropy threshold offers a minimal advantage. Con-
sidering the computational overhead of using it, we did
not include it in the Softer Red List implementation and
excluded it from any further experiments.

Variable bias strength Fig. 3 shows how varying the
bias strength (watermark delta parameter) influences the
PPL/detectability tradeoff.

While a low watermark delta value leads to poor detectabil-
ity, we observe that increasing this value offers no benefit
past some threshold. A possible explanation is that when
the watermark delta is high enough, the biasing is enough
to make the sampling almost deterministic toward generat-
ing green tokens. Similarly, the impact of the bias value is
limited for PPL. We suggest that the value for the bias is
not critical in our watermarking scheme. Our parametric
sweep suggests that probability thresholding plays the most
important role in the PPL/detectability tradeoff.
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Figure 2. Tradeoff between PPL and detectability (TPR @ 5%
FPR) as function of the entropy threshold

5. Conclusion

In our paper, we presented a new SotA LLM watermarking
algorithm, achieving both a high detectability and genera-
tion quality, Softer Red List. The probability cutoff trick
that allowed us to derive it from the Soft Red List is not
restricted to it and can also be applied to other watermarking
schemes, allowing for tight control over the detectability-
quality tradeoff. Moreover, we introduced a new dynamic
benchmark for watermarking scheme testing, more directly
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Figure 3. Tradeoff between PPL and detectability (TPR @ 5%
FPR) as function of the watermark delta (bias value)

relevant to the real-world setting of LLM watermarking us-
age. We showed that the detectability-quality tradeoff is
harder to characterize than prior work suggested, especially
when more recent metrics, such as coding and reasoning task
success, are considered. While our method did not match
SynthID in the code-generation quality-detectability trade-
off, it achieved it across all natural language tasks, allowing
for tighter control over the FPR-TPR tradeoff. We hope
that our work will encourage further improvement of LLM
watermarking testing practices and drive the development
of better watermarks.
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Limitations

While we believe our work has a general scope in terms of
impact through a simple and motivated addition to Kirchen-
bauer et Al.’s already comprehensive work, we noted several
assumptions that we made to limit the resources in time and
compute needed for our experiments.

Firstly, our CNN news article benchmark only comprises
text of 500 characters (around 200 tokens). We believe
that varying the text length has been studied enough in
previous work, such as by Kirchenbauer et al. (2024b), and
that the relationship between text length and detectability is,
therefore, well understood.

Secondly, we only considered a limited number of models
and datasets in our experiments. While our results show
that both elements have a critical impact, they also show
that statically generated benchmarks are ineffective. We,
therefore, believe that it is more useful to provide adapt-
able benchmarks for given attacks and environments than
general-purpose static benchmarks.

Additionally, we left out several watermarking schemes.
Some schemes, such as the one proposed by Liu et al.
(2024), could achieve better robustness results through the
"semantic watermarking" idea of linking the watermarking
with the semantics of the context through the embedding. In
our current work, we decided to study each scheme in detail
rather than test more schemes, but we would like to expand
our experiments to include more schemes in the future.

Finally, although we studied the impacts of the different pa-
rameters of our scheme through a parametric sweep, some
aspects would still benefit from more study. In particular,
our central proposal - the probability cutoff method. Dif-
ferent alternatives could be interesting to consider. Another
interesting study we omitted is how each function compares
in terms of different factors, such as smoothness and num-
ber of tokens considered by the cutoff. Future work could
also focus on other understudied aspects of our work, such
as a better understanding of the bias (delta) parameter in
our scheme, as well as the gamma and entropy threshold
parameters.

Ethics Statement

To generate the datasets, we used 1 A100 GPU on a local
cluster. Each dataset takes around 3 minutes to be gen-
erated in that manner, and the code/reasoning benchmark
takes around 3 hours each to be completed under our setup.
In total, we used the local cluster for about 100 hours of
GPU-days on the A100 (numbers including hyperparam-
eter search and testing correctness), leading to total emis-
sions of 10.8kg of CO2. No crowdsourced labor was used
in this work. LLM assistants were used to make minor
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stylistic and grammatical corrections to the final manuscript.
GitHub Copilot has been used to assist in coding with auto-
completion, but no script or algorithm has been fully gener-
ated with it.
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A. Algorithms

Algorithm 2 Text Generation with Soft Red List (Kirchenbauer 2023)
Input: prompt, sC~») . s(-D
green list size y € (0,1)
hardness parameter § > 0

0: fort=0,1,... do

0:
1. Apply the language model to prior tokens sCNp) s g0 get a logit vector I® over the vocabulary.
2. Compute a hash of token s®~D and use it to seed a random number generator.
3. Using this random number generator, randomly partition the vocabulary into a “green list” G of size v|V'|, and a “red list” R of
size (1 —7)|V|.
4. Add 6 to each green list logit. Apply the softmax operator to these modified logits to get a probability distribution over the
vocabulary:
exp(IP 46 .
ol 2 ifkedG,
]3;(:) _ >ierexp(l; >+2(sz exp(l; "’ +9)
) | ifkeR
Yierexp(l; )+ cqexp(l; ' +9)
5. Sample the next token s using the watermarked distribution .
0: end for=0

B. Watermark detection and security

For both aspects, we don’t change anything from the original proposal in the green/red token algorithm (Kirchenbauer et al.,
2024a).

B.1. Watermark detection

We use the same hypothesis framework as Kirchenbauer et al. (2024a) with the null hypothesis being the hypothesis that the
text is not watermarked and the following hypothesis test using the z score:

z=(Cg—T)//Ty(1-7)

We tune the threshold on the test on an evaluation set to obtain the desired false-positive rate target.

B.2. Watermark security

We refer to the "Private watermarking" section in Kirchenbauer et al. (2024a)’s work. While they outline the importance
of having a large context window for the watermark seeding, we consider here the naive approach by only selecting the
previous token for the seeding since we don’t focus on the aspect of security and choosing the right "prefix length" to
achieve that. We however strongly recommend following the advice from the original paper and using a large "prefix length"
parameter to make it harder for the attacker to find the watermark secret key through brute-force.

C. Datasets and Data Generation Details
C.1. Generation Parameters

We use a temperature of 0.8, top_p of 0.95, top_k of 50, and repetition penalty of 1 for the sampling.

C.2. Watermark parameters

We highlight the parameters used for the different watermarking schemes variants in Tab. 1, Tab.3, and Tab. 2. The
parameters were not found by rigorous hyperparameter search but rather by taking the range of the parameters suggested by
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the different papers and slightly tuning the parameters until we fit the target detection/quality threshold for Tab. 1. For that
tuning, high quality target means a PPL of at most 5% more than the unwatermarked text’s PPL. High detectability target is
a TPR@1% FPR of at least 95%. The different parameters used for each watermarking scheme are as follows:

Soft Red List (Kirchenbauer et al.)

* High quality version: gamma = 0.5, delta = 1.0

* High detectability version: gamma = 0.5, delta = 2.0
SWEET (Lee et al.)

* High quality version: gamma = 0.5, delta = 1.0, entropy threshold 1.2

* High detectability version: gamma = 0.5, delta = 2.5, entropy threshold 1.2
SynthID old version (Dathathri et al.)

* High quality version: N-gram size = 1, key = 1 (i.e. list of size 1). Weighted mean detector.

* High detectability version: N-gram size = 5, key = 30 (i.e. list of size 30). Weighted mean detector.
SynthID new version (Dathathri et al.)

* N-gram size = 5, key = 30 (i.e. list of size 30). Weighted mean detector.
Softer Red List (Ours)

e gamma = 0.5, delta = 5.0, cut_off_method = "ratio", prob_ratio = 0.15, no entropy threshold

C.3. Prompts for Generating Data

We use the prompt in table 4. Also, we force the first tokens of the output to be the prefix for that particular sample.
This prevents the chat model from generating typical assistant-starting messages that would be too obvious to spot for the
detectors (in practice, an attacker could also remove it easily).

System Prompt User Prompt

You are a helpful assistant.  Continue to write this news article: {prefix}

Table 4. Prompt used to generate the fake news articles with the chat models.

C.4. Dataset Example

We provide below an example of a true and a LLM-generated news article. As explained in the methodology, samples are
regrouped by pairs of true and fake samples (ordered randomly within the pair). The true and fake samples in the pair start
with the same 10-word prefix. True sample:

"Shopping in the Chinese city of Shenyang is very similar to shopping anywhere in the world... very similar indeed. Just
pop down to Wanda Square in the heart of the city and you’ll see a cornucopia of well-known brands - all with incredible
knock-off prices. Start your spree at HERMES PARIS before heading on to CHANEL for perfume, PRADA for clothes and
Cairter or Tifeany & Co for that jewellery you always wanted. If wobbly shopping legs begin to take . hold you can always
stop for some ice-cream”

12
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source: CNN news dataset (https://huggingface.co/datasets/abisee/cnn_dailymail)

Fake sample:

"Shopping in the Chinese city of Shenyang is very similar to shopping in any other major Chinese city, with a mix of
traditional and modern markets and malls. The city has a wide range of shopping options, from high-end department stores
and luxury brands to traditional street markets and night markets. The city also has a number of popular shopping districts,
such as the Shenyang Financial Street and the Wanghua Shopping Center, where visitors can find everything from clothing
and electronics to"

source: Llama-3.1-Instruct with Softer red list watermarking

C.5. Attack Prompts

Attack prompt - Paraphrasing prompt

System Prompt: You are a paraphraser. You are given an input passage ‘INPUT’. You should paraphrase ‘INPUT’ to print
‘OUTPUT’." "*OUTPUT’ shoud be diverse and different as much as possible from ‘INPUT’ and should not copy any part
verbatim from ‘INPUT’." "*OUTPUT’ should preserve the meaning and content of 'INPUT’ while maintaining text quality
and grammar." "*OUTPUT’ should not be much longer than ‘INPUT’. You should print ‘OUTPUT’ and nothing else so that
its easy for me to parse.

User Prompt: INPUT: {fake_text}"

Figure 4. Prompt used to paraphrase an LLM-generated news article. The prompt is taken from Sadasivan et al. (2024).

D. Models, Datasets and Third-Party Code

Name Retrieved From

LLama-3.1-8B-Instruct Hugging Face link: https://huggingface.co/meta-1lama/Llama-3.1-8B-Instruct
Qwen2-7B-Instruct Hugging Face link: https://huggingface.co/Qwen/Qwen2-7B-Instruct

CNN Dailymail Hugging Face link: https://huggingface.co/datasets/cnn_dailymail
Qwen2.5-Coder-7B-Instruct Hugging Face link: https://huggingface.co/Qwen/Qwen2.5-Coder-7B-Instruct
BigCode evaluation harness (BigCode project) ~ GitHub link: https://github.com/bigcode-project/bigcode-evaluation-harness
LM evaluation harness (EleutherAl) GitHub link: https://github.com/EleutherAI/lm-evaluation-harness

MarkLLM (Open source watermarking toolkit) ~ GitHub link: https://github.com/THU-BPM/MarkLLM

Table 5. Urls from which models and code were retrieved

Datasetl
Attack Detector Gemma Chat Zephyr Avg.

Roberta_Phi-2 0.9912%* 0.9268
Roberta_Phi-2 0.9890 0.9721

High temperature  (Diff) -0.0021 0.0452

" Fast-DetectGPT (No attack) ~ 0.7365  0.8713

Fast-DetectGPT (With attack) 0.8886
(Diff) 0.1521 0.0495
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Softer Red List

Attack
Generator  Detector High temperature  Repetition penalty
Electra_Phi-2 (No attack) 0.99 0.99
Electra_Phi-2 (With attack) @ 0.76 10.120.82
o020 014
OpenAlI(No attack) - -
OpenAlI(With attack) - -

Zephyr oy 004
Fast-DetectGPT (No attack) 0.92 0.92
Fast-DetectGPT (With attack) - -

(Diff) 0.07 -0.22
Attack
Generator  Detector No Attack  High temperature  Repetition penalty
Electra_Phi 0.99 0.200.76 10.12 0.82

Zephyr OpenAl 0.99 - -

Fast-DetectGPT 0.92 - -
Attack

Generator Detector

News prompt  Tweet prompt  Paraphrasing Example prompt

Electra_Phi-2 (Best trained) (No attack) 0.99 0.99 0.99 0.99
Electra_Phi-2 (Best trained) (With attack) - 0.56 0.92 0.86

OpenAl(No attack)

OpenAI(With attack)

Fast-DetectGPT (No attack) 0.92 0.92 0.92 0.92
Fast-DetectGPT (With attack) - - - -
(Diff) -0.07 -0.22 -0.04 -0.11
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Softer Red List

Attack

Generator  Detector High temperature  Repetition penalty ~News prompt Tweet prompt ~ Paraphrasing

Avg.
Roberta_Phi-2 (No attack) 0.97 0.97 0.97 0.97 0.97
Roberta_Phi-2 (With attack) 0.91/0.0.93 0.89/0.93 0.94/0.94 0.63/0.93 0.90/0.94
(Diff) -0.06 -0.08 -0.03 -0.34 -0.07
" Roberta_gemma (No attack) 094 094 094 094 094
Roberta_gemma (With attack) 0.89 0.88 0.90 0.83 0.84
(Diff) -0.05 -0.06 -0.04 -0.11 -0.10
" Roberta_mistral (No attack) 093 093 093 093 093
Gemma chat Roberta_mistral (With attack) 0.88 0.79 0.88 0.67 0.86
(Diff) -0.05 -0.14 -0.05 -0.26 -0.07
" Roberta_RR (No attack) 090 090 090 0% 090
Roberta_RR(With attack) 0.95 0.98 0.92 0.98 0.96
(Diff) +0.05 +0.08 +0.02 +0.08 +0.06
" OpenAI(No attack) 0.82 08 0.2 082 082
OpenAI(With attack) 0.76 0.62 0.82 0.63 0.87
(Diff) -0.06 -0.20 -0.00 -0.19 +0.05
" Fast-DetectGPT (No attack) 095 095 095 095 095
Fast-DetectGPT (With attack) 0.87 0.79 0.93 0.84 0.76
(Diff) -0.08 -0.16 -0.02 -0.11 -0.19
Roberta_Phi-2 (No attack) 0.96 0.96 0.96 0.96 0.96
Roberta_Phi-2 (With attack) 0.84 0.88 0.90 0.84 0.90
(Diff) -0.12 -0.08 -0.06 -0.12 -0.06
" Roberta_gemma (No attack) 094 094 094 094 094
Roberta_gemma (With attack) 0.89 0.77 0.90 0.79 0.84
(Diff) -0.05 -0.17 -0.04 -0.15 -0.10
" Roberta_mistral (No attack) 093 093 093 093 093
Zephyr Roberta_mistral (With attack) 0.82 0.74 0.85 0.73 0.86
(Diff) -0.11 -0.19 -0.08 -0.20 -0.07
" Roberta_RR (No attack) 088 08 08 08 08
Roberta_RR(With attack) 0.85 0.90 0.87 0.93 0.96
(Diff) -0.03 +0.02 +0.07 +0.05 +0.06
" OpenAI(No attack) 070 070 070 070 070
OpenAI(With attack) 0.66 0.54 0.73 0.60 0.87
(Diff) -0.04 -0.16 +0.03 -0.10 +0.05
" Fast-DetectGPT (No attack) 094 094 094 094 094
Fast-DetectGPT (With attack) 0.87 0.72 0.90 0.83 0.76
(Diff) -0.07 -0.22 -0.04 -0.11 -0.19
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Softer Red List

Attack

Generator  Detector High temperature ~ Repetition penalty News prompt Tweet prompt  Paraphrasing

Avg.
Roberta_Phi-2 (No attack) 0.97 0.97 0.97 0.97 0.97
Roberta_Phi-2 (With attack) 0.88 0.84 0.94 0.31 0.86
(Diff) -0.09 -0.13 -0.03 -0.66 -0.11
" Roberta_gemma (No attack) 093 093 093 093 093
Roberta_gemma (With attack) 0.84 0.82 0.88 0.72 0.74
(Diff) -0.09 -0.11 -0.05 -0.21 -0.19
" Roberta_mistral (No attack) 091 091 091 091 091
Gemma chat Roberta_mistral (With attack) 0.84 0.66 0.84 0.42 0.80
(Diff) -0.07 -0.25 -0.07 -0.49 -0.11
" Roberta_RR (No attack) - - -
Roberta_RR (With attack) - - - - -
(Diff) +0.05 +0.08 +0.02 +0.08 +0.06
" OpenAI(No attack) - - -
OpenAI(With attack) - - - - -
(Diff) -0.06 -0.20 -0.00 -0.19 +0.05
" Fast-DetectGPT (No attack) 098 098 098 098 098
Fast-DetectGPT (With attack) - - - - -
(Diff) -0.08 -0.16 -0.02 -0.11 -0.19
Roberta_Phi-2 (No attack) 0.96 0.96 0.96 0.96 0.96
Roberta_Phi-2 (With attack) 0.76 0.82 0.86 0.74 0.86
(Diff) -0.20 -0.14 -0.10 -0.22 -0.10
" Roberta_gemma (No attack) 094 094 094 094 094
Roberta_gemma (With attack) 0.84 0.60 0.86 0.66 0.74
(Diff) -0.10 -0.34 -0.08 -0.28 -0.20
" Roberta_mistral (No attack) 092 092 092 092 092
Zephyr Roberta_mistral (With attack) 0.72 0.59 0.78 0.54 0.80
(Diff) -0.20 -0.33 -0.14 -0.38 -0.12

Roberta_RR (No attack) - - - - _
Roberta_RR (With attack) - - - - -

(Diff) -0.03 +0.02 +0.07 +0.05 +0.06

" OpenAI(No attack) - T T TLT T T - - o
OpenAI(With attack) - - - - -
(Diff) -0.04 -0.16 +0.03 -0.10 +0.05

" Fast-DetectGPT (No attack) 092 092 092 092 092
Fast-DetectGPT (With attack) - - - - -
(Diff) -0.07 -0.22 -0.04 -0.11 -0.19
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Softer Red List

Attack

Generator  Detector High temperature  Repetition penalty ~News prompt Tweet prompt ~ Paraphrasing

Avg.
Roberta_Phi-2 (No attack) 0.97+0.00 0.97+0.00 0.97+0.00 0.974+0.00 0.97+0.00
Roberta_Phi-2 (With attack) 0.91+0.03 0.89+0.03 0.94+0.02 0.63+0.05 0.90+0.03
(Diff) -0.06 -0.08 -0.03 -0.34 -0.07
" Roberta_gemma (No attack) ~ ( 0.94+0.00 0.94£0.00 0944000  0.944+0.00  0.94+0.00
Roberta_gemma (With attack) 0.89+0.03 0.88+0.03 0.90+0.03 0.83+0.04 0.84+0.04
(Diff) -0.05 -0.06 -0.04 -0.11 -0.10
" Roberta_mistral (No attack) ¢ 0.93+0.00 0.93£0.00 0934000  0.93£0.00  0.93+0.00
Gemma chat Roberta_mistral (With attack) 0.88+0.03 0.794+0.04 0.88+0.03 0.671+0.05 0.86+0.04
(Diff) -0.05 -0.14 -0.05 -0.26 -0.07
" Roberta_RR (No attack) ~~ ( 0.90£0.00 0.90£0.00 ~  0.90+0.00 ~ 0.90£0.00  0.90+£0.00
Roberta_ RR(With attack) 0.95+0.02 0.98+0.01 0.92+0.03 0.98+0.01 0.96+£0.02
(Diff) +0.05 +0.08 +0.02 +0.08 +0.06
" OpenAI(No attack) 0.824£0.01 0.8240.01 =~ 0.82+£0.01 ~ 0.824£0.01 ~ 0.82+0.01
OpenAI(With attack) 0.76+0.04 0.62+0.05 0.82+0.04 0.63+£0.05 0.87+0.03
(Diff) -0.06 -0.20 -0.00 -0.19 +0.05
" Fast-DetectGPT (No attack) ~ ( 0.954£0.00 0.95+£0.00 0.95+0.00 ~ 0.954£0.00 = 0.95£0.00
Fast-DetectGPT (With attack) 0.87+0.03 0.79+0.04 0.93+0.03 0.84+0.04 0.76+0.04
(Diff) -0.08 -0.16 -0.02 -0.11 -0.19
Roberta_Phi-2 (No attack) 0.96 0.96 0.96 0.96 0.96
Roberta_Phi-2 (With attack) 0.84 0.88 0.90 0.84 0.90
(Diff) -0.12 -0.08 -0.06 -0.12 -0.06
" Roberta_gemma (No attack) 094 094 094 094 094
Roberta_gemma (With attack) 0.89 0.77 0.90 0.79 0.84
(Diff) -0.05 -0.17 -0.04 -0.15 -0.10
" Roberta_mistral (No attack) 093 093 093 093 093
Zephyr Roberta_mistral (With attack) 0.82 0.74 0.85 0.73 0.86
(Diff) -0.11 -0.19 -0.08 -0.20 -0.07
" Roberta_RR (No attack) 088 08 08 08 08
Roberta_RR(With attack) 0.85 0.90 0.87 0.93 0.96
(Diff) -0.03 +0.02 +0.07 +0.05 +0.06
" OpenAI(No attack) 070 070 070 070 070
OpenAI(With attack) 0.66 0.54 0.73 0.60 0.87
(Diff) -0.04 -0.16 +0.03 -0.10 +0.05
" Fast-DetectGPT (No attack) 094 094 094 094 094
Fast-DetectGPT (With attack) 0.87 0.72 0.90 0.83 0.76
(Diff) -0.07 -0.22 -0.04 -0.11 -0.19
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