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Abstract
Retrieval-Augmented Generation (RAG) improves the factuality of large language mod-
els (LLMs) by grounding outputs in externally retrieved evidence, but it also inherits
security risks from the underlying corpus. In particular, an adversary can poison the
knowledge source so that injected passages are retrieved and steer the model toward
attacker-chosen targets. We propose Cross-Encoder Guardian RAG (CEG-RAG), a
defense framework that leverages the internal activations of a cross-encoder reranker to
detect and mitigate knowledge poisoning in RAG pipelines. CEG-RAG uses multi-
instance learning (MIL) to jointly (i) detect whether the retrieved context is poisoned
and (ii) localize suspicious chunks. Upon detection, it repairs the context by filtering and
replacing high-risk chunks prior to answer generation while preserving a fixed context
budget. Across three open-domain QA benchmarks—MS MARCO, Natural Questions
(NQ), and HotpotQA—under a poisoning attack, CEG-RAG achieves high detection
and localization performance (TPR > 85% and > 88.4%, respectively, at very low FPR),
reduces the attack success rate (ASR) by an average of 88.74%, and recovers correct an-
swers. Compared to recent baseline defenses, CEG-RAG consistently provides stronger
protection, and a reranker sensitivity study demonstrates its robustness across different
reranker configurations. These results position cross-encoder reranker activations as a
practical foundation for securing RAG against knowledge poisoning. The code and data
are available at https://github.com/CyberScienceLab/CEG-RAG.
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Attacks, Cross-Encoder Reranker

This article is © 2026 by author(s) as listed above. The article is licensed under a Creative Commons
Attribution (CC BY 4.0) International license (https://creativecommons.org/licenses/by/4.0/legalcode),
except where otherwise indicated with respect to particular material included in the article. The article
should be attributed to the author(s) identified above.

1. Introduction

Large language models (LLMs) generate fluent text, but their parametric knowledge can
be incomplete or outdated, leading to unreliable answers. Retrieval-Augmented Generation
(RAG) addresses this by grounding generation in an external corpus: for each query, it
retrieves relevant passages and conditions the LLM on the resulting context [1, 2]. This
retrieval grounding improves factuality, enables rapid knowledge updates without retraining,
and mitigates hallucinations in knowledge-intensive tasks such as open-domain question
answering and fact verification [3, 4].

Despite the promise of RAG systems, they remain vulnerable to adversarial manipulation
that can degrade the quality of generated responses [5]. The underlying corpus is particularly
susceptible to poisoning attacks, whereby an adversary injects crafted documents that are
subsequently retrieved as evidence, steering the LLM toward incorrect or attacker-controlled
outputs.[5, 6].

Several lines of defense have been proposed to mitigate corpus poisoning in RAG, includ-
ing retrieval-time heuristics [7, 8] (e.g., score filtering and agreement/consensus checks) [9,
10], provenance- and credibility-based vetting of the corpus, and auxiliary detectors—ranging
from lightweight classifiers to LLM-based judges—that assess whether retrieved passages are
malicious or untrustworthy prior to generation [11]. While effective in some settings, these
approaches commonly introduce additional latency and cost. In contrast, we leverage a
signal that is already present in many high-performing RAG pipelines: the cross-encoder
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Figure 1. Overview of CEG-RAG.

reranker, which is widely adopted because it captures fine-grained query–passage inter-
actions beyond embedding similarity and substantially improves ranking quality [12–14].
Rather than treating the reranker as a black box that produces only relevance scores, we
draw inspiration from RevPRAG [15], which leverages internal LLM activations, and instead
use the reranker’s internal representations as a security signal to detect poisoning and lo-
calize malicious chunks before generation. This enables efficient detection without incurring
additional model calls or altering the RAG pipeline.

In this paper, we introduce CEG-RAG (Cross-Encoder Guardian RAG), a defense frame-
work that leverages cross-encoder reranker activations to secure RAG against corpus poi-
soning. CEG-RAG formulates context security as a multi-instance learning (MIL) prob-
lem [16], enabling the model to jointly (i) detect whether a retrieved context contains poison-
ing and (ii) localize suspicious chunks within the retrieved set. When poisoning is detected,
CEG-RAG performs context repair prior to answer generation by filtering and replacing
high-risk chunks while maintaining a fixed context budget.

Our main contributions are:

• We propose CEG-RAG, an activation-based defense framework that leverages in-
ternal cross-encoder reranker signals to protect RAG systems against knowledge
poisoning.

• We introduce an MIL formulation that jointly supports context-level detection and
chunk-level localization of poisoning within retrieved contexts.

• We present a practical context repair mechanism that filters and replaces high-risk
chunks while preserving a fixed context budget for answer generation.

• We demonstrate strong effectiveness across three question answering datasets under
a poisoning attack, with consistent improvements over recent baselines.

2. Methodology

2.1. Overview of CEG-RAG

We propose CEG-RAG, a defense framework for mitigating knowledge-poisoning attacks
in RAG systems. The central observation is that a poisoning attack can influence the
final answer only when poisoned chunks are both retrieved and ranked highly enough to
be included in the generator’s context. Accordingly, CEG-RAG uses the cross-encoder
reranker as a sensor. For each query–passage pair in the reranked list, it extracts a final-
layer representation from the reranker and analyzes these representations using a multiple-
instance learning (MIL) classifier. In this formulation, the retrieved context is treated
as a bag, each chunk as an instance, and supervision is provided only at the bag level,
while chunk-level poisoning labels remain unobserved [16–18]. When the classifier identifies
a query context as suspicious, CEG-RAG repairs it by removing high-risk passages and
replacing them with lower-risk alternatives.



Given a query q, a dense retriever returns the top-N candidate chunks, Cq = {c1, . . . , cN},
which are then scored by a cross-encoder reranker. The reranker assigns a relevance score to
each pair (q, ci) and sorts the candidates in descending order, C̃q = {c̃1, c̃2, . . . , c̃N}, where
c̃1 is the highest-ranked chunk. For each reranked pair (q, c̃i), we extract the reranker’s
final-layer embedding:

hq,i ∈ RD, i = 1, . . . , N. (2.1)
Stacking these embeddings in reranked order forms a query-specific representation matrix:

Mq =


h⊤
q,1

h⊤
q,2
...

h⊤
q,N

 ∈ RN×D. (2.2)

To detect poisoning, CEG-RAG applies a multiple-instance learning (MIL) model over
the embeddings in Mq. The detector outputs (i) a context-level poisoning decision and (ii)
chunk-level poison scores used for localization and repair. When the context is flagged,
CEG-RAG repairs the evidence by filtering high-risk passages and refilling the generator’s
fixed context budget using safe candidates. The generator is finally prompted on the query
and repaired context to produce the final answer.

2.2. Poisoning Detection and Chunk Localization

Given Mq ∈ RN×D (Eq. 2.2), we apply an MIL-based detector to produce a context-
level score and chunk-level scores. The detector operates on fixed-size bags of K reranked
chunks: we partition the top-N reranked list into B = ⌈N/K⌉ blocks and process each
block independently. For block b, let Mq,b ∈ RK×D denote the corresponding submatrix
of Mq in reranker order. We first project the embeddings to a d-dimensional space using
a shared linear projection W ∈ RD×d, and then apply a Set Transformer [19] encoder to
model interactions among the K chunks:

Uq,b = Enc
(
Mq,bW

)
∈ RK×d, (2.3)

where each row Uq,b,i is the contextualized representation of a chunk after attending to the
other chunks in the same block.

To score a block, we use attention-based MIL to form a block embedding and predict a
block-level poisoning probability with a learnable head h(·):

bq,b =

K∑
i=1

αq,b,i Uq,b,i, (2.4)

ŷq,b = σ
(
h(bq,b)

)
, (2.5)

where σ(·) is the sigmoid and αq,b,i are learned attention weights. We aggregate block-level
predictions into a single context-level score using the “any-block” rule:

ŷq = max
b

ŷq,b. (2.6)

For chunk-level localization, we score each encoded chunk with a shared head and asso-
ciate these scores with their positions in the top-N reranked list to obtain {sq,i}Ni=1. Larger
sq,i indicates higher probability that chunk c̃i is poisoned.

sq,b,i = σ
(
g(Uq,b,i)

)
, i = 1, . . . ,K, (2.7)

The model is trained under weak supervision: each query is labeled only at the context
level (benign vs. poisoned retrieval), and no chunk-level labels are used during training.
Training minimizes a binary cross-entropy loss over block-level predictions:



Ldet = −
∑
q

B∑
b=1

[
yq log(ŷq,b) + (1− yq) log(1− ŷq,b)

]
, (2.8)

where yq is the context-level label shared across all blocks of query q.

2.3. Context Repair

CEG-RAG performs chunk filtering only when poisoning is detected. The detector
provides a context-level poisoning probability ŷq and chunk-level poison scores {sq,i}Ni=1.
Repair uses these signals to (i) remove high-risk chunks and (ii) replace them with lower-
ranked candidates predicted to be safe.

We apply repair conditionally using a detection threshold τdet. If ŷq < τdet, we pass the
top-k reranked chunks unchanged. Otherwise, we filter candidates whose suspicion exceeds
a localization threshold τloc and construct a repaired context by selecting safe chunks in
reranker order:

C′
q =

{
⟨c̃1, . . . , c̃k⟩, ŷq < τdet,

Topk
(
⟨c̃i | sq,i < τloc⟩

)
, ŷq ≥ τdet.

(2.9)

where Topk(·) returns the first k elements according to the reranker ordering in C̃q.
Although chunk-level ground-truth indicators zq,i ∈ 0, 1 may be available for candidate

chunks c̃i, CEG-RAG is designed to operate under weak supervision: during training, the
MIL detector uses only the context-level label yq, and does not rely on chunk annotations.
Chunk-level labels are used only to evaluate localization accuracy. At inference time, the
model assigns a poison score to each chunk, which we convert into binary localization deci-
sions by thresholding:

ẑq,i = I[sq,i ≥ τloc] , (2.10)
Finally, the generator is conditioned on the repaired context C′

q together with the query
q, and a fixed prompting template to produce the final response rq. By filtering high-risk
passages and refilling the fixed context budget with lower-ranked candidates predicted to
be safe, CEG-RAG reduces attacker influence while preserving benign evidence.

3. Experiments

In this study, we investigate four primary research questions:
RQ1: To what extent does the proposed method detect poisoning in the retrieved RAG
context, and how precisely does it localize the implicated chunk(s)?
RQ2: To what extent does the proposed context-repair procedure recover the gold answer
after poisoning is detected?
RQ3: How sensitive are detection and repair performance to the choice of cross-encoder
re-ranker?
RQ4: How does the proposed method compare against state-of-the-art RAG-specific de-
fenses under poisoning attacks?

3.1. Experimental setup

Datasets and poisoning setting. We conduct experiments on three widely used open-
domain question answering benchmarks: Natural Questions (NQ) [20], HotpotQA [21],
and MS-MARCO [22]. For each dataset, we randomly sample 4,000 queries along with
their associated evidence passages to construct the RAG knowledge source. We then poison
a subset of this corpus by selecting 2,000 target queries and injecting adversarial passages



into the knowledge database. Specifically, we adopt the PoisonedRAG attack [5]. For each
targeted query, we inject five malicious passages, all crafted to support the same attacker-
chosen desired answer. This results in 10,000 injected poisoned passages per dataset.

RAG settings. We adopt Contriever [4] for dense retrieval and BAAI/bge-reranker-large
[23] as the cross-encoder reranker. For generation, we use Meta-Llama-3-8B-Instruct and
provide it with the top three reranked chunks (K = 3).

Reranker models. To test whether our approach depends on a particular reranker, we
repeat the experiments using three different cross-encoder rerankers: BAAI/bge-reranker-large
(BGE-reranker) [23], mGTE-reranker [24], and cross-encoder/ms-marco-MiniLM-L6-v2
(MS-reranker) [25].

Defense baselines. We compare CEG-RAG against four representative RAG-specific
defenses designed to mitigate poisoning attacks: (1) GMTP [8], which flags and removes ad-
versarial retrieved passages via token masking and predictability scoring; (2) RobustRAG
[9], which aggregates per-chunk answers via keyword consensus before final generation; (3)
TrustRAG [7], which clusters retrieved passages to filter suspicious evidence before answer-
ing; and (4) RAGuard [26], a two-stage defense that (i) adversarially trains the retriever
to down-rank poisoned passages and (ii) applies an inference-time leave-one-out filter that
removes each retrieved passage in turn and flags passages whose removal flips the model
from an incorrect answer to a correct one.

Metrics. For detection evaluation, following [15], we report True Positive Rate (TPR)
and False Positive Rate (FPR) at two granularities: the context level, which assesses whether
the retrieved context for a query is flagged as poisoned, and the chunk level, which assesses
whether individual retrieved chunks are identified as poisoned. At the chunk level, TPR is
the proportion of poisoned chunks that are correctly flagged, and FPR is the proportion
of benign chunks that are incorrectly flagged. The same definitions apply at the context
level, where TPR and FPR are computed over retrieved contexts rather than individual
chunks. We report context-level metrics to quantify the model’s ability to detect, for each
query, whether the retrieved evidence set is contaminated by poisoned content (i.e., whether
the query-specific context drawn from the knowledge source is adversarial). Our goal is to
maximize TPR while maintaining a low FPR. For repair evaluation, we report the Attack
Success Rate (ASR), defined as the fraction of questions for which the final RAG output
matches the attacker-specified target. To assess the impact of repair, in addition to ASR
reduction, we also report Accuracy (ACC), defined as the fraction of questions for which
the final output matches the gold answer.

3.2. Results

3.2.1. Detection and Localization Performance (RQ1)

We first evaluate the effectiveness of CEG-RAG in detecting poisoned retrieval context
and localizing the responsible chunks, addressing RQ1. Table 1 reports detection perfor-
mance in terms of TPR and FPR at both the context level and the finer-grained chunk level
across three benchmark datasets.

CEG-RAG achieves consistently strong detection performance, with high TPR values
across all datasets. On MS-MARCO, the method attains a context-level TPR of 0.9833,
indicating that nearly all poisoned contexts are correctly flagged. Performance remains
similarly robust at the chunk level (TPR = 0.9764), demonstrating the model’s ability not
only to detect poisoning but also to localize the implicated chunk with high accuracy. The
corresponding FPR values are moderate (0.0667 at context level and 0.1125 at chunk level),
suggesting a limited number of false alarms under clean retrieval. On Natural Questions
(NQ), CEG-RAG maintains strong detection reliability, with context-level and chunk-level
TPRs of 0.9507 and 0.9404, respectively. Notably, FPR remains low in both settings (0.0359



Dataset Context-level Detection Chunk-level Localization Repair

TPR FPR TPR FPR ASR(↓%) ACC(%)

MS-MARCO 0.9833 0.0667 0.9764 0.1125 11.20 (88.8%) 50.00
NQ 0.9507 0.0359 0.9404 0.0178 6.30 (93.7%) 41.06
HotpotQA 0.8500 0.0000 0.8840 0.0457 16.28 (83.72%) 13.95

Table 1. Detection, localization, and repair performance across datasets.

and 0.0178), highlighting that the proposed detector preserves high precision and is less likely
to incorrectly flag benign evidence. Detection becomes more challenging on HotpotQA;
nevertheless, CEG-RAG achieves a context-level TPR of 0.8500 and a chunk-level TPR
of 0.8840. The slightly higher chunk-level FPR (0.0457) reflects the increased difficulty of
fine-grained localization in more complex retrieval structures.

Overall, the results demonstrate that CEG-RAG can effectively detect poisoned retrieved
context and accurately localize adversarial chunks across diverse datasets, supporting its
effectiveness for robust RAG deployment.

We further examine whether CEG-RAG is sensitive to the number of reranked chunks
forwarded to the generator, i.e., the top-K evidence budget. On NQ dataset, we vary
K over a wide range (K = 2 to 20) and observe only minor performance changes: post-
defense accuracy remains essentially stable at approximately 39.6%–41.1%, while ASR stays
consistently low at about 6.0%–8.1%. The small spread across both metrics indicates that
CEG-RAG is robust to reasonable choices of K, and does not rely on a narrowly tuned
context size to maintain effective poisoning detection and mitigation.

3.2.2. Context Repair Performance (RQ2)

Table 1 reports repair performance using two complementary measures: ASR, the propor-
tion of cases that still produce the attacker-specified target after repair, and ACC, the pro-
portion of cases for which the post-repair output matches the gold answer. Across datasets,
the proposed repair procedure substantially reduces attacker control. On MS-MARCO, ASR
drops to 11.20% (an 88.8% reduction), while ACC reaches 50.00%, indicating that the gold
answer is recovered for half of the evaluated instances. On NQ, repair is most effective, low-
ering ASR to 6.30% (93.7% reduction) and achieving ACC of 41.06%, suggesting that many
repaired outputs are not only steered away from the attacker target but also corrected to
the gold answer. HotpotQA remains the most challenging setting. Although repair reduces
ASR to 16.28% (83.7% reduction), ACC is comparatively lower (13.95%).

Overall, these results show that context repair is effective in two complementary ways:
it substantially reduces the rate at which the system outputs the attacker-specified target
(lower ASR), while also recovering the gold answer for a meaningful fraction of cases (higher
ACC). Importantly, the simultaneous decrease in ASR and increase in ACC indicates that
the procedure often reconstructs sufficiently reliable evidence to support correct generation,
rather than merely disrupting the attack.

3.2.3. Robustness Across Cross-Encoder Re-Rankers (RQ3)

We examine how sensitive CEG-RAG is to the underlying cross-encoder reranker, ad-
dressing RQ3. Table 2 reports chunk-level detection performance (TPR/FPR) and down-
stream repair outcomes (ASR and ACC) under three reranker models: BGE, mGTE, and
MS-reranker. Detection remains consistently strong across rerankers. In MS-MARCO and
NQ, both mGTE and MS-reranker achieve near-perfect chunk-level TPR (≈0.99) with low
FPR, indicating that poisoning localization is largely reranker-agnostic in these settings.



Dataset Reranker
Detection Repair

Chunk-level ASR(%) ACC(%)TPR FPR

MS-MARCO
BGE-reranker [23] 0.9764 0.1125 11.20 50.00
mGTE-reranker [24] 0.9999 0.0760 12.80 21.20
MS-reranker [25] 0.9999 0.0830 8.00 49.60

NQ
BGE-reranker [23] 0.9404 0.0178 6.30 41.06
mGTE-reranker [24] 0.9970 0.0060 1.80 23.78
MS-reranker [25] 0.9999 0.0060 4.30 33.33

HotpotQA
BGE-reranker [23] 0.8840 0.0457 16.28 13.95
mGTE-reranker [24] 0.9999 0.0590 5.80 23.25
MS-reranker [25] 0.9670 0.0460 19.80 53.49

Table 2. Robustness across different reranker models.

HotpotQA exhibits slightly more variation, but detection performance remains high, with
TPR ranging from 0.8840 (BGE) to 0.9999 (mGTE).

While all rerankers reduce ASR substantially, the degree of gold-answer recovery varies.
For instance, on NQ, mGTE yields the lowest ASR (1.80%) but lower ACC (23.78%),
whereas MS-reranker achieves a higher ACC (33.33%) with slightly higher ASR (4.30%).
A similar trade-off is observed on HotpotQA, where mGTE minimizes ASR (5.80%), while
MS-reranker attains the highest Accuracy (53.49%), suggesting stronger answer recovery
despite residual vulnerability.

Collectively, these results indicate that CEG-RAG’s detection component generalizes
well across reranker architectures, whereas repair effectiveness is more sensitive to reranker-
specific ranking behavior, leading to different trade-offs between attack suppression and
gold-answer recovery.

3.2.4. Comparison with State-of-the-Art Defenses (RQ4)

We compare CEG-RAG with four representative RAG-specific defenses against poison-
ing attacks: GMTP, RobustRAG, TrustRAG, and RAGuard. Table 3 reports repair performance
using ACC and ASR.

On MS-MARCO, CEG-RAG achieves the strongest overall performance, attaining the
highest ACC (50.00%) while also yielding the lowest ASR (11.20%). Among baselines,
TrustRAG provides the closest ACC (44.00%), whereas GMTP achieves the second-lowest
ASR (16.80%) but with substantially reduced ACC (3.20%). RAGuard is ineffective in this
setting, exhibiting high residual ASR (87.60%) and low ACC (4.40%). On NQ, CEG-RAG
again produces the lowest ASR (6.30%), improving upon the strongest baseline TrustRAG
(16.26%). While TrustRAG attains the highest ACC (59.35%), CEG-RAG maintains a
competitive ACC (41.06%) while offering substantially stronger resistance to targeted ma-
nipulation. Other baselines exhibit higher ASR (38.62–76.88%) with moderate or lower
ACC.

On HotpotQA, CEG-RAG achieves the lowest ASR (16.28%), improving over TrustRAG
(23.60%) and GMTP (32.56%). However, ACC is lower for CEG-RAG (13.95%) than for
TrustRAG (46.40%) and RobustRAG (36.05%), indicating a stronger trade-off between sup-
pressing the attacker target and fully recovering the gold answer in this dataset.

Overall, the results show that CEG-RAG provides the most consistent reduction in
attack success across datasets, outperforming prior defenses in ASR on all three benchmarks,
while remaining competitive in gold-answer recovery on MS-MARCO and NQ.



Dataset Defense method ACC(%) ASR(%)

MS-MARCO

GMTP [8] 3.20 16.80
RobustRAG [9] 25.60 57.20
TrustRAG [7] 44.00 25.20
RAGuard [26] 4.40 87.60
CEG-RAG (ours) 50.00 11.20

NQ

GMTP [8] 12.40 38.62
RobustRAG [9] 33.94 46.95
TrustRAG [7] 59.35 16.26
RAGuard [26] 9.76 76.88
CEG-RAG (ours) 41.06 6.30

HotpotQA

GMTP [8] 16.28 32.56
RobustRAG [9] 36.05 56.98
TrustRAG [7] 46.40 23.60
RAGuard [26] 12.79 83.72
CEG-RAG (ours) 13.95 16.28

Table 3. Comparison with RAG-specific defense baselines.

4. Limitations

Despite its effectiveness, CEG-RAG has several limitations. (1) Our evaluation focuses
on a strong but single RAG poisoning attack, PoisonedRAG [5]. Although the proposed
framework is attack-agnostic in principle, further study is needed to assess robustness under
alternative poisoning strategies, which we leave for future work. (2) The proposed defense
assumes access to internal signals from the cross-encoder reranker (i.e. activation patterns).
This assumption holds in open or locally deployed reranking pipelines, but may not hold
when reranking is performed through black-box or proprietary services, which would restrict
the direct use of the proposed signals. (3) Finally, our experiments are conducted under
a fixed RAG configuration (retriever and generator settings). Additional evaluation across
different retrieval and generator models would further clarify the generality of the observed
gains.

5. Related Work

Although LLMs have achieved remarkable success, prior research has shown that they
remain vulnerable to a range of security threats and adversarial manipulations [27–29]. In
this context, RAG grounds LLM outputs in external corpora and has become a standard
paradigm for knowledge-intensive and domain-specific tasks. By conditioning generation on
retrieved evidence, RAG improves factuality and coverage, but also introduces new security
risks by exposing the model to potentially untrusted retrieved content.

RAG poisoning attacks. A growing body of work shows that adversaries can poison the
knowledge base of RAG so that injected passages are retrieved and steer generation toward
attacker-specified outputs [5, 15, 30–33]. In the common threat model where attackers
can inject content into the knowledge base but cannot directly modify the LLM, poisoned
passages are crafted to be both highly retrievable for target queries and effective at inducing
the desired response once included in context [5, 30]. PoisonedRAG formalizes this as
an optimization problem over retriever relevance, enabling targeted manipulation through
adversarial evidence shaping [5]. Related work explores retrieval-focused perturbations such
as similarity-boosting edits and query-aligned adversarial passages [33, 34], often leveraging
gradient-guided token replacement methods (e.g., HotFlip) [35–37]. More recent studies
extend poisoning beyond retrieval-only manipulation, including joint retriever–generator
optimization and reasoning-time attacks that corrupt multi-step inference [38, 39]. Notably,



poisoning has been shown to remain effective even at scale, with only a small number of
injected documents sometimes sufficient to induce compromised behavior [40].

Defenses against poisoning attacks. Defensive efforts have proposed a range of
mitigation strategies, including heuristic filtering based on perplexity or embedding statistics
[5, 33], as well as more targeted approaches that aim to detect artifacts of adversarial passage
construction. For instance, GMTP masks influential tokens and uses predictability-based
signals to flag suspicious evidence [8]. Other defenses strengthen retrieval robustness or
reduce the influence of individual passages through retriever hardening, aggregation-based
generation, or evidence clustering and verification [7, 9, 26]. Together, these works highlight
the importance of developing principled defenses that can reliably identify and mitigate
poisoned evidence in retrieval-augmented systems.

6. Conclusion

We introduced CEG-RAG, a defense framework against knowledge poisoning attacks
in retrieval-augmented generation. By leveraging internal activation signals from a cross-
encoder reranker, CEG-RAG detects poisoned retrieved context, localizes suspicious chunks,
and mitigates attacks through targeted context repair. Experiments across multiple open-
domain QA benchmarks demonstrate that CEG-RAG achieves high poisoning detection
accuracy with low false positives and substantially reduces attack success rates while en-
abling recovery of gold answers. These results highlight the effectiveness of reranker-based
activation signatures as a promising direction for securing RAG pipelines against evidence
poisoning.
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