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Abstract

Deep Neural Networks (DNNs) are highly susceptible to adversarial perturbations, lead-
ing to extensive research on robustness for safety-critical applications. State-of-the-art
empirical defense mechanisms improve the robustness of DNNs through the training
phase, but still struggle against adaptive white-box attacks. On the other hand, certified
defenses offer provable guarantees of robustness within a specified perturbation bound.
These guarantees hold regardless of the level of perturbations, even if the attacker is given
full knowledge of the model. In this paper, we propose CEAR, an ensemble-based ro-
bust method that utilizes a hybrid of empirical and certified defense mechanisms. CEAR
trains each network within the ensemble using varying Gaussian noise and temperatures
to obfuscate gradients and logits, making the model more resistant to stronger gradient-
based attacks. We then use noisy logits and propose two different voting mechanisms
to further improve robustness. Furthermore, we extend randomized smoothing to verify
the robustness of ensemble-based classifiers. Our experimental evaluations on MNIST,
CIFARI10, and TinyImageNet datasets demonstrate superior certified accuracy on av-
erage, increased robustness radius, and decreased transferability compared to baseline
methods.

Keywords: Deep Neural Networks, Adversarial Robustness, Certified Defenses, En-
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1. Introduction

Modern Deep Neural Networks (DNNs) achieve high clean accuracy on independently
and identically distributed (i.i.d.) test sets [1], but remain highly vulnerable to adver-
sarially crafted perturbations, small and often imperceptible input modifications that can
drastically alter the model predictions. The threat of these adversaries has hindered the de-
ployment of DNNs in safety-critical tasks [2, 3]. To counter these threats, researchers have
proposed two broad categories of defense mechanisms. FEmpirical defenses, such as adver-
sarial training [4] and defensive distillation [5], which modify the training process, often by
incorporating adversarial examples or altering the training process to improve robustness.
Nevertheless, these defense techniques do not offer a formal robustness guarantee and have
been shown to fail under strong or adaptive attacks. On the other hand, certified defenses
provide formal, provable guarantees that classifiers prediction remains invariant within a
specific perturbation boundary [6]. Certified defense approaches such as convex relaxation
methods [7] and randomized smoothing [8-10] all provide formal guarantees of robustness.
Randomized smoothing verifies that the prediction of a smoothed classifier remains consis-
tent within specified perturbation radii by aggregating predictions over perturbed inputs.

Despite advances in certified defense methodologies, enhancing the robustness of indi-
vidual classifiers at larger perturbation radii remains a fundamental challenge. Recent
investigations have demonstrated that Ensemble-based approaches have shown improved
robustness through the aggregation of diverse model predictions [11]. However, they still
exhibit a steep decline in certified accuracy under larger perturbation budgets.

In this paper, we propose CEAR, Certified Ensemble Adversarial Robustness, a defense
method that improves the robustness of DNNs via a certified ensemble approach. CEAR
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is inspired by three existing defense approaches: Gaussian augmentation [8, 9], distillation
with temperature scaling [5], and noisy logits [12]. Although each of these three approaches
has individually demonstrated effectiveness in improving the robustness of DNNs, their
combined impact remains unexplored.

To leverage randomized smoothing, we train an ensemble of networks employing Vari-
able Gaussian Augmentation (VGA), which augments each network with Gaussian noise
sampled from distinct standard deviations. VGA enhances robustness while mitigating
adversarial transferability, the phenomenon whereby adversarial examples crafted for one
network successfully compromise other ensemble members [13]. Furthermore, we incorpo-
rate Distillation with Temperature Scaling (DTS) to smooth decision boundaries, thereby
diminishing the effectiveness of gradient-based attacks. At inference time, we apply Gauss-
ian noise to the input data to produce moisy logits, making it more difficult for stronger
adversarial attacks (such as C&W [3]) to recover the original logits. Predictions across the
ensemble are then aggregated via Geometric Median (GM) and Robust Weighted Ensem-
ble (RW) voting mechanism, which unifies decision boundaries and improves robustness for
varying confidence regimes. Finally, we verify the robustness of an ensemble by extending
randomized smoothing to compute the robustness radius for each input in the dataset.

Related Work. Empirical defenses, such as adversarial training [1] and defensive dis-
tillation [5], attempt to smooth decision boundaries and reduce gradient sensitivity but
remain vulnerable to strong gradient-based white-box attacks, such as C&W [3] and Au-
toAttack [14]. To protect against these attacks, we use noisy logits to further obfuscate the
gradient [12]. However, empirical defenses that rely on gradient obfuscating techniques lead
to a false sense of security [15]. Therefore, we incorporate certified defenses such as ran-
domized smoothing [9], which have advanced robustness guarantees by optimizing sampling
efficiency [16] and tightening robustness bounds [17, 18]. To further improve robustness,
researchers proposed training an ensemble of independently smoothed classifiers paired with
adaptive ensemble voting [11, 19, 20]. Most existing ensemble methods assume a uniform
noise distribution across networks, limiting the network’s diversity and increasing transfer-
ability [13]. To overcome this limitation, we trained each network in the ensemble with
a distinct noise parameter, resulting in diverse gradient distributions and preventing the
success of transfer-based attacks. Furthermore, classical weighted ensemble techniques [21,
22] have shown limited improvements in certified accuracy for larger perturbation budgets,
which we mitigate by our proposed voting mechanisms. These improvements decrease trans-
ferability and increase robustness of the ensemble-based classifier (Section 4).

Contributions. We are making the following contributions: (1) We propose CEAR, a
certified adversarial defense framework that unifies DTS and VGA in an ensemble training
pipeline to promote decision-boundary smoothness and diversity. At inference, CEAR lever-
ages noisy logits to hinder gradient-based attacks and applies two voting mechanisms to re-
cover clean accuracy while improving robustness. (2) We extend the randomized smoothing
verification method to verify the robustness of ensemble-based classifiers. (3) Our experi-
mental evaluations demonstrate that CEAR achieves a higher certified accuracy on average
at larger radii and is more resilient to gradient-based white-box attacks than existing state-
of-the-art baselines.

2. Certified Ensemble Adversarial Robustness

An overview of CEAR method is presented in Figure 1. In the robust training phase
(shown in Figure 1(a) and described in Section 2.1), we adapt Gaussian augmentation,
which was initially designed for a single network (green-shaded area in Figure 1(a)), and
expand this process across an ensemble of networks. In this phase, we also adapt distillation
with temperature scaling (blue-shaded area in Figure 1(a)) to train a teacher network and
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Figure 1. Overview of Certified Ensemble Adversarial Robustness

use the output of the network in conjunction with Gaussian augmented inputs to train
several student networks. In the inference phase (shown in Figure 1(b) and described in
Section 2.2), we adapt noisy logits [12] to obfuscate the gradients across all layers of the
individual student networks in the ensemble and protect the model against stronger attacks
such as C&W attack [3]. Since clean inputs are exposed to several stochastic perturbations
(due to the addition of Gaussian noise during training and inference phases), degradation of
clean accuracy is unavoidable [4]. Thus, we practically show that using the ensemble, along
with our proposed voting mechanism, can effectively compensate for the clean accuracy
deficiency.

2.1. Robust Training

Let f: X — Y denote a DNN, where X C R? is the input space with dimension d, and
Y ={1,2,...,K} is the output space consisting of K class labels. Given a clean input
x € X, an adversarial example 2’ is defined as f(z') # f(x) subject to ||z’ — z|| < e where
¢ denotes the perturbation bound under a specified norm (e.g., ¢3 or £).

Variable Gaussian Augmentation (VGA). To improve the robustness of a single net-
work, Gaussian noise is added to the input, 2’ = z+-¢y,, where g, ~ N (0, afrI) and oy, is the
standard deviation used during training (green-shaded area in Figure 1(a)) [9]. By training
on noisy inputs, the network learns smoother decision boundaries and becomes provably
less sensitive to small adversarial perturbations. In an ensemble, each network receives dis-
tinct Gaussian perturbations that are drawn from the same fixed standard deviation oy,.
However, when all networks share the same noise level, transferability remains high due to
overlapping decision boundaries. To address this vulnerability, we propose VGA, in which
each ensemble network is assigned a different noise level by perturbing a base standard
deviation oy,. Specifically, we sample a random variable 8 from a uniform distribution as,

B~ Uniform(—%atr , + %Jtr) . (2.1)

The effective standard deviation becomes oy, + 3, and the training-time Gaussian noise is:
Etr N(O, (O'tr + ,8)21) . (22)

By drawing perturbations from the distribution described in Equation 2.2, we generate di-
verse noise distributions in the ensemble and increase the diversity of the ensemble, resulting
in decreasing adversarial transferability across all networks [23]. We also provide empiri-
cal evidence in Section 4 that drawing variable Gaussian noise per input improves certified
accuracy. This improvement is especially notable under large perturbation magnitudes.

Distillation with Temperature Scaling (DTS). As shown in the blue-shaded region of
Figure 1(a), we first train a teacher network f; to generate the predictive probability vector



P(f;(z)) for each input z € X as,
P(f:(z) = ¢) = softmax (%) ) (2.3)

where z, denotes the logit value associated with the class ¢ € Y, and t € RILT) g a
temperature parameter that smoothens the softmax distribution, resulting in softened class
probabilities known as soft labels [24]. Then, the soft labels are used as ground truth to
train a student network on the Gaussian augmented input z’ via the loss function £ as,

£(a') = CE(P(f(@)), P(fi()) ) , (2.4)

where CE(.) is cross-entropy function and f(2’) denotes the logit vector associated with the
student network outputs on the perturbed input z’. The advantage of using soft labels as
training labels, comes from the valuable information they contain compared to the correct
class. Instead of solely indicating the correct class, soft probability distributions capture the
relative similarities between classes. Furthermore, utilizing DTS effectively smoothens the
decision boundaries, making the transitions between different class regions in the input space
more gradual. Therefore, DTS improves generalization and robustness of DNNs against
unforeseen adversarial examples [5, 25].

In temperature-scaled distillation, we adjust the temperature within a modest range (typ-
ically 1 to 5) to foster diversity across the ensemble while preserving informative gradients.
Moderate temperatures allow the student to learn inter-class information without flattening
the distribution. According to Equation 2.3, if ¢ is too low (¢ & 1), P(ft(x)) approaches the
true label, losing significance of class similarities. If ¢ is too high, the distribution becomes
nearly uniform (i.e., P(fi(2)) ~ 1/K), thus flattening away informative gradients conveyed.

2.2. Robust Inference

Noisy Logits. The C&W attack [3] revealed that defensive distillation can be circumvented
when adversaries have iterative access to model logits. Building on this insight, CEAR
adopts input-level randomization at inference time by injecting Gaussian noise e ~ N'(0, 021
into the input rather than perturbing the logits directly [12]. While logit-level noise can
be averaged out through repeated querying, input-level noise induces inherently stochastic
logits without modifying model parameters, making adversarial reconstruction substantially
harder. Thus, in CEAR the prediction g, is obtained by applying the network layers to the
perturbed input «’ as §, = f;o fixr10-- -0 fi(z'), where f; denotes the intermediary logits and
o denotes the composition of the logits. This stochastic forward process enhances robustness
to adaptive attacks, albeit at the cost of reduced predictive confidence.

Geometric Median Ensemble (GM). The geometric median is a classical robust esti-
mator of multivariate location. Unlike the arithmetic mean, it is insensitive to a minority
of extreme inputs, ensuring that a small number of corrupted or adversarially perturbed
predictions cannot dominate the aggregate. In the ensemble setting, this implies that the
aggregate prediction remains close to the majority consensus even when several student
networks produce distorted outputs.

Let p;(z) = P(f, (z+¢e)) € A¥ denote the K-class probability vector produced by the
i-th network for input x. We aggregate the ensemble predictions using the geometric median
of the networks’ softmax outputs defined as,

M
§(a) = arg min ;Hq —pi(@)], , (2:5)

where the optimization is constrained to the probability simplex AX to ensure a valid pre-
dictive distribution. This estimator corresponds to the GM, a classical notion of multivariate



location [26]. This optimization finds the point §(z) whose total Euclidean distance to all
member probabilities {p;(x)} is minimal. The final class decision is ¢4 = arg max, §.(z). In
practice, the geometric median can be efficiently computed using iterative procedures such
as Weiszfeld’s algorithm [27]. Importantly, aggregation is performed at the level of softmax
probabilities rather than logits or labels, preserving the probabilistic interpretation of each
model’s output.

Robust Weighted Ensemble (RW). To improve robustness at larger perturbation bud-
gets while compensating for accuracy degradation, we propose RW that accounts for the
relative contribution of each student network by assigning greater influence to networks with
higher certified accuracy. This approach effectively unifies the decision regions induced by
the individual ensemble members. Unlike the distinct training set X; used for each stu-
dent network fi in the ensemble, a shared validation set X, is used for all networks where
X;N X, =0 for all i € NIM]_Tn the ensemble F = {f;}M, of M student networks, we first
perturb the input z, € X, with the Gaussian noise of a fixed standard deviation, resulting
in perturbed inputs. Then, we pass the perturbed validation data to each individual stu-
dent network fi separately to compute its corresponding certified accuracy a;. Finally, we
compute the ensemble’s predictive probability vector p using the weighted average of the
individual network probability vector p; as,
M .
p(x) = Z)\ipi(x) such that Ai = Mal ) (2.6)
=1 > aj
j=1

where \; € RI%! denotes the network contribution factor proportional to a; of each fi
Therefore, networks with higher certified accuracy within the given perturbation level have
a stronger vote in the final predictive probability p in Equation 2.6. By aggregating the
networks’ predictions in the ensemble with our robust weighted ensemble, the robustness of
DNNs is improved.

Although both aggregation schemes improve robustness, they are effective in different
confidence regions as validated in Section 4. When individual student networks produce
confident and consistent predictions, we employ GM aggregation, which sharpens the en-
semble decision and yields higher certified accuracy at small radii. In contrast, as the
perturbation budget increases and the model confidence degrades, we adopt RW, which
explicitly down-weights less reliable networks based on their certified accuracy.

Computational Overhead. As an ensemble-based defense, CEAR increases runtime and
memory by requiring M student networks, but this deliberate overhead is often acceptable
in safety-critical deployments where improved robustness and verifiable guarantees outweigh
additional compute. When analyzing CEAR’s computational complexity, we suppress con-
stant per-sample costs (e.g., those for forward/backward passes or logit perturbation in a
single DNN) since they remain uniform across method components, and asymptotic analysis
inherently ignores such implementation-level constants. Instead, we focus on how runtime
grows with the main input variables in CEAR: the ensemble size M, training dataset size
| X|, validation dataset size |X,|, and test sample size | Xiest|-

During training, CEAR independently trains each of the M networks in the ensemble
using DTS (teacher and student forward-backward passes as described in Section 2.1), and
VGA is applied on-the-fly. As VGA involves generating input-dependent noise &4 per
sample via Gaussian sampling, this noise augmentation introduces a negligible constant
per-sample overhead, i.e., O(1); thus, the total time to train all networks on dataset X
scales as O(M JX |) This reflects linear growth in both ensemble and dataset size.

After training, each network’s contribution factor is computed once on a held-out vali-
dation set X, based on its certified accuracy (Equation 2.6), incurring a one-time cost of



Algorithm 1 Ensemble-based Robustness Radius Measurement

Require: Clean input z; ensemble F' = { fl M. of student networks; A;: The contribution
factor for the i*" student network; N,: The number of perturbations of z for ensemble
prediction; N: Number of perturbations of « for Monte-Carlo sampling; ¢,: Verification
standard deviation; a:: Abstinence threshold;

Ensure: Predicted class c4 with certified radius R, or abstain (—1)

1 co [ ] > Empty list of predictions
2: for j «+ 1to N, do
3: Ev NN(O,U%I)

M

Se Z/\iIP’(fi(x—Fev) = c) Vee)
i=1

€4 argmaxgcy Se¢

APPEND(cp, ¢) > Ensemble prediction (Eq. 3.2)
end for
ca + MODE(¢y) > Most frequent prediction
Py + SAMPLEWITHNOISE(F, 2, ¢4, N, 0y,)
P4 + LOWERCONFBOUND(P4-N,N,1 — a)
10: if Py > % then

11: return (ca4, R) > Return class and radius (Eq. 3.6)
12: end if
13: return —1 > Abstain

O(M.|X,]). These weights are then fixed and reused during inference. For each test sample,
CEAR performs noisy forward passes through the M pretrained students and applies RW
voting via a single linear scan over the ensemble, adding only O(M) overhead. Thus, per-
sample inference remains O(M) and scales as O(M.|Xiest|) over the full test set. For CEAR
with geometric median aggregation, the same M noisy forward passes are used, but logits
are combined via element-wise log-probability averaging across K classes before prediction,
incurring an additional O(M.K) aggregation cost. Nevertheless, the overall inference com-
plexity remains linear in M, preserving CEAR’s computational efficiency.

3. CEAR Robustness Verification

Prior to deployment, robust verification is essential to guarantee that a model’s decisions
are invariant to perturbations within a given budget. We adapt randomized smoothing
to assess the robustness of an ensemble model. Specifically, we use the robustness radius
as the maximum perturbation under a given £,-norm that the model can tolerate without
changing its prediction for a given input. A larger radius means that the model’s decision
remains invariant under larger noise perturbations. We establish the robustness radius by
first defining a smoothed classifier g : X — ), formed by adding the Gaussian noise ¢, to
the inputs of base classifier f : X — ) to generate a set of perturbed instances of each
validation input z € X,. For N, perturbed inputs = + €,, the smoothed classifier g returns
the class with the highest probability that is obtained by:

g(x) = argmax P(f(z+e,) =c), (3.1)

where ¢ € )Y denotes the class labels. We then extend Equation 3.1 to smooth ensemble-
based classifiers under lo-norm. Let €, ~ AN (0,02]) be the Gaussian noise and F : X — Y



be a function of an ensemble that contains a set of M base networks {f;}, as,

M
F(z) = arg max Z i P(fi(z)=¢), (3.2)
i=1

where \; denotes the contribution factor associated with each network f; in the ensemble.
We apply randomized smoothing to each individual network f;, resulting in a set of smoothed
classifiers constituting the smoothed ensemble G on the set of NV, perturbed inputs as,

G(z) = arg max P(F(z +ey) =c) . (3.3)

Since it is infeasible to ezactly compute the smoothed prediction G(z) and verify its ro-
bustness, we employ Monte Carlo sampling algorithm to ensure reliable estimates of the
predicted class and robustness radius with high probability [9]. We compute the robustness
radius for the smoothed ensemble G as described in the following corollary.

Corollary 1. Given the most probable class c4 € Y with the lower bound probability of Pa
and the upper bound probability of the runner-up class Pg such that Py, Pg € RO the
following conditions are satisfied:

P(F(x+ey)=ca) > Py > Pp> rr;éax]P’(F(m—i—Ev) = ¢) (3.4)
cFca
such that Pg =1 — Pa. Then, the ensemble F' is robust at x within the radius R if
Gz +96)=ca YV ||dlle < R, (3.5)
where o o
R=2 (071 (Py) 07 (Pp)) . (3.6)

in which ®~1 denotes the inverse standard Gaussian CDF.

The proof of Corollary 1 follows that of [9]; however, the base classifier is an ensemble rather
than a single network. Corollary 1 shows that the robustness radius R increases with larger
verification noise o, and higher confidence in the top class ca, and diverges as P4 — 1.
Since the Gaussian distribution has full support on &,,, the condition P(F'(z+¢,) =ca) =1
implies that F(-) = c4 almost everywhere in the input space.

Algorithm 1 shows how to measure the robustness radius for a given input x € X,. We
first apply randomized smoothing to each base classifier f in the ensemble F' by convolving
f with g,. We generate a set of N, perturbed instances of x by adding ¢, (Line 3) and
collecting all the votes of the smoothed ensemble G in ¢y (Line 4). The ensemble prediction
ca is then obtained by selecting the class prediction that the ensemble is most likely to
predict under the given noise ¢, (Line 7). We then compute the probability P4 that the
ensemble predicts the class ¢4 across N different perturbed instances of x drawn from the
same noise level &,, using the Sample WithNoise procedure (Line 8). Next, we compute a
lower confidence bound on P, using the LowerConfBound procedure, which estimates the
minimum probability that the ensemble predicts the class ¢4 under noise level ¢, (Line 9).
Here, 1—a denotes the confidence level, e.g., a 95% confidence corresponds to o = 0.05. The
model is certifiably robust at x if this lower bound P4 exceeds the threshold 0.5 (Line 10).
If the bound is greater than 0.5, we return c4 along with a certified robustness radius R,
within which the prediction remains provably unchanged (Line 11). Otherwise, the ensemble
model abstains, indicating insufficient confidence for certification (Line 13).

4. Experimental Evaluation

We evaluated the robustness of CEAR under two voting mechanisms: GM voting de-
noted by CEAR(GM), and RW voting denoted by CEAR(RW), through three different



experiments: (1) examine the certified accuracy for varying radii, (2) compute the robust-
ness radius, and (3) determine which networks are less susceptible to AutoAttack under ¢o
and f, norms. We further extended our evaluations by examining the ablated variant of
CEAR without the VGA, denoted as CEAR™.

Datasets and Baselines. We evaluated CEAR against state-of-the-art baselines on MNIST
[28], CIFAR10 [29] and TinyImageNet [30] datasets. These datasets provide a diverse evalua-
tion setting, ranging from low-dimensional grayscale digits to high-resolution natural images
with a large number of classes. The baselines are denoted by RandSmooth for the random-
ized smoothing method using a single network [9], and SWEEN for the smooth weighted
ensemble method [20].

Threat Models. We evaluated robustness under white-box attacks, where the adversaries
have full access to each network’s architecture, weights, and gradients. We used a subset of
AutoAttack [14] which is a parameter-free and reliable evaluation framework comprised of
three attacks, APGD-CE, APGD-DLR, and FAB. These attacks effectively probe decision
boundaries and detect gradient masking. Making it an effective tool to evaluate adversarial
transferability across ensemble configurations.

Implementation Details. We implemented the proposed method! using the TensorFlow
framework [31] in Python and conducted the experiments using a Tesla T4 GPU. For con-
sistent comparative evaluations on MNIST and CIFAR10 with baseline methods, we used
three ensembles, each consisting of five student networks individually trained with soft la-
bels produced by teacher networks at temperatures ¢t = {2,3,4,5,6}. The student networks
were trained and tested under varying Gaussian noise levels {0.25, 0.5, 1.0} for CIFAR10
and MNIST, and {0.125, 0.25} for TinyImageNet. The use of lower-noise variants on Tiny-
ImagNet is motivated by the dataset’s lower test accuracy, which makes the classification
task significantly more challenging and renders the model highly sensitive to larger noise
perturbations. For MNIST, we used LeNet5 [32] to train both the teacher and student net-
works using SGD Optimizer and Gaussian noise €; = 0.3. For CIFAR10 and TinyImageNet,
we used the same hyperparameters with Gaussian noise ¢, = 0.03 on ResNet110 [33] and
ResNet18 models, respectively. Furthermore, on 10,000 CIFAR10 instances, RandSmooth
takes 33(s), SWEEN takes 164(s),CEAR(RW) takes 162(s), and CEAR(GM) takes 171(s),
while on MNIST, RandSmooth takes 2(s), SWEEN takes 10(s), CEAR(RW) takes 7(s), and
CEAR(GM) takes 14(s).

Experiment 1 (Certified Accuracy). We use certified accuracy (CA) [9] at given radius
L as a metric to measure the proportion of instances that are correctly classified by the
smoothed classifier and are provably robust to any adversarial perturbation as,

1
CA = 5 Z I{R; > L}, (4.1)
JEX,
where I{-} is the indicator function and R; is the robustness radius for each sample j that
is correctly classified.

Tables 1 and 2 report CA as a function of the perturbation radius R and noise level o,
for RandSmooth, SWEEN, and CEAR variants, providing empirical support for our main
theoretical claim that the optimal aggregation strategy depends critically on model confi-
dence and perturbation budget of the smoothed classifier. Across MNIST and CIFAR10, we
observe that in high confidence regions (small R), CEAR™ (GM) is optimal; it consistently
yields the highest robust accuracy, achieving 99% at R = 0 on MNIST (o, = 0.25) and
51% at R = 0.5 on CIFAR10 (o, = 0.25), outperforming both RandSmooth and SWEEN.
However, as R increases and predictive uncertainty grows, this advantage vanishes, and
fixed-weight aggregation (RW) with VGA becomes more reliable for low-confidence regimes:

IThe source codes are available at https://github.com/tailabTMU/CEAR.
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Table 1. Certified accuracy (%) at varying radii and o, on MNIST (M) and
CIFARIO (C).

Radius R 0.00 0.25 0.50 0.75 1.00 1.25 1.50 1.75 2.00
oy Model M C M C M C M C M C M C M C M C M C
RandSmooth 97 76 95 59 93 37 87 22 0 0 0 0 0 0 0 0 0 0
SWEEN 98 77 97 61 94 46 90 30 O 0 0 0 0 0 0 0 0 0
0.25 CEAR™(RW) 98 79 97 65 95 47 93 31 0 0 0 0 0 0 0 0 0 0
: CEAR(GM) 99 79 98 65 96 51 93 31 O 0 0 0 0 0 0 0 0o 0
CEAR(RW) 98 76 97 63 93 49 90 36 O 0 0 0 0 0 0 0 0 0
CEAR(GM) 98 72 97 58 93 45 90 33 0 0 0 0 0 0 0 0 0 0
RandSmooth 96 64 95 55 92 38 8 28 77 15 66 9 39 5 18 2 0 0
SWEEN 97 68 97 56 93 44 86 34 8 20 72 14 50 8 20 5 0 0
0.50 CEAR™(RW) 97 68 94 56 92 42 87 31 75 22 66 14 51 9 26 4 0 0
’ CEAR™(GM) 98 70 97 58 94 44 89 31 85 25 72 16 55 11 25 6 0 0
CEAR(RW) 94 68 92 56 87 44 83 36 75 23 67 14 58 10 43 8 0 5
CEAR(GM) 96 63 93 53 90 39 8 29 75 17 61 10 44 8 25 0 0 0
RandSmooth 87 42 8 31 71 23 59 15 42 11 28 7 15 6 9 3 5 1
SWEEN 88 43 8 34 71 26 64 20 50 16 37 12 28 9 15 6 9 4
1.00 CEAR™(RW) 87 47 79 35 69 26 62 20 58 15 49 12 32 8 22 6 15 4
' CEAR™(GM) 91 47 83 37 76 27 69 22 57 16 42 13 31 11 17 8 13 5
CEAR(RW) 91 47 87 37 76 30 69 25 60 20 50 18 38 15 34 10 20 8
CEAR(GM) 8 46 80 35 72 29 58 24 45 18 36 15 22 12 12 10 7 8

Table 2. Certified accuracy (%) at varying radii and o, on TinyImageNet.

Radius (R)
ov  Model 0.00 0.1 02 03 04 05 06 07 0.8
RandSmooth 38 28 19 13 8 0 0 0 0
SWEEN 45 33 24 18 13 0 0 0 0
0195 CEART(RW) 45 35 30 24 16 0 0 0 0
: CEAR-(GM) 46 36 29 25 16 0 0 0 0
CEAR(RW) 48 35 30 26 20 0 0 0 0O
CEAR(GM) 46 36 29 25 17 0 0O 0 0
RandSmooth 28 25 18 13 7 9 4 3 3
SWEEN 30 23 17 14 10 9 6 5 5
0os CEART(RW) 37 33 29 23 20 16 13 10 8
: CEAR-(GM) 37 33 27 20 17 12 9 7 6
CEAR(RW) 42 35 31 24 20 17 13 10 9
CEAR(GM) 32 29 26 21 15 11 9 7 5

CEAR(RW) attains 58% at R = 1.50 on MNIST (o, = 0.50) and 20% at R = 1.0 on CI-
FARI0 (o, = 1.00), surpassing both baselines. This pattern is even stronger on TinyIm-
ageNet, where inherently lower model confidence renders adaptive weighting less effective
and fixed RW consistently dominates (e.g., 26% at R = 0.3, o, = 0.125).
Experiment 2 (Radius of Robustness). Figure 2 illustrates the certified robustness
radius achieved by each method under increasing noise levels o,. Across all three datasets,
CEAR(RW) consistently achieves a larger robustness radius than baselines and other vot-
ing mechanisms, indicating improved robustness in lower-confidence regions under higher
perturbations. In particular, Figures 2(d), 2(h), and 2(1) demonstrate that CEAR(RW)
maintains a greater CA at R > 1.0 whereas RandSmooth and SWEEN rapidly deteriorate.
On MNIST in Figure 2(c), CEAR(RW) exhibits a smoother decline in CA as the radius
increases. For instance, at o, = 1.0 and R = 2.5, both RandSmooth and SWEEN fall to
near-zero CA, whereas CEAR(RW) continues to dampen the effects of the perturbations
and maintain its accuracy. A similar trend is observed on CIFAR10 and TinylmageNet in
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Figure 2. The average certified accuracy under varying radii and noise o,

Figures 2(h) and 2(1), confirming that robust weighted aggregation is particularly effective
in the large-radius regime. In contrast, Figure 2 shows that CEAR™(GM) achieves the
highest CA at small radii but degrades more rapidly beyond R > 1.0. While this method
still outperforms baselines at both lower and higher radii, it demonstrates that using a
varied noise distribution in training in conjunction with an RW aggregation is better in
low-confidence regions.

Experiment 3 (Mitigating Transferability Impact). We evaluated the transferability
by generating attacks targeting one network at a time and measuring attacker success rate
across the ensemble. Networks with low transferability achieve a lower attacker success rate.
In contrast, to provide a non-transferable comparison, RandSmooth employs a single net-
work where adversarial examples are generated and tested on the same network. As shown
in Table 3, for instance, on CIFAR10 under the £, norm (e = 0.03), CEAR(RW) substan-
tially reduces the attacker success rate to 46%, outperforming RandSmooth (95.56%) and
SWEEN (60.10%), demonstrating markedly improved robustness to transferable attacks.

5. Conclusion

CEAR is an ensemble-based robustness framework that integrates empirical and certified
defense mechanisms across training and inference. During training, CEAR couples DTS
and VGA to diversify ensemble members, smooth decision boundaries, and reduce adver-
sarial transferability. At inference time, noisy logits are used to obfuscate gradients, while
ensemble aggregation recovers clean accuracy and improves CA. We study two aggregation
strategies: an optimized geometric median (GM) and a fixed robust weighted ensemble
(RW). Experiments show that GM achieves higher certified accuracy in high-confidence,



Table 3. The attacker success rates under /2 and /., norms

Model MNIST CIFAR10
Clean Acc. 3 (¢ =1.00) fo (¢=0.20) Clean Acc. €5 (¢ =0.35) (o (e = 0.03)
RandSmooth  99.12% 12.20% 99.82% 75.00% 33.18% 96.56%
SWEEN 99.16% 11.18% 56.28% 80.20% 45.29% 60.10%
CEAR~(GM)  99.10% 9.07% 50.13% 84.6% 19.9% 48.31%
CEAR(RW) 98.29% 10.60% 44.60% 81.00% 16.79% 46.00%

low-perturbation regions, whereas RW coupled with varying noise is more reliable under
larger perturbation budgets and lower-confidence settings, yielding larger certified radii and
improved robustness compared to prior ensemble baselines. These results indicate that
optimized aggregation is preferable when ensemble predictions are confident, while fixed
robust weighting is superior in high-uncertainty adversarial regimes. For future work, we
plan to systematically investigate how the choice of temperature in DTS influences ensemble
diversity, calibration, and certified robustness across different perturbation regimes.
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