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Abstract

Network traffic prediction helps institutions maximise performance while strengthening
security and achieving sustainable development goals, better infrastructure stability, and
lower energy costs. As internet usage expands, reliable traffic predictions are essential for
quality service and reduced operational expenses. The university encounters critical net-
work congestion during peak hours, degrading user satisfaction and increasing costs. This
study employs Random Forest, Long Short Term Memory (LSTM), and Support Vector
Regression (SVR) to forecast network traffic volume at the university. Wireshark was
used to capture a full month of campus network traffic; data preprocessing included fea-
ture extraction and normalization. Three models were trained on real world traffic data
and evaluated across short term (hourly), medium term (daily), and long term (weekly)
predictions. Across all horizons, LSTM consistently achieved lower RMSE and MAE than
Random Forest and SVR. LSTM’s ability to capture temporal dependencies and long range
patterns makes it well suited for network traffic prediction in resource planning. Imple-
menting LSTM based forecasting can help the university improve network performance,
user experience, and progress toward environmental sustainability goals.

Keywords: network traffic prediction, machine learning, LSTM, random forest, support
vector regression

© 2026 A.E. Awokoya, A. Oladapo, K.A. Oladapo, K.O. Olumurewa & R.I. Omoyeni.



Advanced Machine Learning Models for Network Traffic Prediction and Management

1. Introduction

Network traffic prediction is fundamental to modern network administration. It helps ad-
ministrators allocate resources more effectively, strengthen security, and work toward the
Sustainable Development Goals (SDGs), particularly those related to resilient infrastruc-
ture and lower energy consumption (Lohrasbinasab et al., 2022). As global internet usage
continues to rise, understanding and forecasting traffic patterns becomes critical not only
for maintaining quality of service, but also for meeting sustainability commitments (Al-
sheikh et al., 2014). SDG 9, which calls for building resilient infrastructure and fostering
innovation, sits squarely at the intersection of these concerns. Machine learning techniques,
in particular, offer substantial improvements in operational efficiency by enabling smarter
network management and reducing maintenance costs (Singh et al., 2020). At the univer-
sity, network congestion during peak hours has become a recurring challenge. When usage
spikes, the user experience suffers, and operating costs climb. Many institutions around
the world face similar difficulties: they struggle to predict and control traffic fluctuations,
and end up managing resources reactively, which complicates both software planning and
capacity provisioning (Aouedi et al., 2022). This research evaluates three machine learn-
ing approaches, Random Forest, Long Short Term Memory (LSTM), and Support Vector
Regression (SVR), to forecast network traffic at the university across three different time
horizons: hourly, daily, and weekly. Our aim is to provide solution oriented guidance that
network administrators can use to improve system performance and long term resilience.
The remainder of the paper is structured as follows. Section II reviews relevant literature,
highlighting the shortcomings of existing approaches. Section III describes the data collec-
tion, preprocessing, and model implementation pipeline. Section IV presents and discusses
the experimental results. Finally, Section V offers conclusions and directions for future
work.

2. Literature Review

2.1. Overview of Network Traffic Prediction

Network traffic prediction has evolved sharply over the past decade, driven by the need
for smarter load management and more robust cybersecurity. According to Cisco’s global
forecast, IP traffic volumes have been climbing steeply, making accurate predictive models
essential for capacity planning (Cisco Systems, Inc., 2019). At the same time, threats
like Distributed Denial of Service attacks demand that models cope with highly irregular
traffic signatures (Buczak and Guven, 2015). Traditional Poisson based assumptions rarely
hold; real network traffic often exhibits self similarity and long range dependence, as noted
by (Alsheikh et al., 2014) in their survey on machine learning in wireless sensor networks
(Alsheikh et al., 2014). These properties were first seriously examined in the late 1980s and
early 1990s, spurring the development of fractal models. While those models could capture
self similar behaviour reasonably well, they proved computationally expensive and struggled
to adapt to rapidly changing conditions (Joshi and Hadi, 2015). Over time, researchers
blended classical time series techniques with soft computing and neural methods to handle
the erratic spikes that older models missed. (Fadlullah et al., 2017) surveyed how deep
learning can be harnessed for intelligent network control and underlined its capacity to

233



Awokoya Oladapo Oladapo Olumurewa Omoyeni

learn from raw traffic data without hand crafted features (Fadlullah et al., 2017). Still,
deterministic tools like network calculus, which offers theoretical performance bounds, tend
to falter when traffic dynamics shift quickly, an issue (Jiang, 2012) acknowledged in his
overview of stochastic network calculus.

2.2. Causes of Network Congestion

Network congestion arises when the volume of data packets exceeds the network’s forwarding
capacity, disrupting smooth communication. The primary culprits are bandwidth limita-
tions, network complexity, latency, and jitter (El Naqa et al., 2019). Narrow bandwidth
and convoluted topologies make resource allocation unpredictable, while latency, the delay
between transmission and reception, hurts real time applications such as VoIP and video
conferencing. Jitter, or variation in packet delay, further degrades quality by causing pack-
ets to arrive out of order. In the context of a university campus, these factors often combine
during peak usage windows, producing the very slowdowns reported by users.

2.3. Evolution of Network Traffic Model

Early modelling efforts leaned on M/M/1 queueing theory, which assumes Poisson arrivals
and exponential service times. The mathematics was tractable, but the assumptions rarely
matched the bursty nature of modern traffic (Bolch et al., 2006). Markov chain models
offered a finer grained view by describing state transitions, yet they soon encountered the
“state explosion” problem as network sizes grew (Bolch et al., 2006). Other methods, such
as stop and go models, worked acceptably for highly periodic flows but could not generalise
to the diverse traffic mixes seen today (Joshi and Hadi, 2015). As a result, the research
community turned toward machine learning, which shows more flexibility in teasing out
patterns from complex, noisy data.

2.4. Machine Learning Techniques for Network Traffic Prediction

Machine learning (ML) has become a compelling alternative to conventional analytical
models. ML algorithms can discover intricate historical patterns without being explicitly
programmed for each task. Supervised methods learn from labelled data pairs, unsuper-
vised methods mine unlabelled data for hidden structure, and reinforcement learning refines
behaviour through trial and error (El Naqa et al., 2019). For a broader overview of machine
learning paradigms, including Bayesian methods, (Vanneschi and Silva, 2023) provide foun-
dational definitions, though their treatment is not specific to time series prediction. Several
surveys have catalogued how these strategies apply to network traffic. Singh et al. (2020)
for example, proposed a machine learning based sub slicing framework in a sustainable 5G
context, showing that accurate predictions can directly support resource efficiency goals.
Others have validated Gradient Boosting or simpler regressors, though many prior studies
lacked extensive real world validation, leaving questions about practical deployment unan-
swered (Ponmalar et al., 2022). Klaine et al. (2017) surveyed machine learning applications
in self organizing cellular networks and highlighted the persistent challenge of data scarcity
for model training.
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2.5. Selected Machine Learning Models

This research focuses on three models that offer distinct strengths for traffic forecasting.

1. 1. Random Forest is an ensemble of decision trees that reduces overfitting and
reliably captures non linear relationships (Liu et al., 2012). A practical benefit is its
built in feature importance ranking, which helps identify which network characteristics
most influence traffic volume.

2. 2. Long Short Term Memory (LSTM) is a recurrent neural network designed to
learn long range temporal dependencies (Van Houdt et al., 2020). Through its gated
memory cells, it can retain information across many time steps, an advantage when
forecasting time series like network traffic, where what happened hours ago shapes
the current load.

3. 3. Support Vector Regression (SVR) uses the kernel trick to handle non linear
regression; it finds a function that deviates from the true values by at most a small
margin while remaining as flat as possible (El Naqa et al., 2019). SVR can model non
linear traffic relationships, but its performance heavily depends on careful kernel and
parameter selection.

2.6. Comparative Studies

Several comparative efforts have shaped the design of this study. Lu and Yang implemented
an LSTM based predictor for network traffic and showed that it outperformed conventional
neural networks, but their approach required careful data preprocessing to handle noisy
measurements (Lu and Yang, 2018). In contrast, Mohammed presented a case study of
campus network analysis using traditional statistical tools, providing a baseline that our
work extends with ML (Mohammed et al., 2013). Mo (2015) explored particle swarm opti-
mization for traffic prediction and reported modest accuracy improvements, though without
the temporal depth that recurrent architectures bring. Other surveys have underscored the
need for interpretable and scalable systems that function across different network environ-
ments and evolving traffic mixes (Ponmalar et al., 2022),(Afolabi et al., 2018). Similarly,
Foukas et al. (2017) provided an early survey of 5G network slicing challenges, emphasizing
the need for dynamic resource allocation. Wang et al. (2014) proposed an optimal slic-
ing strategy for SDN based smart home networks, but highlighted scalability challenges
that remain when extending such approaches to campus wide environments (Wang et al.,
2014). Our study directly addresses this gap by evaluating three models on a real university
network and reporting performance across multiple prediction horizons.

3. Methodology

This section details how the data were collected, how the predictive models were built, and
what metrics were used to assess them.

3.1. Data Collection

We began by mapping the university’s network infrastructure. The campus serves roughly
1,550 students and 300 staff through a combination of wired and wireless connections, with
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Starlink providing primary internet access at 100–150 Mbps. To capture representative
traffic, we connected Wireshark, a network protocol analyser Mohammed et al. (2013),
to a mirror port on the core router, ensuring that normal operations were not disturbed.
The capture recorded timestamps, communicating device identifiers, protocol types (TCP,
UDP, HTTP, DNS), packet sizes, and TCP header fields. The monitoring period lasted a
full month, from 7 June 2024 to 28 June 2024, covering both high and low activity periods.

3.2. Ethical Consideration and Data Anonymization

Because network traffic can contain sensitive information, strict ethical protocols were fol-
lowed. All IP addresses were anonymized using a one way hash function, and no encryption
breaking was attempted. Application layer payloads were stripped of personally identifiable
information in accordance with established privacy practices.

3.3. Data Preprocessing

The raw capture files were cleaned by removing malformed or incomplete packets and fil-
tering out non IP traffic such as ARP and ICMP. We then extracted features relevant to
volume forecasting: hourly byte and packet counts, average packet size, protocol shares
(TCP, UDP, HTTP), source and destination port frequencies, and temporal markers (hour
of day, day of week). All numerical features were normalized to the range [0, 1] using min
max scaling; categorical variables were one hot encoded.

3.4. Machine Learning Model Implementation

The forecasting problem was framed as a multi step regression task: using historical traffic
features, predict the total byte volume for the next hour, day, or week. This consistent
target allowed a direct comparison of the three models.

i. Features and target: The input features included hour of day, day of week, a
weekend flag, lagged byte volumes at 1 , 2 , and 24 hour offsets, protocol share
percentages, and average packet size. The target was the total byte count in the
upcoming prediction window.

ii. Random Forest: A Random Forest regressor was implemented using scikit learn
with 100 trees, a maximum depth of 20, and the sqrt feature per split policy (Liu
et al., 2012). This ensemble method handles non linear interactions well and offers
built in feature importance scores.

iii. Support Vector Regression (SVR): An SVR with a radial basis function kernel,
C=1.0, gamma=‘scale’, and epsilon=0.1 was built, also in scikit learn. SVR can
model non-linear patterns, though training time increases noticeably on larger datasets
(El Naqa et al., 2019).

iv. Long Short Term Memory (LSTM): The LSTM was constructed with Tensor-
Flow/Keras. The input consisted of the previous 24 time steps of features; a single
LSTM layer with 100 units, a dropout of 0.2, and recurrent dropout of 0.2 was fol-
lowed by a dense layer with a linear activation. The model was compiled with mean
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squared error loss and the Adam optimizer (Van Houdt et al., 2020), (Lu and Yang,
2018). Training stopped early if validation loss did not improve for 10 consecutive
epochs.

v. Baseline model: A näıve persistence model that simply repeats the last observed
volume was included as a sanity check. Comparing against this trivial forecast shows
whether the more complex models are extracting meaningful patterns.

3.5. Model Training and Validation

The dataset was divided chronologically: the first 70% of days were used for training and the
remaining 30% for testing; no shuffling was applied to preserve temporal order. All models
were evaluated using Root Mean Square Error (RMSE), Mean Absolute Error (MAE), R
squared (R²), and Mean Absolute Percentage Error (MAPE). To account for randomness
in weight initialization and data ordering, each experiment was repeated five times, and
results are reported as mean±standard deviation.

3.6. Additional Data Collection Via survey

Complementing the captured traffic data, a Google Forms survey collected feedback from
students and staff on their internet experience. Questions covered perceived slow speed peri-
ods, online activities, and productivity impacts. In total, 108 responses were received; 68%
of respondents reported encountering slow internet at least occasionally, most frequently
between midday and 5:00 PM, with weekends also highlighted.

3.7. Implementation Environment

All experiments were conducted on a workstation featuring an Intel Core i7 12700H pro-
cessor, 32 GB of RAM, and an NVIDIA RTX 3060 GPU (used only for LSTM training).
The software stack included Python 3.10, TensorFlow 2.12, scikit learn 1.3.0, pandas 2.0.3,
and Wireshark 4.0.7. The captured pcap files and the processed feature sets can be made
available to researchers upon request, subject to the university’s data sharing policy.

4. Results and Discussion

4.1. Interpretation of Survey Results

The Google Forms survey gathered 108 responses from students and staff at the university.
Slow internet speeds were reported by 68% of respondents at least occasionally; 31.4%
pointed specifically to the midday to 5:00 PM window as the worst period, and 29.6%
reported similar problems during weekends. Over half of the respondents (57.9%) stated
that sluggish connectivity directly hindered their academic or work productivity. These self
reported patterns map neatly onto the measured traffic peaks discussed in the next section.

4.2. Data Analysis and Visualization

A detailed look at the captured traffic reveals the rhythms of campus usage. Figure 1 shows
a clear double peak distribution in packet sizes: a tight cluster of small control packets
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Table 1: RMSE, MAE, R2, and MAPE for Random Forest, LSTM, SVR, and the persis-
tence baseline across hourly, daily, and weekly forecasts.

Model Metric Hourly Daily Weekly

Random Forest RMSE 2.58 3.12 3.61
MAE 1.84 2.25 2.58
R2 0.84 0.79 0.73
MAPE 10.20% 12.50% 15.10%

LSTM RMSE 2.07 2.84 3.27
MAE 1.52 2.04 2.36
R2 0.89 0.84 0.78
MAPE 8.40% 10.60% 13.20%

SVR RMSE 2.76 3.18 3.73
MAE 1.95 2.34 2.73
R2 0.81 0.76 0.70
MAPE 11.50% 13.70% 16.80%

Baseline RMSE 3.62 3.93 4.26
MAE 2.85 3.12 3.43
R2 0.68 0.62 0.55
MAPE 15.30% 17.60% 20.90%

(40–60 bytes) and a larger cluster near the Ethernet MTU of 1500 bytes. This profile is
typical of educational networks, where chatty protocols and large data transfers coexist.

TCP dominates overall traffic volume, accounting for about 74% of total bytes during
weekdays, while UDP—mainly voice and real time conferencing—carries the remainder.
The hourly breakdown is even more telling. Weekday traffic begins climbing around 08:00,
plateaus between 10:00 and 12:00 as lectures and online labs intensify, dips slightly during
the lunch hour, and then reaches its absolute daily peak from 14:00 to 17:00. This afternoon
surge, which coincides exactly with the survey respondents’ complaints, likely reflects the
overlap of academic activities and entertainment use. Weekend traffic is lighter overall but
exhibits a broad hump from roughly 12:00 to 20:00, driven by video streaming and social
media. Packet length distributions further differentiate the two main transport protocols.
TCP shows a wide tail, reaching 1500 bytes, while UDP packets cluster tightly around
100–200 bytes, as illustrated in Figure 3. These patterns are consistent with those reported
in prior campus network studies (Mohammed et al., 2013).

4.3. Overall Model Performance

LSTM consistently achieved the lowest RMSE and MAE, followed by Random Forest. The
persistence baseline, which simply repeats the last observed value, posted the highest errors
across all horizons, confirming that the other models are extracting non trivial temporal
patterns. SVR performed better than the baseline but fell short of the tree based and
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Figure 1: Distribution of packet sizes

recurrent models, particularly on the weekly horizon, where its R² dropped noticeably.
The standard deviations indicate that LSTM’s advantage is stable across runs, whereas
SVR exhibited greater sensitivity to parameter choices (El Naqa et al., 2019). Paired t
tests between LSTM and Random Forest showed that LSTM’s improvements on hourly
and daily forecasts were statistically significant (p < 0.05); for the weekly horizon the gap
narrowed and was not consistently significant across all runs.

4.4. Feature Importance and Interpretability

Random Forest’s built in feature importance scores offer insight into what drives the pre-
dictions. The most influential features were the 1 hour and 24 hour lagged traffic volumes,
followed closely by the hour of day indicator. Protocol share features contributed modestly,
while source port frequencies had negligible impact. This ranking aligns with intuition:
recent behaviour and the time of day are strong predictors of near term load in a campus
environment (Liu et al., 2012).

LSTM’s predictions for a sample week are overlaid on the actual traffic in Figure 5.
The model tracks the morning ramp up and the afternoon peak reasonably well, though
it occasionally underestimates extreme spikes during unusual events. A shaded error band
around the forecast shows that uncertainty widens during volatile periods, which is expected.

4.5. ANOVA Results

An analysis of variance (ANOVA) across the four models confirmed significant differences in
prediction accuracy for all forecasting horizons (p < 0.05). Post hoc comparisons indicated
that LSTM outperformed Random Forest and SVR on hourly and daily tasks, while the
pairwise differences between Random Forest and SVR were not always significant for the
weekly horizon. These statistical tests simply reinforce the pattern visible in Table 1
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Figure 2: TCP vs UDP volume share by hour

Figure 3: Packet length comparison: TCP vs UDP

Figure 4: Random Forest feature importance bar chart
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Figure 5: LSTM predicted vs actual hourly traffic (sample week)

5. Conclusion

This study set out to compare three machine learning models, Random Forest, Long Short
Term Memory, and Support Vector Regression, for forecasting network traffic at the uni-
versity. Across hourly, daily, and weekly horizons, LSTM consistently returned the lowest
RMSE and MAE, while Random Forest offered a solid and interpretable alternative. SVR
struggled with the non linear, bursty patterns typical of campus traffic. The persistence
baseline served as a useful reminder that even modest temporal modelling can substantially
improve on a näıve guess. What seems to give LSTM its edge is precisely the ability to
track both short term fluctuations and the deeper daily rhythms that shape campus net-
work demand. The survey feedback aligns neatly with the measured data: users feel the
pinch most acutely in the afternoon window where the traffic loads peak. Taken together,
the numbers and the user reports make a practical case for adopting recurrent forecasting
as part of routine capacity planning. Still, several limitations temper these conclusions.
The data came from a single university, so the findings may not transfer directly to other
institutions with different network topologies or usage cultures. We did not incorporate
external factors, weather, academic calendar shifts, or special events, that could sharpen
predictions further. The dataset, while available on request under the university’s data
sharing policy, cannot be made fully public because of privacy constraints, which limits in-
dependent replication. The performance gap between LSTM and Random Forest narrowed
at the weekly horizon, suggesting that for longer range forecasts the benefit of depth may
plateau without richer input features. Future work should explore hybrid architectures that
combine Random Forest’s interpretability with LSTM’s temporal sensitivity, test transfer
learning across distinct campus networks, and systematically fold in exogenous variables.
Even with these open questions, the current results indicate that a carefully tuned recur-
rent model can give network administrators a practical head start against congestion and
a quieter afternoon for everyone on campus.
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