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Abstract

Digital advertising platforms have become unexpected threat vectors in Nigeria: terrorist
groups exploit Facebook ads for recruitment, cybercriminals launder billions through
advertising-related fraud, and human traffickers lure victims via deceptive job postings.
Yet Nigerian security agencies lack systematic capabilities to monitor advertising content
as an intelligence source. This paper presents ADINT, the first machine-learning-based
advertisement intelligence framework designed for Nigeria’s threat landscape. We construct
a domain-informed synthetic dataset of 3,000 advertisements across four categories—benign
(54.93%), fraud (22.90%), terrorism (11.70%), and trafficking (10.47%)—incorporating
realistic class imbalance, graduated ambiguity, and lexical noise to simulate operational
conditions. A six-phase experimental pipeline evaluates four architectures: BERT achieves
the highest accuracy (91.33%) with perfect recall on terrorism and trafficking; Random
Forest (90.33%) offers a compelling efficiency-accuracy trade-off for resource-constrained
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deployment. A proposed two-stage cascade where Random Forest pre-filter plus BERT
refinement—is analytically projected to reduce analyst workload by 75-78% and maintain
zero false negatives on critical threat classes within the synthetic evaluation environment.

Keywords: ADINT, Threat detection, NLP, BERT, BiLSTM, Nigeria, transfer learning,
digital security.

1. Introduction

Global digital advertising expenditure exceeded $740 billion in 2024, with social media
accounting for approximately $250 billion Statista Research Department (2024). This
infrastructure, built for legitimate marketing, has been systematically exploited by threat
actors who leverage micro-targeting and partial anonymity to reach highly specific audiences
Zouzou and Varol (2024).

Nigeria occupies a uniquely vulnerable position within this evolving threat landscape.
Nigeria occupies a uniquely vulnerable position within this evolving threat landscape. As
Africa’s most populous nation with over 220 million inhabitants, Nigeria faces multifaceted
security challenges: terrorism and insurgency by Boko Haram and ISWAP, sophisticated
cybercrime operations recording losses exceeding N12 trillion ($8 billion) in 2024 Deloitte
Nigeria (2026), and thousands of citizens trafficked annually via fraudulent job postings Joe
(2021); Ukhami et al. (2024). Despite these threats, Nigerian intelligence and law enforcement
have yet to exploit advertising content as an intelligence source. This paper addresses this
critical capability gap by developing, training, and evaluating a machine learning-based
Advertisement Intelligence (ADINT) framework on a realistic synthetic dataset, with the
aim of enabling proactive, scalable, and automated threat detection.

We present ADINT framework for proactive threat detection in digital advertising,
designed for deployment within Nigeria’s security architecture. Our principal contributions
are: (1) a domain-informed, noise-injected 3,000-instance synthetic dataset with realistic
class imbalance; (2) a feature engineering pipeline combining 13 hand-crafted attributes
with 1,000 TF-IDF features; (3) systematic comparative evaluation of four ML architectures
under standardised experimental conditions; and (4) a deployable two-stage inference system
with inter-agency threat routing.

2. Related Works

ADINT as an intelligence discipline was formalised by Vines et al. (2017), who demonstrated
that advertising micro-targeting can surveil individuals with accuracy comparable to SIGINT
at a fraction of the cost, providing the basis for subsequent unsupervised detection frameworks
targeting coordinated inauthentic advertising campaigns Cinus et al. (2025).

Traditional classifiers such as SVMs and Random Forests have demonstrated effectiveness
against fraud, spam, and phishing-driven advertisements Abbas et al. (2025), while more
recent transformer-based models such as BERT Devlin et al. (2019) have significantly
enhanced automatic classification of advertising text Zou et al. (2024). However, nearly all
such models are trained on Western-language corpora and transfer poorly to multilingual,
culturally specific environments like Nigeria Pakray et al. (2025).
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Three strands of Nigeria-specific research motivate this work. Nwankpa document how
ISWAP used paid social media advertisements Aina and Ojo (2023) and fake NGO pages to
evade algorithmic detection Nwankpa (2025). Deloitte Nigeria catalogue large-scale fraudu-
lent investment advertising Deloitte Nigeria (2026). Latonero establish the humanitarian
imperative for automated trafficking-advertisement detection Latonero (2011). Collectively,
these studies confirm the operational need for an ADINT system while highlighting the
absence of a Nigeria-trained model—the gap we address.

3. Methodology

We adopt the Design Science Research paradigm Hevner et al. (2008), which iterates
through problem identification, solution design, development, and evaluation for operational
information-systems artifacts. All performance claims are evaluated quantitatively on a
held-out test set under controlled, replicable conditions. The pipeline comprises six sequential
phases (Figure 1).

Phase III Phase IV Phase V Phase VI
Feature Model Evaluation & System

Phase I Phase I1

Dataset Text
Generation Preprocessing

Engineering ll Development Analysis Deployment

Synthetic data Clean + tokenize TF-IDF + linguistic RF + GBM + BiLSTM Accuracy + F1 REST API + alerting

gen + noise balance normalise + PII strip sentiment 4+ keywords BERT fine-tuning confusion matrix inter-agency routing

Figure 1: Six-Phase ADINT Research Methodology Workflow

3.1. Phase I: Dataset Design and Synthetic Generation

A fundamental challenge in ADINT research is the near-complete absence of labeled, oper-
ational advertisement data: legal constraints, platform access restrictions, and adversary
covertness make large-scale authentic collection infeasible. We therefore use domain-informed
synthetic generation Lu et al. (2023), an intentional methodological choice that provides full
control over class composition, ambiguity profiles, and noise characteristics.

3.1.1. DATASET DESIGN AND THREAT CATEGORY DESIGN

Each category is grounded in three design principles. First, ecological validity: vocabulary,
grammar, and persuasive strategies are drawn from empirical analyses of real Nigerian
malicious advertisements. Second, realistic class imbalance: the final class proportions—
benign 54.93%, fraud 22.90%, terrorism 11.70%, trafficking 10.47% —mirror the skewed
distributions typical of operational intelligence environments (Figure 2). Third, graduated
ambiguity: each threat category is subdivided into clear positives, ambiguous boundary
cases, and edge cases to simulate realistic labeling disagreements and semantic overlap.
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O Benign
O Fraud

[ Terrorism
| Trafficking

Figure 2: Dataset Composition—3,000 Advertisement Samples with Realistic Class Imbal-
ance

Benign samples include 20% suspicious-looking legitimate examples to stress-test false-
positive rates and prevent models from relying on simple lexical cues.
3.1.2. SYNTHETIC GENERATION FRAMEWORK

A template-based framework combines category-specific vocabulary pools, agent names,
locations, platform metadata, and threat-specific lexicons. Stochastic elements are populated
via seeded pseudo-random number generators, ensuring variability and reproducibility. Let
the total synthetic dataset be Dy, with N = 3000. The generation process is constrained
to specific class proportions across C = {Chenign; Craud; Cterrorism, Ctrafficking } -

Nbenign = 1648, Nfraud = 687,
Nterrorism = 351, Ntrafﬁcking = 314.

This satisfies N = Y .- N. = 3000. Following generation, Dy, is uniformly randomly
permuted to eliminate order-induced inductive bias.

Stochastic Platform Metadata Assignment FEach instance x; € Dsy, is assigned
platform metadata p; by sampling from a categorical distribution:

pi ~ Categorical(P, ©)

where:
eFacebook = 0-407 elnstagram = 025, HWhatsApp = 0-157

aTwitter = 0107 HTikTok = 0057 9Te1egram = 0.05.

3.1.3. LEXICAL NOISE INJECTION

To test generalisation under degraded-text conditions typical of social media, two noise
mechanisms are applied post-generation.
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Character-level perturbation: A noise function fyeise() is applied with probability
Pnoise = 0.15:

Perturb(z, S), with probability ppoise,

fnoise (l‘) = {

T, with probability 1 — ppoise-

Substitution rules include leet-speak, phonetic abbreviations, and domain misspellings.

Token-Level Stochastic Replacement For each token w; in the sequence
W = (wl,wz, e ,wk),

a replacement is applied with probability preplace = 0.05:

w/‘ _ v~ Vneutraly with probability Preplace
! wy, with probability 1 — preplace-

Together, these mechanisms prevent models from relying on brittle syntactic patterns
rather than semantic boundaries.

3.2. Phase II: Text Preprocessing

A six-stage deterministic TextPreprocessor class normalises surface variation while pre-
serving threat-relevant semantics (Figure 3).

Stage 1—Lowercasing: Reduces vocabulary size and collapses orthographic variants.

Stage 2—URL and Email Removal: Hyperlinks and email addresses are stripped
via regular expressions.

Stage 3—Phone Number Stripping: Nigerian phone numbers are removed to prevent
spurious correlations.

Stage 4—Special Character Normalisation: Non-alphanumeric characters are
removed, except sentence-terminal punctuation.

Stages 5—6—Tokenisation and Lemmatisation: NLTK tokenisation is followed by
WordNet lemmatisation and stopword removal.
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Raw Advertisement Text

h'd

Step 1: Lowercasing

h'd

Step 2: URL / Email Removal

hd

Step 3: Phone Number Stripping

h

Step 4: Special Character Norm

h'd

Step 5: Tokenisation (NLTK)

'SR 'SR ( \ ( \ ( \

h'd

{Step 6: Lemmatization + Stop-word Removal}

Figure 3: Text Preprocessing Pipeline — Six Sequential Normalisation Stages

3.3. Phase III: Feature Engineering

A 1,013-dimensional feature space is constructed from three groups of hand-crafted features
combined with TF-IDF representations (Table 1). Traditional ML models consume this
combined feature vector, whereas deep learning models learn their own representations from
raw text. The TF-IDF vectoriser is fitted exclusively on the training partition to prevent
vocabulary leakage.

3.4. Phase IV: Data Partitioning

Dy, is partitioned via stratified random sampling into training, validation, and held-out
test subsets (Figure 4), preserving empirical class distributions across all splits.
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Table 1: Feature Engineering Summary

Group No. Description Rationale

Linguistic 8 Character, word, sentence, Captures urgency and struc-
punctuation, capitalisation, tural markers
and digit features

Sentiment 2 Polarity and subjectivity Captures emotional tone
scores

Threat key- 3 Terrorism, fraud, and traf- Provides class-specific priors

words ficking lexicon counts

TF-IDF 1,000 Top unigram, bigram, and Captures discriminative n-
trigram features from train- gram patterns
ing data

Total 1,013 Sparse feature concatenation —

[ Full Dataset: 3,000 samples }

Training + Validation Pool Test Set
2,400 samples (80% 600 (20%)

Training Set Validation
2,100 (70%) 300 (10%)

Figure 4: Stratified Dataset Partitioning—70/10/20 Split with Class Preservation
3.5. Phase V: Model Development and Training

Four complementary architectures are evaluated (Figure 5), spanning interpretable ensembles
to large pre-trained transformers.

Bidirectional

LSTM BERT

Random Forest Gradient Boosting

Raw Text

Input

TF-IDF + Features TF-IDF + Features Tokenise + Pad WordPiece

Embedding Transformer

200 Trees 200 Estimators

Bootstrap Error Correction BiLSTM Layers

Majority Vote Softmax Dense Layers Linear Head

s Output 4-class Softmax 4-class Softmax

Figure 5: Comparative Summary of the Four MLL Model Architectures
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3.5.1. RANDOM FOREST

200 uncorrelated decision trees are grown using bootstrap aggregation and random feature
subsampling; final predictions are determined by majority vote across all trees Breiman
(2001).

3.5.2. GRADIENT BOOSTING

A sequential ensemble iteratively fits shallow decision trees to the negative gradient of the
cross-entropy loss Friedman (2001).

3.5.3. BIDIRECTIONAL LSTM
The BiLSTM processes sequences in both forward and backward directions, concatenating
hidden states at each time step Schuster and Paliwal (1997).

3.5.4. BERT TRANSFORMER

bert-base-uncased is fine-tuned for sequence classification by appending a linear head to
the [CLS] token representation Devlin et al. (2019); Vaswani et al. (2017).

Collectively, Random Forest, Gradient Boosting, BiLSTM, and BERT have each demon-
strated strong performance in related fraud detection tasks (Abbas et al. (2025)Alzahrani
et al. (2025)Taneja et al. (2025). Their deliberate diversity allows us to assess whether deep
learning’s benefits outweigh its computational costs in Nigerian security applications.

3.6. Phase VI: System Deployment and Prototype Implementation

The deployment architecture rests on layered inference, actionable routing, and human-in-
the-loop supervision as shown in Figure 7.

3.6.1. DATA INGESTION LAYER

In full deployment, a hybrid ingestion layer aggregates advertisements from six platforms
via official APIs and transparency databases such as the Meta Ad Library.

3.6.2. TWO-STAGE INFERENCE PIPELINE

The Random Forest classifier screens the full ingested stream as a rapid pre-filter; BERT is
then applied exclusively to the flagged subset.

3.6.3. CONFIDENCE-BASED ALERT ROUTING

Detected threats are stratified into three severity tiers by predictive confidence score (Table 2).
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Figure 8: Training and validation convergence curves for BILSTM and BERT.
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Data Ingestion Layer

Facebook Instagram WhatsApp Telegram Twitter/X
API API Monitor Monitor API

Data Ir on & Queue

Kafka stream de-du 1 o rate limiting e queueing

Two-Stage Inference Pipeline

Feature Extraction RF / GBM Classifier d BERT Classifier

Random Fo dient Boosting T Deep Learning Model (100

PF e linguistic @ sentiment e ke;

------------------- FLAGS POSSIBLE THREATS = R et

Ensemble Decision & Confidence Scoring
Two-stage: RF pre-filter + BERT refinement e threshold=0.75

DSS / NIA EFCC NAPTIP
Terrorism Fraud Trafficking

[-90% Confidence: 30 mi [5-90% Confidence: 2 hry 759 nfidence: 24 hrg

Analyst Review Queue & In!er-Agency Routing Protocol

A

A
Analyst Review Queue (Human-In-The-Loop)

MEDIUM

Figure 9: ADINT System Deployment Architecture — Data Ingestion, Inference, and
Inter-Agency Routing

Table 2: Confidence-Based Alert Severity and Inter-Agency Routing Protocol

Severity | Confidence | Response SLA | Routing Agency
HIGH > 90% 30 minutes DSS/NIA, EFCC, NAPTIP
MEDIUM 75-90% 2 hours Relevant agency with analyst review
flag
LOW < 75% 24 hours Analyst review queue—no automatic
dispatch

3.6.4. MODEL GOVERNANCE AND RETRAINING PROTOCOL
Continuous logging tracks per-class recall against analyst-validated ground truth. If recall

for any threat class falls below a defined threshold, the synthetic generation framework can
rapidly produce additional training data reflecting new adversarial patterns.

4. Experimental Results

Experiments ran on commodity cloud hardware: NVIDIA T4 GPU for deep models, multi-
core CPU for tree-based models; Python 3.10, scikit-learn, PyTorch/TensorFlow.
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4.1. Overall Model Performance

All four models were evaluated on the held-out test set of 600 advertisements. Performance
is reported across accuracy, weighted Fl-score, training time, and inference latency, as
summarised in Table 3. The performance spread across all models is a mere 2.50 percentage
points (88.83%-91.33%), indicating that the task is amenable to multiple algorithmic
approaches and that the engineered feature space provides a highly informative signal for
the tree-based models.

Table 3: Comparative Model Performance on 600-Sample Held-out Test Set

Model Test Acc. Wtd. F1 Training Inference
BERT 91.33% 0.91 ~15 min GPU  ~100 ms
Random Forest 90.33% 0.90 ~2 min CPU <1 ms
Gradient Boosting 89.83% 0.90 ~5 min CPU <1 ms
Bidirectional LSTM 88.83% 0.89 ~12 min GPU ~5 ms

4.2. Per-Class Performance Analysis

Confusion matrices in Figure 8 reveal distinct operational profiles with direct deployment
implications.

Rancdom Focest Gradit 8o0sting
AcCurncy: 0.9033 Accuracy; 08963

........ a eng s

Figure 10: Confusion Matrices

BERT achieves perfect recall on terrorism and trafficking within the synthetic test set
at the cost of lower benign recall.

LSTM shows balanced trafficking performance and the second-best fraud recall but
trails overall at 88.83% accuracy.
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Figure 11: ADINT Prediction System—Test Case Visualizations

Gradient Boosting exhibits the most balanced precision-recall profile with the narrowest
inter-class F'1 range.

Random Forest matches BERT’s perfect terrorism recall with higher benign precision
than all other models, producing fewer total false positives.

4.3. Workload Reduction Analysis

Analyst workload reduction is a primary operational metric for ADINT deployment. Prior
to automation, security analysts must manually review 100% of flagged advertising content.
The ADINT system pre-screens ingested advertisements, escalating only those exceeding the
0.75 confidence threshold. Based on the Random Forest test performance (benign recall of
0.86, flagging approximately 43.2% of all ads), the single-stage system would already reduce
the review volume from 100% to 43.2% which is a 56.8% workload reduction. However,
the proposed two-stage architecture, in which a lightweight Random Forest pre-filter would
screen the full stream before BERT analysis, offers the potential for further workload
reductions, followed by BERT analysis of only that flagged subset, the final volume requiring
human review could be reduced to approximately 22-25% of the original stream-—a projected
workload reduction of 75-78%. This cascaded design, which remains a key direction for future
implementation, would allow the system to combine Random Forest’s efficiency with BERT’s
semantic depth, enabling analysts to redirect cognitive resources from routine screening to
high-priority case analysis, threat pattern research, and inter-agency coordination.

4.4. Qualitative Evaluation

The prototype was tested on representative samples from all four threat categories, correctly
classifying each with confidence exceeding 94% as shown in Figure 9.
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5. Discussion
5.1. Model Selection for Operational Deployment

The 1-percentage-point gap between BERT and Random Forest challenges transformer
dominance assumptions at moderate dataset scales. RF’s sub-millisecond, CPU-only inference
aligns with Nigerian security infrastructure realities. BERT’s zero false negative rate on
critical threat classes makes it a strong candidate where missing a true positive carries
unacceptable consequences, though real-world validation remains required.

5.2. Misclassification Patterns

Confusion matrix analysis in Figure 10 identified three systematic misclassification patterns
that illuminate the fundamental linguistic challenges of advertisement threat detection. First,
benign advertisements were the most frequently misclassified category often flagged as fraud
because the aggressive urgency-and-scarcity language of legitimate high-pressure marketing
and fraudulent schemes occupies overlapping regions of the feature space. This pattern,
documented extensively in deception detection literature Whitty (2013), suggests that surface-
level linguistic features are insufficient for disambiguation and that contextual, narrative-level
understanding is required. Second, bidirectional confusion between trafficking and fraud
arises because both categories employ recruitment-and-monetary-incentive language. Third,
terrorism demonstrated the sharpest semantic separation, with minimal cross-category
confusion, attributable to the presence of highly distinctive ideological vocabulary that
constitutes an exclusive lexical cluster absent from other categories.

5.3. Limitations

Six limitations bound this work: (i) all metrics measure in-distribution synthetic generali-
sation, not real-world performance; (ii) the English-only dataset excludes Hausa, Yoruba,
Igbo, and Pidgin English; (iii) the two-stage cascade is unvalidated as a unified pipeline;
(iv) confidence-based routing lacks calibration analysis; (v) static threat lexicons require
continuous curation; and (vi) adversarial evasion strategies remain unevaluated.

5.4. Ethical and Civil Liberties Considerations

Automated threat routing raises civil liberties concerns. BERT’s 15% benign misclassification
rate risks unwarranted scrutiny of legitimate advertisers; human-in-the-loop review mitigates
but does not eliminate this. Routing thresholds require post-hoc calibration, and deployment
must comply with the Cybercrimes Act 2015 and Nigeria Data Protection Act 2023.

6. Conclusion

This paper presented ADINT, a six-phase machine learning framework for proactive adver-
tisement threat detection in Nigeria. Evaluation across 3,000 synthetic samples demonstrated
promising in-distribution performance, with BERT achieving the highest accuracy and zero
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false negatives on terrorism and trafficking within the controlled test environment. A pro-
posed RF+BERT cascade is analytically projected to reduce analyst workload by 75-78%;
empirical validation on real-world Nigerian content remains a prerequisite for operational
deployment.

Data availability: Code and data are available at
https://github.com/muhammadmusa2502-nazeer/ADINT . git
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