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Abstract

Ensuring the safety of real-world systems is challenging, especially when they rely on learned
perception modules to infer the system state from high-dimensional sensor data. These percep-
tion modules are vulnerable to epistemic uncertainty, often failing when encountering out-of-
distribution (OoD) measurements not seen during training. To address this gap, we introduce
ATOM-CBF (Adaptive-To-OoD-Measurement Control Barrier Function), a novel safe control frame-
work that explicitly computes and adapts to the epistemic uncertainty from OoD measurements,
without the need for ground-truth labels or information on distribution shifts. Our approach fea-
tures two key components: (1) an OoD-aware adaptive perception error margin and (2) a safety
filter that integrates this adaptive error margin, enabling the filter to adjust its conservatism in real-
time. We provide empirical validation in simulations, demonstrating that ATOM-CBF maintains
safety for an F1Tenth vehicle with LiDAR scans and a quadruped robot with RGB images.
Keywords: Safe Control, Adaptive Control, Perception-Based Control, Epistemic Uncertainty

1. Introduction

The problem of uncertainty lies at the heart of ensuring safety for autonomous systems in complex,
real-world environments. While a vast body of work provides safety guarantees for systems under
uncertainties in their dynamics or parameters (Xiao et al., 2021; Lopez and Slotine, 2023; Yun et al.,
2025), this line of work often builds on a fundamental reliance on state information. In practice,
states are not given in real-world deployment. Instead, they must be inferred from high-dimensional
sensor measurements, such as camera images or LiDAR point clouds, often using learned perception
modules, e.g., deep neural network (DNN)-based. These modules introduce their own critical source
of uncertainty. To date, much of the field has focused on addressing safe perception-based control
under aleatoric uncertainty, e.g., stochastic noise inherent to sensors (Cosner et al., 2022; Yang
et al., 2023). However, learned perception modules remain vulnerable to epistemic uncertainty,
i.e., the model’s own lack of knowledge, which arises when encountering novel, out-of-distribution
(OoD) data not seen during training (Park et al., 2024a,b, 2025).

While epistemic uncertainty can be reduced by training the model on more diverse data (Tobin
etal., 2017; Hendrycks et al., 2020), this approach is inherently limited, as it is untenable to capture
the full distribution of all real-world scenarios. Frameworks that provide safety guarantees under
OoD measurements often require new ground-truth labels to adapt online (Huang et al., 2024) or
offline statistical bounds on a distribution of data (Majumdar et al., 2021). These approaches are
not designed for a truly on-the-fly safe controller, which has no access to ground-truth labels of a
new OoD measurement and information on the distribution shift itself. We address this gap by in-
troducing ATOM-CBF (Adaptive-To-OoD-Measurement Control Barrier Function), a novel safe
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Figure 1: Problem setting (left) and ATOM-CBF (right). Offline, ID data is used to train a perception
module and an epistemic uncertainty quantification (EUQ) module, and compute the base error ratio,
cal. Online, ATOM-CBF is deployed in OoD settings for F1Tenth and quadruped experiments.

control framework that explicitly computes and adapts to the epistemic uncertainty from OoD mea-
surements.

Contributions. In this work, we make the following contributions to provide empirical safety
assurances for perception-based robotic control in the presence of OoD sensor measurements:

* QoD-aware adaptive perception error margin. We introduce an effective calibration method
to compute an adaptive error margin that dynamically scales with the epistemic uncertainty of a
perception module (Fig. 1, Offline).

* ATOM-CBF. We propose the Adaptive-To-OoD-Measurement Control Barrier Function (ATOM-
CBF), a safety filter that integrates our adaptive error margin to ensure safety when encountering
OoD sensor measurements (Fig. 1, Online).

* Empirical Validation. We demonstrate the efficacy of ATOM-CBF and provide empirical safety
assurances in high-fidelity simulations, including an F1Tenth vehicle with 2D LiDAR scans and
a quadruped robot with RGB camera images (Fig. 1, left panel).

2. Related Work

We group prior work on perception-based safety into two strands: (1) guaranteed safety under in-
distribution (ID) measurements, i.e., data from the same distribution as the perception module’s
training set, and (2) OoD-aware safety.

Safety guarantees for perception-based control (ID). One line of work stems from formal
verification, attempting to verify the perception DNN directly (Brown et al., 2022; Wei et al., 2025),
to be used with downstream safe controllers. However, these tools often struggle to scale to com-
plex DNNs. Another approach verifies the closed-loop system by abstracting the perception mod-
ule. Hsieh et al. (2022) use “safe approximate abstractions,” though the link to the real perception
module is only empirical. Dean and Recht (2021) provide statistical guarantees but assume linear
dynamics. Dawson et al. (2022) present a certificate-based method that relies on an approximate
sensor model, making it difficult to scale to high-dimensional sensor data, such as images. A third
category integrates perception uncertainty directly into the closed loop to provide robustness. Dean
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et al. (2021) provide a control-theoretic formal bound of the worst-case perception error for robust
safety. This has been extended to consider aleatoric uncertainty by Yang et al. (2023) using confor-
mal prediction. Dixit et al. (2025) also use conformal prediction to provide robust bounding boxes
around perceived obstacles, while other approaches numerically synthesize a safety function from
perception data (Toufighi et al., 2024; Bena et al., 2025). A key limitation across these methods is
their dependency on bounds derived from ID data, making them vulnerable to OoD measurements.

QoD-aware safety for perception-based systems. A second body of work addresses OoD-
aware safety. Some methods seek to return the system to an ID state after an OoD detection. Richter
and Roy (2017) revert to safe prior behavior, and Reichlin et al. (2022) use a recovery policy
to return to the ID manifold. Other approaches aim to prevent the system from ever entering
OoD states. Wellhausen et al. (2020) use anomaly detection to avoid OoD regions in a planner,
while Castafieda et al. (2023), Lin et al. (2024), and Seo et al. (2025) use barrier functions or reach-
ability analysis to stay within ID regions. Chakraborty et al. (2024), He et al. (2024), and Contreras
et al. (2025) instead use a fallback controller when OoD is detected. However, these methods can
fail if OoD entry and measurements are inevitable or the reaction is too late. Finally, some frame-
works provide safety guarantees under OoD measurements, but rely on information that may not
always be available. Huang et al. (2024) require new ground-truth labels online, and Majumdar and
Goldstein (2018) require a priori knowledge of the distribution shift bounds.

Our work instead provides empirical safety assurances under OoD measurements without re-
quiring new ground-truth labels or a priori distribution knowledge. We achieve this by introducing
an OoD-aware adaptive perception error margin that scales in real-time with measured epistemic
uncertainty, enabling our safety filter to dynamically adjust its conservatism.

3. Preliminaries

In this section, we provide a concise review of the concepts used to formulate our problem. We
first introduce the system model and the notion of safety. Next, we review safe control under
learned perception modules using Measurement-Robust CBF (MR-CBF), which provides safety
under static, bounded perception errors. Finally, we discuss methods for epistemic uncertainty
quantification (EUQ) of DNNSs.

3.1. System Model and Safety
To start, consider a nonlinear control-affine system:

i = f(2) + g(a)u, (1)

where € R™ and v € R™ are the state and control input, respectively, and functions f : R" — R"
and g : R™ — R™ ™ are locally Lipschitz continuous. We define a safe set C C R"™ as the zero-
superlevel set of a continuously differentiable function i : R™ — R:

C={xeR":h(zx) >0} ()

Safety of the system (1) is achieved by ensuring that this set is control invariant, a widely used notion
in the safe control literature (Liu and Tomizuka, 2014; Wei and Liu, 2019; Ames et al., 2019).

Notation. R is the set of real numbers, R™ is a real vector, £ is a Lie derivative, IL is a Lipschitz constant, and
||||2 is the Euclidean norm for a vector z. x : R — R denotes an extended class Ko function, i.e., a strictly increasing
function where £(0) = 0, limy— oo k(v) = —00, and limy—, o0 £(v) = 0.
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Definition 1 (Control Invariance). Let x(t) denote the state trajectory of (1) for time t with initial
state £(0). The set C is control invariant if for every initial state x(0) € C, there exists an admissible
sequence of control inputs u such that the resulting state trajectory x(t) € C, VYt > 0.

Ames et al. (2017) introduces Control Barrier Function (CBF) as a method to formally guarantee
this invariance for (1) by providing a sufficient condition on the function h(x). This condition
ensures that for any state x € C, the set of admissible control inputs u that render the system safe is
non-empty.

Definition 2 (Control Barrier Function (CBF)). Given a set C C R" defined as the zero-superlevel
set of a continuously differentiable function h : R™ — R, with 0 a regular value, h is a control
barrier function (CBF) for (1) on C if there exists and extended class K function k such that

uselﬁgn { ag(;)f(a;) + 8i;(;)g(gc)u} > —k(h(z)), VzeCl. 3)
Lgh(x) Lgh(x)

Note that the notion of safety depends on state information x. However, in many practical set-
tings, such state information is not readily available and must be inferred from a state-dependent
sensor measurement i € R’. In our problem setting, we assume that this measurement, e.g., high-
dimensional data such as LiDAR scans or camera images, is obtained via a locally Lipschitz con-
tinuous sensor map p : R” — R!, such that y = p(z). We assume this relationship is deterministic,
and note that the challenge of safe control using learned perception modules under stochastic sensor
noise is addressed in Yang et al. (2023). A common assumption is the existence of a hypothetical
inverse map ¢ : R! — R that can perfectly recover the state, i.e., ¢(p(z)) = z.

In practice, this map is often unknown. Thus, a learned perception map § : R! — R” is used
to approximate this ideal inverse map. In this work, we primarily consider deep neural network
(DNN) perception maps ¢ that are learned from data. Due to limitations in the learned model or
deficiencies in the training data, the state estimate is related to the true state via an unknown error
function e : R — R",

2 =q(y) =z +e(x), 4)

where the error function e is implicitly defined by ¢. This perception error e(x) is the central
challenge for perception-based safe control. CBF requires the true state x, but the controller only
has access to the estimate &. Applying a control input based on & without accounting for e(z) can
violate the safety constraint.

3.2. Safe Control with Learned Perception Module

To address this gap, Dean et al. (2021) introduces measurement-robust control barrier function (MR-
CBF). The MR-CBF framework thus provides a formal method to guarantee safety for systems
relying on learned perception modules, provided the perception error is bounded and known.

Definition 3 (Measurement-Robust Control Barrier Function (MR-CBF)). Let C C R™ be the zero-
superlevel set of a continuously differentiable function h : R™ — R with 0 a regular value. Then,
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the function h is a measurement-robust control barrier function (MR-CBF) for system (1) on C with
parameter function pair (a,b) : R! — R%r if there exists an extended class K function k such that

s {ﬁfh@) T Loh(@)u — (aly) + b<y>|u||2)} > —r(h()). )
The terms a(y) and b(y) in (5) create a measurement-dependent “robustness buffer,” forcing the
controller to be more conservative to account for the perception error. The key result in Dean et al.
(2021) connects these abstract parameters to a concrete perception error bound €(y), which is static.
If the perception error is bounded such that ||e(z)||2 < €(y) for all z € C, and the functions L¢h,
Lgh, and k o h are Lipschitz continuous on C with Lipschitz coefficients L, tho L, ,hs and Licon,
respectively, then safety is guaranteed by setting a(y) = €(y)(Lc,n + Lron) and b(y) = e(y)Lc,n-

Remark 4 The MR-CBF framework provides robustness by assuming a known, static error bound
€(y). This approach is effective for systems that deal with ID data or for handling aleatoric un-
certainty, i.e., sensor noise. However, it does not account for epistemic uncertainty. This becomes
critical when a perception module encounters novel OoD measurements, as the true error can far
exceed the assumed €(y), leading to safety violations. Furthermore, the validation of these for-
mal error bounds in prior work has centered on classical models like Kernel Ridge Regression or
constant offsets, not the high-dimensional DNNs that are highly susceptible to such OoD failures.

3.3. Epistemic Uncertainty Quantification for Learned Perception Modules

To address the gap identified in Remark 4, the downstream safe controller must be able to account for
epistemic uncertainty of OoD measurements in real-time. This requires an associated epistemic un-
certainty quantification (EUQ) module, Unc : R — R_.. This module must produce a scalar score
Unc(y) that is low for ID measurements and high for OoD measurements. We focus on two promi-
nent EUQ modules that represent a key trade-off: Deep Ensembles as a high-performance module,
and SCOD as a computationally-efficient, post-hoc alternative. See the expanded version (Yun and
Azizan, 2025) for details on the EUQ modules.

Deep Ensembles. Lakshminarayanan et al. (2017) introduce a simple and high-performing non-
Bayesian approach for epistemic uncertainty quantification. Deep Ensemble involves training an
ensemble of M networks, e.g., M = 5, with identical architectures but different random initializa-
tions. At runtime, all M networks make a prediction. The epistemic uncertainty is then quantified
by the variance in their outputs. If the models disagree, the uncertainty is high. While this method
is effective at producing high-quality epistemic uncertainty estimates for OoD inputs, it requires the
training and inference of M -number of networks, making it a computationally expensive procedure.

SCOD. Sharma et al. (2021) propose Sketching Curvature for OoD Detection (SCOD), a model
architecture-agnostic method that equips a single, pre-trained network with an uncertainty score
post-hoc. It builds on the Laplace approximation (MacKay, 1992), which uses the curvature of the
loss landscape (characterized by the Fisher information matrix) to estimate epistemic uncertainty.
SCOD operates in two phases. Offline, it computes and stores a tractable, low-rank approximation
(a “sketch”) of the training data’s Fisher matrix. Online, it compares a new input’s local curvature
to the known curvature of the training data. A significant mismatch results in a high uncertainty
score. Unlike Deep Ensemble, SCOD only needs a single pre-trained model, making it an efficient
option for real-time deployment. Sharma et al. (2021) show that SCOD’s OoD-detection ability
often matches or exceeds Deep Ensemble’s, with favorable runtime/AUROC Pareto efficiency.
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4. ATOM-CBF: Adaptive-To-OoD-Measurement Control Barrier Function

The concepts reviewed thus far highlight our central challenge. We aim to design a controller
that ensures safety in the sense of control invariance (Def. 1) for systems relying on an imperfect
DNN-based perception module ¢ in the presence of OoD measurements. The MR-CBF framework
(Sec. 3.2) provides a path, but its reliance on a known, static error bound ¢(y) makes it vulnerable
to OoD data, where unmodeled epistemic uncertainty Unc(y) can cause the true perception error
to violate this bound. This motivates our problem: to design a safe control framework that adapts
its robustness by explicitly incorporating the measured epistemic uncertainty, without access to
ground-truth states or any information about the OoD distribution. We formalize this as follows:

Problem 1 Consider the system dynamics (1) with an initial state =(0) € C, sensor map p, and
learned perception map § in (4). Let h : R™ — R be a continuously differentiable constraint
function defining the safe set C, and let Unc : R! — R, be an EUQ module that provides an
estimate of the epistemic uncertainty for a given measurement y. Design a safe control framework,
consisting of: (1) an adaptive perception error margin, €uqan(y), as a function of the epistemic
uncertainty score Unc(y), and (2) a safe control law e = k(Z, €adapi(y)) such that for every
z(0) € C, z(t) € C forall t > 0.

4.1. OoD-Aware Adaptive Perception Error Margin

This section details the process for computing our OoD-aware adaptive perception error margin.
This bound is a critical component that will enable our downstream safety filter to adjust its conser-
vatism in real-time, providing adaptive safety even when encountering OoD measurements.

1. Filtered Calibration Set. We start with an initial calibration dataset, Dea = {(v;, :):Z)}f\il
where y; is a measurement, x; is the corresponding ground-truth state, and D, is drawn from
the identical distribution as the training dataset. To create a stable set, we first compute the
uncertainty scores for the calibration data, S¢y = {Unc(yi)}i]il, and compute its mean fiync.
We then introduce a user-defined filter hyperparameter v > 0, which sets an absolute tolerance
around the mean. The filtered ID set, Dfjered, 1 then defined by removing statistical outliers:

Driltered £ {(yzyxz) € Dea : |Unc(yz) - Munc| < '7} . (6)

2. Base Error Ratio. We define the base error ratio, pc € Ry, where each j-th element rep-
resents the worst-case ratio of the element-wise true estimation error to the measured epistemic
uncertainty, computed over the filtered ID set:

A 14 (ys) — xi,j!) :
1 = max ———— ) Vje{l,...,n}, @)
Spca 7 (yivxi)EDﬁ]tered ( Unc(yz) J { }
where §;(y;) and x; ; are the j-th components of the estimated and true state vectors, respec-
tively. This definition of ¢y is inspired by the method of conformalizing scalar uncertainty
estimates (Angelopoulos and Bates, 2022), where we effectively set the risk level to be the worst-

case. A detailed discussion is provided in the expanded version (Yun and Azizan, 2025).

3. Adaptive Perception Error Margin. For any new measurement y encountered during deploy-
ment, we compute its epistemic uncertainty Unc(y). Using this, we define the adaptive percep-
tion error margin, €adapt(¥) : Rl = R,

6aclapt(y) £ HS00a1 Unc(y)H2 : ®)
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The adaptive perception error margin, €xdapt is the core mechanism of our method. If the measure-
ment y is OoD, the EUQ module will output a high uncertainty score, Unc(y). This dynamically
and proportionally increases the assumed error bound €,4ap(, forcing the downstream safety filter to
be more conservative to account for the high uncertainty of the OoD measurement.

Remark S The filtering procedure in (6) is a stabilization heuristic to prevent p.q from being
skewed by outliers, i.e., data points with anomalously low uncertainty (Unc(y;) = 0) but non-trivial
perception error. This step prevents the base error ratio (7) from becoming arbitrarily large and
rendering the downstream safety filter overly conservative. Sec. 5.1 demonstrates this empirically.

4.2. Adaptive Safe Control against OoD Measurements

Having defined the OoD-aware adaptive perception error margin €,qapi(y) in Sec. 4.1, we now ad-
dress the second part of Problem 1: constructing the safe control law. Our approach is to integrate
this adaptive margin directly into the MR-CBF framework as follows.

Definition 6 (Adaptive-To-OoD-Measurement Control Barrier Function (ATOM-CBF)). Let C C
R™ be the zero-superlevel set of a continuously differentiable function h : R™ — R. Let €qqap(y) =
| @cat - Unc(y)||, be the OoD-aware adaptive perception error margin, given an QoD measurement
y. Here, p.q is the base error ratio from (7) and Unc(y) is the output of an epistemic uncertainty
quantification (EUQ) module. The function h is an Adaptive-to-OoD-Measurement Control Barrier
Function (ATOM-CBF) for system (1) on C if there exists an extended class K, function r such that

sup {ﬁfh(fi‘) + Lgh()u — €agapt(y) (L ph + Licon + LLQhHUH2)} > —k(h(2)). )

uER™

Compared to (5), (9) does not have the robustness terms a(y) and b(y) fixed with a static e(y).
Instead, they adapt based on the online estimate of the epistemic uncertainty, providing an adap-
tive robustness buffer that scales with the measured epistemic uncertainty. We now introduce our
optimization-based safety filter as follows:

. 1
Ugafe = arg min §Hu — unomH% (10)
uER™

s.t. Lph(2) + Loh(@)u — €agap(y) (Leyn + Lion + Legnllull2) > —r(h(2)),

where & = G(y), and upen, is a potentially unsafe control input from a nominal controller, e.g., a
goal-reaching controller. The constraint in (10) is non-smooth, making the optimization problem
a second-order cone program (SOCP), which is solved online. To ensure constraint feasibility in
practice, we follow the approach in Dean et al. (2021) and introduce a slack variable, 9, to the
constraint, which is heavily penalized. Details are in the expanded version (Yun and Azizan, 2025).

5. Experimental Results

We test ATOM-CBF on two testbeds: a 2-dimensional F1Tenth vehicle with LiDAR scans (Sec. 5.1)
and a 3-dimensional quadruped robot with RGB camera images (Sec. 5.2). In both experiments, the
perception modules are DNNs trained to detect a single, static obstacle. While the experimental
details differ, both experiments share a common foundation.
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System Dynamics. We model both systems using the 2D unicycle dynamics with respect to a
static obstacle:

. [d] —cos(a) 0] [v
o= [a) =0 e 1 o) b

f(z) o ~~

g(a u

where the state z = [d, o] " consists of distance d to a static obstacle and rel-
ative heading angle o with respect to the obstacle. The control inputs are the
longitudinal velocity v and yaw rate w. This reduced-order model (ROM) ab-

a d stracts away the low-level control of the robot to focus on high-level navigation.

v Both experiments consider various shapes of obstacles: Fl1Tenth experiment
uses circle, triangle, square, and star obstacles, and quadruped experiment uses

o sphere and cube obstacles. The unsafe region is defined by the minimum en-

closing circle of radius r of the obstacle in the 2-dimensional navigation space,
Figure 2: F1/10.  irrespective of the obstacle geometry, as shown in Fig. 2.

Calibration and Base Error Ratio. The calibration procedure from Sec. 4.1 with v = oyyc,
i.e., standard deviation of Sy, is used for both experiments, though with different Dgyereq datasets.
Full statistics are provided in the expanded version (Yun and Azizan, 2025).

Safety Objective and Filters. For both experiments, the safety objective is to avoid colli-
sion with the obstacle. For this, we employ a state-based cone CBFE, inspired by Collision Cone
CBFs (Thontepu et al., 2022; Tayal and Kolathaya, 2023; Tayal et al., 2024). This CBF ensures that
the vehicle does not point toward any detected obstacle: h(#) = |&| —sin~!(r/d), where the radius
1 is assumed to be known and d > r is enforced for all timesteps. Using this CBF, we construct and
compare the following three safety filters:

1. CBF-QP: Baseline; a standard CBF-QP with constraint (3), as in Ames et al. (2017).
2. ATOM-CBF (SCOD): Our SOCP adaptive filter (10), with SCOD as the EUQ module.
3. ATOM-CBF (Deep): Our SOCP adaptive filter (10), with Deep Ensemble as the EUQ module.

Note that for each experiment, all safety filters receive their state estimate & = [d, @] " from the
identical perception module trained on in-distribution (ID) data.

5.1. 2D Experiment: F1Tenth Vehicle Control with LiDAR Scans

Table 1: Simulation results for F1Tenth vehicle control (1,000 trajectories each).?

ID (Circle) OoD (Square, Triangle, Star)
Safety Filter = CBF-QP  CBF-QP ATOM-CBF (SCOD) ATOM-CBF (Deep)
Reach 100% 63.60% 96.10% 33.70%
Deadlock 0.00% 18.40% 3.90% 66.30%
Collision 0.00% 18.00% 0.00% 0.00%
d-Coverage — — 20.58% 70.27%
a-Coverage — — 54.35% 99.99%
AUROC — — 0.9563 0.9971

4 See the expanded version (Yun and Azizan, 2025) for details on coverages and AUROC.
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Figure 3: FlTenth vehicle experiment with a star obstacle. All trajectories start with an identical
initial condition and OoD obstacle, comparing three controller variants: CBF-QP (red), ATOM-CBF
with SCOD (green), ATOM-CBF with Deep Ensemble (purple). (Left) Trajectory plot. (Middle)
Time plots of true « (blue) vs. predicted & and its prediction interval (PI). (Right) Time plots of true
h(zx) (blue) vs. estimated h(Z). Perception and safety filters are engaged until the vehicle passes
the obstacle, at which point the nominal controller resumes control using the ground-truth state.

Environment and Perception. We employ the F1Tenth Gym platform (O’Kelly et al., 2020),
where the sensor map p models a 1,080-dimensional 2D LiDAR scan with 360° field-of-view
(FOV). The perception map is a convolutional neural network (CNN) that takes this 1,080-dimensional
LiDAR measurement and outputs the estimated state, [d, ] .

Nominal Objective. The nominal PD controller directs the vehicle straight to a goal behind the

obstacle using perfect global state information, [, 1, #] ", without accounting for the obstacle. This
forces the safety filter to intervene.

ID vs. OQoD. The perception module was trained on ID data of small (0.1 - 0.5 m radius) circle
obstacles. The OoD challenge introduces geometrically distinct (square, triangle, star) and much
larger (1.5 - 2.0 m side-length) obstacles. See Fig. 1 for the significant difference in obstacles.

Results and Analysis. Table 1 summarizes the results. The CBF-QP baseline, while 100%
successful on ID data, collided in 18% of OoD trials. In contrast, both ATOM-CBF variants achieve
a 0% collision rate, successfully adapting to OoD measurements. However, Table 1 reveals a key
performance trade-off. ATOM-CBF (Deep) is overly conservative, leading to a high deadlock rate
(66.30%), whereas ATOM-CBF (SCOD) achieves safety with a 96.10% reach rate. This stems
from Deep Ensemble’s large Unc(y) jump for OoD data compared to ID data, producing a higher
AUROC, larger eadapt(y), and greater robustness buffer. This over-conservatism is reflected in its
99.99% «-coverage and wide PI in Fig. 3. While ATOM-CBF (Deep) trajectory (purple) takes a
much wider path, ATOM-CBF (SCOD) trajectory (green) is tighter with a smaller buffer. Note that
high coverage is not our goal, but we include it to illustrate the large, conservative bounds that cause
the safety filter to deadlock. Additional details are in the expanded version (Yun and Azizan, 2025).

The success of ATOM-CBF (SCOD) hinges on the filtering heuristic (Sec. 4.1), which is nec-
essary to filter statistical outliers that cause the base error ratio, ¢y, to become unreasonably large.
Table 2 validates this by ablating the filter width . As ~ increases to 5 - oy, it includes these out-
liers, causing ¢y to jump to the unfiltered value, i.e., when v = oco. This increased (o, results in
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over-conservatism, causing performance to drop drastically. This shows -y is a tunable parameter for
adjusting the desired conservatism. Our chosen value, v = oy, proves to be an effective heuristic.

Table 2: Ablation study on the hyperparameter v for ATOM-CBF (SCOD) (1,000 trajectories each).

SCOD: Filtering & Calibration ATOM-CBF (SCOD): F1Tenth Result
~ el ([d, a]) Reach  Deadlock Collision d-coverage a-coverage
Ounc [3.690e-2, 1.777¢-2] = 96.10% 3.90% 0.00% 20.58% 54.35%
2. oy [3.95%9¢-2, 1.963e-2] = 92.50% 7.50% 0.00% 24.51% 51.68%
4 - oync [3.961e-2, 1.963e-2] = 90.30% 9.70% 0.00% 26.81% 56.48%
]

5 ounc (R 00) [8.574e-2,2.260e-2] 28.30%  71.70% 0.00% 57.25% 79.75%

5.2. 3D Experiment: Quadruped Control with RGB Camera Images

Environment and Perception. Here, we use a Unitree Go2 robot in a 3D MuJoCo environment.
The sensor map p models a 1280 x 720 (58° vertical FOV) RGB feed from the quadruped’s fixed-
height head camera. The perception map is a CNN that outputs estimated state, [(z, al’.

Nominal Objective. The same nominal PD controller now acts as an adversarial, directing the
quadruped to cause a collision, as shown in Fig. 4. In this experiment, there is no goal point to reach.

ID vs. OoD. The perception module was trained on ID data
of high-contrast scenes with a sphere obstacle. The OoD chal-
lenge simulates dense fog by using high ambient and low dif-
fuse light, creating a “washed-out” effect, i.e., a low-contrast
environment where the obstacle and background are difficult
to distinguish. Furthermore, the obstacle is a cube with side
length 1.0 m. See Fig. 1 for the visual difference in ID vs.
Figure 4: Quadruped crash (OoD). QoD scenery. Fig. 4 shows CBF-QP crashing in OoD.

Results and Analysis. We evaluated each safety filter over 100 trials. In the ID setting (high-
contrast, sphere), the baseline CBF-QP collided in only 2% of trials. However, in the OoD challenge
(low-contrast, cube), the CBF-QP collided in 97% of trajectories. In stark contrast, both ATOM-
CBF variants achieved a 0% collision rate in the OoD setting, demonstrating their ability to adapt
to the challenging measurements and maintain safety. AUROC is above 0.99 for both EUQs.

6. Conclusion and Future Work

In this work, we propose ATOM-CBF, a novel framework for safe perception-based control under
OoD measurements. It features an adaptive error margin that scales with epistemic uncertainty,
integrated into a safety filter that dynamically adjusts its conservatism. We empirically validated
ATOM-CBF in two distinct high-fidelity robotic environments, demonstrating that it maintains
safety in challenging OoD scenarios. The efficacy of our approach is linked to the performance
of the underlying EUQ module, and the safety assurances are contingent on the EUQ module’s ca-
pacity to reliably detect novel OoD inputs. Our experiments further highlight a trade-off: the choice
of EUQ module and filtering hyperparameter dictates the controller’s conservatism and task per-
formance. Future work includes incorporating online updates to the base error ratio using adaptive
conformal prediction methods (Zhou et al., 2024) and deploying ATOM-CBF in the real world.
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