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Abstract

Rapid advances in Natural Language Process-
ing (NLP) have revolutionized many fields, in-
cluding healthcare. However, these advances
raise significant privacy concerns, especially
when pre-trained models, fine-tuned and spe-
cialized on sensitive data, can memorize and
then expose and regurgitate personal informa-
tion. This paper presents a privacy-preserving
language modeling approach to address the
problem of anonymization of language mod-
els, and thus promote their sharing. Specifi-
cally, we propose a Masked Language Model-
ing (MLM) methodology to specialize a BERT-
like language model that prevents the model
from memorizing direct and indirect identify-
ing information present in the training data.
We comprehensively evaluated our approach on
several models using a medical dataset and
a corpus of legal texts, and compared it to
different baselines. Our results indicate that
by avoiding memorizing both direct and indi-
rect identifiers during model specialization, our
masked language modeling schemes offer a good
tradeoff for maintaining high privacy while re-
taining high utility.

Data and Code Availability This paper uses
the N2c2 (National NLP Clinical Challenges)
datasets Henry et al. (2020) which is available on the
HMS DBMI repository. Code for reproducibility is
available: https://gitlab.inria.fr/aboutet1/n

oid-llms

Institutional Review Board (IRB) Our re-
search does not require IRB approval.

1. Introduction

With the rise of Machine Learning (ML) and the
advent of Natural Language Processing (NLP), the
need for information sharing in hospitals now con-
cerns learning models. As pre-trained Large Lan-
guage Models (LLMs) specialized and fine-tuned on
specific clinical reports improve their performance for
downstream NLP tasks Huang et al. (2020); Labrak
et al. (2023); Dura et al. (2022), many hospitals wish
to share their models. In this context, the model
fine-tuned with the specific corpus must not regurgi-
tate personal and sensitive data used during its spe-
cialization (or return any other information allowing
to deduce them) when it will be used once shared.
The attack surface on models trained on personal and
highly sensitive data is still poorly understood Wei-
dinger et al. (2022); Lehman et al. (2021); Duprieu
and Berkouk (2024). A number of threats are related
to the memorization and possible leakage of personal
information used during the initial training or the
fine-tuning of the model, such as the membership in-
ferences Tao and Shokri (2025) (i.e., identifying ele-
ments used during the training or the fine-tuning).

Thus, in order to share a model without risks of
regurgitation of sensitive information, it is necessary
to ensure that the model has not memorized personal
information. This was recalled by the European Data
Protection Board (EDPB), which issued an opinion
on the development and deployment of AI models
in light of the GDPR1 2. More precisely, the opin-
ion therefore considers that an AI model trained on

1. EDPB opinion on AI models - https://www.edpb.europ
a.eu/news/news/2024/edpb-opinion-ai-models-gdpr-p

rinciples-support-responsible-ai_en

2. AI Privacy Risks & Mitigations LLMs report - https:

//www.edpb.europa.eu/our-work-tools/our-documents

/support-pool-experts-projects/ai-privacy-risks-m

itigations-large_en
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personal data cannot be considered anonymous in all
cases, and that in most cases, an analysis will have to
be conducted by the data controller to demonstrate
that such a model is anonymous (i.e., the likelihood
of regurgitation of personal information must be in-
significant taking into account all the means reason-
ably likely to be used).

To reduce privacy risks, some practitioners exploit
Named Entity Recognition (NER) to pseudonymize
the training data Speicher et al. (2024). A NER is a
model trained to recognize a set of Personally Iden-
tifiable Information (PII) that directly identify pa-
tients. However, pseudonymization is not anonymiza-
tion Pilán et al. (2022); Xin et al. (2025). Indeed,
a link between an individual and their data can be
found from indirect identifying information. There-
fore, these indirect identifiers must also be protected
(e.g., removed) in order to ensure anonymization.
This operation cannot rely on a NER task as there is
no prior information to identify these indirect iden-
tifiers, it depends on the context and the considered
dataset. Other mitigation techniques have been pro-
posed such as learning models with Differential Pri-
vacy (DP) guarantees Abadi et al. (2016); McKenna
et al. (2025) or pruning strategies Wang et al. (2022).
While these mitigation techniques increase the prob-
ability of the adversary making a wrong decision or
inference, these countermeasures also significantly de-
grade the model’s accuracy, making them difficult to
use in practice.

In this paper, we propose privacy-by-design lan-
guage modeling approaches to address the problem of
anonymizing language models. Specifically, we pro-
pose a Masked Language Modeling (MLM) method-
ology to specialize pre-trained masked language mod-
els (e.g., BERT-like models) that prevents the model
from memorizing direct and indirect identifying in-
formation. To achieve this goal, our fine-tuning ap-
proach named PPmlm first identifies directly and
indirectly identifying information in the data cor-
pus used for the specialization. While direct identi-
fiers are identified by exploiting an off-the-shelf NER
model, indirect identification words are defined as
words (or n-grams) used only by a single patient
(which goes beyond the directly identifying words).
This ensures that the memorized words were used in
the data of at least two individuals (i.e., thus mak-
ing the k=2 individuals indistinguishable; note that
the value of k can be parameterized in our solution).
Then, the language modeling to specialize and fine-
tune the model on the training data (i.e., the random

masking for masked models) avoids using directly and
indirectly identifying words. Therefore, the risk of re-
gurgitation or inference of personal information dur-
ing the use of the model is drastically reduced.

We comprehensively evaluated our approach on
several models (e.g., BERT, RoBERTa) using both
medical reports and legal texts, and considering a
wide range of comparison baselines (e.g., the use
of pseudonymized data for training and DP). We
quantified the impact of our solution on the result-
ing model’s performance using multiple utility met-
rics (e.g., the ability to predict words and training
downstream classification tasks), as well as on pri-
vacy metrics based on the model’s ability to predict
identifiers or through Membership Inference Attacks
(MIAs). We show that ignoring direct and indirect
identifiers in the language modeling improves privacy
while maintaining good utility.

To summarize our contribution, this work ad-
dresses the too-often-seen limitation that relying on
NER models to detect identifying information and
simply removing it from the training data is enough
to adequately protect privacy Xin et al. (2025). We
believe that recognizing this limitation and propos-
ing a solution could be useful in practice to pre-
vent models supposedly without personal informa-
tion (i.e., who have only exploited a NER) from
being freely exchanged on Hugging Face3. Finally,
our methodology preventing the memorization by the
model of both direct and indirect identifiers aims to
contribute to alignment with the EDPB’s opinion re-
garding AI models trained with personal data that
must not regurgitate personal information to ensure
their anonymous nature.

2. Background and related work

2.1. Natural Language Processing

Natural language processing (NLP) is the process of
understanding and processing textual data using ML
models. From the advent of the Transformer Vaswani
et al. (2017), the architecture of the neural network
consists of an encoder-decoder with a parallel com-
putational scheme that uses positional encoding and
various attention mechanisms Alammar (2018). Two
trends then followed with BERT models Devlin et al.
(2019) that focus on the encoder part of the Trans-
former, and GPT models OpenAI and et al. (2024)

3. Hugging Face - https://huggingface.co/
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that use the decoder. The former learns very com-
plex word embeddings and are very effective for clas-
sification tasks, while the latter are generative mod-
els trained to imitate human expression and useful to
create chatbots for instance. These models are named
foundation models, they are pre-trained on huge un-
labeled datasets. It is then possible to specialize and
fine-tune such models on specific data through lan-
guage modeling, and even learn new tasks by adding
just a few layers to the model (in the case of BERT
models). For example, RoBERTa Liu et al. (2019b) is
a much larger version of BERT, or distilBERT Sanh
et al. (2020) uses knowledge distillation to produce
a smaller model. Models in other languages have
also emerged, such as CamemBERT Martin et al.
(2019) for French, or specialized on specific data cor-
pus such as ClinicalBERT Peng et al. (2019) or Dr-
BERT Labrak et al. (2023) which have been fine-
tuned with clinical reports.

Language modeling consists of predicting the words
in a document. On the one hand, Causal Language
Modeling (CLM) consists of predicting words sequen-
tially, from left to right. This is the most common
approach used in text generation with a GPT-like
model. On the other hand, Masked Language Mod-
eling (MLM) is when the prediction task is done any-
where in the text and in any order, in other words, it
is chosen randomly. This is the approach mainly used
for language understanding tasks with a BERT-like
model. In both cases, the prediction is based on the
context. This means that the words before the mask
(in the CLM case) or the words around the mask (in
the MLM case) allow the model to identify what the
word to fill could be. Performing this language mod-
eling task on texts from a specific corpus allows it to
be specialized on that one, and improves the model’s
performance for downstream NLP tasks Huang et al.
(2020); Labrak et al. (2023); Dura et al. (2022). Our
work focuses on MLM for the construction of BERT-
like models that will be used for downstream NLP
tasks, a widespread use case in hospitals.

In order to exploit or share their patients’ informa-
tion for research purposes while ensuring patient con-
fidentiality, hospitals have begun to exploit language
models to de-identify clinical reports Yang et al.
(2019); Tannier et al. (2023); Richard et al. (2023);
Hartman et al. (2020); Tchouka et al. (2023). De-
identification of text-based clinical reports involves
removing or replacing Personally Identifiable Infor-
mation (PII) from electronic health records. The set
of PII to consider is recommended by Data Protection

Authorities (DPA) CNIL (2021) and includes direct
identifiers such as names, hospitals, birth dates, and
patient numbers. However, no studies have focused
on indirect identifiers.

2.2. Privacy Leakages

By being exposed to a large amount of potentially
sensitive data during its training or specialization, a
language model can memorize it and then regurgitate
or reveal it once deployed or shared Carlini et al.
(2019); Nasr et al. (2023); Zhang et al. (2021).
However, defining memorization for language models
is challenging, and many existing definitions and
notions have been proposed depending on whether
the memorization concerns copyrighted content or
personal and sensitive content. In relation to privacy,
we can notably cite extractable memorization and
membership inference.

Extractable memorization is a type of attack
that aims to use the model to infer information
from the original data Liu et al. (2021). This attack
mainly concerns text generation models, such as
GPT. These models are trained to produce text
based on what they have seen during training.
However, the model is not expected to be a basic
parrot and repeat exactly the sentences it has seen.
This is of particular concern if the repeated data
are sensitive Carlini et al. (2020). In Carlini et al.
(2023), the term k− extractability is used to refer to
the sequences that can be extracted from the model
when an input sequence of length k is requested. The
lower the k, the easier it is to extract the sequence.
We therefore expect a model to have the highest
possible k on private queries. This measure, however,
does not capture regurgitations that are not perfect,
which can lead to the illusion of no extractable mem-
ory. Compressible memorization Schwarzschild et al.
(2024) extends this definition by evaluating how
short the minimal requested sentence (or prompt)
that elicits the sequence.

Membership inference attacks Carlini et al.
(2022) (MIAs) aim to infer whether a specific data
was used in the training data of a target model. There
are different techniques that can be used to perform
a MIA attack depending on if the adversary has ac-
cess or not to the model parameters (i.e., white-box
versus black-box access), or access to a ground-truth
subset of member and non-member samples. One
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technique consists to analyze the loss of member and
non member samples Yeom et al. (2018), another one
is to use multiple shadow models Shokri et al. (2017);
Ye et al. (2022) trained to mimic the behavior of the
target model on an auxiliary dataset. An adversarial
model is then trained to infer membership from the
loss or from shadow models. Another method Zhang
et al. (2021) is based on comparing the performance
of the target model trained on a dataset with a spe-
cific input, with a second model trained without it.
As ML models are supposed to learn general infor-
mation, one piece of data (even if it is rare, an out-
lier, or mislabeled) is not supposed to be memorized
and should not significantly change the model’s per-
formance. By repeating this operation many times
with different subsets, it is possible to identify coun-
terfactually memorized data. Although membership
inference attacks have been used to quantify memo-
rization risks Jagannatha et al. (2021); Mireshghallah
et al. (2022); Wang et al. (2022); Duan et al. (2024);
Aerni et al. (2024), they may not be applicable in
a practical scenario due to the high-dimensional in-
put space (i.e., too expensive in terms of calculation).
Being able to evaluate privacy at low-cost is impor-
tant and challenging Zarifzadeh et al. (2024). Indeed,
using MIAs that require training multiple models is
intractable for LLMs.

2.3. Mitigation strategies

To reduce privacy risks, many works Xin et al. (2025)
only exploit Named Entity Recognition (NER) to re-
move the direct identifiers in the training data. Em-
pirically, Chen et al. (2022) proposed to relax the
loss in order to reduce the distinguishability between
the training and testing loss distributions, and Chen
et al. (2024) proposed a method to localize spe-
cific neurons responsible for memorizing PII in LLMs
through adversarial training and then disable these
neurons. Theoretically, Differential Privacy Dwork
(2006) (DP) is a mathematical property to protect
privacy. The most popular method to apply it in
machine learning is DP-SGD: Differentially-Private
Stochastic Gradient Descent Abadi et al. (2016).
The idea is to apply DP during the training phase
by clipping gradient updates and adding centered
noise at each step. More formally, the probabil-
ity that a model guesses the correct output for a
given input must not increase too much each time
the model sees that data: ∀(x, y), logP (MD(x) =
y) < ϵ logP (MD+x(x) = y), where x, y represents

Figure 1: Detection of the identifiers: a off-the-shelf
NER model can detect the direct identifiers while by
constructing a bipartite graph between individuals
and the words used in their documents, we can easily
identify indirectly identifiers (i.e., words pointed to
only by one individual).

data and its label, MD a model trained on dataset D
and ϵ the privacy budget. The lower ϵ is, the more
private the model is. DP is known to significantly
decrease the accuracy of the model Jagannatha et al.
(2021) and privacy budget management is difficult.
Libraries are emerging to apply DP to language mod-
els Wutschitz et al. (2022). In Yu et al. (2022), A dif-
ferentially private fine-tuning version of pre-trained
generative models have been proposed, however the
regurgitation of identifiers has not been considered.
To improve the utility, Li et al. (2024) has proposed
to adapt the noise allocation.

3. Privacy Auditing

On the basis of the opinion 28/2024 of the EDPB re-
lated to the processing of personal data in the context
of AI models, we are considering a privacy audit per-
formed by the system designer to ensure the anony-
mous nature of the model. Specifically, this means
that we are considering an attack model where the
adversary knows the dataset used for the model spe-
cialization and wants to ensure that the likelihood of
regurgitation or leakage of personal information con-
tained in this dataset (i.e., both all direct and indirect
identifiers) is insignificant.
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Direct identifiers include information associated
with a natural person such as first and last name,
a telephone, or a social security number. However,
direct identifiers fail to detect all terms that can lead
to distinguishing an individual. This distinguishing
nature is captured by indirect identifiers. Indirect
identifiers are information that is uniquely used in an
individual’s data compared to the rest of the popula-
tion. For example, if the term vertebra is used only
in a patient’s data, this term is indirectly identifying
compared to the rest of the corpus. In other words,
the individual is distinguishable from others with the
use of this term.

While the direct identifiers can be detected by an
off-the-shelf NER model4, indirect identifiers have to
be detected. To achieve this goal, an analysis of the
data corpus must be carried out. Figure 1 depicts a
bipartite graph that links the individuals represented
in the data corpus to the words used across the entire
dataset. More formally, it is a Bipartite Graph G =
(V,E) where the vertices of this graph are the users
and words of the dataset V = (U

⋃
I). The use of a

word in a user’s data is represented in G by an edge
(u, i) ∈ E ⊆ U × I. In this example, we can see that
the words w1 and w4 are only used in the data of
individual u1. Note that a direct identifier can also
be a word used only in an individual’s data (i.e., an
indirect identifier), this is the typical case of a last
name. Note also that an indirect identifier can be
composed of multiple terms (i.e., n-grams).

These identifying data (direct and indirect) can
pose a confidentiality issue if they are memorized
by the model before sharing it. Indeed, an identifier
memorized by the model due to its specialization and
proposed (i.e., predicted during a masking phase) or
regurgitated (i.e., proposed to complete a sequence)
during model exploitation would betray its use dur-
ing training (i.e., it would represent a membership
inference).

4. Privacy-Preserving Masked
Language Modeling (PPMLM)

In order to prevent the model from memorizing
personal information, the privacy-preserving masked
language modeling that we propose ensures that the
choice of masks used during the specialization of a
pre-trained model avoids directly and indirectly iden-

4. e.g., EDS-Pseudo trained from Clinical Data Warehouse -
https://github.com/aphp/eds-pseudo

tifiers. To achieve that, this solution relies on prepro-
cessing that is responsible for identifying both the
direct and indirect identifiers.

4.1. Preprocessing: Building a Blacklist

The preprocessing step focuses on identifying identi-
fiers that the model must not to memorize. First, we
use an off-the-shelf NER model to directly identify
identifying words associated with certain categories.
This NER model can be adapted to include more or
less categories depending on the field of specializa-
tion. Then, we build the bipartite graph G between
the individuals of the corpus and the words used in
their documents in order to identify indirect identi-
fiers (similar to Figure 1). To do this, once the graph
is built, we identify the words that are only linked
to one individual. Finally, all these (directly or indi-
rectly) identifiers are kept in a kind of blacklist that is
used during the following masked language modeling.

If we make an analogy with the notion of k-
anonymity Sweeney (2002), which defines that a data
is anonymous if it is used by at least k different users,
all the words used as masks to specialize the model in
the language modeling step are at least used by two
people (i.e., k=2). This makes the task of an adver-
sary wishing to infer the membership of an individual
more difficult. We can easily change the exploitation
of the bipartite graph to consider either a larger value
of k for the identification of indirectly identifying in-
formation (e.g., words that are linked to 1 or 2 users
to have a k=3), or the identification of identifying n-
grams (i.e., identifiers composed of multiple terms).
Additionally, it is important to note that the cost of
this preprocessing is reduced.

4.2. Masked Language Modeling: avoiding
sensitive words

Compared to the standard masked language mod-
eling scheme that randomly chooses terms to mask
during supervised learning, our privacy-preserving
masked language modeling (PPmlm) ensures that
directly or indirectly identifying terms are never
masked by leveraging the blacklist constructed during
the preprocessing step. More precisely, the choice of
the mask is made randomly among the words that are
not in the blacklist. However, the identifying words
(i.e., the words kept in the blacklist) can be used in
the context of a mask to be predicted. Their use
improves the prediction of masked terms without in-
troducing a significant risk of memorization leading
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to regurgitation. We evaluate and compare the im-
pact on the utility and privacy tradeoff of memorizing
direct identifiers as a mask or as context by using a
baseline that pseudonymizes training data before spe-
cialization (i.e., direct identifiers are removed from
the training data and cannot be used as context).

5. Evaluation

This section presents a comprehensive evaluation of
our privacy-preserving masked language modeling
scheme. We show that memorization of identifiers
can lead to the membership inference of individu-
als whose data were used in training. Furthermore,
we show that protecting the direct identifier only
through pseudonymization is not enough to protect
the model against a risk of memorizing indirect iden-
tifiers. We also show that the most leaked identify-
ing information is that which is most repeated in the
training data.

5.1. Experimental Setup

Datasets. To conduct our experiments on health
data, we considered the N2c2 (National NLP Clin-
ical Challenges) datasets Henry et al. (2020). More
precisely, we leverage two datasets gathering medical
discharge summaries (i.e., English free text). In the
first one Uzuner et al. (2007), 928 records were an-
notated for replacing all authentic Personally Iden-
tifiable Information (PII) with realistic surrogates.
These PIIs fall into different categories: six of the sev-
enteen textual PII categories listed by HIPAA (only
these six categories appear in the data: patients, lo-
cations, dates, IDs, phone numbers, and ages), and
two additional categories, doctors and hospitals, re-
sulting in eight PII categories in the dataset. In ad-
dition, a subset of 502 anonymized discharge sum-
maries from this first dataset was annotated with the
patient’s smoking status Uzuner et al. (2008). In
the second dataset Uzuner et al. (2008), almost 1250
records were annotated by two obesity experts. The
experts were asked to classify fifteen frequently occur-
ring obesity co-morbidities as Present, Absent, Ques-
tionable, or Unmentioned based on explicitly docu-
mented information in the patient records. We lever-
age these datasets to assess the utility degradation of
our privacy-preserving language modeling through a
downstream classification task (i.e., classification of
obesity comorbidities, and smoking status).

Models Architecture. We consider three masked
language models: the BERT base cased Devlin et al.
(2019) (composed of 12 attention heads, 768 hid-
den dimensions, 110M parameters), the RoBERTa
Large Liu et al. (2019a) (composed of 24 attention
heads, 1024 hidden dimensions, 340M parameters),
and the DistilRoBERTa Sanh et al. (2019) (composed
of 6 attention heads, 768 hidden dimensions, 66M pa-
rameters) from Hugging Face5. These different mod-
els allow us to assess the impact of model size.

Metrics. We consider utility and privacy measures
in our evaluation to better assess the trade-off be-
tween protecting training data and the performance
of the model in language modeling. For the util-
ity evaluation, we quantify the ability of the mod-
els to predict masked terms well (measured by the
prediction accuracy), and the model’s performance
in classification by creating a downstream task (mea-
sured by the F1-Score metric on the prediction of
the obesity co-morbidities, or smoker status). To as-
sess the model’ privacy, we study its ability to pre-
dict identifiers (direct and indirect) contained in the
dataset used to specialize the model. An individual’s
presence is revealed as soon as at least one of their
identifiers is predicted or regurgitated by the model,
whether this prediction is in the correct place in the
original text or elsewhere. Moreover, these identi-
fiers can be predicted once or multiple times. We
use the metric Privacy to measure the ability of a
model to predict any identifying term (i.e., direct or
indirect identifier) at least once. A Privacy=1 means
that no identifiers are predicted by the model, and a
Privacy=0 means that all identifiers are leaked. Al-
though this metric does not account for multiple pre-
dictions, we also evaluate the number of times an
identifier is predicted based on its frequency in the
training data. We also considered MIAs to measure
an adversary’s ability to correctly predict whether
a patient’s reports were used in model fine-tuning.
We designed a cost-efficient Membership Inference
Attack (MIA) that relies on the count of predicted
indirect identifiers. Each patient receives a score re-
flecting how many of their indirect identifiers were
inferred. The goal of the attack is to identify an op-
timal threshold that balances maximizing true pos-
itives while minimizing false positives. In this sce-
nario, the adversary is able to construct the same
bipartite graph as the one used in the fine-tuning
(i.e., the adversary has the data used to fine-tune the

5. Hugging Face - https://huggingface.co/
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model, which corresponds to a privacy audit carried
out by the designer on his own model).

Comparative Baselines. We compare our
privacy-preserving masked language modeling
scheme (named PPmlm) to different comparative
baselines. First, we consider a classical specialization
of BERT models (named mlm). Next, we consider a
baseline that performs the same specialization but
using a pseudonymized dataset for the fine-tuning
(baseline named mlmA). We also consider two
variants of our solution where only direct or indirect
identifiers are protected from memorization (base-
lines named DPPmlm and IPPmlm, respectively).
Finally, we consider a state-of-the-art baseline using
a differentially private fine-tuning of pre-trained
language models integrating the Opacus library6

(baseline named DP). We also considered Chen et al.
(2024) which proposes to localize specific neurons
responsible for memorizing PII in LLMs and then
disable them. However, no repository is available
and we were unable to reproduce their results.

Methodology. This section provides the method-
ological details we followed to perform our evalua-
tions. First, when datasets are pseudonymized be-
fore being used for model fine-tuning (i.e., in the case
of mlmA), direct identifiers are replaced by the term
”X” in the text. Then, BERT models were trained
by randomly replacing a subset of tokens from the se-
quence by a masking token, and asking the model to
predict them using cross-entropy loss. In our setting,
15% of the words are randomly selected. In the case
of our solution, identifying words are excluded from
this random selection. If a word chosen to be masked
consists of several tokens, all of them are masked. At
each epoch, 15% of non-identifying words are masked.

All measurements were performed after 4, 8, 16,
and 32 epochs to observe their evolution. Given the
size of our datasets, 16 and 32 epochs correspond
to overfitting. We deliberately pushed the training
to an overfitting state in order to evaluate this
scenario as well. We use batches of size 8, with each
sequence in the batch containing 512 tokens. For
language modeling, the learning rate starts at 1e-4
and decreases linearly until the end of finetuning.
For classification, we took the finetuned model after
32 epochs and finetuned it again for 6 epochs while
freezing all the BERT layers (to not bias the model
and introduce other leakage) except the last one and

6. Opacus - https://opacus.ai/

Figure 2: Cumulative distribution of the number of
identifiers (both direct and indirect ones), and words
per patient: half of the patients have more than 20
indirect identifiers, and almost all patients have at
least 3 indirect identifiers.

the classification layer following the methodology
described in this study Sun et al. (2020). The
learning rate this time starts at 0, 10% of the total
number of warmup steps with the learning rate in-
creasing until reaching 2e-5 then decreasing linearly
on the remaining 90% steps. For DP experiments,
we use the same methodology as described in Li
et al. (2024) using ϵ = 8, C = 10, δ = 1e − 5. All
the computation has been parallelized on a hybrid
GPU/CPU computing farm.

5.2. Identifiers Analysis

In this section, we first analyze the distribution of
direct and indirect identifiers in the N2c2 dataset, as
well as the number of words in each patient’s reports
(Figure 2). We can see that almost all patients have
indirect identifiers and half of them have more than
twenty indirect identifiers. We can also see that direct
identifiers are about twice as numerous as indirect
identifiers. Finally, a fraction of indirect identifiers
(i.e., words exploited in the documents of a single
patient) are also direct identifiers.

Figure 3, in turn, shows the cumulative distribu-
tion of the number of patients who share words in
their reports. The plot distinguishes distinct words
from the total number of words by including repeti-
tions. The distribution shows that 60% of distinct
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Figure 3: Cumulative distribution of the number of
patients who share words in their reports: 60% of dis-
tinct words in the corpus are used by only one patient
and therefore represent indirect identifiers, however
these words represent only 3% of the total number of
word occurrences in all reports.

words in the corpus are used by only one patient and
therefore represent indirect identifiers. However, the
use of these words represents less than 3% of the total
occurrences of words present in all reports. In other
words, the 40% of words used in reports of multiple
patients represents more than 97% of the total vol-
ume of words used.

5.3. Utility and Privacy Tradeoff

We now evaluate the utility and privacy tradeoff for
our masked language modeling scheme. Figure 4 il-
lustrates this tradeoff for PPmlm and other compar-
ative baselines on the three considered BERT-like
models. First, the results show that for all mod-
els that were specialized without a specific mecha-
nism to prevent the model from memorizing iden-
tifiers (i.e., classical mlm), privacy is significantly
degraded, from 0.97 after 4 epochs to 0.92 after 32
epochs for RoBERTa Large. This decrease in pri-
vacy means that the model learns more and more
identifiers over the epochs and is led to predict them
more along the training. Second, training using a
pseudonymized dataset (i.e., leveraging a training
dataset without direct identifiers, mlmA) slightly im-
proves the level of privacy (from 0.92 to more than
0.94 after 16 epochs for RoBERTa Large) but re-
duces the utility (from 0.83 to 0.79 after 16 epochs

Figure 4: Utility and privacy evaluation: by avoiding
memorizing both direct and indirect identifiers dur-
ing model specialization, our PPmlm solution offers
the best tradeoff in maintaining high privacy while
retaining high utility.

for RoBERTa Large). This reduction in utility comes
from a context used for prediction that does not ben-
efit from direct identifiers. Third, DP offers a good
level of privacy (around 0.98 for all models) but dras-
tically impacts the utility of the prediction (nearly
0.20, 0.40, and 0.50 of utility for BERT Base, Distil-
RoBERTa, and RoBERTa Large, respectively). Fi-
nally, our PPmlm solution offers the best utility and
privacy tradeoff for all models, where the privacy re-
mains stable around 0.99 regardless of the number
of epochs, meaning that the model learns almost no
identifiers, either directly or indirectly, during fine-
tuning. The difference in privacy between PPmlm
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-

Figure 5: Regurgitation (RoBERTa LARGE): the
most frequently regurgitated identifiers are the most
repeated words in the training dataset.

and mlmA is due to the prediction of indirect iden-
tifiers for mlmA, as direct identifiers have been re-
moved from the training dataset. PPmlm also offers
a high utility due to the wealth of information (i.e.,
using all terms, including identifiers) used in the con-
text to predict a term. The results also show that
model size mainly influences its utility (the larger,
the better). However, the RoBERTa Large model
tends to predict identifiers more frequently than the
two smaller models.

In Appendix A, we examine the behavior of
PPmlm when only direct or indirect identifiers
are protected from memorization (i.e., using the
DPPmlm and IPPmlm baselines). The impact of
parameter k is analyzed in Appendix B while Ap-
pendix C analyzes the impact if indirect identifiers
are composed of multiple terms (i.e., n-grams). Ap-
pendix D, in turn, assesses the generality of our solu-
tion by using a corpus of legal texts from judgments.

Regarding the characterization of regurgitation,
Figure 5 presents the cumulative distribution of iden-
tifier regurgitation as a function of their repetition
in the training set. First, we observe that identi-
fiers can be repeated up to 200 times in the train-
ing set. Next, the results illustrate the effect of our
mitigation strategy on the number of regurgitation.
For PPmlm, the number of regurgitation is drasti-
cally reduced compared to an unprotected solution
(mlm) and a solution trained with pseudonymized
data (mlmA). This privacy leakage reduction corre-
sponds to the area between the curves. Lastly, the
results show that the most frequently predicted (i.e.,

N2c2 Obesity N2c2 Smokers
PPmlm 0.86 0.60
mlm 0.86 0.60
mlmA 0.86 0.60

Table 1: Utility (RoBERTa LARGE) assessment
through a downstream classification task (after 6
epochs): all baselines provide the same level of F1-
Score.

regurgitated) identifiers correspond to the most re-
peated ones in the training set. Note the low number
of repetitions in the mlmA solution, which shows that
repetitions are more common with direct identifiers
than indirect ones. And finally, the results show that
DP only slightly increases the number of regurgita-
tions compared to PPmlm, mainly on repeated terms
in the training dataset.

We also evaluate the utility of the models through
two classification tasks applied to another dataset
N2c2. This classification task aims to predict the
patient’s obesity co-morbidities and the patient’s
smoker status, and the classification models are
trained as a downstream task from the model special-
ized on the initial dataset (i.e., annotated for replac-
ing all PII). Table 1 reports the F1-Score of the clas-
sification model after 6 epochs. Results show that all
models (i.e., PPmlm, mlm, and mlmA) provide the
same level of F1-Score for both classification tasks.
This means that by preventing the memorization of
identifiers, our approach has no impact on the accu-
racy of the classification.

5.4. Impact of Membership Inference Attacks

To evaluate the accuracy of the membership infer-
ence attacks, we conducted a ROC (Receiver Op-
erating Characteristic) analysis which consists of
comparing the positive predictions (i.e., membership
guesses) over negative (i.e., non-membership) predic-
tions. Specifically, we consider the true-positive rate
(TPR) at low false-positive rates (FPR) for an at-
tack to infer membership from the prediction of in-
direct identifiers conducted on a fine-tuned BERT
model. The ROC curve (Figure 6) depicts the AUC
(Area Under the Curve) for BERT, DistilBERT,
and RoBERTa models specialized without protection
(i.e., mlm), specialized models from pseudonimized
data (i.e., mlmA), and specialized models following
our scheme (i.e., PPmlm). The dashed line shows
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BERT BASE-CASED DISTIL-RoBERTa RoBERTa LARGE

Figure 6: ROC curve for the Membership Inference Attack with log-log scaling to emphasize the low-FPR
regime: PPmlm drastically reduces the accuracy of the membership prediction.

AUC=0.5 which corresponds to random guess. Ta-
ble 2, in turn, reports for all models the true-positive
rate at three different false-positive rates (i.e., 0.1%,
1%, and 10%). Results for RoBERTa Large indicate
for instance that at a low false-positive rate (FPR
of 1%), the true-positive rate reaches approximately
31% for mlm, 26% for mlmA, and drops around
2% for PPmlm. The AUC for PPmlm is substan-
tially lower than for both mlm and mlmA, demon-
strating its stronger resistance to our MIA. Over-
all, our privacy-preserving language modeling frame-
work effectively protects over 98% of patients from
membership inference based on indirect identifiers.
These experiments also demonstrate that even with
a low-cost MIA without shadow models, it is possible
to infer the membership of 26% of patients from a
pseudonymized model with low error rates, increas-
ing to 31% for models without privacy protection.
Finally, the results show that the risk of membership
inference varies with the size of the model. For ex-
ample, for a low false positive rate (FPR of 1%), the
risk of membership inference in mlm decreases from
31% for Roberta Large (340 million parameters) to
10% for BERT (110 million parameters).

6. Legal Discussion

The language modeling scheme presented here avoids
the model from memorizing direct and indirect iden-
tifying information present in the training data (in-
cluding medical datasets and sensitive data) used for
the specialization of off-the-shelf foundation LLMs.
On the basis of article 9 of the GDPR and on the

FPR@ 0.1% 1% 10%

BERT
PPmlm 1.25% 1.74% 9.95%
mlm 1.22% 10.91% 36.62%
mlmA 8.87% 15.28% 37%

DISTIL RoBERTa
PPmlm 2.46% 3.08% 13.46%
mlm 2.69% 13.3% 32.81%
mlmA 4.59% 8.25% 31.35%

RoBERTa LARGE
PPmlm 0.58% 2.3% 12.24%
mlm 0.6% 31.09% 49.34%
mlmA 21.5% 26.63% 45.54%

Table 2: Inference of membership at different false-
positive rates: PPmlm effectively protects patients
from membership inference based on indirect identi-
fiers.

opinion 28/2024 of the EDPB on certain data pro-
tection aspects related to the processing of personal
data in the context of AI models7 as well as the AI
Privacy Risks & Mitigations Large Language Models
(LLMs) report8, it is possible to say the fine-tuning of
the LLM does not give birth to an fully anonymised
model, due to the fact that the full anonymisation
of the model can only be reached by an anonymi-

7. https://www.edpb.europa.eu/system/files/2024-12/ed
pb_opinion_202428_ai-models_en.pdf

8. https://www.edpb.europa.eu/our-work-tools/our-doc
uments/support-pool-experts-projects/ai-privacy-r

isks-mitigations-large_en
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sation process during the data preparation and pre-
processing and the training phases of the foundation
model9. Due to the fact that the model, before fine-
tuning, was not, from the outset, anonymised, what is
obtained is anonymization of the secondary learning
data set used during fine-tuning, but not anonymiza-
tion of the set of personal data on the basis of which
the foundation model learned beforehand. In other
words, a lot of personal data can be regurgitated
by the fine-tuned model, even if it is not the health
data on the basis of which the fine-tuning took place.
Furthermore, interactions between the training data
of the foundation model and the data used for fine-
tuning are not controlled and may give rise to hallu-
cinations. Consequently, the requirement set out in
the EDPB opinion of an ”insignificant probability of
personal data regurgitation” to qualify the fine-tuned
model as anonymous is not met (Opinion 28/2024 on
certain data protection aspects related to the pro-
cessing of personal data in the context of AI mod-
els). Consequently, this means that the fine-tuned
model will have to respect the conditions set out by
the EDPB, in the three scenarios in the presence of
a re-use described in their opinion10.

7. Limitations and Conclusion

The language modeling scheme presented here pre-
vents the model from memorizing direct and indi-
rect identifiers present in the training data (includ-
ing medical datasets and sensitive data) used for the
specialization of pre-trained foundation LLMs. This
work represents a practical step towards protecting
the training data against privacy leakage through the
fine-tuning of pre-trained LLMs. In addition, by pre-
venting the memorization of direct or indirect identi-
fiers linked to individuals, our methodology aims to
contribute to alignment with the opinion 28/2024 of
the EDPB related to AI models trained with personal
data and article 9 of the GDPR, and consequently fa-
cilitates model sharing.

There are, however, some limitations in several ar-
eas. Our solution is rather a practical step, without
formal guarantees, towards a better behavioral align-
ment with privacy and governance norms, than nov-
elty which is rarely operationalized in connection to

9. AI Privacy Risks & Mitigations LLMs report, p. 25 et p.
33

10. EDPB Opinion 28/2024 on certain data protection aspects
related to the processing of personal data in the context of
AI models, p. 4.

real-world governance frameworks (e.g., GDPR). Al-
though the study and results have been validated on
one dataset, this dataset is small in size. A valida-
tion on a larger dataset requires more computational
resources and is left as future work. We also do not
consider the case of an attacker having only partial
knowledge of the individuals present in the training
data; this threat model is orthogonal to our work
which only considers privacy auditing to enforce re-
sponsible LLM behavior before sharing its model (i.e.,
the auditor knows the training data and wants to en-
sure that it will not be regurgitated).

Another limitation is that the identification of di-
rect identifiers of our privacy-preserving scheme relies
on a NER, and the quality of this NER can impact
the performance of the protection of our solution.
This limitation is common to all pseudonimization
schemes relying on a NER and affects both the pro-
tection itself by missing identifying words, and the
privacy metrics by not counting certain leaks of per-
sonal information. However, our solution is not im-
pacted by misspelled and/or foreign words. Indeed, a
common problem of NER in free text is the manage-
ment of misspelled and/or foreign words that cannot
be found in dictionaries. These words can be iden-
tifiers and not be protected. It is worth noting that
the advantage of our solution is that these words will
be identified as indirectly identifiers in our solution
and will not be memorized.

It is also worth noting that the cost of our pre-
processing step (i.e., building the bipartite graph) is
significantly lower than using NER and fine-tuning
the model. For example, when fine-tuning a BERT
model (with 64 epochs) using a large dataset (50,000
documents), building the bipartite graph takes 0.3%
of the overall fine-tuning time, while using NER takes
7%.

Acknowledgement

This work has been supported by the ANR 22-PECY-
0002 IPOP (Interdisciplinary Project on Privacy)
project of the Cybersecurity PEPR.

References

Martin Abadi, Andy Chu, Ian Goodfellow, H. Bren-
dan McMahan, Ilya Mironov, Kunal Talwar, and
Li Zhang. Deep learning with differential privacy.
oct 2016. doi: 10.1145/2976749.2978318. URL
https://doi.org/10.1145%2F2976749.2978318.

995

https://doi.org/10.1145%2F2976749.2978318


Towards the Anonymization of Masked Language Modeling

Michael Aerni, Jie Zhang, and Florian Tramèr. Eval-
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Figure 7: Behavior of PPmlm when only the di-
rect or indirect identifiers are protected (RoBERTa
LARGE): the larger number of distinct indirect iden-
tifiers than direct identifiers implies that the risk of
leakage of indirect identifiers is higher than that of
direct identifiers.

Appendix A. Protection only of direct
or indirect identifiers

A model can leak information by predicting or re-
gurgitating direct or indirect identifiers. Let us an-
alyze the behavior of PPmlm for the RoBERTa
Large model if we consider only the protection of di-
rect identifiers or indirect identifiers (Figure 7). Re-
sults show that only protecting direct identifiers (i.e.,
DPPmlm) provides about the same level of utility
while only increasing slightly the privacy compared
to mlm. This small increase in privacy is due to the
small number of distinct direct identifiers. Protecting
only the indirect identifiers (i.e., IPPmlm), in turn,
significantly improves privacy compared to mlm. In-
deed, since the number of distinct indirect identifiers
(i.e., a total of 15,263) is significantly greater than the
number of direct identifiers (i.e., a total of 8,832), the
gain in terms of privacy is much more pronounced.
The remaining difference in terms of privacy com-
pared to PPmlm corresponds to the lack of protec-
tion of direct identifiers. The utility, on the other
hand, is similar.

Appendix B. Impact of parameter k

The preprocessing step of our solution to identify
indirectly identifying words is somewhat like imple-
menting k-anonymity with k=2. More precisely, this
means that a term used by only one individual will
be protected (i.e., not memorized by the model). In

Figure 8: Impact of parameter k: as k increases, the
number of indirect identifiers increases.

other words, unprotected terms are, at worst, used
in the reports of two patients, and it is difficult for
an attacker to easily identify the patient who leaked
the information. We can easily change this value to a
larger value. For example, by taking k=3, we ensure
that the words that will be predicted by the model
are at worst used in the reports of three patients,
making the attacker’s task even more difficult. This
configurable protection (i.e., the value of k) does not
include any additional cost and only consists of nav-
igating the bipartite graph built in the preprocessing
step of our solution. Figure 8 shows the distribution
of the number of indirect identifiers for different val-
ues of k. The results show that as k increases, the
number of indirect identifiers increases. This trend
mechanically increases the number of sensitive words
that will not be used as masks to avoid being mem-
orized. In this case, the level of privacy remains un-
changed because the additional sensitive words are
protected by PPmlm and will not be predicted by
the model. However, this number of words excluded
from masks can slightly reduce the model’s utility.
Figure 9 depicts the utility and privacy tradeoff for
RoBERTa Large model when k=5. The results show
that the trend is similar to that observed with k=1
(Figure 4) and that PPmlm is not impacted by the
value of k. We show that the privacy gap is slightly
more pronounced for mlm and mlmA due to a larger
number of words identified as sensitive (i.e., k=5 in-
creases the number of indirect identifiers compared
to k=1).
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Figure 9: PPmlm is not impacted by the value of k
(RoBERTa LARGE, k=5).

Figure 10: Distribution of the number of indirect
identifiers by considering n-grams as potential iden-
tifiers: the number of indirect identifiers does not in-
crease after n=2.

Appendix C. Considering n-grams

The proposed solution only considers isolated words
as indirect identifiers. However, these indirect identi-
fiers can be composed of multiple terms (i.e., n-grams
of variable size n). In other words, the value for n only
applies to indirect identifiers. For direct identifiers,
the number of words depends on the nature of the
identifier returned by the NER; for example, a date
or an address will consist of several contiguous words,
all of which are protected.
Extending our solution to consider these n-grams

as identifiers involves generating a bipartite graph ac-
counting for them. We first analyze the dataset to
quantify the number of n-grams detected as indirect
identifiers (i.e., unique to a patient). Figure 10 illus-

Figure 11: Impact of n on the privacy and utility
tradeoff (RoBERTa LARGE, n=3):

Figure 12: Cumulative distribution of the number of
identifiers and words per judgment sentence: fewer
identifiers (direct and indirect) than in N2c2, but
the same trend.

trates the distribution of the number of n-grams as
indirect identifiers per patient for different values of n.
Results show that, on average, the number of indirect
identifiers doubles if we consider n from 1 (i.e., a word
unique to a patient) to 2 (i.e., a sequence of two words
unique to a patient). Considering n greater than 2
does not significantly increase the number of indirect
identifiers. Figure 11 depicts the utility and privacy
tradeoff for RoBERTa Large model when n=3. Re-
sults show that the trend is similar to that observed
with n=1 (Figure 4).
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Figure 13: Cumulative distribution of the number of
judgment sentences who share words: 60% of distinct
words are used by only one judgment sentence and
represent indirect identifiers, however these words
represent only 3% of the total number of word oc-
currences in all sentences.

Appendix D. Assessing the generality

To assess the generality of our solution, we eval-
uated it with a corpus of legal texts from judg-
ments Kalamkar et al. (2022). This corpus gathers
15,496 judgment sentences. The NER for this cor-
pus targets 14 legal entities (e.g., Court, Petitioner,
Respondent, Judge, Lawyer, Date, ...). Although the
methodology remains the same, the nature of the di-
rectly identifying entities varies. First, we analyze the
distribution of direct and indirect identifiers for each
judgment in the dataset (Figure 12). We observe that
the number of identifiers is mostly less than that of
theN2c2 dataset. This is due to a judgment sentence
length smaller than the size of the medial reports.
However, the number of judgment sentences is much
greater than the number of patients (15,496 judgment
sentences versus 795 patients). The trends remain
similar: the majority of judgment sentences include
identifiers, direct identifiers are approximately twice
as numerous as indirect identifiers, and some indi-
rect identifiers are also direct identifiers. Then, we
analyze the cumulative distribution of the number
of judgment sentences which share words (distinct
words and the total number of words by including
repetitions) in their text (Figure 13). The distribu-
tion remains similar to that of N2c2 and shows that
60% of distinct words in the corpus are used by only
one judgment sentence and therefore represent indi-
rect identifiers. However, similar to the other dataset,
the use of these words represents only a small percent-
age (around 3%) of the total number of word occur-

Figure 14: Utility and privacy evaluation with the
corpus of legal texts (BERT Base-Cased): similar
to N2c2, by avoiding memorizing both direct and
indirect identifiers during model specialization, our
PPmlm solution offers the best utility and privacy
tradeoff.

rences in all judgment sentences. In other words, the
40% of words used in multiple sentences account for
more than 97% of the total number of words used.

We then evaluate the utility and privacy tradeoff
for our masked language modeling scheme using this
corpus of legal texts. Figure 14 depicts the results
for PPmlm on the BERT model. The results show
the same trend as observed with the N2c2 dataset
in both cases: an important decrease in privacy with
a solution without protection, an important decrease
in utility for the solution based on DP, and a better
compromise for our solution.
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