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Abstract

We study the running time, in terms of first order oracle queries, of differentially private empir-
ical/population risk minimization of Lipschitz convex losses. We primarily consider the setting
where the loss is non-smooth and the optimizer interacts with a private proxy oracle, which sends
only private messages about a minibatch of gradients. In this setting, we show that expected run-

ning time Q(min{g, m}) is necessary to achieve « excess risk on problems of dimension
d when d > 1/a?. Upper bounds via DP-SGD show these results are tight when d > Q(1/a%).
In fact, the lower bound nearly matches the best known upper bound for general private optimizers
in this regime. A consequence of our results is that, in high dimensions, the ubiquitous DP-SGD
algorithm necessarily suffers a dimension dependent runtime slowdown and further that DP-SGD
is optimal among the subclass of DP optimizers that use private oracles. We further show our lower
bound can be strengthened to Q(min{ =%, m 1) for algorithms which use minibatches of size
at most m < v/d. We next consider smooth losses, where we relax the private oracle assumption
and give lower bounds under only the condition that the optimizer is private. Here, we lower bound
the expected number of first order oracle calls by Q(@ + min{a—l27 n}), where n is the size of
the dataset. Modifications to existing algorithms show this bound is nearly tight. To our knowl-
edge, ours are the first oracle complexity lower bounds to leverage differential privacy beyond the
local privacy model. Compared to non-private lower bounds, our results show that differentially
private optimizers pay a dimension dependent runtime penalty. Finally, as a natural extension of
our proof technique, we show lower bounds in the non-smooth setting for optimizers interacting
with information limited oracles. If the proxy oracle transmits at most I'-bits of information about
the gradients in the minibatch, then Q( min{a%r, m}) oracle calls are needed. This result
shows fundamental limitations of gradient quantization techniques in optimization.

Keywords: Optimization, Differential Privacy, Oracle Complexity

1. Introduction

Many fundamental problems in machine learning and statistics take the form of convex optimiza-
tion problems. Many such problems can be formulated as empirical risk minimization (ERM), or
stochastic convex optimization (SCO)!. For a dataset of n convex losses /1, . . ., ¢, and convex con-
straint set YW C RY of diameter at most B, the former asks for an approximate minimizer of the
empirical loss: mingew{L(w) := 1 3> | ¢;(w)}. For an unknown distribution D, the latter prob-
lem is solved by finding an approximate minimizer of population loss Lp(w) := Eqp[¢(w)] given

1. Not to be confused with the alternative use of stochastic optimization, where one assumes access to a noisy gradient
oracle. While related, these settings are distinct. We will refer to this other setting as the stochastic oracle setting.
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independent samples from D. Such problems have been studied for decades under a variety of reg-
ularity conditions on the loss, most commonly L-Lipschitzness and/or 5-smoothness (i.e. Lipschitz
continuous gradients). The runtime efficiency of such algorithms is often measured in the number
of first-order oracle calls (i.e. gradient and loss evaluations) made during the optimization proce-
dure. Such characterizations date as far back as the work of Nemirovski and Yudin (Nemirovsky
and Yudin, 1985), which showed that the oracle complexity is © (min {dlog(1/a),1/a?}) for min-
imizing a single (i.e. n = 1) non-smooth function .
The power of this framework combined

with modern privacy concerns has resulted in PP —

a rich literature studying differentially private " Result in [KLL21)
(DP) analogs of these problems (Chaudhuri 14 it [[?IFII:;;]Z !
et al., 2011; Bassily et al., 2014, 2019; Feld-

man et al.,, 2020; Kulkarni et al., 2021; Asi

et al., 2021; Choquette-Choo et al., 2025). For y

over a decade, it has been known that the best
achievable asymptotic rate of the excess empir-
ical risk for ERM under (¢,0)-DP (DP-ERM)
is af 5 := BLy/dlog(1/0)/(ne), which was
first achieved in O(n?) running time using DP- 0
SGD, (Bassily et al., 2014). The optimal rate
for SCO under (¢, d)-DP (DP-SCO), which is

(3 : gradient complexity o< n”
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Figure 1: Summary of best known oracle complex-

O(af s+ B—i) was established subsequently,
albeit with even higher runtime overhead (Bass-
ily et al., 2019). Various works have grad-
ually improved the runtime of DP-SCO/DP-
ERM since. Figure 1 summarizes the current

ity upper bounds and our lower bound for achieving
optimal DP-SCO excess risk rate O(ﬁ + \/E)’ ignor-

n
ing log factors and dependence on privacy parameters.
The best upper bounds for private oracle methods is

given by the minimum of Asi et al. (2021) and Kulka-

rni et al. (2021). One work, Carmon et al. (2023), im-
proves this rate in low dimensions with an algorithm
that does not satisfy oracle privacy.

best known upper bounds.

Despite a large body of work on improving
runtime upper bounds for DP optimization, and
the importance of characterizing DP runtime re-
peatedly cited as an important open problem (Bassily et al., 2020; Kulkarni et al., 2021; Carmon
et al., 2023), oracle complexity lower bounds that leverage DP are virtually non-existent. Our re-
sults complement past work, which has proven fundamental utility costs to ensuring privacy, by
finally showing that a class of DP optimizers incurs significant running time cost as well. To our
knowledge, ours are the first oracle complexity lower bounds to leverage differential privacy beyond
the local privacy model.

Proxy oracles. Our main result is a lower bound on the oracle complexity of non-smooth ERM/SCO
with access to a private “proxy” oracle. In our proxy oracle model, at round ¢, an optimizer sends
M; gradient queries (M; may be adaptively chosen) to the proxy oracle. The proxy oracle then
computes a minibatch of M, gradients using the true gradient oracle, and sends a response to the
optimizer. By way of example, the commonly studied stochastic oracle can be considered a type
of proxy oracle which responds with noisy estimates of the true gradients. Ideologically, however,

2. The lower bounds in Nemirovsky and Yudin (1985) are loose by log factors for randomized algorithms. This gap has
since been closed (Braun et al., 2017).
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stochastic oracles have generally been studied from an adversarial perspective (i.e. worst case noise)
whereas we are interested in cooperative proxy oracles, i.e. best case proxies satisfying some con-
straint. Private proxy oracles are those whose messages are a p-zCDP (zero concentrated differential
privacy) processing of the true oracle responses. We remark that even when providing approximate
DP guarantees of the overall process, DP optimizers generally use zCDP oracles due to favorable
“moment’s accounting” composition guarantees (Abadi et al., 2016; Bun et al., 2018a). A common
case for private oracle methods is for the proxy oracle response to be an estimate of the gradient,
often perturbed by Gaussian noise, as in the canonical DP-SGD algorithm. However, our frame-
work allows arbitrary messages. To make the most direct comparison to traditional oracle lower
bounds, we still measure the overall oracle complexity of the algorithm in the number of calls to the
true gradient oracle (i.e. the sum of the minibatch sizes). The formal definition of the proxy oracle
model is given in Section 2.

As common examples, methods which apply zCDP mechanisms to disjoint minibatches, thus
obtaining privacy via parallel composition, and also methods which apply zCDP mechanisms to
randomly sampled minibatches, obtaining privacy via advanced composition and amplification via
subsampling, both fall into the private oracle framework. However, the private oracle model places
no restrictions on data reuse or how minibatches are sampled. Because of this, it is possible to
construct private oracle methods which do not lead to a DP optimizer. It is perhaps surprising
that our lower bound still holds for such methods, and arises merely from leveraging the fact that
information about the loss passes through a differentially private channel.

Our oracle model is motivated by several factors. Most obviously, it provides insight into design
limitations of private optimizers more generally. Notably, when d > (o 5)_4, the fastest known
method for DP-SCO is a private oracle method (Asi et al., 2021). Tecfmiques aside, a myriad
of important scenarios naturally lend themselves to private oracle settings. One example is when
the optimization procedure is being performed by an untrusted server communicating with nodes
holding data, potentially from multiple individuals, as occurs in federated learning (Lowy and Raza-
viyayn, 2023). A common scenario is for the server to make gradient queries to the nodes, and thus
ensuring privacy in this setting means the nodes send only privacy preserving messages about the
gradients back to server. Another example is when intermediate models obtained during optimiza-
tion need to themselves be used or released. Private oracle methods provide a versatile way to
guarantee privacy of the entire collection of models generated during training. As such, the study of
private oracle methods not only serves to provide insight into private optimization more generally,
but is a meaningful algorithm class in its own right. Further, while there have been theoretical algo-
rithmic advances in DP optimization in more structured settings, such as smooth or low dimensional
problems (Feldman et al., 2020; Carmon et al., 2023), private oracle methods remain the dominant
method in practice, for both convex and non-convex settings (Yu et al., 2021; Ponomareva et al.,
2023; Cummings et al., 2024). Finally, by studying private oracle methods, we are, as our lower
bound shows, able to characterize the effect of batch sizes on private training dynamics. Our results
formally show the negative impact of small batch sizes on private learning, a phenomenon which
has been explored in previous work, but without a minimax characterization (Riisé et al., 2024;
Ponomareva et al., 2023). This contrasts sharply with the non-private setting, where lower bounds
show that w(1) batch sizes worsen runtime, at least for d = Q(1/a*) (Bubeck et al., 2019).
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1.1. Results

Non-smooth loss, private oracle. In the non-smooth setting when d > 1/a?, we show any opti-
mizer interacting with a private oracle has expected running time 2 ( min{ % ( \/% + mip), m 1}
where p is the zCDP privacy parameter of the proxy oracle and m is some (possibly infinite) up-
per bound on the batch sizes. We further show this lower bound is tight for private oracle meth-
ods when d > 1/a* by providing a more general analysis of the DP-SGD algorithm. Even in
the regime d € [1/a?,1/a%], where our lower bound is Q(d), it is still stronger than the non-
private lower bound of €(1/a?). Of particular note is the case p = 1, a = oy 5, and M = oo,

in which our lower bound is Q( fl (21 ; 6)) nearly matching the best known upper bound for gen-

eral (e, 5)-DP optimizers in the regime d > (a’;)~%. The O(d) limit on our lower bound can

be removed for algorithms that make at most d unique queries to the private oracle. As such,
one particularly relevant consequence of our result pertains to the ubiquitous DP-SGD algorithm.
Given a minibatch estimate of the gradient, g;, at parameters wy, DP-SGD updates parameters via
Wiyl = Hw[wt - n(gt +N(0, ]Id0'2))].

Corollary 1 (Informal corollary of Theorem 5) Let A be an a-accurate (for non-smooth losses ) im-
{ \[er/m

plementation of DP-SGD with batch size m. Then its running time is Q(min , bg a /a) })

To our knowledge, outside of the local privacy model, ours are the first results which formally
show that a class of private optimizers suffer worse runtime compared to their non-private counter-
parts. Even for the DP-SGD algorithm specifically, which is the backbone of DP optimization in
practice and the subject of intense study, we are unaware of prior work formally showing runtime
costs due to privacy.

Non-smooth loss, information limited oracle. Our proof technique uses information theoretic
tools, and thus naturally extends to proxy oracles which transmit at most I' bits of information
to the optimizer. For such oracles, we show that Q( mm{ T W}) expected running time
is necessary. Compared to classic lower bound constructions in non-smooth optimization, which
require the optimizer to discover 1/a? vectors/gradients embedded in the loss function, our lower
bound shows that, ultimately, the optimizer must indeed use “the entirety” of each of the gradients.
This establishes fundamental limits for gradient quantization strategies in machine learning, which
have received substantial interest due to the prominence of distributed gradient methods (Alistarh
et al., 2017; Stich et al., 2018; Mayekar and Tyagi, 2020b; Faghri et al., 2020; Wang et al., 2023).

Smooth loss, private optimizer. In the smooth case, for (¢, d)-DP ERM algorithms (with access
to a true oracle), we show a lower bound on expected running time of {2 (i + min{ ﬁ, n}),

ay/log(1/4)

and provide upper bounds which show this is nearly tight. We note previous work has provided tight
upper bounds for o = o ; (Feldman et al., 2020), but by generalizing these methods, we show the
lower bound is tight up to log factors for all . Recent upper bounds show our lower bound cannot
be improved via the private oracle model (Choquette-Choo et al., 2025), at least for optimal error.

Between DP-ERM and DP-SCO. In Appendix F.1, we give a reduction showing that for any
a, DP-SCO is no harder than DP-ERM, up to log factors. This result follows fairly directly from
combining existing results. The reverse reduction was shown in (Bassily et al., 2019). For this
reason, we focus on DP-ERM in this work.
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1.2. Techniques

Techniques for lower bounding oracle complexity generally live in one of two disjoint classes. The
first class is the “vector discovery” framework, were the loss function is randomly instantiated
via a collection of K > 0 random vectors from R?. One then tries to argue that, in order to
minimize the loss function, the optimizer must observe each vector by having it returned from the
oracle. As an example, a staple of such techniques is the so-called Nemirovski function, defined
as N'(w) = max¢ (g {{w, X;) — jv}, for random “problem vectors” X1, ..., X € R? and offset
v > 0. The second class of lower bounds use information theoretic methods. Here, the loss is
randomly sampled from a distribution with high entropy. One then argues that loss minimization
requires obtaining high mutual information with the loss (i.e. identifying the loss instance).

Our technique for non-smooth losses uses elements from both these approaches. We use a
Nemirovski-like loss function of the form, £(w) = max { maxye(x {| (w, X3) — al}, [Tywl|},
where X1, ..., X are problem vectors in R¢ and Iy is the orthogonal projection onto some sub-
space V, which is orthogonal to Span(X7,..., Xx). When n > 1, our construction simply copies
this function n times. In our analysis we show that the optimizer must discover each problem vec-
tor. But in contrast to previous analysis in the vector discovery framework, “discovery” requires
obtaining high mutual information with each X}. This is in part possible due to the presence of the
regularization term, ||IIy w||, which will become more apparent in our proof. A crucial step in our
proof is showing that the optimizer is unable to adequately learn V' unless it makes €2(d) queries.

On the other hand, we also diverge from existing information theoretic techniques in how we
track mutual information. Previous techniques essentially upper bound I(W; L), where W is the
candidate solution. Clearly, we cannot hope to show more than I(W; £) > dlog(d/«) is necessary,
since w* = minyeyy {£(w)} can be communicated in O(d) bits. Our solution to this bottleneck
is to instead track the sum Zszl I(Xy; W|X ). Under the correct distribution, estimating X,
is still a difficult/high-dimensional problem, even under knowledge of X, allowing us to show
that this sum must be 2(dK’). Crucial to this analysis is bounding the information leaked about
X when the oracle does not return X, as each oracle response depends on all of £. Previous
information theoretic oracle lower bounds often circumvent this issue by considering linear/simple
losses, where the query point is largely irrelevant to the gradient. In our case, because we are
tracking the conditional information 7 (X}; W|X ), when O(w) does not return X}, we can show
the oracle response is just the answer to a log(K) bit question about X}, and thus leaks little
information. This information is small enough that we can then argue the only efficient way to
obtain information about X}, is by making oracle queries that return Xj.

For proxy oracles with bounded information capacity, even oracle responses which return Xy,
may not reveal sufficient information to estimate it. We can then use the above ideas to lower bound
the runtime by lower bounding the number of times the optimizer must get the oracle to return Xk.
In the private case, controlling the amount of information leaked is more technical. While it is true
that p-zCDP mechanisms run on a dataset of (random) size M leak at most pE[M?] bits, such a
bound is too weak to achieve our lower bounds, and a more careful accounting of the information
gain must be used.

1.3. Related work

To our knowledge, all existing work which leverages privacy for oracle complexity lower bounds
considers the local model of privacy, of which the most relevant is Acharya et al. (2021). In the
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language of our framework, they study the case where the private oracle always has batch size 1,
satisfies e-pure differential privacy, and itself only has access to a stochastic oracle, rather than a
true oracle. In this setting, they show Q(ﬁ) queries are necessary. In the same setting but with
an ['-information limited oracle they show a lower bound of Q(%) Their assumption that the
private/information limited oracle only has access to a stochastic oracle is significant, and without
it their lower bound would lose its polynomial dependence on «, as the loss they consider is linear,
and so only O(d) bits need to be transmitted before the optimizer can obtain the solution.

Outside of privacy, there is a substantial literature on oracle complexity bounds. For finite

sums (i.e. n > 1), and sufficiently large dimension, Woodworth and Srebro (2016) proved a com-
plexity lower bound in the non-smooth case of Q(min{%, n -+ %}) and, in the smooth case,
Q(min{a—lg, n+ /2}), which are nearly tight (Johnson and Zhang, 2013). Their loss construction
is very distinct from ours. Closer constructions to ours can be found in Bubeck et al. (2019) and
Marsden et al. (2022), which study the oracle complexity of highly parallelized and memory lim-
ited optimization respectively. Their loss constructions resembles ours in the sense that they use
a Nermivoski-like function combined with a “regularizer”, but in both cases the form and analysis
of their regularizer differs substantially from ours. Examples of works using information theoretic
techniques include (Agarwal et al., 2012; Braun et al., 2017; Gopi et al., 2022). However, the source
or hardness in all these methods come from the difficulty of estimating (at most) O(d) bits, mak-
ing them fundamentally distinct from our method. We note also Braun et al. (2017) considered
algorithms with randomized running time, as we do.

The technique for our lower bound in the smooth case is more related to work on lower bounds
for DP mean estimation (Bun et al., 2018b; Dwork et al., 2015). A reduction between (smooth)
optimization and mean estimation was shown in Bassily et al. (2014).

Finally, outside of (Acharya et al., 2021), other works have studied the complexity implications
of communication limitations in optimization (Mayekar and Tyagi, 2020a,b; Huang et al., 2022;
Salgia et al., 2025), but these works still assume the proxy oracle only has access to a stochastic
oracle and quantizes only a single gradient. The works (Arjevani and Shamir, 2015; Woodworth
etal., 2021; Scaman et al., 2019) studied distributed optimization lower bound under different com-
munication constraints, which are not directly comparable to information capacity limitations.

2. Preliminaries

Notation. We let 5(r) denotes the d-dimensional Euclidean ball with radius r centered at zero.
For a set of vectors S, IIg denotes the orthogonal projection onto Span(S) and H§ denotes the
projection onto the orthogonal complement; IIg g is the projection onto Span(.S)USpan(S’). When
W is a compact set, we use 1I)y as the projection onto WV itself. We let px denote the law of X
and use p(x) when disambiguation is obvious by context. For a collection of random variables,
Ay, ..., Ap, we denote A = [Ay, ..., A7], A<y = [Ay,..., A;] and similarly for A; and A_,. We

define o} 5 := BLy/dlog(1/d)/(ne).

Information theory. For a discrete random variables X and Y, the entropy and mutual infor-

mation is defined as H(X) = > xlog(1/p(z)) and I(X;Y) = >, >, p(z,y)log (pff;jz’;))
respectively. We take log to be the natural logarithm, such that entropy/information is measure
in nats. For arbitrary random variables, the more general definition can be used; I(X;Y) =

supp o {I([X]p;[Y]o)}, where the supremum is over all finite partitions of the support, and [X|p
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denotes the quantization of X via the partition of its support, P (Cover and Thomas, 2006). We
define the information capacity of a function as follows.

Definition 2 (Information Capacity, Cover and Thomas (2006)) The information capacity, I, of
a randomized function, f : X — Y, isT' = max,, {I(f(X); X)}, where the maximum is over all
distributions supported on X.

The most basic example of a function with information capacity at most I' is one whose range is
{0,1}'. We will also frequently use the fact that the a-packing number of B(r), i.e. the size of
the largest set of vectors V C B(r) such that Vv,v' € V : |[v — v/|| > @, lies in [(r/a)?, (3r/a)9]
(Vershynin, 2018).

Differential privacy. An algorithm A is (e, §)-differentially private if for all datasets S and S’
differing in one data point and all events £ in the range of the A, we have, P[A(S) € £] <
eP[A(S") € €] + 0 (Dwork et al., 2006). An algorithm A is p-zero concentrated differentailly pri-
vate (zCDP) if for all datasets S and S’ differing in one data point and all « € (1, 00), it holds that
Do(A(S)[|A(S") < pa, where Do(X||Y) = L= [ px(2)%py (z)!~“dz denotes the a-Rényi
divergence (Bun and Steinke, 2016).

First order optimization. We consider the problem of minimizing finite sum losses. For a set
of n > 0losses £ = {f,...,¢,}, with some abuse of notation we let £L(w) = 3, . f(w).
We consider the case where each ¢; is L-Lipschitz and possibly also smooth, over a compact con-
vex set W C RY of diameter at most B. Denoting w* = argmin, ¢y, {£(w)}, we define the
suboptimality/excess empirical risk of w as L(w) — L(w*). In the DP-SCO problem, we assume
{l1, ..., Ln} ~ D™ for some distribution D, and call E;p[l(w)] — argmin, ey {E¢op[l(w')]} the
excess population risk. First order oracles are a common way to model the interaction between the
optimizer and loss function. In our work, we also consider optimizers of the form of Algorithm 1
interacting with a proxy oracle.

Definition 3 (First Order Oracle) For losses L = {{1,...,{,}, a first order oracle O = O is a
function satisfying O(r,i) € {(¢i(r),g) : g € VLi(r)}; here V denotes the subgradient.

Definition 4 (Proxy Oracle) Given an oracle O, a (first order) proxy oracle O is an algorithm of
the form given by Algorithm 2. For some range ) and any side information L, it is uniquely defined
by the set of possibly randomized response functions O : (R x RY)* — Y.

We emphasize that the response of the proxy oracle need not be an estimate of the gradient, or even
a vector in R%. As examples, the oracle could return an estimate of gradient variation (see e.g. Arora
et al. (2023)), a sketch of the entire gradient minibatch, or even updated model parameters. When
every O | has information capacity at most I, we call the oracle I'-information limited. When every
O, isa p-zCDP mechanism (with respect to its dataset of gradients), we call Oa p-private oracle.
We also consider a relaxation of this requirement to truncated CDP in Appendix C.2.

In the protocol defined by Algorithms 1 and 2 we refer to a batch as the set of non-adaptive
queries made at some iteration ¢ € [T']. The non-adaptivity assumption is necessary both for this
framework to be meaningful and for our lower bounds to hold; otherwise, one could push the entirety
of any optimization algorithm into one call of the proxy oracle. In this case, .4 only needs to be a
differentially private aggregator of some dataset of 7' gradients, which is much weaker than even
assuming A is a private optimizer. Consequently, it is possible to achieve faster algorithms; see
remark in Appendix D.2.
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Algorithm 1 Interaction protocol for optimizer, A, and proxy oracle, @)

Require: Lipschitz parameter L, Constraint set VV of diameter at most B
I: Sett=1
while A chooses to continue do
For M; > 0, choose M; queries, (Ry1,1¢1), .., (Reas,, Irar,) € RY x [n] to send to O
Receive Y; from O
t=t+1
end while
T =t —1, and let T be the number of unique vectors in { Ry}, e[T]iEM, (for analysis only)
Output: A releases solution: W € W

A A i

Algorithm 2 Proxy oracle, O.

Require: Batch size m > 0, Queries {(R;, I;;)},~,, Iteration ¢ > 0, Side information L
1: Compute first order information Gy = {G¢ 1, ..., G } where G = O(Ry, 1)
Output: Y; = Ol(Gm, iy Gtm)

Runtime characterization. For any B, L,3 € R™ U {co}, let F, s denote the set of all L-
Lipschitz S-smooth loss functions over R4 and K denote the collection of all convex sets inside
B(B). Let ExTime(A, O, O, W, a) denote the expected running time of A (measured in the
number of evaluations of the true oracle O) needed to achieve expected suboptimality o on L,
when run with (proxy) oracle O on constraint set V. We then define the worst case running time,

Time(A, O,a, B,L,3) = sup sup sup {ExTime(A, 0,0, W, )}, where the supremum
WeKp LEF} 5 O

over Oy is taken over valid true oracles for £; note the only flexibility is in how the oracle resolves
the subgradient. We will consider different classes of algorithms throughout, and so it is useful for
notation to omit for now any quantifiers over A, O that would specify minimax complexity. We
say an algorithm is a-accurate for (F,K) if for any £ € F and W € K it yields a solution with
expected suboptimality at most a.

3. Non-smooth optimization with private oracles

Our main result is a lower bound on the oracle complexity of optimization via private oracles in the
large scale regime (i.e. d > 1/a?). Compared to optimization with access to a true oracle, whose
complexity is ©(1/a?) in this regime, our lower bound shows that optimization via a best-case
private oracle incurs a dimension dependent runtime penalty.

Theorem 5 Let C’g be a universal constant. Let A be any optimizer satisfying the form of Algorithm 1

and E [ ] W Let O be any proxy oracle such that each O, is p-zCDP. If d > 0237%2
then, Time(A, O, a, B, L,00) = Q(ij;f) < m w.p. 1, then
additionally, Time(A, O, a, B, L, c0) = Q(@ﬁfﬁ).

The full proof is in Appendix B. We also provide a detailed sketch after the following discussion.
The unique query assumption expands the applicability of the lower bound when considering algo-
rithms such as DP-SGD, which query the oracle many times at a single point each iteration. Observe



GRADIENT COMPLEXITY OF DP OPTIMIZATION

that if we drop the assumed bound on E [T} we obtain a lower bound of 2 ( mln{ = \f’ log(l 7a) })

and similarly in the case where m is bounded 3. Also, the same lower bound holds for DP-SCO
via a reduction; see Appendix F.2. While it is not clear whether the Q(d/log(1/«)) term in this

bound is tight, upper bounds from Kulkarni et al. (2021) show that for some regime of « and p,

f
oy
et al., 2021, Theorem 4.11) provides an algorithm which, for any €, € [0,0.5], is a; s-accurate,

n3/2¢ n2e? :
dl/81og!/1(1/6) T dlog(l/5))' This

is faster than W‘/?Qp, when d < log(1/6)/(a} s)%. We also know the lower bound is tight when

the bound must be weaker than when d is roughly less than 1/a*. Specifically, (Kulkarni

uses a p’-zCDP oracle with p = (m), and runs in time O (

d > logi(% and m > 1/(ap) due to the following.

Theorem 6 Let a,m,p > 0. There exists an algorithm of the form given by Algorithm 1 which,

FT 00»KB), and runs in O(B L? (ﬁ + mip))

gradient computations. Further, for €, € [0, 1], the algorithm is (€, §)-DP when run with parame-
ters o > 260y 5 and p = m.

using a p-zCDP proxy oracle, is O(«)-accurate for (

The algorithm in question is simply DP-SGD with a careful tuning of the hyperparameters; see
Appendix C.1 for a description and proof. Further, using our reduction in Appendix F.1, this result
implies essentially the same upper bound for DP-SCO for any o > 1/4/n. Note the running time
does not depend on the final desired choice of €. Rather, the running time only indirectly depends
on € in that € affects the minimum achievable error. Furthermore, at o = @(a;‘, 5)» the running time

(ﬁ), which we note improves upon the previous best ERM rates (implicit in Bassily
og
et al. (2019); Asi et al. (2021)) by a /e factor.

is O

Remark 7 The discrepancy between the privacy notion used for the proxy oracle, zCDP, and the
notion used for the final guarantee of DP-SGD, approximate DP, stems from zCDP’s inability to be
amplified via subsampling and the poor group privacy properties of approximate DP. Regardless,
most algorithms in the literature that fit in the proxy oracle model use a zCDP oracle, even when
providing approximate DP guarantees for the overall algorithm. In part, this is because zCDP
enables composition guarantees which are tighter than what one would obtain with an approxi-
mate DP oracle (Abadi et al., 2016; Bun et al., 2018a). Both our upper and lower bounds can
be rephrased using the notion of truncated CDP, which is weaker than zCDP and stronger than
approximate DP. We provide these details to Appendix C.2. Whether the relaxation provided by an
approximate DP oracle is meaningful enough to provide stronger running time upper bounds is a
possible direction for further research.

3.1. Proof sketch of Theorem S (Full proof in Appendix B)

Hard problem instance. For this sketch we will assume L = B = 1. To prove our result, we
construct a hard distribution over loss functions. Let W = B(1). Let K = o ag for some constant
C4, We sample V' as a uniformly random d/2-dimensional subspace and X = {X1,...,Xg} as
a uniformly random set of orthonormal vectors sampled orthogonal to V. We then define ¢;(w) =
{(w) := max { maxyepr] {fe(w)}, h(w)}, Vi € [n], where Vk € [K], fi(w) = | (w, X) — C1a]

3. We will omit factors of B and L in our discussions for simplicity. They can be obtained by replacing « with o/ (BL)
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and h(w) = 2||IIyw||. As the loss construction of interest is the same for each i € [n], from here

on we will ignore the query indices, {Iy,}, €T ie[M:]? in the queries made the oracle.

Overview. Roughly, we will establish Theorem 5 by proving upper and lower bounds on the sum
Zjil I(W; Xj| X4, V). The information upper bound will leverage properties of both the private

oracle, (7), and true oracle, O, to control the information leaked about X}, in terms of the number
of times X}, is returned by the true oracle. The information lower bound will leverage the structure
of the loss function, and the difficulty of learning the regularizing subspace V. It will be helpful
to consider the mutual information with respect to an appropriately O(«)-accurate discretization of
C1aX},, which we will denote as X, respectively.

Bounding Information Obtained. To describe our information upper bound we introduce the
random variables {Q;;}, which track the oracle response indices. Specifically, for ¢ € [T and
l e My, Qiy = kif O(Ry;) = (fr(Rey), Vfe(Rye;)) and equals K + 1 otherwise. Further, for
each k € [K], define Cnty, : {0,..., K + 1}" — Z as, Cntx(q) = |{l € [length(q)] : ¢ = k} |. In
words, Cnt(Q;) is the number of times O evaluates via f, in the minibatch used at iteration t. We
will also extend the random variables defined in Algorithms 1 and 2 by defining Y;; = 0 for ¢ > T
or [ > M, and similarly for Q,R, G, and M. Recall T is a random variable corresponding to the
number of unique vectors in { R;;}, e[T],le[My]" We now have the following.

Lemma 8 Under the assumptions of Theorem 5, for any k € K] it holds that, I(W; X}, | X1, V) =
O(E[Z;ﬁl min{p - Cnt3(Qy), d}] +E [T] log(K)); expectation is taken w.r.t. A, O, X, V.

Proof sketch of Lemma 8 (Full proof in Appendix B.1). Throughout the following we condition
on V' = v and X, = x4y, for some v, x4, in their support. To simplify expressions, we will let £
denote the random variable containing Y-, and all content sent by .A to O up through ¢.

First observe that the information any (J; contains about X, is bounded by its entropy, which
is at most log(K + 1). Thus, via applications of the chain rule, the total information obtained can
be decomposed into a bound on the information obtained from the () random variables and the
information obtained from the DP mechanisms,

](W;Xk) SE[T] log(K+1)+ZI(Yt;Xk|Q§t,Pt). (1)

t=1

What remains is to bound >, I(Y; X1|Q<¢, P), the information obtained from the DP mech-
anisms. Recall Gy is the first order information returned by @ during round ¢. Observe that if we
condition on ); = ¢; for some ¢; (recalling we have already conditioned on X 4k = T£t), the only
randomness left in G, is in X. Let G¢(xy) denote the induced realization of G when X}, = xj
under such a conditioning. We now have,

1(Ye; Xe|Qr = au, Py = i) < I(Ye; Xk|Q1 = qi, Py = pr)
= E_ [Ke(0L(Gulan) || 01(G0)]

T Xk

< E {KL(@L(Gt(ﬂfk))H@L(Gt(x;g))ﬂ

:Ck,l‘;g(—Xk

< Cntj(q:)p. )

10
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The KL divergence is between the induced conditional distributions given @)y = ¢; and P; = p;
(as well as X = w4, and V' = wv). The first three steps use standard properties of mu-
tual information and KL divergence: discretization does not increase information, [(A; B) =
Eg[KL(A|B || A)], and convexity of KL divergence. The last inequality uses the fact that we have
conditioned on Q); = ¢, as well as the definition of zCDP and its group privacy properties (i.e., that
p-zCDP implies s2 p-group-zCDP for groups of size s). We have an additional upper bound on the
mutual information via entropy,

I(Ye; X1|Qi = qi, Py = pi) < H(Xi|Qy = 1, Py = pr) = O(d). 3)

The last equality uses the fact that our chosen discretization of Xy, is of size 20(d) " Thus after
consolidating Eqns. (2) and (3) and taking appropriate expectations we have I(Y;; Xi|Q<¢, Pr) <
O(IE [min{p . Cnti(@t), d}] ) Plugging this into Eqn. (1) completes the proof.

Bounding Information Needed. = We now bound the information needed in the following lemma.

Lemma9 Lerd > . Under the problem dzstrlbutzon given at the start of Section 3.1, if A is of
the form given by Algorlthm 1 with E [ ] < W(l/a)’ then mlnk{I(W,Xk\X7gk, )} = Q(d).

Proof sketch of Lemma 16 (Full proof in Appendix B.2) Fix some k£ € [K]. Our informa-
tion lower bound starts by leveraging a variant of Fano’s method, from which we obtain that any
estimator W satisfies,

d .

With this in hand, we would like to construct an accurate estimator from W using a bounded amount
of additional information. In this regard, first observe that for every possible instantiation of X and
V', there exists a minimizer, w* = Ci« Zle X, with 0 loss. Thus the accuracy condition of the
optimization problem alone guarantees that E[|(W, X}) — C1a|] < « and IE[||HVWH] < a. The
problematic piece is the component of W in the “unpenalized” subspace, which is IT3; VW This
component may be large even if W has small loss. Further, while it would be easy enough to project
out the components of W in Span(X ;) and V' because we are considering the conditional mutual
information, projecting out the component in the orthogonal complement of Span(X) U V' would
add too much information, as it localizes X}, to a small dimensional subspace. A key step will be
to show that unless A makes enough (i.e. €2(d)) oracle queries to learn V, it cannot leverage the
unpenalized subspace.

With this in mind, we now sketch how to construct the modified estimator, W. Let Z =
{Z11}1eim),1€0,) be defined as Z; = Vh(Ry;) and let O = {Ot7l}te[T],le[Mt} be such that Oy
is the unit vector orthogonal to Z; ; in the plane spanned by Z;; and R;; (regardless of whether or
not the oracle response at query R, ; is the gradient of ). The important point for this sketch is that
each Z;; € V and each Oy is in the orthogonal complement of V. We then take W roughly equal to
H)LQ SHEW, where S is the orthogonal complement of X}, inside Span(O). The actual construction

. . 1
P [||W — Xk|| > 40« 25—8- “)

W uses a modified version of S to ensure no more than 1‘50 bits of information about X i are added.
Importantly, we can show that so long as the A does not take advantage of the unpenalized sub-
space, W accurately estimates X, and thus Eqn. (4) yields an information lower bound. We finish
with the the following lemma, which indeed shows .4 cannot leverage the orthogonal complement
of Span(X') U V' (the unpenalized subspace).

11
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Lemma 10 Let S be the orthogonal complement of X, inside Span(O). Then under the conditions
of Lemma 16, P[||Tx sTIZzW || > 2|[Tly T JTIZW || + 2a] < 15.

The full proof can be found in Appendix B.2; we summarize it here. First, when conditioning on
X = x, we see that the chain V' — (O, Z, R) — W is Markovian. Thus it suffices to reason about
the conditional distribution of V' given O, Z and R. Put another way, we can characterize what
A would learn about V' even if it received Vi at every query. We show that at best A learns V'
is a subspace that contains Span(Z) and is orthogonal to Span(O). Thus, provided the number of
queries is not too large, we can show there is a “leftover” subspace of V', Span(V')\ Span(Z), which
is of dimension §2(d) and has a conditional distribution that is uniform over an (d) dimensional
space. Now the properties of random projection ensure that the component of W in the unpenalized
subspace is not much smaller than its component in the leftover space. As a result, we can establish
that E[||W — X}|]] = O(c) and obtain the desired information lower bound from Eqn. (4).

Concluding the proof sketch. (Full details in Appendix B.3). Using the previously described
information upper and lower bounds and summing over k € [K| we obtain,

Q(d ZIWXHX#, - ( [szm{p Cnt2(Q,), d}}JrKlog( )E [T]).

k=1 k=1 t=1
Using min{p - Cnt3(Q),d} < Cnty(Q;) min{/pd, pim} and E [T] < 320+g(K) and rearranging
gives the desired lower bound on E {Zfi 1 Zszl Cntk(Qt)} (i.e. the expected runtime).

4. Smooth optimization with private optimizers

We now turn our attention towards the oracle complexity of DP-ERM for smooth functions. For
such functions, we are able to relax the private oracle assumption and only assume that the entire
optimization procedure is differentially private.

Theorem 11 Let 6 < 161W’ e < log(1/6), and d be larger than some constant. Assume A is
(€,0)-DP. Then, Time(A, O, a, B, L,/ B%) = Q( % + mm{B ,n}).

We give the proof in Appendix D.1. Like past lower bounds for excess risk (e.g. Bassily et al.
(2014)), we leverage the difficulty of private mean estimation and the fact that optimizers can solve
mean estimation problems. Concretely, even O(1)-accurate (€, §)-DP mean estimation requires the
dataset contain n > +/d samples. Our dataset construction uses na non-trivial datapoints and
n — na zero vectors. Our lower bound then stems from the fact that after I" oracle queries, the
expected number of non-trivial vectors observed is T'«. Then by showing T'ax = (Z)(\/&) is necessary,
we obtain the lower bound. Some care must be taken here, as it is not necessarily true that the
estimator must be (¢, d)-DP with respect to the observed samples; consider for example, privacy
amplification via subsampling. Nonetheless, we can still show the observed samples cannot be
“traceable”, allowing us to provide similar guarantees. For this reason however, the lower bound
does not scale with €. Our upper bound, presented subsequently, shows this is necessary. The
min{é, n} term in the lower bound holds even for non-private algorithms and can be proved via
standard techniques. A matching upper bound can be obtained by an combing modifications of
existing algorithms, which we provide in Appendix D.2

12
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5. Non-smooth optimization with information limited oracles

Our proof techniques from Section 3 can easily be adapted to provide lower bounds for information
limited oracles. In this section, we consider an individual loss £, i.e. n = 1, such that the objective
is to approximate arg min, ¢y, {£(w)}. We are interested in algorithms of the form of Algorithm
1 (ignoring the query indices) interacting with a proxy oracle of bounded information capacity.

Theorem 12 Let O be a I-information limited proxy oracle and A an algorithm of the form given

by Alg. 1 withE [T] < m- Ifd > 025;2%2 then Time(A, O, o, B, L, 00) = Q(Big’lfd)

Once again, we can drop the unique query limit and more simply lower bound the runtime as
Q(min{-%5, m}). Note also that it is possible to have I' = w(d), which can be reasonable
when the batch sizes are w(1). The proof of this result follows from a simplified version of the proof

of Theorem 5. We defer this proof and further discussion on this result to Appendix E.
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Appendix A. Supplementary Lemmas

The following lemmas and fact will be used several times throughout the appendix.

Fact 1 Let A be an algorithm with expected running time T" and which is a-accurate for (Fi o, W1)
and Wi. Then one run of A can be used in a black box manner to obtain an oBL-accurate algo-
rithm for (Fr, oo, Wg) with the same oracle complexity.

The above is a standard fact and comes from running A on constraint set W = {% Tw € W} and
loss £(w) = £(w/L), and then rescaling the output of .A by B.

Lemma 13 Let E, F be linear subspaces of R* which are orthogonal to each other. Then HEHL =
OAIlE = f .

Proof Let dp = Dim(E) and dp = dim(F'). Let uy, ..., u4, be an orthonormal basis for £, and
Udy+1, - Udgy+dp DE an orthonormal basis for F. Let 44, 44,1, .., g be an orthonormal basis
for the remaining space. For some vector v € R?, let v; = (v, u;). Now clearly

d d
L. L _
HEU—HEZ%'“J'— Z Vit
j=1 j=dg+1

and similarly for H%’. It is now easy to see the projections commute. Because they commute, the
product of projections is equal to the projection onto the intersection. |

We will use the following result on privacy amplification via subsampling with replacement,
which is a minor modification of (Bun et al., 2015, Lemma 4.14).

Lemma 14 Let ¢, 0 € [0, 1] and let M be an (¢, 5)-DP algorithm for datasets of size m > 0. Then
if € < min {1, ﬁ} the algorithm M, which on input dataset S of size n, first samples m points
with replacement and then runs M on the result is (€', §')-DP with

€ = 66m and o = 46(6””/")@5.
n n

In contrast to the original statement, this lemma applies when m > n. Obviously, in this regime
the result does not amplify privacy, and rather controls the impact of the likely event in which a
datapoint gets copied into the sampled dataset many times. Nonetheless, this unified phrasing will
be convenient. The proof is nearly identical. Bounding e follows in exactly the same way, and to
bound § we leverage our additional assumption that ¢ < min {1, 5 } We have copied the proof
from Bun et al. (2015), with the necessary modification, below.

Proof [Proof of Lemma 14] Let D, D’ be adjacent databases of size n, and suppose without loss
of generality that they differ on the last row. Let T be a random variable denoting the multiset of
indices sampled by M and let ¢ (T') be the multiplicity of index n in 7. Fix a subset S of the range
of M. Foreach k =0, 1,...,m let

p= Bl =8 = (7 )t =1t = ()=t =,

a = PIM(DIr) € S|UT) = K,
di = PIM(D'|) € S|(T) = K.

k
/
k
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Here, D|p denotes the subsample of D consisting of the indices in 7', and similarly for D’|7.
Note that gy = q{], since D|p = D’|p if index n is not sampled. Our goal is to show that

PIM(D) € S| = prar <€ > prgy +0' = e“PIM(D') € S]+ 6.
k=0 k=0

To do this, observe that by privacy, g < e‘qr_1 + d so

ke

Qkéeke%-i-e 715
e —1
Hence,
PIM(D) € S| = praw
k=0
<i "Yn-1)Fa1-1/ g0 + T 5
< 1 n n) € 4o c_1
k=0
—q(1—1/ )’"Zm: my (), (1-1/ )’”Zm: my (e
— " k n—1 ef —1 " k n—1
k=0 k=0
1-1/n)™(1+ ¢ m+ 0 1-1/n)™ 1+ “ \"_ 0
- " n—1 e — 1 " 1 e — 1

Combining inequalities 1 and 2 we get that

€

y L=+ 5 ) (e - (1= 5+ ) (1-4+9)" -1
<2 —nTw | | / S+
IP[M(D)ES]_(l_TIL+e€> PLM(D) € S] + g

n

proving that M is (¢, ')-DP for

1 e‘—1
€ <mlog + Tt < 66m.
1 + e c—1

n
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Using m > n/2 and € < min{1, 5}, we have,

Appendix B. Proof of Oracle Complexity Lower Bound (Theorem 5)

It suffices to consider the case when L = 2, B = 1. This is because, by a standard rescaling reduc-
tion, if A is a-accurate for (F7 . Kp), it can be used to obtain an algorithm which is a/(BL)-

accurate for (F7',,, K1). See Fact 1 in Appendix A.

Hard problem instance. To prove our result, we construct a hard distribution over loss func-
tions. Let W = B(1). Letting C; = 480, set K := ﬁ We will sample V' as a uni-
1

formly random d/2-dimensional subspace and X = {Xj,..., Xk} as a uniformly random set
of orthonormal vectors sampled orthogonal to V. Note this is possible since we have assumed
d > Co/a®. We then define fi(w) = | (w, X) — Cral, h(w) = 2||Ilyw]| and, £;(w) = {(w) =
max { maxye ) { fr(w)}, h(w)},Vi € [n].

As the loss construction of interest is the same for each ¢ € [n], from here on we will ignore
the query indices, {I;;}, [T iE[M:]? in the queries made the oracle. At any w € R? we have the
true oracle return (f(w), V fi.(w)) for the smallest valid choice of k, and (h(w), Vh(w)) if no k is
valid.

Proof notation.  Before proceeding with the proof, we will need additional notation. First, we
extend the random variables defined in Algorithms 1 and 2 by defining ¥; = 0 for ¢ > T and
similarly for R;, Gy, and M;. In the following, let Y = {Y7, Y5, ...} and similarly for M, X, G and
R. Let {Q.}, cz+ be the random variables defined as,

0 if ¢t >Torl> M,
Qui=14k elseif O(Ryy) = (fu(Rea), Vir(Rey)) -
K+1 else

We denote @y = {QtJ}lG[Mt]' For each k € [K], define, Cnty, : {0,..., K + 1} — Z as,

Cnty(q) = | {l € length(q) : ¢ = k}| and  Cnty(q) = min {Cntk(q), \/36’1d/p} :

In words, Cntg(Q;) is the number of times O evaluates via fj at iteration ¢. Finally, let T be a
random variable corresponding to the number of unique vectors in {R;;}, [T ie[My]"
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As we will be bounded the information obtained about each Xy, it will be helpful to consider the
mutual information with respect to a discretization of Xj. Let C be an a-packing and 2a-cover of
B(C1a). Note such a set exists, as any maximal a-packing is also an 2c-cover (otherwise, one could
find another point to add to the packing, a contradiction). We will then characterize the difficulty in
estimating X, = arg min {||C1a X}, — c||}.

ceC
Overview. To establish Theorem 5, we will first in Section B.1 upper bound the information ob-
tained during the optimization process. Then, in Section B.2, we will lower bound the information
needed to solve the optimization problem. Doing so involves controlling what the optimizer learns
about the subspace V', which is also analyzed in this section. Finally, in Section B.3 we will con-
clude the proof using these information bounds.

B.1. Bounding Information Obtained.

We will now bound the information obtained about a problem vector in terms of the number of times
it is observed by the proxy oracle.

Lemma 15 Under the assumptions of Theorem 5, for any k € [K] it holds that, I(W; X, | X, V) <
E|> 2, mZ(Qt)} p+E [T]log(K + 1), where expectation is taken with respect to A, O, X, V.

Proof In the following condition on V' = v and X = w4 for some v, x4 in their support
until otherwise stated. Let R; denote the content sent to O at round ¢ by A. Since I(W; X}) <
I(Y,R; Xi) < I(Y,R,Q; X)), we start by decomposing the information in Y, R and @ via the
chain rule,

(Y;&yfita Qt;Xk|Y<t,R<ta Q<t)

Mg

I(W; X)) =

f*
Il
_

(Rt§Xk|Y<tv R<t7 Q<t) + I(Qt§Xk‘Y<ta RStv Q<t) + I(Yt;Xk\Yq, Rgm Qgt)

~
Il
—

(Qta X’C|Y<t7 égh Q<t) + I(}/t;Xk‘Y<t7 égfm Qgt)

lle
Mg

~
Il
-

Mg

M,
<ZH Qui; Xi|Yer, R, Qer, Q1. <z)> + 1(Ye; Xi|Yer, Rty Q<)

t =1

1

(21) oo My
< E Z ZIOg (K +1)- LR, 1¢rey ] | T+ ZI Y Xk|Y<ta R<t7 Q<t)
t=1 [=1
(#i1) _ . R
< E[T]log(K +1) + ZI(E;XkIYq,Rgt,Qg)- 5)

t=1

Step (7) uses the fact that, by data processing, R, contains no information about X, when condi-
tioned on Y. Step (i) uses the fact that if a query R, ; is the same as a past query, its (conditional)
entropy is zero, and otherwise the entropy is bounded by log(K + 1). The final step (¢i7) uses the
fact that the number of unique queries is 7.

What remains is to bound ) ;% I(Y}; Xk|Y<t, Rgt, Q<¢). To ease notation, define P, =

(Y<t, R<t). Fix some t € [T] and note, I(Ys; X1|Qt, Pr) = Byge 0, [I(Ye; Xi|Qt = g1, P;)]. Recall
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G is the first order information returned by O during round ¢. Let us now condition on (J; = ¢; and
recall we have already conditioned on X 4k = 2. Consequently, the only randomness left in G
is in Xp; let G¢(xy) denote the induced realization of G; when X, = x. Conditioning on Q; = ¢
and P; = p; throughout, and letting L be the induced side information at round ¢, we have,

I(Yy X|Qt = a1, Py = pr) 2 I(Ye; Xy Qe = @1, P = pr)

9k [K(OuGw) || 02(G1)]
(i) _ -
< E[K(OuGiHm) || Ou(Girlat))]

T, )X
(iv) 9
< Cntj(q:)p- ©)
The KL divergence is between the induced conditional distributions given (); = ¢q; and P, = p;
(as well as X, = x4, and V' = v). Above, (i) uses the fact that the mutual information for
any quantization of two random variables is upper bounded by the mutual information between the
original random variables. Step (ii) uses the fact that for any random variables A, B, I(A; B) =
Ep[KL(A|B || A)]. Step (ii7) uses the fact that the probability distribution of M;(G;) can be written
as the expectation of the conditional distribution given X}, and the convexity of KL divergence. Step
(iv) uses the definition of zCDP and it’s group privacy properties; p-zCDP implies s2p group zCDP
for groups of size s.
We have an additional upper bound on the mutual information via entropy,

I1(Ye; Xi|Qt = qi, P = pr) < H(Xi|Q: = a1, P = pr) < log(|C]) < 3C1d. (7)

The last inequality comes from upper bounds on packing numbers. Recall we have defined Cnty(q) =
min{Cntx(q), /3C1d/p}. After consolidating Eqns. (6) and (7) we further have,

; =2 ; =2
Varpe e 1Y Xel Qo= g P = pr) < Tty = 1(Yi X4[Qr. P) < B [Cnt(Qu)p)]

Plugging this into Eqn. (5), I(Y,R; X}) < E [Zf; mi(Qt)p} + E [T]log(K + 1). Recall
we have conditioned on V' = v and X, = x4 throughout. Since the above holds for arbitrary
instantiations in their support, we have the same upper bound on I (W; Xy | X2, V). |

B.2. Bounding Information Needed.

We now bound the information needed in the following lemma.

Lemma 16 Lerd > % Under the problem distribution given at the start of Appendix B, if A is of
the form given by Algorithm 1 with E [T] < W(l/a)’ then ming{I(W; Xk|X¢k, V) >d/160.

We note that the lemma does not assume any structure of the proxy oracle, and thus holds even

for the case when the optimizer interacts with the true oracle. Before giving the proof, we will
require some additional notation. Let Z = {Z;;} te[T1E[M] be the random variables such that
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Zi) = Vh(Ry;). Further let O = {Om}te[T]’lE[Mt] be such that Oy is the unit vector orthogonal
Zy, in the plane spanned by Z;; and Ry, taken with (O ;, R;;) > 0 to break ambiguity. If Z; ; and
R, are colinear, define Oy ; to be the zero vector.

To prove the information lower bound, we will also need the following key sublemma.

Lemma 17 Let S be the orthogonal complement of Xy, inside Span(O). Then under the conditions
of Lemma 16, P[||Tx; sTIZW || > 2|[Ty g sz W || + 2a] < 1.

Proof [Proof of Lemma 17] Throughout we will use the random variables Z and O defined above
and those defined by Algorithm 1. Let V be the set of all possible d/2 dimensional subspaces of
R?. Conditioned on a set of gradient oracle queries and responses, let Vgood = Vgood(R, Z, X) CV
denote the set of subspaces which result in the same set of oracle responses from the true oracle O,
and Vygq = V \ Vgood-

Conditional distribution of V. We will first find the conditional density of v after conditioning
on all randomness generated during the optimization process. We note the density is with respect
to the rotation invariant measures on d/2-dimensional subspaces. Since O and G are completely
determined given X = x, R = r and Z = z, it suffices to find the conditional density given X, I?
and Z. We have,

p(r, z|v, 2)p(v]z) ®
p(r, z|x)

p(vlz,r, z,w) = p(v|z,r,2) =

The first equality uses that V' — (X, R, Z) — W is a Markov chain. Further,

p(r<r, z<r|v,2) = p(2r|r<r, 2<1,0,2)p(rr|rerzer, v, ) p(r<r, 2<1|V, T)

T T
= <H P(Zt|7“§t’ Z<ty U,y 1')) <H P(Tt|r<ta Z<ty U,y l'))

t=1 t=1
T

- <t:f[1 p(ze|re, v)> (H p(relr<e, z<t, Sﬂ))-

t=1

p(zt,1t|v)

Now plugging into Eqn. (8) and using p(z¢|r,v) = Eolrey e have,

stz = (oo T2 0050) (G tfi[lpmrm, ).

Observe the second factor on the RHS is independent of v and is thus constant. For the first factor,
since the true oracle O is deterministic, z; is completely determined by r; and v. Specifically, for

any v € Vyaa, (p(v]z) [T/, zt’”'”)) = 0 because p(z¢,r¢|v) = 0 for some ¢ € [T]. Alternatively,

p(rlv)

if v € Vyood, then % = 1,Vt € [T], and (p(v|z) -, pfoz(jj;t‘ ) is constant for all v € Vgooa

since p(v|x) is a uniform density on subspaces orthogonal to 2. This establishes that p(v|x,r, 2) is
the uniform distribution over V4.
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Determining V4. Our aim is now to prove the following fact: Vg4 is exactly the set of d/2
dimensional linear subspaces which contain Span(z) and are orthogonal to Span(o) and Span(z).
Let v € Supp(V) and consider some individual query 7 € R? and denote 7 = II,7 and let 6 €
Span(7, Z) be the unit vector orthogonal to Z with (6,7) > 0 or the zero vector if 7 = Z. To prove
the fact, it suffices to show that z = II,7 if and only if v is a subspace which is orthogonal to 6 and
contains Z.

The claim is straightforward if ¥ = Z, and so we focus on the case where 7 # Z. We first show
that any other subspace, v’, which is orthogonal to ¢ and contains Z still satisfies II,/7 = Z. Towards
this end, we have the following:

. @) L @) _ D) ' )
min u—"T|f =|Z—7| 2 min u—T|f > min u—T|}.
win le=rly =1z =7 = win Alle=7l} = min {jlu =7}

Equality (7) is because the projection of 7 to the space orthogonal ¢ is obtained by removing the
component along 6, which results in some vector in the 1-dimensional space Span(Z). By the
definition of projection, Z is closest point to 7 in this one dimensional space. Inequality (ii) follows
from the assumption that Z € Span(v’), and (#i4) follows from the fact that Span(v') C {u € R? :
(u,0) = 0}. Since the LHS and RHS above are equal, ||Z — 7|| = min,espan(,y {[|v — (|} and thus
Z = IL,/7 by the uniqueness of orthogonal projection onto a span.

Now we finish by proving the reverse implication, that if v’ does not contain Z or is not orthog-
onal to o, then I1,,7 # Z. If Z ¢ Span(v’), clearly IL,,7 # Z. If Z € Span(v’), but Span(v’) is not
orthogonal to &, consider some u # Z as any vector in Span(v’) such that (u, 6) > 0. We can assume
positive inner product since Span(v’) contains both « and —u. Now by definition v’ contains the
plane spanned by u and Z. The properties of orthogonal projection ensure (7 — I1,/7,u — II,,7) <0
Assuming by contradiction that I1,,7 = 2z, and noting 7 = Z + a0 for some a > 0 (recall we assume
(0,7) > 0), we have (2 +ao— Z,u— 2) = (a0,u — Z) = a{0,u) < 0. But since a > 0, this
contradicts the assumption that (6, u) > 0, and thus IL/7 # Z.

Component of output in Span(V). We have now established V.4 is the cartesian product of
{Span(Z)} and some set of d’ dimensional linear subspaces, for some d’ > d/2 — T', and that the
posterior distribution of V' given R = r, Z = z, X = x, and W = w is uniform over Vyo04(r, 2, x).
Let £ = #(r) be the value of T induced by R = r. Define U = H)L(? sz W and let E denote the
event 5||U| — |[IyU| > . We have,

P[E] = P[E|r,w,z, 2] p(r,w, x, z)drdwdzdz + / P[E|r,w,z, 2] p(w, x, z|r)p(r)drdwdxzdz
rit(r)<d/4 rit(r)>d/4
w,x,z w,x,z
1
< —.
< T:{gl)agz/él {P[E|r,w,z, 2]} + 50 9)

The inequality uses E [T] < % and Markov’s inequality. Let r € {r : {(r) < d/4} and w, x, z be
any possible instantiations of W, X, Z given R = r. These quantities determine U, and so let u be
its realization (recall O is determined given R and Z). To bound the worst case probability, observe
that under conditioning, d’ > d/4. Thus by the previous analysis, V' is a uniformly random subspace
of dimension at least d/4 supported on a linear subspace of dimension at most d, and we can apply
the Johnson-Lindenstrauss lemma (see, e.g. (Vershynin, 2018, Lemma 5.3.2)). Concretely, for some
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universal constant C’,I‘P/’ [%HuH — [[Iyu|| >« ‘ R=rW=wX=2,7= z] < exp (—Cda?) .

Thus when d > log% (which holds by assumption for Cs large enough), we have via Eqn. (9),

IPMH§§H§M4|22HHVH§§H§WHL+2a}Semﬂ—Cda%+— <

1 1
20 ~ 10°
|

We now prove the information lower bound, Lemma 16. We remark that Lemma 13 (Appendix
A) will be used several times throughout the proof, and the results to reach Eqn. (10) are given in
the subsequent subsection, Appendix B.4.
Proof [Proof of Lemma 16] Fix some k € [K]. Our information lower bound starts by leveraging a
variant of Fano’s method, whose details we defer to Lemma 18 in Appendix B.4. Via this lemma,
we have that any estimator 14 satisfies,

7 5 1 I(W; Xp| X 2r, V 1
PHW—XMZMQZ2_8.(’k“ﬁ7»+.

10)

The rest of the proof will be devoted to showing we can construct such an estimator from W and a
bounded amount of additional information.

Constructing estimator, W. Our first step is to transform the output of A into a vector which
is close (in Euclidean distance) to X;. To do this we, roughly speaking, need to remove several
components of W: the component contained in Span(X.;), the component in Span(O), and the
component in Span(Z).

Let Co be a minimal a-cover of Span(O) (chosen deterministically given O) and define X k=
Crgér; {|[TTo X1, — ¢||}. Now let S be the orthogonal complement of X}, inside Span(Q) and S be

the orthogonal complement of X, inside Span(O). Finally, let W = H)L( SH%W' Intuitively,
#k»y

1L

X#k’
overlap with X;. The projection Hé can be interpreted as removing the component of W in the
“known” span of V. It is worth noting that W is still an accurate solution in some sense, a fact we
will now show in more detail.

g approximately removes the component of W in the subspace spanned by O that does not

Showing W is accurate. Analyzing now the distance term inside the probability on the LHS of
Eqn. (10) above, we have,

W — X3l < W — CraXy|| + 2a < zmax{||n§(kw||, (W, X) — 0104} +2a. (11

The first inequality uses the fact that C is a 2a-cover. We will now show that both terms in the maxi-
mum are bounded with constant probability using the accuracy condition. Towards this end, observe
that for every possible instantiation of X and V, there exists a minimizer, w* = Ci« Zszl X}, with
0 loss. Recall K = ﬁ, so indeed w* € B(1).

We now analyze the inner product term in the RHS of Eqn. (11). Since the minimizer has 0
loss, by the accuracy condition on A, it must be that E [[(W, X},) — Ciaf] < E[F(W) — F(w*)] <
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a, and so by Markov’s inequality, P [[(W, X},) — C1cr| > 10a] < 5. Thus it suffices to show
(W, X},) ~ (W, X};,). We first have,

(W, Xi) — (W, Xp)| = (W, X,) — (W, TTg Xp)| = [(W, TLs X))

The first equality follows from the fact that W= H% H)L{#kﬂéw and Z and X, are orthogonal to
X}. The second equality uses X, = IIs Xy + H§X k. Continuing,

(@) 5 &y (i) - _ (i)
s X|| = | TsTo Xy, + MsIlo (X — Xi)|| = s (X — Xi)|| < |To(Xy — Xi)|| < o

Here, (i) uses the fact that S C Span(Q), (i) uses the fact that ILs X}, = 0, and (ii7) uses the fact
that X;, € Span(O) and ||TTp X}, — Xj|| < a. We now obtain | (W — W, X})| < 2a from Cauchy
Schwartz and the fact that | — W|| < 1.

This inner product difference with the previously derived fact that P [|(W, X},) — C1a| > 10a] <

L finally yields,

P [|<W,Xk> — Cial > 12a} < (12)

1
10°
We now address the norm term in Eqn. (11). We have,
E [Ty T s W | = B [ I s (MW — W+ W)
< E[ITEW = W] + [Ty I s W |
< E[|TIzW (] + E [Ty W]

< a.

Above, we have used the fact that V' is orthogonal to Span(X) U & and Lemma 13. The last
inequality uses the accuracy condition, since £(w) — L(w*) > 2||IIyw||. Continuing,

B[ 1t T w | < o L2 Pyt TG W | > 5a] <1/5
Y op [HH?&I%WH > 1204} <3/10

ii - n
& p [yyHXkHX#hSHZWH > 1204} <3/10
Implication () uses Markov’s inequality, and (¢4) results from Lemma 17. For implication (i), we

apply Lemma 13 since X, is orthogonal to X4, and S.
Now observe for any u € B(1), HJ)E#,S“ — H)L(ﬂ’guH < « since Span(Xy;) U S and

Span(Xyx) U S are close. That is, for any v € B(1) N S, there exists § € Span(O) N B(«)
st. v+ ¢ L X, and thus v + £ € S. Thus we obtain,

P [\|H§kn§#$n§m| > 13a] —P [HH}(kWH > 1304} < 3/10. (13)
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Using this probability bound and Eqn. (12) above we obtain,

P [max {|ITI, W[, | (W, %) — Cral} > 120] <

O‘l\l\D

1 . 3 <
10 10
Combing this fact with Eqns. (10) and (11) we obtain,

2 1 IW; Xp| X, V) + 1
= > P [2max { I W), |07, X,) - Cral} +20 > 400] > 5 — 8- (W; X G )1
Consequently we have,
d SN
oo SI(W; Xg| X g, V). (14)

80

Showing W does not add much information.  We now show that generating W does not add
too much information beyond what is contained in W. Let R denote the information sent to O over
the training run. Observe,

I(W; X3 Xk, V) < I(W, 0, Z, X5 Xpo| X2, V)
<I(Y,R,0,Z,X; Xi|Xz1, V)

(i) . .

< I(Y, Ry Xi| X 21, V) + H(X1,|O)

(i)

< I(Y, B; Xi| X 21, V) + E [T] log(3/a)
d_

I(Y, R; Xi| X — 1

The first inequality uses the fact that W is determined by W, O, Z, and X. Step (7) uses that
O and Z are deterministic conditioned on V" and R. Line (ii) uses H(Xy|0) < E[log(|Col)] <
E[do]log(3/a).

Finally, combining Eqns. (15) and (14), which hold for any choice of k, we obtain,

d , .
Lo = min {I(W,Xk\X#, V)} .

B.3. Completing the proof of Theorem 5.
We conclude the proof of Theorem 5 by applying Lemmas 15 and 16, which yields,

d N _
160 = i {T(W; X Xoa, V)} < E 3" Cntio(Qi)p| +E [T] log(K +1).
t=1

160

28



GRADIENT COMPLEXITY OF DP OPTIMIZATION

When E [T] < Wd(l/oﬁ) we obtain E {Z;’i 1 mi (Q¢) p} = Q(d). We now consider both cases

of the theorem statement. For part 1, using Cnt(-) < 1/3C1d/p one can see that, E [Z?; ﬁi (Qe)| =
Q(d/p) = E[> 2, Cnty(Qr)] = Q(+/d/p). Now we obtain,

E (I1M]1] [ZZCntk QJ>IE[§§C @) =2 (&@)

t=1 k=

The first part of the theorem is obtained since max{ E_[||[M|1|X ==,V =v]} > E [|M|1].
v,T A7O ,O0,X,

If the max batch size is bounded, using the bound Cnt(Q;) < m forany k € [K],t € Z*, and
proceeding similarly to above we obtain max{ E_[||M];|X ==,V =v]} > a;fﬁ as desired.
vT 4D P

B.4. Fano style bound used in proof of Lemma 16

In this section, we establish Eqn. (10), which is used in the proof of the information lower bound.
Lemma 20 gives a variant of Fano’s inequality which is useful due to the fact that multiple elements
in the support of X, are considered a success when estimating Xj,. Lemma 19 verifies that the
entropy of X is high. Recall that Xy is essentially a uniformly random vector that has been snapped
to a high resolution cover. Finally, Lemma 18 derives the actual information bound, and is largely
algebraic in nature.

Lemma 18 For any estimator W, it holds that,

I(W; Xg| Xz, V) + 1
y :

L 1
P||W —Xil| > 40| > 5 —8-

Proof Recall X; = argmin {||Cia X}, — ¢||} and note C has dimension d¢ = d — d/2 — K +
ceC

1 > d/4 (since d > Co/a?). It can be shown that X} has large entropy. We defer this fact

to Lemma 19 given below, and here apply this lemma to obtain H (X | Xty = 22,V = v) 2
(de —1)log(Cra/2ct) = (de — 1) log(C4/2). Define,

Py =P [||VV — Xl > 400 | Xy = 2, V = v] and Nyngy = max {|{c’ € C:: e — || < 40a}}.
Now by a variant of Fano’s inequality (see Lemma 20 below),

H(Xy| X 21, = 225,V = v) — log(Numaz) B I(W; Xg| X zp = ap, V =0) + 1
log(|C|/Nmaz) log(|C|/Nmaz — 1)
Observe N, s at most the number of «-balls that can be packed into a 40a-ball in d¢-dimensions.

Bounds on the packing number then imply Npy., < 1209 and |C| € [C{, (3C)%]. Now for
C1 = 480 and d larger than some constant (recall d¢ > d/4) we obtain,

P@’I’T‘ Z

(de —1)log(C1/2) — dclog(120)  T(W; X Xtp = w, V = 0) + 1
d¢ log(1440) dclog(Cy/120 — 1)
I(W;Xk|X7gk = Tk, V= U) +1
d

Perr >

> 58

l\')\v—l
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Taking the expectation over X« and V' then yields,

P[||W_Xk||z4oa}: E [P[nw—m240a|x¢k=x¢k,vzv)ﬂ
Xop,V

1 ) I(W;XHX#;C,V))—‘Fl
2 d '
|

Lemma 19 Let C be a maximal a-packmg of the radius r ball in d¢ dlmenszons Let X be a
uniformly random unit vector and X = argmin ¢ { ||z — c||}. Then H(X) > (dc — 1) log(r/2a).

Proof In the following S(r, ¢) be the surface of the d¢-dimensional ball of radius r centered at c.
Since C is a 2« cover and X is uniform over the surface of a d¢-dimensional ball, for any ¢ € C,
P[X = ¢] can be bounded using the surface area, i.e. (d¢ — 1)-dimensional volume, of the spherical
cap containing points within 2« distance of ¢ on a r-radius ball. Now observe that the surface area
of this cap is at most the surface area of a ball of radius 2a. To see this, let X" be the convex hull of
{x € 8(r,0) : ||z — ¢|| < 2a}. Taking the convex hull does not decrease the measure. Further, the
mapping f : S(r,c) — X given by f(z) = Ilx(x) is a contraction, and because X" is convex the
image of S(r, ¢) under f is X'. Thus Vol(S(r,¢)) > Vol({f(z) : x € S(r,¢)}) = Vol(X).

Now since X has uniform density of value m, we have P[X = ¢ < %@?‘(3) =

o de—1 _ . . > > ~
(2rd)cflvc\>/|((ils(zs1(,é’)(;)) = (2a/r)% 1, This establishes that H(X) = E [log(l/}P’[X = a:])} > (de —

1) log(r/2a). [ |

Lemma 20 (Restatement of (Duchi and Wainwright, 2013, Proposition 1)) Let X andY be random
variables supported on the discrete set C. Let T > 0 and define Ny, = max.cc {|{c’ €C : |lc— | < 7} }.
Then

H(X) —log(Nmaz)  I(Y;X)+1
log (NLSLI) log <N|5L, B 1) :

Proof Define Ny, = mingee {|{c¢’ € C: ||c — || < 7}|}. The claim is obtained from a simple
manipulation of (Duchi and Wainwright, 2013, Proposition 1). Starting from that statement we have
the following,

PIX =Y >7]>

H(X|Y) — IOg(Nmaz) —1

mazx

H(X) - log(Nmaw) s X) +1

azr max

H(X) - log( Nmaz)  I(Y; X)+1

> .
log ( ‘CLx) log (J\fﬂx — 1)

PX =Y =>7]>
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Appendix C. Additional Supplement to Section 3
C.1. Proof of Theorem 6 (upper bound via DP-SGD)

Algorithm 3 DP-SGD
Require: Oracle privacy p < 1, Batch size bound m, Accuracy o > 0, Oracle O, Constraint Set
W of width B, Lipschitz constant L
1: Pick any wg € W

2. If e > %, stop and release wy

Set m = min {\/d/ ,m}, and o = L max {id, %ﬁ
SetT = B;LQ . max{l, mi%}’ n= % - min {1, m—\f},
fort=1..Tdo

Sample minibatch i, ..., i,, uniformly from [n]

Obtain gradients Gy from {Og(wy, 1), ..., Og(wy, im)}

wen =Ty [0 =1 (& Syeq, 0 +€)] where & ~ N(0,Luo?)
end for
10: Output: w = ~ > w!

b

R A AN

The fact that Algorithm 3 uses a p-zCDP oracle comes directly from the guarantees of the
Gaussian mechanism Bun and Steinke (2016). Theorem 6 follows from the subsequent two lemmas.

Lemma 21 Algorithm 3 is o -accurate for (F ., Kp) with o/ = O(min {BL, a}). Further, the
B2L? (Vd d

o2 (ﬁ +5))-

Proof The result is essentially a corollary of known convergence results for SGD with noise. For

example, by Lemma 3.3 of [BFTT19], Algorithm 3 obtains excess empirical risk,

algorithm has oracle complexity O(

2
E[L(@) — L(w*)] = O (fT L2+ n02d> . (16)

Plugging in the parameters settings verifies the utility guarantee. The B L term in the error comes
B2L2 (\/E 4 4 ))

a? mp

N/

from the trivial bound when wy is released. The oracle complexity is T'm = O (
|

Lemma 22 Let 6 € [0,1]. Algorithm 3 run with o > 260 5 and p = m is (€,0)-DP with

a*
_ 9%
e=3 =

Proof We will use truncated differential privacy to perform the analysis, and will thus use several
results from Bun et al. (2018a). By the guarantees of the Gaussian mechanism, the private ora-
cle satisfies (p, 00)-tCDP (or equivalently p-zCDP). Provided that log(n/m) = log(n+/p/d) >
3p(2 + logy(1/p)), we can apply the privacy amplification via subsampling from (Bun et al.,

\/dlog(1/6)

2018a, Theorem 11). Note we can assume < 1/3 (otherwise the algorithm releases
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_ 1 _ . n . .
wp). Thus for p < Toa(175)" log(ny/p/d) = log( \/m) > 1, and so our setting of p satisfies
the subsampling lemma conditions. We thus obtain that each iteration satisfies (p’, w’)-tCDP with
o = 13(m/n)%p = 13d/n? and ' = 4%. The composition properties of tCDP imply the overall
algorithm satisfies (p”, w”)-tCDP with p”" = T)p' = 13B L dand w” = w' = ﬁ. We can now apply
the following conversion to (e, )-DP, given by (Bun et al., 2018a, Lemma 6),

{ o'+ 2y/p" Tog(1/8)  if log(1/8) < (w" — 1)2p"

<
P!+ 10g,(1/5) if log(1/6) > (w" — 1)2p//

Observe that under our setting of p, the condition log(1/8) < (w” — 1)2p” is satisfied whenever

BL+/dlog(1/6 . . L
o> 26# = 260 5, in which case we obtain privacy € = 3%. |

C.2. Extension to tCDP

In this section, we show how our lower and upper bound in the non-smooth setting hold under the
notion of truncated CDP Bun et al. (2018a).

Definition 23 (Truncated Concentrated Differential Privacy) Let p > 0 and w > 1. A randomized
algorithm M : X" — Y satisfies w-truncated p-concentrated differential privacy, (p,w)-tCDP,
if for all datasets, S,S’, differing in at most one element, it holds that for all « € (1,w) that
Do (M(X)||IM(S")) < pa, where Dy, is the a-Rényi divergence.

Lower bound. Consider the case where each O satisfies (p, w)-tCDP for w > min{+/d/p, m}.
For comparison, note that p-zCDP is equivalent to (p,o0)-tCDP. To extend the lower bound to
this notion requires only a slight modification to Lemma 15, which upper bounds the information
gained during the optimization procedure. Specifically, we recall Eqn. (6), which showed that under
p-zCDP (using the same notation),

Xl = P=p) £ B [KL(OL(G @) MGy ila )]

Tp, @)X

=

(i)
< Cnti(q0)p-

Inequality () holds irregardless of any privacy notion, and so the consideration is inequality (7).
We observe that we only ever need to apply this bound for Cnt? () < \/% In the other regime,
the proof upper bounds the information via entropy, I(Y3; X k| Qt = a, Pr = pt) = O(d). For
m < w, (p,w)-tCDP implies (pm?,w/m)-group tCDP for groups of size m. Since tCDP also
bounds KL divergence, this is sufficient to obtain inequality (i), and the rest of the proof proceeds
exactly the same as in the zCDP case. Similarly, in the case where m < \/W , we observe that we
only have to use the group privay properties of tCDP for groups of size at most m.

Upper bound. The fact that our upper bound, Algorithm 3, satisfied tCDP is already proved
as an intermediate step in the proof of Lemma 22. Specifically, for any setting of p such that
log(ny/p/d) > 3p(2+log,(1/p), the algorithm is (p', w)-tCDP with p’ = O(%n%) andw = 1/p.
We remark that while many other upper bounds in the literature are stated for approximate DP, they
often satisfy tCDP guarantees as they rely on zCDP oracles and subsampling.
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Appendix D. Supplement to Section 4

D.1. Proof of Theorem 11 (oracle complexity lower bound for smooth losses)

Theorem 11 follows from two runtime lower bounds we prove in this section. The first is an
O ( BLYd 3252 :
« (6%
holds even without privacy. Much of the private lower bound proof depends on a DP mean estima-
tion lower bound for procedures which only access a limited number of samples from the dataset.

These results are provided subsequently in Appendix D.1.1.

) lower bound for private optimizers, and a €2 (min n}) lower bound which

Theorem 24 Let 6 < Tlnd’ e < log(1/9), and d be larger than some constant. Let A be an
a-accurate optimizer for (F} o KC) which is (e,6)-DP. Further assume that, in expectation, A,
’B

makes at most s calls to the gradient oracle. Then, s = Q(%‘/E).

Proof Define the distribution Dy, which for any vector § € [—1,1]%, is the product distribution
where, for any j € [d], a sample has its j’th coordinate as 1 with probability (1 4 #;)/2 and as —1
with probability (1 — 6;)/2. Let © ~ Unif([—1,1]¢). For N = na/(BL), let iy, ..., Zn ~ %Dg.
Now we take 1, ..., x,, to be a random permutation of Z1, ...,z and n — N zero vectors. Define
the loss function,

n

1
Llw) == (w, i)+ Alw]”. a7
i=1
We will use the constraint set B(72B), and define w* = argmin £(w). Note that the uncon-
weB(24B)
strained empirical minimizer is w* = % Since [|Y7; 2| < NL, we set A > hkp
so that ||@*|| < 72B and thus w* = w* = % Further, under the setting of NV, we have

A= gz < L which ensures the loss is 2L-Lipschitz over the set B(72B).
Now we will show that any w which achieves small excess risk is close to w*. For any w we
have,

n

£(w) ~ L) = {w—w', - S a4 A (ol )

=1
= 22w — w’, —w*) + A (JJuo]* = )

= 2A(Jw* 2 = (w,w)) + A (JJwll” = ]

1 Lo 1 *12 2 2
=2 (Il = 2 = Gl + o = 1) + A (ol = " )

=\ lw —w*||?.

where the fourth equality comes from (a, b) = %(”(1”2 + [16]1* = ||a — b]|?).
Now observe 7 Zfi 1T = %w* and consider the mean estimation candidate © = %w,

where w is the output of the differentially private solver .A. Continuing from the above display we
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then have,

E  [£(w) = Lw")] = E |Allw —w*|’]

0,5,A
L?N? 5
= WE 16 — ©5]"]
L2N? _ 9
> 5y E 16— 6sll]” (18)

Now because the nonzero vectors are randomly assigned indices in [n], and there are at most NV
of them, the expected number of nonzero vectors in S accessed by A is % = Z7. Assume by

contradiction that s < TS /os(3)” by Lemma 26 (given in the following section) this means
. 2

E[6-6sl]" > 5.
Recalling N = na/[BL] and A = (ML=, under the assumption that s < —ZBLYL__ and

184 /log(1/45)
E[L(w) — L(w*)] < a, we have

L?N? 2BLN _

a > = 2av.
— 72n2)\ n
This i ntradiction an it m h >M. |
is is a contradiction and so it must be that s > oo/ o8 (1/0)

The non-private component of the lower bound comes from the following result. We note a
similar result was proved in Woodworth and Srebro (2016), and we provide the following only to
extend it to algorithms with randomized running time.

Lemma 25 Let A be an a-accurate optimizer for (F} o Kg). Further assume that, in expecta-
’B

. . . 272
tion, A, makes at most s calls to the gradient oracle. Then, s = Q(mm { BQQL ,n})

Proof We will first give a distributional mean estimation bound for estimators which use a variable
number of samples from the distribution. Let 7" denote the number of samples used by the mean
estimation procedure (which may be data dependent). Let .4, denote the set of all algorithms which
w.p. 1 use at most ¢ samples. We have for any estimator M,

[e.o]

E(JM(S) -0ll= Y E [|M($) - 0] | T =0 =06,5=s] Pl = 16, 5|P[6 = 0,5
=1

0€Supp(O) t
s€Supp(S)

J

ZZE[HM(S)—@H |7 <105,0=0,5=s|P[T <250 =10,5 =s|P[©=0,5 =
0,s

l\D)—‘d

> fZE[HM(S)—@H |7 <25,0=0,5=5|PO©=0,5 =]
0,s

)

1
= 50l ¢ [IM(S) =6l | T < 25]
1
> — i — .
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The second inequality uses the bound on expected running time and Markov’s inequality. Now,

the fact that mm { E [IM(S)— 0[]} = QL) follows from classic mean estimation lower
MeAz, " M,0,5 Vs

bounds. For example, using © ~ Unif([~2/+/5,2/+/5]%) and S ~ %Dg suffices by (Ullah et al.,
2024, Theorem 13). Thus we have

E[IM(S) - O[] = 2 (j) . (19)

We can now leverage this lower bound and the loss construction from Theorem 24. Letting © =

QLT}\’}w and Og = - Exe g  and using the loss construction from Theorem 24/Eqn. (17) with N = n

and \ = Oz/Bz, we obtain from Eqn. (18) that,
B? _ 9 _
o> EE [||®—®5||] — a > BE [||®—®S||].

Clearly for any ©, E[||©g — ©]|] < T Thus by Eqn. (19), for some constant C,

a>BE[|© -6 >B <% - %) — s=0Q (mm{B;fzn})

D.1.1. DP MEAN ESTIMATION WITH VARIABLE ACCESS

In this section, we provide lower bounds for DP mean estimation when the algorithm only accesses
a random subset of the dataset. In the following, we will denote the distribution Dy, which for
any vector § € [—1,1]%, is the product distribution where, for any j € [d], a sample has its j’th
coordinate as 1 with probability (1+6;)/2 and as —1 with probability (1 — 6;)/2.

Lemma 26 Let§ < 15— and ¢ < log(1/5). Let A be an (e, 5)-DP algorithm such that for any
dataset S € B(1)", in expectatzon A accesses at most s elements of S. Draw © ~ Unif([—1,1]%)
and S = {X1,..., Xp} ~ ﬁpg. It holds that,

_Vd
184/log(1/8)

s

GE,S i]Zéorsz

To prove the lemma, we will use a standard result in the privacy lower bound literature, often
called the fingerprinting lemma. This result stems from Dwork et al. (2015) and can be obtained
more directly from (Ullah et al., 2024, Lemma 4). Our accuracy assumption differs slightly from
theirs. This modification can be obtained by simply avoiding an application of Jenson’s inequality
at the end of their proof, which we have copied below for completeness.

Lemma 27 Let 0 be sampled uniformly from Unif([—1,1]%). Let A satisfy HS lEDn [A(S)] — 0| <
~=o
\Vd/6 for any 0 € [—1,1]% Then one has,

d
> —.
-3

JE [Z (A(S), X; - 6)

=1
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Proof In the following we treat A as a deterministic function and bound E Do, (A(S), X; — ©)].
This is sufficient to bound AI% o > (A(S), X; — ©)] for randomlzed A since the analysis holds

for any function (i.e. the distribution does not depend on .4). Further, we start with the one dimen-
sional case such that © € R. Define ¢(0) = 5 Ebn [A(S)]. We start by applying results developed

©
in Dwork et al. (2015),

(@) gD + 1+ [g(1) — 1
= 2
—D+1+]g(1) -1

5 :

> 2/3+ 28 (9(0) - ©)6] -

Above, (i) comes from (Dwork et al., 2015, Lemma 5) and (i) comes from (Dwork et al., 2015,
Lemma 14). We now have

2 [A(S) > - @)] > /s I o (g(0) - @)

5.9 i=1 2
> 9/3 4 1D = 1’; o) 1] _ 2E[l9(€) - ©]- O]
> 9/3 - [Es~Da A + 1+ [Es, [AS)] — 1]

2
_9E D E [A(S)] - @” .

o |ls~De
Above we use the fact that |©| < 1 and the definition of g.
We can now extend the above analysis to higher dimensions. For © € R?, the above holds for

each ©;, j € [d]. For convenience define 1 = (1,...,1) € R%. Summing over d dimensions we
have

Eso [<¢4(5)7 Z(Xi — 9)>}
=1

3

> %d - *HM s +1], - 5] E, -1 -] 5, uei-ef
> 2L E AT+ - I B, (4E)] - Th -2 || 5, U)o ]
> ? - \fnsgg_l LA(S)] + 12 - \fusga LA(S)] — T]l2 — 2VdE U\m@ A(S)] — 9\12]
>4
)
This proves the claim. |
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We can now prove the mean estimation lower bound. This proof follows a similar structure to
existing proofs for DP mean estimation, although additional work must be done to account for the
fact that A only accesses a subset of points in the dataset.

Proof [Proof of Lemma 26] For our proof we will use a dataset of vectors in {+1}%, and as such the
{5 bound on the data is v/d. The final result will follow from rescaling by %. Condition on © = 6

and define the following random variables for each i € [n],
Zi=(A(S),X; —0) and  Z] = (A(S~i), X; —0),

where S.; is the dataset formed by replacing i-th data point of S with X/ ~ Dy.
Let I denote the random variable corresponding to the subset of indices of data points accessed
by A. We have for some 7 > 0,

P(Z;>rlic |Plicl]|=P[Z >1]-P[Z >|i ¢ I|P[i ¢ I]
<eP[Z]>7]+6

7_2

Sexp(e—@)+5.

The last inequality uses the Chernoff-Hoeffding bound. Since € < log(1/4), for 7 = 1/3d log(1/9)

we obtain, P [Z; > 7|i € I] < ﬁgl}‘ Using this we can derive,

E (2] =E(Zlic NPl +E[Zi ¢ [P[i¢ ]

=E[ZjlieI|P[i e I]

<P[ie ] (\/3d10g(1/6) +2dP[Z; > i € I])
< P[i € 1] /3dlog(1/3) + 4ds.

Above we use the fact that the expectation of Z; is 0 when A does not access the i’th element. Now
for the sum we have,

E
AS

n
>z
=1

< 4defS + /3dlog(1/6) Y Pli € I]
=1

— 4ndb + \/3d1og(1/8)E [Zn: ﬂ[z’ef]]
=1
= 4ndé + /3dlog(1/8)E [|1]]

= 4ndd + s+/3dlog(1/4)

< 3sy/dlog(1/9).

We then obtain the same upper bound for IE 5 [>°i, Z;]. We now use the fingerprinting lemma

to lower bound the correlation. Specifically, in the case where A is at least v/d /6 accurate (which we
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note corresponds to 1/6 accurate after rescaling), we have for any 6, |E [A(S)]—0[| = |E [A(S) — 237, X;] || <

E[[[A(S) = >, Xi] < @. Thus by Lemma 27,

E[ZZ:Z} - E[<A(S),§:Xi - @>] > g.

Now using the upper and lower bounds on E [ >y ZZ} we obtain,

Vd
3sy/dlog(1/0) > d/6 = s> W.

D.2. Upper bounds for smooth losses

The lower bound in Theorem 11 is mostly matched by a modification of the Phased SGD algorithm
of Feldman et al. (2020).

Theorem 28 Let o > 0, 6 € [0,1], and f < Ly/dlog(1/5)/B. There exists an algorithm
BL+/dlog(1/6) pB2r2 }
o ) a2

which is O(a)-accurate for (F 53, Kp) and uses at most O (max { ) oracle

evaluations. Further, for € € [0,1], if o > 60 5 it satisfies (€, 6)-DP.

We provide a proof subsequently. This nearly matches the lower bound when o > 1/y/n. In
the low error regime with S-smooth losses, an alternative algorithm based on solving a series of
regularized ERM problems with accelerated ERM solvers can achieve similar results in roughly
O((n + Bn/v/d)log*(n/a)) running time. A similar approach for DP-SCO was given in Zhang
et al. (2022). We provide details for this result in D.2.1. In aggregate, these upper bounds imply
the lower bound is essentially tight. Given that our upper bound does not use a private oracle, one
question that arises is whether the lower bound, which holds for general DP algorithms, can still
be matched by private oracle algorithms. At least in the case of 1-smooth losses and o = « ;,
the results of Choquette-Choo et al. (2025) show the answer is yes. For w(1)-smooth losses it is
unclear.

Algorithm 4 Phased SGD

Require: Accuracy a > 0, Oracle O for losses {1, ..., £,,, Constraint Set WW of width B, Lipschitz
constant L, Privacy parameter 6 € [0, 1]
1: Pick any wg € W
2: Set R = 3logy(1/c)

3 Set T — max 4 BL d;og(n/é)’ B;L?} and n = % min {\/m, ];‘L}

4: forr =1...Rdo

5: Setl,=2""Tandn.=4""n

6:  Run SGD over W from w,_; for T}. steps with learning rate 7);. Let w, be the average iterate
7w, =W + &, with & ~ N(0,1402) and 0, = 43%

8: end for

9: Output: wg
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Proof [Proof of Theorem 28] We first note that the SGD algorithm used as a subroutine in Algorithm
4 starts at some point wy € W, and at each step samples i ~ Unif([n]) and performs the update
= Hw(wt_l — nVﬁl(w))
For notation, define wy = w* and £y = wg — w*. Using the convergence results of SGD. The
error can be decomposed via,

E[L(wr) — L(w")] = E[L(wr) — L(wR) +ZE L(wy—-1)]
R E[Hﬁr 1|| S -
i
< LE[lenl] + 30—+
_, (8B? 17L2
< oo 2R+22 ( 5 >
< +LBZ+E
=« nT 2

The first inequality comes from standard convergence guarantees of projected SGD, see e.g.
(Shalev-Shwartz and Ben-David, 2014, Theorem 14.8).

For the privacy analysis, we will leverage privacy amplification via subsampling (without re-
placement) results. Specifically we will use an extended version of (Bun et al., 2015, Lemma 4.14),
restated as Lemma 14 in Appendix A.

Consider the mechanism which, upon receiving m > 0 losses, /1, ..., £,,, performs one-pass
SGD over the losses, then adds isotropic Gaussian noise with variance o2. Assuming each /;, i €
[n], is at least 1/(2n)-smooth, w, has sensitivity (w.r.t. changing one of {/1, ..., ¢, }) at most 2Ln,,
see e.g. (Hardt et al., 2016, Lemma 3.6). As such, the Gaussian mechanism is (€,,d/n)-DP with

4LnrA/1 B
respect to a change in one sampled loss function, with ¢, = w

Now observe that Algorithm 4, at each phase, applies the prev10usly described mechanism to

a batch of T; losses, sampled with replacement from {¢1,...,¢,}. In the regime o > ﬁ,
og(n
__ BL dlog(n/9d) . B 1
we have T' = ——=—"—and ) = ﬁ’ and thus Vr € [R],T, < n/2and ¢, < .

Alternatively, in the other regime we have T' = and n = LQ, and thus ¢, < er avd . Observe

ia#f < 2T for any v > o 5. In either case, €, S

o 2T , and thus we can apply the amphﬁcatlon
via subsamphng result from Lemma 14. Specifically, this implies that each round of the algorithm

is (€., 0].) with,

, 6L _ {BL dlog(n/d) B2L® « leg(n/5)} 6.5
— max . — U
n R ’ ’

= a?n BL 2y
5/ — eﬁe”]}/n@é < 662—7’5‘
" nn_
By composition, the overall privacy of the algorithm satisfies (€, §)-DP with € < 6 25:1 27T aéf <
a*
622 [ |

a
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Remark 29 The Phased SGD algorithm also shows why one must assume the queries sent to the
private proxy oracle are non-adaptive for our lower bound in the non-smooth case to be hold. An
inspection of the privacy analysis in the proof of Theorem 28 shows that, if one only cares that the
algorithm is private with respect to its dataset of gradients, smoothness is not needed. We emphasize
that being private with respect to the dataset of gradients does not imply a general DP optimizer
however, and indeed Phased SGD is not known to be DP is non-smooth case.

D.2.1. O(n) RUNNING TIME ALGORITHM WHEN a = O(£L)

i)
To achieve near linear running time, one case use the Phased-ERM algorithm of Feldman et al.
(2020) (Algorithm 3 therein) in conjunction with accelerated ERM solvers. This was essentially
shown by Zhang et al. (2022), although because they studied DP-SCO, they only explicitly stated
results for error o > B—\/%. Nonetheless, their technique translates just as well for smaller error when
considering DP-ERM. We describe this in the following.

Given some (non-private) ERM solver, A, which solves a strongly convex ERM problem to high
accuracy, the Phased-ERM algorithm, Algorithm 5, is differentially private and yields an accurate
solution. Precisely, we have the following result.

Lemma 30 Letd € [0, Ba?] and € € [0,1]. Algorithm 5 is O(«)-accurate for (F ., Kp) and for
a > log(n)a 5 it satisfies (e, 21og(n)d)-DP. ’

The proof follows similarly to the one in Feldman et al. (2020), and is given below. When the loss
is additionally B-smooth, there are solvers for the regularized subproblem (such as SVRG, Johnson
and Zhang (2013)) which achieve the accuracy condition in O((n+ B%3/a)log(n/a)) oracle calls.
For o > af 5, we get near linear running time if 3 < LVd/B}.

Algorithm 5 Phased ERM

Require: Accuracy a > 0, Oracle O for losses {1, ..., £,, Constraint Set VW of width B, Lipschitz
constant L, Parameter § € [0, 1]
Pick any wyg € W

1:

2: Set R =logy(LB/a)

3: Set A, = 2" 55 forall r € [R]

4: forr =1...Rdo

5: Define £,(w) = 3" | £i(w) + Avllw — wy—1]|* and w} = arg min{L, (w)}
wew

6:  Compute w, such that w.p. atleast 1 — 9, £, (w) — L, (w}) < min {#22, 27"}

7w, = W, + & where & ~ N(0,I402) and 0, = 2?%

8: end for

9: Output: wg

Proof [Proof of Lemma 30] For notation, let wy = w*. We have,

R
E [L(wr) — L(w*)] = E[L(wg) — L(@R)] + Y E[L(w;) = L(@y-1)]
1=1
R

<da+ Y EI[L(@,) — Lo(-1)].

i=1
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The inequality uses o = ;‘—\% to bound LE [||¢Rr||]. We have for any r € [R],

E[L(wy) — L(wy—1)] = E[Lr(@r) = Ly (Wr—1) + L(Wr) = Ly (W) + Lo (Wr—1) — L(Wr—1)]
<2 "a+6L) + ME [||@—1 — w—1]]?]

. . a 1682
<27+ 0L+ 2" 5 (5 )

Thus we have E [£(w,) — L(w,—1)] < 27718« provided § < Ba?, and the accuracy guarantee

follows by combining the both displays.

For the privacy analysis, consider some € [R]. We have by standard results on the stability of
regularized ERM that each w; is %—stable (i.e. changing one loss in £ perturbs w;: by at most %)
Bousquet and Elisseeff (2002). The A, strong-convexity of £, and accuracy condition also implies

that, conditioning on the randomness in previous rounds, with probability at least 1 — 6, ||w —w}| <
Erw)—L:r(wi) < L Qg each 1w, is A-stable, with A = 2L = 2B° < 2Be where

Ar = A r ’ Arn 2ran — or \/log(n)dlog(l/(S) ’
the inequality follows from o > log(n)az 5- Thus the Gaussian mechanism ensures each round 7 is
(e/log(n),2d)-DP and by composition the overall algorithm is (¢, 2 log(n)d)-DP. [

Appendix E. Non-smooth optimization with information limited oracles

Our proof techniques from Section 3 can easily be adapted to provide lower bounds for information
limited oracles. In this section, we consider an individual loss £, i.e. n = 1, such that the objective
is to approximate arg min, cy, {£(w)}. We are interested in algorithms of the form of Algorithm
1 (ignoring the query indices) interacting with a proxy oracle of bounded information capacity.

Theorem 31 (Restatement of Theorem 12) Let O be a I'-information limited proxy oracle and A

an algorithm of the form given by Algorithm I with E [T ] < W‘{BLM)' Ifd > 02]372%2 then
Time(A, O, o, B, L, ) = Q(B;Llfd).

We give the proof after the following discussion. We can drop the unique query limit and more
simply lower bound the runtime as Q( min{a%'lr, m}). Note also that it is possible to have
I' = w(d), which can be reasonable when the batch sizes are w(1). The proof of this result follows
from a simplified version of the proof of Theorem 5.

As a corollary of our result, consider the case where we fix the batch size in Algorithm 1 to
be 1 and the proxy oracle is instantiated to be O(w) = VL(w) + N (0, ]Id‘%j). A standard fact
on Gaussian channels implies that for 1-Lipschitz losses and ¢ > 1 this oracle has information
capacity I' < d/o?. Theorem 31 thus recovers the oracle complexity lower bound for stochastic
oracles, Q(Z—;) (Nemirovsky and Yudin, 1985), at least for certain parameter regimes. This g—z
lower bound is achieved by SGD, which incidentally also means our lower bound is tight when
I' > 1/a?. That said, it is perhaps more interesting to consider whether the bound can be matched
via a quantization scheme; (Mayekar and Tyagi, 2020a,b) shows this is the case up to log factors.

Despite recovering stochastic and quantized stochastic oracle complexity lower bounds, we
emphasize that our lower bound also meaningfully diverges from such results. Such lower bounds

have been obtained via a reduction to mean estimation, where each oracle response is a noisy version
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of this mean, e.g. Nemirovsky and Yudin (1985); Agarwal et al. (2012)), and in the stochastic
quantized oracle setting, strong data processing techniques are used to get better bounds (Mayekar
and Tyagi, 2020a; Acharya et al., 2021). Clearly, we cannot hope to obtain Theorem 31 from such
constructions, as transmitting the mean vector to « accuracy requires only O(dlog(1/ca)) bits of
information. Put another way, the difficulty in previous lower bound constructions largely stems
from the difficulty of mean estimation. Our bound relaxes the stochastic oracle assumption by
leveraging structure unique to solving optimization problems. For similar reasons, it is not a-priori
obvious that allowing the proxy oracle use a batch size larger than 1, and thus transmit messages
about multiple gradients, would not help improve oracle complexity. Our lower bound shows this is
indeed the case.

Proof of Theorem 31. The proof leverages the same loss construction and distribution as Theorem
5. In particular, we will apply Lemma 16 verbatim. Upper bounding the information is in fact
simpler than in Lemma 15.

Lemma 32 Under the conditions of Theorem 31, for any k € [K] it hold that

I(W; X| X4, V) < E[Z 1[Cntj(Qt)2H]r +E [T] log(K +1). (20)
t=1

Proof As in the proof of Lemma 15, we condition on V' = v and X;, = 2, throughout and recall
the definitions of @, Cnt, and P, = (Y4, }A%St). Using the same derivation as Eqn. (5) we obtain,

T
IOCRLXHfEE[T}bgU(+504‘§:IOQPYMQ§uFU- 20
t=1

Further by the assumption on the oracle, when Q; = ¢,
I(Y; XklQt = a1, P) < T ey (Quy>1) = 1Yo Xi|@Qr, P) <T-E [R[anczt)zﬂ] '

Recalling we have conditioned on V' = v, we take expectation and plug into Eqn. (21) to obtain the

claim. |
Proof [Theorem 31] Under the assumption that E [T} < WM, applying Lemmas 16 and 32
obtains,
K [~ K
QdK) <Y IV, R Xj|X4V) <E Y D Dicay@oz) | T+ KE[T]log(K +1)
j=1 t=1 j=1

_oo K
<E ZZMt I+ KE [T]log(K + 1)
| t=1 j=1

= E[|M|y]T + KE [T] log(K + 1).

We can then finish similarly to Theorem 5. |
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Appendix F. Between DP-SCO to DP-ERM

In this appendix, we show via a reduction that (DP)-ERM and (DP)-SCO are equally hard in terms
of runtime, up to log factors. This implies similar reductions for non-private settings as well.

F.1. Reducing DP-SCO to DP-ERM

The following shows that DP-SCO is no harder than DP-ERM (up to log factors) via a reduction.
Specifically, given an algorithm, A, which solves DP-ERM for B = L = 1, we show how to
construct a DP-SCO algorithm which has similar running time, using only black box access to 4.

Theorem 33 Letn,B,L > 0, f € R" U {oc}, ' = B+ 5, and 0/ = ls. Let Abe an

(¢,0)-DP algorithm which is c-accurate for (F3y 5, Kp) for DP-ERM and has expected running

time T. Then there exists an algorithm which, using black box access to A, is (O(¢), O(9))-DP and
O(a + % + BLY_accurate for ( 1.5 KB) for DP-SCO, and has expected running time O(T +

i ne
a? )

Note that any general DP algorithm for minimizing the population risk of non-smooth losses must
. . 272 .

incur error at least 37% + % and runtime at least BQQL . Thus these additive factors are no worse
than what one would obtain with a “direct” algorithm for DP-SCO. In the smooth case, the running

. : .. 272 . . ..
time lower bound for finite sums is min{ BQQL ,n}, and since o > B—ﬁ, we again see that their is no

asymptotic loss in runtime.

We now show how to obtain the theorem using the following result from Bassily et al. (2023).
We borrow parameter definitions from the above theorem statement. As an aside, we note that
statements similar to Theorem 33 in different geometries are likely obtainable using a generalization
of this statement provided in Bassily et al. (2024).

Theorem 34 (Bassily et al., 2023, Theorem 1) Let A be an algorithm which, given D € [B+/ M, B

n

and randomly generated point w' € W, satisfies I/EA [L(A(Or)) — L(w*)] < &D whenever

E [|Jw' —w*||]] < D and any L € F; gr-Then there exists an algorithm, which interacts with L
,w/ ’

through at most log(n) calls to A and is o-accurate for (7 5, K) for SCO with o = O(log(n)Ba+
10g3/2(n)BL)

0 )

The original statement in Bassily et al. (2023) assumes the accuracy condition holds for all D > 0,
but an inspection of their proof shows that the relative accuracy condition is only used in their Eqn.

12 and for D € [B4/ @, BY). Further, Bassily et al. (2023) studied the more general case of saddle
point problems, but ERM can be recovered by assuming range of the dual parameter is a singleton.
Finally, we note that their algorithm only requires running the subroutine .A on regularized version
of the loss, which, under their level of regularization, increases the smoothness parameter of the loss
by at most %.

It has essentially already been shown in (Arora et al., 2022, Section 5) how to obtain a DP
algorithm satisfying the accuracy condition of Theorem 34 using black box access to a DP con-
strained optimizer, although their setting differs slightly. We provide a self contained version of

their argument below. We will also make use of Fact 1 in Appendix A several times.
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Proof [Proof of Theorem 33] In the following, let T' denote the expected running time of an a-
accurate DP-ERM algorithm, .4, in the case where B = L = 1.

We fist boost the expected empirical risk guarantee of A into a high probability guarantee. Let
ug, . .., ux be the result of K = log(n) independent runs of A on S. By Markov’s inequality, at
least one of these runs achieves excess risk 2 with probability at least 1 — 2%( =1- % For each run
J € [K], we generate a loss estimate, F;, by sampling (without replacement) a minibatch of 1/ a?
losses from £ and computing the average loss on u;. Since the range of the losses is 1-bounded, we

have by Chernoff-Hoeffding that, P[E; — L(u;) > Sng(n)} < # We then apply the exponential

n

mechanism with privacy parameter € over the scores E1, ..., Ex to select the solution candidate
from uq,...,ux. The guarantees of the exponential mechanism ensures that with probability at
least 1 — 1/n the selected solution has loss within Z“On%i(") of the minimal loss candidate. Thus
we obtain an accurate solution with probability at least 1 — O(1/n) via a procedure that is via
an algorithm that is ((log(n) + 1)e, log(n)d)-DP. The expected running time of this procedure is

log(n)

log(n)T' + =25
Applying Fact 1, we can assume access to an algorithm .4, which with probability at least

1 — O(1/n) achieves accuracy BLé& where & = (o + 4/ 8l°§(n) - 41()7%6(”)) on problems which are
L-Lipschitz and have constraint set of radius at most B.

We now describe how to use .A to obtain relative accuracy. Letting R = % log(n), we run A on
W, ..., W, to obtain candidate solutions wy, ..., wg, where W, = WN{w : [Jw —w'|| < 27" B}.
Observe w* € W, for any r < W. We then pick the best candidate using the same loss
estimate/exponential mechanism procedure used in the boosting argument. It is then easy to see that

the solution selected by the exponential mechanism achieves excess empirical risk that is O <||u/ —

ne

w*||La + BL(\/ @ + Leln) )) Converting the high probability guarantee to expectation we

obtain excess empirical risk O <||w’ —w*||La+ BL( % % + %)) . By taking expectation
w.r.t. w’ we see the condition of the theorem is satisfied with & = O(L@). Theorem 33 then follows

by applying Theorem 34 to the previously described algorithm. |

F.2. Reducing DP-ERM ot DP-SCO

The reverse direction was given by (Bassily et al., 2019, Appendix C), and we here note that this
direction can be performed without loss of log factors via a slightly different analysis. Specifically,
fore < 1/6 and 6 € [0, 1], given an (¢, 0)-DP-SCO solver Agco, we first sample n points from
the empirical distribution over {¢1, ..., ¢, }, then runs the DP-SCO solver on the resampled dataset.
By results for privacy amplification via subsampling with replacement (see Lemma 14 in Appendix
A), the result is (6e, ed)-DP. The bound on excess empirical risk follows directly from the accuracy
guarantees of Agco, since it is run on i.i.d. samples from the empirical distribution.
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