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Abstract

Bayesian networks are well-known probabilistic
graphical models that enable explainable reason-
ing under uncertainty. In many domains, data are
scarce and fragmented across institutions, motivat-
ing collaboration and the sharing of learned models
rather than individual-level records to increase the
available evidence and reduce bias. Releasing a
model, however, can still reveal sensitive informa-
tion: adversaries may mount membership inference
attacks to determine whether a specific individual
contributed to the training. A common mitigation
strategy is to inject noise into the learned model
before its release. This perturbation may compro-
mise the quality and interpretability of subsequent
inferences. We investigate how a Bayesian network
can be effectively masked rather than perturbed to
protect it against attacks by leveraging credal net-
works, the imprecise version of Bayesian networks,
allowing us to employ sets of parameters instead of
exact point estimates. We formalize and compare
various masking and attack strategies, and investi-
gate how privacy leakage depends on them. Finally,
we analyze how privacy and utility can be traded
off in credal naive Bayes models, comparing them
with the common noise-injection baseline. Results
indicate that credal masking provides principled
protection, substantially reducing attack success
while yielding fine-tuned privacy-accuracy trade-
offs.

1 INTRODUCTION

Bayesian networks (BN) [Koller and Friedman, 2010]] are
widely used models for transparently representing multivari-
ate probability distributions in complex systems and reason-
ing under uncertainty. Formally, a BN is defined by (i) a

directed acyclic graph whose nodes are random variables
and whose edges encode conditional independences/depen-
dencies between them, and (ii) a set of parameters that com-
pactly specify a joint distribution over all variables. When
edges are interpreted as cause-and-effect relationships be-
tween variables, a BN provides rich insights into the data-
generating process, supporting causal and counterfactual
reasoning [Pearl, |1995]]. These reasons have encouraged a
broad adoption of these models, especially in high-stakes
domains where informed decision-making is essential, in-
cluding healthcare [Grube et al.l 2022, Roy et al.| [2023|
Suter et al., [2022].

Learning a BN typically involves recovering its structure
and estimating its parameters [Scanagatta et al., 2019]. In
practice, this can be done using data alone, expert knowl-
edge, or a combination of both [Constantinou et al., |2023]].
However, in sensitive domains, data are often scarce (e.g.,
rare diseases or time-to-event data) [Rocchi et al., [2026],
which recently motivated multi-institutional collaborations
to increase sample sizes and reduce selection bias [Zanga
et al.;,2023|]. For privacy and governance reasons, however,
institutions may not be able to share individual-level data,
even after de-identification, and may instead share learned
models [Torrijos et al2025]]. Nevertheless, releasing a BN
can still leak information about the individuals used for
training: membership inference attacks (MIA) from adver-
saries exploit the released model to determine whether a
candidate data record was in the training set [Carlini et al.|
2022]). This raises the question of how to release a BN model
while minimizing privacy losses.

A standard defense to MIA is to release a noisy BN, i.e.,
a BN obtained by perturbing the learned parameters with
random noise, often motivated by the differential privacy
framework [Dwork et al.||2017]. While effective in princi-
ple, perturbations may degrade the model’s utility and inter-
pretability and introduce probabilistic inconsistencies when
not carefully handled [Binkyte et al.| 2024]. Rocchi et al.
[2025]] recently proposed credal networks (CN) [[Cozman,
2000] as a masking strategy for BNs. In a CN, each local
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conditional distribution is replaced by a credal set (a set
of plausible probability distributions), thereby representing
epistemic uncertainty and yielding guaranteed inferential
bounds via diverse algorithmic approaches [|[Antonucci et al.}
2015} |/de Campos and Cozmanl, |2007]]. The core insight of
this procedure is that expanding a BN into sets of plausible
parameter values can reduce the information available to
MIA while preserving the model’s semantics, keeping it
close to that of the original BN. Moreover, empirical evi-
dence has shown that the effectiveness of MIA depends on
the degree of uncertainty in the CN.

However, existing evidence is limited: prior work primarily
considers a single attack and a single defense mechanism,
i.e., one fixed choice of how the adversary scores mem-
bership and one fixed choice of how the BN is masked
(equivalently, how a CN is learned from data) [Rocchi et al.,
2025]. As a consequence, it remains unclear whether the
observed privacy qualities of a CN persist when the attacker
or the masking mechanisms change. Moreover, there is a
lack of quantitative evidence demonstrating that a CN offers
a fairer privacy-accuracy trade-off than a noisy BN. Qualita-
tive motivation is instead clear: while the inferential bounds
generated by the CN may sometimes be broad, leading to
“I do not know” conclusions, they still ensure correct re-
sponses to queries, unlike noisy models. We study multiple
attack and defense mechanisms, and we test whether privacy
can still be fine-tuned consistently. Then, we quantify the
privacy-accuracy trade-off in controlled credal naive Bayes
(CNB) [Zaftfalon, 2002] testbeds, using both synthetic and
real-world data. For each target privacy level, we calibrate a
CN and a noisy BN to achieve matched privacy levels (i.e.,
the same privacy score under our MIA evaluation protocol)
and then compare their classification accuracy.

2 PROBABILISTIC GRAPHICAL
MODELS

Probabilistic graphical models [|Koller and Friedman, [2010]]
offer a principled approach to encoding and managing high-
dimensional probability distributions. This article focuses
on Bayesian networks (BN) and their extension as credal
networks (CN).

BNs and CNs rely on a graph G, i.e., a mathematical object
consisting of a set of nodes X and edges connecting pairs of
nodes. If X — Y in G then X is said to be a parent of Y, and
IIy denotes the set of parents of Y. A directed acyclic graph
(DAG) is a graph in which all edges are directed (X — Y')
and there is no sequence of nodes X — --- — Y such that
X =Y. We consider DAGs whose nodes are associated
with random variables; namely, X € X denotes both a node
in G and a random variable with a given distribution. In this
paper, we focus on categorical variables. Hence, we denote
by Val(X) the set of values that X may attain; similarly,
we define Val(X) = X y.x Val(X).

2.1 BAYESIAN NETWORKS

Definition 1 (BN). A BN is a pair (G,0) where G is a
DAG over random variables X and 0 is a set of parameters
defining a joint distribution over X that factorizes according

toG:

P(X;0) = H P(X | Tx;Oxmy) - 1)
XeX

In Equation , O x11, defines the local conditional dis-
tribution of X and is part of defining 8. In other words,
X | Ix ~ Multinomial(@x 1, ) and the joint distribu-
tion is the product of these multinomials. In particular,
Oxny = {Ox)rx : ™x € Val(Ilx)}, so we have a con-
ditional distribution for any value of the parents of X. This
distribution is specified by a set of point parameters, namely
Ox|nyx = {0z)rx : v € Val(X)}, where 0, defines the
conditional probability P(x | wx ). Hereafter, let © denote
the entire family of parameter sets & whose distribution
factorizes as in Equation (TJ.

The complexity of a BN, denoted by C'(G), is the total num-
ber of free parameters of its nodes, given by:

C(G) = Y, [Valllx)|- ([Val(X)| = 1). ()

XeX
2.2 CREDAL NETWORKS

CNs [[Cozman, [2000] are models based on Walley’s impre-
cise probability theory [Walleyl 2000]] and represent uncer-
tainty in the BN’s parameters.

Definition 2 (Credal set). Let X be a random variable. A
credal set K(X) is a closed and convex subset of the space
of probability distributions over Val(X). A joint credal set
K(X) is defined similarly over Val(X).

Let X be parameterized by Ox = {6,, ..., 0, }. Because
0y, =1— Zf;ll 0., the credal set KC(X) is a subset of the
simplex A¥~1 < [0,1]*. With an abuse of notation, we
shall write K(0x) or K(X) interchangeably, and K(6,,,)
to mean the projected set into 0,,. We focus on credal sets
defined by intervals, that is, (0,,) = [ls,, us,] S [0,1]
for all 7. K(0x) is built of these K(6,,) plus the equality
constraint to make them sum 1, assuming coherence.

A conditional credal set (X | Y) is usually defined ele-
mentwise, that is, obtained from K(X,Y) by applying the
Bayes rule to each element and possibly taking their convex
hull [[Cozman and de Campos, [2004]. A collection of condi-
tional credal sets (X | V') is said to be separately specified
when (X | Y = y;) and K(X | Y = ys) are unrelated
for any y; # o, that is, not constrained by each other.
Conditional credal sets behave similarly to non-conditional
ones for any value of the conditioning set, and both H- and
V-representations extend naturally [Zaffalon, 2002].
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CNs are DAGs associated with conditional credal sets.
While a CN can be defined in different ways, we focus
on locally and separately specified CNs. Other types of CNs
are outside the scope of this article and are discussed by
Corani and de Campos|[2010].

Definition 3 (Locally and separately specified CN). A lo-
cally and separately specified CN consists of a DAG G
where each node X is associated with a local credal set
K(X | Ux), and K(X | Ilx) is separately specified for
any Tx € Val(Tlx).

Following the above definition, we have that a CN general-
izes a BN by replacing each point parameter 0, with an
interval (or, more generally, a credal set). These credal sets
can then be combined via the CN strong extension [Cozman
and de Campos} |2004]], which mimics the same probabilistic
properties of a BN.

3 PRECISE MEMBERSHIP INFERENCE

Consider a general population P of individuals character-
ized by a set of variables X, and let (G, 6y) denote the
(unknown) BN representing the data-generating process un-
derlying X. Assume that a BN (G, 67) is learned using data
on the variables X from a target dataset T < P. In par-
ticular, we let OAT denote the maximum-likelihood estimate
(MLE) of 6, obtained from the target data 7. Furthermore,
assume that the data T are private; hence, only the data
owner and the learning algorithm have direct access to them.
Nevertheless, the BN (G, 67) may be learned and then pub-
licly released for research purposes. In the medical domain,
for example, P may represent all patients affected by a par-
ticular disease, while 7 corresponds to a hospital database
containing a subset of those patients. An attacker is a ma-
licious actor with access to the released BN (G, 57—) who
exploits this knowledge to infer private information about
individuals in the target data 7. In particular, the attacker
could leverage both the BN (G, 57—) and an auxiliary refer-
ence data R < P, to conduct a membership inference attack
(MIA) against the target 7. An MIA, or tracing attack, is
a technique for determining whether a specific individual
x € P belongs to the target dataset 7 [Carlini et al.| [2022].
In the above example, R could be a publicly available clin-
ical registry or an auxiliary model. Another example may
concern a competing insurance company seeking to attract
more clients from a rival firm. In this setting, P denotes a
vulnerable population, whereas 7 and R denote the sub-
sets associated with the competing firm and the insurance
company, respectively.

In the MIA setting, (G, 0A7—) and R are exploited by the
attacker to build a decision rule ¢(-) so that, given x € P,
it yields either ¢(x) = 1, hence concluding x € T, or
®(x) = 0, hence concluding x ¢ 7. Because there is no

access to T, a surrogate approach to defining this decision

problem is via the parametrization that potentially generated

the data. Let P(X; Ox ) be the distribution from which x has

been generated. We can formulate the following hypothesis

test:

HO : 0x = 00 #* 07’ ((b(x) = 0)7 (3)
H 1 Bx = §T

where 6 is associated with the true but unknown BN
(G, 8p) generating the population P. This brings us to the
simple vs. simple hypotheses of the log-likelihood ratio
(LLR) test [Lehmann and Romanol 2022]]. While we ac-
knowledge alternative approaches for conducting an MIA
attack [Zarifzadeh et al.| 2024, |Carlini et al., 2022]], the
choice of the LLR function is motivated by: (i) the specific
setting where 7 has a low sample size; (ii) the natural de-
composability of the LLR function with respect to the BN
structure.

The LLR statistic compares the log-likelihood of §T versus
that of 8p. When the number of individuals in R is suffi-
ciently large, O can be considered the MLE estimate of 6.
For this reason, the employed LLR statistic is commonly:

A: Val(X) - R, A(x)=L(0r|x)— L(Or | x),
“)
where L(0 | x) = log P(x; 0) is the log-likelihood function
for 6 € O.

The test rejects Hy whenever A(x) is large enough, that is,
when the former likelihood deviates markedly from the lat-
ter, providing sufficient evidence to conclude that x € 7. Let
« be the Type I error rate (i.e., the significance level), defined
as the probability that the attacker erroneously infers x € 7~
when the true condition is x ¢ 7. The attacker specifies the
tolerable Type I error level «, and the distribution of A(-)
is estimated under Hy. Next, the threshold 7(«) is chosen
so that P(A(x) > 7(a) | x ¢ T) = a. Then, the value of
A(x) is computed and the null hypothesis Hy is rejected, in
favor of H; (x € T) whenever A(x) > 7(«). Indeed, when
A(x) does not exceed 7(«), there is insufficient evidence to
conclude x € 7. The attacker also takes into account the
attack power, defined as 8 = P(A(x) > 7(a) | x € T).
In the simple vs. simple hypotheses problem, the LLR test
achieves the highest power among all tests for any value of
the Type I error rate o, due to the Neyman-Pearson lemma
[Neyman and Pearsonl [1933]].

Note that L(€ | x) is a sum of log-likelihood ratios for
the network’s single parameters, which are asymptotically
x? with one degree of freedom [Wilks, [1938]. If |X| is
large enough, this sum is approximately Normal and can
be used to guide the choice of 7(«) to control Type I error.
By leveraging the LLR properties, Kumar Murakonda et al.
[2021]] claimed a relationship between « and 3:
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Theorem 3.1. For any error level o, it holds:

C(9)
- 5
T ©

2ot 21— =
where z5, 0 < s < 1, is the quantile at level 1 — s of the
Standard Normal distribution N'(0, 1).

In the literature, model privacy is commonly character-
ized by the indistinguishability of an algorithm’s output
across neighbor datasets [Dwork et al., 2017]]. Two neigh-
bor datasets may differ by a single addition, removal, or
modification of a data item. This justifies the following defi-
nition, which is the typically employed notion of algorithmic
privacy.

Definition 4 (e-differential privacy). A randomized algo-
rithm A satisfies e-differential privacy (e-DP) if, for any
neighbor datasets D and D', and for any output O, it holds:

log w <e. (6)

P(A(D") = 0)
Most techniques that make an algorithm e-DP involve in-
jecting noise into its output. A noisy BN (G, 5) can be
obtained after injecting Laplacian noise into its parameters
[Zhang et al.;2017]). The Laplacian perturbation is effective
at protecting privacy, but it directly mines the model’s in-
formativeness and utility, especially when a BN model is
used.

4 IMPRECISE MEMBERSHIP
INFERENCE

In the typical MIA-BN setting, the attacker accesses and
leverages the unprotected 57- (Figure . When noise injec-
tion is employed instead, a perturbed version of the BN is
released, hindering direct access to the sensitive information
held by 57— (Figure . This Section explores how BNs can
be veiled by imprecise probabilities rather than muddled by
noise, thereby enforcing protection against MIA.

4.1 SETTINGS

When a CN is released, the parameters 57 are exposed only
via their respective credal sets. In doing so, the attacker
has access to a non-trivial neighborhood of 57 rather than
to point parameters. Assuming the attacker uses the same
attack framework, they need to choose 8% & IC(@T) to
execute the attack. We call this setting imprecise MIA, as
shown in Figure We refer to the construction of the
CN as the defense mechanism, implemented on the data
side before any model release. By contrast, we refer to the
choice of 8% € K(67) as the attack mechanism, which the

o7 o MIA

(a) Precise.

Noise injection

br [—{0]—MIA}—6x

(b) Noisy.

Defense mechanism

6r - xor) T g° [ MIA ] 0r

Attack mechanism

(c) Imprecise.

Figure 1: The settings considered for MIA; OAT, 573, 5, and
O* refer to BNs, while /C(67) refer to a CN.

attacker implements after the CN is released. Being p(-) the
power set operator, defining a defense mechanism means
describing the mapping:

f:©—p(0), f(Or)=K@0OT). (7

Conversely, an attack mechanism defines a mapping:
g: 9(©) >0, g(K6r) =6". ®)

As a conclusion, the imprecise MIA setting can be shortl
described as the combination (g o f )(57) Sections
and present different choices for the functions f and
g, respectively. For now, we refrain from making any as-
sumptions about the attacker’s knowledge of the defense
mechanism.

In the imprecise MIA, the LLR statistic depends on the
chosen attack mechanism, whereas the test hypotheses re-
main identical to those in the precise setting (Equation (3)).
Hence, Equation (@) becomes:

A Val(X) x K(67) - R,
A(x,0%) = L(6F | x) — L(6x | x). 9)

We denote by ¢(-,0") the set of decision rules associated
with the imprecise version of the test, with one rule for each
oF e IC(@T). Notice that the attacker always knows 0. By
setting 8% = 57— in Equation (9)), we fall back to the precise
MIA setting as in Section [3] though this is not possible
for the attacker to do, given their knowledge. Section [A]
provides theoretical insights into the behavior of the statistic
in the imprecise case.

The trade-off between the uncertainty inherent in the net-
work and the privacy to be preserved depends on the specific
case. Intuitively, larger parameter intervals lead to greater
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privacy but also reduce the model’s utility. We can mark two
extreme situations:

L. IC(éT) = {57-} In this case, we release a single BN,
and the power of MIA is approximated by Theorem|3.1]
[Kumar Murakonda et al., [2021]]. Hence, we release
an unmasked model, thereby obtaining the minimum
privacy.

2. IC(éT) = 0. In this case, each parameter interval
is [0,1], thus only the DAG is released. Hence, we
release the least information while ensuring the highest
possible privacy.

4.2 DEFENSE MECHANISMS

We focus on defense mechanisms that yield locally and
separately specified CNs. Hence, the function f of the de-
fense mechanism can be defined on each point parameter
O, mx SO that f(Op, 1) = [lajmxs Ua,jnx ] Surely, set-
ting each f,, |, independently of the others could lead to
an inconsistent CN, so this should be taken into account.

Imprecise Dirichlet Model Defense The imprecise
Dirichlet model (IDM) [Walley, |1996] is among the most
widely used methods for learning a CN from data.

Assume X has no parents, |Val(X)| = k. In the precise
setting of the Bayesian posterior estimator, 8 x has a prior
distribution Dirichlet(c), where ¢ = {cy, ..., ¢y} are user-
defined so that ¢; > 0 Vi and }}, ¢; = S, with S being a
positive constant called equivalent sample size (ESS) [Wal4
ley}, [1996]]. Each 6., can then be estimated from data as:

N[.’IJZ] +¢;

ew-= )
: N+ S

(10)

where N|[x;] is the count of data items for which X = x;,
and N is the total sample size. The imprecise version of the
Bayesian posterior estimator considers all possible Dirichlet
priors for @x. In particular, IDM allows each ¢; to vary
within the interval [0, S]. Then, the maximum a posteriori
estimate for 6,,, becomes now the interval:

K0 = | 3o

When the parent set of X is non-empty, the parameters of
the conditional distributions can be derived similarly. Hence,
the map f™™ is:

N+ S

Nz, 7x]
N[Wx] + 5’

Nz, x|+ S
N[Wx]-f—s

MO, ) = [ ] . (12)

where N|[z;, m x| is the count of data for which (X = z;) A
(Ilx = 7x). Each interval is thus of size S/(N[rx] + S).

e-Contamination Defense Another common approach
to define a CN is known as e-contamination [[Cozman,
2000]. Given a distribution P(X) and a size ¢ € (0,1)
for the contamination, the e-contamination model con-
siders all probability distributions of the form R(X) =
(1 —¢) P(X) 4+ eQ(X), where Q(X) is any distribution on
the same domain.

Given € € (0,1), the defense mechanism for locally and
separately specified CNs is then defined as:

FONOs ) = [(1=8) Oy (1=6) O |y + €] (13)

Notice that each interval has length €.

Random Intervals of Fixed Size Defense This approach
allows us to define non-deterministic credal sets. The idea
consists of inflating each parameter in such a way that the
resulting interval: (i) includes the original point parameter;
(i1) incorporates a random shift; (iii) remains closed and
convex, and (iv) has a fixed size.

Let 0 € (0,1]. For any 6, ., we can sample n ~
Unif(0, ) and define (0, r ) = [Ouijrx — M Oaijrx —
7+ d]. While such an interval satisfies the conditions above,
its endpoints may lie outside [0, 1]. For this reason, ad-
ditional constraints must be set. The mechanism is thus
defined as follows:

fR'AN(emith) = [mln{l - 57 maX{Oa ezi|7rx - Tl}},
min{l, max{0, Oy, |ry — N+ 5}}],

§ € (0,1], 7 ~ Unif(0, J) . (14)
It follows from Equation that there are three possible
intervals, depending on the values of 0., , 7, d, and each
has length §. These intervals are [0,z — 7, 0y, |xy —1+0],
[0,6], and [1 — 4, 1].

Random Interval of Variable Size Defense This defense
mechanism is a combined version of the ones above. Each
interval length now matches that of ™™, but is offset by a
random amount to incorporate stochastic variation. f“°€ is
defined as in Equation (T4), where ¢ and 7 get substituted
by:

S

—_ ~ Unif .
N[ﬂ'X] + S? ns,ﬂ'x Unl (0755771')() ( 5)

65, TX

4.3 ATTACK MECHANISMS

The function g of the attack mechanism can be defined
on each credal set IC(OX‘WX), for all X and 7wx, so that
g(IC(OAT)) = 9§|ﬂ'x' In this Section, we assume that the
attacker does not necessarily know which specific defense
mechanism was employed before releasing the BN.
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Maximum Likelihood Attack The attacker might want to
be conservative, in the sense of seeking 8% so that L(6 |
X) & L(§R | x), x € R. Knowing R and G, taking the
constrained MLE on R is a sensible choice:

g H(K(Ox)xy )= argmax Z log Pox (x). (16)
G)CEK(GXI"X)XER

Minimum Likelihood Attack In contrast to the above
mechanism, the attacker might want instead to be highly
discriminative. In other words, a BN can be sought so that
the two likelihoods in the LLR function diverge. A solution
is given by the BN that minimizes the likelihood on R or,
equivalently, maximizes its negative likelihood. For this
reason, g™V® is defined as in Equation (T6) where argmin

is sought instead of argmax . Note that the optimum for
g™ lies at one of the vertices of the associated credal set
[Bauer, |1958], a fact that can be exploited algorithmically.

Maximum Entropy Attack In this attack, the aim is
to find the BN whose distribution maximizes the entropy
within the CN. Specifically:

g K(Ox|xy))= argmax Ent(Pgc(X)). (17)
0K € K(Ox|ny)
where Ent(P(X)) = —3,cyu(x) () log P() is the

entropy of a distribution. The computation exploits the func-
tion’s concavity.

Credal Set Centroid Attack The midpoint of each credal
set (Section .2)) can be considered an estimate of the origi-
nal distribution. We adopt the center-of-mass [Miranda and
Montes), |2021]], so that the centroid is taken as the mean of
its extreme points.

Let {vfx‘ﬂx }iez be the |Z] vertices of (6 x|, ). The attack
is defined as:

E 1 i
5N Oxin)) = 7 ¥ (9
i€

Random Sample Attack A uniformly random mecha-
nism ¢g"*" is considered for benchmarking purposes:

9N (K (Ox1ry)) = 0%y ~ Unif(K(Oxzy)) . (19)

S EXPERIMENTS

We conduct two classes of experiments and make the source
code available for research purposes [Rocchil 2026] (please
refer to the most recent version). All experiments were con-
ducted within Docker containers to ensure environment iso-
lation and reproducibility. The host system was equipped
with two AMD EPYC 7413 processors (providing a total of
96 physical cores) and 512 GB of RAM. The exact versions

of all software packages and dependencies are available in
the project’s repository. We note that, even for large net-
works, the experiments remain computationally feasible and
ended within 48h.

In Section[5.1} the goal is to compare each defense against
each attack mechanism with respect to the MIA power.
Moreover, we investigate whether such power varies with
the DAG complexity. In Section[5.2] we present experiments
on the trade-off between privacy and accuracy for two mod-
els: CN and BN with Laplacian noise injection.

5.1 MODEL PRIVACY

We consider all DAGs derived from the combinations of
the number of nodes M € {10, 20, 30,50} and edge den-
sity E € {2, 3,4}. The latter indicates the average number
of ingoing edges per node. The consideration of large and
dense networks stems from practical frameworks, such as
omics data modeling [Suter et al., 2022]]. Each node rep-
resents a categorical variable with at most three categories
(higher-dimensional models exhibit similar behavior). The
experiment | pipeline for a set of fixed (i) M nodes and M -FE
edges; (ii) defense mechanism f; (iii) attack mechanism g
is given in Section [B]

Figure [2] shows the information leaked (in terms of
AUC.¢ (6)) for a subset of models, and for any pair of
defense and attack mechanisms f, g. We take the area under
the curve AUC . () as measure of privacy. This mea-
sure is a proxy for the information revealed by a model and
may lie in the interval [0, 1]. A value of 1 indicates that
the maximum power is achieved with the minimum error;
thus, there is a complete loss of information and no privacy
with respect to MIA. Conversely, a value of 0 indicates that
the power over every error is null; thus, no information is
revealed, and the model remains completely private.

Figure [3|shows the information leaked when the best artack
is exploited for a pair of model 8, and defense f. We hereby
define the best attack as g* = argmax ; AUCyoy (6p).
Overall, g°®~ is the best attack. Whenever it is not the
case, g* is explicitly labeled in Figure [3] We note that for
g* # g°®N, the difference between their respective AUCs
is less than 0.005 in the majority of the cases, with the
maximum obtained at C'(G) = 303 and g™ (S = 1000),
for which the AUC difference is ~ 0.017.

5.2 PRIVACY-ACCURACY TRADE-OFF

To evaluate the utility of a model, we assess its accuracy at
a fixed privacy level using a maximum a posteriori (MAP)
classification task. Our modeling choice is motivated by
both practical and theoretical reasons. Given the privacy
properties of general BNs, as examined in Section[5.1} this
Section investigates the trade-off between privacy and util-
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Figure 2: Crossed evaluation, for increasing DAG complexity. Avg. refers to the average of the respective row or column.

Darker color means better attack, thus less privacy.

ity. For this task, we believe the CNB already shows the
fundamental properties of prediction. In fact, the (credal or
not credal) naive Bayes model is recognized in the literature
as a remarkably robust and effective classifier
2002]]. Yet, there is no significant empirical evidence that
more complex models consistently outperform it on predic-
tive tasks. Specific details applying to our framework are
presented in Section D}

* In the first group of experiments, we consider a naive
Bayes model with 20 nodes, from which synthetic data
are generated. The target variable is binary, while the
other variables have at most 4 categories. Notably, we
consider 20-parameter resampling with the same model
structure, so that the results do not depend on any spe-
cific distribution of the target class. As defense mech-
anisms, we consider f'™™ and f®N, while g~ is
treated as the attack mechanism. Notably, f“°° was

excluded from the evaluation because its behavior was
similar to that of the other defenses. The experimental
pipeline is detailed in Section|C]

¢ In the second group of experiments, we consider the
Breast Cancer dataset from the UCI Machine Learn-
ing Repository [Zwitter and Soklic, [1988]). These data
include 286 cancer patients across 1 binary target vari-
able and 8 covariates for prediction. A CNB model is
then learned from the data, where f'™™ and g°®~ were
considered for the defense and attack mechanisms, re-
spectively.

For each credal model considered, along with its corre-
sponding MIA power, we seek a noisy model that is equally
private to compare with. We consider the model obtained by
injecting Laplacian noise into 57—, following the PrivBayes

approach described in [Zhang et al.| [2017]]. The hyperpa-
rameter e controls the level of differential privacy provided
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Figure 3: Best attack against each defense, as DAG complexity increases. Avg. refers to the average of the respective row or

CEN

column. g°®N is the best attack for the unnamed cells.

by the noisy model. While we acknowledge other noise
mechanisms that guarantee e-DP, we note that our choice
of the Laplacian distribution is an intermediate step toward
achieving a privacy-guaranteed model (at a fixed €).

In particular, € is related to the scale parameter A of the
Laplacian distribution from which the noise is sampled.
2M " the model satisfies the

Given ¢, and by setting A = Ple>
¢-DP [Zhang et al 2017). For a given S (or ), we compute
the value of € so that the power-vs-error curves of the two
attacked models are similar. Specifically, we choose € so
that the absolute difference between the two AUCs is within
the 1% tolerance. Notice that the AUC is computed for Type
I errors @ < 0.1, as detailed in Section [C] and supported

by the literature [Carlini et al, [2022]. Larger values of «

exhibit similar behavior.

Figure [4a) describes the results for f™™ and g“*™ for the
synthetic data. The figure depicts the MAP accuracies for
the CN and noisy BN models. The CN predictions are not
divided into certain and uncertain (see Section|D)). The rea-
son is that only S = 1 yields a nonzero ratio for certain
predictions; hence, all predictions for S > 1 are uncertain.
The values of ¢ related to different S are all close to 1075,
This value of € is so low that the noisy BN predictions
are almost all random, i.e., the noisy BN achieves accura-
cies around 0.5. For higher privacy requirements, the credal
model seems to achieve a clear superiority in accuracy. How-
ever, we believe that the increasing behavior related to the
CN is due to numerical instability rather than a definitive
trend. In fact, it might resemble a plateau or random peak
that does not persist at larger values of .S. This may depend
on several factors, such as the experiment’s hyperparame-
ters.

Noisy BN
— N

110

Noisy BN
— N

MAP accura

04 06 08
)

(b) fRAN Vs gCEN

Figure 4: MAP accuracy results on synthetic naive Bayes
models and data. Hues indicate Wilson 95% confidence
intervals.

Similar results are obtained for f®*~ and g°®~, which are

portrayed in Figure @b} In this case, all CN predictions are
uncertain for § > 0.1; even for 6 = 0.1, the ratio of certain
predictions is lower than 10%. All values of € are around
10~8; however, we see the CN accuracy degradates as §
increases, as opposed to Figure a] Yet, the credal model
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shows superior performance to the noisy one.

Similar results are obtained with the Breast Cancer dataset,
as depicted in Figure 3]

—_——— Noisy BN
| — N

MAP accuracy

s

Figure 5: MAP accuracy results on real-world data with
f™™ and g“®~. Hues indicate Wilson 95% confidence inter-
vals.

6 CONCLUSIONS

This work explores how the imprecise probability frame-
work can effectively balance privacy and accuracy in BNs,
providing new evidence to existing research. First, we for-
malize an imprecise MIA framework through the interaction
between defense mechanisms that map precise BN parame-
ters to CN parameter sets and attack mechanisms that select
representative parameters from those sets. Then, we present
empirical results demonstrating how and when uncertainty-
based defense mechanisms reduce attack effectiveness, par-
ticularly as uncertainty in the CN increases. While there is
no universal solution for defending the models considered,
the centroid-based attack emerges as the most powerful op-
tion for adversaries. Additionally, experiments on the CNB
classification reveal that credal models can achieve com-
petitive or superior predictive performance compared to
differentially private models at similar privacy levels. Our
focus on locally and separately specified CNs is a specific
choice. Yet, we believe this class of models already shows
most of the privacy-related properties of more sophisticated
models.

Future research may investigate different versions of the pro-
posed MIA framework, such as: a credal version of the LLR
function, where the attacker exploits probability bounds in-
stead of point estimates; adaptive attackers that have access
to more information, or that can query the model multiple
times; novel defenses that make the centroid attack less
effective or computationally unfeasible. In particular, an
improved test statistic can be constructed, inspired by the
KL decomposability in Section [A} that is, an attacker could
leverage rare configurations of the BN to identify specific in-
dividuals rather than adopting the (global) LLR function. A
similar argument applies to the PrivBayes approach [Zhang

et al., 2017]], where the amount of noise injected does not
account for the amount of data available to train each param-
eter. Thus, our main competitor has also room for improving
their privacy-accuracy trade-off.

Besides, it is worthwhile to consider the model’s utility
measures beyond classification accuracy. Moreover, com-
prehensive methodical analysis of the relationship between
credal models and differential privacy could guide privacy
research to prioritize uncertain models for privacy preserva-
tion rather than relying solely on noise injection.
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A THEORETICAL ANALYSIS

In this section, we exploit well-known results from information theory [Cover and Thomas)}, 2001]] and asymptotic theory
[Lehmann and Romanol 2022, |DasGupta, |2008|].

Theorem A.1 (Asymptotic statistic under Hy). Let {x;}"_, a set of random instances of X and assume that Hy holds,
namely, P(X; 6q) is the distribution from which all x; have been generated. Hence, we have:

A({xi}P1,0%) ~5 N(—po, 2u0) VOF, (20)

where 1o = KL(BAR | 8%) is the Kullback-Leibler (KL) divergence.

Proof. Assume Hj holds, and that 573 is the MLE for 6, as stated in Section Hereafter, we drop {x;}!" ; in all subsequent
formulas for notational convenience. We recall that A(O%) = L(6%) — L(8x) for 8% € KC(07), as defined in Eq. ().

Let %, 573 € [0, 1] be point parameters. Using the Taylor expansion, we can write:
~ ~ ~ 1 ~ ~
L(0%) ~ L(Or) + (6" — 6x)L'(6r) + 5(9’C - 6r)’L"(0%). @1

Here L'(-) and L"(-) are the first and second derivatives of L(-). Because of the central limit theorem, the first derivative
L'(6r) converges in distribution to a Normal; its mean is E[L' (0 )] = 0, due to the MLE definition, and its variance is
Var[L'(0r)] = Z(6r), where Z(0%) is the Fisher information. Hence, we have:

L'(6r) 5 N(0, Z(Br)) . (22)
Using the weak law of large numbers, we also know that the second derivative converges in probability:
L"(6r) - —TI(0%). (23)

By exploiting the asymptotic results in Equation and by invoking Slutsky’s theorem, we derive the following convergence
in distribution:

~

~ 1 ~ ~
A(6%) ~ (8% —8r) L'(6r) + 5 (6% — Br)* L"(Br) ~ N(—po,2u0). (24)

where 119 = 3 (8% — 6r)2 Z(6). We recall that the derivatives of the KL with respect to the first argument depend on the
Fisher information. For this reason:

po = > (0% — 6)? T(6r) = KL(6r | 6°). (25)

DN | =
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Similar arguments follow when 573 and O” are vectors representing multivariate distributions. In that case, we have:
~ ~ 1 A ~ ~ d
A(0F) ~ (6% - 0r)" VoL (Or) + 3 (0% — 0)" V3o L(Or) (0 — Or) == N(—p0,2410) , (26)

(o~ — §R)T I(éR) (or — 973) = KL(@R | 6%). Here, I(éR) is the Fisher information matrix. O

where pg = %

Theorem A.2 (Asymptotlc statistic under Hy). Let {x;}}'_; a set of random instances of X and assume that Hy holds,

namely, P(X; 97—) is the distribution from which all x; have been generated. Moreover, assume that 6% — 07— for |T| — .
Hence, we have:

A}y, 0%) =5 N(pa, 2m), @7
where j1; = KL(6F || GAR)
Proof. Analogous to the proof of Theorem with the positions of 573 and @ interchanged. O

Note that the difference between the means of the distributions under Hy and H; is the Jeffreys divergence between 573 and
0", which depends on the model complexity. Specifically, each KL factorizes into a weighted sum of local KLs according
to the graph. By leveraging the definition of KL and the BN factorization in Eq. (I), we obtain:

; Ps, ()
KL(Or [6F) = > P; (x)log P"R & (28)
x € Val(X) or
m P €T; | T
= D>, Pa (x) ) log o (41| 1) (29)
x € Val(X) i=1 Por (z; | m;)
PA €T; | T
1=1 z; € Ux eral x) PG}C (x'b | ﬂ—l)
Val(X;) le(l’[x ) (X101
A (i | ;)
Z Z Z mp@a(xi | mi) Py, (i) 31

Val(X) Val(Hx )
Py ilmi .. . .. ..
The term log % P@R (x; | m;) inside the summations matches the definition of KL for two parameters explaining
2] @l
P(x;,]| m;). Consequently, complex models tend to be more susceptible to MIA attacks.

Let now « be a fixed Type-I error, and z,, the quantile at level 1 — « of the standard Normal. Under Hy, the critical threshold
for the test is 7(a) = —KL(ORHH’C + za\/ 2KL(67 |6K). The function f : RT > R,  f(z) = —x + 24/2x is concave

2
and the point of global maximum is <. For z > " , f is strictly decreasing. This gives a relation between the threshold and
the divergency between the model BR trained w1th reference population and the choice of attack 6% .

B EXPERIMENTAL SETUP FOR MODEL PRIVACY

1. Data generation. A DAG G over M nodes and M - E edges is randomly generated. The set of parameters 6 is also
randomly generated, based on the DAG structure. The BN (G, ) is taken as the ground truth for the data generation
process. Then, we sample 5000 i.i.d. data records from (G, 8,) and consider them as the general population P. Two
sets R, 7T are randomly sampled from P with a ratio of 0.5 and 0.25, respectively. Next, 57— and §R are estimated
through MLE from the respective data.

2. Defense & attack mechanisms. The learned §T is protected by estimating a CN through the chosen f. The hy-
perparameter S is chosen for f'™ and f~°¢, while § is chosen for f®**N. We considered S = {1,10, 100, 1000}
and 6 = {0.1,0.3, ..., 0.9, 1.0} throughout the experiments. A simulated attacker, having access to the CN f (57—),
exploits g to select a BN. Once (G, %) is obtained, the attacker moves to the next phase.
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3. Membership inference. The MIA attack is conducted on both models, 57 and %, using the test statistics A(-) and
A(-, %), respectively. Namely, given a sequence of Type I errors o = oy, ..., oy, log-spaced in [10e™4, 1), k = 30,
the aim of this phase is to compute the corresponding power, i.e, 3 = 1, ..., S for each model. For any «;, we
consider x € P \. R to derive (3;. In particular, the test related to MIA assigns either x ¢ 7 (Hp) or x € T (H1). The
true positive rate [3; is computed for any error ;. For benchmarking, we also compute the theoretical power estimate
given by Theorem[3.1] with C(G) denoting the complexity of G and |77 the target sample size.

4. Evaluation metric. To ensure variability in the sample distributions of R and 7 in step 1, these two are subsampled
200 times from P, resulting in pairs {(R;,7;) : j =1, ..., 200}. Hence, the above steps (1-3) are repeated for each
subsample, yielding 3; for j = 1, ..., 200. Finally, the power 3 of MIA against the model (G, 6,) and associated
with g o f is taken as the average of (3;'s. The pair (v, 3) defines a curve which is strictly related to privacy or, in
other terms, how much information is leaked. As an evaluation metric for the privacy of a given model, related to g o f,
we take the related area under the curve (a, 3). As a notation, we denote it as AUC o7 (6). This measure is a proxy
for the information revealed by a model and may lie in the interval [0, 1]. A value of 1 indicates that the maximum
power is achieved with the minimum error; thus, there is a complete loss of information and no privacy with respect to
MIA. Conversely, a value of 0 indicates that the power over every error is null; thus, no information is revealed, and the
model remains completely private.

C EXPERIMENTAL SETUP FOR PRIVACY-ACCURACY TRADE-OFF

The credal naive Bayes (CNB) model [Zaffalon| [2002] shares the same structure as the standard naive Bayes model: we
have (i) a target variable T" and a set of covariates X1, ..., Xps—1; (ii) edges T' — X, for any i.

1. Data generation. Once the model’s structure G has been set, the parameter set 8 is randomly generated based on the
DAG structure. Hence, (G, 8y) is taken as the ground truth for the data generation process. Thus, we sample 1000 i.i.d.
data records from (G, 8) and consider them as the general population P. Two sets R, T are randomly sampled from

‘P with a ratio of 0.5 and 0.25, respectively. Next, 6 and 87 are estimated through MLE from the respective data.

2. Mechanisms & membership inference. The defense and attack mechanisms, as well as the following MIA, are per-
formed as described in steps 2-3 of Section[B] The only difference consists in the o = a1, ..., oy, considered, which are
now log-spaced in [10e=*,0.1], & = 30 [Carlini et al.}[2022]. Furthermore, we consider S = {1, 10, 20, ..., 100, 150}
for f'™® and § = {0.001,0.01,0.1,0.2, ..., 0.9} for fR4~,

3. Comparing accuracy. This step compares the accuracy of the two models (CN and the noisy one). To evaluate the
accuracy of a given model for a fixed level of privacy, we conduct a maximum a posteriori (MAP) classification task.
We run 100 inferences for each model, by randomly sampling x € Val(T, X1, ..., Xp;_1). Steps 1-4 are reiterated to
enforce the generalizability of results. We consider 20 random parametrizations of the ground-truth model in step 1, to
ensure sufficient parametric variability. Moreover, in the same step 1, the subsampling of R, 7 from P is performed 50
times, similarly to Section 5.1} Hence, the accuracy of each model is averaged among all these repetitions.

D MAP ESTIMATION IN THE CREDAL NAIVE BAYES MODEL

Derivations here follow from [Zaffalon, 2002]]. We consider an NB model with a target variable 1" and a set of covariates

X1, ..., Xp—1. In the BN model, the target variable 7" is the parent of any other variable, forming a star-like structure
X1, ..., Xp—1; (i) edges T' — X, for any 4. If 0 is the set of parameters associated with the model, it follows from Egq.
M—1
Py(T,X) = Po, (T) [] Po(X|T), (32)
i=1

where the 6;’s parameterized the local distributions.

We focus on T being binary, that is, ¢ € {0, 1}. In the following, we provide a computationally efficient derivation of the
MAP estimation for the credal NB model. Hereafter, we omit specifying the parameters in the probabilities and distributions.

P(t,x) P(t,x)
PUIX) = 5ry = Pax + PO (33)
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where t' = —t. As we consider locally and separately specified CNss, it holds:

P(t
min P(t | x) = P(t | x) = Ll ’i) . (34)
K(X) P(t,x) + P(t',x)
We now exploit the logarithm for numerical stability:
P(t,x) = P(t)- | | P(x: | 1), (35)
i=1
log P(t,x) = log P(t) + Z log P(x; | t), (36)
i=1
log P(t,x) = log P(t) + Z log P(z; | ), 37)
i=1
log P(t',x) = log P(t') + Z log P(x; | t). (38)
i=1
We set the notation lp, := log P(t,x). Similarly, we define Ip,, Ip,,,p,. We obtain:
log P(t | x) = Ip, — log[exp(lp,) + exp(Ipy)] (39)
= lp, — Ipy — loglp(exp(lp, — Ipy)) , (40)

where loglp(-) = log(- + 1).

Following the same argument, we compute log P(t | x). Notice that, as the target variable is binary, we have P(t' | x) =
1—P(t|x)and P(t' | x) =1— P(¢t | x).

The MAP estimation for the credal NB is then defined as:

t* = argmax log P(t | x). 41)
te{0, 1}

If P(¢* | x) > 0.5, then the classification is said to be certain, and we obtain both interval and credal dominance. Otherwise,
the classification is considered uncertain.
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