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Abstract

The transition from multi-rounds federated learn-
ing to one-shot federated learning (OFL) markedly
alleviates communication burden and represents
a major step toward realistic deployment. Most
existing OFL approaches require clients to per-
form local training, imposing a substantial com-
putational burden on client side, while others rely
on pre-trained models. In this paper, we propose a
novel one-shot federated learning framework based
on random feature extractor (FedRFE). Unlike ex-
isting approaches, it does not require any local
model training or pre-trained model, featuring su-
perior resource efficiency. Through comprehen-
sive experiments, we show FedRFE achieves com-
petitive performance while being robust in chal-
lenging scenarios including data heterogeneity and
client scalability. Our code is available athttps:
//github.com/luyuanxyang/FedRFE

1 INTRODUCTION

Federated learning is a distributed and privacy-preserving
machine learning paradigm [Kairouz et al., 2021]. It has
broad applications in domains like finance and healthcare,
which are further advanced by the large-scale deployments
of machine learning on smart devices [Pfeiffer et al., 2023].
Traditional federated learning approaches require repeated
communications between clients and server, which not only
limits learning efficiency [McMahan et al., 2017] but also
raises privacy concerns [Amato et al., 2025]. A compelling
solution is one-shot federated learning (OFL) [Guha et al.,
2019], which restricts communication to a single round.

Although OFL effectively alleviates communication burden,
some challenges remain. In particular, a notable challenge
is client-side resource constraints. In a survey of federated
learning for computationally constrained devices, [Pfeiffer

Table 1: Memory Costs and Capacities [Pfeiffer et al., 2023]

Model Training Memory Device RAM

ResNet18 0.8 GB STM32H5 32 ∼ 640 KB
MobileNet 1.4 GB STM32N6 4.2 MB

LeNet 0.5 GB Raspberry Pi256 MB ∼ 32 GB

Table 2: Example Training Time of 100 epochs on MNIST
with AMD EPYC 7003 CPU and NVIDIA L40 GPU

Models Batch Size CPU Time GPU Time

MobileNet 32 6 h 38 min 1 h 35 min
ResNet-18 32 12 h 36 min 1 h 7 min

et al., 2023] compare the memory required to train deep
models with the memory available on widely used edge
devices, as shown in Table 1. Their analysis indicates that
many edge devices lack sufficient memory to train even
a single model. Moreover, local training can become pro-
hibitively time-consuming on devices without powerful pro-
cessors, such as GPUs, as shown in Table 2.

Although resource constraint has drawn increasing atten-
tions in federated learning research, it has not been broadly
tackled in OFL. Current OFL approaches can be roughly
categorized into two lines. One line follows the framework
in which clients train models locally and upload the result-
ing models to the server for aggregation.[Guha et al., 2019,
Zeng et al., 2024, Dai et al., 2024, Zhang et al., 2022, Al-
louah et al., 2024, Zeng et al., Jhunjhunwala et al., 2024].
This line does not account for local resource constraint.

Another line focuses on obfuscating local data before up-
loading them to the server for model training [Zhou et al.,
2020, Zhang et al., 2024, Song et al., 2023, Guan et al.,
2025, Beitollahi et al., 2024]. Some approaches still require
local training of the obfuscation model such as those em-
ploying the distill technique [Zhou et al., 2020, Zhang et al.,
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2024, Song et al., 2023]. There are approaches that avoid
any local training, by presuming the availability of a rele-
vant pre-trained model [Guan et al., 2025, Beitollahi et al.,
2024]. Although these approaches generally achieve SOTA
performance, their applicability is often limited by the de-
pendence on pre-trained models. In addition, global model
may be highly biased when the pre-trained model does not
well align with the target task [Liu et al., 2025].

Beyond this issue, other problems also pose significant chal-
lenges to the practical deployment of OFL. For example, the
data heterogeneity problem arises as data across clients are
drawn from different distributions, and the client scalability
becomes a concern when a large number of clients partic-
ipate. These challenges can degrade model performance,
particularly when model training can only rely on a single
round of client-server communication.

In this paper, we propose a new OFL framework based
on random feature extract (FedRFE). It does not require
any local training or pre-trained models. Instead, it only
relies on some randomly generated feature extractors, and is
thus extremely resource-efficient. Its accuracy is generally
comparable to those of the SOTA approaches (which rely
on pretrained models), and even higher by a large margin on
some data set. FedRFE also turns out to be fairly robust in
other challenging scenarios including data heterogeneity and
client scalability. We conduct comprehensive experiments
to verify its effectiveness and superiority.

2 RELATED WORK

2.1 ONE-SHOT FEDERATED LEARNING

In the pioneering OFL [Guha et al., 2019], clients conduct
local model training and upload well-trained local models to
the server as the communicated information. Most existing
approaches follow this paradigm and can be broadly catego-
rized into three groups: Generative method [Mendieta et al.,
2025, Yang et al.], Ensemble method [Zeng et al., 2024, Dai
et al., 2024, Zhang et al., 2022, Allouah et al., 2024, Zeng
et al.] and Bayesian method [Jhunjhunwala et al., 2024, Liu
et al., 2024, Hasan et al., 2024]. Although this paradigm
has drawn considerable research interest, their reliance on
substantial local training imposes a heavy computational
burden on clients, especially resource-constrained ones. Ad-
ditionally, the global model may suffer from performance
degradation as the number of clients or the degree of data
heterogeneity increases.

Besides this model-transmission paradigm, some OFL
frameworks explore alternative forms of information. A
set of studies propose to transmit distilled synthetic data to
avoid performance degradation [Zhou et al., 2020, Zhang
et al., 2024, Song et al., 2023]. However, distillation brings
extra computation costs to clients and thus fails to alleviate

the computational burden. Another set of studies choose to
upload descriptions of local data [Chen et al., 2025, Yang
et al., 2024a, Zaland et al., 2025, Yang et al., 2024b]. In
these works, the server generates synthetic samples from the
uploaded descriptions and uses them to train a global clas-
sifier. Although these methods avoid fully training process,
some still require optimization of descriptions and computa-
tion of large pre-trained generative models, which still suffer
from high computation costs. Moreover, the high-fidelity
synthetic data produced by the server raises extra privacy
concerns Carlini et al. [2023].

Recently, [Beitollahi et al., 2024, Guan et al., 2025] explored
uploading statistics of features extracted by pretrained fea-
ture extractors. [Beitollahi et al., 2024] propose to formulate
the global model as a concatenation of a pre-trained feature
extractor and a head classifier. To be specific, each client
uploads class-conditional approximation of extracted fea-
tures, and the server reconstructs the original features to
train the head classifier. [Guan et al., 2025] follows this
design, but eliminates the approximation and reconstruction
step. Specifically, clients compute local feature statistics
from extracted features and upload them to the server. The
server then aggregates them into global feature statistics and
uses them to configure a Bayesian classifier without train-
ing. These two frameworks provide a promising solution to
above challenges, yet are built upon pre-trained extractors.

2.2 CNNS WITH RANDOM WEIGHTS

The effectiveness of CNNs with random weights has been
validated from both empirical and theoretical perspectives.

[Jarrett et al., 2009] empirically showed that a two layer con-
volutional architecture with random filters and a supervised
classifier can achieve strong performance for image classi-
fication. Later, [Saxe et al., 2011] theoretically proves the
frequency selectivity and translation invariance properties
of the random convolutional pooling architecture. More-
over, it also suggests the superiority of certain methods may
primarily originate from the architectural design. [Gilbert
et al., 2017] also confirmed the competitive performance
of CNN with two layers of gaussian random convolution
and a supervised classifier on CIFAR-10. The paper further
indicates that the extracted features by CNNs with random
filters can provide informative representations of the input
data and do not contradict those extracted by CNNs with
learned filters. Notably, [Cao and Wu, 2022] discovers the
surprising phenomenon "Tobias" that a randomly initialized
CNN without learning has superior localization ability, and
ReLU activation and network depth are important contrib-
utors to this ability. With the popularity of lottery ticket
hypothesis [Frankle and Carbin, 2018] : a randomly initial-
ized neural network contains a sub-network such that, when
both networks trained in isolation for similar numbers of
iterations, their performance is comparable, [da Cunha et al.,
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2022] extends it to convolutional neural networks. It derives
theoretical and experimental results to show that it is fea-
sible to approximate any target CNN with high probability
by pruning a randomly initialized CNN of logarithmically
larger size and twice the depth.

3 METHODOLOGY

3.1 PROBLEM SETTING

Our problem setting is regular and focuses on image data.
Let X ⊆ RM×D be the data space of images, where each
image is described by M channels and D features (i.e., the
image is flattened into a vector of dimension D). Suppose
there are c classes and let Y = {1, 2, . . . , c} be the label set.

Suppose there are k clients, and client i possesses a private
data set Di = {(xj , yj) ∈ X×Y}Ni

j=1 of Ni points. Suppose
there is a server that can communicate with all clients and
learn models. The general goal of OFL is to learn a global
model at the server based on one round of client-server
communication that preserves client data privacy.

We aim to design an OFL framework that avoids any local
training or use of pretrained model. Our design is inspired
by the success of random CNN technique [Jarrett et al.,
2009, Cao and Wu, 2022].

Our basic idea is to broadcast the random CNNs to clients,
who then use them to generate obfuscated data that are
uploaded to the server for training the downstream head
classifier. The key of this design is the broadcast CNNs,
which we consider as random feature extractors. In the fol-
lowing, we discuss the lessons learned from random CNN
which leads to our design of these extractors. At the end, we
fill in other details and explain the complete algorithm.

3.2 LESSONS FROM RANDOM CNN

It is known that random CNN can extract useful features for
building strong classifiers. However, the extracted features
also retain information that may allow one to reasonably
reconstruct input data, which raises privacy and security
concern. This concern is formally studied in [Gilbert et al.,
2017], which analyzes the invertibility of random CNN in
terms of the reconstruction error. In this section, we review
the result and discuss related insights that lead to our design.

Consider the following Restricted Isometry Property (RIP)
defined for any vector set and associated distortion factor.

Definition 3.1. For anyM ⊆ Rq, a matrix Φ ∈ Rp×q is
said to satisfyM-RIP if there is a constant δ > 0 such that

(1− δ)||z||2 ≤ ||Φz||2 ≤ (1 + δ)||z||2, (1)

for all z ∈ M, where || · || is ℓ2 norm. The smallest δ that
satisfies ( 1) is called the distortion factor ofM.

Let Mk ⊆ Rp be the set of vectors with exactly k non-
zero entries, and M2

k ⊆ Rp be the set of vectors where
every member can be expressed as x = α1x1 + α2x2 for
some x1, x2 ∈Mk and α1, α2 ∈ R. Here, we omit p in set
notations to indicate it is flexible e.g., if we write y ∈Mk

for y ∈ Rp′
, then p = p′. By design there isMk ⊆ M2k,

which further implies the following.

Remark 3.2. If a matrix Φ ∈ Rp×q satisfiesM2
k-RIP with a

distortion factor δ2k, then the matrix also satisfiesMk-RIP
with a distortion factor δk and δk ≤ δ2k < 1.

Proof. The proof just follows definitions, and we only elabo-
rate the case with upper bound. Suppose Φ satisfiesM2

k-RIP,
then for any z ∈ M2

k, there is ||Φz||2 ≤ (1 + δ2k)||z||2.
Since Mk ⊆ M2

k, the above also holds for all z ∈ Mk.
This means Φ also satisfiesMk-RIP with some distortion
factor δk. For this implied RIP, since δk is the smallest value
that supports the uniform bound (whereas δ2k is only one
possible value), we have δk ≤ δ2k.

Let C(W ) be a single-layer CNN model with the following
structure. Its input vector x ∈ RMD contains data from M
channels, each of dimension D. It has a single convolution
layer that uses K filters, each of dimension ℓ, and stride
length t so the number of filter shifts is n = (D − ℓ)/t+ 1.
Let W ∈ RKn×MD be its weight matrix for its filters,
which maps x to a convolution output z(x) = Wx ∈ RKn,
followed by a ReLU activation function and then a pooling
function M that outputs a vector ẑ(x) = M(z(x), k) ∈
RKn ∩ Mk. It is verified in prior study that M includes
max-pooling. Finally, a regular MLP classifier is applied.

[Gilbert et al., 2017] present two results for model C(W ).
First, if the model uses Gaussian random filters, then WT

satisfiesM2
k-RIP with distortion factor δ2k with high prob-

ability, providing (Theorem 3.1 & Corollary 3.2)

ln(Kn)

δ22k
≤ g(M,D, ℓ, k, n), (2)

where g is a function of other model hyper-parameters. Note
this implies δ2k = Ω(

√
ln(Kn)).

Second, if W isM2
k-RIP with distortion factor δ2k, then for

any input x with ||x|| ̸= 0, its reconstructed x̂ = WT ẑ(x)
based on hidden unit ẑ(x) satisfies (Theorem 3.3)

||x− x̂|| ≤ 5δ2k
1− δk

√
1 + δ2k√
1− δ2k

||x||, (3)

where δk is the distortion factor of the implied RIP in
Remark 3.2. Combining this with (2), it can be verified
that when other hyper-parameters are fixed and input has a
bounded norm, the reconstruction error satisfies

||x− x̂|| = O(1/
√
ln(Kn)), (4)

for small δ2k.
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Figure 1: Architecture of a Feature Extractor ϕi

3.3 RANDOM FEATURE EXTRACTOR DESIGN

Our feature extractor is a subnetwork of random CNN that
contains both the random convolution layer and one linear
layer. This linear layer also adopts random weights to map
the hidden unit ẑ from RKn dimensional space to a lower
d-dimensional space. Figure 1 illustrates a feature extractor.

We examine invertibility of the designed extractor. Let
R ∈ Rd×Kn be the projection matrix at the linear layer,
whose entries are sampled i.i.d. from O(0, 1/d). Let v̂(x) =
Rẑ(x) ∈ Rd be the projected vector and x̃ = RT v̂(x) be
the reconstructed vector. Our observation is as follows.

Remark 3.3. For C(W ), if the model uses Gaussian random
filters and both W and ẑ(x) have bounded operator norms,
then with high probability,

min
U∈RMD×d

||x− Uv̂(x)|| = Õ(Kn/d). (5)

Proof. Begin with a decomposition:

min
U
||x− Uv̂(x)|| ≤ ||x− x̂||+min

U
||x̂− Uv̂(x)||. (6)

The first term can be bounded by (4). The second term can
be bounded as follows:

min
U
||x̂− Uv̂(x)|| = min

U
||WT ẑ(x)− URẑ(x)||

≤ ||WT ẑ(x)−WTRTRẑ(x)||

≤ ||W || ||ẑ(x)|| · ||I −RTR||

= O(max
i
|σ2

i (R)− 1|),

(7)

where σi is the ith largest singular value of R (including
ties); the first inequality holds with U = WTRT and the
last line holds for bounded operator norms of W and ẑ(x).
Since R has entries i.i.d. from N(0, 1/d), classic random
matrix theory [Vershynin, 2012, Corollary 5.35] implies

σi(R)2 ≤ Kn/d+ 1 + o(1) (8)

with high probability. Plugging this back to the above shows

min
U
||x̂− Uv̂(x)|| = O(Kn/d). (9)
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Figure 2: Accuracy-Privacy Tradeoff based on d

Plugging this back to (6) and noting that the first term has a
lower-order bound yields the remark.

We have some interesting observations from the remark.

First, it suggests the invertibility of our feature extractor is
dominated by the linear layer, since the convolution layer
introduces way smaller error O(

√
ln(Kn)) that is overruled

by the O(Kn/d) error introduced at the linear layer. This
aligns with a common sense that, the convolution layer ex-
tracts useful information while linear layer mainly preserves
the extracted information. For this reason, in practice we
suggest fix a reasonable Kn and focus on tuning d.

Second, it suggests our feature extractor is less invertible
when d is small or Kn is large. It is well-known that smaller
d typically implies lower model accuracy. Thus, the remark
establishes an accuracy-privacy tradeoff balanced by d. Fig-
ure 2 demonstrates this trade-off on real-world data, with
detailed setup explained in Section 5. Note the x-axis shows
reconstruction accuracy (PSNR), and smaller PSNR means
more privacy. As d varies, we see the model either gains
more privacy but less accuracy (e.g. d = 64) or higher ac-
curacy but less privacy (e.g., d = 1280). This confirms the
existence of the accuracy-privacy tradeoff.

Figure 3 provides a more intuitive result of the tradeoff. It
shows an original image and its reconstructions from the
extractor output x̃; reconstructed images are obtained using
a very popular feature inversion technique [Ulyanov et al.,
2018], with detailed configuration explained in Section 5.
We see smaller d provides less meaningful reconstructions,
and d = 256 seems like a good threshold in both figures.

The impact of Kn on input data reconstruction is twofold.
For the convolution layer that maps MD-dimensional input
data into Kn-dimensional data, larger Kn implies that more
information is preserved and hence reconstruction is easier
(lower error in (4)). For the linear layer that further maps
Kn-dimensional data into d-dimensional data, larger KN
implies that more information are compressed and hence
reconstruction is harder (higher error in (9)). Overall, error
incurred at the linear layer dominates so the reconstruction
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Figure 3: Reconstruction Attack Results on CIFAR100

Algorithm 1 One-Shot Federated Learning based on Ran-
dom Feature Extractor (FedRFE)

1: Server: randomly sample a set of random feature ex-
tractors ϕ1, ϕ2, . . . , ϕm, each mapping from the input
domain RMD to the hidden unit domain Rd.

2: Server: broadcast set {ϕi} to each of k clients.
3: for i = 1, 2, . . . , k in parallel do:

Client: client i runs algorithm Extraction(Di) and
uploads algorithm output D̃i to the server.

4: end for
5: Server: train a head classifier g based on D̃i’s.
6: return Global model f = g ◦ (ϕ1, ϕ2, . . . , ϕm).

error increases as Kn increases.

3.4 FRAMEWORK DESIGN

In this section, we describe the complete design of FedRFE
and its learning algorithm.

Let ϕ : RMD → Rd be a random feature extractor designed
in Section 3.3. Recall it has a random convolution layer plus
a max-pooling layer, denoted as C(W ) : RMD → RKn;
then, C is followed by a linear mapping from RKn to Rd.

Since a single feature extractor may provide limited infor-
mation for classification, we propose the server broadcast a
collection of m extractors {ϕ1, ϕ2, . . . ϕm} to the clients to
collect more extracted information for boosting model per-
formance in an ensemble fashion [Dietterich, 2000, Zhou,
2025]. For each data point x, its features are generated by
these extractors and then stacked into a higher dimensional
vector [ϕ1(x); . . . ;ϕm(x)] ∈ Rmd. Finally, after the server
receives uploaded data from all clients, it standardly learns
an MLP classifier as the head classifier g : Rmd → Rc.
When learning is done, the head classifier is attached to
the random feature extractors to form the global model
f = g ◦ (ϕ1, . . . , ϕm). The complete FedRFE learning
framework is provided in Algorithm 1 2.

Algorithm 2 The Extraction(Di) Protocol

1: for each point (xj , yj) ∈ Di do:
2: for l = 1, 2, . . . ,m do: Compute ϕl(xj) ∈ Rd

3: end for
4: sj ← [ϕ1(xj);ϕ2(xj); . . . ;ϕm(xj)] ∈ Rmd

5: end for
6: return D̃i = {(sj , yj)}Ni

j=1.

4 EXPERIMENT

4.1 SETUP

Datasets. We experiment on three real-world datasets that
are commonly used in federated learning research i.e., CI-
FAR10 (C10) [Krizhevsky et al., 2009], CIFAR100 (C100)
[Krizhevsky et al., 2009] and SVHN [Netzer et al., 2011].

Data Heterogeneity. We follow a common practice Zeng
et al., 2024], Li et al. [2022] to simulate data heterogeneity
in reality. The basic idea is that data sets at different clients
have different label distributions independently sampled
from a Dirichlet distribution. More specifically, for each
class c, the posterior probability pc is sampled from Dir(α)
independently for each client. In general, smaller α yields
higher degree of heterogeneity across clients.

Baselines. This study focuses on resource-constrained en-
vironment for one-shot federated learning. Directly related
baselines that address the same problem are FedPFT [Beitol-
lahi et al., 2024] and FedCGS [Guan et al., 2025], which as-
sumes pre-trained generative models are available. For com-
prehensiveness, we also compare with the SOTA techniques
that adopt local model training, which are FAFI Zeng et al.
and IntactOFL [Zeng et al., 2024] and Co-Boosting[Dai
et al., 2024]. Finally, the vallina FedAvg [McMahan et al.,
2017, Guha et al., 2019] is also included as a baseline. Like
all above studies, for fair comparison we exclude the tech-
niques built on pre-trained generative models [Zeng et al.,
2024, Guan et al., 2025, Zeng et al.].

General Configuration. We evaluate a broad range of client
number k, from 5 to 120, and report the main comparison
results based on k = 20. To simulate a resource-constrained
local environment, in our main results, all baselines requir-
ing local model training are restricted to exactly 100 epochs
of local model updates with the standard 0.01 learning rate
[Dai et al., 2024]. At the end, we also compare with these
baselines without such restriction. Finally, we choose the
most common ResNet-18 as base model for all baselines;
for FedPFT and FedCGS, the pre-trained ResNet-18 is used
as their pretrained models. All reported results are averaged
over three random seeds.

Configuration of FedRFE.

We set the hyper-parameters for FedRFE as follows.
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Table 3: Accuracy (%) of FedFRE based on Different m and
Convolution Layer Number.

Dataset # Conv.Layers 0 1 2

C10
(m=1,d=256) 48.65 ± 0.3 56.53 ± 0.1 54.21 ± 0.6
(m=5,d=256) 55.34 ± 0.1 65.33 ± 0.2 63.57 ± 0.1
(m=10,d=256) 55.45 ± 0.1 66.65 ± 0.6 65.96 ± 0.1
(m=15,d=256) 54.19 ± 0.9 66.81 ± 0.3 64.56 ± 0.0
(m=20,d=256) 53.83 ± 0.4 64.36 ± 0.39 64.85 ± 0.1
(m=1,d=2560) 55.58 ± 0.3 65.83 ± 0.31 63.35 ± 0.8

C100
(m=1,d=256) 23.47 ± 0.4 28.80 ± 0.6 25.31 ± 0.1
(m=5,d=256) 28.93 ± 0.2 37.36 ± 0.5 35.53 ± 0.2
(m=10,d=256) 29.19 ± 0.3 39.80 ± 0.0 37.74 ± 0.3
(m=15,d=256) 28.84 ± 0.2 38.88 ± 0.8 39.02 ± 0.2
(m=20,d=256) 27.59 ± 0.4 39.00 ± 0.4 38.98 ± 0.4
(m=1,d=2560) 28.87 ± 0.2 37.89 ± 0.4 36.07 ± 0.3

Table 4: Accuracy (%) of FedFRE based on Head Classifiers
g with Different Number of Hidden Layers

Dataset classifier Accuracy

CIFAR10
1-layer MLP 61.65 ± 0.07
2-layer MLP 66.65 ± 0.62
3-layer MLP 62.12± 1.52

Figure 2 presents the relationship between reconstruction
similarity PSNR and the test accuracy of global model con-
sisting of a single feature extractor ϕl and a 2-layer MLP
with varying output dimension d of ϕl. Then, Figure 3 shows
the exact reconstructed image of ϕl with changing d. From
both images, we can conduct the optimal output dimension
of single random feature extractor is d = 256 for balancing
accuracy and privacy. We also conduct experiments to find
the best structure for FedRFE by varying convolution Layer
number and extractor number in table 3.Number of feature
extractors in the ensemble is set as m = 10 based on Ta-
ble 3 (where α = 0.3 and k = 20) as it generally leads to
optimal performance. Number of convolution layer is set
as 1 based on Table 3, for it yields optimal performance in
most cases. In this table, the top row shows three candidate
layer numbers 0, 1, 2. Number 0 means no convolution is
performed, so the feature extractor is simply a linear random
projection. Number of layers for the head MLP classifier is
set as 2 based on Table 4 ( based on α = 0.3 and k = 20).
We set the number of output channels to 64, vary the kernel
size among 3 , 5 and 7 , and vary the stride between 1 and 2.
The head MLP classifier is trained with cross-entropy loss.

4.2 MAIN COMPARISON RESULTS

Table 5 presents the classification performance of all meth-
ods with 20 clients. We have several observations.

First, our FedRFE achieves the highest or second highest ac-
curacy in most cases, especially when clients have high data

heterogeneity. This demonstrates its superior and robust per-
formance as a new one-shot federated learning framework.

Second, all methods that upload obfuscated data (FedPFT,
FedCGS, FedRFE) are fairly robust across all heterogeneity
degrees, compared to baselines that upload local models
(FAFI, IntactORF, etc). This aligns with the observation in
prior studies [Guan et al., 2025] that presents feature-based
methods as a promising direction to tackle data heterogene-
ity in one-shot federated learning.

Third, compared with SOTA feature-based methods Fed-
CGS and FedPFT, FedRFE achieves higher accuracy on
most data sets, especially by a large margin on SVHN. Even
on the third data set it performs closely to the optimum.
Most importantly, FedFRE excels without using any (expen-
sive) pre-trained model like the other two methods. These
establishes FedRFE as a new SOTA method for one-shot
federated learning that features extreme resource efficiency.

4.3 IMPACT OF RESOURCE CONSTRAINT

To further evaluate the impact of resource constraint on dif-
ferent methods, we gradually relax the restriction on local
model training epochs. Figure 4 shows classification accu-
racy with five clients. In each figure, the x-axis shows the
number of epochs used for model training. The limit is set
to 200, which is reported by the latest FAFI as a sufficient
number for convergence.

We see as the epoch number increases, methods that rely
on local model training generally gain higher accuracies.
Among them, the latest FAFI seems to gain the fastest im-
provement rate but still falls behind feature-based methods
under high data heterogeneity e.g., α = 0.01 or 0.05. In gen-
eral, the result suggests that existing local-training methods
are extremely sensitive to resource constraints and feature-
based methods are not only naturally robust but can often
provide competitive performance especially when data het-
erogeneity is large.

We also evaluate the computation time at each client. Results
are shown in Table 6. We see FedPFT, FedCGS and our
method all consume significantly less time. This substantial
time savings make these three methods the better choice for
realistic deployment, comparing with the hours of training
process of other methods.

In the rest experiment, we focus on the comparative perfor-
mance of FedRFE with unconstrained local resources. To
this end, local-training epoch number is set to 200.

4.4 IMPACT OF HETEROGENEITY

In this section, we focus on evaluating the impact of data
heterogeneity from two perspectives. First, we rerun the
comparison experiment with increased local training epochs.
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Table 5: Classification Accuracy (%) of All Methods

Dataset α FedAvg (one-shot) Co-Boosting IntactOFL FAFI FedPFT FedCGS Ours

CIFAR10
0.01 15.72 ± 0.87 37.03 ± 0.21 13.87 ± 0.35 38.51 ± 0.88 56.07 ± 0.27 63.95 ± 0 66.51 ± 0.09
0.05 15.30 ± 0.42 50.32 ± 0.93 49.01 ± 0.74 57.22 ± 0.37 56.63 ± 0.47 63.95 ± 0 66.94 ± 0.41
0.10 31.86 ± 2.81 65.32 ± 1.40 57.75 ± 0.34 67.62 ± 1.61 56.62 ± 0.09 63.95 ± 0 66.99 ± 0.14
0.30 50.80 ± 3.15 68.12 ± 1.68 65.41 ± 0.82 79.83 ± 0.41 57.71 ± 0.21 63.95 ± 0 66.65 ± 0.62

CIFAR100
0.01 4.00 ± 0.26 14.08 ± 0.91 11.57 ± 0.85 20.54± 1.71 36.67 ± 0.16 39.95 ± 0 39.10 ± 0.04
0.05 7.98 ± 0.43 21.33 ± 0.85 18.61 ± 1.15 26.57 ± 0.83 37.50 ± 0.13 39.95 ± 0 39.22 ± 0.13
0.10 10.62 ± 0.87 32.62 ± 1.05 23.35 ± 1.17 30.79 ± 1.09 37.83 ± 0.08 39.95 ± 0 39.40 ± 0.14
0.30 18.44 ± 0.36 38.74 ± 1.21 31.98 ± 0.18 40.19 ± 0.68 38.92 ± 0.36 39.95 ± 0 39.80 ± 0.03

SVHN
0.01 15.93 ± 1.89 37.20 ± 2.40 22.04 ± 0.69 36.46 ± 0.64 42.58 ± 0.34 57.77 ± 0 81.01 ± 0.34
0.05 18.32 ± 0.92 64.05 ± 2.33 65.69 ± 1.33 74.72 ± 0.95 43.17 ± 0.23 57.76 ± 0 80.53 ± 0.10
0.10 45.30 ± 1.20 67.26 ± 0.29 81.94 ± 0.81 76.22 ± 1.28 43.64 ± 0.56 57.77 ± 0 80.77 ± 0.53
0.30 50.32 ± 0.63 73.97 ± 1.13 88.25 ± 0.43 85.70 ± 1.45 44.87 ± 0.42 57.76 ± 0 80.35 ± 0.24
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Figure 4: Impact of the Number of Training Epochs on Classification Performance on CIFAR-100.

Table 6: Computation Time at Each Client on CIFAR-100 based on with AMD EPYC 7003 and NVIDIA L40

Methods Models Batch Size Local Training Epoch CPU Time GPU Time

FedAvg (one-shot) ResNet-18 256 100 4 h 13 min 7 min
Co-Boosting ResNet-18 256 100 48 min 13 min
IntactOFL ResNet-18 256 100 54 min 7 min

FAFI ResNet-18 256 100 20 h 19 min 32 min
FedPFT ResNet-18 256 Non 11 s 6 s
FedCGS ResNet-18 256 Non 10 s 3 s

Ours Random CNN 256 Non 1 min 40 s 7 s

Results are shown in Table 7. We observe a similar pat-
tern i.e., feature-based methods remain robust across all
heterogeneity degrees, and FedRFE offers competitive per-
formance. For local-training methods like FAFI, we see its
performance gains significant improvements e.g., accuracy
is about 10% higher than in resource-constrained environ-
ment (Table 5).

Next, we evaluate all methods under another type of data het-
erogeneity based on quantity-based label partition [Li et al.,
2022, Dai et al., 2024]. In this setting, each client only pos-
sesses data from C number of classes out of total c classes,
which makes global learning very challenging. None of our
SOTA baseline methods have tested this scenario. Our ex-
perimental results are shown in Table 8. First, we observe all

performance improves as C increases, which is somewhat
expected. Surprisingly, the proposed FedRFE outperforms
all SOTA baselines (including feature-based methods) by
a large margin and across all choices of C, featuring its
outstanding robustness under extreme heterogeneity.

Table 7: Accuracy (%) with Five Clients on CIFAR100

IntactOFL FAFI FedPFT FedCGS Ours

α=0.01 13.67 30.10 36.40 39.98 39.18
α=0.05 20.60 36.38 36.84 39.99 39.36
α=0.1 24.64 43.40 36.86 39.98 39.16
α=0.3 32.73 53.68 37.36 39.98 39.30
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Table 8: Accuracy (%) with Five Clients on SVHN

IntactOFL FAFI FedPFT FedCGS Ours

C=2 43.69 31.70 33.44 19.59 70.78
C=3 65.49 53.89 37.90 51.65 75.97
C=5 67.08 53.85 43.13 57.34 76.14

4.5 LARGE NUMBER OF CLIENTS

In this section, we evaluate the performance of all methods
as client number increases. This is an important scenario for
deploying federated learning techniques, as many real-world
problems include a large number (e.g. millions) of clients
[Kairouz et al., 2021, Caldas et al., 2018]. The scenario
becomes particularly challenging with data heterogeneity,
which would rapidly accumulate over massive clients caus-
ing substantial performance degeneration.

Results are shown in Table 9. We see feature-based methods
remain robust as client number increases, and FedRFE offers
near-optimal performance compared to the leading methods.
This suggests them a better option for large-scale one-shot
federated learning. Comparatively, local-training methods
have rapid degenerating performance.

4.6 EFFECTS OF PRE-TRAINED MODELS

Our experiments evaluates the dependence of data-
uploading methods FedCGS and FedPFT on pre-trained
models. To this end, we replace their pre-trained models
with a random model (created by replacing the ResNet-
18 feature extractor trained on ImageNet with a randomly
initialized ResNet-18). The replaced models are called
FedPFT.r and FedCGS.r accordingly.

Table 10 shows the results. We see FedCGS and FedPFT
performance substantially degrade after pre-trained models
are replaced with random ones. This indicate these meth-
ods rely heavily on pre-trained models, which limit their
applicability in some real-world scenarios. For example,
the performance may deteriorate significantly when the pre-
train dataset does not align with the target task in specific
industries[Liu et al., 2025]. Comparatively, the proposed
FedRFE relies solely on random models and thus is much
cheaper and more broadly applicable.

5 DISCUSSION

We discuss the feature privacy of our framework. We con-
sider two scenarios that server acts as an attacker: 1). server
uses all functions {ϕ1, ϕ2, . . . , ϕ10} to reconstruct the pri-
vate data with uploaded features [s1, . . . , s10], 2). server
correctly locates the feature outputs and corresponding ex-

Table 9: Accuracy (%) with α = 0.3 on CIFAR-100

k IntactOFL FAFI FedPFT FedCGS Ours

5 32.73 53.68 37.31 39.96 39.09
20 37.29 52.25 38.76 39.96 39.80
50 33.03 44.66 39.91 39.96 39.21
100 28.8 36.56 39.83 39.97 39.64
120 27.3 34.13 39.56 39.99 39.29

Table 10: Accuracy (%) with 20 Clients on CIFAR-10

α FedPFT.r FedPFT FedCGS.r FedCGS Ours

0.01 10.57 56.07 17.48 63.95 66.51
0.05 11.88 56.63 17.91 63.95 66.94
0.1 10.00 56.62 18.39 63.95 66.99
0.3 10.33 57.71 17.88 63.95 66.65

tractors and uses one ϕi to reconstruct the private data with
corresponding features si. We utilize the popular feature in-
version technology [Ulyanov et al., 2018] to simulate above
attacks. For comparison, we use the first layer of pre-trained
ResNet-50 and a flatten layer to get the flattened raw feature
of input data and present the reconstruction image.

Test Data 1st Attack 2nd Attack Raw Feature

Figure 5: Results of reconstruction attacks on CIFAR100.

We randomly select 10 images in CIFAR100 and report the
reconstruction images 6 7 and mean PSNR value 11 of all
images for raw features and 2nd Attack reconstruction. For
first attack, as the stacked vector destroyed the original data
structure, it’s impossible to reconstruct any useful informa-
tion from the whole feature vector. For second attack, it is
hard to visually identify the original image’s class or content.
The PSNR value further validates this. This demonstrates
that FedRFE can satisfy strict privacy requirements.

6 CONCLUSION

In this paper, we propose a novel one-shot federated learning
framework based on random feature extractor (FedRFE). It
is the first framework that does not require local model train-
ing or pretrained model, thus featuring extreme resource-
efficient. Through comprehensive experiments, we show Fe-
dRFE achieves competitive performance while being fairly
robust in challenging scenarios including data heterogeneity
and scalability.
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Figure 6: Results of reconstruction attacks on CIFAR100.
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Figure 7: Results of reconstruction attacks on CIFAR100.
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A RECONSTRUCTION ATTACK

We consider two scenarios that server acts as an attacker: 1). server uses all functions {ϕ1, ϕ2, . . . , ϕ10} to reconstruct
the private data with uploaded features [s1, . . . , s10], 2). server correctly locates the feature outputs and corresponding
extractors and uses one ϕi to reconstruct the private data with corresponding features si. We utilize the popular feature
inversion technology Ulyanov et al. [2018] to simulate above attacks. Intuitively, this mechanism learns a function fθ that
can generate images whose mappings (by the FedFRE random feature extractor) match the mappings uploaded from clients.
To be specific, for Attack 1, it solves

min
θ
||[ϕ1(fθ(z)), . . . , ϕ10(fθ(z))]− [s1, . . . , s10]||2,

where z is a randomly sampled noise, si’s are client uploaded features, ϕi is the random feature extractor of FedFRE and fθ
has a U-Net-like encoder–decoder architecture. For Attack 2, it solves

min
θ
||ϕi(fθ(z))− si||2.

We report all reconstruction images in 6 7 and their average similarity measure in 11. For attack one, it’s impossible to
recover any useful information due to the stacked feature vector. For attack two, it’s difficult to identify the class or content
of original image. Moreover, the mean PSNR value is below 15, suggesting the reconstructed images are heavily distorted
and the visual information leakage is very limited.

Table 11: Similarity measure for Reconstructed Images.

Reconstruction source PSNR

Raw features 27.01± 1.72
2nd Attack 14.78 ± 1.55

B COMMUNICATION COST

As mentioned above, FedRFE requires uploading a R2560 vector for every sample, which may bring concerns about the
total volume of data transmission. For the majority of prior methods, the standard transmitted local model is ResNet-18,
which is equivalent to approximately 4500 vectors in terms of the number of parameters 12. Therefore, in realistic settings
where each client typically holds at most thousands of samples [Caldas et al., 2018], the total communication volume of our
method remains no greater than that of directly transmitting the local model.

Table 12: Comparison of Communication Costs (by parameters).

Message Memory Cost (per client)

ResNet-18 11.7 M
4500 vectors sj ∈ R2560 11.5 M

C LABEL PRIVACY

Uploading numerical label of samples has precedent in federated learning. [Chen et al., 2025, Shin et al., 2020, Zhou et al.,
2020, Zhang et al., 2024, Song et al., 2023, Li et al., 2025] require uploading the labels of real-world samples or synthetic
samples. Another line of approaches require clients to provide the statistical information of labels, specifically the total
number of samples belonging to each class [Heinbaugh et al., 2023, Guan et al., 2025, Luo et al., 2021]. This information
reveals the local label distribution and is therefore closely related to direct label transmission.

Meanwhile, we provide a variant of FedRFE to meet stringent privacy requirements in real-world deployments.
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C.1 FEDRFE-F

To protect label differential privacy (LDP), we provide a variant, called FedRFE-F. In addition to the original algorithm,
each client also applies a popular LDP mechanism Ghazi et al. [2021] to obfuscate labels before sending them to the server.
This mechanism flips labels with certain probability, and is guaranteed to preserve LDP. Results are shown in the following
Table 13, where ϵ is the DP budget and the associated number is the percentage of flipped labels. It can be observed that the
accuracy remains well preserved even when a portion of the labels is flipped.

Table 13: Classification Accuracy (%) of FedRFE-F

Dataset α ϵ = 2 (55 % flip) ϵ = 3 (31 % flip) ϵ = 4 (14 % flip) FedRFE

CIFAR10
0.01 55.19 61.07 65.00 66.51
0.05 53.76 63.56 64.78 66.94
0.10 61.18 64.82 66.03 66.99
0.30 62.43 66.50 68.25 66.65

SVHN
0.01 67.05 73.65 76.32 81.01
0.05 74.74 74.37 78.75 80.53
0.10 75.27 77.85 79.49 80.77
0.30 75.47 79.23 80.92 80.35

α ϵ = 4 (64 % flip) ϵ = 5 (40 % flip) ϵ = 6 (20 % flip) FedRFE

CIFAR100
0.01 23.72 30.89 34.27 39.10
0.05 29.50 33.98 36.49 39.22
0.10 31.16 36.48 37.87 39.40
0.30 33.26 38.29 39.43 39.80

D MEMBERSHIP INFERENCE ATTACK

We also evaluate robustness of FedFRE against membership inference attack, based on the setting in Chen et al. [2025].
Results with α = 0.3 and k = 5 are shown below. Metric Entropy is defined as the absolute difference between prediction
entropy on testing data and prediction entropy on training data. Metric Loss is defined as the absolute difference between
average cross-entropy loss on testing data and average cross-entropy loss on training data. Lower entropy and loss imply the
method is more robust. We see the performance of FedFRE is comparable to some previous methods.

Table 14: Membership Inference Attack (MIA) analysis.

Dataset MIA Metric FedAvg (one-shot) FedPFT FedCGS FedRFE

SVHN Entropy 0.02 0.09 0.03 0.06
Loss 0.04 0.78 0.01 0.22

CIFAR-10 Entropy 0.01 0.03 0.00 0.06
Loss 0.06 0.30 0.06 0.35

CIFAR-100 Entropy 0.00 0.04 0.03 0.11
Loss 0.19 0.61 0.58 0.66
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