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Abstract

Industrial processes are often safety-critical and consist of multiple interacting compo-
nents. The complexity of such systems, combined with the scarcity of faulty-operation
data, makes the construction of reliable anomaly detection models challenging. To address
this issue, we investigate how qualitative information in technical process documentation
- specifically Piping and Instrumentation Diagrams (P&IDs) - can guide the construction
of Bayesian networks for anomaly detection. P&IDs describe the instrumentation and
piping of industrial systems, including the placement of sensors and actuators and their
interconnections. We show how this structural information can be exploited to decompose
an industrial process into smaller subsystems for which local models can be specified or
learned independently. For anomaly detection, we employ a conflict-based measure that
quantifies inconsistencies in observed process data. We adapt existing threshold calibration
and smoothing concepts to the conflict-measure setting, introducing three sequential filters
that balance false-alarm frequency against detection latency for true anomalies.

The proposed methodology has been integrated into PredictIT, a predictive mainte-
nance platform for industrial processes and systems. Experiments on a simulated formalde-
hyde production plant demonstrate that P&ID-informed models outperform corresponding
full-system models, yielding lower false positive rates and reduced detection latency.
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1. Introduction

The increasing adoption of Industry 4.0 technologies has intensified interest in predictive
maintenance and data-driven industrial monitoring (Vaidya et al., 2018). Rather than re-
acting to failures after they occur, predictive maintenance aims to detect abnormal system
behaviour early using sensor data and condition monitoring. However, reliable anomaly
detection in industrial systems remains challenging due to noisy measurements, complex
process dependencies, and scarcity of fault data (Naqvi et al., 2026). Purely data-driven ap-
proaches may struggle to generalise to rare fault conditions, while expert-driven approaches
often require extensive manual modeling effort.

Piping and Instrumentation Diagrams (P&IDs) (King, 1998) are standard technical
documentation of industrial plants, capturing equipment and their interconnections. This
structural information may be utilized in combination with probabilistic graphical mod-
els (PGMs) (Pearl, 1991): in particular, Bayesian Networks (BNs) (Jensen and Nielsen,
2007), can combine qualitative structural information with quantitative sensor measure-
ments, making them well suited for enabling industrial monitoring tasks in safety-critical
environments.

This work investigates the use of P&ID-guided decomposition of a system for anomaly
detection in industrial processes. Given available process variables, the objective is to detect
deviations from normal operation as early as possible while minimising false positives and
supporting fault localization. The proposed approach decomposes the plant into subsystems
based on the structural information in the P&ID, for which local models can then be
specified or learned independently. Furthermore, the modular structure of the approach
may support reuse of model components across plants containing similar subsystems.

Anomaly detection for industrial systems has been explored extensively. A recent re-
view notes advances in image processing (Alzarooni et al., 2025), with anomalies detected
using student-teacher approaches (Batzner et al., 2024) and foundation models (Gu et al.,
2024). There has also been work on developing increasingly challenging benchmarks to
reflect real-world conditions (Wang et al., 2024). For time series anomaly detection, Graph
Neural Networks, and in particular Graph Attention Networks, have been utilised to learn
inter-sensor relationships (Deng and Hooi, 2021) and to capture spatial and temporal de-
pendencies between variables (Tian et al., 2023). Recently, Li et al. (2026) have integrated
domain knowledge with a graph attention network to reduce spurious correlations.

Probabilistic approaches using BNs have also been explored for anomaly detection in
sensor data. Nielsen and Jensen (2007) detect faults using a conflict-based measure that
quantifies inconsistencies in observed process data. Conflict-based anomaly detection has
also been explored in tabular data (Dufraisse et al., 2020) and to detect anomalies in elec-
trical grids (Madsen et al., 2025). Unlike Rong et al. (2024), whose classification model
is trained on clusters of previously observed abnormal patterns, the conflict measure re-
quires only a BN of normal operation and no prior examples of faults. Onnes et al. (2024)
use a similar conflict measure with a calibrated threshold for AI monitoring, but not for
industrial fault detection. The novelty of our work is the integration of technical documen-
tation (P&IDs) and probabilistic anomaly detection, which, to our knowledge, has not been
explored previously. We also introduce a conflict threshold calibration method and three
smoothing filters to reduce false positives.
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The remainder of this paper is organised as follows. Section 2 introduces the formalde-
hyde plant case study and problem setting. Section 3 presents the mathematical prelim-
inaries and notation used throughout the paper. Section 4 describes a conflict threshold
calibration method, three smoothing filters and an algorithm for constructing BN models
from the P&ID. Section 5 presents the experimental design and results. Section 6 describes
the integration of the approach into the PredictIT application1. Finally, Section 7 concludes
the paper and outlines directions for future work.

2. Case Study: Formaldehyde Plant

Industrial processes are complex, safety-critical systems for which real fault data is rarely
available and ground truth is difficult to establish. To evaluate our approach in a controlled
setting, we use a simulated formaldehyde production plant, which allows faults to be in-
jected with known onset, magnitude, and location while capturing the multivariate sensor
interactions typical of real industrial processes. The system under study is an experimental
formaldehyde production plant (Demichela et al., 2017), developed within the Collaborative
Intelligence for Safety-Critical Systems (CISC) project2 and previously used for industrial
decision support and operator assistance research (Demichela et al., 2017; Amazu et al.,
2025; Abbas et al., 2025; Mietkiewicz et al., 2023, 2024; Amazu et al.; Briwa et al., 2026).
Figure 1 shows the P&ID of the plant with an indication of its 6 different subsystems. The

Figure 1: Overview of the formaldehyde plant under study adapted from Demichela et al.
(2017).

plant produces formaldehyde through partial oxidation of methanol with air, and consists of
six main subsystems: Compressor (1), Tank (2), Methanol Heater (3), Heat Exchangers (4),

1. https://idocpredictit.dk/
2. https://www.ciscproject.eu/
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Reactor (5), and Absorber (6). The Tank stores liquid methanol and the Methanol Heater
vaporizes the feed stream before reaction, while the Compressor supplies the airflow re-
quired for oxidation; the Reactor then converts methanol into formaldehyde over a catalyst,
with the Heat Exchangers and Absorber recovering energy and capturing the final product.

Figure 2: Tank subsystem of the
formaldehyde plant.

Currently, the plant relies primarily on threshold-
based sensor alarms, and in complex operat-
ing conditions a large number of simultaneous
alarms may increase operator workload and de-
lay response times (Briwa et al., 2026), making
it essential that any anomaly detection system
maintains a low false positive rate and is robust
to sensor noise and transient deviations. For fur-
ther inspection of the system, consider the Tank
subsystem, shown in Figure 2: sensors are de-
picted by circles with tag numbers indicating the
measured variable and modifiers, pipes by lines,
and equipment by predefined (sometimes plant-
specific, custom) symbols3.

3. Preliminaries

3.1. P&ID

Piping and Instrumentation Diagrams (P&IDs) are standardised engineering diagrams de-
scribing process components, instrumentation, and their interconnections according to the
ISA-5.1 standard (International Society of Automation (ISA), 2024; King, 1998). These
diagrams provide a structural representation of industrial plants that is widely used in en-
gineering practice. Automatic extraction of structured information from P&IDs has been
studied, primarily using deep learning approaches (Toral et al., 2021; Yoochan et al., 2021;
Kim et al., 2021; Mani et al., 2020). However, challenges such as limited annotated data,
symbol variability, and class imbalance remain unresolved in general settings (Jamieson
et al., 2024). In this work, we focus on the use of P&IDs for probabilistic modeling rather
than data extraction. We represent a P&ID as D = (V,U), where V = {V1, . . . , Vn} is
the set of process variables, each corresponding to a measurable or observable quantity like
equipment, settings, derived variables or other process elements, and U = {U1, . . . , Uk} is
a partition of V into subsystems, where Ui ⊆ V,

⋃k
i=1 Ui = V, semantically groups the

variables belonging to a physically coherent section of the plant, as defined by the P&ID.

Example: Formaldehyde Plant Consider again the formaldehyde plant introduced
in Section 2 and illustrated in Figure 1. Each plant section corresponds to a subsystem
Ui ∈ U , and the variables in each group measure physical quantities such as pressure,
temperature, and flow rate within that section. Figure 2 shows the Tank subsystem UTank,
whose measurable sensor variables are shown as circles. These include nitrogen flow (FAL,
FAH) measured in Nm3/h, pressure (PAL, PSLL, PAH, PIC) measured in Pascal, tank
level (LAH, LAL) measured in meters and temperature (TAL, TAH) measured in ◦C.

3. https://kimray.com/training/most-common-control-valve-symbols-pid
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3.2. Bayesian Networks

A BN (Jensen and Nielsen, 2007) is a probabilistic graphical model represented by the tuple
B = (G,P), where G = (X,E) is a directed acyclic graph (DAG) over random variables
X = {X1, . . . , Xn} with edges E, and P is the corresponding set of conditional probabil-
ity distributions. For discrete variables, each distribution is represented as a conditional
probability table, encoding the distribution of a variable Xi given its parents Pa(Xi), while
for continuous variables the distribution is a conditional linear Gaussian distribution (Lau-
ritzen and Jensen, 2001). The joint probability distribution over all variables in the network
factorizes as P (X1, . . . , Xn) =

∏n
i=1 P (Xi | Pa(Xi)).

Our approach to anomaly detection is based on learning a BN representation of the
system under study from normal operation data. Normal operation data is data collected
over a period of where the system is expected to run normally.

3.3. Conflict Measure

An anomaly can be viewed as a combination of observations that are unlikely to occur ac-
cording to a probabilistic model. This is quantified through the conflict measure introduced
in Jensen et al. (1990).

conf (e) = log

( ∏n
i=1 P (ei)

P (e1, . . . , en)

)
. (1)

Here, e = {e1, . . . , en} denotes the evidence, where each ei is an observation of the i-
th variable, and P denotes a model of the system learned under normal operation. The
conflict measure assumes that the observations are positively correlated: conf(e) > 0 means
that the product of the marginal probabilities of each ei is larger than the joint probability
of the evidence, which indicates deviation from normal operation. For continuous variables,
the probabilities are replaced by the value of the conditional probability density function
evaluated at the observed value.

The global conflict can be decomposed into local and inter-component contributions
(Nielsen and Jensen (2007)). For e = ex ∪ ey, then:

conf(e) = conf(ex) + conf(ey) + conf(ex, ey). (2)

This decomposition is particularly relevant for subsystem-based monitoring, as the
global conflict can be exactly recovered from local conflicts and inter-conflict terms, en-
suring that no information is lost under decomposition.

4. Methods

In this section, we first introduce methods for reducing false positives by using conflict
threshold calibration and applying smoothing filters. These methods are independent from
the P&ID. Next, we describe the decomposition procedure that constructs subsystem-level
BNs from the P&ID representation and assigns the calibrated threshold to each subsystem.

4.1. Conflict Threshold Calibration

In practice, high conflict values may occasionally arise even under normal operating con-
ditions, particularly in rare but valid operating regimes (Jensen et al., 1990). To reduce
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such false alarms, we determine a subsystem-specific threshold τ based on the distribution
of conflict scores under normal operation. This per-subsystem threshold τ is based on the
conflict scores under normal operation over a window of T observations. Only positive
conflict scores are considered, and τ is set at the p-th percentile of the observed scores,

τ = Percentilep

({
conf(e(t)) | conf(e(t)) > 0

})
. (3)

4.2. Conflict Score Smoothing

Threshold calibration addresses cases of positive conflict scores under normal operation,
but it does not address outliers. We add a sequential threshold requirement by smoothing
the conflict scores over a window of time. Stronger smoothing reduces spurious detections
but increases detection delay, while weaker smoothing improves responsiveness at the cost
of higher false alarm rates. The optimal setting balances the costs associated with false
alarms and detection delay.

We evaluate three smoothing strategies spanning two design paradigms: one that aggre-
gates raw conflict scores before comparing against a threshold, and one that compares each
observation against the threshold first and then aggregates the resulting binary outcomes.

4.2.1. Sliding Window Average

The sliding-window filter computes the mean conflict score over the most recent k observa-
tions:

c̄(t) =
1

k

k−1∑
i=0

conf(e(t−i)). (4)

An alarm is triggered if c̄(t) > τ . This approach smoothens short-term fluctuations, reducing
sensitivity to isolated spikes. A larger k improves robustness to noise but slows detection,
while smaller k increases responsiveness at the cost of potential false alarms.

4.2.2. Exponentially Weighted Moving Average (EWMA)

The EWMA filter computes a recursively smoothed estimate:

k−1∑
i=0

1
[
conf(e(t−i)) > τ

]
≥ m, k ≥ m. (5)

with ĉ(0) = 0 and α ∈ (0, 1). An alarm is raised when ĉ(t) > τ . The parameter α controls
responsiveness versus smoothing. Small values of α produce heavy smoothing with slow
adaptation, and large values prioritize recent observations at the cost of noise sensitivity.

4.2.3. Count-Based Filter

The count-based filter operates on exceedance events rather than raw scores. Let 1[·] denote
the indicator function. An alarm is triggered when:

k−1∑
i=0

1
[
conf(e(t−i)) > τ

]
≥ m, k ≥ m. (6)
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The ratio m/k governs the required persistence of exceedances, trading off latency against
robustness to noise. By ignoring score magnitude, this filter is insensitive to outliers and
provides robustness to extreme but isolated deviations. The parameter m/k is chosen to
balance false alarms and detection delay.

4.3. Decomposition

The proposed approach decomposes the full system into a set of subsystems defined by the
P&ID. The P&ID provides a domain-informed partitioning of the system that determines
which variables are grouped together during model construction. This partitioning allows
models to capture local dependency structures and avoid spurious correlations in other
parts of the system. The decomposition procedure is summarised in Algorithm 1 and
takes three inputs: a dataset D ∈ RN×T representing N process variables observed over T
time steps under normal operating conditions, a P&ID D = (V,U), where the partitioning
of the P&ID into subsystems U ∈ U is based on the pre-defined sections of the plant
described in Section 2, and finally a percentile setting for the threshold calibration described
in Section 4.1.

For each subsystem U ∈ U , the corresponding columns of D are extracted to form
DU ∈ R|U |×T (line 3), containing only the observations relevant to subsystem U . The
dependency structure GU = (XU , EU ) is then learned from DU via learn structure (line 4),
and the conditional probability distributions PU are estimated via learn parameters (line
5). Together, GU and PU define a BN BU = (GU ,PU ) for subsystem U (line 6). The
per-subsystem threshold τBU

is determined by the conflict threshold calibration procedure
at line 7 (discussed in Section 4.1). The result of Algorithm 1 is a set of BNs with calibrated
thresholds {(BU , τBU

)}U∈U , each representing a probabilistic model of normal behaviour for
its corresponding subsystem.

Algorithm 1: Construct BNs from P&ID and identify thresholds

Input: D ∈ RN×T , process variable observations over T time steps
Input: D = (V,U), structured P&ID descriptor
Input: p ∈ (0, 100), percentile for conflict threshold calibration
Output: M, set of BNs with calibrated thresholds

1 M← ∅
2 foreach U ∈ U do
3 DU ← D[U ]
4 GU ← learn structure(DU )
5 PU ← learn parameters(GU ,DU )
6 BU ← (GU ,PU )
7 τBU

← conflict threshold calibration(BU ,DU , p)
8 M←M∪ {(BU , τBU

)}
9 end

10 returnM

Figure 3 shows the BNs generated by Algorithm 1 for the formaldehyde plant subsystems
in HUGIN Grapihcal User Interface, where each graph represents the learned dependency
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structure over the variables associated with that subsystem. It shows that the formaldehyde
plant has subsystems that produce models of varying complexity and size, and that all
variables are continuous, as evident by the inner circle of each node. However, our algorithm
also supports discrete variables.

Figure 3: BNs learned for each subsystem of the formaldehyde plant.

5. Experiments

The experiments serve two purposes: first, to assess whether P&ID-informed subsystem
decomposition improves anomaly detection relative to a full-system baseline, and second,
to evaluate whether threshold calibration and sequential smoothing filters can further reduce
false alarms without incurring prohibitive detection latency.

5.1. Experimental Setup

Training data consists of approximately six hours of normal operation of the simulated
formaldehyde plant (Demichela et al., 2017), with a sampling interval of one second per time
step. We evaluate two fault scenarios from Amazu et al. (2025). In both scenarios, the fault
is introduced at t = 60 and persists for the remaining 140 seconds of the test sequence. In the
first scenario, nitrogen flow into the tank is interrupted, causing a pressure drop that may
lead to tank implosion if not mitigated. In the second scenario, reduced water flow to the
heat recovery units causes a temperature imbalance, which can lead to reactor overheating.
We focus on the tank and heat recovery subsystems as an initial, simple testbed, since
their fault dynamics are relatively simple, before extending the approach to more complex
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subsystems. For evaluation, the P&ID-informed models BTank and BHeat Recovery generated
by Algorithm 1, are used for the first scenario and second scenario, respectively. A full-
system baseline BFull is trained using all process variables for comparison. For all models,
structure learning is performed using the PC algorithm (Spirtes et al., 2001; Madsen et al.,
2017) with significance level 0.05, and parameters are estimated using EM (Lauritzen, 1995)
to handle missing data.

The simulator is deterministic and based on differential equations and does not model
sensor noise. Hence, to reflect real world environments, noise is injected into training and
test data at 1%, by taking each observation and randomly adding or subtracting 1% of the
value, and all results are averaged over n = 50 iterations.

Performance is evaluated using false positives per minute (FP/min), defined as the pro-
portion of normal observations incorrectly flagged as anomalous per minute, and Recall@N ,
defined as the fraction of iterations in which the fault is detected within N time steps of
its onset, for N ∈ {1, . . . , 20}. We compare P&ID-informed models against the full-system
baseline under both uncalibrated and calibrated thresholds. The calibrated threshold is
set at the 95th percentile of normal conflict scores, selected empirically to balance false
alarm reduction and detection latency. Additionally, the three smoothing filters are applied
to the uncalibrated conflict scores. Their performance is characterised using Pareto fronts
relating FP/min to mean detection latency. Hyperparameter optimisation is performed
over k ∈ {2, . . . , 10} for the sliding-window filter, α ∈ {0.1, . . . , 0.9} for the EWMA fil-
ter, and k ∈ {5, . . . , 20} with exceedance fraction m/k ∈ {0.3, 0.4, 0.5, 0.6, 0.7, 0.8} for the
count-based filter.

5.2. Detection Latency and FPR

Figures 4 and 5 report mean conflict scores, Recall@N curves, and FP/min for fault sce-
narios 1 and 2, respectively. For fault scenario 1 (Figure 4), BTank produces a near-zero
conflict score during normal operation and a sharp, monotonically increasing signal after
fault onset at t = 60. On the other hand, BFull exhibits positive scores under normal opera-
tion with wide variance. The Recall@N curves (Figure 4c) show a clear difference between
calibrated and uncalibrated thresholds. Without calibration, both models detect the fault
within approximately N ≈ 5, but at the cost of high FP/min (Figure 4d): 20.6 for BTank
and 53.9 for BFull. These numbers indicate that it is necessary to perform the threshold
calibration which results in a reduction to 0.04 FP/min for BTank and 3.9 FP/min for BFull.
As a consequence of the threshold calibration the detection latency increases modestly for
BTank, but significantly for BFull.

Fault scenario 2 (Figure 5) has similar results, in that threshold calibration is necessary
to reduce FP/min (Figure 5d) from 35.1 to 3.5 for BHeat Recovery, and from 53.6 to 4.0 for
BFull, at the cost of increased latency.

Overall, the results show that uncalibrated thresholds lead to an unacceptable num-
ber of false alarms, while calibration substantially reduces false positives at the cost of
increased detection latency. Furthermore, the P&ID-informed models consistently achieve
lower FP/min and earlier detection than the full-system baseline. The high number of
FP/min may be an artifact of the simulator as such high FP/min are not usually seen in
practice, according to our experience.
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(a) BTank conflict score

(b) BFull conflict score

(c) Recall@N curve

(d) FP/min

Figure 4: Mean conflict scores, Recall@N curves and FP/min for fault scenario 1.

5.3. Smoothing Filter Evaluation via Pareto Front

To suppress isolated outliers we evaluate the three smoothing filters and study how each
trades off FPR against detection latency. Across both submodels, the sliding window and
EWMA filters broadly confirm that increasing the window size or the weight on previous
observations lowers FPR at the cost of higher latency, but produce narrow Pareto fronts
with limited room to tune the tradeoff. The count-based filter, with two hyperparameters
k and m, yields a substantially wider and better-structured front. For BTank (Figure 6a),
the knee lies around k=8,m=7, yielding a mean FPR below 0.05 (3 FP/min) at a latency
of approximately 5 steps. BHeat Recovery (Figure 6b) exhibits a less favourable tradeoff, with
the knee near k=9,m=8 reaching comparable FPR reduction only at a latency of around
25–30 steps.

6. Software Implementation

The approach has been integrated into PredictIT (idoc PredictIT, 2026), a predictive main-
tenance platform designed for continuous monitoring of industrial processes. Figure 7a
shows an overview of the dashboard for the formaldehyde plant. Each subsystem is repre-
sented as a widget displaying its current operational status and a live conflict score trend.
When the conflict score of a subsystem exceeds its calibrated threshold, an alarm is raised
and the corresponding widget is flagged, directing operator attention to the affected process
component. Figure 7b shows the detailed view for BTank, displaying the conflict score at
the top alongside individual trend plots for each monitored variable.
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(a) BHeat Recovery conflict score

(b) BFull conflict score

(c) Recall@N curve

(d) FP/min

Figure 5: Mean conflict scores, Recall@N curves and FP/min for fault scenario 2.

(a) BTank Count-Based Filter Pareto Front
(b) BHeat Recovery Count-Based Filter Pareto
Front

Figure 6: Pareto Fronts for Count-Based Filters for Both Fault Scenarios

7. Conclusion and Future Work

We have presented a P&ID-informed approach to anomaly detection in a simulated indus-
trial process, in which the P&ID guides the decomposition of the plant into subsystems,
each modelled as a BN learned from process data under normal operation. Anomalies are
detected via the conflict score, a probabilistic measure quantifying inconsistency between ob-
servations and the learned model. To reduce false positives, we introduced a per-subsystem
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(a) PredictIT dashboard overview

(b) Detailed view for BTank and UTank. Bot-
tom plots show raw values while top plot
shows conflict score.

Figure 7: Screenshots of the PredictIT platform for the formaldehyde plant.

threshold calibration method based on the conflict scores under normal operation, and three
smoothing filters each trading detection latency against false alarm rate in distinct ways.
These methods are independent of the P&ID decomposition and can be applied to any
conflict-based anomaly detector.

Experiments on a simulated formaldehyde plant show that P&ID-informed subsystem
models can reduce false positives per minute compared to full-system baselines, though
results were mixed across the two scenarios: the subsystem models outperformed the full-
system model in the first scenario and under most latency budgets in the second, while
performance was comparable once the full-system model was calibrated in the second sce-
nario.

The results also demonstrate that conflict threshold calibration and smoothing filters
further reduce false positives at a modest cost in detection latency. Future work should in-
vestigate the impact of the missing inter-conflict term, and if significant, explore connecting
submodels through interface nodes, for example using object-oriented BNs. Lastly, the ap-
proach should be validated on real industrial process data, beyond the controlled simulated
setting.
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