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/5938) to inside: 192.168.4@8.12R8/5938 (192.16R.48.128/5938). destination 192.168.40.128

Oct 18 2021 10:42:45: % I 16(8@) hit-c
v filezilla x a L P T X (80)

hit [@x22e8ac21, ox0]
Oct 18 2021 10:42:46! JasA-w-avouis: IUSTZU04 IUMF ELNU TEYUEST TTUN 1YZ: 10840 145

to 200.3.160.21 on interface outside
Oct 18 2021 10:42:50: %ASA-4-1@6023: Deny icmp src outside:213.17.143.251 dst inside:192.168.40.86

(type 8, code @) by access-group "OUTSIDE" [@xd3fe3boe, oxe]
Oct 18 2021 18:42:52: %ASA-4-338002: Dynamic Filter permitted black listed TCP traffic from inside:192.168.40.115
/6798 (192.168.40.115
/7890) to outside:91.209.167.24/80 (91.209.167.24/8@), destination 91.209.167.24 resolved from dynamic list: bad.example.com
Oct 18 2021 10:42:52: %ASA-6-10610@: access-list OUTSIDE denied tcp outside/192.168.40.116

(39676) -> inside/11@.192.0.11(8@) hit-cnt 1 first hit [@x22e8ac21, oxe]
Oct 18 2021 10:42:53: %ASA-4-338002: TCP traffic from inside: 192.168.40.128
/443 (192.168.40.128
/443) to outside: 49.12.121.47/443 (49.12.121.47/443), destination 49.12.121.47 resolved from dynamic list: filezilla-
project.org/download.php?type=client
Oct 18 2021 10:42:59: %ASA-5-106100@: access-list inbound denied tcp outside/192.168.40.87

(3154) -> asp3/109.120.128.18(32005) hit-cnt 1 first hit [ex91c26a3, exe]
Oct 18 2021 108:43:00: %ASA-1-106@21: Deny icmp reverse path check from 116.199.0.17 to 116.199.@.17 on interface outside
Oct 18 2021 10:43:00: %ASA-5-106100@: access-list inbound denied udp outside/192.168.40.126

(16001) -> inside/82.99.3@.33(56743) hit-cnt 1 300-second interval [0x91c26a3, @x@]
Oct 18 2021 10:43:01: %ASA-4-338002: Dynamic Filter monitored black listed TCP traffic from inside:192.168.40.130
/6798 (192.168.40.130
/789@) to outside:195.200.66.23/80 (195.200.66.23/80), destination 195.200.66.23 resolved from dynamic list: bad.example.com

22 [RHRRENCRPER QAT ENAOZEA FTP REERT (4 1P it R FIRIRO?

AD

REFER, BRANBARICFTPHESORO, ME2UWEAFTPRIRE RO, E— 1 FTPRIIRSRGE
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X wiE =R

Oct 18 2021 99:37:56: %ASA-6-302020: Built TCMP cannection for faddr 195.82.146.23/a caddr 195.82.146.23/a laddr 195.82
Oct 18 2021 @9:37:57: % o .110.¢
Oct 18 2021 @9:37:57: % 2 a vz X .178.:

inside:194.150.178.23/55 (LY. 1D, L7 8 £33/ D5 )
Oct 18 2021 ©9:38:20: %ASA-4-338@02: TCP traffic from inside: 192.168.40.129
/21 (192.168.40,129
/21) to outside: 218.255.242.114/21 (218.255.242.114/21), destination 218.255.242.114
Oct 18 2021 09:40:4 =6- fnection for faddr 193.200.18.24/15343 gaddr 193.200.18.24/@ laddr
Oct 18 2021 99:40:47: UASA-6- 302921 Teardown ICMP connection for faddr 95.173.128.19/15343 gaddr 95.173.128.19/0 laddr
Oct 18 2021 ©9:40:48: %ASA-4-400014: IDS:2004 ICMP echo request from 117.58.0.17 to 117.58.0.17 on interface outside
Oct 18 2021 ©9:40:48: %ASA-4-106023: Deny icmp src outside:85.114.0.19 dst inside:192.168.40.89
(type 8, code @) by access-group "OUTSIDE" [@xd3fe3b9e, exe]
Oct 18 2021 ©9:40:49: %ASA-6-106100: access-list OUTSIDE denied tcp outside/213.109.16.20(39675) -> inside/213.109.16.2
first hit [@x22e8ac21, exe]
Oct 18 2021 09:40:49: %ASA-4-400014: IDS:2004 ICMP echo request from 192.168.40.126
to 91.2@8.33.24 on interface outside
Oct 18 2021 09:40:50: %ASA-4-106023: Deny icmp src outside:110.184.0.13 dst inside:192.168.40.87
(type 8, code @) by access-group "OUTSIDE" [@xd3f63bge, exe]
Oct 18 2021 ©9:40:50: %ASA-4-338002: Dynamic Filter permitted black listed TCP traffic from inside:192.168.40.126
/6798 (192.168.40.126
/7890) to outside:85.193.64.18/8@ (85.193.64.18/80), destination 85.193.64.18 resolved from dynamic list: bad.example.c
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E 20211018109 x 1

Mt fE BEE

Oct 18 2021 ©9:30:44: %ASA-5-106100: access-list inbound denied udn outside/192.168.40.69

(16001) -> inside/110.4
Oct 18 2021 09:30:44: % /5938 < a N E X
/6798 (192.168.40.124
/789@) to outside:119.0.0.15/80 (119.8.0.15/8@), destination 119.0.@.15 resolved from dynamic list: bad.example.com
Oct 18 2021 ©9:30:45: %ASA-5-106100: access-list inbound denied tcp outside/217.66.144.20(135) -> inside/217.66.144.2
first hit [@x91c26a3, exe]
Oct 18 2021 ©9:30:45: XASA-6-30202@: Built ICMP connection for faddr 192.168.4@.103
/15343 gaddr 210.53.128.17/0 laddr 21@.53,128.17/@
Oct 18 2021 ©9:30:46: %ASA-4-400014: IDS:2804 ICMP echo request from 192.168.4@.143

to 91.189.232.21 on interface outside
Oct 18 2021 ©9:30:46: %ASA-6-302020: Built ICMP connection for faddr 192.168.48.60

/15343 gaddr 118.173.0.19/8@ laddr 110.173.@.19/@
Oct 18 2021 ©9:31:12: %ASA-4-338002: TCP traffic from outside: 52,152,117,114/5938 (52.152,117.114

/5938) to inside: 192.168.40.129/5938 (192.168.4@.129/5938), destination 197.T68.48.129

ct 18 2021 @9:32:34: %ASA-4-338002: TCP traffic from inside: 192.168.40.129

/443 (192.168.40.129

/443) to outside: 49.12.121.47/443 (49.12.121.47/443), destination 49.12.121.47 resolved from dynamic list: filezilla
project.org/download.php?type=client
Oct 18 2021 ©9:32:39: %ASA-6-186015: Deny TCP (no connection) from 192.168.40.79

/49827 to 81.18.64.20/80@ flags ACK on interface outside

Oct 18 2021 ©9:32:39: %ASA-6-302020: Built ICMP connection for faddr 110.173.192.19/15343 gaddr 110.173.192.19/@ ladd
Oct 18 2021 ©9:32:40: %ASA-6-302015: Built inbound UDP connection 732748 for outside:192.168.4@.115
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IsEncrypted bool true
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