
Log4Shell vulnerabilities in
Log4J2

CVE-2021-44228
CVE-2021-45046
CVE-2021-45105

Slides and demo code:

https : / /github.com /mschmnet /Log4Shell-demo

https://github.com/mschmnet/Log4Shell-demo
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Introduction
Vu lnerabil ity  ex ists  s ince  2013  ( log4 j-core  2.0-beta9
from  September  2013)
CVE-2021-44228  has  been  pr ivately  disclosed  to
Apache  Software  Foundat ion  on  November  24
Patched  the  f irst  t ime  on  December  6  (2.15.0)
Publicly  disclosed  on  December  9
Patched  again  on  December  13  (2.16.0)
Patched  for  the  3rd  t ime  on  December  18  (2.17.0)



Introduction



1.  Introduct ion
2.  CVE-2021-44228
3.  CVE-2021-45046
4.  CVE-2021-45105
5.  Learn ings



CVE-2021-44228
CVSS Score  of  10.0  /  10
Log4J vers ions  greater  than  2.0-beta9  (2013)
The  worst  vu lnerabil ity  (but  not  the  on ly ! ! !)  on  Java
vers ions  o lder  than :  6u211,  7u201,  8u191,  11.0.1
Remote  code  execut ion  by  s imp ly  being  able  of
logging  a  specific  str ing ! !
Other  many  attack  vectors  ex ist ,  so  do  not  rely  on  the
Java  vers ion ! !



CVE-2021-44228

Fixes
Update  to  Log4J 2.17.0
As  a  real ly  qu ick  f ix :  Remove  JndiLookup.class  from
classpath  ( it 's  in  the  log4 j-core . jar)
Many  incomp lete  f ixes  were  in it ia l ly  suggested
Use  the  exp lo it  to  patch  a  Java  app l icat ion :
https : / /github.com /Cybereason /Logout4Shell  -  I  wou ld
do  this ,  but  it 's  a  cur ious  pro ject

https://github.com/Cybereason/Logout4Shell
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CVE-2021-45046
F ix  of  2.15.0  vers ion  was  incomp lete
St i l l  vu lnerable  on  non  defau lt  Log4J conf igurat ions
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CVE-2021-45105
Requ ire  non  defau lt  Log4 j  conf igurat ions
Remote  code  execut ion  not  poss ible  anymore
Inf in ite  recurs ion  can  be  forced  logging  a  mal icious
Str ing  what  leeds  to  a  stack  over f low  /  app l icat ion  to
crush



1.  Introduct ion
2.  CVE-2021-44228
3.  CVE-2021-45046
4.  CVE-2021-45105
5.  Learn ings



Learnings
Be  humble
There  are  bad  peop le  out  there
Don't  trust  data  from  outs ide  of  your  system ,  ever
No  matter  what ,  protect  you  code  from  an  inf in ite  loop
or  recurs ion
Try  not  to  do  things  different ly  depending  on  X .  If
something  fai ls ,  it  shou ld  always  fai l ,
end  i f  it  doesn't ,  it  shou ldn't  fai l  ever
Have  in  m ind  you ' l l  need  at  some  po int  redep loy
everything  ( Infrastructure  as  Code)



Questions?



To de demo :-)




