ChipWhisperer-Lite

Revision Information

-03: Addition of low-pouwer glitch module, split
target board onto own sheet. Jan 13/2015.

-02: Fixed routing errors, addition of suitch for
target power supply voltage.

-01: Initial release, prototype.
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Switched supplies (required for USB suspend + meeting inrush current limits)

IRLML64B2TRPBF JP3
™ o o | 1
2 [UBUS_SWITCHED/4.7D J_ 1 o =SJ1
+ To suitching reg C43 C42 & M =5
for FPGA, ADC, UTar N T1 OH=0
T 9 Tieon [1ou 2 C|K' Gl Gro
Sy 3 &
I | o2 GkD  GKD GND
450 | NSO ™
@] < @] < >
m?é‘) m?é‘) < / -
FTS 278 | & —;O'Oil [F5ucLeanss.2m - . — .
[To1/2:46 ¢ ng Ol To LNA chip J_C‘M J_C‘m < 9
[Trs/2.8C 14 8 2
[TcK/2.46 9 1 100n | 2u2 §
|l i 14 Iy
[TD0/2.46 e 1S g” GND GND <
[NRST/2.46 .—'\/\/\/\,—15 & [ T2
rie  PO|loN R32 k}IQLML25®2
/ 9—0 _OZC\ [PHRON/2.8E \r H
100R
SAM3 JTAG X LM
SAM-ICE gﬁD NOTE: SAM3U defaults to 5@k pull-up N S C117
o S on I[/0. Need strong pull-doun to ensure
a system stays off uhen SAM3U in reset. 100n s
ik ¥
N GKD
1
L 4 —
NRSTB/2.8L ,%;:;é- [UBUS/#.28 ' ' L gy
¥ C45 [C44 g ==
~ 10n
oo 1u [1een &
- @
O’);M GkD G6KD GRND
OSSN
eaks
MICR§-USB-5P-2X630-B=5D8 I8
ETET AT — Vee
L 2 { pm
T2y S {pp .
239 2 1D sHIELD |-E1"®
[o_N/2.8L S | GND
Erase [D_P/2.8L
GND
aly . Kb
™
[ERASE/2.4F B e S\ PRTR5UBUZRA
. & 5 4
101 VCC 100n
S {102 eND |
GND
IRLML&4B2TRPBF
[UCCTIO_SWITCHED/8.6K “'J_ UCCIN/4.8B |
TITLE: cuw-lite-main
TIOUCC_ON/7.51
N Document Number: REU:
Sk -03
D Date: 27/02/2015 11:80:26 AM Sheet: 3/9




® &
® ®

UBUS/3.6H

+3U3

cag |V OUT 38

GND

2u? Uz 2u2
TC1262£3.3UDBTR
GND GND GND

LDO Regulator active during USB Suspend

H1
MgUNT*DGD*QOUNDZ.B

M%UNT*DGD*QOUNDZ.B
MQUNT*DGD*QOUNDZ.B
MOUNT-PAD-ROUND2.8

|UBUS,SNITCHED/3.7Q

UCCIO

U5
2 RUNT sWi P :
L9 RUN2 L2 3.3uH +3U3 Suitched
1
VFB1

5 [p— | C34 =
° 7 22u G Nt
R VIN g %T
-!_22u SW2 8 cXio v CND

5 aND L3 3.3uH | +1U2 Suitched

8 onp o veB2 1O LC35

% LTC3419EMS
GKD

¥22u
GND

. . GND
Suitching regulator turned off dur{\Jng USB suspend

Shutdouwn pins not used as require suitching +5U
supply anyuay for LNA chip, so simply suwitch off
input to this chip.

TITLE: cuw-lite—-main

Document Numbers:

REU:
-03

Date: 27/02/2015 11:08:26 AM Sheet: 4/9




o o S S
S wS O [ I
(5) % - BANK3 . O A\ BANK@ ) [ A\
SRS SAN_SCK/2.3L J_C52 _LC55 _LC53 J_Céi J_C58 _LC56 _LC59 J_%@
2 Tzg DIN _(SAM_MoSL/2.3L
S, ﬁ;é = . Tioen [106n  lieen ] iu Tioon [100n li06n ] iu
g2 S A I79 ol o
vcco 2 |P42 <L = GKD GKD
vcco 2 [-E63 %
- o
cMPCs B 2 |EL2 103 02 9
_D_. a4 (a4 (&) o
DONE_2 Pr1 FPGA_DONE/2.3K | O R =
-> [par - Q S,
IZRE‘ICIBZ’RQI\CA[%% P70 FDGQ?DDOGDHWE?” UCCcyo Bank2 O N
! b_CMPMISO_2 (99 AW\~ ' DN DNM J_ J_ J_
O_L1IN_MO_CMPMISO_2 - B
I0_L2P_CMPCLK 2 |58 2| DRV o 57 C54 Cce62
10_L2N_CMPMOSI_2 = D= R717 T R70
I0_L3P_DO_DIN_MISO_MISO1 2 |—F85 RS © s n Tieen Tisen Jiu
10_L3N_MOSI_CSI_B_MISO0_2 Eg‘z‘ =
10_L12P_D1_MISO2_2 Uee1o S : R
10_L12N_D2_MISO3_2 1k
I0_L13P_M1 2 [E60 A U2BUCCAUX

P59 ANC_DR N P20
10_L13N_D10_2 — N1 DRA = VCCAUX
10 L14P_ D11 2 Egt; ggg 812 M VOOAUX |—P38 l C20 l C22 l C23 IC24 IC25 C26

1= P53
10_L14N_D12_2 R4 = VCCAUX
10_L30P GOLK1 D155 [ E96 ANC LK I o . Sg VooRUx | £ Ti@@mTi@@mTi@@mTi@@mTi@@mT2u2
I0_L30N_GCLKO_USERCCLK 2 [—£22 558 2 8 > VCCAUX . . . .
I0_L31P_GCLK31_D14_2 PO R O Op o — £
I0_L31N_GCLK30 D15 2 £ ® 3/ S ¥ 6SLX9TAGL44 z Xo
I0_L48P_D7 2 |—£48 ADC N3 a 2 i U2BUCCINT S K
I0_L48N_RDWR_B_VREF 2 P47 ANC N4 o xLlo 6XD ALV S
10149p b3 2 |—He-A0C D5 e 8§§ §M us VEOINT |58 t28 1c29 1c30 lc3r o3z | c27
I0_L49N_D4_2 ANC _N6& T 2= < VCCINT _[C28 [C29 JC38 JC31 [C32 |C

I0_L62P D5 2 | P44 ANC N7

~L P52
oo By ["P43-ancTns 2T~ e Vet [Cres 108n |100n |108n | 160n | 108n | 2u2
- D8 - P41 ADC_NYg 3 6 P128
I0_L64P_D8 2 GH VCCINT : : : 4

P40 5
10_L64N_D9_2 ADC_OR/6.12D | GND MOSI _—
10_L65P_INIT B 2 P39 FPGA_INITB/2.3K | cCIo T~ 6SLXSTAG144 KD
10_L65N_CSO_B_2 P38 SPI_FLASH-X25XXSMD1 U2BGND
65LX9TQG144 P
GND |12
GND |E25
GKD GND P49
GND |24
P68
GND
GND |7
P91
GND
GND | P98
GND P108
GND |P113
GND P130
GND |-P138
_U2BNA 6SLX9TQG144 Xb
SUSPEND
TCK
TDI
TDO
™S
65LX3TQG144 .
JTAG Programming/Debug for FPGA TITLE: cu-lite—main
Document Number: REU:
-03
Date: 27/02/2015 11:80:26 AM Sheet: 5/9




100n 10u

UCCIO

I

cssg c95¥ O
O
Q ——
6D 6KD ! Wy
e M
< >
S omﬂ@@mj_i@uj_ o -
|22 [Co1 ] o ® ©
<
oo s & ADC_OR/5.3J
s 3 9
= GNEB o OrR
| [a] p—
R4 169n O NOR o £ Do |28 ADC. D[0..91
274R < g S pg &
oo oS0 qst Sl PT:
= U3 < w 2/e Ra6 ST ETT D6 23
| S — Cé7 | xle]~ | 180pF 22
“ ~ 28 15 I MWW 9 DS o
— - o 180F 2 z =z 4> VOH =2 cio  33R,0.5% D4 5
[FNmzesK YN | INH O 3 22 voL SuS R4z D3 |—55
W D2
< 22pF s Ya 9 31—"" : S8 o) 18
S ﬁoga . 033 s3VOPE T V6 § o BRe” § oz
2 ces €382 = %838 S8 gan |0 s © DZ 0= | 100pF 5
RN ] al <
® > e _\— o 6KD
i e R T = 5 S S NSV ReY &
+5UCLEAN/3.70 >—+—— I 1“}_@”}_@@”_L1@%49J_ . . GKD g D 100R
(O]
[ D 6XD
62 [C81 gCsa | Crsby _L l ADC_CLK/5.36
S A% feen | 1nr feen UGA_HILOW/5.3F | -
© 03 v 2 2
~ N oKD oKD €72 1C73 | Cr4 |C75 | X8 D4 — AN —e—A UGA_GAIN/5.3F |
N = 1UJ_ p?gj_ R53
—— 1nF_18en 1U£DGD CRD B0
= c89 c99
c76 |c77 [c78
6KD oKD oKD
6D KD GKD
(@]
(@] < @)
g i GE) 3‘
> 3 ADC Power Supply U.Reg g
o > u1e <
— <~
100n | T 1 IN-ouT T ] Teen 1
j1m) N 1! _ i
C114 c110 2%‘4_ GND c111 | c113 TITLE: cu—-lite—-main
oXD s o 6ko XD D Numb REU
ocument Number: :
LD398‘§I%’7§_%G -3
c112

o

P

Il
™

Date: 27/82/2015 11:00:26 AM

Sheet: 6/9




GND
HSWAPEN pulled high means no pull-ups on =L L= =K ﬁ§% m?%
all pins. In practice D3 can be mounted and OS0 YTO TT0O $F0
not pull HSWAPEN low, but to be safe not & & o & &
mounted Zo My Tl g 0L, 0l NI,
G G e e
1% =
/\ 8 & =&
O = T
= T
O =
U2B0 S 193}
P122 1k
VCCO_0 [—5%= A
VCCO_0 R68
P135
VCCO_0 57
I0_L1P_HSWAPEN 0 [—5272
10_LIN_VREF_0
- - - P142
I0_L2P 0 [—5=2
I0_L2N_0
- - P140
I0_L3P 0 [—=c
I0_L3N_0 SAM_CS0/2.88]
10_L4P_0 P138 TARGET _NRST/2.8B
10_L4N_0 E]gz TXD0,2.68
10_L34P_GCLK19_0 P133 RXDO/2.8B
10_L34N_GCLK18_0 P132 TXD2/2.8C
10_L35P_GCLK17_0 P131 RXD2/2.8C
10_L35N_GCLK16_0 P127 CLK2/2.8D
10_L36P_GCLK15_0 516 SAM_CS1/2.3H ]
10_L36N_GCLK14_0 P124 SC_RESET/2.31]
10_L37P_GCLK13_0 P123 SC_AUX1/2.31]
10_L37N_GCLK12_0 P121 I5 SC_AUX2/2.3J |
10_L62P_0 P120 T ‘;?mucc,ow&w
I0_L62N_VREF_0 [—=-£5 20
I0_L63P_SCP7_0 —5v \ 30
I0_L63N_SCP6_0 |—-2= \:
I0_L64P_SCP5_ 0 —5oorc \
I0_LBAN_SCP4 0 |—=--2
I0_L65P_SCP3 0 —5 7
I0_LBSN_SCP2_0 [—5-22 A
I0_L66P_SCP1_0 —5oos 15
I0_L66N_SCP0_0 100
6SLX9TQGL44 M\
PINHD-1X10
GND
SRAM

TITLE: cuw-lite—-main

Document Numbers: REU:
-03

Date: 27/02/2015 11:08:26 AM Sheet: 7/9




1R Jp11

GLITCHOUTLP/5.3E

R78 1 *
- "
I |
IRLML2502 4 SMA-?
5 . XD
P <~
(_) I
_[CTe]cief Ce4]C65 [Té6 8
22@122@11@@11@%}@% o5 _ ; X X
=
ko oXp kb oXD ok A7 I T ®
_L 63 TURFF A’& JP8
U2B1 4 = N 1
P76 1u =
xgggﬂ ﬁ?ga NISiRS] —- i
[m]
lgcﬁg—] P105 e o | us
= P104 2 1 5
I0_LIN_VREF_1 100 0 > | .
10_L32P_1 _ . N =
10_L32N_1 5 1R - L
10_L33P_1 Q ©
10_L33N_1 R37
10_L34P_1 cip IRF 7807 ZTRPBF
10_L34N_1 (2L © GKD X298 oXp Gate Cap = 770pF
10_L40P_GCLK11_1 |—=21H52 < -
_L40P_ _ Jé %fi
IO L4ON_GCLK10 1 |—P24 1RsT S ‘
I0_L41P_GCLK9_IRDY1 1 %&5—1— A O i_/ R60 Glitch Adapter
10_L41N_GCLK8_1 ﬁﬁ— FSC_RST - =
|0 L42P GCLK7 1 |——=o1Hosl FSC_CLK —— FSC_I0
I0_L42N_GCLK6_TRDY1_1 %ﬁﬁ— FSC_AXL Y. DU AN roC 2] )
|0 L43P GCLK5 1 |——=21stk
I0_L43N_GCLK4 1 % R&1
I0_L45P_1 |—5g v JP10
10_L45N_1  [—poe T ——— Smartcari@kConnector ; X2
(I e B e —
IO L46N 1 |80 mios [ENIN/&.16 []
10 L47P 1 |—BL9 |
10 L47N_1 B8 / A-KO
I0_L74P_AWAKE 1 %i 2 ”15 y =
I0_L74N_DOUT_BUSY_1 [T =4 20 N—0 CCII0_SLITCHE <
— = KD KD
6SLXSTQGL44 L~ Ths1 \\io N o no2
(=) GND 3v\3 2y, (S
A 39Q IPDIN 1er4 TUREFE s RS O
[sAM_PDID/2.10C VW HS2
- R35 1101 ] , mMisa |7 8 JurEE
0 most |9 1] raRe
A SOR IPDIC 110 I SCK FO 141aRG2
[sAM_PDIC/2.100 W\ O,
- R36 104 1/ 90 ppic |13 141a8RG3
¢1OO pnin I15, 107ARG4
\ GN 3v3
GND PINHD-1X10 6 / 20 Uo? Qz
v
GND
UCCTIO_SWITCHED

TITLE: cuw-lite—-main

Document Numbers: REU:
-03

Date: 27/02/2015 11:08:26 AM Sheet: 8/9




19 MT[‘DD*U%B*&ZX62D*E*5DE

\ Al

© VCC ouT
<l \ D P \SNQ/
3 op 2
16_LarflELD N C1198 1C120 N
/ GND U_RRG_ 920 »
I.______uﬁﬂllO,SNITCHED
GND GND GND
= 1k LEDS
\ig 'O%AIHS? ¢ AWV =
N8 o] soLDERJUMPERNC i ik R74 LEDIO
TMISO) TURFE 1
1Sy ; olm_ O 1ok U1z R75 Y JP14
Tack J11 1410 sJz EED 35 | RESET/PDI_CLK pa7 -
1pnICH 3 14710 PAG 2
7, qrins 34 1 pp|_DATA PAS [
: e = =1
1e% i@@mj_ pas |43
c103 PAz -2
39 AVCC PA1 41 T103/8.4M]
31 PAO 40 T104/8.4M]
49R9 19 100R
C1e8 | C1@ ! DNM 2 PB3 7 A THS1/8.4L |
Lc1e8 J¢ R66 L 91 vyee PB2 —g R67 P16
102n | 1u c121 38 S
30
X 18 po7 |7
GND 8 1 &ND Pce |8 <res —g
pcs |5
pca |4
PC3 13 T101/8.4M]
PC2 12 T102/8.4M]
« PC1 %
5 PCO [——
o PR1(XT1) PD7
S N; PD6
UCC_TARG ~ < 49Rg o PRO(XT2) PD5
B THS2/8.4L PD4
_T_Ci@3 _me I 33 1 pes PD3
0 0 I3 32 | ppo PD2
N " — e PD1
XD oXp Xo Xo Xbo  SOLDERJUMPERNC 2 Peo Poo
XMEGA128A4U

X5

SOLDERJUMPERNC

JP6

[UCCGLITCH/8.11B

ANIN/8.11K

SJ%
A SILK

GND

SOLDERJUMPERNC

7

Might be XMEGA128D3 instead?

Breakaway Section of PCB

TITLE:

cu-lite—-main

Document Numbers:

REU:
-03

Date: 27/02/2015 11:08:26 AM

Sheet: 9/9




