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What you can expect from this talk

Microsoft Defender for Endpoint (MDE) capabilities

What kind of telemetry can you work with

Where does it get its telemetry from

Analyzing its configuration

Log augmentation



Capability 
outline
What can it do for you?



Microsoft Defender for Endpoint

All-in-one solution for protecting Windows, Mac and Linux Endpoints
• Anti-Virus
• Attack Surface Reduction (ASR)
• Exploit Guard
• Application Control (WDAC)
• EDR Telemetry
• Incident Response
• Software Inventory / Vulnerability Management
• Network Sensor
• DLP

Some parts are also available separately. Defender for Endpoint integrates these parts into a 
combined product and allows for centralized logging and management.



Leverages existing Microsoft Defender Anti-Virus product.
• AV events are logged to M365 Defender Portal.

Signature-based detection (behavior + file characteristics).

Cloud-based detections where samples are uploaded to cloud for analysis and can be executed 
in a sandbox.

Great research on the signature database by Camille Mougey
(https://github.com/commial/experiments/tree/master/windows-defender/VDM)

Anti-Virus Engine

https://github.com/commial/experiments/tree/master/windows-defender/VDM


Anti-Virus Engine

Exclusions
Frequently used by attackers to allow their payload to pass, monitor the registry changes.

Process exclusions apply to the children of the listed process. 
The listed process will still be scanned. Unless this file is added to the file exclusion list.

These exclusions apply ONLY for the AV component, features like EDR and ASR still apply.



Anti-Virus Engine

Check what it flags on with DefenderCheck

Sometimes needs several changes to the source to not get detected anymore.

https://github.com/matterpreter/defendercheck

https://github.com/matterpreter/defendercheck


• ~16 rules to reduce the attack 
surface of Windows.

• Rules can be enabled and 
disabled via Reg keys / Group 
Policy.

• Can be configured to Block or 
only Audit.

• Events are logged in M365 
Advanced Hunting tables.

Attack Surface Reduction (ASR) rules

https://blog.palantir.com/microsoft-defender-attack-surface-reduction-recommendations-a5c7d41c3cf8

https://blog.palantir.com/microsoft-defender-attack-surface-reduction-recommendations-a5c7d41c3cf8


Attack Surface Reduction (ASR) rules

First and foremost, enable as much of them as you can, they’re quite good and will slow a 
capable attacker down. 

Even in audit only mode they provide great value.

These rules are written in LUA and essentially are signature rules based on regex paths. 

The rules are compiled and stored within the Defender AV database.
Camille Mougey decompiled them and made them available here:

https://github.com/commial/experiments/tree/master/windows-defender/ASR

http://youtube.com/watch?v=H3NDuvLqfwE

https://github.com/commial/experiments/tree/master/windows-defender/ASR
http://youtube.com/watch?v=H3NDuvLqfwE


Attack Surface Reduction (ASR) rules

The rules (currently) primarily look for file / path names or commandlines, not signer information 
or other unique attributes. This allows an attacker to bypass them.

https://github.com/commial/experiments/tree/master/windows-defender/ASR

https://github.com/commial/experiments/tree/master/windows-defender/ASR


Exploit Guard

Successor to EMET (Enhanced Mitigation Experience Toolkit).

System wide security prevention measures to block certain types of exploits such as buffer 
overflows.

Many additional features can be enabled per application, for example:

• Block Arbitrary Code.

• Block loading low integrity images (DLLs).

• Disable Direct System Calls.

• Block creation of Child Processes.



Windows Defender Application Control (WDAC)

Used to control which drivers and applications are allowed to run, does not require license!
Successor to AppLocker, available in Windows 10 and up and Server 2016+

Policies can be layered and built to allow on deny based on:

The codesigning certificate(s)

Attributes in the PE header

Reputation in the Microsoft's Intelligent Security Graph

The path from which the app or file is launched

The parent process

The launching identity

Excellent blogs on this by Matt Graeber https://mattifestation.medium.com

https://mattifestation.medium.com/


EDR Telemetry

Relies on a separate Windows Service, exclusive to MDE called ‘Sense’ running via MsSense.exe.

Collects relevant data from running system, for example:

▶ File Events (File Creation, Deletion).

▶ Network Connections.

▶ Suspicious API usage such as Reading memory from another process.

All events are logged and stored in ‘Advanced Hunting’ tables where they can be queried, and 
custom detection rules can be created to detect unwanted behavior.



EDR Telemetry

Which events are logged is controlled and configured by Microsoft.
• For example: list of registry keys that are monitored is fixed and cannot be extended.
• Focus on events that change the system.

Some events are (heavily) sampled to avoid excessive logging taking place, most notably:
• Network connections.
• File writes.
• Less events are logged from trusted processes (Microsoft-signed).
• Some events such as reading memory from a remote process are limited to LSASS process.

Main data source is Event Tracing for Windows (ETW).
• Over 65 different providers queried.
• This includes ‘private’ ETW logs, such as Threat Intelligence.



Data Storage

Pay per device / user.

• Includes the storage of generated events.

• Detailed information available for 30 days.

• Timeline/condensed data available for 180 days.

Longer retention possible by copying data to other solutions such as Azure Dataspaces or Azure 
Sentinel.

• Should be approximately 15-20MB per device per day.



What kind of data can I build detections on hunt with? 



ActionType
AntivirusScanCompleted
ShellLinkCreateFileEvent
AsrOfficeMacroWin32ApiCallsAudited
ProcessPrimaryTokenModified
AntivirusReport
LdapSearch
OpenProcessApiCall
AsrLsassCredentialTheftAudited
DriverLoad
PnpDeviceConnected
ReadProcessMemoryApiCall
NtAllocateVirtualMemoryApiCall
PowerShellCommand
FirewallInboundConnectionBlocked
NtMapViewOfSectionRemoteApiCall
NtAllocateVirtualMemoryRemoteApiCall
CreateRemoteThreadApiCall
ExploitGuardWin32SystemCallBlocked
GetClipboardData
GetAsyncKeyStateApiCall
FirewallOutboundConnectionBlocked
ScreenshotTaken
BrowserLaunchedToOpenUrl
ScheduledTaskCreated
AsrOfficeProcessInjectionAudited
DeviceBootAttestationInfo
AsrExecutableOfficeContentAudited
ScheduledTaskDeleted
ExploitGuardNonMicrosoftSignedAudited
ProcessCreatedUsingWmiQuery
ExploitGuardNonMicrosoftSignedBlocked
ExploitGuardAcgEnforced
ExploitGuardNetworkProtectionAudited
FirewallInboundConnectionToAppBlocked
AsrUntrustedExecutableAudited
UsbDriveMount
WriteProcessMemoryApiCall
AsrOfficeChildProcessAudited
UsbDriveUnmount
ExploitGuardChildProcessAudited
ControlledFolderAccessViolationAudited
UserAccountCreated
AntivirusScanCancelled
ControlledFolderAccessViolationBlocked
MemoryRemoteProtect
AsrExecutableEmailContentAudited
ExploitGuardChildProcessBlocked
AND MUCH, MUCH MORE

Data schema
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Data schema



Snatch them from the portal

az login --use-device-code -t [TENANTNAME]

az account get-access-token --resource 
https://securitycenter.microsoft.com/mtp

curl -v -H "Authorization: Bearer 
$AZURE_TOKEN" -H 'Content-Type: 
application/json' "https://wdatpprd-
weu.securitycenter.windows.com/api/ine/hun
tingservice/documentation/TableDocumentati
on/DeviceEvents"

https://securitycenter.microsoft.com/mtp
https://wdatpprd-weu.securitycenter.windows.com/api/ine/huntingservice/documentation/TableDocumentation/DeviceInfo


Snatch them from the portal

az login --use-device-code -t [TENANTNAME]

az account get-access-token --resource 
https://securitycenter.microsoft.com/mtp

curl -v -H "Authorization: Bearer 
$AZURE_TOKEN" -H 'Content-Type: 
application/json' "https://wdatpprd-
weu.securitycenter.windows.com/api/ine/hun
tingservice/documentation/TableDocumentati
on/DeviceEvents"

https://securitycenter.microsoft.com/mtp
https://wdatpprd-weu.securitycenter.windows.com/api/ine/huntingservice/documentation/TableDocumentation/DeviceInfo


Do you need those custom detections ?

A basic non-scientific test shows you should.

Executed 562 Atomic Red Team (ART) scripts, out of which some failed. 

Resulting in 177 alerts based on out of the box 
rules, so there is a gap.

167 of those alerts are mapped to ATT&CK.

21 of the alerts are mapped to a technique that 
was not tagged in the ART project



Theoretical telemetry mapping

This can be done based on the 
schema or the generated data.

Mapping can be done against the 
OSSEM Detection Model that also is 
aware of the ATT&CK data sources.

Keep in mind this is biased on two 
sides: the MITRE mapping as well as 
the generated telemetry.

https://github.com/OTRF/OSSEM-DM



Linking data sources > data components > events

Groups Tactics Techniques Data Components Events Providers

https://github.com/OTRF/OSSEM-DM

Since ATT&CK contains all kinds relations we can start combining sets of relationships with other sets.

For example:

The same can be done for; 
tools, detection rules, attack/validation scripts, event fields and much, much more!

https://github.com/OTRF/OSSEM-DM


MDE telemetry potential mapping to MITRE ATT&CK



MDE telemetry potential mapping to MITRE ATT&CK



Data potential for 299 techniques



Visualizing relationships



Where does it 
get its 
telemetry?
This is important to understand bypass 
and tampering opportunities as well as 
possible blind spots.



Kernel Callbacks

The kernel's callback mechanism provides a general way for drivers to request and provide 
notification when certain conditions are satisfied.



Kernel Callbacks



Mapping kernel callbacks to ATT&CK data components



About that telemetry…



Event Tracing for Windows

Event Tracing for Windows (ETW) provides a mechanism to trace and log events that are raised 
by user-mode applications and kernel-mode drivers. 

ETW is implemented in the Windows operating system and provides a fast, reliable, and versatile 
set of event tracing features. Its architecture consists of three layers;

Great reference material by Matt Graeber:
https://blog.palantir.com/tampering-with-windows-event-tracing-background-offense-and-defense-4be7ac62ac63
https://posts.specterops.io/data-source-analysis-and-dynamic-windows-re-using-wpp-and-tracelogging-e465f8b653f7

Event providers

Event consumers

Event tracing sessions

https://blog.palantir.com/tampering-with-windows-event-tracing-background-offense-and-defense-4be7ac62ac63
https://posts.specterops.io/data-source-analysis-and-dynamic-windows-re-using-wpp-and-tracelogging-e465f8b653f7


MsSense.exe ETW Providers

https://gist.github.com/mattifestation/edbac1614694886c8ef4583149f53658

MsSense is one of the core components of MDE that routes the telemetry which it gathers in 
its own set of providers.

Curious about the traces it utilizes I had a look at the trace logging metadata with a script 
created by Matt Graeber.

https://gist.github.com/mattifestation/edbac1614694886c8ef4583149f53658


MsSense.exe ETW data

The traced events are stored into a SQLite database in a protected folder on the file system. The 
table name used is AsimovEvents.

Asimov was the code name in 2014 for the Unified Telemetry Client, which is now deprecated 
and is replaced by the DiagTrack agent.

On regular intervals the contents of the database gets uploaded and the data gets flushed..



Tracing these providers

Curious to see what these providers contained I fired 
up Sealighter to trace these file to a file.

Sealighter is highly configurable and can subscribe to 
multiple providers at once, user and kernel traces.

Outputs to Stdout, JSON file, or Windows Event Log

https://github.com/pathtofile/Sealighter

Primarily built for research, if you want to use custom 
ETW events for monitoring SilkETW is probably more 
suited.

https://github.com/pathtofile/Sealighter


Protected providers

Some of these providers are protected. 
You at least to run as a Protected Process Light (PPL) to be able to access them.

With the Microsoft-Windows-Threat-Intelligence provider you also need a Microsoft Early 
Launch AntiMalware driver (ELAM) that also runs as PPL.

This can be achieved, albeit a bit cumbersome

Great tool and blog by Patrick Hogan;
https://github.com/pathtofile/PPLRunner
https://blog.tofile.dev/2020/12/16/elam.html

This is also how my colleague Gijs found a spoofing vulnerability
https://medium.com/falconforce/debugging-the-undebuggable-and-finding-a-cve-in-microsoft-
defender-for-endpoint-ce36f50bb31

https://github.com/pathtofile/PPLRunner
https://blog.tofile.dev/2020/12/16/elam.html
https://medium.com/falconforce/debugging-the-undebuggable-and-finding-a-cve-in-microsoft-defender-for-endpoint-ce36f50bb31


Sample trace

Base64?



Base 64 decode



What is the binary jibberish?

The data is serialized with Bond. 

Bond is a cross-platform framework for working with schematized data. It supports cross-
language de/serialization and powerful generic mechanisms for efficiently manipulating data. 
Bond is broadly used at Microsoft in most of their services.

So far I have not found the schema’s for these streams.

Next question is where is that data coming from, it clearly looks like PowerShell event logging.

https://github.com/microsoft/bond

https://github.com/microsoft/bond


Where is the data coming from?

No direct subscription for anything other than the EventLog service

So is MDE also making use of the regular EventLogs??

https://github.com/jthuraisamy/TelemetrySourcerer

https://github.com/jthuraisamy/TelemetrySourcerer


DiagTrack

MDE piggybacks of the Diagtrack service to get most of the ETW event telemetry. This service 
uses the DiagTrack-Listener subscription. MDE is not subscribing to all these providers itself.

By default, only Local Administrators, Performance Log Users, and services running as 
LocalSystem, LocalService, NetworkService can control trace sessions and consume event data.

Since MDE uses the MsSense service, which runs as System this is fine.

Looking into this service I learnt this service is not protected. When you stop the DiagTrack
service, there is no telemetry sent to the cloud anymore.



Configuration



MDE Configuration

Like any product MDE also requires a configuration to know what to log.

This configuration is maintained by Microsoft and is downloaded from the 
internet on a regular basis. 

It is stored on the box, in a non-clear text format.
Additionally it is signed and not easily tampered with.

The exact details are up to you to find out ;)  (sorry, not sorry)



Configuration item examples

Telemetry sources (ETW providers, Registry Keys etc.)

Exclusions and Filters (for example; extensions, process names, certificate signatures)

Capping (global and per event distinct field combination)

Dynamic data collection

Agent configuration

Quotas (volumetric per time period)



Configuration stats

~ 70k lines of JSON

~ 65 ETW Providers utilized

~ 500 registry paths monitored

~ 60 data collection commands that fire frequently

Different settings for high latency environments

Elevated child process recording quotas for scripting tools and browsers



Configuration - ETW Providers (a selection)

Generic ETW CreateFile Pattern                                                                                               
Microsoft-Windows-ThreatIntelligence                                                                                            
Microsoft-Windows-DNS-Client
Microsoft.Web.Platform
Microsoft-Windows-Win32k
Microsoft-Antimalware-Scan-Interface
Microsoft-Antimalware-UacScan
Microsoft-Windows-TCPIP
Microsoft-Windows-WMI-Activity
Powershell cmdlets
Microsoft-Windows-AppLocker
Microsoft-Windows-CodeIntegrity
Microsoft.Windows.OLE.Clipboard
Microsoft-Windows-RemoteDesktopServices-RdpCoreTS
Microsoft-Windows-RPC
Microsoft-Windows-SEC
SecureETW

< We’ve just seen these events

< What would this be? 

< Very intresting provider, only for AV/EDRs



Microsoft-Windows-ThreatIntelligence

https://github.com/zodiacon/AllTools
https://blog.tofile.dev/2020/12/16/elam.html

Windows native provider, only available to MS 
Authorized AV and EDR vendors.

Provides very rich telemetry into all kinds of API calls 
like;

• kernel32!VirtualAllocEx or ntdll!NtAllocateVirtualMemory
• kernel32!QueueUserAPC or ntdll!NtQueueApcThread
• kernel32!ReadProcessMemory or 

ntdll!NtReadVirtualMemory
• kernel32!SuspendThread or ntdll!NtSuspendThread
• kernel32!SetThreadContext or ntdll!NtSetContextThread
• ntdll!NtLoadDriver

And more

https://github.com/zodiacon/AllTools
https://blog.tofile.dev/2020/12/16/elam.html


SecureETW

Listed in the configuration with the following 
ProviderGuid: {54849625-5478-4994-A5BA-3E3B0328C30D}

Also known as Microsoft-Windows-Security-Auditing



What does that config look like?

< some SID filters 

< and much more



So, which other EventIDs is it looking for

Currently, the following Events are traced from the Security log:



Mapping EventIDs to name and Audit Category
eventId MDE-Name AuditCategory AuditSubCategory

5058 Persistent cryptographic key operation. System Other System Events
5059 Persistent cryptographic key export. System Other System Events
4670 Taking Ownership on File from TrustedInstaller Policy Change Authorization Policy Change
4670 Taking Ownership on MDE Key Policy Change Authorization Policy Change
4664 Hardlink Create Audit Event Object Access File System
4907 Sense tampering through object sacl change Policy Change Audit Policy Change
4697 A service was installed System Security System Extension
4624 Logon event Logon/Logoff Logon
4625 An account failed to log on Logon/Logoff Logon
4698 A scheduled task was created Object Access Other Object Access Events
4699 A scheduled task was deleted Object Access Other Object Access Events
4702 A scheduled task was updated Object Access Other Object Access Events
4720 A user account was created Account Management User Account Management
6416 Plug and Play event Detailed Tracking Plug and Play Events
5024 Firewall service started System Other System Events
5025 Firewall service stopped System Other System Events
5031 Firewall app blocked from listening Object Access Filtering Platform Connection
5157 Firewall has blocked a connection outbound Object Access Filtering Platform Connection
5157 Firewall has blocked a connection inbound Object Access Filtering Platform Connection
5376 Credman - Credentials Backup Account Management User Account Management
5379 Credman - Read Credentials Logon/Logoff Other Logon/Logoff Events
5380 Vault Credential - Find Credential Logon/Logoff Other Logon/Logoff Events
5381 Vault Credential - Enumerate Credentials Logon/Logoff Other Logon/Logoff Events

5382 Vault Credential - Get Unique Credential Logon/Logoff Other Logon/Logoff Events
4648 Logon using explicit credentials Logon/Logoff Logon
4719 System Audit Policy was changed Policy Change Audit Policy Change
4724 An Attempt was made to reset an account password Account Management User Account Management

4726 A user account was deleted Account Management User Account Management
4732 A member was added to a security-enabled local group Account Management Security Group Management

4731 Local group created Account Management Security Group Management
4726 A user account was deleted Account Management User Account Management
4733 Local group removed Account Management Security Group Management
4734 Local group deleted Account Management Security Group Management
4738 A user account was changed Account Management User Account Management
4732 A member was added to a security-enabled local group Account Management Security Group Management

6423 Forbidden installation (PNP Audit) Detailed Tracking Plug and Play Events
4798 User's local group membership was enumerated Account Management User Account Management

4799 Security-enabled local group membership was enumerated Account Management Security Group Management



Microsoft Audit Policy settings

Audit policy settings determine whether the operating system generates audit events when 
certain tasks are performed.

These settings can be configured on 4 levels:

No Auditing ( 0 )

Success ( 1 )

Failure ( 2 )

Success and Failure ( 3 )

https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/basic-security-audit-policies

https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/basic-security-audit-policies


Are all these events available on all machines? 
eventId MDE-Name AuditCategory AuditSubCategory Required 

setting
Win10
default

Default
Ok?

5058 Persistent cryptographic key operation. System Other System Events 3 3 TRUE
5059 Persistent cryptographic key export. System Other System Events 3 3 TRUE
4670 Taking Ownership on File from TrustedInstaller Policy Change Authorization Policy Change 1 0 FALSE
4670 Taking Ownership on MDE Key Policy Change Authorization Policy Change 1 0 FALSE
4664 Hardlink Create Audit Event Object Access File System 1 0 FALSE
4907 Sense tampering through object sacl change Policy Change Audit Policy Change 1 1 TRUE
4697 A service was installed System Security System Extension 1 0 FALSE
4624 Logon event Logon/Logoff Logon 1 3 TRUE
4625 An account failed to log on Logon/Logoff Logon 2 3 TRUE
4698 A scheduled task was created Object Access Other Object Access Events 1 0 FALSE
4699 A scheduled task was deleted Object Access Other Object Access Events 1 0 FALSE
4702 A scheduled task was updated Object Access Other Object Access Events 1 0 FALSE
4720 A user account was created Account Management User Account Management 1 1 TRUE
6416 Plug and Play event Detailed Tracking Plug and Play Events 1 0 FALSE
5024 Firewall service started System Other System Events 1 3 TRUE
5025 Firewall service stopped System Other System Events 1 3 TRUE
5031 Firewall app blocked from listening Object Access Filtering Platform Connection 2 0 FALSE
5157 Firewall has blocked a connection outbound Object Access Filtering Platform Connection 2 0 FALSE
5157 Firewall has blocked a connection inbound Object Access Filtering Platform Connection 2 0 FALSE
5376 Credman - Credentials Backup Account Management User Account Management 1 1 TRUE
5379 Credman - Read Credentials Logon/Logoff Other Logon/Logoff Events 2 0 FALSE
5380 Vault Credential - Find Credential Logon/Logoff Other Logon/Logoff Events 2 0 FALSE
5381 Vault Credential - Enumerate Credentials Logon/Logoff Other Logon/Logoff Events 2 0 FALSE

5382 Vault Credential - Get Unique Credential Logon/Logoff Other Logon/Logoff Events 2 0 FALSE
4648 Logon using explicit credentials Logon/Logoff Logon 1 3 TRUE
4719 System Audit Policy was changed Policy Change Audit Policy Change 1 1 TRUE
4724 An Attempt was made to reset an account password Account Management User Account Management 3 1 FALSE

4726 A user account was deleted Account Management User Account Management 1 1 TRUE
4732 A member was added to a security-enabled local group Account Management Security Group Management 1 1 TRUE

4731 Local group created Account Management Security Group Management 1 1 TRUE
4726 A user account was deleted Account Management User Account Management 1 1 TRUE
4733 Local group removed Account Management Security Group Management 1 1 TRUE
4734 Local group deleted Account Management Security Group Management 1 1 TRUE
4738 A user account was changed Account Management User Account Management 1 1 TRUE
4732 A member was added to a security-enabled local group Account Management Security Group Management 1 1 TRUE

6423 Forbidden installation (PNP Audit) Detailed Tracking Plug and Play Events 1 0 FALSE
4798 User's local group membership was enumerated Account Management User Account Management 1 1 TRUE

4799 Security-enabled local group membership was enumerated Account Management Security Group Management 1 1 TRUE



So, we seem to be having some blind spots

Fortunately, the MDE team tries to help you a bit here. 

They’ll enable some of the settings when you install the agent.

eventId MDE-Name AuditCategory AuditSubCategory Required 
Setting

Win10
Default

Win10 + 
Defender

DefaultOk? PostDefenderInstall

4670 Taking Ownership on File from TrustedInstaller Policy Change Authorization Policy Change 1 0 0 FALSE FALSE
4670 Taking Ownership on MDE Key Policy Change Authorization Policy Change 1 0 0 FALSE FALSE
4664 Hardlink Create Audit Event Object Access File System 1 0 3 FALSE TRUE
4697 A service was installed System Security System Extension 1 0 3 FALSE TRUE
4698 A scheduled task was created Object Access Other Object Access Events 1 0 3 FALSE TRUE
4699 A scheduled task was deleted Object Access Other Object Access Events 1 0 3 FALSE TRUE
4702 A scheduled task was updated Object Access Other Object Access Events 1 0 3 FALSE TRUE
6416 Plug and Play event Detailed Tracking Plug and Play Events 1 0 3 FALSE TRUE
5031 Firewall app blocked from listening Object Access Filtering Platform Connection 2 0 0 FALSE FALSE
5157 Firewall has blocked a connection outbound Object Access Filtering Platform Connection 2 0 0 FALSE FALSE
5157 Firewall has blocked a connection inbound Object Access Filtering Platform Connection 2 0 0 FALSE FALSE
5379 Credman - Read Credentials Logon/Logoff Other Logon/Logoff Events 2 0 0 FALSE FALSE
5380 Vault Credential - Find Credential Logon/Logoff Other Logon/Logoff Events 2 0 0 FALSE FALSE
5381 Vault Credential - Enumerate Credentials Logon/Logoff Other Logon/Logoff Events 2 0 0 FALSE FALSE
5382 Vault Credential - Get Unique Credential Logon/Logoff Other Logon/Logoff Events 2 0 0 FALSE FALSE
4724 An Attempt was made to reset an account password Account Management User Account Management 3 1 3 FALSE TRUE
6423 Forbidden installation (PNP Audit) Detailed Tracking Plug and Play Events 1 0 3 FALSE TRUE



So, we seem to be having some possible blind spots

However, the categories that are producing a larger volume of telemetry are 
untouched to not interfere with the log ingestion volume on your SIEM.

These settings are not documented in the MDE documentation and might be 
overwritten by Group Policy settings.

Make sure to check your GPOs and enable the events you care about. 
Otherwise there will be no telemetry AND no alerts on these events.



PowerShell script to check your environment

I’ve created an ugly script to check all 
your GPOs are set properly.

Obviously some are layered so make sure 
to check that too.

The script relies on the Remote Server 
Administration Tools (RSAT).

It’s available on my GitHub:

https://github.com/olafhartong/MDE-AuditCheck

https://github.com/olafhartong/MDE-AuditCheck


Choose your next chapter(s)

Telemetry 
augmentation 
within MDE

Sysmon vs 
MDE

Blind spots 
due to timing 
problems in 

MDE

+

OR



MDE telemetry 
augmentation
Using WDAC



The ImageLoadEvents are heavily/randomly sampled

This makes the table very unreliable. No events does not mean it did not happen.



WDAC logging in MDE

As we’ve previously established, the DeviceEvents
table holds a wealth of information.

This includes several CodeIntegrity events which 
are gathered from the EventLog.

What if we create an Audit policy on binaries we 
care about?



What if we (ab)use WDAC to help us out ?



Creating a policy

Policies can be enabled in Audit and/or Enforcement mode, this can be used in mixed mode too.

You can create a base policy and add supplemental policies, which makes it easier to maintain and do 
testing.

This section only highlights a small set of the capabilities, WDAC is very powerfull

https://docs.microsoft.com/en-us/windows/security/threat-
protection/windows-defender-application-control

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control


Creating a policy - Files

The original filename is a great asset for renamed / copied files and fortunately can be 
used in a WDAC policy as well.

Keep in mind the OriginalFileName in the PE header CAN be different than the filename of the binary. 



Creating a policy



Converting the XML

The easiest way is through the WDAC Wizard, which is provided by Microsoft.

It is a pretty nice tool, however there is no error handeling. 
When it fails, it tell you it succeeded but generates no output ;)

https://docs.microsoft.com/en-us/windows/security/threat-
protection/windows-defender-application-control/wdac-wizard



Converting the XML

There also is a great set of PowerShell tools, created by Matt Graeber.
This has great error handeling and will tell you where you made your mistakes.

https://github.com/mattifestation/WDACTools



Introducing WDACme

A WDAC configuration repository with the sole intention of enriching MDE.

This repository contains a Windows Defender Application Control (WDAC) configuration 
that contains a list of files I always want to know about. 

MDE also logs these events to the DeviceEvents table and exposes them in the 
ActionType AppControlCodeIntegrityPolicyAudited

Contains an XML config file and a generated binary config to load.

Currently contains approximately 110 files or locations

https://github.com/olafhartong/WDACme

https://github.com/olafhartong/WDACme


For example; .NET applications

The great thing about this way of configuring is; 
Most DLLs have the same OriginalFileName, so 32 and 64bit versions will be captured by the same 
configuration entry.

Mscoree.dll does not have one in the PE header, hence the FilePath



Unexpected .NET applications



Average events per day on basic Windows 10 machine



Considerations using WDAC to supplement MDE logging

The events are capped to 1 event per day per set >

Not all WDAC fields are loaded in MDE

This only works for executables and drivers

The global cap per 24 hours is 500 events

Monitor policy changes for possible tampering



Sysmon vs 
MDE



Pros and cons per solution

+ Full control over the config and the data 
you’ll get

+ Best applied to augment MDE or in full 
parallel

+ Rich and unsampled telemetry 

- You must maintain it yourself (config, 
ingestion and detections)

- Only detection, no response

+ Fully maintained by Microsoft (config 
and ingestion)

+ Detection and Response capability, 
custom detections possible in addition

+ Rich set of telemetry, way more than 
Sysmon

- The configuration is non-configurable

- Telemetry is sampled for most events

Sysmon MDE

https://medium.com/falconforce/sysmon-vs-microsoft-defender-for-endpoint-mde-internals-0x01-1e5663b10347

https://medium.com/falconforce/sysmon-vs-microsoft-defender-for-endpoint-mde-internals-0x01-1e5663b10347


Sysmon vs MDE telemetry
Sysmon ID Sysmon Event Name MDE Table ActionType Notes on MDE

1 Process Creation DeviceProcessEvents ProcessCreated

2 Process Changed a file creation 
time n/a n/a

3 Network Connection DeviceNetworkEvents

ConnectionFound, 
ConnectionSuccess, 
ConnectionFailed, 
InboundConnectionAccepted, 
ListeningConnectionCreated, 
ConnectionAttempt, 
ConnectionAcknowledged, 
ConnectionRequest

Heavily sampled, only 1st seen event

4 Sysmon Service State Change - -
5 Process Terminated n/a n/a
6 Driver Loaded DeviceEvents DriverLoad No signer information only hashes
7 Image Loaded DeviceImageLoadEvents ImageLoaded Heavily sampled

8 Create Remote Thread DeviceEvents CreateRemoteThreadApiCall

Missing info compared to Sysmon: 
NewThreadId,
StartAddress,
StartModule,
StartFunction

9 Raw File Access Read n/a n/a

10 Process Access DeviceEvents
ReadProcessMemoryApiCall, 
WriteToLsassProcessMemory, 
OpenProcessApiCall

ONLY logged for the lsass.exe process. 
It does provide TotalBytesCopied on ReadProcessMemoryApiCall.
On OpenProcessApiCall is supplies the DesiredAccess in decimalvalues

11 File Create DeviceFileEvents FileCreated

12 Registry Create and Delete DeviceRegistryEvents
RegistryKeyCreated, 
RegistryKeyDeleted,
RegistryValueDeleted

Filters are applied

13 Registry Value Set DeviceRegistryEvents RegistryValueSet Filters are applied
14 Registry Key and Value Rename n/a n/a
15 File Create Stream Hash n/a n/a Seems to be there in MDE but often unpopulated
16 Sysmon Config Change - -
17 Pipe Event Created DeviceEvents NamedPipeEvent Only first seen event, connect or create
18 Pipe Event Connected n/a n/a
19 WMI EventFilter activity n/a n/a
20 WMI EventConsumer activity DeviceEvents ProcessCreatedUsingWmiQuery

21 WMI EventConsumerToFilter 
activity DeviceEvents WmiBindEventFilterToConsumer

22 DNS Query DeviceEvents DnsQueryResponse Response to successful queries
23 FileDelete DeviceFileEvents FileDeleted
24 ClipboardChange n/a n/a
25 Process Tampering n/a n/a No exposed telemetry, it does have alerts for it
26 FileDeleteDetected DeviceFileEvents FileDeleted No file retention option



Sysmon vs MDE – features / telemetry

Clipboard events saving

Deleted files saving

Preserve deleted PE files

Preserve files for configured processes

Preserve files with configured extensions

Preserve files for configured SIDs

AntivirusDetection
AntivirusDetectionActionType
AntivirusReport
AntivirusScanCancelled
AntivirusScanCompleted
AntivirusScanFailed
AppControlCodeIntegritySigningInformation
AppControlExecutableBlocked
AppControlScriptBlocked
AsrAdobeReaderChildProcessBlocked
AsrExecutableEmailContentBlocked
AsrExecutableOfficeContentAudited
AsrExecutableOfficeContentBlocked
AsrLsassCredentialTheftAudited
AsrLsassCredentialTheftBlocked
AsrObfuscatedScriptAudited
AsrOfficeChildProcessAudited
AsrOfficeChildProcessBlocked
AsrOfficeCommAppChildProcessAudited
AsrOfficeCommAppChildProcessBlocked
AsrOfficeMacroWin32ApiCallsAudited
AsrOfficeMacroWin32ApiCallsBlocked
AsrOfficeProcessInjectionAudited
AsrOfficeProcessInjectionBlocked
AsrPsexecWmiChildProcessAudited
AsrRansomwareBlocked
AsrUntrustedExecutableAudited
AsrUntrustedUsbProcessAudited
AsrUntrustedUsbProcessBlocked
AuditPolicyModification
BluetoothPolicyTriggered
BrowserLaunchedToOpenUrl
ControlFlowGuardViolation
ControlledFolderAccessViolationAudited
ControlledFolderAccessViolationBlocked
CreateRemoteThreadApiCall

CredentialsBackup
DeviceBootAttestationInfo
DnsQueryResponse
DriverLoad
ExploitGuardAcgAudited
ExploitGuardAcgEnforced
ExploitGuardChildProcessAudited
ExploitGuardChildProcessBlocked
ExploitGuardEafViolationBlocked
ExploitGuardLowIntegrityImageAudited
ExploitGuardLowIntegrityImageBlocked
ExploitGuardNetworkProtectionAudited
ExploitGuardNonMicrosoftSignedAudited
ExploitGuardNonMicrosoftSignedBlocked
ExploitGuardSharedBinaryAudited
ExploitGuardSharedBinaryBlocked
ExploitGuardWin32SystemCallBlocked
FirewallInboundConnectionBlocked
FirewallInboundConnectionToAppBlocked
FirewallOutboundConnectionBlocked
GetAsyncKeyStateApiCall
GetClipboardData
LdapSearch
MemoryRemoteProtect
NamedPipeEvent
NtAllocateVirtualMemoryApiCall
NtAllocateVirtualMemoryRemoteApiCall
NtMapViewOfSectionRemoteApiCall
NtProtectVirtualMemoryApiCall
OpenProcessApiCall
OtherAlertRelatedActivity
PnpDeviceAllowed
PnpDeviceBlocked
PnpDeviceConnected
PowerShellCommand
ProcessCreatedUsingWmiQuery

ProcessPrimaryTokenModified
QueueUserApcRemoteApiCall
ReadProcessMemoryApiCall
RemoteDesktopConnection
RemoteWmiOperation
SafeDocFileScan
ScheduledTaskCreated
ScheduledTaskDeleted
ScheduledTaskUpdated
ScreenshotTaken
ScriptContent
SecurityGroupCreated
SecurityGroupDeleted
SecurityLogCleared
SensitiveFileRead
ServiceInstalled
SetThreadContextRemoteApiCall
ShellLinkCreateFileEvent
SmartScreenAppWarning
SmartScreenExploitWarning
SmartScreenUrlWarning
SmartScreenUserOverride
UntrustedWifiConnection
UsbDriveDriveLetterChanged
UsbDriveMounted
UsbDriveUnmounted
UserAccountAddedToLocalGroup
UserAccountCreated
UserAccountDeleted
UserAccountModified
UserAccountRemovedFromLocalGroup
WmiBindEventFilterToConsumer
WriteToLsassProcessMemory

DeviceFileEvents FileRenamed
DeviceFileEvents FileModified
DeviceLogonEvents LogonAttempted
DeviceLogonEvents LogonFailed
DeviceLogonEvents LogonSuccess
DeviceFileCertificateInfo -
DeviceInfo -
DeviceNetworkInfo -

Sysmon - Unique

MDE - Unique

…. 181 in total



MDE telemetry potential mapping to MITRE ATT&CK



Sysmon telemetry potential mapping to MITRE ATT&CK



Wrapping up

Know your tools, understand their strengths and weaknesses

Understand what your tools are detecting and HOW they are detecting it

Continuously reassess this to see what is new or improved

Augment the weak or blind spots with additional tools

This talk is about 1 vendors product. Trust me, most EDRs have similar issues.



Thank you! Questions ?
olaf@falconforce.nl https://falconforce.nl @olafhartong

@falconforceteam
https://linkedin.com/in/olafhartong

mailto:olaf@falconforce.nl
https://falconforce.nl
https://linkedin.com/in/olafhartong


Time
It’s not always on your side



Time

The generic running joke amongst a lot of defenders is that if it 
didn’t get recorded in UTC it didn’t happen. 

However, time zones are not our only worry.

Time ingestion, and its delay(s), also play a crucial factor in 
building solid detections.



Time - Expected behavior

Expected behavior: event happens at a certain time, gets shipped to the cloud log store and will 
be visible within a few seconds.

13:37:00 UTC 13:37:10 UTC



“Should happen” behavior

Event happens at a certain time, is stored in a buffer locally and then at periodic intervals they’re 
shipped in batches to the cloud log store and are visible after a few minutes.

Generated:
13:37:00 UTC Arrival:

13:57:10 UTC

Store and 
forward buffer 
of on average 5 

- 20 minutes



Actual behavior

Event happens at a certain time, is stored in a buffer locally and then at periodic intervals they’re 
shipped in batches to the cloud log store and can take a while to become visible.

Generated:
13:37:00 UTC Ingested:

14:47:10 UTC

Store and 
forward buffer 
of on average 5 

- 20 minutes



Ingestion delay in a lab environment



Ingestion delay in a real environment (~65k devices)



Why does this matter ? - Scheduled searches

• TimeGenerated search, running each hour
| where TimeGenerated > ago(1h)

Run time:
14:00:00 UTC

Scope:
13:00-14:00 

Run time:
13:00:00 UTC

Scope:
12:00-13:00 

Run time:
15:00:00 UTC

Scope:
14:00-15:00 

And so on …

Generated:
13:37:00 UTC

Ingested:
14:47:10 UTC



Time – Better way of working

• Use ingestion_time() in stead of TimeGenerated/Timestamp
| where ingestion_time > ago(1h)

Run time:
14:00:00 UTC

Scope:
13:00-14:00 

Run time:
13:00:00 UTC

Scope:
12:00-13:00 

Run time:
15:00:00 UTC

Scope:
14:00-15:00 

And so on …

Generated:
13:37:00 UTC

Ingested:
14:47:10 UTC



Time – Microsoft agrees (partially)

https://github.com/MicrosoftDocs/microsoft-365-docs/commit/bedca31069d21db709e42b1dc278b82bedd41f44

https://github.com/MicrosoftDocs/microsoft-365-docs/commit/bedca31069d21db709e42b1dc278b82bedd41f44


Custom detection considerations

If you schedule an alert for a specific time, the portal prepends some (hidden) 
logic to it, setting the lookback time and querying for that timeframe.

Query Frequency –> Lookback time of the generated time (Timestamp)

1 hour – Lookback time is set to 2 hours 

3 hours - Lookback time is set to 6 hours

12 hours - Lookback time is set to 24 hours

24 hours - Lookback time is set to 30 days



Ingestion delay rule coverage, rules scheduled each hour 



Scheduler issues

The MDE scheduler isn’t consistent. 

When set to run each hour it isn’t running every 60 minutes.

Run time:
14:04:25 UTC

Scope:
13:04-14:04

Missed:
13:00 – 13:04

Run time:
13:00:00 UTC

Scope:
12:00-13:00 

Run time:
15:07:12 UTC

Scope:
14:07-15:07

Missed
14:04 – 14:07

And so on …

Generated:
13:37:00 UTC

Ingested:
14:47:10 UTC



Scheduler timing

Average run time is 64.85 minutes, not the scheduled 60 minutes.

This means we have a blind spot in between searches if we scope for 1 hour.



So, we just process all data?

Well, no, certainly not in all cases.

Processing data is not limitless, and at scale this takes quite a bit of resources.
Since this service is based on shared resource clusters there are quotas.



Another reason for scoping your processed timeframe

Looking at, for instance, 2 hours of data 
every hour will likely cause duplicate 
alerts.

The MDE portal can theoretically take 
care of duplicate alerts. 

This ONLY works when they are not 
closed yet. So we need to add some 
additional Kusto to take care of this.



Deduplicating results

We can achieve this by using the AlertInfo and AlertEvidence tables and remove duplicate 
results based on the same Entity and Timestamp.

Additional details are sadly not all exposed in the KQL tables, so in case of multiple results only 
the first is queryable.

Deduplication therefore has to happen on the impacted entity;

DeviceName (if the entity is a machine)

AccountName (if the entity is a user)

AccountUpn (if the entity is a mailbox)



Deduplicating results – Rule logic
// use 2x the timeframe you’re actually interested in.
// make sure this is possible in the lookback period set by the rule engine.
let timeframe = 2*1h;
let RuleId = "[CUSTOM RuleId, like 0042]";
// This has been added to keep the logic below identical for all rules, we 
template everything in code
let DedupField = "DeviceName";

// [PLACE DETECTION RULE HERE]
// [make sure to use
// | where ingestion_time() >= ago(timeframe)

// [Paste at the end of a rule]
// Begin de-duplication logic.
// We require a unique value so we don't accidentally introduce false negatives if the value of the DedupField column is empty or 
doesn't exist.
| extend DedupEntity = column_ifexists(DedupField, strcat("N/A"))

// remove the results of the query above when there is an alert for this DeviceName, with the same RuleId and in the same Timeframe
| join kind=leftanti (
AlertInfo
| where Timestamp >= ago(timeframe)
| where Title contains RuleId
| join kind=leftouter AlertEvidence on AlertId
// only search for alerts with an impacted entity and which has been raised by a Custom Detection
| where EvidenceRole == "Impacted" and DetectionSource == "Custom detection"
//the default value if the column doesn't exist is on purpose different than above to prevent accidental matches.
| extend DedupEntity = column_ifexists(DedupField, "")
// remove results where the DedupEntity is unpopulated
| where not(isempty(DedupEntity))
| project DedupEntity
) on DedupEntity
// End de-duplication logic.





Summarizing time issues

When building custom detections:

Don’t use | where Timestamp, use | where ingestion_time()

Take the ingestion delay into account for your time scoping

Take the account rule scheduling delays into account

Make sure to deduplicate alerts when extending the timeframe

Write rules according to the best practices to keep the performance impact to a minimum



Wrapping up

Know your tools, understand their strengths and weaknesses

Understand what your tools are detecting and HOW they are detecting it

Continuously reassess this to see what is new or improved

Augment the weak or blind spots with additional tools

This talk is about 1 vendors product. Trust me, most EDRs have similar issues.



Thank you! Questions ?
olaf@falconforce.nl https://falconforce.nl @olafhartong

@falconforceteam
https://linkedin.com/in/olafhartong

mailto:olaf@falconforce.nl
https://falconforce.nl
https://linkedin.com/in/olafhartong

