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舅䄕磆☭յ氦辐羜俌յ⫂㳊
§ 舅䄕磆☭

• 㵸䃷 㲃侉 (Muneaki Ogawa)
• NTT NS溿 à 哧㛾ٜٓؕف à ّؤٚخ (SWE)
• 3GPPסArchitecture׷Signaling (C-Plane)話ֿ׽㞐׌ך׀

§ 氦辐羜俌
• ⯥㍑OMNI#1מ⹆ⱶי׊free5GC׷magmaסؓؤعشآقסלםOSSֵֿ؅כ׆׾湳׽舅⮆ך

w׌ך䑏縖⮣סׂ⪑ךסםגזםׂגײי׊־Ⳃ׵
• 3GPP5סGS☼喋˥ע鷨⸻מ׽ם׿אמ鐆ײ鱮؆ד磬꽦ֵֿךס׾յ☼喋ؼِٖؤס׆ך׽؂ױ

ג׊מכ׆׾ײי׊䓙ַ氦辐כםַַף׿׀ך靹春מؔط
§ 鎇׌⫂㳊

• free5GCכUERANSIMס梪㗞啶疣ٔزؤ؞عشآق׼־յ鉮冪ס㡎״亠
• 鉮鐄סend-to-end Signalingג׊מ⩕3GPP☼喋؅כ鉮冪סعشآق

(☪㍑עRegistrationֿ╈䑏)
§ 㵚霄縖

• free5GC⮣䑏縖ַגײי׊ٔزؤ؞عشآقך☔
• 5GSׂםכ؆םע湳ֿ׾ַיז杼鉮؅岐ַג״☔

※ TS 23.501~TS 23.503、TS 24.501、TS 33.501、TS 29.50xあたり



free5GCٔزؤ؞عشآقכوشؓعشجס

VPC

AWS Cloud

Availability Zone 1

Amazon S3 bucketAmazon EC2
Ubuntu 18.04
UERANSIM

Amazon EC2
Ubuntu 18.04

free5GC

§ وشؓعشج
• EC2ؕ؅2ت٤ذت٤⺏嶖⤓
• free5GC Stage 3 Installation Guideמ䏼ַfree5GCכUERANSIMوشؓعشج؅

§ ٔزؤ؞عشآق
• free5GC⣐ךت٤ذت٤ؕס⹦䐂UERANSIM5כعشآقס׼־GC⫂סSBIסعشآقס┸亠

ֿ⹦䐂״ג׾׀ך
• ⹦䐂עعشآقג׊S3מعشآف鞎غ٭٤ٞؗرי״

ր舅⮆ך泡מ׃pcap؅釤ַגցַֹכ亠ג׊ױ׀ֽיַֽמ׼ה׆מ״גסն

sudo tcpdump -U -w "/var/tmp/$(hostname)-%Y%m%d-%H%M%S.pcap" -n -i any

aws s3 sync /var/tmp/ s3://free5gc-dev-tcpdump/ --include '*.pcap'

*.pcap

github.com/nickel0/5gs-call-flow

vCPU: 2
Mem: 4.0 Gi

https://www.free5gc.org/installations/stage-3/
https://github.com/nickel0/5gs-call-flow/tree/master/pcap


5GSؓכٔزؠط؞٭☪㍑ס梪㗞סכ㵚䑴
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AWS EC2 (t3.medium) - free5GC

AWS EC2 (t3.small) - UERANSIM

• ׌䫘禈כUERANSIMעءؔن٤ؤ
ظע㚺催♓㛙تٝغIPؓס״ג׾
喋☼⡁؅عؚٜن

• hosts׵ٜؕؒنgithubיֵׅמ
ג׊ױ׀ֽ

https://github.com/nickel0/5gs-call-flow/tree/master/etc


3GPP Release-15 5GS Reference Architecture
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[◄⯥嶖⤓] HTTP/2غ٭ؤظס
§ Wiresharkךhttp2׵⛰יׄ־؅ذٜؔنך辐炐ַם׿׈㕙⺬עյסغ٭ؤظ錃㲊؅澬

鏀նTCP port 8000؅HTTP2מֹ׻׾׌غ٭ؤظי׊כ錃㲊׾׌ն
§ free5GCעךعؚٜنظעHTTPSע✳榫׾ַיזםמءؔن٤ؤַם׊ն

HTTPS؅✳ֹ㕙⺬յkeylog؅ٜؕؒنWireshark⣐ס׫錃㲊ֿ䑒釐ն
• free5GCֿ榟䡗׾׌keylog؅׼ה׆עٜؕؒن⹆拨

ubuntu@ip-103-67-220-102:~/free5gc/config$ cat smfcfg.yaml
info:

version: 1.0.0
description: SMF initial local configuration

configuration:
smfName: SMF # the name of this SMF
sbi: # Service-based interface information

scheme: http # the protocol for sbi (http or https)
registerIPv4: 127.0.0.2 # IP used to register to NRF
bindingIPv4: 127.0.0.2  # IP used to bind the service
port: 8000 # Port used to bind the service
tls: # the local path of TLS key

key: free5gc/support/TLS/smf.key # SMF TLS Certificate
pem: free5gc/support/TLS/smf.pem # SMF TLS Private key

...

SMFٜؕؒنءؔن٤ؤס❆

https://github.com/free5gc/free5gc/wiki/Trouble_Shooting


[◄⯥嶖⤓] 倊⺘⴫NAS(5G-EA0)غ٭ؤظס
§ UERANSIMכfree5GCꝴעךعؚٜنظעךNASס倊⺘⴫ٜؓ5מّثٛإG-EA0 

(NEA0)؅鸵榫ն
• 5G-EA0עNull Ciphering Algorithmךյ⡁ֿ⪒ס"0"יKEYSTREAMꝎע׈input parameter

璡ն(see TS 33.501 Annex D)⺱כסַםַי׊ն倊⺘⴫׾׌؅榟䡗ַ׊璡כ

§ Wiresharkעךعؚٜنظע倊⺘⴫NAS(5G-EA0)עغ٭ؤظסdisable״גםյenable
ն׾׌מ

(嫰) 鍱꽦梪㗞5עG-EA0ֿ׌ךַַ׵ךյよ榫梪㗞؅ֽכ׆ַם؂✳עךⳡ׌ױ׊״ն



UERANSIM-free5GCꝴסNASعشآقס
§ ׾ײי׊؅澬鏀عشآقסNASע׍⩝
§ "nas-5gs"כ׾׌ء٤ٛذٜؔنך



UERANSIM-free5GCꝴסNASعشآقס
§ ׾ײי׊؅澬鏀عشآقסNASע׍⩝
§ "nas-5gs"כ׾׌ء٤ٛذٜؔنך

🤔




UERANSIM-free5GCꝴסNASعشآقס

à free5GCUERANSIM ß
§ NAS-MMはAMFで終端

àモビリティ管理を担当
§ NAS-SMはSMFで終端

àセッション管理を担当
§ EPCではMMEで両方とも終
端されていたが5GCでは機
能分担されてた



UERANSIM-free5GCꝴסNASعشآقס

JSON

NAS-5GS

NGAP

§ SMFס׼־NAS-5GC, NGAPעMIME multipartٜجو؜ך⴫׾ַי׿׈



UERANSIM-free5GCꝴסNAS٭ٞنٜ٭ؤס
free5GC

(5GC)
UERANSIM

(UE)

(MM) Registration Request

(MM) Authentication Request

(MM) Security Mode Command

(MM) Security Mode Complete + (MM) Registration Request

(MM) Registration Accept

(MM) Authentication Response

(MM) UL NAS Transport + (SM) PDU Session Establishment Request

(MM) DL NAS Transport + (SM) PDU Session Establishment Accept

HTTP2/JSON/NAS-5Gֿ⛰縖؂־
- յUEמն域גז־ 5GCꝴסNASס
׾ײי׊浓泘מ٭ٞنٜ٭ؤ
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UERANSIM-free5GCꝴסNAS٭ٞنٜ٭ؤס

free5GC
(5GC)

UERANSIM
(UE)

(MM) Registration Request

(MM) Authentication Request

(MM) Security Mode Command

(MM) Security Mode Complete + (MM) Registration Request

(MM) Registration Accept

(MM) Authentication Response

(MM) UL NAS Transport + (SM) PDU Session Establishment Request

(MM) DL NAS Transport + (SM) PDU Session Establishment Accept

EPSס׼־㛻ם׀㚺催Ζ
§ EPSעךյ鏀錞/⛣糋氧ꎰס䣆ꯂجכ

׌عتؙؠٛמ侇⺱٤澬玮؅٘بش
նגַי׀ךֿכ׆׾

§ 5GSעךյ鏀錞/⛣糋氧ꎰס䣆ꯂجכ
նג׿׈䣆ꯂֿ⮆ꦕס٤澬玮٘بش

§ (IoT珷儕םֹ׻ס鏀錞/⛣糋氧ꎰ׌ע
ַכַם䑒釐ע٤澬玮٘بشجֿ׾
(؅縒䜡ت٭آֹ

§ 澬玮ַג׊PDU٤٘بشج夵ؠٛמ
ח2סIMSכն(Internet׾؅鴜عتؙ
2㍑PDU׼ם׾׌٤澬玮٘بشجס
(٤澬玮䣆ꯂ؅车ֹ٘بشج



UERANSIM-free5GCꝴסNAS٭ٞنٜ٭ؤס

EPSס׼־㛻ם׀㚺催Η
§ NASסRegistration Requestֿ2㍑鴜

׾ַי׿׼
§ 1㍑泘ע倊⺘⴫ךסַםַי׿׈╈

ꝴ縖😎מ河ײ釤׵י׿׼啶ַם؂䗯
㕔(cleartextַֹכ)־׊鴜ַם׼
à Initial NAS Protection

§ 2㍑泘ע倊⺘⴫׼־י׿׈鴜׾նٗ
non-cleartext)לם䗯㕔ס㍾僗ا٭
ն׾׿鴜י״⻠׵(ַֹכ

§ Man in the middle attack׵י׿׈
ն׾ַיזםמ٤ؕاظַם؂ױ־

§ EPSעךIMSI؅河ײ釤ؠتٛ׾׿׼
י׊僜⩡؅׿אעך5GSֿגזֵֿ
ն׾ַ
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Initial NAS Protection

TS 24.501 4.4.6 ךRegistration Requestסךcleartext IEֿ㲊紶׾ַי׿׈ն
նַם׼םף׿ׄם׼鴜י׊յ倊⺘⴫ךnon-cleartext IEעIEס㛙♓׿א
§ Extended protocol discriminator
§ Security header type
§ Spare half octet
§ Registration request message identity
§ 5GS registration type
§ ngKSI
§ 5GS mobile identity
§ UE security capability
§ Additional GUTI
§ UE status
§ EPS NAS message container.
UERANSIM1ס׼־st NAS Registration Requestעמnon-cleartext5׾ֵךGMM 
capabilityכNSSAI - Requested NSSAIֿ⻠ֿ׾ַי׿ױյ3ע׿׆GPP嘅嶖鷿⹚

1st NAS Registration Request 2nd NAS Registration Request

Plain NAS messageַיזםכ
ס╈סNASג׿׈յ倊⺘⴫ֿ׾
containerי׊כ劲硯ַי׿׈
նַם䑒釐ֿ׾׌⺘倊״ג׾



(⹆縒) 5GS Registrationסend-to-end call flow(鎋碷撶) https://github.com/nickel0/5gs-call-flow

https://github.com/nickel0/5gs-call-flow


(⹆縒) 5GS Registrationסend-to-end call flow(鎋碷撶) https://github.com/nickel0/5gs-call-flow

https://github.com/nickel0/5gs-call-flow


(⹆縒) 5GS Registrationסend-to-end call flow(鎋碷撶) https://github.com/nickel0/5gs-call-flow

https://github.com/nickel0/5gs-call-flow


5GS Registrationסend-to-end call flow(癨樋撶)

UE AMF

Registration Req

Registration Accept

AUSF

POST /v1/ue-authentications

201 Created

UDM

POST /v1/ue-authentications/{suci}/5g-aka-confirmation

200 OK

Sec Mode Comm

Sec Mode Comp + Reg
PUT /nudm-uecm/v1/{supi}/registrations/amf-3gpp-access

GET /nudm-sdm/v1/{supi}/am-data?plmn-id=xxxxx

GET /nudm-sdm/v1/{supi}/smf-select-data?plmn-id=xxxxx

POST /nudm-sdm/v1/{supi}/sdm-subscriptions

Authentication Req

Authentication Resp

§ UERANSIM/free5GCのキャプチャを参考に作成
§ 簡単にするためNRF、UDR、PCF、一部の信号
などかなりいろいろ省略して大事なとこだけ
描いています。

AMF registration for 3GPP access (TS 29.503 5.3.2.2.2) 

Access and Mobility Subscription Data Retrieval (TS 29.503 5.2.2.2.3)
SMF Selection Subscription Data Retrieval (TS 29.503 5.2.2.2.4)
UE Context In SMF Data Retrieval (TS 29.503 5.2.2.2.8)

Subscription to notifications of data change (TS 29.503 5.2.2.3.2)

5G AKA - Confirmation (TS 29.509 5.2.2.2.2) 

5G AKA - Authentication (TS 29.509 5.2.2.2.2) 

uecm: UE Context Management
sdm: Subscription Data Management

GET /nudm-sdm/v1/{supi}/ue-context-in-smf-data



EPS Attach5כGS Registrationס奂鬳
UE MME

Attach Req

Attach Accept

Authentication Req

Authentication Resp

HSS

AIR

AIA

ULR

ULA

UE AMF AUSF UDM

Sec Mode Comm

Sec Mode Comp

位置登録 +
加入者データ取得

UE認証

Registration Req

Registration Accept

POST /v1/ue-authentications

201 Created

POST /v1/ue-authentications/{suci}/5g-aka-confirmation

200 OK

Sec Mode Comm

Sec Mode Comp + Reg
PUT /nudm-uecm/v1/{supi}/registrations/amf-3gpp-access

GET /nudm-sdm/v1/{supi}/am-data?plmn-id=xxxxx

GET /nudm-sdm/v1/{supi}/smf-select-data?plmn-id=xxxxx

POST /nudm-sdm/v1/{supi}/sdm-subscriptions

Authentication Req

Authentication Resp

uecm: UE Context Management
sdm: Subscription Data Management

GET /nudm-sdm/v1/{supi}/ue-context-in-smf-data



(⹆縒) EPS NAS5כGS NASء٤مشُס┉鼧
TS 24.301 EPS NAS
§ EMM common procedures
• GUTI reallocation

§ EMM specific procedures
• Attach

o Non-Emergency
o Emergency

• Tracking area updating
o Mobility Update
o Periodic Update

TS 24.501 5GS NAS
§ 5GMM specific procedure

• Registration
o Initial Registration
o Emergency Registration

o Mobility Update
o Periodic Update

☪㍑釤גRegistration



Mastering 5GC Spec (☼喋מ䍚ׂ׾םֽס״׌׌Ⲱ䍚嫎)
5GCמ鎋דױע☔ַ׊㵼ַם妳ֿ׌ױ׊ն♓┖עյֽס״׌׌Ⲱ䍚ס☼亠׌ךն
§ 0وشطت

• 仼儖鏤ס⪌ꝛ傴(e.g. 5G䷷熭傴)׷鉮鐄鋗◄(e.g. ٜػ٭ٔةٜ؜ؼؠطסٓؤغ)璡؅釤יꦬ㍱
妳׳־ח؅նך׆׆二嚀耆؅عوج٤ؤ׷杼鉮כֽׂי׊域ֿوشطتס哧׾םמնֽםյء
նַ׻ֹֿ׮ַם釤׽ױֵךס䗯㕔ֿ㛡ַם塜澬┘ע䗯㕔סׄ⺸芗┉׾ׂי⭳יזء

§ 1وشطت
• 3GPPٔزؠط؞٭ؓסյⳂ⛼☼喋(Stage 2☼喋)׾ֵךTS 23.501 ~ TS 23.503յTS 33.501؅鐆

OKնי׊ף괊ײ鐆׍ױכץע嚀耆םնOptional׳
§ 3وشطت

• free5GCלם㲔꤀מⳂ؅ٔزؤ؞י׊־釤׾ײיնכٔزؤ؞TS 23.502؅䇖车י׊釤ؤי
ն׾׌䏔Ⱏ؅杼鉮ס⺘⟓כ׿孱ם־ױ㛻ס٭ٞنٜ٭

§ 4وشطت
• قג׊⹦䐂ך3وشطتն׳TS 29.5xx璡؅鐆׷TS 24.501׾ֵך喋(Stage3☼喋)☼ٜؤعٞو

ն׾ײי׊׽ג׊׽嚀耆؅岐㔃׾ֵס⽏յ艄׽ג׊鉮冪מ鎋碷׽׻؅عشآ
§ 5وشطت

• 嚀耆؅㲔逷ג׿׈յ僃鲣鴑ⱶ׽גײיז؅鴑⺸Ⳃ׷ت٭ٛٛס僃二סյ3GPP׼ג׀ךױ׆׆
׌ױ䓙ַכ׾םמֹ׻׾׀ךյַ؀ַ؀׽ג׊靹春מOSS孨Ⳃי׊



״כױ
§ 㳊⫁ם╚

• free5GCכUERANSIMס梪㗞啶疣ٔزؤ؞عشآق׼־յ鉮冪ס㡎״亠
• HTTP/2כ倊⺘⴫NASסغ٭ؤظס錃㲊؅䑫מֹ׻ַם׿

• 鉮鐄(Registrationֿ╈䑏)סend-to-end Signalingג׊מ⩕3GPP☼喋؅כٔزؤ؞عشآق
• Initial NAS ProtectionכյRegistrationכPDU Session Establishmentס⮆ꦕֿ攐䐶
• Registration؅釤ג꡾׽free5GCס㱭䡗䈱ע냕ֹא

§ ☪䏲׵嚀⚡ֵֿף׿鎇כ׆ַגײי׊
• Registration؅╈䑏מ鎇ךסג׊域עPDU Session Establishment؅鎇ַג׊նfree5GC 

Stage3ג׿׊ع٭َئךULCL׵鍱ַג׊ն
• 5G-AKA׷SUCIؔطٖٛ؞جלם話׵׽鎋ׂ׊鎇ַג׊ն(⠕☔氳עמSEPP׵妳׾םמ)
• նַגײי׊奂鬳(־כmagma)׵ס☽ַֿםַי׊־Ⳃעfree5GC♓㛙דױ

§ מַׇ׈
• ׌ךַג׽ֿםחכ☔ַ׊鎋מ5GCי׋؅鵟ؔطؼِٖؤ

韬ゖ׷閱鑜׼גזֵֿכ׆ַג׊OMNIסSlack׷twitterך鎇כ׾׿ׂיׄ־׊㭕׌ךַ׊


