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= Wireshark Thttp2 T7 1 L ZMT TRIBHRRINGBVWESIE. TI— FOREZHE
590 TCP port8000ZHTTP2Y L TCTFOA—RTBLSICHKET %o

= free5GCIET 7 #JL F TIFHTTPSIXER LAEWVWI> T« _7“‘:793\’)'(\/\’50
HTTPS%ZE 51545, keylogZ 7 1 )L ZWiresharkBINDEREHDHE,
o free5GCHER T Bkeylog7 7 1 ILIFZ B 5 %2 B

SMEQ A>T 177 71 ILI

LS Wireshark - Decode As... ubuntu@ip-103-67-220-102:~/free5gc/config$ cat smfcfg.yaml
info:
Field Value Type Default  Current version: 1.0.0
description: SMF initial local configuration

configuration:
smfName: SMF # the name of this SMF
sbi: # Service-based interface information

scheme: http # the protocol for sbi (http or https)
registerIPv4: 127.0.0.2 # IP used to register to NRF
bindingIPv4: 127.0.0.2 # IP used to bind the service
port: 8000 # Port used to bind the service

+ - h @ /Users/muneakiogawa/.config/wireshark/decode_as_entries t 15 . # t he -LO Ca 1 pat h (o] f TLS key
o i i i T key: free5gc/support/TLS/smf.key # SMF TLS Certificate
Help Save Cancel S pem: free5gc/support/TLS/smf.pem # SMF TLS Private key



https://github.com/free5gc/free5gc/wiki/Trouble_Shooting
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= UERANSIM & free5GCE TI&7T 7 # )L b TIENASDOIES1L 7 )L T1) X LIZ5G-EAQ
(NEAO)Z .
» 5G-EAO0IENull Ciphering AlgorithmT. fEA' 2 T"0"MKEYSTREAM (K & (&input parameter
YELW) ZERT S, BELLTULWELDEESE, (see TS 33.501 Annex D)

= WiresharkldT 7 # )L k TIZEES1ELNAS(5G-EAQ) DT O — RiXdisableZ:7=8. enable
IC9 Do

o0 e M Wireshark
4 = ) X G R @ = = & & § iF
M |nas-5gs XI= 1k
No. Time Source Destination Protocol Length Info
965 31.979825 UERANSIM free5GC NGAP/NAS-5... 156 InitialUEMessage, Registration request
1176 31.995982 free5GC UERANSIM NGAP/NAS-5... 148 DownlinkNASTransport, Authentication request
1183 31.996514 UERANSIM free5GC NGAP/NAS-5... 148 UplinkNASTransport, Authentication response
32.000944 free5GC inkNASTransport, Security mode command
32.001637 UERANSIM free5GC Mark/Unmark Packet kNASTransport
1806 32.094171 free5GC UERANSIM Ignore/Unignore Packet alContextSetupRequest
1818 32.295397 UERANSIM free5GC Set/Unset Time Reference kNASTransport
. 1928 32.331073 1h_SMF(N4)_MongoDB SMF Time Shift... 3], JavaScript Object Notation (application/json), PDU session establishment request
{2169 32.367095 Llh_SMF(N4)_MongoDB AMF Packet Comment... 3], JavaScript Object Notation (application/json), PDU session establishment accept (PDU sess
2184 32.368120 free5GC UERANSIM ssionResourceSetupRequest
Edit Resolved Name
Apply as Filter »
i Prepare as Filter »> i
Cor ion Filter »
» Frame 1273: 128 bytes on wire (1024 bits), 128 bytes cap (colorize Conversation >
» Linux cooked capture vl SCTP »
» Internet Protocol Version 4, Src: free5GC (103.67.220.10 Follow > 10.121)
» Stream Control Transmission Protocol, Src Port: 38412 (3 18)
v NG Application Protocol Copy »
v NGAP-PDU: initiatingMessage (@)
v initiatingMessage rotoc N Nl Frame >
procedureCode: id-DownlinkNASTransport (4) Decode As... Internet Protocol Version 4 4
criticality: ignore (1) Show Packet in New Window Stream Control Transmission Protocol >
>

v value NG Application Protocol
» DownlinkNASTransport | -Access-Stratum { )

] Open Non-Access-Stratum 5GS (NAS)PDU preferences...

=
T Disable NAS-5GS

(F) EBRIRIZIF5G-EAOTHVWVWT I D BARIRTIREDLZVWI L ZE#HL I T,
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= LPIENASONT v b ZHER L THD
= "nas-5gs" T IRV TTBL

o0 @ M (free5gc)Registration_to_Pdu_session_establishment.pcap
a4 = RO ResExEF I = &  § IF
|1 [nas-5gs| -]
No. Time Source Destination Protocol Length Info
965 31.979825 UERANSIM free5GC NGAP/NAS-5GS 156 InitialUEMessage, Registration request
1176 31.995982 free5GC UERANSIM NGAP/NAS-5GS 148 DownlinkNASTransport, Authentication request
1183 31.996514 UERANSIM free5GC NGAP/NAS-5GS 148 UplinkNASTransport, Authentication response
1273 32.000944 free5GC UERANSIM NGAP/NAS-5GS 128 DownlinkNASTransport, Security mode command
1283 32.001637 UERANSIM free5GC NGAP/NAS~-5GS/NAS-5GS 192 UplinkNASTransport, Security mode complete, Registration request
1806 32.094171 free5GC UERANSIM NGAP/NAS-5GS 244 InitialContextSetupRequest, Registration accept
1818 32.295397 UERANSIM free5GC NGAP/NAS-5GS 240 UplinkNASTransport, UL NAS transport, PDU session establishment request
' 1928 32.331073 localhost SMF HTTP2/JSON/NAS-5GS 863 DATA[3], JavaScript Object Notation (application/json), PDU session establishment
| 2169 32.367095 localhost AMF HTTP2/JSON/NAS-5GS/NGAP 910 DATA[3], JavaScript Object Notation (application/json), PDU session establishment
2184 32.368120 free5GC UERANSIM NGAP/NAS-5GS 236 PDUSessionResourceSetupRequest, DL NAS transport, PDU session establishment accept
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= LPIENASONT v b ZHER L THD
= "nas-5gs" T IRV TTBL

o0 @ M (free5gc)Registration_to_Pdu_session_establishment.pcap
a4 = RO ResExEF I = &  § IF
|1 [nas-5gs| -]
No. Time Source Destination Protocol Length Info
965 31.979825 UERANSIM free5GC NGAP/NAS-5GS 156 InitialUEMessage, Registration request
1176 31.995982 free5GC UERANSIM NGAP/NAS-5GS 148 DownlinkNASTransport, Authentication request
1183 31.996514 UERANSIM free5GC NGAP/NAS-5GS 148 UplinkNASTransport, Authentication response
1273 32.000944 free5GC UERANSIM NGAP/NAS-5GS 128 DownlinkNASTransport, Security mode command
1283 32.001637 UERANSIM free5GC NGAP/NAS~-5GS/NAS-5GS 192 UplinkNASTransport, Security mode complete, Registration request
1806 32.094171 free5GC UERANSIM NGAP/NAS-5GS 244 InitialContextSetupRequest, Registration accept
1818 32.295397 UERANSIM free5GC NGAP/NAS-5GS 240 UplinkNASTransport, UL NAS transport, PDU session establishment request
' 1928 32.331073 localhost SMF HTTP2/JSON/NAS-5GS 863 DATA[3], JavaScript Object Notation (application/json), PDU session establishment
| 2169 32.367095 localhost AMF HTTP2/JSON/NAS-5GS/NGAP 910 DATA[3], JavaScript Object Notation (application/json), PDU session establishment
2184 32.368120 free5GC UERANSIM NGAP/NAS-5GS 236 PDUSessionResourceSetupRequest, DL NAS transport, PDU session establishment accept
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X JoN ) M (free5gc)Registration_to_Pdu_session_establishment.pcap
: S o = A :
Am . ® RO QRewsEF s I=EQaaqrlr
|| nas-5gs| %] -|
No. Time Source Destination Protocol Length Info
965 31.979825 UERANSIM free5GC NGAP/NAS-5GS 156 InitialUEMessage, Registration request
1176 31.995982 free5GC UERANSIM NGAP/NAS-5GS 148 DownlinkNASTransport, Authentication request
1183 31.996514 UERANSIM free5GC NGAP/NAS-5GS 148 UplinkNASTransport, Authentication response
1273 32.000944 free5GC UERANSIM NGAP/NAS-5GS 128 DownlinkNASTransport, Security mode command
1283 32.001637 UERANSIM free5GC NGAP/NAS-5GS/NAS-5GS 192 UplinkNASTransport, Security mode complete, Registration request
1806 32.094171 free5GC UERANSIM NGAP/NAS-5GS 244 InitialContextSetupRequest, Registration accept
1818 32.295397 UERANSIM free5GC NGAP/NAS-5GS 240 UplinkNASTransport, UL NAS transport, PDU session establishment request
' 1928 32.331073 localhost SMF HTTP2/JSON/NAS-5GS 863 DATA[3], JavaScript Object Notation (application/json), PDU session establishment
2169 32.367095 localhost AMF HTTP2/JSON/NAS-5GS/NGAP ript Object Notation (application/json), PDU session establishment
2184 32.368120 free5GC UERANSIM NGAP/NAS-5GS 236 PDUSessionResourceSetup! transport, PDU session establishment accept
1 1
- UERANSIM €& 1 > free5GC :
*  NAS-MMIXAMF T #&im NAS-SM : : NAS-SM
by = Y 74 1 1
>EEVTAEEZFEY NAS-MM : Relay
- Gk il NAS-MM
*  NAS-SMIZSMF T #£ i — '
ela
> . sl .
>ty a U EEFEY NG-AP NG-AP
] > > Z
EEC’C(QZMME’CE?'J‘& 3RS . cony | SCTP SCTP N11 N11
i \Y i) S - -
fﬁ é ;h'—c L T‘ 75 5GCT ‘i*g% Protocol Protocol P P
(<P AN o
BEMEEIN T Layer Layer
L2 L2 i
L1 L1 I
N i
2 N41
UE 5G-AN AMF SMF

Figure 8.2.2.3-1: Control Plane protocol stack between the UE and the SMF
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= SMFH 5 DNAS-5GC, NGAPIEMIME multipart TH 7 JL{lEEN TV S

rreeosouu UCHRAND LM NUAF/NAD=DULD L4944 1n
UERANSIM freesGC NGAP/NAS-5GS 240 Up
localhost  SMF HTTP2/JSON/NAS-5GS 863 DA
localhost  AMF 910 DA
© freeSGC UERANSIM NGAP/NAS-5GS 236 PD

nMIME Multipart Media Encapsulation, Type: multipart/related, Boundary: "54b2374a4b868c99680f4:
[Type: multipart/related]
First boundary: --54b2374a4b868c99680T447ca®70c2dabc2ac94065b071al851fel96e6bc\r\n
v Encapsulated multipart part: (application/json)
Content-Type: application/json\r\n\r\n
JSON » JavaScript Object Notation: application/json
Boundary: \r\n--54b2374a4b868c996801447ca®70c2dabc2ac94065b071al851fel96e6bc\r\n
v Encapsulated multipart part: (application/vnd.3gpp.5gnas)
Content-=Id: GSM_NAS\r\n
NAS-5GS Content-Type: application/vnd.3gpp.5gnas\r\n\r\n
» Non-Access-Stratum 5GS (NAS)PDU
Boundary: \r\n--54b2374a4b868c996807447ca®70c2dabc2ac94065b071al851fel96e6bc\r\n
v Encapsulated multipart part: (application/vnd.3gpp.ngap)
Content-=Id: N2SmInformation\r\n
NGAP Content-Type: application/vnd.3gpp.ngap\r\n\r\n
» NG Application Protocol
Last boundary: \r\n--54b2374a4b868c996801447ca®70c2dabc2ac94065b071al851fel96e6bc~=\r\n
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>
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Initial NAS Protection

1st NAS Registration Request

2nd NAS Registration Request

v NAS-PDU: 7e004179000d010218390000000000000000301001002e04f0T0f0f02f05040101020353...

v Non-Access-Stratum 5GS (NAS)PDU
v Plain NAS 5GS Message

Extended protocol discriminator: 5G mobility management messages (126)

0000 .... = Spare Half Octet: @
. 0000 = Security header type:lPlain NAS message, not security protected (0]

Message type: Registration request (0x41)

5GS registration type

NAS key set identifier

5GS mobile identity

5GMM capability

UE security capability

NSSAI - Requested NSSAI

5GS update type

vVvvyVvyVvyyy

TS 24.501 4.4.6 TRegistration Request TMDcleartext IENEZR TN T3,
ZNLSDIEIEnon-cleartext IET. S L TESRIFNUITR SR,

= Extended protocol discriminator
= Security header type

= Spare half octet

= Registration request message identity
= 5GSregistration type

= ngKSsl

= 5GS mobile identity

= UE security capability

= Additional GUTI

= UE status

= EPS NAS message container.

UERANSIM#A' 5 M 1st NAS Registration RequestiCidnon-cleartext Td % 5GMM
capability £ NSSAI - Requested NSSAINE N TWB D, ZNIFIGPPIZEEER

v NAS-PDU: 7e04dbfec568007e005e7700094573806121856151117100267e004179000d0102183900...
v Non-Access-Stratum 5GS (NAS)PDU
v Security protected NAS 5GS message
Extended protocol discriminator: 5G mobility management messages (126)
0000 .... = Spare Half Octet: 0

..+. 0100 = Security header type:!Integrity protected and ciphered Pith new 5GS security co
Message authentication code: @xdbfec

Sequence number: @
v Plain NAS 5GS Message
Extended protocol discriminator: 5G mobility management messages (126)
0000 .... = Spare Half Octet: 0
. 0000 = Security header type: Plain NAS message, not security protected (@)
Message type: Security mode complete (@x5e)
» 5GS mobile identity
v NAS message container
Element ID: 0x71
Length: 38
v Non-Access-Stratum 5GS (NAS)PDU
v Plain NAS 5GS Message
Extended protocol discriminator: 5G mobility management messages (126)
0000 .... = Spare Half Octet: 0
. 0000 = Security header type:*ﬂ%;}n NAS message, not security protected (0) I
Message type: Registration reques x41)
5GS registration type
NAS key set identifier
5GS mobile identity
5GMM capability
UE security capability
NSSAI - Requested NSSAI
5GS update type

Plain NAS message& &> TW
3h BES{LINIENASOHD

vVvyVvyvyvVYyYvYyYYy

containerz L TSI T L
BI-HBESTEZHNEHRL,
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#) 5GS Registration®end-to-end call flow

5

(

ype=UDM&target-nt-type=UDR

-208930000000003/:
Imsi-208930000000003/

(13] 204 No Cortent

8] GET /net-disciy
[8) 200 OK
1 110] GET
(1] 200 0K

ype=UOM

-auth-data

nf-type=AUSF &service-namy
208-83-0000-0-0-0000000003/ security-information’s

:[mpl, authenticationVector (avType, rand, xres, sutn, ckPrime, ikPrime, xresStar, kausf) |

' [14] 200 0K

5] GET /nnit
812000k

replace xresStar with hxresStar

USF

resied

location: http//127.0.0.

[2) GET /nnrt-disc:
[82000K |

- Authentication (TS 29.509

| [4] POST /naust-suthv1

z
m ¢
| o=5E5¢9 m “““““““““

links
08 53-0000-

hxresStar, autn),

ali

1 [18) PUT

(1) NGAP Inital UE Message
NAS Registration
suci|

wen !

H 19] POST /nudm-ueau/v1/imsi-208930000000003/ auth-events
‘| success, autnType, servingNetworkName |

Authentication Confirmation (TS 29.503 5.
< 122] 201 Created

AUSF authenticates UE from the home network point of view |

AMFI(SEAF) authenticates UE
AKA -

(25 NAS Security Mode Complete
NAS Registration A



https://github.com/nickel0/5gs-call-flow

(B%&) 5GS Registration®end-to-end call flow s https://github.com/nickel0/Sgs-call-flow

i (25) NAS Security Mode Complete i i i i

|- NAS Registration Request | : | . ' H 1 H
\ | [26) GET /nnt-digeint /nt- 7 -type=AMF&supi=imsi-208930000000003&1arget-nf-type=UDM A H >
: 1271200 0K A H ; ) ) :
; {28 GET /i ? ¥ a3 - > : ;
i | | : : | [20) GET /nudr-criv1 /subscription-data/imsi-208930000000003/20883/f o | h
i | ' | ' | [30] 200 OK | :
\ 31 200 OK (1367) H . i H h
H + * * * * 4 g + :
| . ot P M 00 — ; e .
: L JR2000K ! : H H H
| AMF registration for 3GPP access (TS 20.503532.2) / . | | 1
' | [34) PUT /nudm-uecmiv1/imsi-208930000000003/reqistrations/ami-3gpp-access (1412) : 1 H
! 1 amfinstancela, ims\VoPs, dereqCallbackUr, nitisiRegistrationing. guami,ratType | ! ! :
: 1 H : | [38) GET /nnrt-disc/vi/nt o ype=UDR . >
. 1 H 128200 0K ot .
1 ' ' 1 (37) 1480 PUT 3gpp- | :
' { : ' ! _ [38] 204 No Content :

| 139] 201 Created (1483) . H

! | amfinstanceld, imsVoPs, deveqCallbackUr, initigRegistrationing. guami, ratType | ! !

! Access and Mobility Subscription Data Retrieval (TS 20.5035.2.22.3) ] ' '

' L[40) GET £ 9 datapl 883 (1487) " > H

! ! ! L [41) GET /nudr-aifv1 /subseription-data/imsi-208930000000003/20893/prowisi 20883 '

: H ' . 421 2000K H H
: ' _ [43] 200 OK (1506) : : !
1 | gpsis, subscribeUeAmbr, nssai | | \ | !
' SMF Data Retrieval (TS 20.5035.22.24) / i | H
H | [44) GET y 208930000000003/emf-sé 2plmn-id=20893 (1511) | ! .
1 s a e ‘ ot . A—
| z a : w0 e |
| | | ! | [47) GET /nudr-grjv1/subscription-data/imsi-208330000000003/20893/% leatures= _ | N
| | | 1481 2000K ) H
s s : : 0T g e-uon : »
: | : ! oI5 2000K i :
! ! ' ! 1 (51) GET /nudr-giv1 data/emt. ! :
: ! : ! 52200k ! :
| 11531 200 OK {1574) N | | N
' ! fempty) ' 1 1 : H
| UE Context In SMF Data Retrieval (TS 29.503 5.2.2.28) /. 1 | H
: B GET fuan ¢ ‘ 1575) > ! :
: : ' 1 155] GET /nnrt-disc/vi/nt-instan ype=UDMStamget-nttype=UDR . : :
H ' H 1561 200 0K ! :
. 1 H | 157) GET /nudr-crivt, < 1-208930000000003/context - 2 H H
. 1 ' H 1 [58] 200 OK H H
H ' 159] 200 OK (1845) H H H '
. ; femety) : . . . . .
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i notifications of data change (TS 20.50352232) /
1 [60] POST /nudm:sdmyv1/imsi-208330000000003/sdm-subscriptions (1648)

| efinstanceld, callbackReference, menitoredResourceUrls, pnmul

! 161) GET /nny

ype=UDM&target-nf-type=UDR

L JB22000K ¢
! 63] POST /nuck-deiv fsubscription-data/imesi-208330000000003/contex-data/sdm-subscriptions

) | | [64] 201 Created

| _ 65] 201 Created (1708) : H

| location: htp://127.0.0. " P

: pimnid

1 66) GET /nnet-disc/t/nt- ni-types pii i-type=PCF

Lm0k |

| (68) POST /npet-am-palicy-controifv fpolicies (1756) '

: : : : ! [69) GET oo

1701200 0K

: 71] 201 Created (1798)
(72 AP Do NAS n-mpon
NAS
NGAP Upink NAS Trasnport

e NAS Registration Complete

|AMF||W||UQF T
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. POST /v1/ue-authentications
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<20l Created 4—
Authentication Req
Authentication Resp >
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AMF registration for 3GPP access (TS 29.503 5.3.2.2.2) <
GET /nudm-sdm/v1/{supi}/am-data?plmn-id=xxxxx
< >
Access and Mobility Subscription Data Retrieval (TS 29.503 5.2.2.2.3) GET /nudm-sdm/v1/{supi}/smf-select-data?plmn-id=xox >
SMF Selection Subscription Data Retrieval (TS 29.503 5.2.2.2.4) <
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. . uecm: UE Context Management
4 Registration Accept sdm: Subscription Data Management
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