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free5GC

VPC

AWS Cloud

Availability Zone 1

Amazon S3 bucketAmazon EC2
Ubuntu 18.04
UERANSIM

Amazon EC2
Ubuntu 18.04

free5GC

§
• EC2 2
• free5GC Stage 3 Installation Guide free5GC UERANSIM

§
• free5GC UERANSIM 5GC SBI

• S3

pcap

sudo tcpdump -U -w "/var/tmp/$(hostname)-%Y%m%d-%H%M%S.pcap" -n -i any

aws s3 sync /var/tmp/ s3://free5gc-dev-tcpdump/ --include '*.pcap'

*.pcap

github.com/nickel0/5gs-call-flow

vCPU: 2
Mem: 4.0 Gi

https://www.free5gc.org/installations/stage-3/
https://github.com/nickel0/5gs-call-flow/tree/master/pcap
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AWS EC2 (t3.medium) - free5GC
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• UERANSIM
IP

• hosts github

https://github.com/nickel0/5gs-call-flow/tree/master/etc
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[ ] HTTP/2
§ Wireshark http2

TCP port 8000 HTTP2
§ free5GC HTTPS

HTTPS keylog Wireshark
• free5GC keylog

ubuntu@ip-103-67-220-102:~/free5gc/config$ cat smfcfg.yaml
info:

version: 1.0.0
description: SMF initial local configuration

configuration:
smfName: SMF # the name of this SMF
sbi: # Service-based interface information

scheme: http # the protocol for sbi (http or https)
registerIPv4: 127.0.0.2 # IP used to register to NRF
bindingIPv4: 127.0.0.2  # IP used to bind the service
port: 8000 # Port used to bind the service
tls: # the local path of TLS key

key: free5gc/support/TLS/smf.key # SMF TLS Certificate
pem: free5gc/support/TLS/smf.pem # SMF TLS Private key

...

SMF

https://github.com/free5gc/free5gc/wiki/Trouble_Shooting


[ ] NAS(5G-EA0)
§ UERANSIM free5GC NAS 5G-EA0 

(NEA0)
• 5G-EA0 Null Ciphering Algorithm "0" KEYSTREAM input parameter

(see TS 33.501 Annex D)

§ Wireshark NAS(5G-EA0) disable enable

( ) 5G-EA0



UERANSIM-free5GC NAS
§ NAS
§ "nas-5gs"



UERANSIM-free5GC NAS
§ NAS
§ "nas-5gs"

🤔



UERANSIM-free5GC NAS

à free5GCUERANSIM ß
§ NAS-MMはAMFで終端

àモビリティ管理を担当
§ NAS-SMはSMFで終端

àセッション管理を担当
§ EPCではMMEで両方とも終
端されていたが5GCでは機
能分担されてた



UERANSIM-free5GC NAS

JSON

NAS-5GS

NGAP

§ SMF NAS-5GC, NGAP MIME multipart



UERANSIM-free5GC NAS
free5GC

(5GC)
UERANSIM

(UE)

(MM) Registration Request

(MM) Authentication Request

(MM) Security Mode Command

(MM) Security Mode Complete + (MM) Registration Request

(MM) Registration Accept

(MM) Authentication Response

(MM) UL NAS Transport + (SM) PDU Session Establishment Request

(MM) DL NAS Transport + (SM) PDU Session Establishment Accept

HTTP2/JSON/NAS-5G
UE - 5GC NAS
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(MM) Security Mode Complete + (MM) Registration Request

(MM) Registration Accept

(MM) Authentication Response

(MM) UL NAS Transport + (SM) PDU Session Establishment Request

(MM) DL NAS Transport + (SM) PDU Session Establishment Accept

EPS
§ EPS /

§ 5GS /

§ (IoT /

)
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(Internet IMS 2
2 PDU
)



UERANSIM-free5GC NAS

EPS
§ NAS Registration Request 2

§ 1
😎

(cleartext )
à Initial NAS Protection

§ 2
(non-cleartext

)
§ Man in the middle attack

§ EPS IMSI
5GS
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Initial NAS Protection

TS 24.501 4.4.6 Registration Request cleartext IE
IE non-cleartext IE

§ Extended protocol discriminator
§ Security header type
§ Spare half octet
§ Registration request message identity
§ 5GS registration type
§ ngKSI
§ 5GS mobile identity
§ UE security capability
§ Additional GUTI
§ UE status
§ EPS NAS message container.
UERANSIM 1st NAS Registration Request non-cleartext 5GMM 
capability NSSAI - Requested NSSAI 3GPP

1st NAS Registration Request 2nd NAS Registration Request

Plain NAS message
NAS

container



( ) 5GS Registration end-to-end call flow( ) https://github.com/nickel0/5gs-call-flow

https://github.com/nickel0/5gs-call-flow
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https://github.com/nickel0/5gs-call-flow


5GS Registration end-to-end call flow( )

UE AMF

Registration Req

Registration Accept

AUSF

POST /v1/ue-authentications

201 Created

UDM

POST /v1/ue-authentications/{suci}/5g-aka-confirmation

200 OK

Sec Mode Comm

Sec Mode Comp + Reg
PUT /nudm-uecm/v1/{supi}/registrations/amf-3gpp-access

GET /nudm-sdm/v1/{supi}/am-data?plmn-id=xxxxx

GET /nudm-sdm/v1/{supi}/smf-select-data?plmn-id=xxxxx

POST /nudm-sdm/v1/{supi}/sdm-subscriptions

Authentication Req

Authentication Resp

§ UERANSIM/free5GCのキャプチャを参考に作成
§ 簡単にするためNRF、UDR、PCF、一部の信号
などかなりいろいろ省略して大事なとこだけ
描いています。

AMF registration for 3GPP access (TS 29.503 5.3.2.2.2) 

Access and Mobility Subscription Data Retrieval (TS 29.503 5.2.2.2.3)
SMF Selection Subscription Data Retrieval (TS 29.503 5.2.2.2.4)
UE Context In SMF Data Retrieval (TS 29.503 5.2.2.2.8)

Subscription to notifications of data change (TS 29.503 5.2.2.3.2)

5G AKA - Confirmation (TS 29.509 5.2.2.2.2) 

5G AKA - Authentication (TS 29.509 5.2.2.2.2) 

uecm: UE Context Management
sdm: Subscription Data Management

GET /nudm-sdm/v1/{supi}/ue-context-in-smf-data



EPS Attach 5GS Registration
UE MME

Attach Req

Attach Accept

Authentication Req

Authentication Resp

HSS

AIR

AIA

ULR

ULA

UE AMF AUSF UDM

Sec Mode Comm

Sec Mode Comp

位置登録 +
加入者データ取得

UE認証

Registration Req

Registration Accept

POST /v1/ue-authentications

201 Created

POST /v1/ue-authentications/{suci}/5g-aka-confirmation

200 OK

Sec Mode Comm

Sec Mode Comp + Reg
PUT /nudm-uecm/v1/{supi}/registrations/amf-3gpp-access

GET /nudm-sdm/v1/{supi}/am-data?plmn-id=xxxxx

GET /nudm-sdm/v1/{supi}/smf-select-data?plmn-id=xxxxx

POST /nudm-sdm/v1/{supi}/sdm-subscriptions

Authentication Req

Authentication Resp

uecm: UE Context Management
sdm: Subscription Data Management

GET /nudm-sdm/v1/{supi}/ue-context-in-smf-data



( ) EPS NAS 5GS NAS
TS 24.301 EPS NAS
§ EMM common procedures
• GUTI reallocation

§ EMM specific procedures
• Attach

o Non-Emergency
o Emergency

• Tracking area updating
o Mobility Update
o Periodic Update

TS 24.501 5GS NAS
§ 5GMM specific procedure

• Registration
o Initial Registration
o Emergency Registration

o Mobility Update
o Periodic Update

Registration



Mastering 5GC Spec ( )

5GC
§ 0

• (e.g. 5G ) (e.g. )

§ 1
• 3GPP (Stage 2 ) TS 23.501 ~ TS 23.503 TS 33.501

Optional OK
§ 3

• free5GC TS 23.502

§ 4
• (Stage3 ) TS 24.501 TS 29.5xx 3

§ 5
• 3GPP

OSS



§
• free5GC UERANSIM

• HTTP/2 NAS
• 3GPP end-to-end Signaling (Registration )

• Initial NAS Protection Registration PDU Session Establishment
• Registration free5GC

§
• Registration PDU Session Establishment free5GC 

Stage3 ULCL
• 5G-AKA SUCI 話 ( SEPP )
• free5GC (magma )

§
• 5GC

OMNI Slack twitter


