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SST Value Slice/Service Type

1 eMBB (X&E&)

2 URLLC (EB={5H - {KEE)
3 mMTC (&)

4 V2X

5-127 Standard (T.B.D)
128-255 Operator-specific
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<[EREE>
- 1) : Free5GC
- EitF+im>k : UERANSIM (=1L —%)
Free5GC : https://www.free5qgc.org/installations/stage-3/
UERANSIM : https://www.free5gc.org/installations/stage-3-sim-install/

AMF UPF

: Internet

: 18.2.75.128/25

i1

- internet

BREFE/(SA-HD5RA
®SST: 1 (eMBB)

- ®SD : 010000 (DEX/Z¢65536)

® DNN : internet
K OTEBIELTWB5E5ERY

@ ueSubnet : 10.2.75.128/25
XUEAI7ZHSIAWEHEN3T RLUAE
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- 1) : Free5GC

- BfS+Im>K : UERANSIM (23

% \ ﬁﬁdﬁ*o):

1L—4)

Free5GC : https://www.free5gc.org/installations/stage-3/

FEI> I

UERANSIM : https://www.free5gc.org/installations/stage-3-sim-install/

oaxl
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: "IPwa”
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<{ERR=EE>
- 1) : Free5GC
- EitF+im>k : UERANSIM (=1L —%)
Free5GC : https://www.free5gc.org/installations/stage-3/
UERANSIM : https://www.free5gc.org/installations/stage-3-sim-install/

TP EEE BV EBG FIFN0 4FNA) RS EZy) S2W UMM ALTH)
Aam @ I PREBRe>=Fa5/Eaaan
(N[FEr 5 Grl-/> ik

Ma. Time Source Deztination Protocol

25 7.9341... U INNSIY AMF NGAP /NAS-5GS

Length  Info
138 InitialUEMessage, Registration request

26 7.9544.. AMF U= 20\ S NGAP /NAS -5GS
27 7.9551.. EUEINNSIY AMF NGAP/NAS-5GS
28 7.9684... AMF OI=VNNSIY IS NGAP /NAS-5GS

318
328

.@156.. AMF O RVANSHLNY I NGAP /NAS -5GS
ik | JERANSIM AMF NGAP

34 8.2191... AMF UERANSIM He@

35 8.2192.. EUEANNSHY AMF NGAP/NAS-5G5
36 8.2516.. AMF UERANSIM QUeiFilAEte
37 8.2546.. REIERANESINY AMF NGAP
38 §.4550.. AMF UERANSIM ey

X BEORELESCONTY MeHDIENTERVDTWireshark ThRERENNE

29 7.9616.. ESRANISINY AMF NGAP /NAS-5GS/NAS...

146 DownlinkNASTransport, Authentication request
146 UplinkNASTransport, Authentication response
126 DownlinkNASTransport, Security mode command
198 UplinkNASTransport, Security mode complete, Registration request

234 InitialContextSetupRequest, Registration accept
98 InitialContextSetupResponse

62 SACK (Ack=4, Arwnd=186496)

242 UplinkNASTransport, UL NAS transport, PDU session establishment request

258 PDUSessionResourceSetupRequest, DL NAS transport, PDU session establishment accept
118 PDUSessionResourceSetupResponse

62 SACK (Ack=7, Arwnd=186496)

2 (B3(EF)
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<{ERR=EE>
- 1) : Free5GC
- EitF+im>k : UERANSIM (=1L —%)
Free5GC : https://www.free5gc.org/installations/stage-3/
UERANSIM : https://www.free5gc.org/installations/stage-3-sim-install/

IrfiF EBEE F=FN OBEIG IO SWA) FIHS EHy Ez2wW) v-Iln ALTH)
Am @ [ PREB Res=FT a5 aaan

R

M. Time Source Deztination Protaczal Length  Info

25 7.9341... EUE NS AMF NGAP /NAS - 565 138 InitialUEMessage, Registration request =
26 7.9544.. AMF UERANSIM e aggi gt 146 DownlinkNASTransport, Authentication request

27 7.9551.. EUIE NS AMF NGAP /NAS -5G5 146 UplinkNASTransport, Authentication response
28 7.9684.. AMF UERANSIM Rl i et e 126 DownlinkMNASTransport, Security mode command

29 7.9616.. RSN AMF NGAP /MNAS - 5G5S /NAS... 198 UplinkNASTransport, Security mode complete, Registrat

AMF ) RVANISHNY S NGAP /NAS - 565
UERANSIM HNGAP

234 TnitialContextSetupRequest, Registration accept
98 InitialContextSetupResponse

AMF UERANSIM Eaid 62 SACK (Ack=4, Arwnd=106496)

lon request

(0) sz NN

UERANSIM AMF NGAP /NAS -5G5 242 UplinkNASTransport, UL MAS transport, PDU session es®
AMF )RV NSHY B NGAP /NAS -5G5 258 PDUSessionResourceSetupRequest, DL NAS transport, PDU
UERANSIM AMF HNGAP 118 PDUSessionResourceSetupResponse
AMF UERANSIM Kl 62 SACK (Ack=7, Arwnd=186496)

X
2
X

ablishment request
session establishment accept

DERTETESGODINY N HBENTERVDTWireshark TR TENNE (SE(TIEH)
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EPRCF v I FraeoIiER

<{ERR=EE>
- 1) : Free5GC
- EitF+im>k : UERANSIM (=1L —%)
Free5GC : https://www.free5gc.org/installations/stage-3/
UERANSIM : https://www.free5gc.org/installations/stage-3-sim-install/

IR E|EE =TV OBEG FF00 SFA) EIHS ZHy EBEW Y-WT ALFH)
dm 10 IpRB Res=FTLEEaaan
LR

Mo, Time Source Destination Protocol Length  Info

25 7.9341.. WU=YNNSIY AMF NGAP /NAS -5GS 138 InitialUEMessage, Registration request —
26 7.9544.. AMF 0] =20\ NSY Y NGAP /NAS - 565 146 DownlinkNASTransport, Authentication request

27 7.9551.. EUIENNSIY AMF MNGAP /MNAS -5G5 146 UplinkNASTransport, Authentication response
28 7.9684.. AMF )= NS MGAP /NAS - 565 126 DownlinkNASTransport, Security mode command

29 7.9616.. UV AMF MGAP /MNAS -5G5 /NAS... 198 UplinkNASTransport, Security mode complete, Regist

ation request

(0) 25z N

AMF UERANSIM  Rilerieriilieestes 234 InitialContextSetupRequest, Registration accept
UERANSIM NGAP 98 InitialContextSetupResponse

AMF UERANSIM iy 62 SACK (Ack=4, Arwnd=186496)
UERANSIM AMF NGAP /MNAS -5GS 242 UplinkNASTransport, UL NAS transpor
AMF UERANSIM eyl et 258 PDUSessionResourceSetupRequest,
UERANSIM AMF NGAP 118 PDUSessionResourceSetupResp
AMF UERANSIM K9l 62 SACK (Ack=7, Arwnd=1864

PDU sessionBstablishment request I
MAS transport, PDU session establishment accept

(1) UENMSIO7ARequestZiX(E (cf : IXMETTMNEXSEANEEHRZEL)
CZCUENSS-NSSAINE(EENS !
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PDU Session Establishment Request

A . .__-_~-RbRHP:
Mo. Time Source Destination Protocol Length  Info
35 8.2192.. mUE: NS NGAP /NAS -5GS 242 UplinkNASTransport, UL NAS transport, PDU session establishment request

procedureCode: id-UplinkMASTransport (46)
criticality: ignore (1)
~ value
v UplinkNASTransport
v protocollEs: 4 items
» Item @: id-AMF-UE-NGAP-ID
» Item 1: id-RAN-UE-NGAP-ID
v Item 2: id-NAS-PDU
v ProtocollE-Field
id: id-NAS-PDU (38)
criticality: reject (8)
v walue
v NAS-PDU: 7eB239cbfc8bB27e00678108152e8101clffTf91al28016807b00E730000a00008daE1201...
v Non-Access-Stratum 5G5 (NAS)PDU
» Security protected NAS 5GS message
v Plain NAS 5GS Message
Extended protocol discriminator: 5G mobility management messages (126)
geege .... = Spare Half Octet: @
808 = Security header type: Plain MAS message, not security protected (@)
Message type: UL NAS transport (8x67)
geea .... = Spare Half Octet: @
> Payload container type
v Payload container
Length: 21
v Plain NAS 5GS Message
Extended protocol discriminator: 5G session management messages (46)
PDU session identity: PDU session identity value 1 (1)
Procedure transaction identity: 1
Message type: PDU session establishment request (8xcl)
Integrity protection maximum data rate
PDU session type

ssC mode PDU Sessionz 179 3FR(C
5GSM capability _
Extended protocol configuration options S NSSAI . .
> PDU session identity 2 - PDU session ID SST . Eaﬁﬁ}ﬁ
> Request type =
v S-NSSAL SD : TN+ 5
Element ID: ©x22 DNN
Length: 4 ——
Slice/service type (S5T): eMBB (1) 9'35‘6

Slice differentiator (SD): 65536 Dﬁ,{%én—cué

> DM

WOoW W WY



PDU Session Establishnment Accept

Mo, Time Source Destination Praotocol Leneth Info
36 8.2516... UERANSIM JeapiT a6 258 PDUSessionResourceSetupRequest, DL NAS transport, PDU session establishment accept

v PDUSessionResourceSetupIltemSUReq
pDUSessionID: 1

v pDUSessionNAS-PDU: 7eB2b3f19al3027e80630108432:081081c211000901000031310101Ff09000000040000CE...

v MNon-Access-Stratum 5GS (NAS)PDU
> Security protected NAS 5G5 message
v Plain NAS 5GS Message

Extended protocol discriminator: 5G mobility management messages (126)

Beee .... = Spare Half Octet: @

BBBB = Security header type: Plain MAS message, not security protected (8)

Message type: DL NAS transport (8x68)
peee .... = Spare Half Octet: @
> Payload container type
v Payload container
Length: 67
v Plain NAS 5G5 Message

Extended protocol discriminator: 5G session management messages (46)
PDU session identity: PDU session identity walue 1 (1)

Procedure transaction identity: 1
Message type| PDU session establishment accept (@xc2)
.ee1 .... = Selected SSC mode: SSC mode 1 (1)
» PDU session type - Selected PDU session type
> QoS rules - Authorized Qo5 rules
» Session-AMBR
~ PDU address
Element ID: @x29
Length: 5
. B,

SMF's IPv6 link local address (SIE
.... .BB1 = PDU session type: IPvd (1)
PDU address information: 18.2.75.133

v S-NSSAI
Element ID: @x22
Length: 4

Slice/service type (S5T): eMBB (1)
Slice differentiator (SD): 65536

» QoS flow descriptions - Authorized

> Extended protoceol configuration optiop~

~ DNN
Element ID: @x25
Length: 9

DMM: internet
> PDU session identity 2 - PDU session ID

FERISGERELR/ISA-FESD!
®SST: 1 (eMBB)

®SD : 010000 (DEXfzt£65536)
® DNN : internet

@ ueSubnet : 10.2.75.128/25
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RN SVIRDTHIT I

3. TS 24.501¢EEBRUBHSHEER T DENHDT L)
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FEH (NITREZ TSN 1)

5GA> I35 L TCF—A%mIBRICIE
3 “PDU Session”hMEizcn3

NWZARAERI (CDBESE DIT8(C
sakn F“S-NSSAI"HE AN

“PDU Session” & “S-NSSAl1" =

XIS
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SZE(CSETVERVLZYA

[Network SlicingZ=fi%)
https://images.samsung.com/is/content/samsung/p5/global/business/networks/insight
s/white-paper/network-slicing/200420 Samsung Network Slicing Final.pdf

https://mpls.jp/2020/presentations/MPLS-JAPAN2020 kashimura.pdf

https://www.ttc.or.jp/application/files/7315/6799/9365/2-
3 seminar20190909 3GPP releasel5 core network.pdf

[ZELL TDOS5GC(free5gc+UERANSIM TEASGO7 Ry I —9)3)—X]
€h 1 : https://qiita.com/wzm/items/bbbf9c9e17eb61600a9c
€D 2 : https://qiita.com/wzm/items/e3eb73835005ed7e8702
<0 3 : https://qiita.com/wzm/items/043f33a73dd129bd2aea
TD 4 : https://qiita.com/wzm/items/b17dfaf72838154facbl
€D 5 : https://qgiita.com/wzm/items/017764ba8635b7347000

[3GPP]

TS 23.501 System architecture for the 5G System(5GS)

TS 23.502 Procedures for the 5G System(5GS)

TS 23.251 Network sharing; Architecture and functional description

TS 24.501 Non-Access Stratum(NAS) protocol for 5G System(5GS); Stage3

28
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https://qiita.com/wzm/items/bbbf9c9e17eb61600a9c
https://qiita.com/wzm/items/e3eb73835005ed7e8702
https://qiita.com/wzm/items/043f33a73dd129bd2aea
https://qiita.com/wzm/items/b17dfaf72838154facb1
https://qiita.com/wzm/items/017764ba8635b7347000

[&=Z]WireShark COEF]EY

Payload containerzts2 CE 3L I(CTD2HNEN DD
fmeE — REZHT

M 1-1-1_RAM.pcap

(1/3)

JrilF) | |EE =RV BEIG F0 0 4w fEHS EZy F8BwW Y-Llm ALTH)
4 m k- | B
LI AP o Cirl+F
Mo, RERE() Cerl+N Pratocal Length  Info
2 BIEIEE(v) Cirl+B NGAP/NAS-5GS 126 UplinkNASTransport, Authentication re
2 SCTP 62 SACK (Ack=1, Arwnd=25165824)
2 S SR L Crri+M NGAP/NAS-5GS 122 DownlinkMNASTransport, Security mode ¢
y  ETENTLILOEINTI-ILET Cirl+Shift=M NGAP/NAS-5GS/NAS.. 178 UplinkNASTransport, Security mode com
2  EREnTNIEOINTEV-TREU) Ctrl+Alt+M SCTP 62 SACK (Ack=2, Arwnd=25165824)
2 RON-Y Ctrl+Shift+N NGAP /NAS -5GS 230 InitialContextSetupRequest, Registrat
2 BOY-J Cirl+5hift+B NGAP 82 InitialContextSetupResponse
3 NGAP/NAS -5GS 224 UplinkNASTransport, UL MNAS transport,
3 ’_cﬁhmﬁmﬁﬁﬁm_”_ b scTP 62 SACK (Ack=6, Arwnd=106359)
3 ST LR LTS CirleshifeD 234 PDUSessionResourceSetupRequest, DL NA
3 FARIDFTIN T IEONFRERRELET ) Crrl=Al=D 182 PDUSessionResourceSetupResponse
3 EEsErn T/ oTERLEY Ctrl+T 68 Who has 192.168.30.69? Tell 1592.168.3
3 FRTOEEEEEnTER Ctrl+AltsT 8 : 01 42 192.168.30.69 is at 3c:ec:ef:28:47:78
i 3 SOEEE Corl=Alt+N GTP <UDP> 1286 1024 -+ 1234 Len=1380
! 3 o . L GTP <UDP3> 1386 1024 -+ 1234 Len=13880
! 3 TOEEER A GTP <UDP> 1386 1024 » 1234 Len=1300
i 3 EREE.. Ctrl+Shift+T GTP <UDP> 1386 1824 -+ 1234 Len=1380
4 PR R GTP <UDP> 1386 1824 -+ 1234 Len=1388
FATOITyRIAY AR [Rea
HESOIPANO).. Ctrl+Shift+A  sUReq (74)
SE.L(P) Ctrl+Shift+P
v ralue
v PDUSessionResourceSetuplistSUReq: 1 item
v Ttem @
v PDUSessionResourceSetupItemSUReq
pDUSessionID: 1
v pDUSessionNAS-PDU: 7eB2a33ca98cB27e8063010038220101c211000901008621310181fF09068b0B020bRAGA...
v Mon-Access-Stratum 5GS (MAS)PDU
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[&=Z ] WireShark TDE

Payload containerzts2 CE 3L I(CTD2HNEN DD
Protocolsz <

! M Wireshark . 35

|

Mame Resclution
Protocols

RSA £

Statistics
IF2/0-F
vl v
HNAHEY
A&

mE

Protocols

[ ] Dizplay hidden protocol items

[ ] Dizplay bvte fields with a space character between bytes
] Look for incomplete dizsectors

[] Enable stricter conversation tracking heurizstics

U]
o
s
2]

(2/3)

A

Y b
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[&=Z]WireShark TOZERIERTE ( 3/3)

Payload containerzts2 CE 3L I(CTD2HNEN DD

NAS-5GS%ZEIRU.

“Try to detect and decode 5G-EAO ciphered messages”(CFIvIZ AND
“Try to decode User data Container content as”" TIPZ#iR

M Wireshark . 5F

MTP ower NW LIDP
MTP2

MTP3

My50L

Manc
MAS-5G5
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