Infrastructure as Code
a GitOps pomoci
Texraformu

OndFej Sika

ondrej@sika.io
@ondrejsika
Cloud Computing Conference, 12. 5. 2022

@ondrejsika ondrej@sika.io sika.io /in/ondrejsika


https://twitter.com/ondrejsika
mailto:ondrej@sika.io
https://sika.io
https://linkedin.com/in/ondrejsika
mailto:ondrej@sika.io

Ondrej Sika
Jsem DevOps lektor, architekt a konzultant
z Prahy.

Navrhnu a implementuji Vam na miru
DevOps architekturu od verzovani v Gitu po
provoz v Cloudu.

Délam popularni Skoleni, kde své znalosti
prfedavam tak, abyste si mohli vSe udélat

sami a bez zbyteénych preslapl a slepych
cest.
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Mij Opensource DevOps Stack

- Git, Gitlab - Versioning & Collaboration
- Gitlab CI, ArgoCD - Continuous Integration, Continuous Deployment
- Docker, Kubernetes - Containers & Orchestration

- RKE & Rancher - Kubernetes Provisioning

- Terraform - Infrastructure management

- Prometheus, Alertmanager, Grafana - Monitoring Stack
- Elastic Stack / Loki - Log Management

- AWS, DigitalOcean, Proxmox - Public or Private Cloud

- Ceph - On Premise Storage
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Cloud is hard
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Cloud is hard

- Rozsahlé a ne vzdy prehledné UI

- Casté zmény (nejen v UI)

- Manualni prace - klikani

- Tézko udrzovana dokumentace projektu

- Nevime, co nam presné bézi a jak je to nastavené

- Obtizné audity

- Nejasny zdroj pravdy (dokumentace vs skutecnost)
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Reseni?
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IaC & GitOps
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CojeIaC?
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Co je IaC?

Infrastructure as code (IaC) je zpUsob, jakym
spravovat verejne i privatni cloudy pomoci
deklarativné definovanych konfiguracnich
souboru, které pouzivaji nastroje pro spravu
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Co je GitOps?
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Co je GitOps?

GitOps je pristup, kdy mame jako jediny zdroj
pravdy Git repozitar a vse (infrastruktura i
aplikace) jsou v nem deklarativné definované.
Podle toho vime, kdo kdy a co nasadil a mtizeme

x
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GitOps = IaC + MRs + CI/CD
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GﬁtOps n a nutshell
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Infrastructure as Code & GitOps

PFistup IaC a GitOps nam umozniuje:

- Jediny zdroj pravdy

- Jasna a prehledna historie

- Spoluprace

- Merge requests & Code review
- CI/CD Automatizaci

- Dynamické prostredi

- Jednoduchy audit

- Recyklace predchozi prace
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Jediny zdroj pravdy

- Git repozitar urcuje, co a jak ma byt nastavené

- Terraform (pripadné jiny nastroj) tyto zdrojové kédy primo aplikuje,
nelze aby vznikl rozdil, co je deklarovano a co je nasazeno.

- Pfi manualnim nasazovani z dokumentace se jednoduse udéla chyba

- Neni mozné nic ménit jinou formou, to znamena, Ze vse, co se aplikuje,
musi jit pres Git
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Jasna a prehledna historie

- Kazda zména je commit (vytvoreny clovekem nebo strojem (bot))

- Pomoci béznych nastroju pro praci s Gitem vidime historii - jak a co
bylo nasazovano a upravovano

- Mazeme se kdykoliv vratit do historie nebo porovnat rizné verze co se
zmeénilo
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Historie zmén v Gitu

¥ master ~
-0~ Commits on Sep 7, 2021

feat(prod-vms): Add Gitlab VM (gitlab.sikalabs.com)

-~ oo : Verified 5¢5c760
& ondrejsika committed on 7 Sep 2021

feat(prod-ips): Create IP address for Gitlab
; ondrejsika committed on 7 Sep 2021

Verified 0d74316

feat(prod-vms): Add Mario's SSH keys to data sources Verified 23¢8b50

; ondrejsika committed on 7 Sep 2021

feat(cloud-core): Add Mario's SSH key

-~ oo Verified ba8307f
‘ ondrejsika committed on 7 Sep 2021

feat(prod-vms): Use 2 cores @ Wordpress VM

o)

& ondrejsika committed on 7 Sep 2021

Verified 7ca2b98

-o- Commits on Aug 12, 2021

feat(prod-ips): Add floating IP for DO VPN server (WireGuard)

-~ Verified bbb7b4f
&‘ ondrejsika committed on 12 Aug 2021
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Spoluprace, Merge Requesty a Code Review

Diky Gitu mUzeme vyvijet infrastruturu v cloudu stejné jako software:

- Merge Requesty
- Testy
- Code review
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Spolupxrace, MRs, Code Review

stack application

Overview 0 Commits 4 Pipelines 7 Changes 3

I‘l Request to merge testmr [y intomaster Open in Web IDE Check out branch

@ Detached merge request pipeline #8289 passed for 5459c¢5bc

A Approval is optional @

@ (J Delete source branch [J Squash commits @

> 4 commits and 1 merge commit will be added to master. Modify merge commit

You can merge this merge request manually using the command line

Oldest first v Show all activity v
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Dynamické prostiedi

- Zjednéch zdrojovych kédu mizeme pustit vice prostredi
- Prostfedi mohou byt rlizna nebo identicka

- Prostfedi mizeme jednoduse dynamicky zapinat a vypinat podle
potreby
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Dynamické prostiedi

Y nicktech v Workspaces ~ Modules  Settings Documentation | Status

Workspaces 18 total + New Workspace

All (18) & Success (12) € Error (1) & Needs Attention (1) ® Running (0)
WORKSPACE NAME RUN STATUS LATEST CHANGE

exceed-limit 5 months ago run-B8Ac NICKF/terraform-minimum
filetest-dev 3 months ago run-SLSz nfagerlund/terraform-filetest
migrated-default 5 months ago run-BVyj nfagerlund/terraform-minimum
migrated-first 5 months ago run-A2sp nfagerlund/terraform-minimum
migrated-second 5 months ago run-KgNVv nfagerlund/terraform-minimum
migrated-solo 5 months ago run-1RkX NICKF/terraform-minimum
migrated-solo2 5 months ago run-Rih7 nfagerlund/terraform-minimum

migrate-first-2 3 months ago run-hR57 nfagerlund/terraform-minimum
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Nastroje IaC
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Terraform
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Co je Terxrafoxm?

Terraform je management tool
ktery umoznuje spravovat
Infrastrukturu formou kodu

CC



https://twitter.com/ondrejsika
mailto:ondrej@sika.io
https://sika.io
https://linkedin.com/in/ondrejsika

resource "digitalocean_droplet" "example" {

image = "debian-10-x64"
name = "example"
region = "“fral"
size = "s-1vcpu-1lgb"
}
o0 0
resource "digitalocean_record" "example" {
domain = "example.com"
type —_ IIAII
name = digitalocean_droplet.example.name
value = digitalocean_droplet.example.ipv4_address
) A
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Vlastnosti Terxrrafoxrmu

- Nezavisly na cloud provideru - pracuje se vSemi cloudy
- Podpora multicloud reSeni

- Dekarativni pFistup

- Full state management

- Opensource & Free

- Podpora vlastnich pluginl a rozsifeni

- De facto standart

- Hodné rozsireni
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Teraform a ostatni nastroje

- Terraform
-  Cloudformation, AzureRM, ...
- Ansible, Puppet, Chef, ...

U
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Cloudformation, AzureRM, ..
- Nastroje ur¢ené na spravu cloudu l
- Jsou svazané s konkrétnim cloud providerem
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Ansible, Puppet, Chef, ..

- Nastroje urCené primarné pro konfiguraci severu
- Nejsou plné deklarativni

- Absence state - neefektivni mazani

- Pomalé
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Texrxafoxrm, Ansible & Application Deployment

[

1

Kubernetes Cluster

DETELE

«—>—Terraform

App Foo

App Bar

Virtual Machine

App Baz

—

J—Ansible

kubectl

[

|
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Terraform + GitOps
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Terraform + Gitlab CI/CD
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stack application
Gitlab CI + TerrafOIm Overview 0 Commits 4 Pipelines 7 Changes 3

I"l Request to merge testmr [} intomaster

- Velmi dobry CI/CD nastroj

- Nativni integrace s Gitlabem

- merge requesty
- code reviews

- Nativni podpora Terraformu & Approval is optional @

@ Detached merge request pipeline #8289 passed for 5459c5bc

@ (J Delete source branch (] Squash commits @

> 4 commits and 1 merge commit will be added to master. Mod

You can merge this merge request manually using the comman
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Gitlab CI + Terraform

Continuous Integration

Push code fixes Review and approve

Automated Automated
build and test build and test
Push code changes

8 £° © oo @ (0]

-
-«

N

v)=(v)

W @O-0-0©»@
Create @\

new branch

@

Deploy Review App
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Woxkflow

Continuous Deployment

Automated
build, test, deploy

Deploy to production
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Alternativy ke Gitlab CI

- Github Actions - prakticky stejné, akorat pro Github
- Terraform Cloud - CD nastroj nezavisly na Git hostingu
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Prace s Terraformem

- Terraform je plné deklarativni

- Podpora cloudu pomoci provideru

- Moduly & Terraform Registry

- Linter, Formater

- Podpora externich (nebo rucné vytvorenych) cloud resourcu
- Import stavajici infrastruktury
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Imperativni vs Deklarativni pzistup

Imperativni pristup

- sada prikazU, co se maji vykonat
- priklad: Pokud neexistuje server, tak ho vytvor v zoné us-east

Deklarativni pristup

- popisuje finalni stav
- priklad: chci server v zoné us-east
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resource "digitalocean_droplet" "example" {
"debian-10-x64"
"example"

resource
domain

value

@ondrejsika

"s-1lvcpu-1gb"
data "digitalocean_ssh_key" "default" {
"default"

data "digitalocean_domain" "default" {
var.base_domain

"digitalocean_record" "ex
"example.com"

= digitalocean_droplet.example.name
= digitalocean_droplet.example. ipv4_address

T
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Dalsi vyhody Terraformu

@ondrejsika ondrej@sika.io sika.io /in/ondrejsika ‘ x
| - = ‘



https://twitter.com/ondrejsika
mailto:ondrej@sika.io
https://sika.io
https://linkedin.com/in/ondrejsika

Infracost
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Infracost

- Nastroj na odhadovani ceny v cloudu

- Prochazi Terraform zdrojové kddy a pomoci pricing API spocita
odhadované naklady

- Ukazuje, jak konkrétni zmény (commity a merge requesty) maji vliv na
cenu
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v 4 mmmm terraform/main.tf [J)

X @@ -17,8 +17,8 @@ resource "aws_instance"

ebs_block_device {
device_name = "my_data"
volume_type = "iol"
- volume_size = 1000

- iops = 800
+ volume_size = 3000
+ iops = 1500

@ondrejsika ondrej@sika.io sika.io

“web_app" {

github-actions bot commented 15 minutes ago - &)

@ Infracost estimate: monthly cost will increase by $512 (+25%) /

Project Previous New Diff
infracost/ci-demo/dev $267 $423 +$156 (+58%)
infracost/ci-demo/prod $1,786 $2,142 +$356 (+20%)

All projects $2,053 $2,565 +$512 (+25%)

» Infracost output
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Rekapitulace
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Rekapitulace

- IaC + GitOps jsou obecné principy, které nam ulehcuji spravu velkych
cloudovych prostredi

- Jediny zdroj pravdy

- Jednoducha spoluprace (merge requesty, code review, ...)

- Terraform je nejpouzivanéjSi nastroj na IaC

- GitOps nam pro Terraform resi Gitlab CI/CD, pripadné jeho alternativy
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Diky za pozornost

CC
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Otazky?
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Email

ondrej@sika.1io

Twitter
@ondrejsika

LinkedIn
/in/ondrejsika
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Slides
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What's next?
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