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Container Escapel!

A sandbox is a -ﬁg,lrrl—ly controlled environment
where programs run LaJ

Environments thot Empose_ irre_vocalole, restrictions
on resource usage L]

I+ s opre,r\ use,ol +o execuvte un»re,s-fed or um-rus‘red programs or code,
without ris}Gnﬁ harm to the host machine or oPercxﬁng system [3]

Keeps your program isoloted from +the rest of +he system, Ly using any one. of
+he differert methods available in +he Linux kernel [4]
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oXING«< ¢
PID
N Network
Linux Namespaces
Root inside a container is
mapped to non-root outside
Full capabilities don't pose the
same risk as before!
Cgroup
Already Tackled AppArmor
Software LoadPin
Mandatory Access Control (MAC)
Linux Security Modules Smack
TOMOY
Yama
SafeSetlD
= ic Seccom)]
Sandboxing Seccomp
seccomp-bpf
A free hypervisor running
directly on hardware
Baremetal Hypervisors Xen
Type 1 hypervisor from Microsoft integrated
into various Windows versions
Hyper-V
A kernel module for the linux kemel allowing access to
VMX| SVM | ... virtualisation capabilities of real hardware and the
. " . emulator which emulates the rest of the hardware
Virtualization
Hardware Type 2 hypervisors require a host @
operating system whose capabilities

One workioad per host :)
Baremetal

are used in or- der to perform their

i a proprietary virtualization
opermtions software from VMware
Type 2 VMWare Workstation

a free, platform independent virtuali-
zation solution from Oracle

Virtual Box
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Yama
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A free hypervisor running
directly on hardware
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Type 1 hypervisor from Microsoft integrated
into various Windows versions
Hyper-V
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“Virtualization
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are used in or- der to perform their

One workload per host :)
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a proprietary virtualization
software from VMware
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Type 2
a free, platform independent virtuali-
Zzation solution from Oracle

Virtual Box
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Vegas Mode

Vegas wodle
Lazc/ Mode (not op‘timal) ¢
\1, = RED HAT®
OPENSHIFT
VMs NS + Seccomp + SELinux + VMs

NS + Seccomp + SELinux

Isolation

NS + Seccomp

Cc on‘P?guro\‘tIon
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Normal Apps

1st PoJ‘tL/ Code
) ~ Normal Containers
@
Container Workloads /

\/7)

Re—o\rch‘.tecting
OCI Compho\n’t Runtime
Kernel Isolation

3rck PoJ"’tl/ / Untrusted Code

= @ OpenShip‘t Virtualization
Re—hos‘t‘mﬂ

Lft L Shift
Troditional VMs
No e)(KS‘ting Imo\::,e

When / Where 777
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OLM Digest

ClusterServiceVersion (CSV)

A ClusterServiceVersion (CSV) represerts a par‘ticular version a running operator on a cluster.
OPG!‘O\'tO PG;PouP It includes metadata such as name, riescr:ption, version, repository l?nk, [al:els, icon, ete.

" Operaton - ‘ ) les ‘ It declares owned/required CRDs, cluster requirements, and install strate y that tells
i S e OLM how to create required resources and set up the operator as a dep?oymen‘t.

apiVersion: operators.coreos.com/Ml

kind:ojo‘pemtoréroup apiVersion: operators.coreos.com/Vialphal
metadata: kinl: ClusterServiceVersion
annctations: wmetadata:

olm.provioleolAPIs: KataConfig. v kataconfiguration.openshiftt.io
nome: openskipt-sanou:oxeo(-cov\to‘iners-oper‘a‘tor*pbzwg

annctations:

X rng N - _ alm—mles: -
sp:::ne_Space. openshu{-‘t sandboxed-containers: operator caeabil ties: Bosic Install
tw‘ge‘t Nome spaces: olm.oPm‘toréqmup: openshipt-smm(laoxeol-com‘ta%ners-opmtoﬁPszg

- openshift-sandboxed-containers-operator l l:"l
abels:

operators.coreos.com/sandboxed-containers-operator.openshift-sandboxed-containers-op:
name: sandboxed-containers-operator.1.0.0

SUBSCﬁP‘tIOV\ namespace: opeashi%-sandboxeo‘—containefs-opwtor
spec:
cleanup:
enabled: Ralse
customresourcedefinitions:
apiVersion: opemtoﬁ.coreos.eom/ﬂalpm1 owned:
kindli Subseription - description: The kataconfig CR represent a installation of Kata in o cluster
"e'li:j;?o‘: and its current state.
operators.coreos.com/sandboxed-containers-operator.openshift-sandboxed-containers-op: " kindi KataConfig
name: s«nofb:::!;;nttfinyf—%ermto;ammwmtor name: kataconfigs kataconfiguration.openshift.io
spec: B version: Vi
chavnneli preview-1.0 deseription: An operator to perform liPe,ct/cle management (insta“/upgmde/uninsta”)
Ms’m-"wf roval; A“’Fwox;c of Sandboxed Containers Runtime on Openshift as well as Kubemetes cluster
:::rie: wesk-contiainers-operator o‘isplayﬂme: Openshift sandboxed containers Operator
sourceNamespace: openshift-marketplace
startingCSV: sandboxed-containers-operator.1.0.0




MCO Digest T

wrapping custom Kubelet conﬁgumtio'\s within o CRD, The available

options are documented within the KubeletConfiguration
ikuselmmﬁgcomlly

dis:ovging chkingConP‘gs for a Pool of s
Machines and generating the static MMhb\gCov\P:’. B‘ﬂ BOSS

| Renderercontroller
maching-config-dagmonl.cpensifl.com/currentConfig
S sredCont, =

M.openshift. 5
machine-config-daemonl.openshift.com/state

uﬁrachr\g machines to desired MAc,hineConﬁﬂ Ly
coomkwad:ins with a daemon running on each machine.

generating the MachineConfigs For pre-defined roles of machines
From internal templates based on cluster configurat

ApPlies Conp\ﬁ 6)

Inplace OR re-provision

‘Tepvk\tel:oﬂtﬂ:"ef i /

wotches Merges Provide Ignition config to new
Q) ) machines joining the jus‘ter.

Creates intial mach‘me,Con‘-‘ngs
based on boostrap.ign

references

Uses(4)

/

__________ MachineConfig <

MachineConfigPool (master)

Define the desired state of the machines




RHCOS Extensions

Creodt
openshiftt sandboxed containers he S

Operod'or

Pool |
Ac—fuod'e;
ainers‘-on: mo\chIne_conpiguraﬁon.op@\&kiphio/vl
Kincl: Machine&onpiﬁ
mej’o\dod'a:
lo&:&l$: /
=
machine,conpigur‘a-ﬁon.o(:e_r\shi{-\-h}o/ro[e,: worker
name: worker-e xrensions Pool 3.
spes
conpigz
igni-ﬁon: A p——
version: 3..0 ctvates
extensions

- sondboxed-containers

______ LT his +ranslotes +o o list of packages
Kota-containers
qemu-Kiwi
Ipxe_—roms—qejnu
[]meey\

pixman

qemu-Kiwi
qemu-kKum-common
seabios-bin
S&V3abios-bin
sgabios-bin

* & £ & & & & & & &



The Operator

Kata Containers as as Service (Operator machinery)

1

Availability in RH Operators Catalog / OperatorHub
and enabled from console / CLI

@kcfccom‘oiners /,———.—-~\ <>

-
Installs and Life Cycles - N )
aren 03 Extenaon 2 4 Operot e e sson oo
as an OS Extension ’ \
X ! ,' Pera or \ and Day?2 tasks
’ \\
/ \
/ \
! \
! \
! \
! 1
1
\ 1
\ 1
\ 1
\ 1
\ /
\ I
Configures CRI-O runtime handlers + Installs and Lifecycles QEMU as
- an OS Extension

optimizations for Kata as a runtime

s ' i

5

Adds / Creates RuntimeClass
for Kata + Scheduling

Usage Manual

Cluster Admin

fig (optionally selects nodes that

creates KataCon

the Kata runtime enabled)

apiVersion: kataconfiguration.openshift.io/v1l
kind: KataConfig
metadata:

name: example-kataconfig

spec:

kataConfigPoolSelector:

matchLabels:
node-label-kata: test

Operator automagically enables Kata on the nodes and The Operator

creates the RuntimeClass

apiVersion: node.k8s.io/v2
kind: RuntimeClass
metadata:

name: my-kata-class
Handler: kata

Developer

Developers defines the RuntimeClass at the Deployment / Pod
level to use Kata

apiVersion: vi
kind: Pod
metadata:
name: mypod
spec:
runtimeClassName: kata



https://medium.com/kata-containers/kata-containers-version-2-0-e45df4dd328
https://v1-16.docs.kubernetes.io/docs/concepts/containers/runtime-class/#cri-o-https-cri-o-io
https://v1-16.docs.kubernetes.io/docs/concepts/containers/runtime-class/#scheduling

Its DEMO Time!
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Kotoa Contaners: :De_e,p-bive

High-leye,l Arch Vs. Our Stack

E2E Flow




HIgh-leve,l Arch Vs.

Shared Kernel

A A

Kernel

Host

Linux Namespaces,
CGroups, etc.

Additional Workload Isolation

&% cri-o

Kubernetes Native Consumable as a CRI

4 e q

Isolated Kernels

HyperVisor

Kernel

Host

Virtualization

@emu AKVM




high—le,ve,l runtime.

low—le_ve,l runtime.

conftig.json

€
“oaiVersion”: “LOI",

— S T T e
("‘/9‘—’\/:‘ ~ ;_\u,m)\ .
€ d
// Sardbex operations. “hostrame”: “slartibartfast’,
& e it i dddts o,
rpe SrophodSardhon(SrogPodSand. aid GreghisSankaargonid B\
e Reroepodeend. reE = eodoriespens) £ vz
e e R i (hedsR Resporsd) £ 2
rpe ListPodSands ISordh W JooxResp 7y ‘amnorotions': €
// Semantics For ereating a'VA
// Conrainer operations. ) [iokuberneres.cri-oConanesType’: “Sandbox’,
rpe ine R est) renme [ Resp @ // Semantics For creating o Cn-m:.w
\ g 37 . iy e “lokuberneres.cri-oContaine Type': “container”
rpe Stop retuens ! espe @ 3
v R e AR e e o s
pe » , iherefteavest) returva. §
cpe ) returns € Resp @ =
{
J Jose/snare Meauks/Kora-containers
% \—/A/ configuradiontoml
configuradtion CRr-o
/m/c.riez:r;o.couﬁ g stact
Ve /eontainerd feonfig.yoml or configuradtion create exes kill
or containerd
e erio/erionconfid /OO-deFak Execution
] SR lifesycle.
P oo /
untime_rgpe. = vm | eRro ‘:be‘::’\ or
b e I 7 ) OCT Rumtime. cmd/Specs
7% T
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B o 1N L aid
service Task £ TSNS —— T T
) o s «mm v I . legacy components & 15
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Kernel-space

Interactive Version of this Figure

Hos+

Kotoa-wonitor (va.0)

(e.gy using QEMV)
Juse/localfere/Kotra-containers feonfigurationtoml

Kernel_params = MMMMW



https://www.thinglink.com/card/1401236075678007299

conp\g.:‘son

€
“ociVersion';
‘process’ €3
‘root”s £
“pati’s “rootfs’,
“readonly’s true |
" "slartibartfast’,
(e.g using GEMU)
I~ Juse/local/ete/kata-containers/e urationtoml
¥
AL %
// Semantics For creating a'VM'.
(EReretesarrotortane Tyee  Saralbox ]
Sc-wmt-cs for creating o Contmmy Dwpervisor.aemud
poth = '/va-\emvsu—-x“—“
3 5 e e e,
3 S A el ok wtediing’
I kernel_params = %MM“MWWU
Juse/share/defaults/kata-containers
configurationtoml
1
N start [ |
/etc/eu«tmwﬂ/een‘-‘g ol T configuration create exec kill Nebuork nomespace’
Or ‘ : \ QEMU
Jete/erio/erio.cont d/00-defautt v Execution ; 2 T
_y lifesycle ; manages Cprocesses >
k’nlu‘t-emﬁ’esku 3 / i ereateSamdBox() I |
M‘ NocalAin/containerd-shimkatara” creatis) | ereateContained) v
s/ local feonta ahim-kata i
e ton S % OCI Rumtime emd/Specs _ — ® &
A Virtcontainers ! Kot et
R Kt @ &
P—— < 2
T/os—_ St;'g{t Virtio-vsoek] 1 R ud 7] &
- =& :
sy : S T
Sifsanmsod o, egacy components & 1.5 .
.\.< Start(StartResuest) returvs Wu), md/spess ey spose. 15
retuns <p
Pids(PilsReauest) retums (PdsResponse); y
apiversion: v t PauselPauseReauest) et &,oo,le,rvtau-‘z—\-w) 1/0 [t Kemel-space 7
i Watches fiad ‘ . g gt S -
Kingl: Pod 7 Copbtitiesit Trliouett) s ouod ety s
metadata: < s S reteiva, Cgposlepeatobud Enpty 3
nome: od rpe ResizePtylResizePt, 1) retums. Ewpty);
e g oAl gl A e Resides in NS @ vietoRs
runtimeClassVame: kata rpe Wat(aitRenuest) retoms u-nmw’ i
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Interactive Version of this Figure e



https://www.thinglink.com/card/1401236075678007299

Its DEMO Time!
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Tech Preview

<€

Product Discovery

4

>
Product Readiness

Viewable Metrics
Network / Memory / CPU

Brond Definition

Nome & Icon

Documentation
Main interface to UX

Console Awareness
Runtimeclass
Basic €I

Openshift + Kata

Dual-Stack

Relevant for Telco

Bare-Metal
Initial form of support

9

Updates & Upgrades

Val?da\tins, Upgra:.les with OCP

Kata Metrics I <& |

Exploration with CRI-O + endpoint

FIPS
Agernt/QEMU/CRI-O/Operator

More CI
Bot+ upstream Jobs?

Del:uﬂsal:ihty I 8> _

Must-gather, |o:-15,

OKD I
Usability & Validation

Disclaimer:

Based on Feedback

Target ed 64

____________________________ >

N R

7obsewobili‘ty

User Experience

410+ v/

Kata Metries IT <>

Dashboards, Prometheus, SLOs, ...

Dev Tools Integration

Dev F‘-les, services,...

Debuggability II <>

Logs, configurability, ...

Continious Delivery
Automation, CPaas,...

OKD II
Usod:il?ty L Validation

Opey\ShiPt Products

Integrations: Pipe_(?nes, Serverless,...

Conﬁgum‘tiov\ Options
Integrations: Pipe‘iv\es, Serverless,...

I

Su'o:‘ect To Chom::,e

Based on your Feedback
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