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Problem statement (1)

Introduction

Packing =
e Set of transformations
 On binary file

 That preserves the original working at runtime

— Large coverage in scientific literature
— Static detection increasingly relying on Machine Learning

— Often employed with malware

Information Classification: General
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Problem statement (2)

Introduction

FACKINGG o  Experimental toolkit focused on

t’ gF \J executable packing

BOX Solves experiments repeatability

Static detection challenges (con't) :

—

 Exhaustive feature engineering

e Static features robustness to
adversarial attacks L

* No focus on adversarial study yet

 Almost no coverage on unsupervised

 Feature set inspection for quality & learning in related works

validation

Information Classification: General


https://github.com/packing-box/docker-packing-box
https://www.blackhat.com/eu-22/arsenal/schedule/index.html#packing-box-playing-with-executable-packing-29054
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ARCENAL . Introduction

Objectives

1. Extend Packing Box with adversarial and unsupervised learning
capabillities

2. Build binary alterations and break detectors using them

3. EXxplore features through visualization and train models with
unsupervised learning

Information Classification: General
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Packing / unpacking
Static detection & features
Experimental Toolkit
Adversarial Learning
Unsupervised Learning
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Packing / unpacking

' ™ ' ™ ' N

Transformations :

R R R
O O lmmm | 2 000 | D A
M M r Packed ﬁUnpaCkfn Unpacked |\/
»[ Packer ]—> —> |Loader —
\ ) / K Unpacked
Binary file Packed binary CPU Process

Common usage :

e Compression  Bundling © Size reduction
 Encryption e Mutation © SW piracy prevention / License management
* Protection e Virtualization @ Malware

Information Classification: General
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Static detection & features

Static (no execution) : Features :

Header Fields Signhature Ratios
« Entropy threshold

« Pattern matching R R |
» Signatures O Point  SECHONS
g M E 7)) — N =
.. 5O 52 S S S
* Heuristics S 3 22 2 2 S
2 A | IR $
. e
« Disassembly )
Binary file et e R s

L o up to kilobytes ! - Up to gigabytes
I I
I

 Machine Learning

Information Classification: General
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Experimental toolkit

Learning pipeline automation

2. Background

Binary
files

VISUALIZE PREPARE

FHICKTINIS

D

BIOX

TRAIN PREDICT

Model
Parameters
visualizer B dataset model /
Not packed 7z.exe
Eackedih -2
- - Tt = Yy 4
—> Not packed control.exe P .
—> —> —> —>»  Notpacked defrag.exe —» —
Packed lsass.exe \
Data —> — Dataset Generation & Labelled Preprocessing unknown. exe
Visualization Feature Extraction Dataset & Training SRR

Information Classification: General


https://github.com/packing-box/docker-packing-box
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Adversanal Leaming (1)

Threat model TRAIN TEST
« Attack Surface : arameters
Train (poisoning) VS Test (evasion) phase et aina e Porniniaiinial 0
e R e
* Adversary : VRS R T |
| !
» Goal : Untargeted VS targeted Labelled P%ﬂ;ﬂ?@.ﬁﬁéﬂg e exe |
. o _ Dataset rainin |
» Capatibilities : ability to modify samples I Evasion :
(tied to executable formats) o [
Poisoning _
> Knowledge : white-box VS black-box B EVH'"“'G":
/
__________ -
Focus

Information Classification: General
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Adversanal Leaming (2)

Problem-space VS Feature-space attacks

67

,’:— " brobiom T ‘I Problem-space : data transformation Problems
: E Sp;::inTl E - : © Can check validity of data i o E
EE 6235 E > Z > = : @ No direct control on features E = E
X " | E
: i j, E = %%) i Feature-space : features perturbation E E
:E g = : g Zr: "Ei? : @ Requires to feed features to the model i E
n _Agggﬁg{j'i - | © Feature-to-problem mapping L :
TTTTTT Focus ] © Easier

Information Classification: General
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Unsupervised Leaming (1)

Unsupervised Learning

J
| }

Clustering Dimensionality Reduction

J 11 ) l
| [

Centroid-based Density-based Hierarchical Principal Component Analysis t-SNE Independent Component Analysis

K-means DBSCAN OPTICS Agglomerative Clustering

Information Classification: General
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Unsupervised Leaming (2)

Learning pipeline

PREPARE TRAIN DESCRIBE

Model
Parameters
dataset model /
7z.exe
bzip2.exe
F il F
control.exe Cluster |  unknown.exe
E— defrag.exe —> —> —>  Cluster2  suspicious.exe
FeRREe e R 00 [ r—
Feature Extraction & Not Labelled Preprocessing

Dataset Generation Dataset & Training

Information Classification: General
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 New requirements

e Updated architecture

 Added capabilities
3. Framework  Getting started
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New requirements

A. Support for binary alterations

Binary parsing & modification
|. Alterations as combinations of modifications
Il. Plots for validating impact on features

B. Support for unsupervised learning
Unlabelled samples

|. Variety of new algorithms

Il. Plots for visualizing clusters & models

Information Classification: General
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Updated architecture

3. Framework

B Portable Executable (PE)

¢ EXE ‘
execution

mono

NET |

execution

' [ Executabe & Linkable

N
Experiment &= Automation Analyzer Ain| >
T © 9 Toolset — @ S
QS o Detector @>7udis| = £
g+ |Dataset =12 [Model =] = 59
.>_',~§ ? | #=7] packing-box Packer o §'- o
£ @ [Executable | |Algorithm wisl | | @=% yigyalizer Unpacker & Juusf @ <
W < Alteration s
Feature il Utilities CLI & GUI Automation
' Machine o | ,,leraneS\ (.7:@; | 2= o =— Binary |
Learning O learn | LS == = Parsing |
Scikit Learn Weka | | s J | LIEF pefile pyelftools

Format (ELF)
Native

Mach Object

| ® Ubuntu 22.04 l"

\_

J

Information Classification: General

Workspace

« Configurations

« Datasets & models

« Executable format-specific data
« (Figures of visualizations)

« (Scripts)

Experiment = dedicated workspace
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Added capabilities

3. Framework

 EXxecutable parsing layer (parser selection)
* Alterations relying on modifiers (similar to Features relying on extractors)
e Support for semi-supervised & unsupervised learning (dataset labelling)

e Visualization :
» For comparing datasets’ features
» Of reduced data (i.e. clusters)

Information Classification: General


https://docker-packing-box.readthedocs.io/en/latest/?badge=latest
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Framework

github.com/packing-b @

Starti n q Doi nt . 0 Product ¥ Solutions ¥ Open Source ~  Pricing Search or jump to... Sign in ‘ Sign up ‘

FRCHING

1. Open terminal B Packing Box

BITX

2. Clone the repo

() Overview ] Repositories 9 [f] Projects @ Packages A People

Pinned People

nization has no public members. Y

] docker-packing-box | Public ] awesome-executable-packing | Public ) i
a member to see who's a part of this

Docker image gathering packers and tools for making datas A curated list of awesome resources related to executable packing

& organiza

tion.

executables and training machine learning models for p

@Python 1738 %8 Yroor % a4

Top languages

[_Z_l peid | Public L_:J dataset-packed-elf ' Public @ Python

Python implementation of the Packed Executable iDentifier (PEID) Dataset of packed ELF samples

@Python W ¥ wio ¥
Most used topics

binary-analysis  executable-packing

[] dataset-packed-pe | Public E] bintropy | Public malware-analysis  malware-packers

r estimating the likelihood that a binary contains compressec

malware-research

Information Classification: General


https://www.blackhat.com/eu-22/arsenal/schedule/index.html#packing-box-playing-with-executable-packing-29054
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Getting started (2)

See for basic demonstrations :
Basic Advanced

e Build & run Docker image  Model for PE packers

e (Getting help e Visualization of files & models

* Installing items  Evaluation of detectors

* Playing with datasets

* Playing with models

Information Classification: General
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e Scope
e Methodology
1. Samples inspection

2. Performance evaluation

3. Alterations

4. Breaking Detectors 4. Re-evaluation

Information Classification: General
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Scope

Targeted detectors Dataset
° (DIE)

Signature-based with ad hoc heuristic « ASPack
Datasef of . UPX
' Packed PE
C
Signature-based 5 ad ) * Yoda Protector

Ready-to-use dataset of packed
and not-packed PE files from
the enriched version of

Simple pattern matching on section names

S experiment open breaking-detectors

S for P in ASPack UPX Yoda-Protector; do dataset udpate $P --source dataset-packed-pe/packed/S$P
--labels dataset-packed-pe/labels.json; done

Information Classification: General Please report any issue at :


https://github.com/packing-box/docker-packing-box/issues
https://github.com/horsicq/Detect-It-Easy
https://github.com/packing-box/peid
https://github.com/JusticeRage/Manalyze
https://github.com/packing-box/dataset-packed-pe
https://github.com/chesvectain/PackingData
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Methodology

Steps

1. Inspect samples from
Visualising binary samples first to analyze packer’s specificities (additionally remove outliers)

2. Evaluate the performance of targeted detectors
Baseline the detection rate on the input dataset

3. Build alterations and apply them
Based on packer’s specificities, design combinations of modifications

4. Evalute the performance after alterations
Once alterations are applied, refresh the detection rate and compare with the baseline

Information Classification: General


https://github.com/packing-box/dataset-packed-pe
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Entropy per section of PE file: calc.exe

- .I'SIC .reloc
Original
Size = 758.0KB
EP at 0x0001216c in .text
Average entropy: 6.11

Overall entropy: 7.16

UPX Q e
Size = 330.0KB '

EP at 0x0003¢380 in UPX1

Average entropy: 6.93

Overall entropy: 7.64

= Enfry point --- Average entropy of section Bl Headers Overlay

S visualizer plot "calc.exeS" dataset-packed-pe --label not-packed --label UPX --scale
$ dataset plot samples UPX -n 10

(R

Information Classification: General

Please report any issue at :


https://github.com/packing-box/docker-packing-box/issues
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2. Performance evaluation

Preliminary notes

 Only binary classification is considered (packed or not packed)
« Only accuracy is relevant here (small datasets of packed samples only)

DIE PEID Manalyze

ASPack 100,00% 100,00% 100,00%

UPX 100,00% 100,00% 100,00%

Yoda Protector 100,00% 100,00% 100,00%

$ for P in ASPack UPX Yoda-Protector; do \
for $D in die peid reminder; do detector $P --detector $D; done;
: done

Please report any issue at :

Information Classification: General
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3. Alterations (build)

[A 1] Rename SeCtlonS rename packer sections:
. . decription: Rename UPX0 and UPX1l sections to .data and .text
ASPack : .aspack — .code ; .adata — .data apply: truc
UPX: UPX0 — .data ; UPX1 — .text result:
. PE:
Yoda Protector . 'yP — .code - rename section ("UPXO0", ".data")
- rename section ("UPX1", ".text")

add low_entropy text section:

[AZ] Add IOW entropy COde SeCtlon description: Add a code section with low entropy and common name

result:
PE: add section(".text",
. section type=pe['SECTION TYPES']['TEXT'],
[A3] Move EP to new code section data=b"\x01"* (1<<16))

move_entrypoint to new low _entropy section:
description: Move EP to a new low-entropy section with common name
® result:
PE: move entrypoint to new section(".text",
S experiment edit alterations post data=b'\x00'*64)

Please report any issue at :

Information Classification: General
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ARSENAL
3. Alterati

- ions (apply
rename_packer sections:

Configure & run T

decription: Rename .aspack to .text and .adata to .data

e Setapply:true result:

PE:
¢ FOI‘ rename packer SeCthHS, - rename section(".text", ".code", error=False)
I __kl - rename section (".aspack", ".text")
adapt accordlng to paC er - rename section(".adata", ".data")

for I in {1..3}; do dataset select ASPack aspack-aS$SI; done # restart for UPX and Yoda-Protector
# configure in-scope alteration

experiment edit alterations
# restart from previous command for upx-aX

|

dataset alter aspack-al
dataset plot samples aspack-al -n 5

aspack

Size = 58.5KB

EP at 0x0000d401 in .text
Average entropy: 7.05
Overall entropy: 7.79

== Entry point - -- Average entropy of section Il Headers Overlay

Information Classification: General Please report any issue at :


https://github.com/packing-box/docker-packing-box/issues
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4. Re-evaluation (rates)

Detect It Easy (DIE) PEID Manalyze

Al A2 A3 Al A2 A3 Al A2 A3
ASPack 100,00% 100,00% 0,00% | 100,00% 100,00% 0,00% | 0,00% 100,00%  100,00%

UPX 0,83% | 100,00% 100,00% 0,00% | 3,31% 100,00%  100,00%
Yoda Protector | 100,00% 100,00% 0,00% | 100,00% 100,00% 0,00% | 0,00% 100,00%  100,00%

Al: rename sections — A2: add low entropy code section — A3: move EP to new code section

S for P in aspack upx yp; do \
for $D in die peid reminder; \
. do for I in {1..3}; do detector $P-a$I --detector $D; done; \

done

done

Information Classification: General Please report any issue at :


https://github.com/packing-box/docker-packing-box/issues
https://github.com/horsicq/Detect-It-Easy
https://github.com/packing-box/peid
https://github.com/JusticeRage/Manalyze
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4. Re-evaluation (impact)

Detect It Easy (DIE) PEID Manalyze

Signatures + ad hoc heuristic Signatures Pattern matching on section names

ASPack 100,00% 100,00% 0,00% | 100,00% 100,00% = 0,00% | 0,00% 100,00% 100,00%

UPX 0,83% | 100,00% 100,00% 0,00% | 3,31% 100,00% 100,00%

Yoda Protector | 100,00% 100,00% ~ 0,00% | 100,00% 100,00% 0,00% | 0,00% 100,00%  100,00%
Al A2 A3 Al A2 A3 Al A2 A3

Impact

 DIE is almost completely disturbed when adding a new code section with the EP

« PEID matches signatures after the EP, hence detection is broken when moving EP

« Manalyze’s plugin for packer identification is only based on pattern matching against (very) common
packer section names

Information Classification: General
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e Setup
 Exploratory Data Analysis
e Clustering Models

5. Visualizing Packing
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ML activities Dataset
« Exploratory data analysis

Plotting reduced data regarding characteristics « ASPack

J | J | _g Dataset of . IDPack

* Unsupervised model training Packed PE

Building a model with a reduced dataset L= ) * NSPack

- - Ready-to-use dataset of packed y PEcompaCt
* Data.set deSC”ptlon and not-packed PE files from UPX
the enriched version of ®

Observing classes using the trained model

S experiment open visualizing-packing
[ S dataset udpate upx --source dataset-packed-pe/packed/UPX --labels dataset-packed-pe/labels.json
s S for P in ASPack JDPack NSPack PECompact UPX; do dataset udpate main --source dataset-packed-

pe/packed/SP --labels dataset-packed-pe/labels.json; done

Information Classification: General Please report any issue at :


https://github.com/packing-box/dataset-packed-pe
https://github.com/chesvectain/PackingData
https://github.com/packing-box/docker-packing-box/issues
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Exploratory Data Analysis (1)

O b S e rV a_t i O n S Characteristic 'label' of dataset upx(PE) Characteristic 'label' of dataset upx(PE)

3. PCA:n=2 PCA:n=20, TSNE:n=2, perplexity=30
« UPX only (very simplistic case) 30,
«  Clear clusters per label g _
P | | . e .
* Any unsupervised learning algorithm will 11 @ . 10 v
achieve perfect classification if using 2 N ’ . o -5
clusters 3.
. i' : ~101 & %
 TSNE does not improve results here ; -t % 0] ° s
even worse, it visually gives 4-5 clusters N o . W Um
® . —-30 ]
_3 M 40 et
) -1 0 1 2 3 ~20 ~10 0 10 20 30

e not packed
upx

$ dataset convert upx # precompute features

$ dataset plot characteristic upx label # PCA with 20 components then TSNE 2D
$ dataset plot characteristic upx label -n 2 # PCA with 2 components (hence no TSNE)

(R

Information Classification: General
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Exploratory Data Analysis (2)

- Characteristic 'label' of dataset main(PE) Characteristic 'label' of dataset main(PE)
O b S e rV at I O n S PCA:n=20, TSNE:n=2, perplexity=10 PCA:n=20, TSNE:n=2, perplexity=30
- . 60 v M 2 . 10, Q.
»  Multiple compression packers ¢ < T e
I I . 20 ¢ .'&." e By 201 oy
 Low perplexity yields unclear clusters ; “« s -
. . : 0; v V% .
increasing it r.eveals better clusters - | e 2 tw? ,':‘. % o o= 2,
« Some properties of PECompact make it difficult to o N Ny ;,1,‘. ew | | »
distinguish from not packed samples .‘ ’ N X g
. . _ _and 4 —40 L4
« Atthe end, we get possibly 6-7 clusters with model training ; Y% w0 m w w o ; %
maybe 2 for not paCked Samples CharacterisAtif: 'label'l (ifdatast'etjnain(PE) T —
Fay L
20 ‘ ® upx

Distribution of labels for dataset main(PE) 101

® JDPack
$ dataset convert main o " UPx ° -“
$ dataset plot labels ASPack ?@7 o]

T

S for P in 10 30 50; do dataset plot characteristic
main label --perplexity $P; done

PECompact —201

Information Classification: General Please report any issue at :
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KMeans Visualization of dataset upx(PE)

[ | with PCA (20 Components) and t-SNE (2 Components, Perplexity: 30)

Q3.
N N

Setting .

101

« UPX only (very simplistic case) 0%
o
Clustering algorithm : K-Means
*  Hyperparameter N s S€t 10 2 (result of EDA) ]
20,
Observations
. 2 distinct clusters as expected o e "
«  Perfect classification 3\ LA s ot packed
20 1
«  Even setting N,.rs 0 auto yields 2 clusters too q‘?;,. *
10 1 b
'
L] '.. .".
O.

S 10 &%

S experiment edit algorithms o %°
‘ $ model train upx -a kmeans ~20- ® .*. hd
$ model visualize upx pe 554 kmeans f138 --export ¥
7 —-plot-labels -0 | | | | | .‘ | |
-30 -20 -10 0 10 20 30 40

Information Classification: General Please report any issue at :
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Clustering Models (2)

Setting

KMeans Visualization of dataset main(PE) KMeans Visualization of dataset main(PE)
with PCA (20 Components) and t-SNE (2 Components, Perplexity: 30) with PCA (20 Components) and t-SNE (2 Components, Perplexity: 30)

Clusters Clusters

A, a,

. Multiple compression packers 1 : o~ 0 L
. Clustering algorithm : K-Means 20 Al o 20 A
. Hyperparameter N .1 S€L t0 6 (result of EDA) W 5 0
Observations = &
“ n
. Binary : ] | | ‘ , | 4]
Cluster of not packed samples includes PECompact - B Targeto i B - - Targe: B *
Accuracy < 90% 40/ ﬁ... 40/ *'.o
. Multiclass : 207 PR - 20_ -
Clear clusters for all packers but PECompact, cluster including not packed and PECompact o . : e . :
Accuracy < 80% 0 Lo dall % 2! o Mg Bl 8 2,
N , -9 N @ .
® S :'.5’-5 :.-7'-;.
S experiment edit algorithms 40 ® 40 .
$ model train main -a kmeans o 20 0 2 40 ~do 20 0 2 40
$ model visualize main pe 1035 kmeans f142 --export RN . EaO(ko;?iC:k;:pack
--plot-labels --multiclass Packed  nspack

» Packed : pecompact
e Packed : upx

Please report any issue at :

Information Classification: General
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e Contribution
e [Future work

6. Conclusion
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Toolkit extensions for adversarial & unsupervised learning

» Support for altering binaries based on user-defined alterations

» Support for clustering algorithms

» Support for many more visualizations (altered binaries, impacted features, clustering, ...)

Information Classification: General
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Future work

e Combining alterations and optimizing effect on common detectors
e Optimization attack on learning models

 Weaponization of adversarial attacks

 Research of robust features

 More secure learning models

Information Classification: General
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Ready-to-use dataset of
packed and not-packed
ELF files

~

Awesome list gathering our whole bibliography and many other
references to documentation, tools, etc.

@

PACKER
cali DETECT
» B INLicalion
Entropy-based tool Heuristic-based tool Operationalized fork of Python fork of the Custom exchange format
inspired from the inspired from the https://github.com/cylan popular tool, PEiD for datasets (supports
study of Lyda et al. in study of Han et al. in ce/PyPackerDetect conversion to ARFF, CSV,
2007 2009 Packing-Box dataset)

Datasel of
Packed PE

Ready-to-use dataset of packed
and not-packed PE files from
the enriched version of
https://github.com/chesvectain/P
ackingData

#BHEU @BlackHatEvents


https://github.com/packing-box/pypackerdetect
https://github.com/cylance/PyPackerDetect
https://github.com/cylance/PyPackerDetect
https://github.com/packing-box/bintropy
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