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Web ARChive (WARC): ISO 28500 File Format
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Information and documentation -- WARC file format

Buy this standard
1SO 28500:2017 specifies the WARC file format: Format Language
- to store both the payload content and control information from | & PDF+ePub English v
mainstream Internet application layer protocols, such as the HTTP, DNS,
and FTP; Paper English v

- to store arbitrary metadata linked to other stored data (e.g. subject
classifier, discovered language, encoding);
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- to support data compression and maintain data record integrity;

- to store all control information from the harvesting protocol (e.g. request

headers). not just response information:
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https://github.com/iipc/warc-specifications

Rendered HTML vs. Source Code

[ Hello Decentralized W x C[f - : [ view-source:https:/iww. X

¢ C | & Secure | https://www.cs.odu.edu/~salam/dweb/ Y¢| @ C | ® view-source:https://www.cs.odu.edu/~salam/d... Yr| @

<html lang="en" dir="1tr">
<head>
<meta charset="utf-8">
<title>Hello Decentralized Web!</title>
<link rel="stylesheet" href="style.css">

Hello Decentralized Web!
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</head>
‘1 8 <body>
3 <hl>Hello Decentralized Web!</hl>
\h/ o <img src="wsdl-logo.png" alt="">
1 <p>We, at <a href="https://ws-dl.cs.odu.edu/">Web Science
and Digital Libraries Research Group</a>, tweet from the <a
S; [) l_ href="https://twitter.com/WebSciDL">@WebSciDL</a> handle.</p>
12 </body>
OLb DOMINION UNIVERSITY 13| </html>

14

We, at Web Science and Digital Libraries Research Group, tweet
from the @WebSciDL handle.
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HTTP Response vs. WARC Record

WARC headers

curl -i https:/iwww.cs.odu.edu/~salam/dweb/ 63x25
$ curl -i https://www.cs.odu.edu/~salam/dweb/
HTTP/1.1 200 OK
server: nginx
Date: Fri, 03 Aug 2018 19:56:33 GMT
content-Type: text/html
Transfer-Encoding: chunked
connection: keep-alive
vary: Accept-Encoding
Front-End-Https: on

<IDOCTYPE html>
<html lang="en" dir="1ltr">
<head>
<meta charset="utf-8">
<title>Hello Decentralized web!</title>
<link rel="stylesheet" href="style.css">
</head>
<body>
<hi>Hello Decentralized web!</h1>
<img src="wsdl-logo.png" alt="">
<p>We, at <a href="https://ws-dl.cs.odu.edu
nd Digital Libraries Research Group</a>, tweet 1
="https://twitter.com/wWebSciDL">@WebSciDL</a> hj
</body>
</html>
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[] less hello-dweb.warc 63x33

WARC/1.0

WARC-Type: response

WARC-Target-URI: https://www.cs.odu.edu/~salam/dweb/
WARC-Date: 2018-08-02T15:12:34Z

<urn:uuid:6e829124-b8a3-02ae-4912-f9be5978e09a>
application/http; msgtype=response
654

WARC-Record-ID:
content-Type:
content-Length:

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 02 Aug 2018 15:06:34 GMT
content-Type: text/html
Transfer-Encoding: chunked
connection: keep-alive

Vary: Accept-Encoding
Front-End-Https: on

/'< IDOCTYPE html>

<html lang="en" dir="1tr">
<head>
<meta charset="utf-8">
<title>Hello Decentralized Web!</title>
<link rel="stylesheet" href="style.css">
</head>
<body>
<h1>Hello Decentralized Web!</h1>
<img src="wsdl-logo.png" alt="">
<p>We, at <a href="https://ws-dl.cs.odu.edu/">web Science a
nd Digital Libraries Research Group</a>, tweet from the <a href
="https://twitter.com/WebSciDL">@webSciDL</a> handle.</p>
</body>

\\~</html>

hello-dweb.warc
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Why WARC and not Plain Filesystem?

Number of inodes

Name collision

Deduplication

Rich metadata

Optimized for long-term Web preservation
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WARC Record Types
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warcinfo
response
resource
request
metadata
revisit
conversion
continuation

WARC-Type = "WARC-Type" ":" record-type
record-type = "warcinfo" | "response" | "resource"
| "request" | "metadata" | "revisit"
| "conversion" | "continuation"

http://iipc.qithub.io/warc-specifications/specifications/warc-format/warc-1.1/

@ibnesayeed
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http://iipc.github.io/warc-specifications/specifications/warc-format/warc-1.1/

WARC Indexing

hello-dweb.warc

edu,odu,cs)/~salam/dweb/ 20180802012013 {
"status_code": 200,
"mime_type": "text/html",
"offset": 0,
"size": 998,
"warc_file": "hello-dweb.warc"

}

edu,odu,cs)/~salam/dweb/style.css 20180802012013 {
"status_code": 200,
"mime_type": "text/css",
"offset": 1001,
"size": 771,
"warc_file": "hello-dweb.warc"
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WARC Compression

WARC

WARC.GZ
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Non-uniform blocks

(per record)
compression
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Index offset and
size as per the
compressed blocks
to efficiently seek
records for replay

@ibnesayeed

8




WARC Tools

e Heritrix: Web crawler
o https://aithub.com/internetarchive/heritrix3
e Wget: Downloader CLI
o https://www.gnu.org/software/wget/
e Squidwarc: Browser-based Web crawler
o https://aithub.com/NOtaN3rd/Squidwarc
e WARCreate: Chrome Extension to create WARC
o https://warcreate.com/
e Warcprox: WARC writing MITM HTTP/S proxy
o https://aithub.com/internetarchive/warcprox
e warcio: Python library to read/write WARC
o https://aithub.com/webrecorder/warcio
e Open Wayback: Web archival replay system (Java)
o https://qithub.com/iipc/openwayback
e PyWB: Web archival replay system (Python)
o https://qithub.com/webrecorder/pywb
e InterPlanetary Wayback (IPWB): Web archival replay system using IPFS
o https://qithub.com/oduwsdl/ipwb
e WAIL: Web Archiving Integration Layer
o https://matkelly.com/wail
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WARC with Wget

Wget has built-in support for
WARC creation, indexing,
compression, and deduplication

https://www.gnu.org/software/wget/manual/wget.html

$ man wget | grep "\-warc"
--warc-file=file
--warc-header=string
--warc-max-size=size
--warc-cdx
--warc-dedup=Ffile
--no-warc-compression
--no-warc-digests
--no-warc-keep-1log
--warc-tempdir=dir

@ibnesayeed
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https://www.gnu.org/software/wget/manual/wget.html

WARC with WARCreate

[} WARCreate - Create WARC file: X

¢ > C @& https://warcreate.com * @

| Generate WARC

WARCreate

Google Chrome Extension
“Create WARC files from any webpage”

What is it?

WARCreate is a Google Chrome extension that allows a user to create a
Web ARChive (WARC) file from any browseable webpage. The resulting files
can then be used with other tools like the Internet Archive's open source
Wayback Machine. The tool is an evolving product with the end result
pushing toward being a personal web archiving solution for those that wish
to securely archive their metadata in a standardize way.

Where Can | Download It?
WARCreate can be downloaded from the Chrome Web Store.

What Can | Do with Generated WARCs?
Software is needed to replay the WARCs by nature of the format.
| recommend using Web Archiving Integration Layer (WAIL), a software
suite that came about because of WARCreate.

| Found A Bug! Where Do | Report It?

Send all bug reports to Mat Kelly

https://www.slideshare.net/matkelly01/browserbased-digital-preservation @ibnesayeed 11



https://www.slideshare.net/matkelly01/browserbased-digital-preservation

WARC with warcio

Write a WARC file

from warcio.capture_http import capture http
import requests

with capture http('example.warc.gz'):
requests.get('https://example.com/")

Read from a WARC file

from warcio.archiveiterator import ArchiveIterator

with open('example.warc.gz', 'rb') as stream:
for record in ArchiveIterator(stream):
if record.rec_type == 'response’:
print(record.rec_headers.get header('WARC-Target-URI"'))
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WARC with IPWB

$ ipwb index salam.warc.gz | ipwb replay

[ HomePage | Sawood Alam

€ > C & nhttps:/ipwb.ws-dl.cs.odu.edu/memento/20160305192247/cs.odu.edu/~salam/ Y& oo

I am a Web Application programmer and Semantic Web researcher.
Commonly tagged by Web, Digital Library, Web Archiving, Ruby on Rails,
PHP, XHTML, CSS, JavaScript, ExtJS, Urdu, RTL and Linux.

" ‘T | cs.odu.edu/~salam/ X
i P—~ 4 K Captured 2 years and 8 monthsago M M B3
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WebPackage: Similar, but not the same!

Package a group of related HTTP requests and responses to transmit and store together
Optionally sign messages to allow third parties to store and deliver asynchronously
Make browsers verify signed packages using origins’ valid certificates
Differences from WARC

o Binary instead of textual

o Not suitable for long-term preservation due to signing that would eventually expire

https://qithub.com/WICG/webpackage
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https://github.com/WICG/webpackage

Conclusions

e Web ARChive (WARC) is a well-supported and evolving ISO standard data format

e |tis atext-based HTTP Message-like wrapper format

e |t can store arbitrary number of HTTP request/response messages (and various other data types)
along with a rich set of metadata

e Optimized for long-term Web preservation

https://github.com/iipc/warc-specifications
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