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Ïîñòàíîâêà çàäà÷è

Ïóñòü åñòü:

n óñòðîéñòâ õðàíåíèÿ äàííûõ: D1,D2, . . . ,Dn, êàæäîå èç

êîòîðûõ èìååò âìåñòèìîñòü k áàéò, Data Devices

Åùå m óñòðîéñòâ òàêîé æå âìåñòèìîñòè, èìåþùèõ

âñïîìîãàòåëüíûé õàðàêòåð: C1,C2, . . . ,Cm, Checksum

Devices

Ìû, ìå÷òàþùèå î òîì, ÷òîáû ïðè óòðàòå ëþáûõ m
óñòðîéñòâ, áûëî âîçìîæíî âîññòàíîâèòü âñþ èíôîðìàöèþ
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RAID-like systems

RAID = 'Redundant Arrays of Inexpensive Disks'

RAID-like system � ïðèìåðíî òî æå ñàìîå, íî â òåðìèíàõ

ðàñïðåäåëåííûõ ñèñòåì

×åì áîëüøå óñòðîéñòâ õðàíåíèÿ äàííûõ, òåì ìåíüøå

ìàòîæèäàíèå âûõîäà èç ñòðîÿ ñèñòåìû â ñîâîêóïíîñòè

RAID Level 5, m = 1, îäíîâðåìåííûé âûõîä èç ñòðîÿ

ìàëîâåðîÿòåí
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Îáùèé ñìûñë àëãîðèòìà

Ðàññìàòðèâàåòñÿ ñëó÷àé ïîëíîãî âûõîäà äèñêà èç ñòðîÿ,

íî íå ñëó÷àé èçìåíåíèÿ äàííûõ

Ò.í. RS-Raid àëãîðèòì ðàçáèâàåò êàæäûé äèñê íà ñëîâà

(words) ïî w áèò, ãäå w âûáèðàåòñÿ ïðîãðàììèñòîì

Íà êàæäîì äèñêå l = (k bytes)
(
8 bits
byte

) (
1 word
w bits

)
= 8k

w ñëîâ

Ñëîâà íà Ci ñóòü ðåçóëüòàòû íåêîé ôóíêöèè Fi ,

ïðèìåíåííîé ê ñëîâàì èç D1, . . . ,Dn

Íàïðèìåð, åñëè l = 1 äëÿ âñåõ äèñêîâ, òî

ci = Fi (d1, d2, . . . , dn)

Ôóíêöèÿ ïåðåñ÷åòà: cnew
i = Gi ,j(dj , d

new
j , ci )
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Õóäîæåñòâà
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Îáùèé ñìûñë àëãîðèòìà, ïðèìåð

Ïóñòü m = 1, w = 1.
Â êà÷åñòâå ôóíêöèè F1 ðàññìîòðèì XOR:

c1 = F1(d1, . . . , dn) = d1 ⊕ d2 ⊕ · · · ⊕ dn

Åñëè êàêîå-òî ñëîâî dj èçìåíèëî ñâîå çíà÷åíèå íà dnew
j , òî c1

ïåðåñ÷èòûâàåòñÿ ñëåäóþùèì îáðàçîì:

cnew
1 = G1,j = c1 ⊕ dj ⊕ dnew

j

Â ñëó÷àå åñëè îäèí èç äèñêîâ, íàïðèìåð Dj , ïðåêðàòèë

ôóíêöèîíèðîâàòü, çíà÷åíèå âîññòàíàâëèâàåòñÿ ñëåäóþùèì

îáðàçîì:

dj = d1 ⊕ · · · ⊕ dj−1 ⊕ dj+1 ⊕ . . . dn ⊕ c1
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Ìàòåìàòè÷åñêèé àïïàðàò

Ìàòðèöà Âàíäåðìîíäà

Ìåòîä Ãàóññà

Ïîëÿ Ãàëóà aka êîíå÷íûå ïîëÿ
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RS-Raid àëãîðèòì

Ðàññìàòðèâàåì ëèíåéíûå ôóíêöèè Fi :

ci = Fi (d1, d2, . . . , dn) =
n∑

j=1

dj fi ,j

Â âåêòîðíîì âèäå:

FD = C

F � m × n ìàòðèöà Âàíäåðìîíäà: fi ,j = j i−1

Ôóíêöèÿ ïåðåñ÷åòà î÷åâèäíî âûãëÿäèò ñëåäóþùèì îáðàçîì:

cnew
i = Gi ,j(dj , d

new
j , ci ) = ci + fi ,j(d

new
j − dj)
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Âîññòàíîâëåíèå ïîñëå ñáîåâ



1 0 0 . . . 0
0 1 0 . . . 0
...

...
...

...

0 0 0 . . . 1
1 1 1 . . . 1
1 2 3 . . . n
...

...
...

...

1 2m−1 3m−1 . . . nm−1




d1

d2
...

dn

 =



d1

d2
...

dn

c1
c2
...

cm
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Àðèôìåòèêà â êîíå÷íûõ ïîëÿõ

Àëãîðèòì Ãàóññà òðåáóåò âñÿêèå îïåðàöèè, êîòîðûå

íåïîíÿòíî ÷òî çíà÷àò íà ñëîâàõ

Ââîäÿòñÿ ïîëÿ Ãàëóà � ïîëÿ ìîùíîñòè 2w

Âàæíîå òðåáîâàíèå: 2w > n + m

Ýëåìåíòû îáîçíà÷àþòñÿ ÷èñëàìè îò 0 äî 2w − 1

Ñëîæåíèå � îáû÷íûé XOR, íàïðèìåð â GF (24)
11 + 7 = 1101⊕ 0111 = 1100 = 12

Âû÷èòàíèå ñîâïàäàåò ñî ñëîæåíèåì
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Àðèôìåòèêà â êîíå÷íûõ ïîëÿõ

Óìíîæåíèå è äåëåíèå

intgflog [] � òàáëèöà ëîãàðèôìîâ äëÿ ÷èñåë îò 1 äî 2w − 1

intgfilog [] � òàáëèöà èíâåðòèðîâàííîãî ëîãàðèôìà äëÿ

÷èñåë îò 0 äî 2w − 2

gfilog [gflog [i ]] == i , gflog [gfilog [i ]] == i

3 ∗ 7 = gfilog [gflog [3] + gflog [7]] = gfilog [4 + 10] =
gfilog [14] = 9

3÷ 7 = gfilog [gflog [3]− gflog [7]] = gfilog [4− 10] =
gfilog [9] = 14
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Òàáëèöà ëîãàðèôìà è èíâåðòèðîâàííîãî ëîãàðèôìà

i 0 1 2 3 4 5 6 7

gflog [i ] � 0 1 4 2 8 5 10

gfilog [i ] 1 2 4 8 3 6 12 11

i 8 9 10 11 12 13 14 15

gflog [i ] 3 14 9 7 6 13 11 12

gfilog [i ] 5 10 7 14 15 13 9 �
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Òàáëèöû âû÷èñëÿþòñÿ ñ ïîìîùüþ ïîëèíîìîâ

w polynome

4 x4 + x + 1

8 x8 + x4 + x3 + x2 + 1

16 x16 + x12 + x3 + x + 1

32 x32 + x22 + x2 + x + 1

64 x64 + x4 + x3 + x + 1
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Èòîãî

1 Âûáèðàåì ÷èñëî w òàêîå, ÷òî 2w > n + m. Ëó÷øå âñåãî 8

èëè 16. Ïðè w = 16 ñìîæåì ïîääåðæèâàòü äî 65535 äèñêîâ

2 Çàâîäèì òàáëèöû gflog è gfilog

3 Çàâîäèì m × n ìàòðèöó Âàíäåðìîíäà, ãäå âîçâåäåíèå â

ñòåïåíü âûïîëíåíî â GF (2w )

4 Âû÷èñëÿåì çíà÷åíèÿ ñëîâ íà Ci

5 Åñëè óìåðëî < m äèñêîâ, âîññòàíàâëèâàåì èíôîðìàöèþ ñ

ïîìîùüþ ìàòðè÷íî-âåêòîðíîãî óðàâíåíèÿ, ðåøåííîãî

ìåòîäîì Ãàóññà
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Ïðèìåð çàïîëíåíèÿ òàáëèöû

Listing 1: Table �lling

i n t prim_poly = 19 ;
i n t x_to_w = 1 << w;
i n t * g f l og , g f i l o g = new in t [ x_to_w ] ;

i n t b = 1 ;
f o r ( l og = 0 ; l og < x_to_w - 1 ; l og++ ){
g f l o g [ b ] = log ;
g f i l o g [ l og ] = b ;
b = b << 1 ;
i f (b & x_to_w) b = b ^ prim_poly
}
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Ïðèìåð

Ïóñòü m = 3 è n = 3. Âîçüìåì w = 4.
Ïóñòü D1 = 3, D2 = 13 è D3 = 9 Ìàòðèöà F âûãëÿäèò òàê:10 20 30

11 21 31

12 22 32

 =

1 1 1
1 2 3
1 4 5
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Ïðèìåð

c1 = (1)(3)⊕ (1)(13)⊕ (1)(9) = 3⊕ 13⊕ 9 =

= 0011 ⊕1101⊕ 1001 = 0111 = 7

c2 = (1)(3)⊕ (2)(13)⊕ (3)(9) = 3⊕ 9⊕ 8 =

= 0011 ⊕1001⊕ 1000 = 0010 = 2

c3 = (1)(3)⊕ (4)(13)⊕ (5)(9) = 3⊕ 1⊕ 11 =

= 0011 ⊕0001⊕ 1011 = 10001 = 9
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Ïðèìåð

Ïîìåíÿëè D2 = 1. Òîãäà èçìåíåíèå

D2 = 1− 13 = 0001⊕ 1101 = 12

c1 = 7	 (1)(12) = 0111⊕ 1100 = 11

c2 = 2	 (2)(12) = 2⊕ 11 = 0010⊕ 1011 = 9

c3 = 9	 (4)(12) = 9⊕ 5 = 10001⊕ 0101 = 12
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Ïðèìåð

Ïóñòü ñëîìàëèñü D2, D3 è C1. Óäàëèì èç ìàòðèöû:1 0 0
1 1 1
1 2 3

 · D =

 3
11
9



D=

1 0 0
2 3 1
3 2 1

 3
11
9
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Ïðèìåð

D2 = (2)(3)⊕ (3)(11)⊕ (1)(9) = 6⊕ 14⊕ 9 = 1

D3 = (3)(3)⊕ (2)(11)⊕ (1)(9) = 5⊕ 5⊕ 9 = 9

C3 = (1)(3)⊕ (4)(1)⊕ (5)(9) = 3⊕ 4⊕ 11 = 12
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Ðåàëèçàöèÿ è ïðîèçâîäèòåëüíîñòü

Äâå ðåàëèçàöèè:
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RAID controllers. Çàïèñü

Ðàçáèâàåì ôàéë íà n ÷àñòåé, íåîáõîäèìî âû÷èñëèòü âñå ci

Âû÷èñëåíèå c1 ïîòðåáóåò SBlock(n − 1)
(

1
RXOR

)
À âû÷èñëåíèå âñåõ îñòàëüíûõ �

SBlock(n − 1)
(

1
RXOR

+ 1
RGFmult

)
Òàêèì îáðàçîì âû÷èñëåíèå âñåõ m êîíòðîëüíûõ áëîêîâ

ïîòðåáóåò SBlock(n − 1)
(

m
RXOR

+ m−1
RGFmult

)
Åùå íåîáõîäèìî ó÷åñòü çàòðàòû íà ñàìó çàïèñü
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RAID controllers. Îáíîâëåíèå

Íåîáõîäèìî âû÷èñëèòü ci + fi ,j(d
new
j − dj)

Âû÷èòàíèå � 1 XOR, óìíîæåíèå ïðîèñõîäèò 0 èëè 1 ðàç,

ñëîæåíèå � åùå îäèí XOR

Èòîãî: (m + 1) · writes + m+1
RXOR

+ (1− δj ,1)
m−1

RGFmult

update penalty by Gibson
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Grigory Rozhkov, Dmitry Kharkovsky Reed � Solomon Coding for Fault-Tolerance in RAID-like Systems



RAID controllers. Îáíîâëåíèå

Íåîáõîäèìî âû÷èñëèòü ci + fi ,j(d
new
j − dj)

Âû÷èòàíèå � 1 XOR, óìíîæåíèå ïðîèñõîäèò 0 èëè 1 ðàç,

ñëîæåíèå � åùå îäèí XOR

Èòîãî: (m + 1) · writes + m+1
RXOR

+ (1− δj ,1)
m−1

RGFmult

update penalty by Gibson

Grigory Rozhkov, Dmitry Kharkovsky Reed � Solomon Coding for Fault-Tolerance in RAID-like Systems



RAID controllers. Âîññòàíîâëåíèå

Âûøëî èç ñòðîÿ y ≤ m äèñêîâ

Àëãîðèòì Ãàóññà ñðàáîòàåò çà O(y2n)

Ñòîèìîñòü âîññòàíîâëåíèÿ îäíîãî áëîêà:

n · reads +
ySBlock(n − 1)

RXOR
+

ySBlockn

RGFmult
+ y · writes
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Checkpointing systems

Broadcast Algorithm

Íà èíèöèàëèçàöèþ ïîòðåáóåòñÿ

nSdevice

(
1

Rbroadcasting
+

1

RGFmult
+

1

RXOR

)
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Checkpointing systems

The Fan-in Algorithm

Íà èíèöèàëèçàöèþ ïîòðåáóåòñÿ

mSdevice

(
log n

RXOR
+

log n + 1

Rnetwork

)
+

(
(m − 1)Sdevice

RGFmult

)
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Checkpointing systems

Âòîðàÿ âàæíàÿ îïåðàöèÿ � âîññòàíîâëåíèå äåéñòâóåò ïðèìåðíî

òàê æå è, ò.ê. ìåòîä Ãàóññà ðàáîòàåò äîñòàòî÷íî áûñòðî,

âûïîëíÿòü åãî ìîæíî íà CPU êàæäîãî óñòðîéñòâà, à íå êàê-òî

ðàñïðåäåëåííî.

Âûáîð àëãîðèòìà çàâèñèò îò ïðîåêòà è öåëèêîì çà Âàìè:)
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Çàêëþ÷åíèå

Ðàáîòàåò!

Íèãäå íå ñêàçàíî, ÷òî ýòî ëó÷øèé ñïîñîá

È äåéñòâèòåëüíî, ýòî íå òàê

Ëåãêî ðåàëèçîâàòü

Ïîääåðæèâàåò äî 65535 äèñêîâ â óñëîâèÿõ ïðåäûäóùåãî

ïóíêòà
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Ñïàñèáî

Ñïàñèáî çà âíèìàíèå!
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