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Jlekuunsa 10

Be3onacHOCTb MHMPACTPYKTYPbI
XpaHeHns n obslauyHbIX AaTaLEeHTPOB




Coaep>kaHune nekumu

e O6bWwme NpUHUUNbI

e Cetn CX

* O6navyHasad MHPPACTPYKTYpbl
* BupTyanbHaga cpena

* YNpaBneHne nonb3oBaTesIaMn U NpaBamMm
NOCTYMa




PUcCku

e CoyeTaHMe BeposATHOCTU MU NMocneacTesumn
HacTyrnneHnsa (He)bnaronpusaTHbIX COObITUN

 be3onacHOCTb — MOMbITKA YMEHbLLUNTb YObITKHA

* HEBO3MOXHO MOJIHOCTbIO U3bexaTb pUCKKU

PUckm = Yrposbl X YA3BUMOCTMU




Yrpo3bil

* [I[peanonaraemMas onacHOCTb,
HO He Bceraa aTtaka

* OCHOBHbIE Yrpo3bl

— Bupychbl, pyTKUTHI, ..
— PaboTHUKMN

— 3eMNneTpsaceHuns, noxapbl, HaBOAHEHUS
- Teppopusm
— IANMMgemMmm

e HeMy yrpoxxatoT?
- MHTennektyanbHon cobcTtBeHHOCTU, BusHecy, ..
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YAa3BMMOCTU

e« Cnabble MecTa N

* Bcerna 6yayT B CNOXHbIX CUCTEMAX

* Bonblwasa yacTb npobsieM — naoxue
NnporpaMmMbl

e Tpn THMNA
— VI3BeCTHbIe
— HensBecTHble
- HyneBoro gHsa (zero day)




Tpunaga pucka

* CIA
— Confidentiality
— Integrity
— Availability




KOHOMAEHUMANbHOCTb

* AHaNN3 TpaddPUKa

* MIHTennekTyanbHass CoO6CTBEHHOCTb
* llndpoBaHue

* CKpbITble KaHanbl (cTeraHorpadusa v T.Mm.)
e Jlornyeckumne BbiBOAbI




LlenOCTHOCTb

 Moandunkaumm gaHHbIX HE MOTYT ObITb
npounsBeaeHbl HEaBTOPU30BaAHHbIMU NHOAbMMU
M CUCTEMaMU

 Hepa3pellueHHble MOANMDUKALNN HE MOTYT
6bITb Npon3BeAeHbl aBTOPU30BAHHbIMMU _,7
noabMNU N CUCTEMaMU ( ; )

e [laHHbIE AOJ/TKHBbI O6bITb COrnacoBaHbl

CHaApY>XW CUCTEM U BHYTPU U CHAPYXMU ﬂ J

EMC?




NMHPpacTpyKTypa 6e30nacHOCTU

Cnyx6a BeaneHus ydeTta

Cny»x6a AOCTYNHOCTM

Cnyx6a uefioCTHOCTH

Cnyxb6a
KOH(PUAEHUNATbHOCTH




Cnyx6bl 6e3o0nacHoOCTA

ATaka KoHduaeH- | LlenoctHocTb | JocTynHOCTb | OTYETHOCTb
LManbHOCTb
AdocTtyn
X
N3MeHeHUne
X X X
OTkas B 06-
CNy>X1UBaHUN X
OTkas oT
aBTOpPCTBA X X
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11



[nybokas 3almTa

e Defense in Depth

— Bce ToOUku cucrtemsl

* Buabl
— paBHOMepHas 3aWuTa
— OCTpOBKW 6€30MacHOCTH
— (DOKYC Ha AaHHbIX
— BEKTOp aTaKku

© Copyright 2013 EMC Corporation. All rights reserved. 12



YpOBHU 3aLLUUNTHI

Defense in Depth Layers




PaBHOMepHa4a 3alliuUTa

* /Ilcnonb3yeTcsa 4alle Bcero
e Bce cucteMbl 0OAMHAKOBO BaXHb

e OcobeHHO ysa3BMMA MHCAUAEPCKMM aTaKaM
* Firewalls, VPN, IDC/IPS, Antivirus, etc.




OcTpoBKM 6€30MnacHOCTH

e CerMmeHTauunsa cetm

e OrpaHMYeHne AoCTyna K KpUTUYECKNM
CerMeHTaM

* /ilcnonb3yeTr
- VPN

— Internal Firewalls
- VLAN, ACL




DoKyC Ha AaHHbIX

 NpeHTnPunKauma U Knaccnpmkauma aaHHbIX
* Pa3nnyHble YpOBHUM AOCTYMNA

e 3alLMTa AaHHbIX HA YPOBHE NPUTOXEHUN

e 3allNTa XOCTOB U CETU

© Copyright 2013 EMC Corporation. All rights reserved. 16



BekTopbl 1 0611aCTu aTaku

e Obs1acTb atakn — cnaboe MecTo CUCTEMDI
s BekTOp aTakmn — HeobxoanMmblie AENCTBUS

Hanpumep:
USB drive =>
PA3HOCYMK BUPYCOB =>
3abnoknpoBaTtb ©

EMC



be30nacHOCTb MHMPACTPYKTYPbI
XpaHeHnda — obnacTtu 3alWuThbl

N N N N

Management
Access

___________________

Backup,
Recovery, and Archive

|

1

|

i

Application Storage I
Access Network Secondary i
Storage i

i

s

.




Yrpo3bl B CETAX XPaHEHUA

............... X)
1P

v b

Volumes

e
o

Volumes

Network Network

Unauthorized :
Host X




TexHUKN 3allnTbl B CeTAX XpaHEH WA

*IP
- VLAN
- VPN
- SSL
- CHAP

* SAN

- LUN masking
- Zoning

* NAS
— LDAP
— Kerberos




MHOro@akTopHaa ayTeHTU@PuUKaumns

Something you know My PIN is
4598

User Login

IMITRI
Token
e
BH347N 4598
Q=
] ‘ Generates one-time password ‘
Something you have

© Copyright 2013 EMC Corporation. All rights reserved. 21



O6nadyHas MHPPACTPYKTYpPaA — MCTOUYHUKM
Yrpo3

OCHOBHBbIe Yyrpo3bil

¢ \

KOMMYHaNbHOCTb [ToTepa KOHTpoN4d

e [laHHbIE
— B NOKOe
— B ABUXEHUNN
- B 0bpaboTke




O61auHble pUCKU

* HeaBTOpM30BaAHHbLIN AOCTYN NepcoHana u
cocenen:
— AbIpbl B rMnepsun3ope
— COBMECTHOe 1CMNoJ1Ib30BaHne pecypcoB

* Lock-in
e OrpaHnyeHune aocTtyna

— «WWYMHbIEe» coceau
— cboun obopyanoBaHus

e [loaaenka AaHHbIX
* )KM3Hb AAHHbIX NOC/Ee YHUUTOXEHUS




LLlndppoBaHMe — KoY K ycnexy?

data classification,
rights management

*

Virtual Machine

Storage System

A 4

ease of use,
often more processing

© Copyright 2013 EMC Corporation. All rights reserved. 24



YHpaBneHme KJ1O4aMnN N WINPPOBaAHUNEM

 KNoYnM 1N aaHHble — pa3aenbHo

— CBOW cepBep

— Security as a Service B Apyrom obnake
* LiIndppyem Bce

- He Hy»XHO Knaccmdunkaumm aaHHbIX

- Hanbonee HexenatenbHo ansa CSP (npoBanaepa):
aenynnnkauus, KoMrnpeccms, aBToMaTn3aumns

 YeM panblue oT XKene3a, TeM 6onblue paboThl

e YeMm 6mnxe Kk SaaS, TeM MeHblle LWAaHCOB
LM poBaTb CAMMUM MOJ1b30BaTENAM

EMC



OTBeTCTBEHHOCTb B o6/1aKkax
| pe
/]/y;rid

sensibility

<€
CSP responsibility client




Jlydwine npaktuky - CSA

* Cloud Security Alliance
— Cloud Computing Architectural Framework
- Information Management and Data Security
— Interoperability and Portability
- Traditional Security, BC/DR

cloud
— Data Centre Operations SPREOA ity
- LCIM
- Incident Response alliances

— Application Security

— Encryption and Key Management

— Identity, Entitlement, and Access Management
- Virtualization ...

EMC



Jlyywine npaktnky - ENISA

 European Network Information and Security

Agency ) o,
— eBporenckas opraHmnsauuns no 6opobe 4 eniea
C Knbep-npecTtynHOCTbIO K uropeetwork

nd | ti
K o x s s

— UEHTP 3KCNEPTU3bI

* “Cloud Information Assurance Framework”

- «OnpocHUK» anga onpegeneHnsa 6e3onacHoCTH
ob6s1aka npoBangepa

* "Cloud Computing Security Risk Assessment”
- pekoMeHaauunmn

EMC



Cloud Information Assurance Framework

* [lepcoHan, cyébroapaaunkm

* Onepauuu
— backup, host, network, change control..

* YNpaB/sieHMe npasamMn n A0CTyrnom
* YNpaBneHne akTmuBamMu
* [lepeHocnMocCTb ycnyr (portability)

e HenpepbIBHOCTb 6M13HecCa
e Dusanyeckasa 6e30nacHoOCTb
* 3aKOHHOCTb



Amazon Web Services Security

e Security Whitepaper

{DI:”H US East Region (N. VA) EU Region (IRE)

ramaZon
-?J] webservices”

Availability Availability

L Zone A Zone B
Availability Availahility
[ Zone A ] [ Zone B
Availability
I 7ama C V AN
US West Region APAC Region Ay APAC Region
(N. cAa) ' (Singapore) (Tokyo)

Availability Availability Availability Availability ailabili Availability
Zone A Zone B Zone A Zone B n Zone B
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http://s3.amazonaws.com/aws_blog/AWS_Security_Whitepaper_2008_09.pdf

[loBepune obnayHbIM npoBanaepam

e [loBepdaeM - nosib3yeMcd

* O6/1a4HbIE cepTUdUKaLIMN
e Schneier on Security (blog)

* Bruce Schneier on security
for cloud computing (video)



http://www.schneier.com/blog/archives/2009/06/cloud_computing.html
http://www.schneier.com/blog/archives/2009/06/cloud_computing.html
http://www.schneier.com/blog/archives/2009/06/cloud_computing.html
http://searchcloudsecurity.techtarget.com/video/Bruce-Schneier-on-security-for-cloud-computing
http://searchcloudsecurity.techtarget.com/video/Bruce-Schneier-on-security-for-cloud-computing
http://searchcloudsecurity.techtarget.com/video/Bruce-Schneier-on-security-for-cloud-computing
http://searchcloudsecurity.techtarget.com/video/Bruce-Schneier-on-security-for-cloud-computing
http://searchcloudsecurity.techtarget.com/video/Bruce-Schneier-on-security-for-cloud-computing

TexHonornn éyaywiero

* [oMOrpapunyeckme Bbl4NCNEHUS
— secure multiparty computations

A+B=?

A->A
B->B

C'->C




BupTtyanbHasa cpena - yrpos3bl

* [ MNepBU30p — YepHble XoAabl
 O6bHapyxeHne BM (VM Detection)
* Cneundunynbie ansa BM 6pewn (VM exploits)
* [lober s BM (VM escape)

e XaTOTUUYHbIN pocT yncna BM (VM Sprawl)

e HegoctaTtouyHasa BUAMMOCTb NMponcxoadllero
 CinwkoM bonbline npasa n npuBunernm

* OTCyTCTBME PpU3nYeckmnx 6apbepon

20, (O



Intel Trusted Execution Technology

1. 5YSTEM POWERS ON AND INTEL
TXT VERIFIES 5YSTEM
BIDS/FIRMWARE

2. HYPERVISOR MEASURE MATCHES

& APPLICATIONS
E LAUNCHED

2. HYPERVISOR MEASURE
DOES NOT MATCH

3. HYPERVISOR LAUNCH CAN
BE BLOCKED

© Copyright 2013 EMC Corporation. All rights reserved. 34



YnpaBneHue npaBaMn n A0CTYnoMm
« SAML

* OpenlID

e OAuth

* OpenID Connect




Single Registration, Single Sign On ..

Relying Party

Service Provider / % l ]

o

Identity /

Provider




Security Association Markup Language

« SAML
— «$3bIK pa3MeTKM NoaTBEPXAEHNSA 6e30nacHOCTN»

* ObMeH AaHHbIMK 06 ayTeHTUdUKauum m
aBTOpU3aUnn Mexay 3alnleHHbIMY
NOMeHaMM

* Single Sign On
* XML
* SSL/TLS

* Icnonb3yeTca opraHnsaumamm




SAML illustratec

Service Provider User Agent Identity Provider
1 Request target resource
_______(DiscovertheldP)
2 Redirect to SSO Service
3 Request SSO Service
o (Identify the user) |
4 Respond with XHTML form
5 |¢ Request Assertion Consumer Service
6 Redirect to target resource
7 le Request target resource
8 Respond with requested resource
v v

© Copyright 2013 EMC Corporation. All rights reserved. 38



OAuth - npoToKo/s1 aBTOpU3aLINK

* [1o3BOMIAET AaBaTb TPETbUM NIMLLAM MPaBoO
AOCTyna K AaHHbIM 6€3 nepeaayn normHa u
napons

« ABTOpM3aLmnda y CBOero nposangepa
e Be3onacHo (? SSL)
* YnobHOo
[Tpnmep:
3arpy3ka aapecHom KHUru

Gmail B Facebook




OpenID - oTKpblTasd ayTeHTUPnKaLUmns

e [leueHTpann3oBaHHAa CUCTEMA YUYETHbIX
3anuncemn

* [IpoBanaepbl yuyeTHblX 3anuncen (IdP)

- Google, Yahoo!, PayPal, BBC, AOL, Livelournal,
MySpace, IBM, Steam, Sherdog, Orange,
VeriSign

* [MlpoBangep ycnyr (RP) nepeHanpaBnser
ayTeHTudunkauunto s IdP

* He HY)XXHO Be3ae perncrtpmpoBaTtbCca ©




OpenlD illustrated

wahoo: bobl8

msn: hydrabob
google: bob.smith

aim: bobsupdown ;
I d myspace: swimmingisfun79




OpenlID Connect

° MPOCTOM MPOTOKOJT ayTEHTUDUKALUN U
aBTopmsauunm

e Jason/ReST

e OAuth 2.0 built-in / based on

* ObecrneymnBaeT pa3/IMYHble YPOBHM
6e3onacHoCTH
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OpenlID vs Oauth - OpenlID

Who are YOU? Send me a Please write a referral
notarized referral letter. f1 W\ stating that I'm user@gmail

(]
Here is the v Here ZOU ’
—
go

certificate Goodl
\ ) oogie —
(
» » The Identity Provider
name: Real Name name: Real Mame
email: useri@gmail email: user@ gmail
notary: Google notary: Google
L (9} ! 9

© Copyright 2013 EMC Corporation. All rights reserved. 43



OpenID vs Oauth - OAuth

Give me the valet key* to
our hGUSE account) so Please issue me a

that | know you are the valet key* for the core APIs
owner of the house
( ) ’
Here is the

Here zﬂu
0
’ Google —

ﬂ The Identity Provider
& the API Provider

valet key

© Copyright 2013 EMC Corporation. All rights reserved. 44



Cnacunbo!
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