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e Buptyanmnsauung
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.. HeobxoanmocTb!

* Buptyanmnsauus
— ABuUraTtenb FeproBrAnt 3PPEKTUBHOCTH

* BbiuncneHunga
- B «o0bnakax» (gata-ueHTpax)

e BbiyncnuTenbHble LEHTPbI
— HY>HbI “nnockmne” cetu

— BUPTYAJibHblE MAdlLUNHbI XOTAT g
nepeMeLLaTbCs
* CMapTdOHbl XOTAT 6onbLuero AN




[TporHo3bl pbiHKa SDN

$3.7 MnpA

$360 MAH
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TpaAULMOHHbBIN MHTEPHET

Data

UDP | UDP
header| data

IP

header

IP data

Frame
header

Frame data

Frame
footer

Application

Transport

Internet

Link
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payload
ethertype
C-tag
load load
payloa payloa C-oA
C-DA
ethertype ethertype
C-tag C-tag VNI
avioad C-SA C-SA
ond — C-DA C-DA UDP(VXLAN)
avioad payloa Ingress Outer IP SA
pay ethertype I-SID Flags Egress Outer IP DA
ethertype C-tag Nicknames Ethertype
ethertype C-tag S-tag B-tag B-tag B-tag
src address src address src address B-SA B-SA B-SA
dst address dst address dst address B-DA B-DA B-DA
802.1 802.1Q 802.1ad 802.1ah TRILL VXLAN
1995 1995 QinQ MACInMAC 2010 2011
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OnpepeneHue

[IporpbaMMHO-0nNpeaesiisemMas CeTb —

ceTb nepenayun AaHHbIX, B KOTOPOU YPOBEHb
yrnpaB/aeHUs ceTblo OTAEeNEH OT YCTPOUCTB
nepegayn AaHHbIX N peann3yeTcs
nporpamMMHO, ogHa n3 opM BUPpTYyaInsauunm
BblYNCNUTENbHbIX PeCcypCcoB.

Buknneamn4




OCHOBHblEe MPUHLIUMNBI

* PasgeneHne pyHKUMN nepenayvn U ynpaBneHuns

* EAWMHBIN, CTaHAQPTHbLINA, OTKPbITbIN UHTEPdENC
MeXay YCTPOUCTBaAMU yrnpasieHUs U nepenaym

e LleHTpannsoBaHHOE yrnpaBJieHNe CeTblo
* BupTyanunsaumna ounsnyeckmnx pecypcoB CeTu.

C?Open Flow

EMC
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[BmXyulaa cuna

4 N O h

CTaTnyeckune ceTu, nporpamMMmpyemsble
OTCYTCTBUE ceTun, rMbKOCTb,
rmbKoCTH, CKOPOCTb,
NoAAEePXKXKN HOBbIX HaCTpPanBaeMOCTb
mMoaenen busHeca, Ha HOBbIE

pPOCTa, NPOTOKONbI,
HeobxoanMoun cepBUCbI, POCT,
ANHaAMUKU ANHAMUNKU

- NG /
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TpaHCC

hopMaLus

/

[TfporpaMMHO-

arinapatHbl€é KOMIMTJ1EKChI

\

PacnpeaeneHHoe
ynpaB/ieHne

3aKpbITble Ynnbl

[TpOTOKONbI

/

OTkpbiTOE 10O

\

LleHTpanu3oBaHHOE
ynpaBJieHune

«LInpnoTtpeb»

&

=/

NS

ReSTful

2/

SDN 3aTtparmBaeT MHOIrme CTOPOHbI CEeTEN: TEXHOJIOMUMN,
NpoAYKTbl, CEPBUCHI, MoaeNin busHeca, NOCTaBLUUKOB,
K/IMEeHTOB...
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B3rndn ¢ BbiCOTbl NTUYbEro noJsieTa

—

NMpuno>xxeHun:

> > > >

SIIB(IB]| - |S8 — TPOTOKOJ1bl, MOJNTUKMN,
MaplpyTusaums, 6anaHcnMpoBka
KOHTpONb:

SDN Controller Platform —  Tomosiorvsl, oblee yrnpasieHme

pecypcamu, abcTpakums

J |

[ Switch }—{ vSwitch }

[ Switch

NaHHble:

— [lepecbls1Ika MakeToB B
COOTBETCTBUU C NpaBusiamMmm B
Tabnnyax, c6op CTaTUCTUK

Switch }

EMC
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ObblYHbIe ceTeBble YCTPOUCTBA

CLI/SSH/SNMP/XML

-~ MANAGEMENT OSPF/BGP/LDP
U,
FORWARDING YJ
PLANE |
FORWARDING FORWARDING TABLES
? Forwardiilg Tables s
Forwarding

7 Information Base
® _ \

» KOHTpOnb
* [laHHbIE
 MeHegXMeHT

FO@DING
NM

d :




[TpOTOKO/JIblI MAapLUPYTU3aLUNN cenyac

O6MeH nHdopMaumnen mexay yCTpoucTtsaMun, anropnuTMebl

EMC
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[T1HOCbl U MUHYCbl «HaCTOALLEero»

® Ha4eXHb X TEeCHO CBA3aHbI

® NpoBepeHbl BpeMeHeM X He CKJIOHHbI K

m JeTEPMUHMNPOBaHDI M3MEHEHMUIO

B UCNpaBAsloT X NNOX0 KOHMPUTYypUpPYHTCS

npob6siemMmbl ceTn N3 BHE

% aBTOHOMHDbI X nepecoblsika NakeToB

® ?MacwTabupytotca? TOJIbKO NO aApecy
Ha3Ha4YeHus

X noTeps NakeToB Npwu

N3MeHeHUNn

KOHpUrypaumm cetu

20, (O
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A 4YTO ecnu..

Kak HacyeT oOHOBNeHuns
FIB-oB n3 BHe?

,..t..,..e,\

EMC
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OpenFlow - a3bik 06weHnsa B SDN

* TUNUYHLIA KOMMYTaTOP

. - CrioxHoe MO
Management

BGP/LDP/OSPF/Multicast ..

= KommyTaTtop “"OpenFlow”,
MUHUMalbHbIN 06pa3 CUCTEMBI
(OC). lNMpocTenwmne pyHKUUN

= BCc9 CNOXHOCTb — B
KOHTpoOnepe

OpenFlow Client

Devme Firmware

EMC
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OpenFlow: Tononoruu
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MarmcrtpanbHbIK KaHan A0 U nocne
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Cneunpunkaumna OpenFlow

OpenFlow Switch Specification
Version 1.1.0 Implemented ( Wire Protocol 0x02 )
February 28, 2011

Contents
3
2 Switch Components| 3
4
[4 OpenFlow Tables] 5
.............................................. 5
[MII Pipeline Processing]. . . . . . . . . . . . . e 5
[4.2 Group Table] . . . . . . e e 7
21 Group Types . . . . . . o e T
4.3 Mateh Fields| . . . . . . o e 7
4.4 Matching] . . . . . e 8
45 Countersl. . . . . . .. e 10
4.6 Instructions| . . . . . . . ... 11
4.7 Action Set|. . . . ... 12
4.8 Action List] . . . .o 12
4.9 Actions| . . ... L 13
[4.9.1  Default values for fieldson push] . . . .. .. .. ... .o oL 16
5 OpenFlow Channel| 16
[5.1 OpenFlow Protocol Overview] . . . . . . . . . . . 16
(.11 Controller-to-Switchl . . . . . . . . . . .. e 17
E1 59 A L | 1=
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OpenFlow: Tabnuubl

Tabnunua cocTounT M3 NnpaBun:
[Tona pna cpaBHeHUa | CUETUUKK NHCTpYyKUUK
dst port = 22, *, * 123 Send to Port 1
Byte 5 = XAF 25 Send to Port 3, 4

e [long - 4To cpaBHMBAEM (MOPTbl, 3arosIOBKU, YTO
YroiHO)

e CYHEeTUMKMN — KONNYEeCTBO NoAXoAsaLlnX NakeToB

* UIHCTPYKLUUN — 4YTO AefiaTb C MakKeToM




[Tpumep SDN knneHTa Controller

-
software | 10nenFlow Client
Layer p

R R

MAC MAC IP IP TCP TCP .
Action

Hardware src dst Src Dst sport | dport
Layer * * * 5678  * * port 1

\ y

port 1 f port 2 & port 3 X port 4
$ ZE ZE @I 1.2.3.4

5.6.7.8

20, (O
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[Mpumepbl Tabnuy

Switching
Switch| MAC | MAC | Eth |VLAN| IP IP IP TCP | TCP Action
Port | src dst | type ID Src Dst | Prot | sport | dport
k * OOlf * * k %k * * * port6
Flow Switching
Switch| MAC | MAC | Eth |VLAN| IP IP IP TCP | TCP :
Action
Port | src dst | type ID Src Dst | Prot | sport | dport
port3 00:20.. 00:1f..0800 vlanl 1.2.3.4 5.6.7.8 4 17264 80 port6
Firewall
Switch| MAC | MAC | Eth |VLAN| IP IP IP TCP | TCP Action
Port | src dst | type ID Src Dst | Prot | sport | dport
k %k %k %k * k %k %k * 22 drop
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Ewe npumepbl Tabnuu

Routing

Switch| MAC | MAC | Eth |[VLAN| IP IP IP TCP | TCP Action
Port | src dst | type ID Src Dst | Prot | sport | dport

* * * * * * 5678 * * * port6
VLAN Switching

Switch| MAC | MAC | Eth |[VLAN| IP IP IP TCP | TCP Action
Port | src dst | type ID Src Dst | Prot | sport | dport

* * 00:1f.. =* wvlanl * * * * * portb,

port7/,

port9
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[TpnMep - 6aaHCUPOBKA HArpy3Ku

> > >
O O kS
O O

[ banaHcupoBka j

[ SDN Controller Platform

/{ Switch }———{ Switch

\( Switch

\

Switch }/




MNpumep — VDC CED CED CED

Virtual Network 1

Virtual Network 2

Virtual Network 3

VLAN (Virtual Network 3)

\

— . NVP Gateway

NVP Controller
Cluster

¢
: Hypervisor
[ ]

: VM

VM
VM

Open vSwitch

o0
oo The
NVP Manager @ : Intelligent
: ® Edge
e
oo dusmyeckme
® Hypervisor
oe 11 ceTu
E : ypervisor
n : : Open vSwitch
e : %cecoce . IP BACKPLANE o= VM
openstac 4 :
® D —
N ]

EMC
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O6s1actn NpUMeHeHUS

e bonbwune gaTta-ueHTpbI

e Buptyanmnsauusa, IaasS

 MobunbHble cetn (VMs, smartphones)
* be3onacHoOCTb

* PacnpeneneHmne Harpysku

* YNpaBneHue aHepronotpebneHmnem




OpenFlow Hardware Switches

Juniper MX=series
S ‘

A" J

HP Procurve 5400
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NECTP8800

WiMax (NEC)

A" J

A J
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OpenFlow Open Switches

e o e

OpenFlow Linux OpenFlow Stanford/Nicira
Reference License
Open vSwitch C/Python Linux/BSD Apache 2.0 Ben Pfaff/Nicira
Indigo C/Lua Linux-based GPL v2 Dan

Hardware Talayco/BigSwitch

Switches
P-XXXX Open Linux-based Free-license Pica8

vSwitch Hardware

inside Switches
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Open vSwitch

e HV
— XEN
- KVM
- VirtualBox

 Apache/GPL
* Linux/BSD
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Open vSwitch

P W A
:‘ : Security: VLAN 2 Monitoring: Netflow,
s~ isolation, traffic filtering sFlow, SPAN, RSPAN
\ y |9 V.
i ) § A d Control
_ ' utomated Control:

Qos: traffic queuing OpenFlow, OVSDB

and traffic shaping e
L A mgmt. protocol )
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NOS 1 A3bikMn nporpaMMmnpoBaHna?

. . oes

=RPOX
e Java
« Pyth BEACON
yEnon MAESTRO
 Ruby

http://trema.github.com/trema/




OpenFlow tutorial e—1 .

* VirtualBox

OpenFlow c port 6633
Tutorial:
e CO Nntro I I er 3hosts-1switch (12100

topol
— Java oPOTogy
— Pyth on s1 OpenFiow 127.0.0.1:6634
dpet
— Ruby ko

Topology for Controller
Router Exercise | o0 o660

r

r \\ H
r %‘;";’Eﬁfﬁl N virtual hosts
AR Y

A3

s2 h5 |
10.0.2.1 10.0.2.2

10.0.1.0/24 10.0.2.0/24
subnet subnet

h2-eth(, virtual
ethernet

pairs

h3-eth0 h4-ethQ
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http://www.openflow.org/wk/index.php/OpenFlow_Tutorial
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http://www.sdncentral.com/
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