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GameBoy ROM Extraction

• First, some theory:


• What's a mask ROM?


• How can we identify thousands of bits?


• How can we convert those bits to bytes?


• Second, some practice:


• Nintendo's Game Boy ROM: 2048 bits.



Software and target!

• https://github.com/travisgoodspeed/maskromtool/


• Latest release for Windows or macOS.


• Build from source with Qt6 for Linux.


• https://github.com/travisgoodspeed/gbrom-tutorial


• Clone this locally, follow instructions in README.


• WIFI: UPCguest



Flash ROM, EEPROM, and Mask ROM

• Flash ROM and EEPROM


• Electrically, Individually Programmable


• Great for small quantities of code.


• Mask ROM


• Mask Programmed


• Only for very large quantites. 



Mask ROMS

• Mask Programmed at the Factory


• Contain code, data, or microcode.


• Often require chemical processing.


• Good targets for reverse engineering:


• Video Games, Copy Protection


• Cryptography











A Sidebar into Chemistry

• Depackage the chip with 65% HNO3 and heat.


• Delayer the chip with HF.


• Stain the ROM with a Dash Etch.









































Delayering

• HNO3 or H2SO4 gets us to the top metal layer.


• Many ROMs are lower in the chip:


• Diffusion ROMs require HF delayering.


• Implant ROMs require Dash Etch staining.



A Quick Demo of Extraction

• We annotate some features: 

• Row and Column lines. 

• Threshold between One and Zero. 

• Forced bits. 

• Tool helps out: 

• Bits marked at Row/Column intersections. 

• Design Rule Checks (DRC) reduce bit errors. 

• Importing diffs, Exporting to other formats.



































After Bit Extraction

• Bits must be ordered into bytes.


• Errors must be corrected.


• Disassembly, reverse engineering!



Bits into Bytes

• Each "major column" holds one bit of significance.


• 8-bit ROM, eight major columns.


• 32-bit ROM, thirty-two major columns.


• Take one bit from the same position in each major column to form a word.


• Word ordering is less consistent:


• Left to right?  Top to bottom?


• Rotations, flips.
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Software and target!

• https://github.com/travisgoodspeed/maskromtool/


• Latest release for Windows or macOS.


• Build from source with Qt6 for Linux.


• https://github.com/travisgoodspeed/gbrom-tutorial


• Clone this locally, follow instructions in README.



Cheat Sheet

• Left-click sets source position.


• Left-drag selects lines.


• Middle-drag pans the view.


• Right-drag moves the selected lines.


• R places a Row, C places a Column, SPACE duplicates last placement.


• D deletes a selection, S sets a new end position.


• Shift+D duplicates a selected group, then right-drag to move the copy.


• V to check for errors, E for next error.


