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GameBoy ROM Extraction!

B MaskRomTool dmg01cpurom.bmp

R2Con, Barcelona, 8 November 2024 Travis Goodspeed



GameBoy ROM Extraction

* First, some theory:

 What's a mask ROM?

« How can we identify thousands of bits?

* How can we convert those bits to bytes?
e Second, some practice:

* Nintendo's Game Boy ROM: 2048 bits.



Software and target!

* https://github.com/travisgoodspeed/maskromtool/
» Latest release for Windows or macOS.
* Build from source with Qt6 for Linux.

* https://github.com/travisgoodspeed/gbrom-tutorial

* Clone this locally, follow instructions in README.

 WIFI: UPCguest



Flash ROM, EEPROM, and Mask ROM

* Flash ROM and EEPROM
» Electrically, Individually Programmable
* Great for small quantities of code.

« Mask ROM
 Mask Programmed

* Only for very large quantites.



VER a{0)S

» Mask Programmed at the Factory
 Contain code, data, or microcode.
» Often require chemical processing.
 Good targets for reverse engineering:
* Video Games, Copy Protection

* Cryptography
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B Mask ROM Tool

Deleted item.



.

02752 x 01202 -- 2kb OkB

B Mask ROM Tool




A Sidebar into Chemistry

 Depackage the chip with 65% HNOGJ3 and heat.
* Delayer the chip with HF.
e Stain the ROM with a Dash Etch.
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Delayering

« HNOQ3 or H2504 gets us to the top metal layer.
 Many ROMs are lower in the chip:

* Diffusion ROMs require HF delayering.

* Implant ROMs require Dash Etch staining.



A Quick Demo of Extraction

 We annotate some features:
 Row and Column lines.
* Threshold between One and Zero.
* Forced bits.
 Tool helps out:
* Bits marked at Row/Column intersections.
 Design Rule Checks (DRC) reduce bit errors.

* Importing diffs, Exporting to other formats.



‘o200 B MaskRomTool dmgO1cpurom.bmp

KOOOOtoO()()()--()0686::00441--()mws.()cols-— 0 violations -- 0 bits, 0 words, OkB




o200 B MaskRomTool dmgO1cpurom.bmp

K()0()0to()()()0--00681:100434--()l'ows,Ocolai-- 0 violations -- 0 bits, 0 words, OkB




‘o200 B MaskRomTool dmgO1cpurom.bmp

—_— e

KOOOOtoO()()()--0068:3::00434--Orows,m:ols-- 0 violations -- 5 bits, 0 words, 0kB




‘o200 B MaskRomTool dmgO1cpurom.bmp

KOOOOtoO()()()--00688):00438--Ol'ows,m:ols-- 0 violations -- 55 bits, 6 words, 0kB




‘o200 B MaskRomTool dmgO1cpurom.bmp

KOOOOtoO()()()--00688):00446--Orows,m:ols-- 0 violations -- 60 bits, 7 words, 0kB




‘o060 B MaskRomTool dmgO1cpurom.bmp

/0000 to 0000 -- 00582 x 00435 -- 0 rows, 0 cols -- 0 violations -- 65 bits, 8 words, OkB




‘o200 B MaskRomTool dmgO1cpurom.bmp

KOOOOtoO()()()--()0681x00436--0rows,()ools-- 0 violations -- 70 bits, 8 words, 0kB




‘o200 B MaskRomTool dmgO1cpurom.bmp

KOOOOtoO()()()--00686::00439--Orows,m:ols-- 0 violations -- 75 bits, 9 words, 0kB




‘o200 B MaskRomTool dmgO1cpurom.bmp

/0000 to 0000 -- 00583 x 00436 -- 0 rows, 0 cols -- 0 violations -- 80 bits, 10 words, 0kB




‘o200 B MaskRomTool dmgO1cpurom.bmp

K00()0 to 0000 -- 00583 x 00435 -- 0 rows, 0 cols -- 0 violations -- 85 bits, 10 words, 0kB




Settings

Sampling Display

Red == o
Green @& 0
Blue N 0

Sampler " pefault

<>

Size - 0

Inverted Bits

Bit Histogram

T



Red (>
Green
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Sampler " pafaylt

Size S

Inverted Bits

Settings

Sampling Display

<>

Bit Histogram

T




‘o200 B MaskRomTool dmgO1cpurom.bmp

kOOOOtoO()O()--()0681x()0437--Bmws.acolaa-- 0 violations -- 85 bits, 10 words, 0kB




11101011
01111111

00110111
01101111
10110001




Red —
Green
Blue —

Sampler  “pafaylt

Size —

Inverted Bits

<O

Settings

Sampling Display

Bit Histogram




O ASCII Preview

11101011111100101100101100110010011000110111110000100001011100101110000000110011110001001001001011000100001011110001101100001000
01111111011100110111111101100011001010110100111100000110101010110011001111110011001010111011000000111000001011101101011011101111
c0110111110110110111011111010111011001101001011101111111110110100111000101110010010110000101011101110001111101110111101111011000
01101111111000111110111011110110001011100101011010100010001110000111100000111010011111000111001100101111010000110100111111101001
10110001001100001011100110110111000110011101100111100000111100111111011010110001111111100111011010111010000110100100001100010011
o1101110011100110110100100110111011100110101101001001111111100110010111110100011001110011010011101111010000111100111001010110010
01011100011101111111110001110111101100000101101100111000011100010011000011110101001100001011111000110000100110010111011111010010
10110101110101111011101001011111001110101111101000010101111100011101011111000011111010111010101100001110011110011011011111000101
00011111000101000001101110011110101111001111000011111011011100000100011011010000110100111001100100110011110101000101101110110110
11011001000101100111100100011011001110010101010100001101111101110110010110000111010101101101111010101100101100101101111110010111
11111111111110011111101101010101001101111101000010100110101010011011010011111001101101001101010110101010010101011110010110100011
01011110111110100001111011010110001000011101000000111011001011100101001111101110100110110000101000101011100001000001111000100001
11011000100010111011110010010101001011000111000010011000111110001111011011000000100111001101010010001100111101100010100110111001
11111011001010011111101000111101001100101111100110110101011111011011110110000101001011001101000100110111001101011110110110001010
c0111111111101100011101111110010001011001111010000011111101111010011011111110111001101110111010101011111111110110101011100111111
10101101111101111000110111110110100001010111100111001101101110100100111111000011011110101010001101011100100011111100111110011111



After Bit Extraction

* Bits must be ordered into bytes.
* Errors must be corrected.

* Disassembly, reverse engineering!



Bits into Bytes

 Each "major column” holds one bit of significance.

» 8-bit ROM, eight major columns.

e 32-bit ROM, thirty-two major columns.
 Take one bit from the same position in each major column to form a word.
 Word ordering is less consistent:

o |efttoright? Top to bottom?

* Rotations, flips.



B MaskRomTool dmg01cpurom.bmp

L S L ST Ye Sy

I R

- setisar @
o bbgde o sbpbdasiate oy : } :

: : B s aa
o shirte @ sbbag : . .

ok e yrebtutr oo
egeinbacas -

" ' B s
ot o bt 3

: . . . R
Bt o LIRS RO TP ‘e b N

) rgtogm o~
N e s ML at B

el s Mall s Moy

Foadt o sbgde o

: —p et et ‘apiits ey
+ phie . oo lhatipd S Sl is san nan as . . < .
Loty asits ¢ sodbe 4 90 0 b ‘ INUNSA v

rTEO ¢ ¢ . L e
B e e s b askdas 2ok Bl P e e

‘o Pty R e e e N Ppadesd

N b shd il anas veedead

/0000 to 0000 -- -0090 x -0414 -- 0 rows, 0 cols -- 0 violations -- 2048 bits, 256 words, OkB




‘o200 B MaskRomTool dmgO1cpurom.bmp

@000 to 0000 -- 00429 x 00371 -- 0 rows, 0 cols -- 0 violations -- 2048 bits, 256 words, 0kB




N N B MaskRomTool dmg01cpurom.bmp

0000 to 0000 -- 00717 x 00496 -- 16 rows, 128 cols -- 8 violations -- 2048 bits, 256 words, 0kB




Solver

Bytes

Byte String

ASCII

Yara

This solves for optionally masked bytes at absolute addresses.
Comma or space delimited, the records are colon separated with

an address, a byte, and an optional mask. Use the Byte String
solver if you know the bytes, but not their address.

Examples:
GameBoy: 0:31,1:fe, 2:ff

MYK82 Clipper Chip: 0:9b,7:ea

Query:
0:31,1:fe, 2:ff

Solve

-

--decode-cols-downr -i -r 0 --flipx

Solutions

0000
0010
0020
0030
0040
0050
0060
0070
0080
0090
00a0
00b0
00cl
00do
00el
OIOR 0]

31
11
47
fe
3e
f9
le
Be
7b
4f
05
03

dd
21
f5

fe
3e
11
34
19
2e
02
13
e2
16
20
73
cC
(s [
04
06

ff
86
04
20
ea
Of
Pe
24
Oc
20
f5
00
be
g9
01
19

af
32
01
T3
10
18
Oc¢
7¢
3e
18
22
83
et
9f
11
78

21
P
21
11
99
T3
TO
le
87
ch
23
0[0]
dd
bb
asd
86

Show Selected Bytes

ff
B¢
10
d8
21
67
44
83
el
4f
22
Oc¢
dd
b9
00
23

Hex View

9f
3e
80
00
2f
3e
fe
fe
O
06
23
00
d9
33
la
0

32
f3
la
06
99
64
90
62
42
04
c9S
0d
99
3e
13
20

cb
P,
cd
08
Qe
57
20
28
90
c5
ce
00
bb
3C
be
fb

/C
32
95
1a
B¢
e®
fa
06
e®
cb
ed
08
bb
42
20
86

20
3e
00
13
3d
472
0d
le
472
11
66
11
67
b9
fe
20

b
77
cd
22
28

20
cl
15
17
66
1f
63
as
23
fe

21
77
96
23
08
91
7
fe
20
cl
(o]
88
be
b9
7d
3e

26
3e
00
)
32

1d
64
d2
cb
0d
89
Qe
a5
fe
01

Tf
fc
13
20
0d
40
20
20
65
11
00
00
ec
42
34
el

el
7b
9
20
04
f2
06
20
17
Ob
Be
cC
3C
20
50

& Decoder

'Bits  Disassembly

v FlipX | FlipY [ Zorrom Mode
Vv Invert Bits
Rotation 0 ~  Wordsize
v
Decoder cols-left
cols-right
cols-downl
cols-downl-swap
cols-downr
squeeze-Ir
tlcs47font
z86x1
Bank left
right
Flags

--decade-cols-downr -i -r 0 --flipx

8



Architecture:

r2/bt
r2/bpf
r2/bpf.mr
r2/chip8
r2/cr16
r2/cris
r2/dalvik
r2/dis
r2/ebc
r2/evm
r2/fslsp
r2/gb
r2/h8300
r2/hppa
r2/i4004
r2/is080
r2fjava
r2/jdh8
r2/kvx
r2/lanai
r2/Ih5801
r2/lm32
r2f/loongarch
r2flua
r2/me80x
r2/me68k

Decoder

Bits

Disassembly

Ox00000000
Ox00000003
Ox00000004
Ox00000007
Ox00000008
Ox0000000a
Ox0000000C
Ox0000000f
Ox00000011
Ox00000013
Ox00000014
Ox00000015
Ox00000016
Ox00000018
Ox00000019
Ox0000001a
Ox0000001cC
Ox0000001d
Ox0000001f
Ox00000021
Ox00000024
Ox00000027
Ox00000028

Ox0000002b
AxAOAOOA2e

W WwWkE= W UWNNEFENNRFRERERENNRPREREERENNOWUNDNNREReEWReEW

r2/gb Disassembly

31feff
af
21Ff9f
32
cb/c
20fDb
2126Ff
Pell
3e80
32

el

Oc
3ef3
e

32
3e/7
77
3efc
e@47
110401
211080
la
cd9500

cd9600
13

ld sp,
Xor a
1d hl,
ldd [h
bit 7,
jr nZ,
1d hl,
1d c,
1d a,
ldd [h
ld [Ox
inc ¢
1d a,
1d [0Ox
ldd [h
1d a,
ld [hl
1d a,
1d [rB
ld de,
1d hl,
1d a,
call ©
call ©

inc de

Oxfffe

OX9fff
1], a

q

Oxfb
Oxff26
Ox11
Ox80
1], a

ffOO + c],

Oxf3

ffOO + c],

1], a
Ox77
|
Oxfc
GP], a
Ox0104
Ox8010
[de]
X0095
X0096



Software and target!

* https://github.com/travisgoodspeed/maskromtool/
» Latest release for Windows or macOS.
* Build from source with Qt6 for Linux.

* https://github.com/travisgoodspeed/gbrom-tutorial

* Clone this locally, follow instructions in README.



Cheat Sheet

» | eft-click sets source position.
o | eft-drag selects lines.
 Middle-drag pans the view.
* Right-drag moves the selected lines.
R places a Row, C places a Column, SPACE duplicates last placement.
D deletes a selection, S sets a new end position.
» Shift+D duplicates a selected group, then right-drag to move the copy.

 V to check for errors, E for next error.



