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About me

● Samuel Henrique <samueloph>
● Debian Developer since 2018
● Member of the Security Tools Packaging Team
● Maintains curl, rsync, shellcheck...
● Mentorship for newcomers learning packaging
● System Development Engineer for Amazon Linux, security 

team
● Debian/Linux, Python, Rust, Bash, Security
● linkedin.com/in/samueloph
● samueloph.dev

http://linkedin.com/in/samueloph/
https://samueloph.dev/
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Summary

● CVE introduction
● CVEs for Debian
● How upstream vs how Debian fix CVEs
● Steps to fix a CVE

– Examples and things I wish I knew before starting
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The CVE® Program and the CVE ID

● CVE ID: Global identifier for vulnerabilities
● Format: CVE-YYYY-NNNNN, for example: CVE-2024-3094
● Crowdsorced effort
● Unique per vulnerability
● Main source of vulnerability data worldwide
● Mutable
● Can contain misleading information
● cve.org

http://cve.org/
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A CVE for Debian

● security-tracker.debian.org
● Debian constantly monitor CVE updates
● 80 new CVEs published daily on average for 2023
● Can be fixed by people that are not in the security team
● Might release advisories for fixes; DSA, DLA, BSA 

(Freexian's ELA)
● Fixed with “backporting”, not to be confused with the 

backports repository

http://security-tracker.debian.org/
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How upstream developers fix CVEs

● CVE gets reported against version 5.0
● 1) Upstream pushes a fix bundled with other changes in 

version 6.0; OR
● 2) Upstream pushes a fix as release 5.1, does not say 

anything about version 4 because it’s not supported 
anymore; OR

● 3) Upstream is extremely nice and kind and points out 
the exact commits or versions that both introduced and 
fixed the CVE (even if they don’t support it anymore). 
AFAIK only curl is doing this today
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How Debian fix CVEs

● Upstream provided a fix as a new release versioned 6.0
● Debian ships 5.0-1 (testing/unstable) and 4.0-1 (stable)
● For testing and unstable: package the latest release as 

6.0-1
● For stable, oldstable and older: backport the fix into 

the package, example for stable: 4.0-1+deb12u1
● (optional) Release an advisory anouncing the update: 

Debian Security Advisory (DSA), DLA, ELA, BSA
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Steps to fix a CVE

● Find a CVE to fix
● Confirm impact
● Identify the fix
● Apply the patches to the Debian packaging

– Modify the patch as needed, document it

– Review backporting changes

● Test the changes
● Submit the fixed package
● Follow-up to check for reported regressions
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Find a CVE to fix

● security-tracker.debian.org

– Check CVE notes

● No-DSA for beginners – proposed-updates
● DSA requires security team coordination

– Consider doing more than one fix for a single DSA

● Contact package maintainer (BTS)
● Is it acknowledged by the upstream developers?
● Not every CVE should be fixed

http://security-tracker.debian.org/
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https://github.com/python/cpython/issues/86217#issuecomment-1691958323

https://github.com/python/cpython/issues/86217#issuecomment-1691958323
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https://daniel.haxx.se/blog/2023/08/26/cve-2020-19909-is-everything-that-is-wrong-with-cves/
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https://gitlab.com/gnutls/gnutls/-/commit/80a6ce8ddb02477cd724cd5b2944791aaddb702a

https://gitlab.com/gnutls/gnutls/-/commit/80a6ce8ddb02477cd724cd5b2944791aaddb702a
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Confirm impact

● Understand what’s going on

● Read external discussions

– Oss-security @ openwall

● Does it depend on a feature that’s not present in the build we ship?

– Our security-tracker says “affected” even if we don’t build the 
affected code in cases where the vulnerability is in the sources

● Does hardening blocks the exploitation?

● Could the vulnerability have been backported?

● Update security-tracker with findings

● Affected code bundled into another package?

– codesearch.debian.net

● Which Debian releases are affected?

● Don’t trust the CVE description, verify
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https://nvd.nist.gov/vuln/detail/CVE-2024-2955
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https://nvd.nist.gov/vuln/detail/CVE-2024-40725
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https://security-tracker.debian.org/tracker/CVE-2024-40725



2024-07-29 Samuel Henrique <samueloph@debian.org> 17/30

https://curl.se/docs/CVE-2023-46219.html
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Identify the fix

● Have any other distro fixed it?

– repology.org

– Did they modify the patch?
● Recent fixes have hidden regressions
● Identify unexpected behavior changes

– Features being removed

– Introduction of operation limits

http://repology.org/
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https://github.com/curl/curl/commit/48d7064a49148f0394
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https://pagure.io/freeipa/commits/ipa-4-6
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Apply the patches to the Debian packaging

● DEP-3 branch names: debian/bullseye, debian/bookworm...
● Don't let your code editor format the patch

– Don’t autoremove trailing whitespaces

– Don’t replace tabs with spaces
● 1 commit introducing the upstream patches without 

backporting changes
● Add patches to d/series and check if they apply
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Modify the patch as needed

● $ gbp pq –-import –-time-machine=N
– A different patch might be a dependency
– Functions or variables might need to be renamed

● Introducing new upstream functions is risky
● List every backporting change in the patch header
● 1 commit exclusive for the backporting changes
● Overall you should have:

– 1 commit importing the upstream patch (optional: 
d/p/series)

– 1 commit performing the backporting changes (optional: 
d/p/series)

– 1 commit for d/changelog
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https://salsa.debian.org/debian/curl/-/merge_requests/25
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https://salsa.debian.org/debian/curl/-/merge_requests/25
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Review the backporting

● Backporting changes = diff of a diff
● Reviewing backporting commits saves the day
● If we release a broken fix, a new CVE is created to 

track it

– Nobody wants to be a CVE author for this type of CVE
● Pay attention to reordering of hunks
● Question everything 
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https://curl.se/docs/CVE-2024-2398.html

●
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Test the changes

● Upstream regression tests on a later commit?
● Other distros’ tests?
● Autopkgtest of a reverse-dependency?
● Proof-of-concept available?
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Submit the fix and watch for regressions

● Mention the CVE ID and a short summary in d/changelog
● Follow the right update submission process

– Proposed-updates process – NO-DSA

– Security team process – DSA
● Watch the BTS for user’s bug reports
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Questions?

I will be around for the whole DebConf, feel free to 
reach out too
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Muito obrigado!

Fixing CVEs on Debian: Everything 
you probably know already 

DebConf24

Busan, Korea

Slides available at samueloph.dev/slides

http://samueloph.dev/slides
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