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About me

● Samuel Henrique <samueloph>
● Debian Developer since 2018
● Member of the Security Tools Packaging Team
● Maintains curl, rsync, shellcheck...
● Mentorship for newcomers learning packaging
● System Development Engineer for Amazon Linux, security 

team
● Debian/Linux, Python, Rust, Bash, Security
● linkedin.com/in/samueloph
● samueloph.dev

http://linkedin.com/in/samueloph/
https://samueloph.dev/
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Summary

● Debian organization
● CPU Architectures
● Debian releases
● Unstable and Testing
● Creating stable

– Freezing
● Maintaining/Updating stable
● General QA and test

– Autopkgtest

– Debci

– Others...
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A distribution

● Distributes sofware :)

– Choses defaults

– Tweaks the user experience

– Shall not ship issues

● Supports the distributed software

– Fixes issues

– Fixes security issues

● Keeps distributing software

– Constantly evolving repositories



2024-08-01 Samuel Henrique <samueloph@debian.org> 5/35

Organization

● Debian social contract

– https://www.debian.org/social_contract

● Debian constitution

– https://www.debian.org/devel/constitution

● Debian policy

– https://www.debian.org/doc/debian-policy/

● Debian Developer’s Reference

– https://www.debian.org/doc/manuals/developers-reference/
index.en.html
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Debian releases and special repositories

● Debian experimental

– Only contains a few packages

● Debian unstable/sid

– Rolling release

● Debian testing

– Rolling release

● Debian stable, oldstable, oldoldstable...

– Official release

● Debian stable-backports

– Only contains a few packages
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20 Architectures

● 9 official:
● amd64
● arm64
● armel
● armhf
● i386
● mips64el
● ppc64el
● riscv64
● s390x

● 11 not-official:

● alpha

● hppa

● hurd-amd64

● hurd-i386

● loong64

● m68k

● powerpc

● ppc64

● sh4

● sparc64

● x32
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https://buildd.debian.org/status/package.php?p=coreutils
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Diversity of architectures

● Non-linux

– hurd-amd64, hurd-i386 (previously kfreebsd too)

● Endianess

– ppc64 (Big endian), ppc64el (Little endian)

● 32 and 64 bits

– i386, amd64

● Sizeof

– int, long double, time_t...

● https://wiki.debian.org/ArchitectureSpecificsMemo
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https://github.com/benhoyt/goawk/commit/63ba6482a374376f49378b47a4296065fa4348bd
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https://github.com/aircrack-ng/aircrack-ng/issues/2324
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Experimental, Unstable and Testing
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Experimental

● Not oficialy-supported
● Only certain packages available
● Easier to manually test changes
● Some of the automated testing/QA infrastrucure 

infrastructure kicks in
● Let's other users test it too
● Reverting changes is simple
● Changes can be pushed to unstable at anytime while the 

package is in experimental

– Two variants of the same package available at the same time 
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Unstable

● Rolling release

– Not oficialy-supported

● All packages available
● Installed and used by expert users
● The place where changes first get through
● Full coverage of testing/QA infrastrucure
● Build artifacts eventually end up as the next Stable
● Packages automatically migrate to Debian Testing after 

bake time and test/QA results are green
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Testing

● Rolling release

– Not oficialy-supported

– Recently broken by the time_t transition (once every 20 
years?). Fully recovered now

● All packages available
● Installed and used by advanced users
● Broken packages are removed
● Installer available
● Recommended by me for most non-server usecases

– As stable as any other rolling release distro

● Used for the preparation of the next Stable release
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Experimental, Unstable and Testing
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Stable creation?

● Not a rolling release
● “Created” (new release) every 2 years
● Done by turning a snapshot of Debian Testing into the 

new Debian Stable 
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Image from Michael Larabel <Michael@phoronix.com> - CC BY 4.0
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Experimental and Testing
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Stable updating?

● Everything needs to be cross-reviewed and approved

– Security team

– Release team

● Non-critical fixes spend baking-time in the proposed-
updates queue

– At least 1 week generaly

– Shipped as part of planned Debian point-releases, e.g.: 
12.1, 12.2, 12.3...
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Stable repositories
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The release process

● Experimental, Unstable and Testing are development 
releases aimed at creating the next Stable release

● Stable releases only receive carefully tested and 
reviewed changes

● QA/testing/CI accross all
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QA/CI/testing

● dh_auto_test
● Lintian
● Autopkgtest & debci
● Salsa-ci
● And many, many more...

– https://wiki.debian.org/qa.debian.org
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dh_auto_test

● Runs upstream tests at the package’s build-time

– Results shown in buildd logs
● Confirms everything is fine between the software and:

– Debian’s supported architectures

– Dependencies provided by the Debian repository

– Build flags used by Debian
● Detects issues before the upload

– If they don’t affect the arch used by the maintainer, 
detected after upload in buildd.d.o
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Lintian

● > Lintian dissects Debian packages and reports bugs and policy 
violations. It contains automated checks for many aspects of 
Debian policy as well as some checks for common errors.

● Thousands of checks

– Licensing issues

– Spelling mistakes

– Unexpected library bumps

– Missing sources

– Statically linked binaries

– Files installed in wrong places

– And more...
● Packages can be auto-rejected based on lintian results
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https://github.com/curl/curl/pull/7899/commits/ce432e0fe642c003a76db32a8aab3706c4decbd2
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Autopkgtest and debci

● Autopkgtest

– Standardizes test definitions for the package’s CI

– Test the installed package (not a build-time test)

– Can be used to run upstream tests, but perfect for 
Debian-specific tests

● Debci

– https://ci.debian.net/

– Service constantly running autopkgtests

– Amd64, arm64, armel, armhf, i386, loong64, ppc64el, 
ricv64, s390x
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debci

● Results are blockers for Unstable -> Testing migration 

● For a package update, every reverse-dependency’s tests are run

● Migration-references as a baseline to decide if a failure is a 
regression

– Done against Testing

– Constantly refreshed

● When package A gets updated to version 5

– Package B depends on package A

– Package B fails when ran against A v5

– Package B also fails when ran against foo v4 (migration reference) 
- NOT A REGRESSION

● Important packages tend to have a lot of reverse-dependencies with 
autopkgtests
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https://tracker.debian.org/pkg/glibc
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https://bugs.debian.org/989179
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https://bugs.debian.org/1039613
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https://salsa.debian.org/debian/curl/-/pipelines/700118
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Honorable mentions

● Multi-arch hints
● Archive-wide rebuilds
● Janitor
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Questions?

I will be around for the whole DebConf, feel free to 
reach out too
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Muito obrigado!
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