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Abstract—Deep neural networks (DNNs) form a critical infras-
tructure supporting various systems, spanning from the iPhone
neural engine to imaging satellites and drones. The design of
these neural cores is often proprietary or a military secret.
Nevertheless, they remain vulnerable to model replication attacks
that seek to reverse engineer the network’s synaptic weights. In
this article, we propose SCANet, a novel defense mechanism
against such model stealing attacks by utilizing the innate
stochasticity in superparamagnets. When used as the synapse in
DNNSs, superparamagnetic magnetic tunnel junctions (s-MTJs)
are shown to be significantly more secure than prior memristor-
based solutions. The thermally-induced telegraphic switching in
the s-MTJs is robust and uncontrollable, thus thwarting the
attackers from obtaining sensitive data from the network. Using
a mixture of both superparamagnetic and conventional MTJs
in the neural network (NN), the designer can optimize the time
period between the weight updation and the power consumed by
the system. Furthermore, we propose a modified NN architecture
that can prevent replication attacks while minimizing power
consumption. We investigate the effect of the number of layers
in the deep network and the number of neurons in each layer
on the sharpness of accuracy degradation when the network is
under attack. We also explore the efficacy of SCANet in real-time
scenarios, using a case study on object detection.

Index Terms—Deep neural network (DNN), hardware secu-
rity, magnetic tunnel junction (MTJ), model replication attack,
superparamagnets.

1. INTRODUCTION

NEURAL networks have become crucial for big data
processing and computer vision applications in recent
years owing to their computational capabilities, versatility, and
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fault tolerance [1]. Deep neural networks (DNN), in particular,
are now ubiquitous in almost every field, ranging from health-
care, agriculture, commercial, and military electronics [2]-[7].
With the explosion of the Internet-of-Things and the move
away from data centers, towards edge computing paradigms,
hardware neural networks (NN) are indispensable blocks in the
system design flow of the future. Such advanced edge devices
require the integration of neural computation at their core to
achieve high speeds of operation and reduce the computational
load on cloud systems [8]. However, with the pervasive spread
of hardware NNs, there is a growing demand to secure them
against adversarial entities, which remains largely unexplored.

Intellectual property (IP) protection has been a cause of
concern for big multinational corporations as well as defense
agencies, with the emergence of potent reverse engineering
and piracy techniques [9], [10]. Theft of proprietary, secret
military hardware designs and data poses serious repercussions
for national security. For instance, a surveillance and recon-
naissance drone launched by the military, when shot down
and eventually captured by adversaries, could leak sensitive
information about the motive of the flight or it’s underlying
system design.

Typically, the two most prevalent approaches for securing
a CMOS integrated circuit (IC) design against IP piracy are
logic locking [11] and layout camouflaging [12], [13]. Logic
locking involves appending the original circuit with additional
key gates, which pass the correct logic only on the application
of the secret key. Layout camouflaging, on the other hand,
attempts to make the logic gates look indistinguishable at the
layout level, so that that the attacker gets confused and has to
use more computational resources to decipher the true nature
of the gates.

Mainstream NN implementations, as of now, are based
on general purpose CPU/GPU software [14], [15] or on
dedicated FPGA/ASIC hardware [16], [17]. However, crossbar
array-based implementation of NNs are heavily researched,
because of their potential area and energy efficiency [18]—
[20]. Our work focuses particularly on securing such crossbar
array-based hardware NNs constructed with emerging memory
technologies.

In such crossbar array-based hardware NNs, the intended
functionality is achieved by proper programming of the synap-
tic weights. Therefore, an attacker can pirate the NN design
by reverse engineering these weights that are represented
by the programmable conductance of non-volatile memories
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Fig. 1: An attacker can reverse engineer the deep neural network (DNN) on
a surveillance drone by identifying the network weights.

by the programmable conductance of non-volatile memories
(NVM) such as resistive random access memories (RRAM),
phase change memories (PCM) and magnetic tunnel junctions
(MTJs) [21]. However, dense packing of these memories
within the IC makes reading the conductance of the memory
cells intractable, without damaging the memory array [22].
Figure 1 illustrates reverse engineering of an image processing
DNN mounted on a drone.

1.1. Prior Work

State-of-the-art reverse engineering attacks on hardware
NNs include the model replication attack proposed in [23].
In this attack, an attacker gains illicit access to the network
and is considered unconstrained concerning the application of
inputs. The attacker then proceeds to collect the corresponding
output responses, and these input-output (I/O) pairs are then
leveraged to infer the weights of the underlying network.
Using a sufficiently large dataset of such I/O pairs, the authors
have shown that they can train a new network to a degree
of likeness sufficiently close to the original network. The
authors in [24] introduced a solution to this problem using the
obsolescence effect in memristors. They thwart the attacker
from collecting an adequate dataset by exploiting the drift in
memristance due to the continual application of input voltages
and the intrinsic retention property of the device. Hence, only
a certain number of I/O pairs can be recorded before the
weights get corrupted beyond recovery. However, the pitfall
in their defense technique is that the obsolescence effect in
memristors can be controlled and diminished by lowering
the input voltage magnitude while taking the measurements.
Therefore, an attacker might still be able to operate the system
for a sufficient time to obtain adequate I/O pairs to replicate
the NN.

Other prior works in the field of NN security include [25],
where the authors proposed a reverse engineering algorithm to
extract the rules from trained NNs, for datasets with mixed-
mode attributes. Their algorithm prunes the insignificant input
neurons from the trained NNs and reconstructs the classifi-
cation rules with the remaining significant input neurons. Oh
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et al. [26] demonstrated methods to craft queries for black-
box NNs, which seek to infer the internal information of
the networks by output prediction. Both these attacks were
demonstrated on software NNs. Contrastingly, other attacks
on hardware NNs have relied on exploiting the side-channels
of the system. In [27], both the structure and weights of
encrypted convolutional neural networks (CNN) models are
reverse-engineered through memory and timing side-channels
by observing the off-chip memory accesses that specific inputs
cause. This attack utilizes the distinguishing memory access
patterns and read-after-write dependencies to decipher details,
such as the number of layers, connections between the layers,
and the size of I/O feature maps. Batina et al. [28] introduced
an electromagnetic side-channel-based attack for multilayer
perceptrons and CNNs. Their attack involves measuring the
EM radiation while the secret pre-trained weights are loaded
from memory for processing, inducing Hamming weight leak-
age.

1.2. Our Contributions

This paper proposes SCANet, a design-for-trust technique
for DNNs against reverse engineering-based adversarial at-
tacks, which leverages the thermal drift in superparamagnetic
MTIs (s-MTJs). We demonstrate that designing the synaptic
weights of the DNN with s-MTlJs is conclusively better than
the prior memristor-based approaches.

So far, there has only been one work that describes the
prevention of model replication attacks on crossbar array-
based NNs, by using the conductance drift in memristors [24].
We present the first attack models to break the security
primitives proposed in [24]. We show that, by lowering the
input voltage magnitude, it is possible to decrease the rate
of conductance drift in memristors, thus, allowing an attacker
to easily replicate the NN. However, the thermal conductance
drift in s-MTJs is temporal rather than based on the number
and magnitude of inputs applied, hence, rendering such attacks
ineffective.

The primary contributions of this work are as follows.

1) We design SCANet as a robust defense against model
replication attacks by employing the thermally-induced
superparamagnetic switching phenomenon, which can-
not be controlled externally.

2) We explore three different DNN architectures and study
their efficacy concerning metrics like maximum accu-
racy degradation, non-linearity, number of stochastic
weights required, and power consumption for weight
update.

3) We benchmark the three architectures in terms of their
refresh energy and power, and consider their trade-offs
concerning power consumption and security afforded.

4) We highlight practical applications of SCANet in pro-
tecting an object detection IP against reverse engineer-
ing.

5) We conduct a thorough analysis of various attack vec-
tors against SCANet, including temperature-, bias- and
reliability-based attacks, transfer learning, logic removal
attacks, etc., and suggest suitable counters.
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Fig. 2: MTJ device structure and resistance states. The resistance across the
MT]J is low (high) when the magnetic moments of the fixed and free layers
are parallel (anti-parallel).

The organization of the paper is briefly described next. We
explain the working of s-MTJs in Section II and elucidate
the different DNN architectures explored for preventing model
replication attacks in Section III. Section IV illustrates the
impact of s-MTJ synaptic weights on the recognition accu-
racy of DNNs, trained on MNIST and CIFAR-10 datasets.
The advantages of the proposed technique are highlighted in
Section V, while Section VI discusses the potential attack
methodologies on SCANet, followed by concluding remarks.

2. SUPERPARAMAGNETIC MTIJs

An MTJ consists of two ferromagnetic layers, composed
of materials like Fe, Co, CoFeB, etc., separated by a thin
tunneling barrier, which is typically an oxide like MgO or
AlsO3 [29]. One of the two magnetic layers is a highly
coercive hard magnet, and hence, its magnetization direction
is fixed. This is known as the fixed layer of the MTIJ. The
magnetization of the other magnet can be switched between
two basins of equilibria, using external magnetic fields [30] or
spin-polarized currents [31]. This layer is called the free layer
of the MTJ. The MTJ can be in one of two resistance states,
depending on the fixed and free layers’ relative orientation. If
both the layers have their magnetization pointing in the same
direction, the MTJ exhibits low resistance. On the other hand,
if their magnetizations are aligned opposite to each other, then
the MTIJ is in a high resistance state. These states of an MTJ
are illustrated in Fig. 2.

2.1. Néel Relaxation

In a conventional MTJ memory, the magnetization of the
free magnet is thermally stable and does not switch with-
out any external impetus (field or current). This is because
the energy barrier between the two stable basins, E, =
1/2pu0MsHgV, is too high to surmount with just thermal fluc-
tuations (see Fig. 3). Here, Mj is the saturation magnetization,
Hy is the uniaxial anisotropy field and V is the volume of
the magnet. The Néel retention time, or the time for which a
magnet retains its state without thermally flipping to the other
state is given as [32]

b
= — 1
™ To €Xp kB T, ( )
where kg is Boltzmann’s constant, 7' is the temperature and
Tp is the attempt period of the material. With large Ey of 40x
the thermal energy kg1 [33], the retention time of typical
non-volatile memories is 10 years or more.

E, > 40kgT : Stable Magnet
E, <25kgT : Thermal switching

- ~

Fig. 3: Energy barrier (Ey) of the free magnet in a two-well model. When FE,
is more than 40 kg T, then the retention time ~ 10 years. Here, kgT" represents
the thermal energy. However, if the E}, is less than 25 k7', the magnets tend
to show stochastic switching due to thermal noise.

State

Ok e - L
0 200 400 600 800

Time (ns)

1000

Fig. 4: Stochastic switching of a superparamagnet with an Ey, of 9 kgT’, over
time.

However, the Ey of the free magnet can be reduced, either
However, the E} of the free magnet can be reduced, either
through materials engineering to obtain a small Mg and Hg
or by shrinking the volume of the magnet. For some materials
like CoFeB and Permalloy, when the dimensions of the magnet
are in the order of hundreds of nm, the Ey will only be
a few kgT'. This implies that a small enough free magnet
can flip stochastically due to the thermal energy, as shown in
Fig. 3. Generally, such a stochastic switching phenomenon is
observed for E, less than 25 kgT [34]. Note here that, when
the free magnet is sufficiently small, it will exist in a single
domain state [35], and therefore can carry a net magnetic
moment without any applied field. Such nanomagnets, with
Ey in the order of kg7 are known as superparamagnets.

The stochastic evolution of the magnetization state of a
superparamagnet (Ey, =9 kgT') over time is shown in Fig. 4. In
the figure, the two states “0” and “1” denote the stable states
of the magnet. It can be seen that the magnet, after a short
retention time, starts to show stochastic switching between the
two states. It is known from prior research that this switching
does not follow any predictable pattern, and therefore the
MTJs designed with these superparamagnets are also used to
construct true random number generators [36], [37].

The impact of Ey and the operating temperature on the
retention time of the superparamagnet is shown in Fig. 5.
Here, over a time, the percentage of magnets that flipped
from their initial state to a different final state is plotted.
The time that it takes for approximately 50% of the magnets
to flip can be seen as a measure of the retention time of
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Fig. 5: Plot of percentage of magnets that have flipped from their initial value
as a function of time for (a) different Ey values at T = 300 K, and (b) for
different temperatures with Ej, = 9 kgT'. The sample space for the simulation
consisted of 10,000 nanomagnets.
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TABLE I:
Simulation parameters used for the superparamagnet
Simulation parameters Values
Saturation magnetization, Mg 10000 A/m
Uniaxial energy density (Ky) 7000-12000 Jm—3
Gilbert damping constant () 0.01
Volume of magnet 60 x45 x2nm?
Temperature 300K
Energy barrier (E) ~ 9-15 kgT

the magnet. From Fig. 5(a), we can infer that the retention
time of the nanomagnet is higher when the Ej is higher.
Fig. 5(b) highlights the fact that temperature is also a critical
factor, with larger retention times achieved at lower temper-
atures. All the simulations of the superparamagnets shown
in this paper are based on the stochastic Landau-Lifshitz-
Gilbert-Slonczewski (s-LLGS) equation [38] for monodomain
nanomagnets, with simulation parameters listed in Table I.
This is a well known mathematical model describing the
temporal evolution of nanomagnetic moments and has been
found to accurately model s-MTJ devices [39]. The physics-
based s-LLGS implementation used in this work [38] has been
rigorously tested and benchmarked against results from the
NIST-standard micromagnetic tool OOMMEF [40], as well as
SPICE models. More information on s-MTJs is provided in
the section I of the supplementary document.

2.2. s-MT] synapse structure

The structure of the s-MTJ device used in our analysis, with
a superparamagnetic free layer, is depicted in Fig. 6. Here, the
state of the superparamagnet also determines the state of the s-
MT]J. That is, when the magnetization of the superparamagnet
switches stochastically, the resistance of s-MTJ device will
also switch stochastically between the high and low states.
Note here that weights implemented using s-MTJs have to
be refreshed periodically, on a time scale smaller than the
retention time, for proper functionality.

A table comparing the properties of different types of
memory elements discussed in this work, namely s-MT]Js,
MTIJs and memristors, is shown in Table II.

3. NEURAL NETWORK ARCHITECTURES

Crossbar arrays aiding the vector-matrix multiplication
(VMM) in hardware NNs can be implemented using several
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Fig. 6: s-MTJ device structure. Here, the free layer is composed of a
superparamagnet. Therefore, the state of the s-MTJ switches stochastically
with the superparamagnet.

TABLE II:
Comparison between different memory elements
Memristors MTJs s-MTJs
No of states High 2 2
Energy
consumption > 10pJ [41] > 10pJ [41] ~ 101J [42]
per operation
Retention time 10 years [41] 10 years [41] O(ns)
MNIST
inference > 90% > 90% > 90%
accuracy

architectures. This section describes three such architectures
for the SCANet framework, which afford varying degrees
of protection against replication attacks and have different
trade-offs for power dissipation during weight update. These
architectures, used in our further analyses, are shown in Fig. 7.
A more exhaustive explanation of the implementation details
of these architectures is provided as supplementary material,
for interested readers.

3.1. Architecture 1: Multi-level neural network

Figure 7(a) represents one layer of a conventional NN [43],
which can be constructed with emerging memory devices
like RRAM, PCM or MTIJ. The current through the crossbar
array will implement the VMM between the synaptic weights
and the input. The inherent problem here is that the weights
of a NN can be both positive and negative, whereas the
of a NN can be both positive and negative, whereas the
conductance of these emerging memories can only be positive.
Therefore, to avoid this complication, two crossbar arrays are
used. The negative weights are implemented in the crossbar
array connected to the negative terminal of the sense amplifier
(SA). In contrast, the crossbar array connected to the positive
terminal is used to represent the positive weights. Here, the
SA is part of the neuron circuit.

If s-MTlJs are used to implement these synaptic weights,
after a finite time, the NN will stop providing a correct
response, making replication attacks unfeasible. The synaptic
weights of NNs with this architecture can be multi-valued.
Therefore, this architecture will be referred to as multi-level
NN architecture, hereafter.

3.2. Architecture 2: Binary neural network

In contrast to RRAM and PCM, which exhibit continu-
ous resistance variation, MTJs display only binary resistance
states. For such binary systems, the architecture shown in
Fig. 7(b) is better suited [44]. Here, the network is imple-
mented such that the complete information is embedded within
the crossbar array Wy connected to the negative terminal of
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Fig. 7: Neural network architectures studied for preventing replication attack:
(a) multi-level neural network, (b) binary neural network and (c) stochastic
input neural network.

the SA. All the MTJs connected to the positive terminal are
preset to the low resistance state. NNs with this architecture
requires fewer MTJ crossbar junctions and are therefore more
area-efficient than multi-level NNs.

Again, if s-MTJs are used in the array connected to the
negative terminal, replication attacks can be hindered. How-
ever, using s-MTJs in the positive array may not yield many
advantages as the attacker might already know that these MTJs
are preset to the low resistance state. As this NN architecture
can only be used with synaptic weights constrained to +1 or -1,
this architecture will be referred to as binary NN architecture
for the rest of this paper.

3.3. Architecture 3: Stochastic input neural network

The architecture in Fig. 7(c) is explicitly designed to reduce
the power consumption during weight refresh while main-
taining immunity against replication attacks. Here, the inputs
are first randomized through stochastic input (SI) blocks, and
the outputs of these blocks are fed to the NN. W7 and W
denote the crossbar arrays connected to the SA’s positive and
negative terminals, respectively. The SI block consists of a
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Fig. 8: Recognition accuracy obtained on the MNIST dataset vs. the number
of 1/O pairs used for training.

2:1 multiplexer. The output of the multiplexer can be Vi, or
—Vin depending on the resistances of the s-MTJs, Ry and
Ry nvrr2. With the temporal drift in these MTJ resistance states,
the NN’s input will gradually get corrupted.

During the programming phase of the s-MT]Js, the SI blocks
can be configured to provide either —V;, or Vi, as input to the
NN. This configuration will be done randomly and hence will
be unknown to the attacker. Consider, for instance, that the
s-MT]Js in the SI block connected to W; are programmed to
generate -Vi,. The MTJs in the row of W connected to this
SI block will represent negative weights, whereas the MTJs
in the row of W5 connected to this SI block will represent
positive weights. The vice-versa applies if the s-MTlJs in the
SI block is programmed to output Vj,. Hereafter, Architecture
3 is referred to as stochastic input NN architecture.

4. RESULTS

To reiterate, the primary motivation of this work is to protect
DNNs from model replication attacks while minimizing the
power overheads incurred. Model replication attacks work on
the premise that if the attacker has sufficient I/O responses
of the DNN, they can use learning algorithms to converge to
the correct weights [23]. This has been illustrated in Fig. 8,
which shows the relationship between the recognition accuracy
obtained on the MNIST dataset and the number of I/O pairs
used for learning. It can be seen that, with less than 300 I/O
pairs, the attacker can replicate a DNN designed on MNIST
dataset with more than 70% recognition accuracy. Therefore,
it is crucial to impede the attacker from repeatedly querying
the DNN hardware after gaining access to the system.

4.1. Multi-level neural network

Implementing all the weights in Fig. 7(a) with s-MTJs will
result in stochastic variation, thus degrading the recognition
accuracy drastically after a finite amount of time. This is
highlighted in the results on the MNIST and CIFAR-10
datasets shown in Fig. 9. From Fig. 9(a), we see that the
recognition accuracy (initially high) decreases to ~10% with
time, for Fp= 9-12 kgT. Figure 9(b) shows the number of s-
MT]Js in the crossbar array that has switched from their initial
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Fig. 9: (a,c) Recognition accuracy and (b,d) s-MT]J state variation over time
observed on multi-level DNN, designed to operate on MNIST and CIFAR-
10 datasets, respectively. Here, all the weights are implemented using s-
MTIJs. Number of weights in the DNNs operating on MNIST and CIFAR-10
datasets are 476,400 and 28,044,032, respectively. The analysis is repeated
with different F}, values for the s-MTJs.

state over time. The total number of s-MTJs in this MINST-
trained DNN is 476,400. We note that a superparamagnet has
a 50% probability of flipping from its original state after an
arbitrary time. Given that all the weights in this network are
s-MT]J-based, the steady-state value for the % of total weights
that have undergone a change after a long time is ~50%.

Naturally, the accuracy degradation and thermal switching
are more pronounced when the Ej, of the s-MTJs is lower.
It can be inferred that the recognition accuracy decreases
with the increasing number of s-MTJs that have deviated
from their initial state. We note that the recognition accuracy
comes down to ~10% when approximately half of the s-
MT]Js have switched stochastically. From Fig. 9(a,b), it can
also be observed that the time taken for the accuracy of the
DNN to decrease can be controlled by varying the Ej, of the
nanomagnets used in the s-MTJs. Larger F, results in longer
retention times for the nanomagnets, which causes a slower
rate of accuracy degradation in the DNN. All the features, as
mentioned above, are also applicable for the analysis of the
CIFAR-10 dataset, shown in Fig. 9(c,d).

Under normal operation, when the system is not under
attack, it is essential to reprogram the s-MTJs that have flipped
attack, it is essential to reprogram the s-MTJs that have flipped
from their initial state, to maintain the expected accuracy.
Before the accuracy drops below that threshold, the synaptic
weights can be updated, if device is in normal operation mode
and not under attack. An authentication check is performed to
ensure that the system is not under attack, and an all-clear
signal is generated if the check is successful. The weight
update proceeds only upon the receipt of the all-clear signal.
This scheme is showcased in Fig. 10, where a failed authen-
tication results in accuracy degradation, however, a successful
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Fig. 10: Accuracy plots of s-MTJ based neural network. Here, we have shown
the cases of both successful authentication and failed authentication. When
there is no attack on the neural network, the accuracy will remain high.

authentication maintains a minimum accuracy of ~90%. The
actual hardware implementation of the authentication check
can be realized by leveraging cryptographically secure mesh
structures [45], or resistance/capacitance sensor arrays [46],
[47]. Active shield structures such as those demonstrated
in [45] can sense invasive probing and tampering attacks. A
mesh shield over the input/ output terminals of the s-MTJ
crossbar array can be used to thwart the attacker from querying
the DNN. As soon as the attacker attempts to apply an input
through external leads, the data bit sequence through the mesh
wires will get altered, thus detecting the incursion.

For the MNIST-trained DNN considered in Fig. 9, a large
number of s-MTJ weights have to be refreshed periodically,
which requires a substantial amount of current to be drawn
from the supply. This increases power consumption and can
also significantly affect the reliability of the chip due to elec-
tromigration and IR-drop effects [48]. So it becomes essential
to identify methods for reducing the number of s-MTJs that
need to be updated at any given time. Next, we explore some
of these techniques along with other factors that may affect
the accuracy degradation in the DNN. It will be shown that,
s-MTJs only in one layer of the DNN is sufficient to make
the output of the stochastic. This allows for the majority of
the memory elements to be implemented using conventional
non-volatile MTJs that do not require frequent weight update.

4.1.1. Random distribution of s-MTJs: To lower the power
dissipation expended during weight refresh, we consider only
a fraction of the weights in the DNN to be composed of s-
MTJs. We refer to this as the partial stochastic configuration,
as opposed to the fully stochastic configuration before. These
s-MTJ-based weights are randomly distributed across the
multiple layers of the DNN, and the rest of the weights are
implemented with stable MTJs. The DNN is trained on the
MNIST dataset. We can see from Fig. 11(a) that, even with
just 80% of the weights implemented using s-MTJs, the neural
network accuracy drops to 10%, with time. From Fig. 11(a,b),
it is also worth noting that, approximately only 4% and 10%
of the s-MTJ-based weights (where s-MTJs account for 80%
of all weights) have switched from their initial states, before
recognition accuracy drops below 90% and 80%, respectively.
Hence, during normal operation, only 4%-10% of the weights
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Fig. 11: (a) Recognition accuracy and (b) s-MTJ state variation over time
observed on multi-level DNN designed to operate on MNIST dataset. Here,
only a fraction of weights are implemented using s-MTJs, and these are
randomly distributed throughout the network. The analysis is repeated with
varying percentage of total weights implemented using s-MTJs.

need to be updated periodically, and the rest of the weights
need to be programmed only at the beginning of the operation.
For this reason, it makes sense to design most of the s-MTJs
with larger retention times (higher Fy). In this way, the number
of weights that need to be updated during normal operation,
at any given time, can be reduced.

4.1.2. Specific placement of s-MTJs: In contrast to the
previous sub-section, where s-MTJs were placed randomly
throughout the DNN, we could also allocate them to specific
layers where they are likely to have a larger impact on the
accuracy degradation, and hence, the overall security of the
scheme. To identify these specific regions for the placement
of s-MTJs, we conduct a study on an MNIST-trained DNN.
The results of this study are shown in Fig. 12, where we can
see that the accuracy of the network drops to 10% even with
s-MTJs used only in the second layer. Placing s-MTIJs only
in the first layer results in the same accuracy degradation.
However, the total number of weights in the second layer is
significantly lower than the first layer, implying fewer s-MTJs
to be implanted, and therefore lower power consumption. From
Fig. 12(a,b), we also observe that using s-MTJs only for
the weights in the positive crossbar array does not result in
adequate accuracy degradation or weight change. Results of
similar analysis on CIFAR-10 dataset, shown in Fig. 13, also
substantiate the fact that accuracy degradation can be achieved
with s-MTJs used in only one layer of the DNN.

4.1.3. Impact on non-linearity: Although the selective
placement of s-MTlJs, as described in Sec. 4.1.2, achieves
accuracy degradation while lowering the weight refresh cost,
the although the selective placement of s-MTJs, as described
in Sec. 4.1.2, achieves accuracy degradation while lowering
the weight refresh cost achieves accuracy degradation while
lowering the weight refresh cost aaaaaaaaaaaaaa aaaaaaaaaa,
the rate of accuracy degradation or non-linearity is an im-
portant metric to be considered as well. Here, we define the
non-linearity in the waveform as the ratio of the slopes of the
recognition accuracy during the decrease from 90% to 50%
with the initial slope, as shown in Fig. 14. A higher non-
linearity implies that the recognition accuracy remains high
for a larger amount of time, followed by a sharper descent.
Implanting s-MTJs in only one layer of the DNN may not
be sufficient to achieve the required non-linearity. Comparing
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Fig. 12: (a) Recognition accuracy and (b) s-MTJ state variation over time,
observed on the MNIST-trained multi-layer DNN when s-MTJs are used to
implement weights only in specific regions of the DNN.
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Fig. 13: Recognition accuracy variation over time when s-MTJs are used (a)
only in a particular layer and (b) only in first layer (convI) of the multi-level
DNN, designed to operate on CIFAR-10 dataset.

Fig. 13 and Fig. 9(c), we can see that the non-linearity in the
accuracy waveform is higher with s-MTJs in all the layers.
4.1.4. Significance of number of layers: Next, we examine
the effect of the number of layers in the DNN on the rate of
thermally-induced accuracy degradation in an MNIST-trained
network. Here, all the weights are implemented using s-MTJs.
As shown in Fig. 15, the recognition accuracy decreases more
sharply (higher non-linearity) with a larger number of layers
in the DNN. Multiplying two non-linear functions results in
a product with even more non-linearity. Similarly, the non-
linearity caused by one layer of the DNN, when passed to
the next layer, amplifies the non-linearity [24]. Therefore, the
larger the number of layers, the larger the non-linearity.
4.1.5. Significance of number of neurons in a layer:
Figure 16 shows the variation of recognition accuracy with
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Fig. 14: Method used to quantify non-linearity in the waveform. It is defined
as the ratio of slope during the decrease from 90% to 50%, with the initial
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T=300K —— Layers=2

—— Layers=3
2081 Layers=4 1 208
g —— Layers=5 g
8 06 1 3 0.6
1= -
< Eb—14kBT 2
° o
S o4 o4
© © ——Layers=2
£ £ -
S 02 5 oo —Lavers=3
b4 z ——Layers=4
—— Layers=5
0.0 0.0 L L L L
200 400 600 800 1000 0 200 400 600 800 1000
Time (ns) Time (ns)
(a) (b)

Fig. 15: Recognition accuracy variation observed on multi-level DNN with
different number of layers, designed to operate on MNIST dataset. The
analysis was done using superparamagnets with (a) F, = 14kgT and (b)
Ey, = 15kgT.

time of two-layer DNNs with a different number of neurons
in the intermediate layer. We see that the recognition accuracy
on the MNIST dataset starts dropping earlier when only 100
neurons are present in the intermediate layer. With less number
of neurons within a layer, the number of synaptic weights will
also be low. This means that a change in the state of even one
of those weights can have a larger impact on the recognition
accuracy of the DNN. This is the reason for the early decrease
in recognition accuracy with a lesser number of neurons in
a layer. However, the non-linearity in the waveform is larger
when there are more number of neurons. Minimum recognition
accuracy is found to be achieved by all the networks at
approximately the same time.

The variation of the non-linearity metric with the number
of layers in the DNN and the number of the neurons in the the
variation of the non-linearity metric with the number of layers
in the DNN and the number of the neurons in the intermediate
layer is tabulated in Table III.

4.1.6. Significance of temperature: With a reduction in
temperature, the thermal energy decreases, and therefore the
time taken for the nanomagnets to flip their state (retention
time) increases. This results in a slower rate of decrease in
recognition accuracy with a decrease in temperature. This can
also be verified from the analysis shown in Fig. 17, for an
MNIST-trained DNN.
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Fig. 16: Recognition accuracy variation over time for a two-layer multi-level
DNN designed to operate on the MNIST dataset. The analysis was performed
by varying the number of neurons in the intermediate layer.

TABLE III:

Non-linearity in recognition accuracy variation over time for different
neural networks

No. of Non- No. of intermediate Non-
layers linearity neurons linearity
2 1.28 100 1.67
3 2.05 300 223
4 5.61 1000 3.94
5 6.48 2000 4.02

4.2. Binary neural network

The analysis in Sec. 4.1 is repeated for the binary DNN
architecture of Fig. 7(b), and the results are presented here.
Figure 18 highlights the evolution of recognition accuracy and
s-MT]J state variation over time for binary DNNs designed for
MNIST and CIFAR-10 datasets. This considers a fully stochas-
tic Wy crossbar array, where all the weights are implemented
using s-MTJs. However, since there is only one programmable
crossbar array, in this case, the number of stochastic weights
that require periodic update is half of that of the multi-level
DNN architecture.!

For the partial stochastic configuration, where s-MTJs are
implanted randomly across Wy, the corresponding results are
implanted randomly across WYy, the corresponding results are

'Number of s-MTJ-based weights here are 238,200 and 14,022,016 for the
MNIST- and CIFAR-10-trained networks, respectively, and ~50% of them
switch after arbitrary time, as shown in Fig. 18(c,d).
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Fig. 17: (a) Recognition accuracy and (b) s-MT]J state variation over time on
multi-level DNN for MNIST dataset operated at different temperatures.
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Fig. 18: (a,c) Recognition accuracy and (b,d) s-MT]J state variation over time
observed on binary DNN, designed to operate on MNIST and CIFAR-10
dataset, respectively. Here, all the weights are implemented using s-MTJs.
The analysis is repeated with different Ey, values for the s-MTJs.

100 T T T T
E,=12kgT  T=300K
80} ——50% s-MTJs 7
——70% s-MTJs
§ 60k ——90% s-MTJs
; —— 100% s-MTJs
Q
IS
5 40t
[S]
Q
<
20+
0 1 1 1 1
0 200 400 600 800 1000
Time (ns)

Fig. 19: Recognition accuracy variation over time, observed on binary DNN
for MNIST dataset, when only a fraction of weights are implemented using
s-MTlJs. The s-MTJs are randomly distributed throughout the network. The
analysis is repeated by varying the percentage of s-MTJ-based weights.

implanted randomly across Wy, the corresponding results are
implanted randomly across WYy, the corresponding results are
shown in Fig. 19. It is seen that, for an MNIST-trained binary
DNN, implementing just 70% of the weights in Wy using s-
MT]Is is enough to achieve a minimum recognition accuracy of
~10%. This is better than the case in Fig. 11(a), and therefore,
an s-MTJ-based binary DNN will consume less power during
weight update than an s-MTJ-based multi-level DNN.

With the multi-level DNN and binary DNN being similar
in all aspects except for the number of s-MTJs required, the
rest of the results showcased for multi-layer DNNs in Sec.
4.1 are also valid for binary DNNSs. For instance, the analysis
in Fig. 13, repeated for binary DNNs in Fig. 20, provides
the same insights, albeit with different non-linearity. We note
here that one drawback of the binary DNN architecture entails
higher susceptibility to process variation-induced error. Since
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Fig. 20: Recognition accuracy variation over time, when s-MTJs are used (a)

only in a particular layer and (b) only in first layer (convl) of the CIFAR-10-
trained binary DNN.

it possesses only one programmable crossbar array in a single-
ended fashion, process variations might limit the maximum
achievable recognition accuracy, in the absence of thermal
weight drift [44].

4.3. Stochastic input neural network

Figure 21 presents the time evolution of the recognition
accuracy and s-MTJ state variation for a stochastic input
DNN, trained on MNIST and CIFAR-10 datasets.> The main
advantage of this DNN configuration is that the number of
s-MTJs that need to be updated periodically is significantly
smaller compared to the previous two networks. The number
of s-MTIJs required here is twice the number of components in
the input vector. Therefore, with 28 x28-sized MNIST images
and 32x32x3-sized CIFAR-10 images, the number of s-MTJs
for the MNIST-trained DNN is 28x28x2 = 1568, and that
for CIFAR-10-trained DNN is 32x32x3x2 = 6144. From
Fig. 21(b), we can see that stochastic input DNNs require
about 100x and 200x less number of weight refresh opera-
tions than binary DNNs and multi-level DNNs, respectively.
However, even with very few s-MTJs to be updated, the
network’s accuracy still drops to 10% with time. The pitfall
of these stochastic input DNNs is that the non-linearity in the
recognition accuracy waveform is not easily augmented.

4.4. Benchmarking and Comparison

Here, we benchmark the three DNN architectures explored
for the SCANet framework in terms of their energy and power
consumption for updating the stochastic weights. For the
purposes of this benchmarking, we consider DNNs trained
on the MNIST dataset only. Recall that when any s-MTJ-
based DNN resumes operation after an arbitrarily long time,
half of it’s s-MTJs will be in incorrect states and have to be
reset before the next processing cycle. The energy required for
resetting these s-MTJs is denoted as “reset energy.”

Under non-attack conditions (regular operation), the s-MTJs
that switch to an incorrect state need to be regularly refreshed
to maintain the minimum required recognition accuracy. The
energy required for this update process is defined as the

2The rest of the simulations shown for the previous networks, including
partial stochastic configuration and specific placement of s-MTJs in layers,
are not applicable for this architecture.
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Fig. 21: (a,c) Recognition accuracy and (b,d) s-MTJ state variation over
time, observed on stochastic input DNNs designed to operate on MNIST

and CIFAR-10 datasets, respectively. The analysis is repeated with different
Ej, values for the s-MTIJs.

“refresh energy.” To calculate these metrics, we assume the
minimum required recognition accuracy to be 80%, and the
energy needed for updating the state of one s-MTJ to be 4.5
fJ [42]. The radar plot in Fig. 22 illustrates the benchmarking
of the (i) reset energy, (ii) the refresh energy, and (iii) the
power consumed in the refresh operation at three different F,
values, for the three DNN architectures. Depending on the
FEy, of the s-MTlJs used, the time period between each refresh
operation will be different, and therefore the average power
consumed for the refresh operation will also vary. As expected,
the larger the Ey of the magnet, the smaller the average power
consumed for a refresh operation.

From the numbers in Fig. 22, we can see that refreshing
the s-MTJ weights is much less energetically prohibitive in
stochastic input DNNs compared to the other two networks.
In Fig. 22, the refresh power calculation assumes that the
minimum required recognition accuracy is 80%. In Table V,
the energy and power consumption for different accuracy
thresholds are tabulated. From the table, it can be seen that the
power consumption does not increase much with the increase
in accuracy threshold. Keeping a higher accuracy threshold
implies that the weights of s-MTJs have to be updated more
frequently. However, achieving a higher accuracy threshold
also involves reducing the total number s-MTJs (hence less
weights will deviate from their initial state) and therefore the
energy consumption for a single update cycle is less.

Refresh latency can also have an impact on the overall
performance of the DNN when the number of s-MTIJs to
be updated is large. When more number of weights have to
be refreshed, more time has to be allocated for the refresh
operation and less time is left for the operation of the DNN
itself. This is illustrated with an example in section II of the
supplementary section. A detailed comparison of the features

IEEE TRANSACTIONS ON NEURAL NETWORKS AND LEARNING SYSTEMS

Refresh power @
E, =15k, T (mW)

[ | Binary DNN

DNN

[ | Multi-level DNN

Stochastic input

Reset energy (p])

Refresh power @
E, =14 k,T (mW)

> 0 Refresh
energy (pJ)

Refresh power @
E, =12k, T (mW)

Fig. 22: Benchmarking plot for the weight refresh energy and power con-
sumption of the three DNN architectures. Operating temperature T = 300K.

TABLE 1IV:
Comparison between the three neural network architectures

Multi-level

Stochastic input

DNN Binary DNN DNN
Weights to Hi Med‘““? (~0.5%
be updated igh multi-level Low
DNN)
Refresh High Medium Low
power
Refresh High Medium Low
latency
Cannot be
Augmented by Augmented by augmented
Non- . - . . .
linearity increasing layers increasing layers (s-MTlJs present
of s-MTJs of s-MTJs only in one
layer)
Resistant _Suscepnme Resistant
. (information . .
Process (symmetry in the . (manipulation
I . . stored only in .
variation differential only in input
architecture) Wh crossbar) layer)
[44]
TABLE V:

Impact of accuracy threshold on refresh power consumption. Analysis
is done on a three-layer DNN with s-MTJs implemented only in the output
layer.

Accuracy E, =12kgT E, = 14kgT

threshold Energy Power Energy Power
959 0.68pJ  32.754W  0.39pJ 5.27 uW
90% 1.26 pJ 28.04 uW 1.01pJ 5.25 uW
85% 1.46pJ 27.83 uW 1.28pJ 4.82 uW
80% 1.46pJ 27.83 uW 1.38pJ 4.68 uW
70% 1.99pJ 27.96 uW 2pJ 4.38 uW

of the three architectures is elucidated in Table IV.

5. ADVANTAGES & APPLICATIONS

In this section, we demonstrate the key differences and
advantages of SCANet over prior work, which leverages mem-
ristors [24]. We limit the comparison to [24] since it is the
only prior work that focuses on resistance drift in emerging
NVM-based NNs. We also present a case study highlighting
a practical application of our scheme in image processing.
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Fig. 23: Error rate variation with the number of input patterns applied on a
memristor-based NN implemented using (a) naive architecture and (b) revised
architecture. The two architectures studied for preventing replication attack
was presented in [24]. The analysis given here was performed with different
input voltage range.

5.1. State change without input

One of the significant advantages of using s-MTJs for
weights is that the state of an s-MTJ can switch thermally,
without any applied input voltage. Hindering this phenomenon
might be intractable for the attacker, as will be seen in
Sec. 6.1. However, this is not the case with memristor-based
implementations, which exploit the obsolescence effect [24].
The resistance drift of memristors due to the obsolescence
effect is dependent on the magnitude of the input voltage; the
larger the magnitude of input voltage, the larger the resistance
larger the magnitude of input voltage, the larger the resistance
larger the magnitude of input voltage, the larger the resistance
larger the magnitude of input voltage, the larger the resistance
larger the magnitude of input voltage, the larger the resistance
larger the magnitude of input voltage, the larger the resistance
larger the magnitude of input voltage, the larger the resistance
drift. It is this resistance drift that causes the increase in the
error rate of the memristor-based DNN. An advanced attacker
might be able to gain sufficient I/O pairs by simply scaling
down the input voltage applied to the DNN.

The results shown in Fig. 23 illustrate this input scaling
attack. Here, the inputs applied to the DNN are gradually
scaled down from 1V. The experiment is repeated for both the
architectures described in [24]. From Fig. 23, we can conclude
that, for a given error rate threshold, the number of I/O pairs
obtained can be increased by scaling down the input voltages
applied to the DNN.

Therefore, if the applied voltage to the memristors can be
kept in the range of O(mV), the input-induced resistance drift
can be minimized, and only the negligible Néel retention
drift will persist. In contrast, the temporal drift in s-MTJ
resistance caused by thermal effects is inevitable and far more
pronounced. The error rate of the s-MTJ based multi-level
DNN is shown in Fig. 24. In this figure, we have assumed that
a new input pattern is processed every 1 ns. In case of s-MTIs,
the temporal state change due to thermal energy occurs even if
no input is applied. Therefore, if the input pattern is processed
slower, only few number of patterns can be processed within
a given error rate threshold.

From Fig. 24, we can see that, if the input pattern is
applied every 1ns, with £}, =15kgT, the error rate decreases
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Fig. 24: Error rate versus number of input patterns of s-MTJ based neural
network assuming a new input pattern is provided every 1 ns.

gradually. Therefore, the attacker might be able to obtain
sufficient number of input patterns for replicating the neural
network. However, with magnets of lower energy barrier used,
the error rate increases faster and thus the attacker fails to
obtain sufficient number of I/O pairs. Hence, the recommended
FE, for the s-MTJ considered is <12kg71’, which can be
controlled by the designer.

5.2. Control over the rate of accuracy degradation

The FE), of superparamagnets is not only material-dependent
but also depends on the magnet’s volume (see Sec. 2). There-
fore, it is possible to modify the Ey of the superparamagnetic
weights during fabrication, thereby controlling the rate of
accuracy degradation in the DNN.

5.3. Control over the memory elements to be updated

Using a mixture of s-MTJs and conventional stable MTIJs
for implementing the synaptic weights in the DNN, one can
control the number of weights that need to be updated peri-
odically (see Sec. 4.1.1). This not only helps in reducing the
power consumption but also curtails the reliability issues due
to IR drop and electromigration violations. The obsolescence
effect in memristors does not afford this level of control.
Hence, memristor-based NNs would require a large number
of memory elements to be updated at a given time. This could
be a bottleneck while designing DNNs, which can have more
than a hundred million synaptic weights.

5.4. Case study: Object detection

We exhibit the efficacy of SCANet using an image process-
ing example. Figure 25 shows the impact of thermally-induced
weight degradation on a DNN designed for object detection. A
single shot multibox detector is used for the object detection
application [49], with an image from the PASCAL VOC
dataset [50]. The DNN correctly identifies the object within
the image as an airplane, in the absence of weight degradation.
However, when the same DNN is constructed with s-MTJ-
based weights, it cannot identify the object correctly due
to weight drift. Note here that we consider the multi-level



architecture (with s-MTJs in only one layer) for the detector.
The total number of weights is 549,812,984,192, out of which
774,144 are implemented with sMTJs to obtain Fig. 25(b).

6. ATTACK VECTORS & DEFENSES

In this section, we discuss the possible attack vectors for
SCANet and the safeguards against them.

Threat Model: We consider a threat model similar to the
military drone example in Fig. 1. The design house, foundry,
test facility, and end-user are considered trusted entities within
this military hardware framework. The attacker is someone
outside the supply chain who manages to gain unauthorized
access to the DNN via hardware theft. We assume that this
attacker’s motive is to reverse engineer the DNN in the
military hardware through model replication attacks and that
she/he possesses complete knowledge of the security measures
implemented in the hardware. We also assume that the weight
update process in the DNN is completely secure, with the
attacker unable to identify the individual state to which each
memory cell is programmed.

6.1. Reduction of temperature

Arguably, the most effective attack against s-MTJ crossbar
array-based DNNs would be one that leverages the manipula-
tion of temperature. If the attacker can somehow reduce the
operating temperature, then the stochastic weight corruption
and the corresponding recognition accuracy degradation can
be inhibited. This is evidenced by the results in Fig. 17. At a
temperature of 100K, the recognition accuracy decreases only
by a small amount. Therefore, the attacker can collect enough
I/O pairs to conduct a replication attack.

However, the major challenge for the attacker here would
be to cool the system before the states of all the s-MTJs start
changing. In the practical scenario of a captured drone, this
only affords a few nanoseconds from the moment of capture
to the onset of weight corruption. After detecting capture,
the drone can stop the weight refresh operation immediately,
thereby rendering such a temperature-based attack futile.

6.2. Transfer Learning

Transfer learning is a well-known method used by NN
designers when the amount of data available for training is
small. It involves using a NN that was already extensively
trained with a sufficiently large dataset. In this pre-trained
NN, only the last layer’s weights are updated based on the
new learning algorithm. Using this technique, the designer can
develop NNs with reasonable accuracy, even with a limited
training dataset.

Figure 26 illustrates the impact of transfer learning. Recog-
nition accuracy variation vs. the number of training images
used is shown for two different two-layer DNNs. The first
DNN consists of weights that were randomly initialized before
training, whereas for the second DNN, weights in the first
layer are pre-trained. As seen from the figure, the second
DNN with a pre-trained first layer requires fewer images for
training. Here, the first layer is pre-trained on the MNIST
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(b)

Fig. 25: Object detection (a) without and (b) with weight degradation. The
red, green and white boxes are used to identify aeroplane, bottle and chair,
respectively. With weight degradation, the DNN fails to resolve the object as
an aeroplane, bottle or boat. The image is from the PASCAL VOC dataset, and
the network used is a single shot multibox object detector [49], implemented
using multi-level architecture.
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Fig. 26: Plot to explain the impact of transfer learning. Amount of training
data required for two-layer neural network with pre-trained initial layer is
much less than that for a neural network, with randomly initialized synapse
weights.

dataset. However, as per the concept of transfer learning, even
if the application is not the same, the weights in the initial
layers can be similar, and therefore the number of images
required for training can be reduced [51], [52].

If the attacker uses a pre-trained DNN model, she/he will
have to query the captured drone very few times. However, we
believe that the time interval for the onset of weight corruption,
O(~10 ns), will still be too small to gather sufficient I/O pairs
for a transfer learning-guided attack.

6.3. Reading the states of all the s-MTJs

Serially probing the states of all the s-MTJs in multi-level
and binary DNNs, before the onset of weight degradation is
intractable. Also, performing a parallel probing operation on
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millions of weights is beyond the capabilities of state-of-art
probing equipment.

However, in the case of stochastic input DNNs, the synaptic
weights are not implemented with s-MTJs. So the attacker can
attempt to serially read the states of the entire crossbar array
to recover partial information from the DNN. Nonetheless,
even if the attacker recovers the states of all the MTJ weights,
she/he still has to resolve significant challenges to replicate the
DNN. Without the information on the states of the s-MTJs in
the SI block, the attacker has to guess the correct sequence of
input patterns to be applied to the DNN. We explain this with
an example as follows.

Let Vi,; be one of the elements of the input vector that
is fed to an SI block. Then, the attacker should be able to
predict whether the output of this SI block is Vi,; or —Vip;.
Therefore, if there are N such elements in the input vector
(¢ € {1,...,N}), then the probability of attacker arriving at
the correct solution for the entire array is 2~". The MNIST
dataset consists of 28x28 sized images, and therefore the
number of elements in the input vector is 784. This implies
that, even if the attacker can read the states of all the MTJ-
based weights in the crossbar, the corruption of s-MTJs in the
SI block will afford the attacker a success rate of only 27784,
This probability is very low, and for all practical purposes, can
be ignored.

6.4. Logic Removal

Specifically, for the case of stochastic input DNNs, the
attacker might attempt to remove the SI blocks altogether
and mount an attack on the remaining crossbar arrays. As
mentioned in Sec. 6.3, the crossbar arrays contain only half
the information, and the attacker has a negligible chance of
reverse-engineering the DNN without the knowledge about the
randomized inputs from the SI blocks.

6.5. Leveraging bias in the neural network output

An attacker can exploit bias in the DNN output to deci-
pher operational details. Even if the recognition accuracy has
dropped due to the state change of s-MTlJs, the attacker can
identify the internal functionality if the DNN output shows
bias towards the correct value. After successfully identifying
the network’s functionality, the attacker could combine this
information with limited I/O response data to train a new NN
to acceptable recognition accuracy standards. Therefore, it is
essential to ensure that the DNN is free from output bias.

From Figs. 9, 18 and 21, we can see that there is no such
bias in our DNN output. A DNN designed to operate on the
MNIST dataset has ten possible outputs. Prior to learning, such
a DNN with no bias will produce all the possible outputs with
equal probability. So the expected ideal recognition accuracy
of the system under attack is 10%. Without any state update,
the recognition accuracy for all the DNN architectures will
settle to ~10%, as seen in Figs. 9(a), 18(a) and 21(a). We
also note here that the s-MTJs themselves are fabricated
without any bias, and hence ~50% of all the stochastic weights
will switch randomly after an arbitrary time. Owing to this
stochastic switching behavior, the attacker cannot hope to gain
any information about the initial/ final states of the s-MTJs.

6.6. Reliability of the superparamagnets

Another possible avenue for an attack is to exploit the poten-
tial variation of superparamagnetic properties with time. The
Néel relaxation time of the s-MTJ-based weights will change
with the deteriorating reliability of the superparamagnets. Over
time, if the device properties change enough, causing the Ey
of the superparamagnets to increase, the attacker might obtain
sufficient I/O pairs for replicating the DNN. However, such
an attack hinges on the condition that the drone has been in
commission for a time long enough to cause reliability issues.

7. CONCLUSION

In this work, we show that SCANet, a novel design-for-trust
technique for hardware DNNs, can be used to counter the
reverse engineering of DNNs through the model replication
attack. The synaptic weights, implemented using s-MTJs with
Ey ~9-15 kgT, are shown to undergo uncontrolled thermal
switching according to the Néel relaxation theory, resulting in
severe accuracy degradation in the absence of periodic weight
refresh. Thus, the attacker fails to obtain sufficient input-
output responses from the DNN and cannot steal the protected
DNN model. We conduct our analysis on three different NN
architectures to optimize metrics such as maximum accuracy
degradation, non-linearity, and refresh energy. Our optimiza-
tions yield non-linearity >5, with refresh energy ~71 pJ for
a binary DNN with 238,200 stochastic weights. The refresh
energy can be reduced by order of magnitude to ~0.8 pJ, by
adopting the stochastic input DNN architecture. We perform
detailed benchmarking to identify the trade-offs in power and
security afforded for the three architectures. Further, we de-
lineate the advantages of the proposed technique against prior
work and highlighted use-cases for our protection scheme in
object detection applications. We also exhaustively explore the
various attack scenarios against SCANet and discuss possible
countermeasures.
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