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1 Introduction
1.1 About Cantina
Cantina is a security servicesmarketplace that connects top security researchers and solutionswith clients.Learn more at cantina.xyz
1.2 Disclaimer
CantinaManagedprovides a detailed evaluation of the security posture of the code at a particularmomentbased on the information available at the time of the review. While CantinaManaged endeavors to identifyand disclose all potential security issues, it cannot guarantee that every vulnerability will be detected orthat the code will be entirely secure against all possible attacks. The assessment is conducted based onthe specific commit and version of the code provided. Any subsequent modifications to the code mayintroduce new vulnerabilities that were absent during the initial review. Therefore, any changes madeto the code require a new security review to ensure that the code remains secure. Please be advisedthat the Cantina Managed security review is not a replacement for continuous security measures such aspenetration testing, vulnerability scanning, and regular code reviews.
1.3 Risk assessment
Severity Description
Critical Must fix as soon as possible (if already deployed).

High Leads to a loss of a significant portion (>10%) of assets in the protocol, or sig-nificant harm to a majority of users.

Medium Global losses <10% or losses to only a subset of users, but still unacceptable.

Low Losses will be annoying but bearable. Applies to things like griefing attacks thatcan be easily repaired or even gas inefficiencies.

Gas Optimization Suggestions around gas saving practices.

Informational Suggestions around best practices or readability.
1.3.1 Severity Classification
The severity of security issues found during the security review is categorized based on the above table.Critical findings have a high likelihood of being exploited and must be addressed immediately. High find-ings are almost certain to occur, easy to perform, or not easy but highly incentivized thus must be fixedas soon as possible.
Medium findings are conditionally possible or incentivized but are still relatively likely to occur and shouldbe addressed. Low findings a rare combination of circumstances to exploit, or offer little to no incentiveto exploit but are recommended to be addressed.
Lastly, some findings might represent objective improvements that should be addressed but do not im-pact the project’s overall security (Gas and Informational findings).
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2 Security Review Summary
Sky Protocol is a decentralised protocol developed around the USDS stablecoin.
On Apr 16th the Cantina team conducted a review of vote-delegate’s src directory contents on commithash ca1f2fb9. The team identified 1 issue in the following risk category:

• Critical Risk: 0
• High Risk: 0
• Medium Risk: 0
• Low Risk: 0
• Gas Optimizations: 0
• Informational: 1

The Cantina Managed team reviewed Sky’s vote-delegate holistically on commit hash ab978364 and con-cluded that all issues were addressed and no new vulnerabilities were identified.
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3 Findings
3.1 Informational
3.1.1 VoteDelegate.vote's yays parameter can be calldata

Severity: Informational
Context: VoteDelegate.sol#L94
Description: The VoteDelegate's vote function is defined as:
function vote(address[] memory yays) external delegate_auth returns (bytes32 result) {

result = chief.vote(yays);
}

Recommendation: Consider defining the yays parameter as a calldata array instead of memory for im-proved gas efficiency and consistency between the other functions and the Chief's vote function.
Sky: Fixed on commit ab97836.
Cantina Managed: Fixed.
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