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® CWE 6584.14

A S 0| o4 4

119 - Improper Restriction of Operations within the Bounds of a Memory Buffer
120 - Buffer Copy without Checking Size of Input ('Classic Buffer Overflow")
121 - Stack-based Buffer Overflow

122 - Heap-based Buffer Overflow

123 - Write-what-where Condition

124 - Buffer Underwrite (‘Buffer Underflow")

125 - Out-of-bounds Read

126 - Buffer Over-read

127 - Buffer Under-read

128 - Wrap-around Error

129 - Improper Validation of Array Index

131 - Incorrect Calculation of Buffer Size

1325 - Improperly Controlled Sequential Memory Allocation
1335 - Incorrect Bitwise Shift of Integer

134 - Use of Externally-Controlled Format String

1341 - Multiple Releases of Same Resource or Handle

135 - Incorrect Calculation of Multi-Byte String Length

14 - Compiler Removal of Code to Clear Buffers

170 - Improper Null Termination

188 - Reliance on Data/Memory Layout

191 - Integer Underflow (Wrap or Wraparound)

192 - Integer Coercion Error

194 - Unexpected Sign Extension

O O O O O O O O O O O O oo oo oo oo o o o o o

195 - Signed to Unsigned Conversion Error
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196 - Unsigned to Signed Conversion Error
197 - Numeric Truncation Error
242 - Use of Inherently Dangerous Function

243 - Creation of chroot Jail Without Changing Working Directory

O O O O O

244 - Improper Clearing of Heap Memory Before Release (‘Heap Inspection')

362 - Concurrent Execution using Shared Resource with Improper Synchronization
(‘Race Condition")

364 - Signal Handler Race Condition

366 - Race Condition within a Thread

375 - Returning a Mutable Object to an Untrusted Caller
401 - Missing Release of Memory after Effective Lifetime
415 - Double Free

416 - Use After Free

457 - Use of Uninitialized Variable

462 - Duplicate Key in Associative List (Alist)

463 - Deletion of Data Structure Sentinel

464 - Addition of Data Structure Sentinel

467 - Use of sizeof() on a Pointer Type

468 - Incorrect Pointer Scaling

469 - Use of Pointer Subtraction to Determine Size

476 - NULL Pointer Dereference

478 - Missing Default Case in Multiple Condition Expression
479 - Signal Handler Use of a Non-reentrant Function
480 - Use of Incorrect Operator

481 - Assigning instead of Comparing

482 - Comparing instead of Assigning

483 - Incorrect Block Delimitation

484 - Omitted Break Statement in Switch

558 - Use of getlogin() in Multithreaded Application

560 - Use of umask() with chmod-style Argument

562 - Return of Stack Variable Address

587 - Assignment of a Fixed Address to a Pointer

676 - Use of Potentially Dangerous Function

685 - Function Call With Incorrect Number of Arguments
690 - Unchecked Return Value to NULL Pointer Dereference

O O O O O O O O O O O O OO0 oo OO0 O oo oo o o o o o o o

704 - Incorrect Type Conversion or Cast
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733 - Compiler Optimization Removal or Modification of Security-critical Code
762 - Mismatched Memory Management Routines

783 - Operator Precedence Logic Error

785 - Use of Path Manipulation Function without Maximum-sized Buffer

787 - Out-of-bounds Write

789 - Memory Allocation with Excessive Size Value

805 - Buffer Access with Incorrect Length Value

806 - Buffer Access Using Size of Source Buffer

839 - Numeric Range Comparison Without Minimum Check

843 - Access of Resource Using Incompatible Type (‘Type Confusion')

O O O O O O O o o o o

910 - Use of Expired File Descriptor

® CWE 658 4.7

dmAL F= 0|F Ol &
Access of Resource Using Incompatible Type (‘Type Confusion') - (843)
Addition of Data Structure Sentinel - (464)

Assigning instead of Comparing - (481)

Assignment of a Fixed Address to a Pointer - (587)

Buffer Access Using Size of Source Buffer - (806)

Buffer Access with Incorrect Length Value - (805)

Buffer Copy without Checking Size of Input ('Classic Buffer Overflow') - (120)
Buffer Over-read - (126)

Buffer Under-read - (127)

Buffer Underwrite (‘Buffer Underflow') - (124)

Comparing instead of Assigning - (482)

Compiler Optimization Removal or Modification of Security-critical Code - (733)

O O O O O O O o o o o o o

Compiler Removal of Code to Clear Buffers - (14)

Concurrent Execution using Shared Resource with Improper Synchronization ('Race
Condition') - (362)

Creation of chroot Jail Without Changing Working Directory - (243)

Deletion of Data Structure Sentinel - (463)

Double Free - (415)

Duplicate Key in Associative List (Alist) - (462)

Function Call With Incorrect Number of Arguments - (685)

O O O o o o

Function Call With Incorrect Variable or Reference as Argument - (688)
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Heap-based Buffer Overflow - (122)

Improper Cleanup on Thrown Exception - (460)

Improper Clearing of Heap Memory Before Release (‘Heap Inspection') - (244)
Improper Handling of Length Parameter Inconsistency - (130)
Improper Null Termination - (170)

Improper Restriction of Operations within the Bounds of a Memory Buffer - (119)
Improper Update of Reference Count- (911)

Improper Validation of Array Index - (129)

Incorrect Block Delimitation - (483)

Incorrect Calculation of Buffer Size - (131)

Incorrect Calculation of Multi-Byte String Length - (135)
Incorrect Pointer Scaling - (468)

Incorrect Type Conversion or Cast - (704)

Integer Coercion Error - (192)

Integer Underflow (Wrap or Wraparound) - (191)
Mismatched Memory Management Routines - (762)

Missing Default Case in Switch Statement - (478)

NULL Pointer Dereference - (476)

Numeric Range Comparison Without Minimum Check - (839)
Numeric Truncation Error - (197)

Omitted Break Statement in Switch - (484)

Operator Precedence Logic Error - (783)

Out-of-bounds Read - (125)

Out-of-bounds Write - (787)

Race Condition within a Thread - (366)

Reliance on Data/Memory Layout - (188)

Return of Pointer Value Outside of Expected Range - (466)
Return of Stack Variable Address - (562)

Signal Handler Race Condition - (364)

Signal Handler Use of a Non-reentrant Function - (479)
Signed to Unsigned Conversion Error - (195)

Stack-based Buffer Overflow - (121)

Unexpected Sign Extension - (194)

Unsigned to Signed Conversion Error - (196)

Use After Free - (416)

Use of Expired File Descriptor - (910)

O O O O O O O O O O O O O OO OO0 OO0 OO O o oo oo oo o o o o o o o
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Use of Externally-Controlled Format String - (134) 0
Use of Incorrect Operator - (480) 0
Use of Inherently Dangerous Function - (242) 0
Use of Pointer Subtraction to Determine Size - (469) 0
Use of Potentially Dangerous Function - (676) 0
Use of Uninitialized Variable - (457) 0
Use of getlogin() in Multithreaded Application - (558) 0
Use of sizeof() on a Pointer Type - (467) 0
Use of umask() with chmod-style Argument - (560) 0
Wrap-around Error - (128) 0
Write-what-where Condition - (123) 0
® CWE 6594.14

dmAL F= 0|F Ol &

119 - Improper Restriction of Operations within the Bounds of a Memory Buffer
120 - Buffer Copy without Checking Size of Input (‘Classic Buffer Overflow")
121 - Stack-based Buffer Overflow

122 - Heap-based Buffer Overflow

123 - Write-what-where Condition

124 - Buffer Underwrite (‘Buffer Underflow")

125 - Out-of-bounds Read

126 - Buffer Over-read

127 - Buffer Under-read

128 - Wrap-around Error

129 - Improper Validation of Array Index

130 - Improper Handling of Length Parameter Inconsistency

131 - Incorrect Calculation of Buffer Size

1325 - Improperly Controlled Sequential Memory Allocation

1335 - Incorrect Bitwise Shift of Integer

134 - Use of Externally-Controlled Format String

1341 - Multiple Releases of Same Resource or Handle

135 - Incorrect Calculation of Multi-Byte String Length

14 - Compiler Removal of Code to Clear Buffers

170 - Improper Null Termination

O O O O O O O O O O OO oo o o o o o o o

188 - Reliance on Data/Memory Layout
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191 - Integer Underflow (Wrap or Wraparound)

192 - Integer Coercion Error

194 - Unexpected Sign Extension

195 - Signed to Unsigned Conversion Error

196 - Unsigned to Signed Conversion Error

197 - Numeric Truncation Error

242 - Use of Inherently Dangerous Function

243 - Creation of chroot Jail Without Changing Working Directory

244 - Improper Clearing of Heap Memory Before Release (‘Heap Inspection')

OO O O O O O o o o o

248 - Uncaught Exception

362 - Concurrent Execution using Shared Resource with Improper Synchronization
('Race Condition")

364 - Signal Handler Race Condition

366 - Race Condition within a Thread

374 - Passing Mutable Objects to an Untrusted Method
375 - Returning a Mutable Object to an Untrusted Caller
396 - Declaration of Catch for Generic Exception

397 - Declaration of Throws for Generic Exception

401 - Missing Release of Memory after Effective Lifetime
415 - Double Free

416 - Use After Free

457 - Use of Uninitialized Variable

462 - Duplicate Key in Associative List (Alist)

463 - Deletion of Data Structure Sentinel

464 - Addition of Data Structure Sentinel

467 - Use of sizeof() on a Pointer Type

468 - Incorrect Pointer Scaling

469 - Use of Pointer Subtraction to Determine Size

476 - NULL Pointer Dereference

478 - Missing Default Case in Multiple Condition Expression
479 - Signal Handler Use of a Non-reentrant Function
480 - Use of Incorrect Operator

481 - Assigning instead of Comparing

482 - Comparing instead of Assigning

483 - Incorrect Block Delimitation

484 - Omitted Break Statement in Switch

O O O O O O O O O O O O oo oo oo oo o o o o o
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493 - Critical Public Variable Without Final Modifier

495 - Private Data Structure Returned From A Public Method

496 - Public Data Assigned to Private Array-Typed Field

498 - Cloneable Class Containing Sensitive Information

500 - Public Static Field Not Marked Final

543 - Use of Singleton Pattern Without Synchronization in a Multithreaded Context
558 - Use of getlogin() in Multithreaded Application

562 - Return of Stack Variable Address

587 - Assignment of a Fixed Address to a Pointer

676 - Use of Potentially Dangerous Function

690 - Unchecked Return Value to NULL Pointer Dereference

704 - Incorrect Type Conversion or Cast

733 - Compiler Optimization Removal or Modification of Security-critical Code
762 - Mismatched Memory Management Routines

766 - Critical Data Element Declared Public

767 - Access to Critical Private Variable via Public Method

783 - Operator Precedence Logic Error

785 - Use of Path Manipulation Function without Maximum-sized Buffer
787 - Out-of-bounds Write

789 - Memory Allocation with Excessive Size Value

805 - Buffer Access with Incorrect Length Value

806 - Buffer Access Using Size of Source Buffer

839 - Numeric Range Comparison Without Minimum Check

843 - Access of Resource Using Incompatible Type (‘Type Confusion')

O O O O O O O O O O O O O oo oo oo o o o o o o o

910 - Use of Expired File Descriptor

® CWE 659 4.7

gL B 0| F Ol 4
Access of Resource Using Incompatible Type (‘Type Confusion') - (843)
Access to Critical Private Variable via Public Method - (767)

Addition of Data Structure Sentinel - (464)

Assigning instead of Comparing - (481)

Assignment of a Fixed Address to a Pointer - (587)

Buffer Access Using Size of Source Buffer - (806)

O O O O o o o

Buffer Access with Incorrect Length Value - (805)
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Buffer Copy without Checking Size of Input ('Classic Buffer Overflow') - (120)
Buffer Over-read - (126)

Buffer Under-read - (127)

Buffer Underwrite (‘Buffer Underflow') - (124)

Comparing instead of Assigning - (482)

Compiler Optimization Removal or Modification of Security-critical Code - (733)

O O O O o o o

Compiler Removal of Code to Clear Buffers - (14)

Concurrent Execution using Shared Resource with Improper Synchronization ('Race
Condition") - (362)

Creation of chroot Jail Without Changing Working Directory - (243)

Critical Public Variable Without Final Modifier - (493)

Declaration of Catch for Generic Exception - (396)

(@]

Declaration of Throws for Generic Exception - (397)

Deletion of Data Structure Sentinel - (463)

Double Free - (415)

Duplicate Key in Associative List (Alist) - (462)

Heap-based Buffer Overflow - (122)

Improper Cleanup on Thrown Exception - (460)

Improper Clearing of Heap Memory Before Release (‘Heap Inspection’) - (244)
Improper Handling of Length Parameter Inconsistency - (130)
Improper Null Termination - (170)

Improper Restriction of Operations within the Bounds of a Memory Buffer - (119)
Improper Update of Reference Count - (911)

Improper Validation of Array Index - (129)

Incorrect Block Delimitation - (483)

Incorrect Calculation of Buffer Size - (131)

Incorrect Calculation of Multi-Byte String Length - (135)
Incorrect Pointer Scaling - (468)

Incorrect Type Conversion or Cast - (704)

Integer Coercion Error - (192)

Integer Underflow (Wrap or Wraparound) - (191)
Mismatched Memory Management Routines - (762)

Missing Default Case in Switch Statement - (478)

NULL Pointer Dereference - (476)

Numeric Range Comparison Without Minimum Check - (839)

O O O O O O O O O O O OO oo O o oo o o o o o o o o

Numeric Truncation Error - (197)
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Omitted Break Statement in Switch - (484)

Operator Precedence Logic Error - (783)

Out-of-bounds Read - (125)

Out-of-bounds Write - (787)

Passing Mutable Objects to an Untrusted Method - (374)
Public Data Assigned to Private Array-Typed Field - (496)
Race Condition within a Thread - (366)

Reliance on Data/Memory Layout - (188)

Return of Pointer Value Outside of Expected Range - (466)
Return of Stack Variable Address - (562)

Returning a Mutable Object to an Untrusted Caller - (375)
Signal Handler Race Condition - (364)

Signal Handler Use of a Non-reentrant Function - (479)
Signed to Unsigned Conversion Error - (195)
Stack-based Buffer Overflow - (121)

Uncaught Exception - (248)

Unexpected Sign Extension - (194)

Unsigned to Signed Conversion Error - (196)

Use After Free - (416)

Use of Expired File Descriptor - (910)

Use of Externally-Controlled Format String - (134)

Use of Incorrect Operator - (480)

Use of Inherently Dangerous Function - (242)

Use of Pointer Subtraction to Determine Size - (469)

Use of Potentially Dangerous Function - (676)

Use of Uninitialized Variable - (457)

Use of getlogin() in Multithreaded Application - (558)
Use of sizeof() on a Pointer Type - (467)

Wrap-around Error - (128)

Write-what-where Condition - (123)

O O O O O O O O O O O OO OO0 O o OO0 0O o oo o o o o o o o

® CWE 660 4.14
A S 0| ol4 4
102 - Struts: Duplicate Validation Forms 0

103 - Struts: Incomplete validate() Method Definition



e Sparrow Cloud

104 - Struts: Form Bean Does Not Extend Validation Class
106 - Struts: Plug-in Framework not in Use

109 - Struts: Validator Turned Off

110 - Struts: Validator Without Form Field

111 - Direct Use of Unsafe JNI

1235 - Incorrect Use of Autoboxing and Unboxing for Performance Critical
Operations

O O O O O

(@]

1335 - Incorrect Bitwise Shift of Integer

1336 - Improper Neutralization of Special Elements Used in a Template Engine
1341 - Multiple Releases of Same Resource or Handle

191 - Integer Underflow (Wrap or Wraparound)

192 - Integer Coercion Error

197 - Numeric Truncation Error

209 - Generation of Error Message Containing Sensitive Information

245 - J2EE Bad Practices: Direct Management of Connections

246 - J2EE Bad Practices: Direct Use of Sockets

248 - Uncaught Exception

O O O O O o o o o o

362 - Concurrent Execution using Shared Resource with Improper Synchronization
(‘Race Condition')

366 - Race Condition within a Thread

374 - Passing Mutable Objects to an Untrusted Method
375 - Returning a Mutable Object to an Untrusted Caller
382 - J2EE Bad Practices: Use of System exit()

383 - J2EE Bad Practices: Direct Use of Threads

396 - Declaration of Catch for Generic Exception

397 - Declaration of Throws for Generic Exception

O O O O o o o o

460 - Improper Cleanup on Thrown Exception

470 - Use of Externally-Controlled Input to Select Classes or Code (‘Unsafe
Reflection')

476 - NULL Pointer Dereference
478 - Missing Default Case in Multiple Condition Expression

(@]

481 - Assigning instead of Comparing

484 - Omitted Break Statement in Switch

486 - Comparison of Classes by Name

487 - Reliance on Package-level Scope

491 - Public cloneable() Method Without Final ('Object Hijack")

O O O O O o o
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492 - Use of Inner Class Containing Sensitive Data

493 - Critical Public Variable Without Final Modifier

495 - Private Data Structure Returned From A Public Method

496 - Public Data Assigned to Private Array-Typed Field

498 - Cloneable Class Containing Sensitive Information

500 - Public Static Field Not Marked Final

502 - Deserialization of Untrusted Data

537 - Java Runtime Error Message Containing Sensitive Information
567 - Unsynchronized Access to Shared Data in a Multithreaded Context
568 - finalize() Method Without super.finalize()

572 - Call to Thread run() instead of start()

574 - EJB Bad Practices: Use of Synchronization Primitives

575 - EJB Bad Practices: Use of AWT Swing

576 - EJB Bad Practices: Use of Java I/O

577 - EJB Bad Practices: Use of Sockets

578 - EJB Bad Practices: Use of Class Loader

579 - J2EE Bad Practices: Non-serializable Object Stored in Session
580 - clone() Method Without super.clone()

581 - Object Model Violation: Just One of Equals and Hashcode Defined
582 - Array Declared Public, Final, and Static

583 - finalize() Method Declared Public

594 - J2EE Framework: Saving Unserializable Objects to Disk

595 - Comparison of Object References Instead of Object Contents
607 - Public Static Final Field References Mutable Object

608 - Struts: Non-private Field in ActionForm Class

609 - Double-Checked Locking

7 - J2EE Misconfiguration: Missing Custom Error Page

766 - Critical Data Element Declared Public

O O O O O O O O O O O O O OO OO0 oo oo o o o o o o o

917 - Improper Neutralization of Special Elements used in an Expression Language
Statement (‘Expression Language Injection')

95 - Improper Neutralization of Directives in Dynamically Evaluated Code ('Eval
Injection")

® CWE 660 4.7

AL = 0|F Ol &
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Array Declared Public, Final, and Static - (582)

Assigning instead of Comparing - (481)

Call to Thread run() instead of start() - (572)

Cloneable Class Containing Sensitive Information - (498)

Comparison of Classes by Name - (486)

O O O o o o

Comparison of Object References Instead of Object Contents - (595)
Concurrent Execution using Shared Resource with Improper Synchronization ('Race
Condition’') - (362)

Critical Public Variable Without Final Modifier - (493)

Declaration of Catch for Generic Exception - (396)

Declaration of Throws for Generic Exception - (397)

Deserialization of Untrusted Data - (502)

Direct Use of Unsafe JNI- (111)

Double-Checked Locking - (609)

EJB Bad Practices: Use of AWT Swing - (575)

EJB Bad Practices: Use of Java I/O - (576)

EJB Bad Practices: Use of Sockets - (577)

Finalize() Method Without super.finalize() - (568)

Improper Cleanup on Thrown Exception - (460)

O O O O O O o o o o o

Improper Neutralization of Directives in Dynamically Evaluated Code (‘Eval
Injection') - (95)

(@]

J2EE Bad Practices: Direct Management of Connections - (245)
J2EE Bad Practices: Direct Use of Sockets - (246)

J2EE Bad Practices: Direct Use of Threads - (383)

J2EE Bad Practices: Use of System_exit() - (382)

NULL Pointer Dereference - (476)

Numeric Truncation Error - (197)

Object Model Violation: Just One of Equals and Hashcode Defined - (581)
Omitted Break Statement in Switch - (484)

Passing Mutable Objects to an Untrusted Method - (374)
Public Data Assigned to Private Array-Typed Field - (496)
Public Static Field Not Marked Final - (500)

Public Static Final Field References Mutable Object - (607)
Reliance on Package-level Scope - (487)

Returning a Mutable Object to an Untrusted Caller - (375)
Uncaught Exception - (248)

O O O O O O O O O O o o o o o
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Use of Inner Class Containing Sensitive Data - (492) 0

® Code conventions for the Java Programming Language(Oracle)

AL Y= O|F Ol &
04.1 Line Length

04.2 Wrapping Lines

05.1.1 Block Comments

05.1.2 Single-Line Comments

05.1.3 Trailing Comments

05.1.4 End-Of-Line Comments

05.2 Documentation Comments

06.1 Number Per Line

06.2 Initialization

06.3 Placement

06.4 Class and Interface Declarations
07.1 Simple Statements

07.2 Compound Statements

07.3 return Statements

07.4 if, if-else, if else-if else Statements
07.5 for Statements

07.6 while Statements

07.7 do-while Statements

07.8 switch Statements

07.9 try-catch Statements

08.1 Blank Lines

08.2 Blank Spaces

09.1 Package

09.2 Classes or Interface

09.3 Methods

09.4 Variables

09.5 Constants

10.1 Providing Access to Instance and Class Variables
10.2 Refferring to Class Variables and Methods
10.3 Constants

O O O O O O O O O O O O O OO0 OO0 OO0 O oo oo oo o o o o o o

10.4 Variable Assignments
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10.5.1 Parentheses 0
10.5.2 Returning Values

10.5.3 Expressions before '?' in the Conditional Operator

@ JavaScript A|RO{Z2Y 7}0|= 2022

EHHL §S 0|5 ENES
01.01. SQL &% 0
01.02. 2= 4t 0
01.03. 32 22 4 24 4 0
01.04. ARAAI0|E AT2IE(XSS) 0
01.05. 2GAA BEO & 0
01.08. 245 XML 2|5 7H4| 2= 0
01.11. A2AAI0|E 24 2|2 (CSRF) 0
02.04. 2[5t oot Yn2|S ALE 7
02.07. 22512 42 7| Z0| At 0
02.08. HA5I2| 42 L4 ZLALE 50
02.14. £E glo| Y3t sl g4 AL 0
03.01. Z2EZ| o= BHEE = 27 g5 0
04.01. 28 HAIA| Y2 =& 0
06.02. MAHEZ| gt 2 oju1 3 0

® MISRA-C 2004

EHAL 35 0|5 o4 &

1.02 (Required) : No reliance shall be placed on undefined or unspecified behaviour. 0
1.04 (Required) : The compiler/linker shall be checked to ensure that 31 character
significance and case sensitivity are supported for external identifiers.

10.03 (Required) : The value of a complex expression of integer type may only be
cast to a type that is narrower and of the same signedness as the underlying type of
the expression.

o

10.04 (Required) : The value of a complex expression of floating type may only be
cast to a narrower floating type.

10.05 (Required) : If the bitwise operators ~ and << are applied to an operand of
underlying type unsigned char or unsigned short, the result shall be immediately 0
cast to the underlying type of the operand.

10.06 (Required) : A "U" suffix shall be applied to all constants of unsigned type. 0
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11.01 (Required) : Conversions shall not be performed between a pointer to a 0
function and any type other than an integral type.

11.02 (Required) : Conversions shall not be performed between a pointer to object
and any type other than an integral type, another pointer to object type or a pointer O
to void.

11.03 (Advisory) : A cast should not be performed between a pointer type and an
integral type.

11.04 (Advisory) : A cast should not be performed between a pointer to object type 0
and a different pointer to object type.

11.05 (Required) : A cast shall not be performed that removes any const or volatile
gualification from the type addressed by a pointer.

12.01 (Advisory) : Limited dependence should be placed on C's operator

precedence rules in expressions.

12.02 (Required) : The value of an expression shall be the same under any order of
evaluation that the standard permits.

12.03 (Required) : The sizeof operator shall not be used on expressions that contain
side effects.

12.04 (Required) : The right hand operand of a logical && or || operator shall not
contain side effects.

12.05 (Required) : The operands of a logical && or || shall be primary-expressions. 0
12.06 (Advisory) : The operands of logical operators ( &&, || and !) should be
effectively Boolean. Expressions that are effectively Boolean should not be usedas 0
operands to operators other than ( &&, || and !).

12.07 (Required) : Bitwise operators shall not be applied to operands whose
underlying type is signed.

12.08 (Required) : The right hand operand of a shift operator shall lie between zero
and one less than the width in bits of the underlying type of the left hand operand.
12.09 (Required) : The unary minus operator shall not be applied to an expression
whose underlying type is unsigned.

12.10 (Required) : The comma operator shall not be used. 0
12.11 (Advisory) : Evaluation of constant unsigned integer expressions should not
lead to wrap-around.

12.12 (Required) : The underlying bit representations of floating-point values shall

not be used.

12.13 (Advisory) : The increment (++) and decrement (--) operators should not be
mixed with other operators in an expression.

13.01 (Required) : Assignment operators shall not be used in expressions that yield

a Boolean value.
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13.02 (Advisory) : Tests of a value against zero should be made explicit, unless the
operand is effectively Boolean.

13.03 (Required) : Floating-point expressions shall not be tested for equality or
inequality.

13.04 (Required) : The controlling expression of a for statement shall not contain

any objects of floating type.

13.05 (Required) : The three expressions of a for statement shall be concerned only
with loop control.

13.06 (Required) : Numeric variables being used within a for loop for iteration
counting shall not be modified in the body of the loop.

13.07 (Required) : Boolean operations whose results are invariant shall not be
permitted.

14.01 (Required) : There shall be no unreachable code. 0

14.02 (Required) : All non-null statements shall either : a) have at least one side-
effect however executed, or b) cause control flow to change.

14.03 (Required) : Before preprocessing, a null statement shall only occur on a line
by itself; it may be followed by a comment provided that the first character 0
following the null statement is a white-space character.

14.04 (Required) : The goto statement shall not be used.
14.05 (Required) : The continue statement shall not be used. 0

14.06 (Required) : For any iteration statement there shall be at most one break
statement used for loop termination.

14.07 (Required) : A function shall have a single point of exit at the end of the
function.

14.08 (Required) : The statement forming the body of a switch, while, do ... while
or for statement shall be a compound statement.

14.09 (Required) : An if (expression) construct shall be followed by a compound
statement. The else keyword shall be followed by either a compound statement, or 0
another if statement.

14.10 (Required) : All if ... else if constructs shall be terminated with an else clause. 0

15.01 (Required) : A switch label shall only be used when the most closely-
enclosing compound statement is the body of a switch statement.

15.02 (Required) : An unconditional break statement shall terminate every non-
empty switch clause.

15.03 (Required) : The final clause of a switch statement shall be the default clause. 0

15.04 (Required) : A switch expression shall not represent a value that is effectively
Boolean.

15.05 (Required) : Every switch statement shall have at least one case clause. 0
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16.01 (Required) : Functions shall not be defined with a variable number of
arguments.

16.02 (Required) : Functions shall not call themselves, either directly or indirectly. 0
16.03 (Required) : Identifiers shall be given for all of the parameters in a function
prototype declaration.

16.04 (Required) : The identifiers used in the declaration and definition of a

function shall be identical.

16.05 (Required) : The identifiers used in the declaration and definition of a
function shall be identical.

16.06 (Required) : The number of arguments passed to a function shall match the
number of parameters.

16.07 (Advisory) : A pointer parameter in a function prototype should be declared
as pointer to const if the pointer is not used to modify the addressed object.

16.08 (Required) : All exit paths from a function with non-void return type shall
have an explicit return statement with an expression.

16.09 (Required) : A function identifier shall only be used with either a preceding &,
or with a parenthesised parameter list, which may be empty.

16.10 (Required) : If a function returns error information, then that error
information shall be tested.

17.01 (Required) : Pointer arithmetic shall only be applied to pointers that address
an array or array element.

17.02 (Required) : Pointer subtraction shall only be applied to pointers that address 0
elements of the same array.

17.03 (Required) : >, >=, <, <= shall not be applied to pointer types except where
they point to the same array.

17.04 (Required) : Array indexing shall be the only allowed form of pointer
arithmetic.

17.05 (Advisory) : The declaration of objects should contain no more than 2 levels
of pointer indirection.

17.06 (Required) : The address of an object with automatic storage shall not be
assigned to another object that may persist after the first object has ceased to exist.

18.01 (Required) : All structure and union types shall be complete at the end of a
translation unit.

18.02 (Required) : An object shall not be assigned to an overlapping object. 0
18.04 (Required) : Unions shall not be used.

19.01 (Advisory) : #include statements in a file should only be preceded by other
preprocessor directives or comments.

19.02 (Advisory) : Non-standard characters should not occur in header file names in
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#include directives. 0

19.03 (Required) : The #include directive shall be followed by either a <filename)> or 0
"filename" sequence.

19.04 (Required) : C macros shall only expand to a braced initialiser, a constant, a
parenthesised expression, a type qualifier, a storage class specifier, or a do-while- 0
zero construct.

19.05 (Required) : Macros shall not be #define'd or #undef'd within a block.
19.06 (Required) : #undef shall not be used. 0

19.07 (Advisory) : A function should be used in preference to a function-like macro. 0

o

19.08 (Required) : A function-like macro shall not be invoked without all of its
arguments.

19.09 (Required) : Arguments to a function-like macro shall not contain tokens that 0
look like preprocessing directives.

19.10 (Required) : In the definition of a function-like macro each instance of a
parameter shall be enclosed in parentheses unless it is used as the operand of #or 0
#it,

19.11 (Required) : All macro identifiers in preprocessor directives shall be defined
before use, except in #ifdef and #ifndef preprocessor directives and the defined() 0
operator.

19.12 (Required) : There shall be at most one occurrence of the # or ## operators

in a single macro definition.

19.13 (Advisory) : The # and ## operators should not be used. 0

19.14 (Required) : The defined preprocessor operator shall only be used in one of

the two standard forms. 0
19.15 (Required) : Precautions shall be taken in order to prevent the contents of a 0
header file being included twice.

19.16 (Required) : Preprocessing directives shall be syntactically meaningful even 0
when excluded by the preprocessor.

2.01 (Required) : Assembly language shall be encapsulated and isolated.

2.02 (Required) : Source code shall only use /* ... */ style comments. 0
2.03 (Required) : The character sequence /* shall not be used within a comment.
20.01 (Required) : Reserved identifiers, macros and functions in the standard 0
library, shall not be defined, redefined or undefined.

20.02 (Required) : The names of standard library macros, objects and functions 0
shall not be reused.

20.04 (Required) : Dynamic heap memory allocation shall not be used. 0

20.05 (Required) : The error indicator errno shall not be used.



20.06 (Required
20.07 (Required
20.08 (Required
20.09 (Required
production code.
20.10 (Required)
shall not be used.
20.11 (Required)

)
)
)
)

<stdlib.h)> shall not be used.
20.12 (Required) : The time handling functions of library <time.h> shall not be used. 0

e Sparrow Cloud

: The macro offsetof, in library <stddef.h>, shall not be used. 0
: The setjimp macro and the longjmp function shall not be used. 0
: The signal handling facilities of <signal.h> shall not be used. 0
: The input/output library <stdio.h> shall not be used in 0

: The library functions atof, atoi and atol from library <stdlib.h)>

: The library functions abort, exit, getenv and system from library

21.1 (Required) : Minimisation of run-time failures shall be ensured by the use of at

least one of a) static analysis tools/technigues; b) dynamic analysis tools/techniques; 0

¢) explicit coding of checks to handle run-time faults.

3.04 (Required) : All uses of the #pragma directive shall be documented and

explained.

3.05 (Required) : If it is being relied upon, the implementation defined behaviour
and packing of bitfields shall be documented.

4.01 (Required) : Only those escape sequences that are defined in the ISO C
standard shall be used.

4.02 (Required) : Trigraphs shall not be used.

5.01 (Required) : Identifiers (internal and external) shall not rely on the significance

of more than 31 characters.

5.02 (Required) : Identifiers in an inner scope shall not use the same name as an

identifier in an outer scope, and therefore hide that identifier.

5.03 (Required) : A typedef name shall be a unique identifier.

5.04 (Required) : A tag name shall be a unique identifier.

5.05 (Advisory) : No object or function identifier with static storage duration should

be reused.

5.06 (Advisory) : No identifier in one name space should have the same spelling as

an identifier in another name space, with the exception of structure and union 0

member names.

5.07 (Advisory) : No identifier name should be reused.

6.01 (Required) : The plain char type shall be used only for the storage and use of

character values.

6.02 (Required) : Signed and unsigned char type shall be used only for the storage
and use of numeric values.

6.03 (Advisory) : Typedefs that indicate size and signedness should be used in place 0

of the basic types.
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6.04 (Required) : Bit fields shall only be defined to be of type unsigned int or signed 0
int.

6.05 (Required) : Bit fields of type signed int shall be at least 2 bits long. 0
7.01 (Required) : Octal constants (other than zero) and octal escape sequences 0
shall not be used.

8.02 (Required) : Whenever an object or function is declared or defined, its type 0
shall be explicitly stated.

8.03 (Required) : For each function parameter the type given in the declaration and
definition shall be identical, and the return types shall also be identical.

8.04 (Required) : If objects or functions are declared more than once their types

shall be compatible.

8.05 (Required) : There shall be no definitions of objects or functions in a header

file.

8.06 (Required) : Functions shall be declared at file scope. 0
8.07 (Required) : Objects shall be defined at block scope if they are only accessed
from within a single function.

8.08 (Required) : An external object or function shall be declared in one and only 0
one file.

8.09 (Required) : An identifier with external linkage shall have exactly one external
definition.

8.10 (Required) : All declarations and definitions of objects or functions at file 0
scope shall have internal linkage unless external linkage is required.

8.11 (Required) : The static storage class specifier shall be used in definitions and 0
declarations of objects and functions that have internal linkage.

8.12 (Required) : When an array is declared with external linkage, its size shall be 0
stated explicitly or defined implicitly by initialisation.

9.01 (Required) : All automatic variables shall have been assigned a value before 0
being used.

9.02 (Required) : Braces shall be used to indicate and match the structure in the 0
non-zero initialisation of arrays and structures.

9.03 (Required) : In an enumerator list, the "=" construct shall not be used to

explicitly initialise members other than the first, unless all items are explicitly 0
initialised.
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® Rust ANSSI guide v1.0

AL = OIF

R10 RULE - Don't use unsafe blocks

R11 RULE - Use appropriate arithmetic operations regarding potential overflows

R13 RECO - Use the ? operator and do not use the try! macro
R14 RULE - Don't use functions that can cause panic!

R15 RULE - Test properly array indexing or use the get method
R16 RULE - Handle correctly panic! in FFI

R17 RULE - Do not use forget

R19 RULE - Do not leak memory

R2 RULE - Keep default values for critical variables in cargo profiles
R20 RULE - Do release value wrapped in ManuallyDrop

R21 RULE - Always call from_raw on into_rawed value

R22 RULE - Do not use uninitialized memory

R32 RULE - Use only C-compatible types in FFl
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CWE-99 0
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dmAL F= 0|F Ol &
1-01. Switch F20{|A ZH HAY] Label 20 2= 20| 225t Qt=ICt 0
1-02. gt/ A Al type2 BAISHOF SHCF 0
1-03. 2|0] Sl= 22 AHESHA| YOO Bt (side effect) 0
1-04. &42| Return Typed| Y= returns AHE35HOF ST 0
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® [2| O|Z] innerHTMLOJ| &% (BE, jsts)
innerHTMLO|| €& X|7{= innerHTMLO]| 2fS &Yst= 4R & d=8LCt
innerHTMLO|| Z}2 & Sot= 4 Ao M0l ARV} 0| Mol AJYEE ArQUSH o~ QS L|CL,

innerHTMLO|| 242 &%ot2| Q&L CH.

mel Rocket.Chat-develop/apps/meteor/app/emoji/client/emojiParser.ts
S HS 22
DAAFE
17. .reverse()
18. -reduce((value, [, emojiPackage]) => emojiPackage.render(value), html);
19.
20. const checkEmojiOnly = document.createElement(‘div');
21.
22. checkEmojiOnly.innerHTML = html;
23.
24. const emojis = Array.from(checkEmojiOnly.querySelectorAll('.emoji:not(:
empty), .emojione:not(:empty)'));
25.
26. let hasText = false;
27.
ol Rocket.Chat-develop/apps/meteor/client/lib/utils/detectEmoiji.ts
EHE 8
AADE

3. export const detectEmoji = (text: string): { name: string; className: string; image?:
string; content: string }[] => {

4, const html = Object.values(emoji.packages)

5. reverse()

6. .reduce((html, { render }) => render(html), text);
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7. const div = document.createElement('div');
8. div.innerHTML = html;
9. return Array.from(div.querySelectorAll('span')).map((span) => ({
10. name: span.title,
11. className: span.className,
12. image: span.style.backgroundimage || undefined,
13. content: span.innerText,
ol Rocket.Chat-develop/apps/meteor/client/lib/utils/renderEmoiji.ts
= s 34
AATE
29. return { 'className': '*, 'data-title': "', 'children': "', 'name": "' };
30. }
31.
32. const div = document.createElement('div');
33.
34. div.innerHTML = html;
35.
36. const emojiElement = div.firstElementChild;
37. if (lemojiElement) {
38. return { 'className': '*, 'data-title': "', ‘children': "', 'name': "', 'image":
" };
39. 1
ol Rocket.Chat-develop/apps/meteor/client/lib/utils/waitForElement.spec.ts
ZHS 4
DAATE

1. import { waitForElement } from './waitForElement';

2.
3. beforeEach(() =) {
4. document.body.innerHTML = "<{span class="ready" />";

5.1



6.
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7. it('should return the element when it is already in the dom', async () => {

8.
9.}

expect(await waitForElement('.ready')).toBe(document.querySelector('.ready'));

Rocket.Chat-develop/apps/meteor/client/views/account/accessibility/hooks
/useCreateFontStyleElement.ts

18

13. export const useCreateFontStyleElement = (): ((fontSize: string) => void) =) {

14.
15.
16.
17.
18.
19.
20.
21.
22.
23. 4

return useMemo(
() => (fontSize: string) =) {
const styleElement = createStyleElement('rcx-font-size');
const ¢ss = ‘html { font-size: ${fontSize}; };
styleElement.innerHTML = css;
document.head.appendChild(styleElement);

Rocket.Chat-develop/apps/meteor/client/views/room/composer
/RoomComposer/hooks/useAutoGrow.ts

46

const { value } = textarea;
const { current: shadow } = shadowRef;
if (Ishadow) {
return;
1
shadow.innerHTML = value
replace(/&/g, '&amp;")
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48 replace(/</g, '&lt.")

49. replace(/>/g, '&gt:")

50 replace(/#n$/, ‘<br/>&nbsp:")
(

51. replace(/#n/g, '<br/>");

Rocket.Chat-develop/apps/meteor/client/views/room/contextualBar
/Threads/components/ThreadTitle.tsx

EHS 12

7. type ThreadTitleProps = {

8. mainMessage: [ThreadMainMessage;

9.}

10.

11. const ThreadTitle = ({ mainMessage }: ThreadTitleProps) =) {

12. const innerHTML = useMemo(() => ({ __html: normalizeThreadTitle
(mainMessage) ?? "' }), [mainMessage]);

13. return <ContextualbarTitle dangerouslySetinnerHTML={innerHTML} />;
14},

15.

16. export default ThreadTitle;

Rocket.Chat-develop/apps/meteor/packages/rocketchat-livechat/assets
/rocket-livechat.js

EHE 697

AARE
692. config.url = url;
693.
694. var chatWidget = document.createElement('div');
695. chatWidget.dataset.state = 'closed’;
696. chatWidget.className = 'rocketchat-widget';
697. chatWidget.innerHTML = '<{div class="rocketchat-container" style="width:

100%:height:100%">" +



698.
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Ciframe id="rocketchat-iframe" src="" + url + '" style="width:100%;

height:100%:;border:none;background-color:transparent” allowTransparency="true"
allow="microphone; camera">{/iframe)> ' +

699.
700.
701.
702.

212.
213.
214,
215.

/divp<div class="rocketchat-overlay"></div>";

chatWidget.style.position = 'fixed";
chatWidget.style . width = widgetWidth;

Rocket.Chat-develop/packages/livechat/src/components/Composer/index.
tsx

203

return;

if (this.props.value == el.innerHTML) {
this.value = this.props.value ?? '';
el.innerHTML = this.value;

!

replaceCaret(el);

handleNotifyEmojiSelect(emoiji: string) {

Rocket.Chat-develop/packages/livechat/src/components/Composer/index.
tsx

217

const { onChange } = this.props;
const caretPosition = this.getCaretPosition(this.el);
const oldText = this.el?.innerText ?? '';
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216. const newText = ‘${oldText.slice(0, caretPosition)}${emoji}

&nbsp; ${oldText.slice(caretPosition)}';

217. this.el.innerHTML = DOMPurify.sanitize(newText);

218. this.moveCursorToEndAndFocus(caretPosition + emoji.length + 1);
219. onChange?.(this.el.innerText);

220. }

221.

222. moveCursorToEndAndFocus(endindex: number) {

® [112! O|&] localStorage AFE (BEE, jsts)
localStorage AF2 7= localStrageE Al2St= ZRE HEEHL O}

£ Q2|5{0fF & H|0|E{7t OtL|2tH localStorage2CH= sessionStorageS AFE25h= 20| B2
L|C}.

o

SessionStorage®}t €2| LocalStorage= H|0| 2|7} Z2 |0 = LHE H|O|E{7t A& FZ|ELICE. Oy
CH2 o Z2|H|0|M0|A localStoragedi| = H|O|E{E R At 4= QI&L|CH

SessionStorageS AEEL|CY

ol Rocket.Chat-develop/apps/meteor/client/meteorOverrides/login/oauth.ts
ZHE 27
DAAFAE

22. const meteorOAuthRetrieveCredentialSecret = OAuth._retrieveCredentialSecret;
23. OAuth._retrieveCredentialSecret = (credentialToken: string): string | null => {

24, let secret = meteorOAuthRetrieveCredentialSecret.call(OAuth, credentialToken);
25. if (Isecret) {

26. const localStorageKey = "${OAuth._storageTokenPrefix}${credentialToken}’;
27. secret = localStorage.getltem(localStorageKey);

28. localStorage.removeltem(localStorageKey);

29. }

30.

31. return secret;

32.%
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Rocket.Chat-develop/apps/meteor/client/meteorOverrides/login/oauth.ts

28

23. OAuth._retrieveCredentialSecret = (credentialToken: string): string | null =) {

24,
25.
26.
27.
28.
29.
30.
31.
32.%
33.

let secret = meteorOAuthRetrieveCredentialSecret.call(OAuth, credentialToken);
if (Isecret) {
const localStorageKey = "${OAuth._storageTokenPrefix}${credentialToken}';
secret = localStorage.getltem(localStorageKey);
localStorage.removeltem(localStorageKey);

return secret;

Rocket.Chat-develop/apps/meteor/client/serviceWorker.ts

1. const KEY = 'sw_last_reload";
2. const RELOAD_WINDOW = 1000 * 10;

3.

4. function reload() {

5

= L o N o

H
ne

AN
rE
fo

const lastReload = localStorage.getltem(KEY);

if (lastReload) {
const last = Date.parse(lastReload);

if (lisNaN(last)) {

Rocket.Chat-develop/apps/meteor/client/serviceWorker.ts

19
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14. return;

19. localStorage.setltem(KEY, new Date().tolSOString());
20. console.log('service worker: reloading to activate');
21. window.location.reload();

23.
24. if (‘serviceWorker' in navigator) {

Rocket.Chat-develop/apps/meteor/client/startup/afterLogoutCleanUp

o+

/purgeAllDrafts.ts
EHE 8
DAAFAE

3. import { callbacks } from '../../../lib/callbacks';
4. import { afterLogoutCleanUpCallback } from '../../../lib/callbacks
/afterLogoutCleanUpCallback';

5.

6. Meteor.startup(() =) {

7. const purgeAllDrafts = (): void =) {

8. Object.keys(localStorage)

9. filter((key) => key.indexOf('messagebox_') === 0)
10. forEach((key) =) localStorage.removeltem (key));
1. %

12.

13. afterLogoutCleanUpCallback.add(purgeAllDrafts, callbacks.priority. MEDIUM,
‘chatMessages-after-logout-cleanup');

Rocket.Chat-develop/apps/meteor/client/startup/afterLogoutCleanUp
/purgeAllDrafts.ts

ne



v Sparrow Cloud

EHE 10
AATC
5.
6. Meteor.startup(() => {
7. const purgeAllDrafts = (): void => {
8. Object.keys(localStorage)
9. filter((key) => key.indexOf('messagebox_') === 0)
10. forEach((key) =) localStorage.removeltem (key));
(AR |3
12.

13. afterLogoutCleanUpCallback.add(purgeAllDrafts, callbacks.priority. MEDIUM,
'chatMessages-after-logout-cleanup');

14.});
ol Rocket.Chat-develop/apps/meteor/tests/e2e/e2e-encryption.spec.ts
EHE 55
DAATE
50. // Login again, check the banner to save the generated password and test it
51. await restoreState(page, Users.admin);
52.
53. await poHomeChannel.bannerSaveEncryptionPassword.click();
54.
55. password = (await page.evaluate(() =) localStorage.getltem('e2e.
randomPassword"))) || ‘undefined';
56.
57. await expect(poHomeChannel.dialogSaveE2EEPassword).toContainText
(password);
58.
59, await poHomeChannel.btnSavedMyPassword.click();
60.

el Rocket.Chat-develop/apps/meteor/tests/e2e/e2e-encryption.spec.ts
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E WS 913

AATE
908.
909. await expect(poHomeChannel.content.inputMessage).not.toBeVisible();
910.
911. await poHomeChannel.btnRoomSaveE2EEPassword.click();
912.
913. e2eePassword = (await page.evaluate(() => localStorage.getltem('e2e.
randomPassword"))) || ‘undefined';
914,
915. await expect(poHomeChannel.dialogSaveE2EEPassword).toBeVisible();
916. await expect(poHomeChannel.dialogSaveE2EEPassword).toContainText
(e2eePassword);
917.
918. await poHomeChannel.btnSavedMyPassword.click();

ol Rocket.Chat-develop/apps/uikit-playground/src/Context/index.tsx

EHE 7

AATE

. import createCtx from './createCtx";
. import { initialState } from ' /initialState';
. import reducer from './reducer";

. const initializer = localStorage.getitem('pesrist')
? JSON.parse(localStorage.getltem(‘'pesrist’) || ")
9. !initialState;
10.
11. const [context, Provider] = createCtx(reducer, initializer);
12.

2
3
4
5. export * from ' /action';
6
7
8

el Rocket.Chat-develop/apps/uikit-playground/src/Context/index.tsx
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HE 8

AN

>

AFE

3. import { initialState } from ' /initialState";

4. import reducer from './reducer’;

5. export * from './action’;

6.

7. const initializer = localStorage.getitem('pesrist')
8. ? JSON.parse(localStorage.getitem('pesrist’) || ')
- initialState;

o o

10.

11. const [context, Provider] = createCtx(reducer, initializer);
12.

13. export { context, Provider };

oel Rocket.Chat-develop/apps/uikit-playground/src/utils/persistStore.ts
EHE 4
DAFAE

1. import { initialStateType } from '../Context/initialState';
2.

3. const persistStore = (state: initialStateType) =) {

4. localStorage.setitem('pesrist', JSON stringify(state));
5.}

6.

7. export default persistStore;

ol Rocket.Chat-develop/packages/livechat/src/store/Store.ts
ZHE 20
AATE

15. store[name] = val;
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17. h

18. }

19.}

20. const localStorage = getLocalStorage();

21.

22. type StoreStateType = StoreState;

23.

24. export default class Store extends Emitter {

25. private _state: StoreStateType;

ol Rocket.Chat-develop/packages/livechat/src/store/Store.ts
S HS 48
DAATE

43, this.dontPersist = dontPersist;

44

45, let storedState;

46.

47. try {

48. const stored = localStorage.getltem(this.localStorageKey);

49. storedState = stored ? JSON.parse(stored) : {};

50. } catch (e) {

51. storedState = {};

52 }finally {

53. storedState = typeof storedState === 'object' ? storedState : {};
ol Rocket.Chat-develop/packages/livechat/src/store/Store.ts
EHs 84
AARE

79. persist() {

80. const persistable = { ...this._state };

81. for (const ignoredKey of this.dontPersist) {
82. delete persistable[ignoredKey];
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83. }

84. localStorage.setltem(this.localStorageKey, JSON . stringify(persistable));
85. }

86.

87. setState(partialState: Partial<StoreStateType)) {

88. const prevState = this._state;

89. this._state = { ...prevState, ...partialState };

® [1#3] 0| 8] Strict 2E 1& AIE (&8, typescript)

Typescriptoll Af Strict %2 ZHQI3 R ZHAL S22 B45tet0] T2 00| HHES 20|01 2
20| HHS 2 4 QUFLICE 0] 7152 HIZASISIR 3|5t BIAEI} AFRE L ZHE 22E0]
DA|E|0f A4 DEO| HAHQI 2{240| HZ 4 UFLICE Strict HHS £ 874o| Z21E A3
5101 2tzto| 7|52 ofeHet 2Lt

1. Always Strict: 2= AA IO "use scrict"S %7+510] ECMAScript Strict ModeZt S2HgtL|
Ct.

2. Strict Null Checks: "null"2} "undefined"& BA|Z 22 x{2|gfL|C},

3. Strict Bind Call Apply: &4 =&, BIoIY 2 &9 W& HMETL 7|2 g4=0f tigt SHIE U
£ A8t 3 2&=4 & f

I'Q
oo
£
0

4. Strict Function Types: &% Oi7HH4E O ZetstA &lgtL Ct.

5. Strict Property Initialization: 224 propertyZt A 2|OF MO M MAEE| 2| k2 AL
25 YA|LCE

|:

6. No Implicit Any: "any" K&l B0 Ci5t0] LB E S A|ZIL|C}
7. No Implicit This: "any" S&0]| U= "this" ESHAA LFE SHA|ZILICE

8. Use Unknown In Catch Variables: "catch" 20 "error" E}QS "unknown"22 HAEHL|Ct

Typescript A& ORI "tsconfig.json"=2 "jsconfig.json"ItU0| "compilerOptions" AlM LIE
"strict" 95 "true"= HAZL T

ol Rocket.Chat-develop/apps/meteor/ee/server/services/tsconfig.json
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1.4
2. "extends": "../../../tsconfig.json",
3. "include": ["./xx/x", " /. /. /definition/externals/meteor/rocketchat-streamer.d.
ts", "../../../]..]../ee/apps/account-service/src/lib"],
4. "exclude": ["./dist", "./ecosystem.config.js", "../../../definition/methods"]
5.}
ol Rocket.Chat-develop/apps/meteor/tsconfig.json
EHS 3
AATE
1.4
2. "extends": "../../tsconfig.base.json",
3. "compilerOptions": {
4. "target": "es2018",
5. "module": "esNext",
6. "lib": ["esnext", "dom"],
7.
8. "allow]s": true,
ol Rocket.Chat-develop/ee/apps/account-service/tsconfig.json
S HE 3
AARE
1.4
2. "extends": "../../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "allowJs": true, // TODO remove asap
5. "incremental": true,
6.
7. /* Strict Type-Checking Options */
8. "strictPropertylnitialization": false,
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o Rocket.Chat-develop/ee/apps/authorization-service/tsconfig.json
SHs 3
DAATE
1.4
2. "extends": "../../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "strictPropertylnitialization": false, // TODO: Remove this line
5. "allow]s": true, // TODO: Remove this line
6. "outDir": "./dist"
7. 1
8. "files": ["./src/service.1s"],

ol Rocket.Chat-develop/ee/apps/ddp-streamer/tsconfig.json
s 3
DMATE
1.4
2. "extends": "../../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "strictPropertylnitialization": false, // TODO: Remove this line
5. "allow]s": true, // TODO: Remove this line
6. "outDir": "./dist"
7. I3
8. "include": ["./src/*=*/x", " [definition", "../../../apps/meteor/definition/externals

/meteor/rocketchat-streamer.d.ts"],

ol Rocket.Chat-develop/ee/apps/omnichannel-transcript/tsconfig.json
ZHS 3
AATE

1.4

2. "extends": "../../../tsconfig.base.server.json",
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3. "compilerOptions": {

4. "allowJs": true,

5. "strictPropertylnitialization": false,

6. "outDir": "./dist/ee/apps/omnichannel-transcript/src"”,

7. 1,

8. "files": ["./src/service.1s"],
ol Rocket.Chat-develop/ee/apps/presence-service/tsconfig.json
Z T 3
AATE

1

2 "extends": "../../../tsconfig.base.server.json",

3 "compilerOptions": {

4. "strictPropertylnitialization": false, // TODO: Remove this line
5. "allow]s": true, // TODO: Remove this line
6

7

8

"outDir": "./dist/ee/apps/presence-service/src",
1,

"files": ["./src/service.1s"],

ol Rocket.Chat-develop/ee/apps/queue-worker/tsconfig.json
EHE 3
AAFE
1.4
2. "extends": "../../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "allowJs": true,
5. "strictPropertylnitialization": false,
6. "outDir": "./dist/ee/apps/queue-worker/src",
7. 1,
8. "files": ["./src/service.ts"],
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o Rocket.Chat-develop/ee/apps/stream-hub-service/tsconfig.json
SHs 3
DAATE
1.4
2. "extends": "../../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "strictPropertylnitialization": false, // TODO: Remove this line
5. "allowJs": true, // TODO: Remove this line
6. "outDir": "./dist"
7. 1
8. "files": ["./src/service.1s"],

ol Rocket.Chat-develop/ee/packages/license/tsconfig.json
S 3
AARE
1.4
2. "extends": "../../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration": true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. I3
8. "include": ["./src/**/*"]

mel Rocket.Chat-develop/ee/packages/network-broker/tsconfig.json
S HS 3
AATE

1.4

2. "extends": "../../../tsconfig.base server json",

3. "compilerOptions": {
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"declaration": true,
"outDir": "./dist",
"rootDir": "./src",

L

“files": ["./src/index.ts"]

Rocket.Chat-develop/ee/packages/omnichannel-services/tsconfig.json

"extends": "../../../tsconfig.base.server.json",
"compilerOptions": {

"outDir": "./dist",

"rootDir": "./src",

"declaration": true,

L

"include": ["./src/**/*" " /. /../apps/meteor/definition/externals/meteor"],

Rocket.Chat-develop/ee/packages/pdf-worker/tsconfig.json

"extends": "../../../tsconfig.base.server.json",
"compilerOptions": {

jsx": "react-jsx"

"include": ["./src/**/x" " [jest.config.ts", "./.storybook/*x*/*"]

Rocket.Chat-develop/ee/packages/presence/tsconfig.json



EHE 3
AATE
1.4
2. "extends": "../../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "strictPropertylnitialization": false, // TODO: Remove this line
5. "declaration”: true,
6. "outDir": "./dist",
7. "rootDir": "./src",
8. 1,
ool Rocket.Chat-develop/ee/packages/ui-theming/tsconfig.json
FHE 3
AATE
1.4
2. "extends": "../../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/**/*"]
8.}
ol Rocket.Chat-develop/packages/account-utils/tsconfig.json
Z HS 3
AATE

1

2 "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {

4 "rootDir": "./src",

v Sparrow Cloud



7
8.}

—

© N U AW =

—_

® NV A WS =

H
ne

"outDir": "./dist"
1,

"include": ["./src/**/*"]

Rocket.Chat-develop/packages/agenda/tsconfig.json

3

"extends": "../../tsconfig.base.server.json",
"compilerOptions": {

"declaration": true,

"rootDir": "./src",

"outDir": "./dist"
13

"include": ["./src/**/*"]

Rocket.Chat-develop/packages/api-client/tsconfig.json

3

"extends": "../../tsconfig.base.client.json",
"compilerOptions": {

"module": "commonjs",

"rootDir": "./src",

"outDir": "./dist"
I3

"include": ["./src/**/*"]

Rocket.Chat-develop/packages/apps-engine/tsconfig.json

v Sparrow Cloud
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EHE 2
AATE
1.4
2. "compilerOptions": {
3 "sourceMap": true,
4. "target": "es6",
5 "“module": "commonjs”,
6 "declaration": true,
7 "nolmplicitAny": true,

ol Rocket.Chat-develop/packages/apps/tsconfig.json
ZHE 3
DAAFE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration": true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. 1,
8. “include": ["./src/**/*"]

mel Rocket.Chat-develop/packages/base64/tsconfig.json
EHS 3
DAATE

1.4

2 "extends": "../../tsconfig.base.json",

3. "compilerOptions": {

4 "outDir": "dist",

5 "rootDir": "src",



6. "allow]s": true,

7. "nolmplicitAny": true,

8. "noUnusedLocals": true,
ol Rocket.Chat-develop/packages/cas-validate/tsconfig.json
S 3
DMATE

1.4

2. "extends": "../../tsconfig.base.server.json",

3. "compilerOptions": {

4. "lib": ["dom", "dom.iterable", "esnext"],

5. "declaration": true,

6. "rootDir": "./src",

7. "outDir": "./dist"

8. 1,
mel Rocket.Chat-develop/packages/core-services/tsconfig.json
EHS 3

AATCE
1.{
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration”: true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. 1
8. "include": ["./src/**/*"]
ol Rocket.Chat-develop/packages/core-typings/tsconfig.json

)]
r'E
fok

3
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AATE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "lib": ["dom", "dom:.iterable"],
5. "declaration": true,
6. "rootDir": "./src",
7. "outDir": "./dist"
8. 1,
o Rocket.Chat-develop/packages/cron/tsconfig.json
= HE 3
DAATE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "declaration": true,
6. "outDir": "./dist"
7. I3
8. "include": ["./src/*x/*"],
ol Rocket.Chat-develop/packages/ddp-client/tsconfig.json
S 3
AATE

1

2 "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {

4. "rootDir": "./src",

5 "outDir": "./dist",

6

“target": "es6",



7. "module": "commonjs",
8. "esModulelnterop”: true,
o Rocket.Chat-develop/packages/favicon/tsconfig.json
= HS 3
AATE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/**/*"]
8.}
o Rocket.Chat-develop/packages/freeswitch/tsconfig.json
= HE 3
DAATE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration”: true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. I3
8. "include": ["./src/*x/*"],
ol Rocket.Chat-develop/packages/fuselage-ui-kit/tsconfig.json
S 3
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AATE

1.4

2. "extends": "../../tsconfig.base.client.json",

3. "compilerOptions": {

4.  "nolmplicitReturns": true,

5.  "nolmplicitThis": true,

6. },

7. "include": ["src", ".storybook/**/*", "jest.config.ts"]

8.}
ol Rocket.Chat-develop/packages/gazzodown/tsconfig.json
S HS 3
DAATE

1.4

2. "extends": "../../tsconfig.base.client.json",

3. "compilerOptions": {

4. "rootDirs": ["./src", "./"],

5. "outDir": "./dist"

6. 1,

7. "include": ["./src/**/*", " [jest.config.ts", "./.storybook/**/*"]

8.}
ol Rocket.Chat-develop/packages/i18n/tsconfig.json
FHE 3
AATE

1

2 "extends": "../../tsconfig.base.json",
3. "compilerOptions": {

4 "rootDirs": ["./src", "./"],

5 "outDir": "./dist",
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6. "declaration": true

7. 1,

8. "include": ["./src/*=*/x", " [jest.config.ts"]
ol Rocket.Chat-develop/packages/instance-status/tsconfig.json
S 3
DMATE

1.4

2. "extends": "../../tsconfig.base.server.json",

3. "compilerOptions": {

4. "declaration": true,

5. "rootDir": "./src",

6. "outDir": "./dist"

7. I3

8. "include": ["./src/**/*"]

mel Rocket.Chat-develop/packages/jest-presets/tsconfig.json
EHS 3
AAATE
1.4
2. "extends": "../../tsconfig.base.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist",
6. "declaration": true
7. 1,
8. "include": ["./src"]

H
ne

Rocket.Chat-develop/packages/jwt/tsconfig.json

)]
r'E
fok
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"extends": "../../tsconfig.base.server.json",
"compilerOptions": {

"declaration”: true,

"module": "commonjs",

"rootDir": "./src",

"outDir": "./dist"

Rocket.Chat-develop/packages/livechat/tsconfig.json

3

"extends": "../../tsconfig.base.client.json",
"compilerOptions": {

"module": "CommonJS",

"outDir": "./dist",

"allow]s": true,

"checklJs": false,

"jsximportSource": "preact”,

Rocket.Chat-develop/packages/log-format/tsconfig.json

"extends": "../../tsconfig.base.client.json",
"compilerOptions": {

"rootDir": "./src",
"outDir": "./dist"
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7. "include": ["./src/**/*"]
8.}
ol Rocket.Chat-develop/packages/logger/tsconfig.json
EHE 3
AATE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration": true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. |3
8. "include": ["./src/**/*"]

oel Rocket.Chat-develop/packages/mock-providers/tsconfig.json
EHE 3
DAFAE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/*x/*"]
8.}
mel Rocket.Chat-develop/packages/model-typings/tsconfig.json
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AADE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration": true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. 1,
8. "include": ["./src/**/*"]
ol Rocket.Chat-develop/packages/models/tsconfig.json
EHE 3
AATE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. // TODO migrate Users to TS
5. "allow]s": true,
6. "declaration": true,
7. "rootDir": "./src",
8. "outDir": "./dist",
ol Rocket.Chat-develop/packages/password-policies/tsconfig.json
FHE 3
AATE

1

2 "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {

4 we

5

"rootDir": "./src",
"outDir": "./dist"



6. 1,
7. "include": ["./src/**/x"]
8.}
ol Rocket.Chat-develop/packages/patch-injection/tsconfig.json
S 3
DMATE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration": true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. I3
8. "include": ["./src/**/*"]

mel Rocket.Chat-develop/packages/random/tsconfig.json
s 3
AAATE
1.4
2. "extends": "../../tsconfig.base.json",
3. "compilerOptions": {
4. "outDir": "dist",
5. "rootDir": "src",
6. "allow]s": true,
7. "nolmplicitAny": true,
8. "noUnusedLocals": true,

H
ne

Rocket.Chat-develop/packages/release-action/tsconfig.json

)]
r'E
fok

2
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1.

2. "compilerOptions": {

3./ Visit https://aka.ms/tsconfig to read more about this file */
4

5

/* Projects */

6. //'incremental": true, /* Save .tsbuildinfo files to allow for
incremental compilation of projects. */
7. /] "composite": true, /* Enable constraints that allow a

TypeScript project to be used with project references. */

mel Rocket.Chat-develop/packages/release-changelog/tsconfig.json
S HS 2
AAATE

1
2. "compilerOptions": {

3. /* Visit https://aka.ms/tsconfig to read more about this file */
4

5

/* Projects */

6. //'incremental": true, /* Save .tsbuildinfo files to allow for
incremental compilation of projects. */
7. /] "composite": true, /* Enable constraints that allow a

TypeScript project to be used with project references. */

ol Rocket.Chat-develop/packages/rest-typings/tsconfig.json
s 3
DAATE

1.4

2 "extends": "../../tsconfig.base.client.json",

3. "compilerOptions": {

4 "rootDir": "./src",
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5. "outDir": "./dist"
. 1,
7. "include": ["./src/**/x"]
8.}
ol Rocket.Chat-develop/packages/server-cloud-communication/tsconfig.json
EHE 3
AATE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/**/*"]
8.}
ol Rocket.Chat-develop/packages/server-fetch/tsconfig.json
ZHS 3
AATE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist",
6. "declaration": true,
7. 1,
8. "include": ["./src/*x/*"]
ol Rocket.Chat-develop/packages/sha256/tsconfig.json



—_

"extends": "../../tsconfig.base.json",
"compilerOptions": {
"outDir": "dist",
"rootDir": "src",
"allowlJs": true,
"nolmplicitAny": true,

"noUnusedLocals": true,

© N O LA WwN =

ol Rocket.Chat-develop/packages/tools/tsconfig.json
EYE 3
AARC
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration": true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. 1,
8. "include": ["./src/**/*"]

ol Rocket.Chat-develop/packages/tracing/tsconfig.json
EHES 3
AATE

1

2 "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {

4 "declaration": true,

v Sparrow Cloud



5. "rootDir": "./src",
6. "outDir": "./dist"
7. 1,
8. "include": ["./src/*x/*"]
ol Rocket.Chat-develop/packages/ui-avatar/tsconfig.json
EHE 3
AAFE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/*x/*"]
8.}
ol Rocket.Chat-develop/packages/ui-client/tsconfig.json
EHE 3
AAARE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDirs": ["./src", "./"],
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/*x/*", " [ storybook/*=*/*", " [jest.config.ts"],
8.}

oel Rocket.Chat-develop/packages/ui-composer/tsconfig.json

v Sparrow Cloud
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"extends": "../../tsconfig.base.client.json",
"compilerOptions": {

“rootDirs": ["./src", "./"],

"outDir": "./dist"
1

"include": ["./src/*x/*", " [ storybook/**/*", " [jest.config.ts"],

Rocket.Chat-develop/packages/ui-contexts/tsconfig.json

3

"extends": "../../tsconfig.base.client.json",
"compilerOptions": {

"module": "CommonJS",

"rootDir": "./src",

"outDir": "./dist",
1

"include": ["./src/**/*"]

Rocket.Chat-develop/packages/ui-video-conf/tsconfig.json

"extends": "../../tsconfig.base.client.json",
"compilerOptions": {
"rootDirs": ["./src", "./"],
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5. "outDir": "./dist",
. 1,
7. "include": ["./src/**/x" " [jest.config.ts", "./.storybook/**/*"],
8.}
ol Rocket.Chat-develop/packages/ui-voip/tsconfig.json
EHE 3
AATE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDirs": ["./src", "./"],
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/*x/*", " [jest.config.ts", "./.storybook/**/*"],
8.}
ol Rocket.Chat-develop/packages/web-ui-registration/tsconfig.json
EHE 3
AATE
{

"extends": "../../tsconfig.base.client.json",
"compilerOptions": {
"rootDirs": ["./src","./.storybook"],
"outDir": "./dist",
"module": "CommonJS"
I3

"include": ["./src", "./.storybook"],
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= 2[9F3t API AL
o Rocket.Chat-develop/apps/meteor/app/api/server/v1/videoConference.ts
EHS 30
AATE
25. if (tuserld || !(await canAccessRoomldAsync(roomld, userld))) {
26. return API.v1 failure(‘invalid-params');
27. }
28.
29. if (1(await hasPermissionAsync(userld, ‘call-management’, roomld))) {
30. return API.v1 . forbidden();
31. }
32.
33. try {
34. const providerName = videoConfProviders.getActiveProvider();
35.
ol Rocket.Chat-develop/apps/meteor/app/api/server/v1/voip/events.ts
ZHE 29
AARE
24. const room = await VoipRoom.findOneVoipRoomByld(rid);

25. if ('room) {
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26. return APLv1.notFound();

27. }

28. if (!(await canAccessRoomAsync(room, this.user))) {

29. return APL.v1 forbidden();

30. 1

31.

32. return APl.v1.success(await LivechatVoip.handleEvent(event, room,
this.user, comment));

33. I3

34, i3

Rocket.Chat-develop/apps/meteor/app/livechat/imports/server/rest/upload.

o

ts
EHs 14
AABE

9. import { sendFileLivechatMessage } from '../../../server/methods
/sendFileLivechatMessage’;

10.
11. APl.v1.addRoute('livechat/upload/:rid*, {
12. async post() {
13. if (1this.request.headers|['x-visitor-token']) {
14, return APL.v1.forbidden();
15. 1
16.
17. const canUpload = settings.get<boolean>('Livechat_fileupload_enabled")
&& settings.get<boolean>('FileUpload_Enabled');
18.
19. if (lcanUpload) {
el Rocket.Chat-develop/apps/meteor/app/livechat/imports/server/rest/upload.
= ts
s 29
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24,

25. const visitorToken = this.request.headers['x-visitor-token'];

26. const visitor = await LivechatVisitors.getVisitorByToken(visitorToken as
string, {});

27.

28. if (Ivisitor) {

29. return APL.v1.forbidden();

30. 1

31.

32. const room = await LivechatRooms.

findOneOpenByRoomldAndVisitorToken(this.urlParams.rid, visitorToken as string);
33. if (Iroom) {
34, return API.v1 forbidden();

Rocket.Chat-develop/apps/meteor/app/livechat/imports/server/rest/upload.
ts

EHE 34

H

N

29. return API.v1 .forbidden();

32. const room = await LivechatRooms.
findOneOpenByRoomIdAndVisitorToken(this.urlParams.rid, visitorToken as string);
33. if ('room) {

34, return APlL.v1 forbidden();

35. 1

36.

37. const maxFileSize = settings.get{number>('FileUpload_MaxFileSize') ||
104857600;

38.

39. const file = await getUploadFormData(

e Rocket.Chat-develop/apps/meteor/app/livechat/imports/server/rest/users.ts

HE 38



37.

v Sparrow Cloud

const { sort } = await this.parseJsonQuery();
const { text } = this.queryParams;

if (this.urlParams.type === 'agent’) {
if (1(await hasAtLeastOnePermissionAsync(this.userld, ['transfer-

livechat-guest', 'edit-omnichannel-contact']))) {

38. return APl.v1 forbidden();
39. }
40.
41. const { onlyAvailable, excludeld, showldleAgents } = this.
queryParams;
42. return APLv1.success(
43. await findAgents({
ol Rocket.Chat-develop/apps/meteor/app/livechat/imports/server/rest/users.ts
EHE 58
AATE
53. D
54, )
55. 1
56. if (this.urlParams.type === 'manager’) {
57. if (!(await hasAtLeastOnePermissionAsync(this.userld, ['view-
livechat-manager']))) {
58. return APl.v1 forbidden();
59. }
60.
61. return APIL.v1.success(
62. await findManagers({
63. text,

o

Rocket.Chat-develop/apps/meteor/ee/server/api/sessions.ts
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EHE 89
AATE
84. 'sessions/list',
85. { authRequired: true, validateParams: isSessionsPaginateProps },
86. {
87. async get() {
88. if (ILicense.hasModule('device-management')) {
89. return APlL.v1 . forbidden();
90. 1
91.
92. const { offset, count } = await getPaginationltems(this.queryParams);
93. const { sort = { loginAt: -1 } } = await this.parseJsonQuery();
94, const search = escapeRegExp(this.queryParams? filter || '*);

® [113| O|F] Y&}st Null 78 &2

|'O

(EF, typescript)

"null"Z} "undefined"& F&5t= O|fr= £U2 H19| Q10| EL|Ct TypescriptOlAd= 0| 3HZ
5t7] 2I5H "strictNullChecks"E A ELICE. "strictNullChecks"& O|& Y&tstA T+235t0] 7HE At
¢ "null" &2 "undefined" 42 = 212 AL Ct

Typescript A& ORI "tsconfig.json"E2 "jsconfig.json "I "compilerOptions" AlM LI
"strict" £MS "true"2 MAEILICEH B2 "strictNullChecks" £4E "true"2 MU0 2HA5}EH

mel Rocket.Chat-develop/apps/meteor/ee/server/services/tsconfig.json
k- 1
AAFE
1.4
2. "extends": "../../../tsconfig.json",
3. “include": ["./xx/x", " /. /. /definition/externals/meteor/rocketchat-streamer.d.
s", "../..1..1..]..[ee/apps/account-service/src/lib"],
4. "exclude": ["./dist", "./ecosystem.config.js", "../../../definition/methods"]

5.}



v Sparrow Cloud

ol Rocket.Chat-develop/apps/meteor/tsconfig.json
S HS 3
DAATE
1.4
2. "extends": "../../tsconfig.base.json",
3. "compilerOptions": {
4. "target": "es2018",
5. "module": "esNext",
6. "lib": ["esnext", "dom"],
7.
8. "allow]s": true,
ol Rocket.Chat-develop/ee/apps/account-service/tsconfig.json
= s 3
AATE
1.4
2. "extends": "../../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "allowls": true, // TODO remove asap
5. "incremental": true,
6.
7. /* Strict Type-Checking Options */
8. “strictPropertylnitialization": false,

mel Rocket.Chat-develop/ee/apps/authorization-service/tsconfig.json
g Hs 3
AATE

1.4

2. "extends": "../../../tsconfig.base.server.json",

3. "compilerOptions": {
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4. "strictPropertylnitialization": false, // TODO: Remove this line
5. "allowJs": true, // TODO: Remove this line
6. "outDir": "./dist"
7. I3
8. "files": ["./src/service.ts"],
ol Rocket.Chat-develop/ee/apps/ddp-streamer/tsconfig.json
SHs 3
DAATE
1.4
2. "extends": "../../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "strictPropertylnitialization": false, // TODO: Remove this line
5. "allowJs": true, // TODO: Remove this line
6. "outDir": "./dist"
7. 1,
8. "include": ["./src/*+/x" " /definition", "../../../apps/meteor/definition/externals

/meteor/rocketchat-streamer.d.ts"],

ol Rocket.Chat-develop/ee/apps/omnichannel-transcript/tsconfig.json
EHE 3
AATE
1.4
2. "extends": "../../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "allowJs": true,
5. "strictPropertylnitialization": false,
6. "outDir": "./dist/ee/apps/omnichannel-transcript/src”,
7. 1,
8. "files": ["./src/service.ts"],
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ol Rocket.Chat-develop/ee/apps/presence-service/tsconfig.json
S HS 3
DAATE
1.4
2. "extends": "../../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "strictPropertylnitialization": false, // TODO: Remove this line
5. "allowJs": true, // TODO: Remove this line
6. "outDir": "./dist/ee/apps/presence-service/src",
7. 1,
8. "files": ["./src/service.1s"],

ol Rocket.Chat-develop/ee/apps/queue-worker/tsconfig.json
s 3
AARE
1.4
2. "extends": "../../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "allowlJs": true,
5. "strictPropertylnitialization": false,
6. "outDir": "./dist/ee/apps/queue-worker/src",
7. I3
8. "files": ["./src/service.ts"],

mel Rocket.Chat-develop/ee/apps/stream-hub-service/tsconfig.json
EHS 3
AATE

1.4

2. "extends": "../../../tsconfig.base server json",

3. "compilerOptions": {
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4. "strictPropertylnitialization": false, // TODO: Remove this line
5. "allowJs": true, // TODO: Remove this line
6. "outDir": "./dist"
7. I3
8. "files": ["./src/service.ts"],
ol Rocket.Chat-develop/ee/packages/license/tsconfig.json
SHs 3
DAATE
1.4
2. "extends": "../../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration": true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. 1,
8. "include": ["./src/**/*"]
ol Rocket.Chat-develop/ee/packages/network-broker/tsconfig.json
s 3
DAATE
1.4
2. "extends": "../../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration”: true,
5. "outDir": "./dist",
6. "rootDir": "./src",
7. I3
8. "files": ["./src/index.ts"]



—_
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v Sparrow Cloud

Rocket.Chat-develop/ee/packages/omnichannel-services/tsconfig.json

3

"extends": "../../../tsconfig.base . server.json",
"compilerOptions": {

L

"outDir": "./dist",
"rootDir": "./src",
"declaration": true,

"include": ["./src/**/*", " /. /../apps/meteor/definition/externals/meteor"],

Rocket.Chat-develop/ee/packages/pdf-worker/tsconfig.json

3

"extends": "../../../tsconfig.base.server.json",
"compilerOptions": {

jsx": "react-jsx"

"include": ["./src/**/x" " [jest.config.ts", "./.storybook/*x*/*"]

Rocket.Chat-develop/ee/packages/presence/tsconfig.json

3

"extends": "../../../tsconfig.base.server.json",
"compilerOptions": {

"strictPropertylnitialization": false, // TODO: Remove this line



5. "declaration”: true,
6. "outDir": "./dist",
7. "rootDir": "./src",
8. 1,
el Rocket.Chat-develop/ee/packages/ui-theming/tsconfig.json
EHE 3
AATE
1.4
2. "extends": "../../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/**/*"]
8.}
ol Rocket.Chat-develop/packages/account-utils/tsconfig.json
EHE 3
AATE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/**/*"]
8.}

2| Rocket.Chat-develop/packages/agenda/tsconfig.json

v Sparrow Cloud



gl 3
AADE
(I
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration": true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. 1
8. "include": ["./src/**/*"]

ol Rocket.Chat-develop/packages/api-client/tsconfig.json
FHE 3
AARC
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "module": "commonjs",
5. "rootDir": "./src",
6. "outDir": "./dist"
7. 1,
8. "include": ["./src/**/*"]

ol Rocket.Chat-develop/packages/apps-engine/tsconfig.json
EHES 2
AATE

1.4

2. "compilerOptions": {

3. "sourceMap": true,

4 "target": "es6",

100
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"module": "commonjs”,
"declaration": true,
"nolmplicitAny": true,

Rocket.Chat-develop/packages/apps/tsconfig.json

3

"extends": "../../tsconfig.base.server.json",
"compilerOptions": {

"declaration": true,

"rootDir": "./src",

"outDir": "./dist"
13

"include": ["./src/*x/%"]

Rocket.Chat-develop/packages/cas-validate/tsconfig.json

"extends": "../../tsconfig.base.server.json",
"compilerOptions": {
"lib": ["dom", "dom.iterable", "esnext"],
"declaration”: true,
"rootDir": "./src",

"outDir": " /dist"

Rocket.Chat-develop/packages/core-services/tsconfig.json

3

v Sparrow Cloud
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AATE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration": true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. |3
8. "include": ["./src/**/*"]
ol Rocket.Chat-develop/packages/core-typings/tsconfig.json
s 3
DAATE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "lib": ["dom", "dom.iterable"],
5. "declaration": true,
6. "rootDir": "./src",
7. "outDir": "./dist"
8. 1,
ol Rocket.Chat-develop/packages/cron/tsconfig.json
S 3
AATE

1

2 "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {

4. "rootDir": "./src",

5 "declaration": true,

6 "outDir": " /dist"



7. 1,
8. "include": ["./src/**/*"],
ol Rocket.Chat-develop/packages/ddp-client/tsconfig.json
EHE 3
AATE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist",
6. “target": "es6",
7. "module": "commonjs",
8. "esModulelnterop": true,

oel Rocket.Chat-develop/packages/favicon/tsconfig.json
EHE 3
DAFAE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/*x/*"]
8.}
mel Rocket.Chat-develop/packages/freeswitch/tsconfig.json

v Sparrow Cloud
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AATE

1.4

2. "extends": "../../tsconfig.base.server.json",

3. "compilerOptions": {

4. "declaration": true,

5. "rootDir": "./src",

6. "outDir": "./dist"

7. 1,

8. "include": ["./src/**/*"],
ol Rocket.Chat-develop/packages/fuselage-ui-kit/tsconfig.json
EHE 3
AATE

1.4

2. "extends": "../../tsconfig.base.client.json",

3. "compilerOptions": {

4.  "nolmplicitReturns": true,

5.  "nolmplicitThis": true,

6. },

7. "include": ["src", ".storybook/**/*", "jest.config.ts"]

8.}
ol Rocket.Chat-develop/packages/gazzodown/tsconfig.json
FHE 3
AATE

1

2 "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {

4 "rootDirs": ["./src", "./"],

5 "outDir": "./dist"



6. 1,
7. "include": ["./src/**/x", " [jest.config.ts", "./.storybook/**/*"]
8.}
ol Rocket.Chat-develop/packages/i18n/tsconfig.json
S 3
DMATE
1.4
2. "extends": "../../tsconfig.base.json",
3. "compilerOptions": {
4, "rootDirs": ["./src", "./"],
5. "outDir": "./dist",
6. "declaration": true
7. I3
8. "include": ["./src/x=/*", " [jest.config.ts"]

ol Rocket.Chat-develop/packages/instance-status/tsconfig.json
EHS 3
AAATE

1.4

2. "extends": "../../tsconfig.base.server.json",

3. "compilerOptions": {

4. "declaration": true,

5. "rootDir": "./src",

6. "outDir": "./dist"

7. 1,

8. "include": ["./src/**/*"]
ol Rocket.Chat-develop/packages/jest-presets/tsconfig.json
EHE 3

v Sparrow Cloud
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AATE
1.4
2. "extends": "../../tsconfig.base.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist",
6. "declaration": true
7. |3
8. "include": ["./src"]
ol Rocket.Chat-develop/packages/jwt/tsconfig.json
= HE 3
AATFE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration”: true,
5. "module": "commonjs",
6. "rootDir": "./src",
7. "outDir": "./dist"
8. 1,
ol Rocket.Chat-develop/packages/livechat/tsconfig.json
S 3
AATE

1

2 "extends": "../../tsconfig.base.client.json",
3 "compilerOptions": {

4. "module": "CommonJS",

5 "outDir": "./dist",

6 "allowJs": true,



7. "checkJs": false,
8. "jsxImportSource": "preact",
ol Rocket.Chat-develop/packages/log-format/tsconfig.json
= HS 3
AATE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/**/*"]
8.}
o Rocket.Chat-develop/packages/logger/tsconfig.json
= HE 3
DAATE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration”: true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. I3
8. "include": ["./src/*x/*"]
ol Rocket.Chat-develop/packages/mock-providers/tsconfig.json
S 3

v Sparrow Cloud
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AARCE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/*x/*"]
8.}
ol Rocket.Chat-develop/packages/model-typings/tsconfig.json
EHE 3
DAATE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration": true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. |3
8. "include": ["./src/**/*"]

ol Rocket.Chat-develop/packages/models/tsconfig.json
= HE 3
AATE

1

2 "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {

4 // TODO migrate Users to TS

5 "allowlJs": true,



6. "declaration”: true,
7. "rootDir": "./src",
8. "outDir": "./dist",
o Rocket.Chat-develop/packages/password-policies/tsconfig.json
s 3
DMATE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist"
6. |3
7. "include": ["./src/**/*"]
8.}
mel Rocket.Chat-develop/packages/patch-injection/tsconfig.json
s 3
AAATE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration": true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. 1,
8. "include": ["./src/**/*"]
ol Rocket.Chat-develop/packages/release-action/tsconfig.json

)]
r'E
fok

2

v Sparrow Cloud
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1.

2. "compilerOptions": {

3./ Visit https://aka.ms/tsconfig to read more about this file */
4

5

/* Projects */

6. //'incremental": true, /* Save .tsbuildinfo files to allow for
incremental compilation of projects. */
7. /] "composite": true, /* Enable constraints that allow a

TypeScript project to be used with project references. */

mel Rocket.Chat-develop/packages/release-changelog/tsconfig.json
S HS 2
AAATE

1
2. "compilerOptions": {

3. /* Visit https://aka.ms/tsconfig to read more about this file */
4

5

/* Projects */

6. //'incremental": true, /* Save .tsbuildinfo files to allow for
incremental compilation of projects. */
7. /] "composite": true, /* Enable constraints that allow a

TypeScript project to be used with project references. */

ol Rocket.Chat-develop/packages/rest-typings/tsconfig.json
s 3
DAATE

1.4

2 "extends": "../../tsconfig.base.client.json",

3. "compilerOptions": {

4 "rootDir": "./src",
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5. "outDir": "./dist"
. 1,
7. "include": ["./src/**/x"]
8.}
ol Rocket.Chat-develop/packages/server-cloud-communication/tsconfig.json
EHE 3
AATE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/**/*"]
8.}
ol Rocket.Chat-develop/packages/server-fetch/tsconfig.json
EHE 3
AATE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist",
6. "declaration": true,
7. |3
8. "include": ["./src/*x/*"]
ol Rocket.Chat-develop/packages/tools/tsconfig.json



gl 3
AADE
(I
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration": true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. 1
8. "include": ["./src/**/*"]

ol Rocket.Chat-develop/packages/tracing/tsconfig.json
FHE 3
AARC
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration": true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. 1,
8. "include": ["./src/**/*"]

ol Rocket.Chat-develop/packages/ui-avatar/tsconfig.json
EHES 3
AATE

1

2 "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {

4 "rootDir": "./src",

v Sparrow Cloud



5. "outDir": "./dist"
. 1,
7. "include": ["./src/**/x"]
8.1
ol Rocket.Chat-develop/packages/ui-client/tsconfig.json
EHE 3
AAFE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDirs": ["./src", "./"],
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/*x/*", " [ storybook/*=*/*", " /jest.config.ts"],
8.}
o Rocket.Chat-develop/packages/ui-composer/tsconfig.json
EHE 3
AAARE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDirs": ["./src", "./"],
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/*x/*", " [ storybook/*=*/*", " [jest.config.ts"],
8.1

2| Rocket.Chat-develop/packages/ui-contexts/tsconfig.json

v Sparrow Cloud



gl 3
AADE
(I
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "module": "CommonJS",
5. "rootDir": "./src",
6. "outDir": "./dist",
7. 1
8. "include": ["./src/**/*"]

ol Rocket.Chat-develop/packages/ui-video-conf/tsconfig.json
FHE 3
AATE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDirs": ["./src", "./"],
5. "outDir": "./dist",
6. 1,
7. "include": ["./src/*x/*", " [jest.config.ts", "./.storybook/**/*"],
8.1
ol Rocket.Chat-develop/packages/ui-voip/tsconfig.json
EHES 3
AATE

1

2 "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {

4 "rootDirs": ["./src", "./"],

v Sparrow Cloud
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5. "outDir": "./dist"
. 1,

7. "include": ["./src/**/x" " [jest.config.ts", "./.storybook/**/*"],

8.}
ol Rocket.Chat-develop/packages/web-ui-registration/tsconfig.json
EHE 3
AATE

1.4

2 "extends": "../../tsconfig.base.client.json",

3 "compilerOptions": {

4. "rootDirs": ["./src","./.storybook"],

5. "outDir": "./dist",

6 "module": "CommonJS"

7 1,

8 "include": ["./src", "./.storybook"],
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Rocket.Chat-develop/apps/meteor/app/apple/server/AppleCustomOAuth.
ts

H
ne
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14

const { id_token: identityToken, user: userStr ="'} = query;

let usrObj = {} as any:
try {

usrObj = JSON.parse(userStr);
} catch (e) {

// ignore

try {
const serviceData = await handleldentityToken(identityToken);

Rocket.Chat-develop/apps/meteor/app/federation/server/lib/dns.js

80

// Search by HTTPS first

try {
dnsLogger.debug(search: peerDomain=%${peerDomain} srv=_rocketchat.

_https.${peerDomain});

78.

srvEntries = await memoizedDnsResolveSRV( _rocketchat.

_https.${peerDomain});

79.
80.
81.
82.
83.
84.
85.

protocol = 'https';
} catch (err) {
// lgnore errors when looking for DNS entries

// If there is not entry, try with http
if (IsrvEntries.length) {

Rocket.Chat-develop/apps/meteor/app/federation/server/lib/dns.js
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= HS 90
AATE
85. if (IsrvEntries.length) {
86. try {
87. dnsLogger.debug(search: peerDomain=%${peerDomain}
srv=_rocketchat._http.${peerDomain});
88. srvEntries = await memoizedDnsResolveSRV( _rocketchat.
_http.${peerDomain});
89. protocol = 'http";
90. } catch (err) {
91. // Ignore errors when looking for DNS entries
92. }
93. !
94.
95. // If there is not entry, try with tcp
ol Rocket.Chat-develop/apps/meteor/app/federation/server/lib/dns.js
EHS 110
AADC
105. protocol = protocol[0].join("');
106.
107. if (protocol == "http' && protocol == "https') {
108. protocol = null;
109. }
110. } catch (err) {
111. // if there is an error while getting the _tcp entry, it means the config
is not there
112. // but if there is an error looking for the *_rocketchat_tcp_protocol’
entry, it means we should use https
113. 1
114, }

115.



133.

e Sparrow Cloud

Rocket.Chat-develop/apps/meteor/app/federation/server/lib/dns.js

138

dnsLogger.debug(search: peerDomain=%{peerDomain} txt=rocketchat-

public-key. ${peerDomainy});

134.

const publicKeyTxtRecords = await memoizedDnsResolveTXT(rocketchat-

public-key.${peerDomain});

135.
136.
137.
138.
139.
140.
141.
142.
143.

// Join the TXT record, that might be split
publicKey = publicKeyTxtRecords[0].join("');

} catch (err) {
// Ignore errors when looking for DNS entries

// If there is no entry, throw error
if (IpublicKey) {

Rocket.Chat-develop/apps/meteor/app/lib/server/functions/saveUser
/saveNewUser.ts

74

protocol: 'https',

try {

await setUserAvatar({ ...userData, _id }, gravatarUrl, ', 'url');
} catch (e) {

// Ignore this error for now, as it not being successful isn't bad

void notifyOnUserChangeByld({ clientAction: 'inserted’, id: _id });
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Rocket.Chat-develop/apps/meteor/app/slashcommands-open/client/client.

I]_l.OI

= ts
EHE 42
MATE

37. const subscription = Subscriptions.findOne(query);

38. if (Isubscription) {

39. return;

40. 1

41, roomCoordinator.openRouteLink(subscription.t, subscription, router.

getSearchParameters());

42. } catch (err: unknown) {

43. // noop

44 }

45, I3

46. options: {

47. description: 'Opens_a_channel_group_or_direct_message',
oel Rocket.Chat-develop/apps/meteor/app/voip/server/startup.ts
ZHS 12
AAATE

7. if (value) {

8. await VoipAsterisk.init();

9. }else {

10. await VoipAsterisk.stop();

11. 1

12. } catch (e) {

13. // do nothing
14. }

15. )

16.

17. settings.changeMultiple(
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mel Rocket.Chat-develop/apps/meteor/app/voip/server/startup.ts

EHS 25

20. // Here, if 4 settings are changed at once, we're getting 4 diff callbacks.
The good part is that all callbacks are fired almost instantly

21, // So to avoid stopping/starting voip too often, we debounce the call and
restart 1 second after the last setting has reached us.

22. if (settings.get('VolP_Enabled")) {

23. try {

24. await VoipAsterisk.refresh();

25. } catch (e) {

26. // do nothing

27. 1

28. 1

29. i3

30.):

Rocket.Chat-develop/apps/meteor/ee/server/apps/marketplace/applinstall.
ts

ZHs 18

13. try {
14. const token = await getWorkspaceAccessToken();
15. headers.Authorization = ‘Bearer ${token}’;

17. // eslint-disable-next-line no-empty
18. } catch {}

20. let siteUrl ="";
21. try {
22. siteUrl = settings.get<string>('Site_Url");
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Rocket.Chat-develop/apps/meteor/ee/server/apps/marketplace/applnstall.

(o]
ol <
ZHE 25
DAATE
20. let siteUrl ="";
21, try {
22. siteUrl = settings.get<string)>('Site_Url');
23.
24. // eslint-disable-next-line no-empty
25. } catch {}
26.
27. const data = {
28. action,
29. appName: applnfo.name,
30. appSlug: appInfo.nameSlug,
ey Rocket.Chat-develop/apps/meteor/ee/server/apps/marketplace/applnstall.
= ts
=i K= 47
AATE
42. headers,
43, body: data,
44, D
45.
46. // eslint-disable-next-line no-empty
47. } catch {}
48.}
ey Rocket.Chat-develop/apps/meteor/ee/server/services/ecdh-proxy/lib/server.

ts
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176. bk

177.

178. ws.on('close’, (code, reason) => {
179. try {

180. proxy.close(code, reason);
181. } catch (e) {

182. //

183. 1

184. D

185. // proxy.on('close’, (code, reason) => ws.close(code, reason));
186.1);

oel Rocket.Chat-develop/apps/meteor/server/lib/getNestedProp.ts

S Hs 4

1. export const getNestedProp = (customFields: Record<string, any), property: string):
unknown =) {

2 try {

3. return property.split('.").reduce((acc, el) => acclel], customFields);
4, } catch {

5 // ignore errors

6

7.

|3

ol Rocket.Chat-develop/apps/meteor/server/lib/rooms/roomTypes/direct.ts

g s 18
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13. const DirectMessageRoomType = getDirectMessageRoomType(roomCoordinator);

14.

15. const getCurrentUserld = (): string | undefined =) {

16.
17.
18.
19.
20.
21. %
22.

try {

return Meteor.userld() || undefined;
} catch (_e) {

//

23. roomCoordinator.add(DirectMessageRoomType, {

Rocket.Chat-develop/apps/meteor/server/methods/createDirectMessage.ts

53

// If the username does have an ‘@', but does not exist locally, we

create it first

50.
51.
52.
53.
54.
55.
56.
57.
58.

if (Ito && username.includes('@")) {

try {
to = await addUser(username);
} catch {
// no-op
1
if (1to) {

return username;

Rocket.Chat-develop/apps/meteor/server/methods/registerUser.ts

120



115.
116.
117.
118.
119.
120.
121.

e Sparrow Cloud

await Users.setReason(userld, reason);

try {
Accounts.sendVerificationEmail(userld, userData.email);
} catch (error) {
// throw new Meteor.Error 'error-email-send-failed', 'Error trying to

send email: ' + error.message, { method: 'registerUser', message: error.message }

122.
123.
124,
125.

106.
107.
108.
109.
110.
111.
112.
113.
114.
115.
116.

}

return userld;

Rocket.Chat-develop/apps/meteor/server/services/federation/infrastructure
/matrix/Bridge.ts

111
?{
avatarUrl: externalinformation.avatar_url,
1
0.
¥
} catch (err) {
// no-op
1
}

public async joinRoom(externalRoomld: string, externalUserld: string,

viaServers?: string[]): Promise<void) {

Rocket.Chat-develop/apps/meteor/server/services/federation/infrastructure
/matrix/Bridge.ts

190
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AATCE
185. }
186.
187. public async inviteToRoom (externalRoomld: string, externallnviterld: string,
externallnviteeld: string): Promise<void) {
188. try {
189. await this.bridgelnstance.getintent(externallnviterld).invite
(externalRoomld, externallnviteeld);
190. } catch (e) {
191. // no-op
192. 1
193. }
194.
195. public async setUserAvatar(externalUserld: string, avatarUrl: string):

Promise<void) {

Rocket.Chat-develop/apps/meteor/server/services/federation/infrastructure
/matrix/Bridge.ts

EHS 198

193. }

194.

195. public async setUserAvatar(externalUserld: string, avatarUrl: string):
Promise<void) {

196. try {

197. await this.bridgelnstance.getintent(externalUserld).matrixClient.
setAvatarUrl(avatarUrl);

198. } catch (e) {

199. // no-op

200. }

201. }

202.

203. public async verifylnviteelds(matrixlds: string[]): Promise{Map<string, string>) {
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ol Rocket.Chat-develop/apps/meteor/server/services/federation/infrastructure
/matrix/Bridge.ts

z s 252
AATE
247. }
248.
249, public async setUserDisplayName(externalUserld: string, displayName: string):
Promise<void) {
250. try {
251, await this.bridgelnstance.getintent(externalUserld).setDisplayName
(displayName);
252. } catch (e) {
253. // no-op
254, }
255. }
256.
257. public async createDirectMessageRoom(
ey Rocket.Chat-develop/apps/meteor/server/services/federation/infrastructure
/matrix/Bridge.ts
=z 529
AATCE
524, }
525.
526. public async leaveRoom (externalRoomld: string, externalUserld: string):
Promise<void) {
527. try {
528. await this.bridgelnstance.getintent(externalUserld).leave
(externalRoomld);
529. } catch (e) {
530. // no-op
531. 1
532. }

533.
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534. public async kickUserFromRoom (externalRoomld: string, externalUserld: string,
externalOwnerld: string): Promise<void) {

Rocket.Chat-develop/apps/meteor/server/services/federation/infrastructure

o+ o
2 /matrix/Bridge.ts
s 718
DMATE
713. try {
714. const roomState = (await this.bridgelnstance.getintent

(externalUserld).roomState(externalRoomld)) as AbstractMatrixEvent[];

715.

716. return ((roomState || [1).find((event) =) event? type ===
MatrixEventType.ROOM_NAME_CHANGED) as MatrixEventRoomNameChanged)?.
content

717. ?.name,;

718. } catch (error) {

719. // no-op

720. 1

721. }

722.

723. public async getRoomTopic(externalRoomld: string, externalUserld: string):

Promise<string | undefined) {

Rocket.Chat-develop/apps/meteor/server/services/federation/infrastructure
/matrix/Bridge.ts

EHS 729

724, try {

725. const roomState = (await this.bridgelnstance.getintent
(externalUserld).roomState(externalRoomld)) as AbstractMatrixEvent(];
726.

727. return ((roomState || [1).find((event) => event?.type ===
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MatrixEventType.ROOM_TOPIC_CHANGED) as MatrixEventRoomTopicChanged)?.
content

728. ? topic;

729. } catch (error) {

730. // no-op

731. }

732. }

733.

734. public async setRoomName(externalRoomld: string, externalUserld: string,

roomName: string): Promise<void) {

Rocket.Chat-develop/apps/meteor/server/services/messages/hooks
/BeforeSaveBadWords.ts

EHE 43

38. return message,

41. try {

42. message.msg = this.badWords.clean(message.msg);
43, } catch (error) {

44, // ignore

47. return message,

ol Rocket.Chat-develop/apps/meteor/server/startup/presenceTroubleshoot.ts

5. // maybe this setting should disable the listener to ‘presence.status' event on listerners.
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module.ts
6. settings.watch('Troubleshoot_Disable_Presence_Broadcast', async (value) =) {
7. try {

8. await Presence.toggleBroadcast(!value);
9. } catch (e) {
10. // do nothing
1. }
12.1);
mel Rocket.Chat-develop/apps/meteor/tests/e2e/saml.spec.ts
FHS 132
AATE
127. // the compose CLI doesn't have any way to remove images, so try to

remove it with a direct call to the docker cli, but ignore errors if it fails.
128. try {

129. child_process.spawn('docker', ['rmi', 'saml-testsamlidp_idp'], {
130. cwd: containerPath,
131. 1
132. } catch {
133. // ignore errors here
134, !
135,
136. // Remove saml test users so they don't interfere with other tests
137. await resetTestData({ cleanupOnly: true });
ey Rocket.Chat-develop/apps/uikit-playground/src/Components/CodeEditor
/index.tsx
EHE 39
AATE
34, changedByEditor: false,
35. )
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37.

38. dispatch(updatePayloadAction({ blocks: parsedCode }));
39.  }catch (e){

40. // do nothing

41. 1

42. '}

43. /[ eslint-disable-next-line react-hooks/exhaustive-deps
44. 1}, [changes?.value]);

mel Rocket.Chat-develop/apps/uikit-playground/src/hooks/useCodeMirror.ts
FHS 59
AATE

54, to: to || view.current.state.doc.length,

55, insert: value || *,

56. },

57. selection: { anchor: cursor || 0},

58. 1)

59. }catch (e) {
60. // do nothing;
61. 1}

62. L

64. useEffect(() =) {

Rocket.Chat-develop/apps/uikit-playground/src/hooks

(o]
e /useFormatCodeMirrorValue.ts
= HE 29
AAFAE

24. if (lislLayoutblock(parsedCode))

25. throw new Error('Please enter a valid LayoutBlock');

26. codePrettier(changes.value, changes.cursor || 0).then((prettierCode) =) {
27. callback(parsedCode, prettierCode);



28.
29.
30.
31.
32.
33.

34, },

85.

v Sparrow Cloud

bk
} catch (e) {

// do nothing
}

// eslint-disable-next-line react-hooks/exhaustive-deps
[changes]);

Rocket.Chat-develop/ee/packages/presence/src/Presence.ts

87

await Settings.updateValueByld('Presence_broadcast_disabled', false);

this.hasScalabilityLicense = await License.hasModule('scalability");
this.hasPresencelicense = await License.hasModule('unlimited-

presence');

86.
87.
88.
89.
90.
91.
92.

this.hasLicense = this.hasPresenceLicense || this.hasScalabilityLicense;
} catch (e: unknown) {
// ignore

async stopped(): Promise<void) {

Rocket.Chat-develop/packages/agenda/src/Job.ts

95

}else {
this.attrs.nextRunAt = new Date(lastRun.valueOf() +

numberinterval);

92.

debug('[%s:%s] nextRunAt set to [%s]', this.attrs.name,

this.attrs._id, this.attrs.nextRunAt.tolSOString());



v Sparrow Cloud

93. }

94, // Either “xo" linter or Node.js 8 stumble on this line if it isn't just
ignored

95, } catch (error) {

96. //

97. 1

98. }finally {

99. if (Ithis.attrs.nextRunAt || isNaN(this.attrs.nextRunAt.valueOf())) {
100. this.attrs.nextRunAt = null;

Rocket.Chat-develop/packages/apps-engine/src/server/compiler

/AppPackageParser.ts
= HE 110
DAATE
105. const lang = entrySplitlentrySplit.length - 1].split(".")[0].toLowerCase();
106.
107. let content;
108. try {
109. content = JSON.parse(entry.getData().toString());
110. } catch (e) {
111. // Failed to parse it, maybe warn them? idk yet
112. !
113.
114. languageContent[lang] = Object.assign(languageContent[lang] || {},
content);
115. D
ol Rocket.Chat-develop/packages/server-fetch/src/parsers.ts
S HS 16
DAATE
11. options.headers = {

12. ...options.headers,
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13. ‘Content-Type': 'application/json', // force content type to be json
14. I

15. 1

16. } catch (e) {

17. // Body is not JSON, do nothing

18. }

19.

20. return options as FetchOptions;

A

® [3] 0|F] A=A Any 78 ALE &l (&3, typescript)

Typescript= "Compiler Options"2Z "nolmplicitAny"E A& &L CE "nolmplicitAny"&= &=
OF "any"E FREls BE HA0 tfoff 23S DMAIZLICH EtJS FFotA| &1 "any"EfY

AMESHCHHE Typescripte B SH Javascripte] S2tnt 245 L Ct

no

Typescript A& ARl "tsconfig.json"=2 "jsconfig.json"ItA0| "compilerOptions" AM LIE
"strict" £42 "true"2 MAFLCH 2 "nolmplicitAny" £48 "true"2 M ASH] /dateiL|Ct,

ol Rocket.Chat-develop/apps/meteor/ee/server/services/tsconfig.json
EHS 1
DAATE
1.4
2. "extends": "../../../tsconfig.json",
3. "include": ["./xx/x", " /. /. /definition/externals/meteor/rocketchat-streamer.d.
ts", "../../../..]../ee/apps/account-service/src/lib"],
4. "exclude": ["./dist", "./ecosystem.config.js", "../../../definition/methods"]
5.}
ol Rocket.Chat-develop/apps/meteor/tsconfig.json
s 3
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1.4

2. "extends": "../../tsconfig.base.json",

3. "compilerOptions": {

4. "target": "es2018",

5. "module": "esNext",

6. "lib": ["esnext", "dom"],

7.

8. "allow]s": true,
ol Rocket.Chat-develop/ee/apps/account-service/tsconfig.json
s 3
AATE

1.4

2. "extends": "../../../tsconfig.base.server.json",

3. "compilerOptions": {

4. "allowJs": true, // TODO remove asap

5. "incremental": true,

6.

7. /* Strict Type-Checking Options */

8. "strictPropertylnitialization": false,
ol Rocket.Chat-develop/ee/apps/authorization-service/tsconfig.json
= HS 3
AADE

1.4

2. "extends": "../../../tsconfig.base.server.json",

3. "compilerOptions": {

4. "strictPropertylnitialization": false, // TODO: Remove this line

5. "allow]s": true, // TODO: Remove this line

6. "outDir": "./dist"

7. |3

8. "files": ["./src/service.1s"],
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ol Rocket.Chat-develop/ee/apps/ddp-streamer/tsconfig.json
s 3
ADAATE
1.4
2. "extends": "../../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "strictPropertylnitialization": false, // TODO: Remove this line
5. "allowJs": true, // TODO: Remove this line
6. "outDir": "./dist"
7. I3
8. "include": ["./src/*x/x", " /definition", "../../../apps/meteor/definition/externals

/meteor/rocketchat-streamer.d.ts"],

ol Rocket.Chat-develop/ee/apps/omnichannel-transcript/tsconfig.json
= HS 3
AATE
1.4
2. "extends": "../../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "allowJs": true,
5. “strictPropertylnitialization": false,
6. "outDir": "./dist/ee/apps/omnichannel-transcript/src”,
7. |3
8. "files": ["./src/service.1s"],

ol Rocket.Chat-develop/ee/apps/presence-service/tsconfig.json

s 3
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1.4
2. "extends": "../../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "strictPropertylnitialization": false, // TODO: Remove this line
5. "allow]s": true, // TODO: Remove this line
6. "outDir": "./dist/ee/apps/presence-service/src",
7. I3
8. "files": ["./src/service.1s"],
mel Rocket.Chat-develop/ee/apps/queue-worker/tsconfig.json
i K= 3
AATE
1.4
2 "extends": "../../../tsconfig.base.server.json",
3 "compilerOptions": {
4 "allowJs": true,
5. "strictPropertylnitialization": false,
6 "outDir": "./dist/ee/apps/queue-worker/src",
7 1,
8 "files": ["./src/service.1s"],
ol Rocket.Chat-develop/ee/apps/stream-hub-service/tsconfig.json
EHS 3
AATE
1.4
2 "extends": "../../../tsconfig.base.server.json",
3 "compilerOptions": {
4. "strictPropertylnitialization": false, // TODO: Remove this line
5. "allow]s": true, // TODO: Remove this line
6 "outDir": "./dist"
7 1,
8 "files": ["./src/service.1s"],
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ol Rocket.Chat-develop/ee/packages/license/tsconfig.json
s 3
AAFTE
1.4
2. "extends": "../../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration”: true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. 1,
8. “include": ["./src/**/x"]

ol Rocket.Chat-develop/ee/packages/network-broker/tsconfig.json
SHs 3
AARC
1.4
2. "extends": "../../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration": true,
5. "outDir": "./dist",
6. "rootDir": "./src",
7. 1,
8. “files": ["./src/index.ts"]

ol Rocket.Chat-develop/ee/packages/omnichannel-services/tsconfig.json

Eke 3
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"extends": "../../../tsconfig.base.server.json",
"compilerOptions": {

"outDir": "./dist",

"rootDir": "./src",
"declaration”: true,

L

"include": ["./src/*x/*" " /. [../Japps/meteor/definition/externals/meteor"],

Rocket.Chat-develop/ee/packages/pdf-worker/tsconfig.json

"extends": "../../../tsconfig.base server.json",
"compilerOptions": {

jsx": "react-jsx"

"include": ["./src/*=/*", " [jest.config.ts", "./.storybook/**/*"]

Rocket.Chat-develop/ee/packages/presence/tsconfig.json

"extends": "../../../tsconfig.base server.json",

"compilerOptions": {
"strictPropertylnitialization": false, // TODO: Remove this line
"declaration”: true,
"outDir": "./dist",

"rootDir": "./src",



ol Rocket.Chat-develop/ee/packages/ui-theming/tsconfig.json
EHE 3
AAAFE
1.4
2. "extends": "../../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/**/x"]
8.}
ol Rocket.Chat-develop/packages/account-utils/tsconfig.json
EHE 3
AATE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist"
6. 1,
7. “include": ["./src/**/*"]
8.}
ol Rocket.Chat-develop/packages/agenda/tsconfig.json
EHE 3
AARE
1.4

2. "extends": "../../tsconfig.base.server.json",

v Sparrow Cloud
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"compilerOptions": {
"declaration”: true,
"rootDir": "./src",
"outDir": "./dist"

1

"include": ["./src/**/*"]

Rocket.Chat-develop/packages/api-client/tsconfig.json

3

"extends": "../../tsconfig.base.client.json",
"compilerOptions": {

"module": "commonjs",

"rootDir": "./src",

"outDir": "./dist"

L

"include": ["./src/**/*"]

Rocket.Chat-develop/packages/apps/tsconfig.json

3

‘extends": "../../tsconfig.base.server.json",
'‘compilerOptions": {

"declaration": true,

"rootDir": "./src",

"outDir": "./dist"

L

include": ["./src/*x/%"]

v Sparrow Cloud
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ol Rocket.Chat-develop/packages/cas-validate/tsconfig.json
SHs 3
DAATE

1.4

2. "extends": "../../tsconfig.base.server.json",

3. "compilerOptions": {

4. "lib": ["dom", "dom.iterable", "esnext"],

5. "declaration": true,

6. "rootDir": "./src",

7. "outDir": "./dist"

8. |3
ol Rocket.Chat-develop/packages/core-services/tsconfig.json
s 3
DMATE

1.4

2. "extends": "../../tsconfig.base.server.json",

3. "compilerOptions": {

4. "declaration": true,

5. "rootDir": "./src",

6. "outDir": "./dist"

7. I3

8. "include": ["./src/**/*"]
mel Rocket.Chat-develop/packages/core-typings/tsconfig.json
Z S 3
AATE

1.4

2. "extends": "../../tsconfig.base.server.json",

3. "compilerOptions": {
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4. "lib": ["dom", "dom.iterable"],
5. "declaration": true,
6. "rootDir": "./src",
7. "outDir": "./dist"
8. 1,
mel Rocket.Chat-develop/packages/cron/tsconfig.json
SHs 3
DAATE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "declaration": true,
6. "outDir": "./dist"
7. 1,
8. "include": ["./src/**/*"],
ol Rocket.Chat-develop/packages/ddp-client/tsconfig.json
S 3
AARE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist",
6. "target": "es6",
7. "module": "commonjs",
8. "esModulelnterop": true,



o Rocket.Chat-develop/packages/favicon/tsconfig.json
s 3
DAATE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/**/x"]
8.}
ol Rocket.Chat-develop/packages/freeswitch/tsconfig.json
= HE 3
AARE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration": true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. I3
8. "include": ["./src/**/*"],
mel Rocket.Chat-develop/packages/fuselage-ui-kit/tsconfig.json
g Hs 3
AATE
1.4
2. "extends": "../../tsconfig.base.client.json",

3. "compilerOptions": {

v Sparrow Cloud
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4. "nolmplicitReturns": true,

5 "nolmplicitThis": true,

6. 1,

7. "include": ["src", ".storybook/**/*", "jest.config.ts"]

8.}
ol Rocket.Chat-develop/packages/gazzodown/tsconfig.json
SHs 3
DAATE

1.4

2. "extends": "../../tsconfig.base.client.json",

3. "compilerOptions": {

4. "rootDirs": ["./src", "./"],

5. "outDir": "./dist"

6. 1,

7. "include": ["./src/**/x", " [jest.config.ts", "./.storybook/*x*/*"]

8.}
ol Rocket.Chat-develop/packages/i18n/tsconfig.json
S 3
DAATE

1.4

2. "extends": "../../tsconfig.base.json",

3. "compilerOptions": {

4, "rootDirs": ["./src", "./"],

5. "outDir": "./dist",

6. "declaration": true

7. I3

8. "include": ["./src/x=/*", " [jest.config.ts"]



—_

® NV A WN =

—_

® NV A WN =

Rocket.Chat-develop/packages/instance-status/tsconfig.json

"extends": "../../tsconfig.base.server.json",
"compilerOptions": {

"declaration”: true,

"rootDir": "./src",

"outDir": "./dist"
1

"include": ["./src/**/*"]

Rocket.Chat-develop/packages/jest-presets/tsconfig.json

3

"extends": "../../tsconfig.base.json",
"compilerOptions": {

"rootDir": "./src",
"outDir": "./dist",
"declaration": true

L

"include": ["./src"]

Rocket.Chat-develop/packages/jwt/tsconfig.json

3

"extends": "../../tsconfig.base.server.json",
"compilerOptions": {

v Sparrow Cloud
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4. "declaration”: true,
5. "module": "commonjs",
6. "rootDir": "./src",
7. "outDir": "./dist"
8. 1,
o Rocket.Chat-develop/packages/livechat/tsconfig.json
SHs 3
DAATE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "module": "CommonJS",
5. "outDir": "./dist",
6. "allow]s": true,
7. "checkJs": false,
8. "jsxImportSource": "preact",
ol Rocket.Chat-develop/packages/log-format/tsconfig.json
s 3
DAATE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist"
6. |3
7. "include": ["./src/**/*"]
8.}



ol Rocket.Chat-develop/packages/logger/tsconfig.json
s 3
AARC
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration": true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. 1,
8. "include": ["./src/**/*"]

ol Rocket.Chat-develop/packages/mock-providers/tsconfig.json
= HE 3
AAFAE

1.4

2. "extends": "../../tsconfig.base.client.json",

3. "compilerOptions": {

4. "rootDir": "./src",

5. "outDir": "./dist"

6. 1,

7. "include": ["./src/*x/*"]

8.}
mel Rocket.Chat-develop/packages/model-typings/tsconfig.json
k- 3
AAFE

1.4

2. "extends": "../../tsconfig.base.server.json",

3. "compilerOptions": {

v Sparrow Cloud



4. "declaration”: true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. I3
8. "include": ["./src/*x/*"]
ol Rocket.Chat-develop/packages/models/tsconfig.json
SHs 3
DAATE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. // TODO migrate Users to TS
5. "allow]s": true,
6. "declaration”: true,
7. "rootDir": "./src",
8. "outDir": "./dist",
o Rocket.Chat-develop/packages/password-policies/tsconfig.json
s 3
DAATE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist"
6. |3
7. "include": ["./src/**/*"]
8.}

v Sparrow Cloud
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o Rocket.Chat-develop/packages/patch-injection/tsconfig.json
s 3
DAATE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration": true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. I3
8. "include": ["./src/**/*"]

ol Rocket.Chat-develop/packages/release-action/tsconfig.json
= s 2
AATE

1
2. "compilerOptions": {

3. /* Visit https://aka.ms/tsconfig to read more about this file */
4

5

/* Projects */

6. //"incremental": true, /* Save .tsbuildinfo files to allow for
incremental compilation of projects. */
7. // "composite": true, /* Enable constraints that allow a

TypeScript project to be used with project references. */

ol Rocket.Chat-develop/packages/release-changelog/tsconfig.json
S HS 2
DAATE

1.4

2. "compilerOptions": {
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3. /* Visit https://aka.ms/tsconfig to read more about this file */

4.

5. /* Projects */

6. //"incremental": true, /* Save .tsbuildinfo files to allow for
incremental compilation of projects. */

7. // "composite": true, /* Enable constraints that allow a

TypeScript project to be used with project references. */

ol Rocket.Chat-develop/packages/rest-typings/tsconfig.json
s 3
AATE

1.4

2. "extends": "../../tsconfig.base.client.json",

3. "compilerOptions": {

4. "rootDir": "./src",

5. "outDir": "./dist"

6. |3

7. "include": ["./src/*x/*"]

8.}
mel Rocket.Chat-develop/packages/server-cloud-communication/tsconfig.json
SHs 3
DAATE

{

"extends": "../../tsconfig.base.client.json",
"compilerOptions": {

"rootDir": "./src",

"outDir": "./dist"
1,

"include": ["./src/**/*"]

® NV A WN =

—



ol Rocket.Chat-develop/packages/server-fetch/tsconfig.json
EHS 3
AATE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist",
6. "declaration": true,
7. |3
8. "include": ["./src/*x/*"]

ol Rocket.Chat-develop/packages/tools/tsconfig.json
EHE 3
AATE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration": true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. 1,
8. "include": ["./src/**/*"]

ol Rocket.Chat-develop/packages/tracing/tsconfig.json
ZHS 3
AATE

1.4

2. "extends": "../../tsconfig.base.server.json",

v Sparrow Cloud



3. "compilerOptions": {
4. "declaration": true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. 1,
8. "include": ["./src/**/*"]
ol Rocket.Chat-develop/packages/ui-avatar/tsconfig.json
S HS 3
AATE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/**/*"]
8.}
ol Rocket.Chat-develop/packages/ui-client/tsconfig.json
EHE 3
AADE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDirs": ["./src", "./"],
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/*x/*", " [ storybook/*=*/*", " /jest.config.ts"],
8.}

v Sparrow Cloud



mel Rocket.Chat-develop/packages/ui-composer/tsconfig.json
SHs 3
DAATE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDirs": ["./src", "./"],
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/**/*", " [ storybook/*=*/*", " [jest.config.ts"],
8.}
o Rocket.Chat-develop/packages/ui-contexts/tsconfig.json
S 3
DMATE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "module": "CommonJS",
5. "rootDir": "./src",
6. "outDir": "./dist",
7. I3
8. "include": ["./src/**/*"]
mel Rocket.Chat-develop/packages/ui-video-conf/tsconfig.json
EHS 3
AATE
1.4
2. "extends": "../../tsconfig.base.client.json",

3. "compilerOptions": {

v Sparrow Cloud
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4. "rootDirs": ["./src", "./"],

5. "outDir": "./dist",

6. |3

7. "include": ["./src/*x/*" " [jest.config.ts", "./.storybook/**/*"],

8.}
o Rocket.Chat-develop/packages/ui-voip/tsconfig.json
SHs 3
DAATE

1.4

2. "extends": "../../tsconfig.base.client.json",

3. "compilerOptions": {

4. "rootDirs": ["./src", "./"],

5. "outDir": "./dist"

6. 1,

7. "include": ["./src/**/*", " [jest.config.ts", "./.storybook/**/*"],

8.}
ol Rocket.Chat-develop/packages/web-ui-registration/tsconfig.json
S 3
DAATE

1.4

2. "extends": "../../tsconfig.base.client.json",

3. "compilerOptions": {

4. "rootDirs": ["./src","./.storybook"],

5. "outDir": "./dist",

6. "module": "CommonJS"

7. I3

8. "include": ["./src", "./.storybook"],
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Rocket.Chat-develop/apps/meteor/app/meteor-accounts-saml/server/lib

(o] ]
e JUtils.ts
EHS 98
AAFE
93
94, public static generateUniquelD(): string {
95, const chars = 'abcdef0123456789';
96. let uniquelD = 'id-';
97. for (leti=0;i<20; i++) {
98. uniquelD += chars.substr(Math.floor(Math.random() * 15), 1);
99, 1
100. return uniquelD;
101. }
102.
103. public static generatelnstant(): string {
el Rocket.Chat-develop/apps/meteor/client/stories/contexts
= /ServerContextMock.tsx
Z S 12



e Sparrow Cloud

7. import type { ContextType, ReactElement, ReactNode } from 'react’;

8. import { useContext, useMemo } from 'react’;

9.

10. const logAction = action('ServerContext');

11.

12. const randomDelay = (): Promise<UploadResult> => new Promise((resolve) =>
setTimeout(resolve, Math.random() * 1000));

13.

14. const uploadToEndpoint = (endpoint: PathFor<'POST'>, formData: any):
Promise<UploadResult> =>

15. Promise.resolve(logAction('uploadToEndpoint', endpoint, formData)).then
(randomDelay);
16.

17. const getStream = (

Rocket.Chat-develop/apps/meteor/client/stories/contexts

T
/ServerContextMock.tsx
Z HS 27
DATE
22. 1={.

23.): (<TEvent extends unknown([]>(eventName: string, callback: (...event: TEvent) =)
void) => () => void) =) {

24. logAction(‘getStream’', streamName, options);

25.

26. return (eventName: string, callback: () = void): (() => void) =) {

27. const subld = Math.random().toString(16).slice(2);

28. logAction('getStream.subscribe’, streamName, eventName, subld);
29.

30. randomDelay().then(() = callback());

31.

32. return (): void =) {

Rocket.Chat-develop/apps/meteor/client/views/admin/customSounds

Q.
e /AddCustomSound.tsx



v Sparrow Cloud

= HS 59
AATE
54, reader.onloadend = (): void =) {
55. try {
56. uploadCustomSound(reader.result as string, soundFile.
type, {
57. ...soundData,
58. _id: soundld,
59. random: Math.round(Math.random() * 1000),
60. bk
61. dispatchToastMessage({ type: 'success', message: t
('File_uploaded") });
62. } catch (error) {
63. (typeof error === 'string" || error instanceof Error) &&

dispatchToastMessage({ type: 'error', message: error });
64. 1

Rocket.Chat-develop/apps/meteor/client/views/admin/customSounds
/EditSound.tsx

E4Hs 70

65. dispatchToastMessage({ type: 'error', message: error });
66. return;

69. soundData._id = soundld;
70. soundData.random = Math.round(Math.random() * 1000);

72. if (sound && sound !== previousSound) {

73. dispatchToastMessage({ type: 'success’, message: t
('Uploading_file") 1);

74.

75. const reader = new FileReader();



245,
246.
247.
248.
249,
250.
251.
252.
253.
254,
255.

248.
249,
250.
2517.
252.
253.
254,
255,
256.
257.
258.

e Sparrow Cloud

Rocket.Chat-develop/apps/meteor/server/ufs/ufs-store.ts

250

generateToken(pattern?: string) {
return (pattern || 'xyxyxyxyxy').replace(/[xyl/g, (c) => {
// eslint-disable-next-line no-mixed-operators
const r = (Math.random() * 16) | 0;
constv=c==="x"2r:(r&0x3)|0x8;
const s = v.toString(16);
return Math.round(Math.random()) ? s.toUpperCase() : s;

Rocket.Chat-develop/apps/meteor/server/ufs/ufs-store.ts

253

return (pattern || 'xyxyxyxyxy').replace(/[xyl/g, (c) =) {
// eslint-disable-next-line no-mixed-operators
const r = (Math.random() * 16) | 0;
constv=c==="x"?r:(r & 0x3) | 0x8;
const s = v.toString(16);
return Math.round(Math.random()) ? s.toUpperCase() : s;

getCollection() {
// eslint-disable-next-line @typescript-eslint/no-non-null-assertion

Rocket.Chat-develop/apps/meteor/tests/data/livechat/rooms.ts
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EHE 67
AATE
62. customPhone?: string,
63.): Promise<ILivechatVisitor) =)
64. new Promise((resolve, reject) =) {
65. const token = getRandomVisitorToken();
66. const email = customEmail || “${token}@${token}.com’;
67. const phone = customPhone || ‘${Math.floor(Math.random() *
10000000000)};
68. void request.get(api(livechat/visitor/${token})).end((err: Error, res:
DummyResponse<|LivechatVisitor)) =) {
69. if (lerr && res && res.body && res.body.visitor) {
70. return resolve(res.body.visitor);
71. !
72. void reguest
ol Rocket.Chat-develop/apps/meteor/tests/data/users.helper.ts
Z WS 24
AATE
19. name?: string;
20. password?: string;
21. }={
22.)=>
23. new Promise<TestUser<{TUser>>((resolve, reject) =) {
24, const username = userData.username || ‘user.test.${Date.now()}.${Math.
random()};
25. const email = userData.email || *${username}@rocket.chat’;
26. void request
27. .post(api('users.create'))
28. set(credentials)
29. send({ email, name: username, username, password, ...userData })

Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/34-engagement-



22.
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dashboard.ts

26

(isEnterprise ? describe : describe.skip)('[/engagement-dashboard/channels

Nist]", ) => {

23.
24.
25.
26.

let testRoom: IRoom;

before(async () =) {
testRoom = (await createRoom({ type: 'c', name: ‘channel.test.

engagement.${Date.now()}-${Math.random()} })).body.channel;

27.
28.
29.
30.
31.

691.
692.
693.
694.
695.
696.
697.
698.
699.
700.
701.

D

after(async () =) {
await deleteRoom({ type: 'c’, roomld: testRoom._id });

D

Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/channels.ts

696

const promises = [];
for (leti = 0; i < maxRoomsPerGuest; i++) {
promises.push(
createRoom({
type: 'c’,
name: ‘channel.test.${Date.now()}-${Math.random()7},
members: [guestUser.username],

}

const channellds = (await Promise.all(promises)).map((r) =) r.body.

channel).map((channel) => channel._id);



114.
115.
116.
117.
118.
119.
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Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/groups.ts

119

for (leti=0; i < maxRoomsPerGuest; i++) {
promises.push(
createRoom({
type: 'p’,
name: ‘channel.test.${Date.now()}-${Math.

random()}’,

120.
121.
122.
123.
124,

125.
126.
127.
128.
129.
130.
131.
132.
133.
134,
135.

members: [guestUser.username],

}

await Promise.all(promises);

Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/groups.ts

130

await request
.post(api(‘groups.create'))
.set(credentials)
send({
name: ‘channel.test.${Date.now()}-${Math.random()}
members: [guestUser.username],

N
]

by

.expect(‘Content-Type', 'application/json")
.expect(200)
.expect((res) =) {
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ol Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/incoming-
integrations.ts

=S 32

27. updatePermission(‘manage-own-incoming-integrations', [1),
28. updatePermission(‘manage-own-outgoing-integrations', []),
29. updatePermission(‘manage-outgoing-integrations', []),

30. 1

32. testChannelName = ‘channel.test.${Date.now()}-${Math.random()};

34. channel = (await createRoom({ type: 'c', name: testChannelName })).body.
channel;

35. 1

36.

37. after(async () =) {

Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/livechat/12-
priorites.ts

g Hs 882

AATE
877. %
878. }
879.
880. if (index < 15) {
881. // random number between 0 and 4
882. const randomPrioritylndex = Math.floor(Math.random() *
5)
883. const randomSlalndex = Math.floor(Math.random() * 5);
884.
885. return {
886. priority: priorities[randomPrioritylndex]._id,

887. sla: slas[randomSlalndex]._id,



878.
879.
880.
881.
882.

883.
884.
885.
886.
887.
888.

91.
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Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/livechat/12-
priorites.ts

883

if (index < 15) {
// random number between 0 and 4
const randomPrioritylndex = Math.floor(Math.random() *

const randomSlalndex = Math.floor(Math.random() * 5);
return {

priority: priorities[randomPrioritylndex]
sla: slas[randomSlalndex]._id,

id,

Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/livechat/20-
messages.ts

91

const data = await startANewLivechatRoomAndTakelt();
visitor = data.visitor;
room = data.room;

const response = await createRoom({ type: 'p', name: ‘private-

room-${Math.random()} } as any);

92.
93.
94.

privateRoom = response.body.group;



95.

v Sparrow Cloud

after(() => Promise.all([closeOmnichannelRoom(room._id), deleteRoom({

roomld: privateRoom._id, type: 'p' H]));

96.

1968.
1969.
1970.
1971.
1972.
1973.

msg: 'test message' }],

1974,
1975.
1976.
1977.
1978.

1995,
1996.
1997.
1998.
1999.
2000.
2001.
2002.
com’,

Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/methods.ts

1973

.post(methodCall(‘'sendMessage"))

.set(credentials)
send({

message: JSON stringify({

method: '

sendMessage’,

params: [{ _id: “${Date.now() + Math.random()}’, rid,

id: 1000,

msg: ‘method’,

)

.expect('Content-Type', 'application/json')

Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/methods.ts

2000

send({

message: JSON stringify({

method: '

params: [

{

sendMessage’,

_id: "${Date.now() + Math.random()}’,
rid,
msg: 'test message with https://github.
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2003. 1,
2004, 1,
2005. id: 'id",
ojel Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/methods.ts

ke 2070

AARE
2065. .post(methodCall(‘'sendMessage"))
2066. set(credentials)
2067. send({
2068. message: JSON stringify({
2069. method: 'sendMessage’,
2070. params: [{ _id: “${Date.now() + Math.random()}’, rid,
msg: 'test message', _notAllowed: '1'}],
2071. id: 1000,
2072. msg: ‘method’,
2073. 1.
2074. 1
2075. .expect('Content-Type', 'application/json')
ol Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/methods.ts

EHs 2165

AATE
2160. send({
2161, message: JSON stringify({
2162. method: 'sendMessage’,
2163. params: [
2164, {
2165, _id: "${Date.now() + Math.random()}’,
2166. rid,
2167. msg: 'test message with https://github.

com’,
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2168. 1,
2169. 1,
2170. id: 'id",
ojel Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/methods.ts

ke 2198

AARE
2193. send({
2194, message: JSON. stringify({
2195. method: 'sendMessage’,
2196. params: [
2197. {
2198. _id: "${Date.now() + Math.random()},
2199. rid,
2200. msg: 'test message with “https://github.
com™"
2201. I3
2202. 1,
2203. id: 'id",
ol Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/methods.ts

EHS 2845

AATE
2840. guestUser = await createUser({ roles: ['guest'] });
2841, user = await createUser();
2842. room = (
2843. await createRoom({
2844, type: 'c’,
2845, name: ‘channel.test.${Date.now()}-${Math.random()},
2846. )
2847. ).body.channel;

2848, createdRooms.push(room);



2849,
2850.

2908.
2909.
2910.
2911.
2912.
2913.

2914,
2915.
2916.
2917.
2918.
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hB
after(() =>

Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/methods.ts

2913

const promises = [];
for (leti=0; i < maxRoomsPerGuest; i++) {
promises.push(
createRoom({
type: 'c’,
name: ‘channel.test.${Date.now()}-${Math.random()}

members: [guestUser.username],

}

createdRooms = [...createdRooms, ...(await Promise.all(promises)).

map((res) => res.body.channel)];

65.

Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/rooms.ts

65

describe('/rooms.saveNotification:', () => {
let testChannel: IRoom;

before(async () =) {
testChannel = (await createRoom({ type: 'c', name: ‘channel.

test.${Date.now()}-${Math.random()}' })).body.channel;

66.
67.

)
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68. after(() => deleteRoom({ type: 'c’, roomld: testChannel._id }));

69.

70. it('/rooms.saveNotification:', (done) => {

ol Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/rooms.ts
S Hs 97
AARE

92

93. describe('/rooms.upload’, () =) {

94, let testChannel: IRoom;

95, let user: TestUser<IUser);

96. let userCredentials: Credentials;

97. const testChannelName = ‘channel.test.upload.${Date.now()}-${Math.

random()};

98. let blockedMediaTypes: SettingValue;

99. let testPrivateChannel: IRoom;

100.

101. before(async () => {

102. user = await createUser({ joinDefaultChannels: false });
ol Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/rooms.ts
S HS 105
AARE

100.

101. before(async () = {

102. user = await createUser({ joinDefaultChannels: false });

103. userCredentials = await login(user.username, password);

104, testChannel = (await createRoom({ type: 'c', name:

testChannelName })).body.channel;

105.

testPrivateChannel = (await createRoom({ type: 'p', name: ‘channel.

test.private.${Date.now()}-${Math.random()} })).body.group;

106.

blockedMediaTypes = await getSettingValueByld
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(‘FileUpload_MediaTypeBlackList');

107.
108.
109.
110.

406.
407.
408.
4009.
410.
411.

const newBlockedMediaTypes = (blockedMediaTypes as string)
split(*,")
filter((type) => type !=='image/svg+xml')
Join(,");

Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/rooms.ts

411

describe('/rooms.media’, () =) {
let testChannel: IRoom;
let user: TestUser<IUser;
let userCredentials: Credentials;
const testChannelName = ‘channel.test.upload.${Date.now()}-${Math.

random()};

412.
413.
414,
415,
416.

897.
898.
899.
900.
901.
902.
903.

let blockedMediaTypes: SettingValue;

before(async () =) {
user = await createUser({ joinDefaultChannels: false });
userCredentials = await login(user.username, password);

Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/rooms.ts

902

describe('/rooms.favorite', () =) {
let testChannel: IRoom;
const testChannelName = ‘channel.test.${Date.now()}-${Math.random()};
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904. before(async () => {
905. testChannel = (await createRoom({ type: 'c’, name:
testChannelName })).body.channel;
906. bk
907.
ol Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/rooms.ts

EHs 987

AATE
982. hE
983. bk
984.
985. describe('/rooms.namekExists', () => {
986. let testChannel: IRoom;
987. const testChannelName = ‘channel.test.${Date.now()}-${Math.random()};
988.
989. before(async () => {
990. testChannel = (await createRoom({ type: 'c', name:
testChannelName })).body.channel;
991. h;
992.

el Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/rooms.ts

S Hs 1262

1257. describe(*[/rooms.infol’, () =) {

1258. let testChannel: IRoom;

1259, let testGroup: IRoom;

1260. let testDM: [Room;

1261. const expectedKeys = ['_id', 'name’, 'fname’, 't', 'msgs', 'usersCount’,

'u', 'ts', 'ro', 'sysMes', 'default’, '_updatedAt'];
1262. const testChannelName = ‘channel.test.${Date.now()}-${Math.random()}



1263.
1264,
1265.
1266.
1267.

1258.
1259.
1260.
1261.

IUI, ItSI,

1262.

1263.
1264.
1265.
1266.
1267.
1268.

v Sparrow Cloud

const testGroupName = ‘group.test.${Date.now()}-${Math.random()}’;
let user: TestUser<IUser);

before(async () => {
user = await createUser();

Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/rooms.ts

1263

let testChannel: IRoom;

let testGroup: IRoom;

let testDM: [Room;

const expectedKeys = ['_id', ‘name’, 'fname’, 't', 'msgs’, 'usersCount’,

'ro', 'sysMes', 'default’, '_updatedAt'];

const testChannelName = ‘channel.test.${Date.now()}-${Math.random()}

const testGroupName = "group.test.${Date.now()}-${Math.random()};
let user: TestUser<IUser);

before(async () => {
user = await createUser();
testChannel = (await createRoom({ type: 'c’, name:

testChannelName })).body.channel;

1369.
1370.
1371.
1372.

Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/rooms.ts

1374

expect(res.body.room).to.not.have.property(‘'prid");

)
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1373. describe('with team and parent data', () =) {
1374. const testChannelName = ‘channel.test.${Date.now()}-${Math.
random()};
1375, const teamName = “test-team-${Date.now()};
1376. const discussionName = “test-discussion-${Date.now()};
1377. const testChannelOutsideTeamname = ‘channel.test.outside.${Date.
now()}-${Math.random()};
1378. let testChannel: IRoom;
1379. let testDiscussion: IRoom;
ol Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/rooms.ts
S HE 1377
AARE
1372.
1373. describe('with team and parent data', () =) {
1374. const testChannelName = ‘channel.test.${Date.now()}-${Math.
random()};
1375, const teamName = “test-team-${Date.now()};
1376. const discussionName = “test-discussion-${Date.now()};
1377. const testChannelOutsideTeamname = ‘channel.test.outside.${Date.
now()}-${Math.random()};
1378. let testChannel: IRoom;
1379. let testDiscussion: IRoom;
1380. let testDiscussionMainRoom: IRoom;
1381. let testTeam: ITeam;
1382. let testChannelQutside: IRoom;
ol Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/rooms.ts
S HS 1520
AAFAE
1515. let testChannel: IRoom;

1516. let testGroup: IRoom;
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1517. let testDM: [Room;

1518. let user2: TestUser<IUser);

1519. let user2Credentials: Credentials;

1520. const testChannelName = ‘channel.leave.${Date.now()}-${Math.

random()};

1521. const testGroupName = ‘group.leave.${Date.now()}-${Math.random()};

1522.

1523, before(async () =) {

1524, user2 = await createUser();

1525. user2Credentials = await login(user2.username, password);
ol Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/rooms.ts

= HE 1521

1516.
1517.
1518.
1519.
1520.
random()};
1521.
1522.
1523.
1524,
1525.
1526.

let testGroup: IRoom;

let testDM: IRoom;

let user2: TestUser<IUser;

let user2Credentials: Credentials;

const testChannelName = ‘channel.leave.${Date.now()}-${Math.

const testGroupName = ‘group.leave.${Date.now()}-${Math.random()};

before(async () =) {
user2 = await createUser();
user2Credentials = await login(user2.username, password);
testChannel = (await createRoom({ type: 'c’, name:

testChannelName })).body.channel;

ol Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/rooms.ts

=S 1669
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1664. D

1665. D

1666.

1667. describe('/rooms.createDiscussion’, () =) {

1668. let testChannel: IRoom;

1669. const testChannelName = ‘channel.test.${Date.now()}-${Math.random()}
1670. let messageSent: IMessage;

1671. let privateTeam: ITeam;

1672.

1673. before(async () =) {

1674. testChannel = (await createRoom({ type: 'c’, name:

testChannelName })).body.channel;

ol Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/rooms.ts
£ HS 1939
AATE
1934, Dk
1935. b}
1936.
1937. describe('/rooms.getDiscussions', () = {
1938. let testChannel: IRoom;
1939, const testChannelName = ‘channel.test.getDiscussions${Date.now()}
-${Math.random()}’;
1940.
1941. before(async () =) {
1942, testChannel = (await createRoom({ type: 'c’, name:
testChannelName })).body.channel;
1943, await request
1944, .post(api('rooms.createDiscussion'))
ol Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/rooms.ts

SHS 2109



DAATE

2104.
2105.
2106.
2107.
2108.
2109.

v Sparrow Cloud

describe('[/rooms.autocomplete.adminRooms]’, () =) {
let testGroup: IRoom;
const testGroupName = ‘channel.test.adminRoom${Date.now()}-${Math.

random()};

2110.
2111,
2112.
2113.
2114,

665.
666.
667.
668.
669.
670.
671.
672.
673.
674.
675.

const name = {
name: testGroupName,

before(async () =) {

Rocket.Chat-develop/apps/meteor/tests/end-to-end/api/users.ts

670

before(async () = {
infoRoom = (
await createRoom({
type: 'c’,
name: ‘channel.test.info.${Date.now()}-${Math.random()}
members: [targetUser.username],

N
]

)
).body.channel;

Rocket.Chat-develop/apps/meteor/tests/unit/app/markdown/client.mocks.
is

15
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‘@global': true,
1,
'‘@rocket.chat/random': {
'Random’: {
id() {
return Math.random().toString().replace('0.", 'A");
13
I3
‘@global': true,

Rocket.Chat-develop/packages/apps-engine/deno-runtime/lib/accessors
/tests/AppAccessors.test.ts

"

7. describe('AppAccessors', () => {

8.

9.

10.
11.
12.
13.
14.
15.
16.

let appAccessors: AppAccessors;
const senderFn = (r: object) =)>
Promise.resolve({
id: Math.random().toString(36).substring(2),
jsonrpc: ‘2.0,
result: r,
serialize() {
return JSON.stringify(this);

Rocket.Chat-develop/packages/apps-engine/deno-runtime/lib/accessors
/tests/ModifyCreator test.ts

12
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DAATE

7. import { ModifyCreator } from '../modify/ModifyCreator.ts';
8.

9. describe('ModifyCreator', () =) {
10. const senderFn = (r: any) =)

11. Promise.resolve({
12. id: Math.random().toString(36).substring(2),
13. jsonrpc: ‘2.0,
14. result: r,
15. serialize() {
16. return JSON . stringify(this);
17. 1,
my Rocket.Chat-develop/packages/apps-engine/deno-runtime/lib/accessors
=2

/tests/ModifyExtender.test.ts

WS 13

8. describe('ModifyExtender', () => {
9. let extender: ModifyExtender;

10.
11.  const senderFn = (r: any) =)
12. Promise.resolve({
13. id: Math.random().toString(36).substring(2),
14, jsonrpc: ‘2.0,
15. result: structuredClone(r),
16. serialize() {
17. return JSON stringify(this);
18. 1.
ey Rocket.Chat-develop/packages/apps-engine/deno-runtime/lib/accessors
=2

/tests/ModifyUpdater.test.ts

£ 4HsS 14



DAATE
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9. describe('ModifyUpdater’, () =) {

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.

let modifyUpdater: ModifyUpdater;

const senderfn = (r: any) =>
Promise.resolve({
id: Math.random().toString(36).substring(2),
jsonrpc: ‘2.0,
result: structuredClone(r),
serialize() {
return JSON.stringify(this);

Rocket.Chat-develop/packages/apps-engine/deno-runtime/lib/messenger.
ts

171

166. export function pongResponse(): Promise<void) {

167.
168.}
169.

return Promise.resolve(Queue.enqueue(COMMAND_PONG));

170. export async function sendRequest(requestDescriptor: RequestDescriptor):
Promise{jsonrpc.SuccessObject) {

171.

const request = jsonrpc.request(Math.random().toString(36) .slice(2),

requestDescriptor.method, requestDescriptor.params);

172.
173.
174.
175.
176.

T}l

v
rE
fok

// TODO: add timeout to this
const responsePromise = new Promise((resolve, reject) => {
const handler = (event: Event) => {
if (event instanceof ErrorEvent) {

Rocket.Chat-develop/packages/apps-engine/src/client/utils/index.ts

17
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13.  return buffer.join("');

15.
16. function getRandomInt(max: number): number {
17. return Math.floor(Math.random() * Math.floor(max));

18.}
o Rocket.Chat-develop/packages/apps-engine/src/server/runtime/deno
o . .
/AppsEngineDenoRuntime.ts
S S 317
AATE

312. public getAppld(): string {

313. return this.appPackage.info.id;

314, }

315.

316. public async sendRequest(message: Pick<jsonrpc.RequestObject, 'method’ |
'params'), options = this.options): Promise<unknown) {

317. const id = String(Math.random().toString(36)).substring(2);

318.

319. const start = Date.now();
320,
321. const request = jsonrpc.request(id, message.method, message.params);
322.
ol Rocket.Chat-develop/packages/livechat/widget-demo.html
S HS 51
DAATE
46. w.RocketChat._ = [];

47. w.RocketChat.url = u;
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48. var h = d.getElementsByTagName(s)[0],
49, j = d.createElement(s);
50. j.async = true;
51. j.src = ‘dist/rocketchat-livechat.min.js?_="'+ Math.random();
52. h.parentNode.insertBefore(j, h);
53. N(window, document, 'script', 'http://localhost:8080');
54. RocketChat(function() {
55. this.setTheme({
56. color: '#04436A", // widget title background color
ol Rocket.Chat-develop/packages/random/src/createAleaGenerator.ts
S HS 23
AATE
18.
19. const agent = (typeof navigator == 'undefined' && navigator.userAgent) || "
20.
21. export function createAleaGeneratorWithGeneratedSeed() {
22. return new AleaRandomGenerator({
23. seeds: [new Date(), height, width, agent, Math.random()],
24, h;
25.}
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ojel Rocket.Chat-develop/apps/meteor/app/2fa/server/code/index.ts
S s 62
DAAFE

57. const data = JSON.stringify({

58. userAgent: connection.httpHeaders['user-agent'],

59. clientAddress: connection.clientAddress,

60. D

61.

62. return crypto.createHash(‘'md5').update(data).digest(‘hex');

63.}

64.

65. function getRememberDate(from: Date = new Date()): Date | undefined {
66. const rememberFor = parselnt(settings.get

(‘Accounts_TwoFactorAuthentication_RememberFor') as string, 10);
67.

ol Rocket.Chat-develop/apps/meteor/app/assets/server/assets.ts

g s 333

AATE
328. if (Ifile) {
329. assetValue.cache = undefined;
330. return;
331. }
332.

333. const hash = crypto.createHash('sha1').update(file.buffer).digest(‘hex');



334.
335.
336.
337.
338.

136.
137.
138.
139.
140.
141.
142.

e Sparrow Cloud

const extension = settingValue.url.split(".").pop();

assetValue.cache = {
path: “assets/${assetKey}. ${extension}’,
cacheable: false,

Rocket.Chat-develop/apps/meteor/app/cors/server/cors.ts

141

meteorRuntimeConfigHash?: string;
meteorRuntimeConfig: string;

if (Iprogram?.meteorRuntimeConfigHash) {
program.meteorRuntimeConfigHash = createHash('sha1’)
.update(JSON.stringify(encodeURIComponent(program.

meteorRuntimeConfig)))

143.
144,
145,
146.

digest(‘hex');

if (program.meteorRuntimeConfigHash !'== url.query.hash) {

Rocket.Chat-develop/apps/meteor/app/theme/server/server.ts

41

throw new Error('Invalid theme-custom-css setting');

res.setHeader('Content-Type', 'text/css, charset=UTF-8");
res.setHeader('Content-Length’, style.length);
res.setHeader('ETag', *"${crypto.createHash('sha1').update(style).digest(‘hex")}"



42.
43.});

91.

v Sparrow Cloud

res.end(style, 'utf-8");

Rocket.Chat-develop/apps/meteor/app/ui-master/server/inject.ts

87

if (lcontent.trim()) {
injectintoHead(key, '");
return;

}

const currentHash = crypto.createHash('sha1').update(content).digest(‘hex');

injectintoHead (key, {
type: 'JS',
tag: <script id="${key}" type="text/javascript" src="${ ${getURL(key)}

_${currentHash}.js}"></script),

92.

100.
101.
102.
103.
104.
105.
106.
107.
108.
109.

content,

Rocket.Chat-develop/apps/meteor/app/ui-master/server/inject.ts

105

if (content.trim()) {
injectintoHead(key, '');
return;

}

const currentHash = crypto.createHash('sha1').update(content).digest(‘hex');

injectintoHead(key, {
type: 'CSS’,
tag: <link id="${key}" rel="stylesheet" type="text/css" href="${${getURL
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(key)}_${currentHash}.css’}">",
110. content,

ol Rocket.Chat-develop/packages/node-poplib/src/index.js

ZHS 402

AATE
397. self setMultiline(false);
398. self.write(
399. 'APOP',
400. username +
401. e+
402. crypto
403. .createHash(‘'md5")
404. .update(self.data['apop-timestamp'] + password)
405. digest(‘hex'),
406. )
407. }
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ol Rocket.Chat-develop/apps/meteor/ee/server/services/tsconfig.json
ZHE 1
DAAFE

2. "extends": "../../../tsconfig.json",



3.
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“include": ["./xx/x", " /. /. /definition/externals/meteor/rocketchat-streamer.d.

ts", "../..]../1..]../ee/apps/account-service/src/lib"],

4.
5.}

—

© N U AW =

—_

® NV A WS =

H
ne

"exclude": ["./dist", "./Jecosystem.config.js", "../../../definition/methods"]

Rocket.Chat-develop/apps/meteor/tsconfig.json

3

"extends": "../../tsconfig.base.json",
"compilerOptions": {
“target": "es2018",

- "esNext",
"lib": ["esnext", "dom"],

"module

"allowJs": true,

Rocket.Chat-develop/ee/apps/account-service/tsconfig.json

3

"extends": "../../../tsconfig.base.server.json",
"compilerOptions": {
"allowls": true, // TODO remove asap
"incremental: true,

/* Strict Type-Checking Options */
"strictPropertylnitialization": false,

Rocket.Chat-develop/ee/apps/authorization-service/tsconfig.json
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gl 3
AADE
(I
2. "extends": "../../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "strictPropertylnitialization": false, // TODO: Remove this line
5. "allow]s": true, // TODO: Remove this line
6. "outDir": "./dist"
7. 1
8. "files": ["./src/service.1s"],

ol Rocket.Chat-develop/ee/apps/ddp-streamer/tsconfig.json
FHE 3
AARC
1.4
2. "extends": "../../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "strictPropertylnitialization": false, // TODO: Remove this line
5. "allowJs": true, // TODO: Remove this line
6. "outDir": "./dist"
7. 1,
8. "include": ["./src/*x/x", " /definition", "../../../apps/meteor/definition/externals

/meteor/rocketchat-streamer.d.ts"],

ol Rocket.Chat-develop/ee/apps/omnichannel-transcript/tsconfig.json
EHE 3
DAATE

1.4

2. "extends": "../../../tsconfig.base.server.json",

3. "compilerOptions": {
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4. "allow]s": true,
5. "strictPropertylnitialization": false,
6. "outDir": "./dist/ee/apps/omnichannel-transcript/src”,
7. I3
8. "files": ["./src/service.ts"],
ol Rocket.Chat-develop/ee/apps/presence-service/tsconfig.json
SHs 3
DAATE
1.4
2. "extends": "../../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "strictPropertylnitialization": false, // TODO: Remove this line
5. "allowJs": true, // TODO: Remove this line
6. "outDir": "./dist/ee/apps/presence-service/src",
7. 1,
8. "files": ["./src/service.1s"],
ol Rocket.Chat-develop/ee/apps/queue-worker/tsconfig.json
s 3
DAATE
1.4
2. "extends": "../../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "allow]s": true,
5. "strictPropertylnitialization": false,
6. "outDir": "./dist/ee/apps/queue-worker/src",
7. I3
8. "files": ["./src/service.ts"],
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ol Rocket.Chat-develop/ee/apps/stream-hub-service/tsconfig.json
S HS 3
DAATE
1.4
2. "extends": "../../../tsconfig.base . server.json",
3. "compilerOptions": {
4. "strictPropertylnitialization": false, // TODO: Remove this line
5. "allowJs": true, // TODO: Remove this line
6. "outDir": "./dist"
7. 1,
8. "files": ["./src/service.1s"],

ol Rocket.Chat-develop/ee/packages/license/tsconfig.json
= HE 3
AATE
1.4
2. "extends": "../../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration": true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. I3
8. "include": ["./src/**/*"]

mel Rocket.Chat-develop/ee/packages/network-broker/tsconfig.json
g Hs 3
AATE

1.4

2. "extends": "../../../tsconfig.base.server.json",

3. "compilerOptions": {
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"declaration": true,
"outDir": "./dist",
"rootDir": "./src",

L

“files": ["./src/index.ts"]

Rocket.Chat-develop/ee/packages/omnichannel-services/tsconfig.json

"extends": "../../../tsconfig.base.server.json",
"compilerOptions": {

"outDir": "./dist",

"rootDir": "./src",

"declaration": true,

L

"include": ["./src/**/*" " /. /../apps/meteor/definition/externals/meteor"],

Rocket.Chat-develop/ee/packages/pdf-worker/tsconfig.json

"extends": "../../../tsconfig.base.server.json",
"compilerOptions": {

jsx": "react-jsx"

"include": ["./src/**/x" " [jest.config.ts", "./.storybook/*x*/*"]

Rocket.Chat-develop/ee/packages/presence/tsconfig.json



EHE 3
AATE
1.4
2. "extends": "../../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "strictPropertylnitialization": false, // TODO: Remove this line
5. "declaration”: true,
6. "outDir": "./dist",
7. "rootDir": "./src",
8. 1,
ool Rocket.Chat-develop/ee/packages/ui-theming/tsconfig.json
FHE 3
AATE
1.4
2. "extends": "../../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/**/*"]
8.}
ol Rocket.Chat-develop/packages/account-utils/tsconfig.json
Z HS 3
AATE

1

2 "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {

4 "rootDir": "./src",

v Sparrow Cloud
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"outDir": "./dist"
1,

"include": ["./src/**/*"]

Rocket.Chat-develop/packages/agenda/tsconfig.json

3

"extends": "../../tsconfig.base.server.json",
"compilerOptions": {

"declaration": true,

"rootDir": "./src",

"outDir": "./dist"
13

"include": ["./src/**/*"]

Rocket.Chat-develop/packages/api-client/tsconfig.json

3

"extends": "../../tsconfig.base.client.json",
"compilerOptions": {

"module": "commonjs",

"rootDir": "./src",

"outDir": "./dist"
I3

"include": ["./src/**/*"]

Rocket.Chat-develop/packages/apps-engine/tsconfig.json

v Sparrow Cloud
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EHE 2
AATE
1.4
2. "compilerOptions": {
3 "sourceMap": true,
4. "target": "es6",
5 "“module": "commonjs”,
6 "declaration": true,
7 "nolmplicitAny": true,

ol Rocket.Chat-develop/packages/apps/tsconfig.json
ZHE 3
DAAFE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration": true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. 1,
8. “include": ["./src/**/*"]

mel Rocket.Chat-develop/packages/base64/tsconfig.json
EHS 3
DAATE

1.4

2 "extends": "../../tsconfig.base.json",

3. "compilerOptions": {

4 "outDir": "dist",

5 "rootDir": "src",



6. "allow]s": true,

7. "nolmplicitAny": true,

8. "noUnusedLocals": true,
ol Rocket.Chat-develop/packages/cas-validate/tsconfig.json
S 3
DMATE

1.4

2. "extends": "../../tsconfig.base.server.json",

3. "compilerOptions": {

4. "lib": ["dom", "dom.iterable", "esnext"],

5. "declaration": true,

6. "rootDir": "./src",

7. "outDir": "./dist"

8. 1,
mel Rocket.Chat-develop/packages/core-services/tsconfig.json
EHS 3

AATCE
1.{
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration”: true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. 1
8. "include": ["./src/**/*"]
ol Rocket.Chat-develop/packages/core-typings/tsconfig.json

)]
r'E
fok

3
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AATE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "lib": ["dom", "dom:.iterable"],
5. "declaration": true,
6. "rootDir": "./src",
7. "outDir": "./dist"
8. 1,
o Rocket.Chat-develop/packages/cron/tsconfig.json
= HE 3
DAATE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "declaration": true,
6. "outDir": "./dist"
7. I3
8. "include": ["./src/*x/*"],
ol Rocket.Chat-develop/packages/ddp-client/tsconfig.json
S 3
AATE

1

2 "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {

4. "rootDir": "./src",

5 "outDir": "./dist",

6

“target": "es6",



7. "module": "commonjs",
8. "esModulelnterop”: true,
o Rocket.Chat-develop/packages/favicon/tsconfig.json
= HS 3
AATE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/**/*"]
8.}
o Rocket.Chat-develop/packages/freeswitch/tsconfig.json
= HE 3
DAATE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration”: true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. I3
8. "include": ["./src/*x/*"],
ol Rocket.Chat-develop/packages/fuselage-ui-kit/tsconfig.json
S 3

v Sparrow Cloud



AATE

1.4

2. "extends": "../../tsconfig.base.client.json",

3. "compilerOptions": {

4.  "nolmplicitReturns": true,

5.  "nolmplicitThis": true,

6. },

7. "include": ["src", ".storybook/**/*", "jest.config.ts"]

8.}
ol Rocket.Chat-develop/packages/gazzodown/tsconfig.json
S HS 3
DAATE

1.4

2. "extends": "../../tsconfig.base.client.json",

3. "compilerOptions": {

4. "rootDirs": ["./src", "./"],

5. "outDir": "./dist"

6. 1,

7. "include": ["./src/**/*", " [jest.config.ts", "./.storybook/**/*"]

8.}
ol Rocket.Chat-develop/packages/i18n/tsconfig.json
FHE 3
AATE

1

2 "extends": "../../tsconfig.base.json",
3. "compilerOptions": {

4 "rootDirs": ["./src", "./"],

5 "outDir": "./dist",

v Sparrow Cloud



6. "declaration": true

7. 1,

8. "include": ["./src/*=*/x", " [jest.config.ts"]
ol Rocket.Chat-develop/packages/instance-status/tsconfig.json
S 3
DMATE

1.4

2. "extends": "../../tsconfig.base.server.json",

3. "compilerOptions": {

4. "declaration": true,

5. "rootDir": "./src",

6. "outDir": "./dist"

7. I3

8. "include": ["./src/**/*"]

mel Rocket.Chat-develop/packages/jest-presets/tsconfig.json
EHS 3
AAATE
1.4
2. "extends": "../../tsconfig.base.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist",
6. "declaration": true
7. 1,
8. "include": ["./src"]

H
ne

Rocket.Chat-develop/packages/jwt/tsconfig.json

)]
r'E
fok
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"extends": "../../tsconfig.base.server.json",
"compilerOptions": {

"declaration”: true,

"module": "commonjs",

"rootDir": "./src",

"outDir": "./dist"

Rocket.Chat-develop/packages/livechat/tsconfig.json

3

"extends": "../../tsconfig.base.client.json",
"compilerOptions": {

"module": "CommonJS",

"outDir": "./dist",

"allow]s": true,

"checklJs": false,

"jsximportSource": "preact”,

Rocket.Chat-develop/packages/log-format/tsconfig.json

"extends": "../../tsconfig.base.client.json",
"compilerOptions": {

"rootDir": "./src",
"outDir": "./dist"

v Sparrow Cloud



7. "include": ["./src/**/*"]
8.}
ol Rocket.Chat-develop/packages/logger/tsconfig.json
EHE 3
AATE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration": true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. |3
8. "include": ["./src/**/*"]

oel Rocket.Chat-develop/packages/mock-providers/tsconfig.json
EHE 3
DAFAE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/*x/*"]
8.}
mel Rocket.Chat-develop/packages/model-typings/tsconfig.json

v Sparrow Cloud
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AADE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration": true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. 1,
8. "include": ["./src/**/*"]
ol Rocket.Chat-develop/packages/models/tsconfig.json
EHE 3
AATE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. // TODO migrate Users to TS
5. "allow]s": true,
6. "declaration": true,
7. "rootDir": "./src",
8. "outDir": "./dist",
ol Rocket.Chat-develop/packages/password-policies/tsconfig.json
FHE 3
AATE

1

2 "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {

4 we

5

"rootDir": "./src",
"outDir": "./dist"



6. 1,
7. "include": ["./src/**/x"]
8.}
ol Rocket.Chat-develop/packages/patch-injection/tsconfig.json
S 3
DMATE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration": true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. I3
8. "include": ["./src/**/*"]

mel Rocket.Chat-develop/packages/random/tsconfig.json
s 3
AAATE
1.4
2. "extends": "../../tsconfig.base.json",
3. "compilerOptions": {
4. "outDir": "dist",
5. "rootDir": "src",
6. "allow]s": true,
7. "nolmplicitAny": true,
8. "noUnusedLocals": true,

H
ne

Rocket.Chat-develop/packages/release-action/tsconfig.json

)]
r'E
fok

2

v Sparrow Cloud



v Sparrow Cloud

1.

2. "compilerOptions": {

3./ Visit https://aka.ms/tsconfig to read more about this file */
4

5

/* Projects */

6. //'incremental": true, /* Save .tsbuildinfo files to allow for
incremental compilation of projects. */
7. /] "composite": true, /* Enable constraints that allow a

TypeScript project to be used with project references. */

mel Rocket.Chat-develop/packages/release-changelog/tsconfig.json
S HS 2
AAATE

1
2. "compilerOptions": {

3. /* Visit https://aka.ms/tsconfig to read more about this file */
4

5

/* Projects */

6. //'incremental": true, /* Save .tsbuildinfo files to allow for
incremental compilation of projects. */
7. /] "composite": true, /* Enable constraints that allow a

TypeScript project to be used with project references. */

ol Rocket.Chat-develop/packages/rest-typings/tsconfig.json
s 3
DAATE

1.4

2 "extends": "../../tsconfig.base.client.json",

3. "compilerOptions": {

4 "rootDir": "./src",



v Sparrow Cloud

5. "outDir": "./dist"
. 1,
7. "include": ["./src/**/x"]
8.}
ol Rocket.Chat-develop/packages/server-cloud-communication/tsconfig.json
EHE 3
AATE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/**/*"]
8.}
ol Rocket.Chat-develop/packages/server-fetch/tsconfig.json
ZHS 3
AATE
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist",
6. "declaration": true,
7. 1,
8. "include": ["./src/*x/*"]
ol Rocket.Chat-develop/packages/sha256/tsconfig.json



—_

"extends": "../../tsconfig.base.json",
"compilerOptions": {
"outDir": "dist",
"rootDir": "src",
"allowlJs": true,
"nolmplicitAny": true,

"noUnusedLocals": true,

© N O LA WwN =

ol Rocket.Chat-develop/packages/tools/tsconfig.json
EYE 3
AARC
1.4
2. "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {
4. "declaration": true,
5. "rootDir": "./src",
6. "outDir": "./dist"
7. 1,
8. "include": ["./src/**/*"]

ol Rocket.Chat-develop/packages/tracing/tsconfig.json
EHES 3
AATE

1

2 "extends": "../../tsconfig.base.server.json",
3. "compilerOptions": {

4 "declaration": true,

v Sparrow Cloud



5. "rootDir": "./src",
6. "outDir": "./dist"
7. 1,
8. "include": ["./src/*x/*"]
ol Rocket.Chat-develop/packages/ui-avatar/tsconfig.json
EHE 3
AAFE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDir": "./src",
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/*x/*"]
8.}
ol Rocket.Chat-develop/packages/ui-client/tsconfig.json
EHE 3
AAARE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDirs": ["./src", "./"],
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/*x/*", " [ storybook/*=*/*", " [jest.config.ts"],
8.}

oel Rocket.Chat-develop/packages/ui-composer/tsconfig.json
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"extends": "../../tsconfig.base.client.json",
"compilerOptions": {

“rootDirs": ["./src", "./"],

"outDir": "./dist"
1

"include": ["./src/*x/*", " [ storybook/**/*", " [jest.config.ts"],

Rocket.Chat-develop/packages/ui-contexts/tsconfig.json

3

"extends": "../../tsconfig.base.client.json",
"compilerOptions": {

"module": "CommonJS",

"rootDir": "./src",

"outDir": "./dist",
1

"include": ["./src/**/*"]

Rocket.Chat-develop/packages/ui-video-conf/tsconfig.json

"extends": "../../tsconfig.base.client.json",
"compilerOptions": {
"rootDirs": ["./src", "./"],

v Sparrow Cloud
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5. "outDir": "./dist",
. 1,
7. "include": ["./src/**/x" " [jest.config.ts", "./.storybook/**/*"],
8.}
ol Rocket.Chat-develop/packages/ui-voip/tsconfig.json
EHE 3
AATE
1.4
2. "extends": "../../tsconfig.base.client.json",
3. "compilerOptions": {
4. "rootDirs": ["./src", "./"],
5. "outDir": "./dist"
6. 1,
7. "include": ["./src/*x/*", " [jest.config.ts", "./.storybook/**/*"],
8.}
ol Rocket.Chat-develop/packages/web-ui-registration/tsconfig.json
EHE 3
AATE
{

"extends": "../../tsconfig.base.client.json",
"compilerOptions": {
"rootDirs": ["./src","./.storybook"],
"outDir": "./dist",
"module": "CommonJS"
I3

"include": ["./src", "./.storybook"],

® NV A WS =

® [1#2] 0|F] 0BSD 2{0|dA HEHE ALZ (042 Y-S, common)
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BSD Zero Clause License(SPDX ID: 0BSD) 2t0|MA = AFE0| AR 22 20| MAQILICE,

LEAA BIO|MA HE

2}0|MA 0|2  BSD Zero Clause License

to

I AN
-

>

AZHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json

HEHE O|F  tslib

HEHAE B  1.141

2lO|MA O|&  BSD Zero Clause License

to

a

I>

HTUE

I
—

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_O.
0.1.zip/package-lock.json

HEEE O  tslib

AZHE M 2380

QEAA ZIO|MA HE

2}O|MA 0|8  BSD Zero Clause License

QEAA ATLHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.

o+ . .

2 0.1.zip/package-lock.json
HEHUE O|F tslib

AZHUEHH 270
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2lo|MA 0|2  BSD Zero Clause License

QEAA ATLHE

Rocket.Chat-develop/packages/apps-engine/tests/test-data/apps/hello-
world-test_0.0.1.zip/package-lock.json

HEHE O tslib

ZEHAEHA 1141

® [12]| 0|&] Apache-2.0 2l0|MA HEHE ALE (48, common)

Apache License 2.0(SPDX ID: Apache-2.0) 2t0|MA0= 12| 2|27t UESL|C} 20| A HES
SISt AFZO| F2foHOF Lt

EAA 2IO|MA ZE

2}0|MA 0|8  Apache License 2.0

el Rocket.Chat-develop/apps/meteor/package.json
HEEE 0|2  google-libphonenumber

FEHEHHE  3.2.38

® [#2! 0| §] CCO-1.0 2}o| A HREHE ALZ (0fF Z&, common)

Creative Commons Zero v1.0 Universal(SPDX ID: CC0O-1.0) 2l0|MA = AR0| S22 2l0|M
AL

LEAA ZJO|MA HE

2}0|MA 0|2  Creative Commons Zero v1.0 Universal

QEAA ATLHE

209
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Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json

type-fest

0.21.3

® 2] O|F] ISC 2t0| A HEHAE AL (ZF, common)

ISC License(SPDX ID: ISC) 2tO|MA0= 1Z| |27t UELICH 20| A HE2S SH0I5H0 AR

2|5t oF BfLICt.

QLIEAMA 20| MA HE

20|14 OIF

ISC License

QEAAHBHE

oY
HH
(s
[m
h=]
ol

oY
H
ri
[m
o3
rx

o

IT
=4

I>

2to| 4 0|

to

I AN
S

>

Rocket.Chat-develop/.github/actions/update-version-durability
/package-lock.json

semver

7.6.2

2io|MA ZE

ISC License

HLHE

Rocket.Chat-develop/.github/actions/update-version-durability
/package.json

semver

7.6.3
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2fo|MA O|§  ISC License

QEAA AZHE

ool Rocket.Chat-develop/apps/meteor/package.json
HEHE O|F  semver

HEIHUEHH 763

QIEAA ZIO|MA HE

2fo|MA O|F  ISC License

to

IT
=4

>

ALHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json

HRHUE 0|8  semver

HEHEHA 572

2}O|HA O]  ISC License

QEAAHBHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json

HEHE O|§  glob

HEEEHAH 723

211
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2}O| A O]  ISC License

QEAA ATLHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json

HEHE 0|8 minimatch

HEEEHAH 312

2to|MA 0|2  ISC License

QEAA HARHE

el Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
= 0.1.zip/package-lock.json

HEUHE 0|2  inherits

ZEHEBM 204

QIEAA ZIO|MA HE

2lo|MA O|F  ISC License

to

IT
=4

>

ALHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json

ZRHE 0|& picocolors

HEEEHA 110
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QEAA 210|

20|44 0|8

QEAMA AL

2|4 Ol

QEAMA AL

QEAA 210|
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ISC License
HE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_O.
0.1.zip/package-lock.json

signal-exit

3.0.7

MAHE
ISC License
HE

Rocket.Chat-develop/packages/apps-engine/package.json
semver

7.6.3

ISC License
HE

Rocket.Chat-develop/packages/apps-engine/package.json
rimraf

6.0.1

MA HE

ISC License
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L=

—L

E

r

Rocket.Chat-develop/packages/apps-engine/tests/test-data/apps/hello-
world-test_0.0.1.zip/package-lock.json

semver

5.7.2

MA HE

ISC License

HE

Rocket.Chat-develop/packages/apps-engine/tests/test-data/apps/hello-
world-test_0.0.1.zip/package-lock.json

glob

7.2.3

2io|MA ZE

ISC License

EIS

Rocket.Chat-develop/packages/apps-engine/tests/test-data/apps/hello-
world-test_0.0.1.zip/package-lock.json

minimatch

3.1.2

ISC License
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X
H

AAHTHE

Rocket.Chat-develop/packages/apps-engine/tests/test-data/apps/hello-
world-test_0.0.1.zip/package-lock.json

HEAE O|&  inherits

HEHEHH 204

20| A O|8  ISC License

—L

QEAA ATLHE

mel Rocket.Chat-develop/packages/fuselage-ui-kit/package.json
HEEE O|2  rimraf

HEHEHA  6.0.1

2}O| A O|8  ISC License

—L

QEAA ATLHE

mel Rocket.Chat-develop/packages/livechat/package.json
HEEE O|2  rimraf

HEHEHA  6.0.1

2}O| A O|8  ISC License

QEAA ATLHE
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Rocket.Chat-develop/packages/message-parser/package.json
rimraf

6.0.1

ISC License

Rocket.Chat-develop/packages/peggy-loader/package.json
rimraf

6.0.1

ISC License

Rocket.Chat-develop/packages/release-action/package.json

semver

7.6.3

=]

ox

ISC License

Rocket.Chat-develop/packages/ui-kit/package.json
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rimraf

6.0.1

® [12] O|F] MIT 2t0|dA HEHE AL (8, common)

MIT License(SPDX ID: MIT) 2t0|d A0 = 12| ORI} UG LT}, 2f0|dA HES RISt ARZO|

2l3HO0F gLt

QEAA BLO|MA Z

2to| A Ol

to

I
S

>

=]

0x

MIT License

HLHE

Rocket.Chat-develop/.github/actions/update-version-durability
/package-lock.json

uuid

8.3.2

QEAA ZIO|MA HE

2to|d4 Ol

MIT License

QEAA ATHE

Rocket.Chat-develop/.github/actions/update-version-durability
/package-lock.json

axios

1.7.4

LIEAA BIO|MA HE

2tojd4 Ol

MIT License
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Rocket.Chat-develop/.github/actions/update-version-durability
/package-lock.json

HEAE 0|8 form-data

ZEHEHAE 400

2O|HA O|2  MIT License

2

rH

AAATHE

Rocket.Chat-develop/.github/actions/update-version-durability
/package.json

HEHE 0|8  axios

BEHEHH 175

LEAA ZJO|MA HE

2o|HMA 0|8  MIT License

>

QEAA HTHE

oel Rocket.Chat-develop/apps/meteor/ee/server/services/package.json

HEIHE 0|8 WS

ol

FEHUEHHE  8.18.0

to
H

a

I>

2ol A HE

2lO|MA O|F  MIT License

QEAA ATLHE
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Rocket.Chat-develop/apps/meteor/ee/server/services/package.json
ajv

8.17.1

2O|MA HE

MIT License

AZHE

Rocket.Chat-develop/apps/meteor/package.json
react

18.3.1

2IO|MA HE

MIT License

AZHE

Rocket.Chat-develop/apps/meteor/package.json
eslint

8.45.0

2IO|MA HE

MIT License

Rocket.Chat-develop/apps/meteor/package.json



2lojMA ol

debug

4.3.7

MIT License

Rocket.Chat-develop/apps/meteor/package.json
react-dom

18.3.1

LEAA 2IO|MA HE

2to|d£ 0|15

MIT License

QEAA ATHE

20|44 0|5

Rocket.Chat-develop/apps/meteor/package.json
prettier

3.3.3

MIT License

Rocket.Chat-develop/apps/meteor/package.json
ajv

8.17.1

v Sparrow Cloud



Sparrow &41 E 1A v Sparrow Cloud

2}o| A 0|8  MIT License

QEAA YRUE

el Rocket.Chat-develop/apps/meteor/package.json
HEHAE 0|2  css-vars-ponyfill

HFEHEHHE 2409

2}o| A 0|8  MIT License

QEAA AXHE

el Rocket.Chat-develop/apps/meteor/package.json
ZEHAE 0|8 chalk

HEUEHH 412

QLEAA BIOINA AR
2}o| A 0|8  MIT License
QLEAANAILIHE

el Rocket.Chat-develop/apps/meteor/package.json
HEGEE 0|2  google-libphonenumber

ZEZHE M 3238

221



2}O|MA O|E MIT License

ol Rocket.Chat-develop/apps/meteor/package.json
HIEHE 0|2  iconv-lite

HEHEHA 063

2}O|MA O|E MIT License

ol Rocket.Chat-develop/apps/meteor/package.json
HEIHE 0|2  mkdirp

HEZHUEHA 104

2}O|MA O|E MIT License

ol Rocket.Chat-develop/apps/meteor/package.json
HEHAE 0|8  supports-color

HEHUE A 720

2}O|MA O|E MIT License

222

v Sparrow Cloud



Sparrow A H 1A

v Sparrow Cloud

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.

QEAA ATLHE
I]'_l.OI
=2

0.1.zip/package-lock.json
HEIHE 0|2  debug

HZHUE KM 437

2}O|MA O|E MIT License

QEAA ATLHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.

0.1.zip/package-lock.json
HEZHE O|F  chalk

FEUE Y 242

LIEAA BIO|MA HE

2}O|HA O|2  MIT License

QEAA HBHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.

(o]
e 0.1.zip/package-lock.json
HEZHUE 0|8  @types/node
ZEHE B 14146

223



Sparrow &41 E 1A v Sparrow Cloud

2lO|MA O|F  MIT License

2

rH

AN HEUE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json

HEEEOIF  uuid

HEHEHA 832

2}O| A O|8  MIT License

QEAA AXHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json

HEHE O|8&  brace-expansion

FEHAEHA 1111

20| H4A O|2  MIT License

QEAA ATLHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json

HEUE 0|8  escape-string-regexp

HEEEHH 1.05

224



Sparrow &41 E 1A v Sparrow Cloud

2O|HA O|2  MIT License

2

rH

AAATHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json

HEHUE 0|8 commander

BREEEHH 2203

LEAA ZJO|MA HE

2lO|MA O|F  MIT License

to

IT
=4

>

HTHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json

HRHUE Ol  js-yaml

ZEHE BA  3.141

2}O|MA O|E MIT License

QEAA ATLHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_O.
0.1.zip/package-lock.json

HEXHE O|F mkdirp

HEEEHH 056

225



Sparrow &41 E 1A v Sparrow Cloud

2}O| A O|&  MIT License

QEAA AXHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json

ZHEHAE O|&  resolve

ZEHAE M 1228

2}O|HA O|2  MIT License

QEAA HBHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.

(o]
e 0.1.zip/package-lock.json
HEHE 0|8  @babel/code-frame
HAEHAE WM 7257
QIAA BIO|MA HE

2lO|MA O|F  MIT License

X

IT
=24

>

ALHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json

HEEEO|§  chalk

HEHUE KA 412

226



Sparrow &41 E 1A v Sparrow Cloud

2}0|MA O]  MIT License

2

rlH

AN HIHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json

HRHUE 0|8  supports-color

ARZHEHAH 720

QEAA ZIO|MA HE

2}o| A 0|8  MIT License

QEAA ATLHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json

ZEHE 0|8  @babel/code-frame

AREHE WA 7247

2}o|HA O|2  MIT License

QIEAA HARHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json

o¥
H
T
|m
°
o

color-convert

oY
H
ri
[m
=3
r

2.01

227



Sparrow &41 E 1A v Sparrow Cloud

2lO|MA O|2  MIT License

2

rH

AAZATHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json

H
ne

oY
HH
e
il
i=]
oju

ansi-regex

ZEHEHAH 501

2lOo|MA O|&  MIT License

o

I>

EAAHTHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json

HEHAE 0|8  type-fest

HEHEBHAH 0213

QEAA ZIO|MA HE

2}o| A 0|8  MIT License

QEAAHBHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json

HEHAE O|§  ansi-styles

ZEHAE WA 430

228



Sparrow &41 E 1A v Sparrow Cloud

20| A O|&  MIT License

QEAA ATLHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json

ZEHAE 0|8  buffer

HEEEHH 571

QIEANA BO|MA A

2}Oo|HA O|2  MIT License

2

rH

AAATHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.

H
ne

0.1.zip/package-lock.json

oY
HH
e
il
i=]
oju

readable-stream

HEIHEHH 362
QIAA BIO|MA HE

2f0|MA O|&  MIT License

to

IT
=4

>

ALHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json

HZHE 0|8  commander

HEHEBHZA  10.01

229



v Sparrow Cloud

2}O|MA O|E MIT License

2

AN HIHE

rH

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_O.
0.1.zip/package-lock.json

HRHE 0|8  color-name

HEHUE MY 114

2lo|MA O|E MIT License

QEAA HTLHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json

HEIHE O|I8 ms

HEEEHAH 213

LIEAA BIO|MA HE

2O|HA O|2  MIT License

QEAA HARHE

el Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
= 0.1.zip/package-lock.json

HEUHE O|&  emoji-regex

AEHE M  8.0.0



Sparrow &41 E 1A v Sparrow Cloud

20| A O|8  MIT License

QEAAHBHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_O.
0.1.zip/package-lock.json

HEHAE O|§  iconv-lite

FEEUEHA 0424

2o A O|2  MIT License

QEAA FATLHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.

o . .
0.1.zip/package-lock.json

HEHE 0|2 has-flag

AZHEHAH 400

to

IT
=4

>

2IO|MA HE

2lO|MA Ol  MIT License

to

>

DAAARHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json

HEHE 0|&  lodash

HEHUE WM  417.21

231



Sparrow &41 E 1A v Sparrow Cloud

2lO|MA O|F  MIT License

to

>

IT
=24

ALHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json

HZHE 0|8  string-width

HEHEHA 423

2}O| A O|8  MIT License

to

a

I>

ALHE

I
—

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_O.
0.1.zip/package-lock.json

HEHE 0|8  is-fullwidth-code-point

HEEEHH  3.00

QIEANA BIO|MA HE

20| A O|2  MIT License

QEAA ATLHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json

HEAE O|8  strip-ansi

HEEEHAH  6.0.1

232



v Sparrow Cloud

QIEAA BIO|MA HE
2lo|MA O|2 MIT License
QEAA HRHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.

o . .
0.1.zip/package-lock.json

HEZHUE 0|8  wrap-ansi

AEHEHH 620

QIAA BIO|MA HE

2lO|MA 0|2 MIT License

to

I AN
1

>

HLHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json

HRHUE O|&  onetime

HEHEHH 512

2}O|MA O|E MIT License

to

a

I>

HTHE

I
—

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_O.
0.1.zip/package-lock.json

HRHE O|2  string_decoder

HEEEHH 130



Sparrow &41 E 1A v Sparrow Cloud

2}o|MA O|E MIT License

QEAA ATLHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.

o+ . .
2 0.1.zip/package-lock.json

HULHAE 0|8  safe-buffer

HEEAEHH 527

QIEAA BIO|MA HE
2lo|MA O|E MIT License
QEAA HRHE

Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.

o+ . .
0.1.zip/package.json

HEHE 0|8  @types/node

HEGE HA 14.14.6

QIEAA ZIO|MA HE

2lO|MA O|&  MIT License

QLEAANAILIHHE

ol Rocket.Chat-develop/apps/uikit-playground/package.json
HEHE 0|8  eslint

ZEHE HAM 8450

234



Sparrow &41 E 1A v Sparrow Cloud

20| A O|8  MIT License

QEAAHBHE

ol Rocket.Chat-develop/apps/uikit-playground/package.json
HEHE 0|  react

ZEHE BA  18.3.1

20| A O|8  MIT License

ol Rocket.Chat-develop/apps/uikit-playground/package.json
HEAE 0|8  react-dom

ZEHE BA  18.3.1

20| A O|8  MIT License

mel Rocket.Chat-develop/ee/apps/account-service/package.json
HEXHE 0|  eslint

ZEHE BA 8450

2}O| A O|8  MIT License

235



Sparrow A H 1A

QEAA ATLHE

v Sparrow Cloud

mel Rocket.Chat-develop/ee/apps/authorization-service/package.json

HEHE O|F  eslint

HEHE B 8450

2}O|MA O|E MIT License

QEAA ATLHE

mel Rocket.Chat-develop/ee/apps/ddp-streamer/package.json

HEHE O|F  eslint

HEHE B 8450

2}O|MA O|E MIT License

QEAA ATLHE

mel Rocket.Chat-develop/ee/apps/ddp-streamer/package.json

ZEHAE 0|8  ws

FEHEHHE  8.18.0

2}O|MA O|E MIT License

QEAA ATLHE

236



H
ne

oY
HH
(s
|m
=]
oju

oY
H
i
|m
o3
r

to

a

I>

I
—

2to| A O|F

X

IT
=24

>

H
ne

oY
HH
(s
|m
=]
oju

FEHE HA
QEAA
2lo|d L O|F
QEAA
T}

oY
HH
(s
|m
=]
oju

oY
H
i
|m
o3
r

to

a

I>

I
—

2to| A O|F

EA

>

v Sparrow Cloud

Rocket.Chat-develop/ee/apps/omnichannel-transcript/package.json
eslint

8.45.0

2ol A HE

MIT License

HLHE

Rocket.Chat-develop/ee/apps/presence-service/package.json
eslint

8.45.0

2ol A HE

MIT License

HLHE

Rocket.Chat-develop/ee/apps/queue-worker/package.json
eslint

8.45.0

2lO|MA A

MIT License

HLHE

Rocket.Chat-develop/ee/apps/stream-hub-service/package.json

eslint



v Sparrow Cloud

ZEHE MM 8450

2}O|MA 0|2 MIT License

QEAAATHE

oel Rocket.Chat-develop/ee/packages/license/package.json
HEZHE O|F  eslint

AEHE HAM 8450

QIEAA BIO|MA HE

2}O|MA 0|2 MIT License

QEAAARHE

oel Rocket.Chat-develop/ee/packages/network-broker/package.json
HREHE 0|8  eslint

AEHE HHM 8450

QIEAA BIO|MA HE

2}O|MA 0|2 MIT License

QEAAN AILIHE

oel Rocket.Chat-develop/ee/packages/omnichannel-services/package.json
HREHE 0|8  eslint

AEHE HHM 8450



Sparrow &41 E 1A v Sparrow Cloud

2}O|MA O|E MIT License

mel Rocket.Chat-develop/ee/packages/pdf-worker/package.json
HEXHE 0|  eslint

ZEHE BA 8450

2}O|MA O|E MIT License

QEAAHBHE

mel Rocket.Chat-develop/ee/packages/pdf-worker/package.json
HEHE 0|  react

ZEHE BA  18.3.1

20| A O|8  MIT License

mel Rocket.Chat-develop/ee/packages/pdf-worker/package.json
HEHAE 0|  react-dom

ZEHE BA  18.3.1

239



Sparrow &41 E 1A v Sparrow Cloud

2}O|MA O|E MIT License

QEAA ATLHE

mel Rocket.Chat-develop/ee/packages/pdf-worker/package.json
HEHE 0|8  buffer

HEHEHH 603

2}O|MA O|E MIT License

QEAA ATLHE

mel Rocket.Chat-develop/ee/packages/presence/package.json
HRXHE 0|8  eslint

HEHE B 8450

2}O|MA O|E MIT License

QEAA ATLHE

mel Rocket.Chat-develop/ee/packages/ui-theming/package.json
HRXHE 0|8  eslint

HEHE B 8450

2}O|MA O|E MIT License

240



Sparrow &41 E 1A v Sparrow Cloud

ol Rocket.Chat-develop/ee/packages/ui-theming/package.json
HEHE O|§  react

HEHE BHM 1831

2lo|MA O|E MIT License

ol Rocket.Chat-develop/packages/account-utils/package.json
HEXHE 0|  eslint

AEZHEBAM 8450

20| A Ol  MIT License

ol Rocket.Chat-develop/packages/agenda/package.json
HEXHE 0|  eslint

AEZHEBAM 8450

QEAABOINA AR
2lo|MA O|E MIT License

2

AN HEHE

rlH

H
ne

Rocket.Chat-develop/packages/agenda/package.json

241



Sparrow A H 1A

20|44 0|8

2to|d4 0|1

2to|d4 0|1

QEAA ZHZ

o

HEAE 0|5

debug

4.3.7

MIT License

Rocket.Chat-develop/packages/api-client/package.json

eslint

8.45.0

MIT License

Rocket.Chat-develop/packages/apps-engine/package.json

eslint

8.45.0

MIT License

Rocket.Chat-develop/packages/apps-engine/package.json

debug

242

v Sparrow Cloud



Sparrow &4

HEHAE HA

v Sparrow Cloud

437

QI AA BlO|MA HE

2to| 4 0|

to

I AN
S

>

2to|dA 01

to

a

I>

I
—

MIT License

AZHE

Rocket.Chat-develop/packages/apps-engine/tests/test-data/apps/hello-
world-test_0.0.1.zip/package-lock.json

chalk

24.2

MIT License

HTHE

Rocket.Chat-develop/packages/apps-engine/tests/test-data/apps/hello-
world-test_0.0.1.zip/package-lock.json

@babel/code-frame

7.23.5

QEAA ZIO|MA HE

20|44 0|8

MIT License

QEAA ATLHE

Rocket.Chat-develop/packages/apps-engine/tests/test-data/apps/hello-
world-test_0.0.1.zip/package-lock.json

@types/node

243



v Sparrow Cloud

2lo|MA O|E MIT License

QEAA ATLHE

Rocket.Chat-develop/packages/apps-engine/tests/test-data/apps/hello-
world-test_0.0.1.zip/package-lock.json

HEHE 0|8 acorn

ZEHUE HAM 8112

to

IT
=4

>

2IO|MA HE

2}O|MA 0|2 MIT License

to

I A
-

>

AZHE

Rocket.Chat-develop/packages/apps-engine/tests/test-data/apps/hello-
world-test_0.0.1.zip/package-lock.json

HEHEEOIF  uuid

HEHEHH 832

2}o|HMA O|E MIT License

to

a

I>

HTUE

I
—

Rocket.Chat-develop/packages/apps-engine/tests/test-data/apps/hello-
world-test_0.0.1.zip/package-lock.json

HRHUE 0|8  color-convert



Sparrow 24 21 M

2to|d4 0|

to

a

I>

I
—

2lojMA ol

v Sparrow Cloud

MIT License

HTHE

Rocket.Chat-develop/packages/apps-engine/tests/test-data/apps/hello-
world-test_0.0.1.zip/package-lock.json

ansi-styles

3.2.1

MIT License

QEAA ATLHE

X

IT
=24

>

2to| 4 0|

to

IO A
-

>

o}

ne

HEHE Of

Ofu

Rocket.Chat-develop/packages/apps-engine/tests/test-data/apps/hello-
world-test_0.0.1.zip/package-lock.json

brace-expansion

1.1.11

2io|MA HE

MIT License

AZHE

Rocket.Chat-develop/packages/apps-engine/tests/test-data/apps/hello-
world-test_0.0.1.zip/package-lock.json

color-name

245



Sparrow 24 21 M

v Sparrow Cloud

LEAA ZJO|MA HE

2to| A OIF

to

I AN
1

>

2to|d4 o1

to

a

I>

I
—

20|44 0|8

MIT License

HLHE

Rocket.Chat-develop/packages/apps-engine/tests/test-data/apps/hello-
world-test_0.0.1.zip/package-lock.json

escape-string-regexp

1.0.5

MIT License

HTHE

Rocket.Chat-develop/packages/apps-engine/tests/test-data/apps/hello-
world-test_0.0.1.zip/package-lock.json

supports-color

5.5.0

MIT License

QEAA ATLHE

o

Rocket.Chat-develop/packages/apps-engine/tests/test-data/apps/hello-
world-test_0.0.1.zip/package-lock.json

246



v Sparrow Cloud

HRHE O|& commander

HEHE HAM 2203

2}o|dA O|2  MIT License

QEAA ATLHE

Rocket.Chat-develop/packages/apps-engine/tests/test-data/apps/hello-

o . .
world-test_0.0.1.zip/package-lock.json

ZEUE 0|8 has-flag

AEZHEHAH 300

QIEAA BIO|MA HE

2lO|MA Ol  MIT License

to

IO AN
-

>

AZHE

Rocket.Chat-develop/packages/apps-engine/tests/test-data/apps/hello-
world-test_0.0.1.zip/package-lock.json

HEHE Ol  js-yaml

BREEEHH 3141

2lOo|MA O|&  MIT License

to

I
=4

>

HLHE

Rocket.Chat-develop/packages/apps-engine/tests/test-data/apps/hello-
world-test_0.0.1.zip/package-lock.json

H
ne



v Sparrow Cloud

ZEHE 0|2 mkdirp

HEHEHAH 056

2}O|MA O|E MIT License

to

a

I>

HTHE

I
—

Rocket.Chat-develop/packages/apps-engine/tests/test-data/apps/hello-
world-test_0.0.1.zip/package-lock.json

ZHRHAE Ol  resolve

HEHE M 1.2238

2lo|MA O|E MIT License

QEAA ATLHE

Rocket.Chat-develop/packages/apps-engine/tests/test-data/apps/hello-
world-test_0.0.1.zip/package-lock.json

ZEHE 0|2  @babel/code-frame

HRHUE WA 7257

2}O|MA 0|2 MIT License

2

rH

AAHTHE
Rocket.Chat-develop/packages/apps-engine/tests/test-data/apps/hello-
world-test_0.0.1.zip/package-lock.json

I}

ne



v Sparrow Cloud

HRXUHE 0|8  acorn
ZEHEHAM 8130
QEAA BIO|MA A

2lO|MA O|&  MIT License

to

>

I AN
S

HLHE

Rocket.Chat-develop/packages/apps-engine/tests/test-data/apps/hello-
world-test_0.0.1.zip/package.json

HZUHE 0|8 @types/node

HEHAE B 14146

2}O|MA O|E MIT License

QEAA ATLHE

ol Rocket.Chat-develop/packages/apps/package.json
HARXHE 0|8  eslint

HEHAE B 8450

2}O|MA O|E MIT License

QEAA ATLHE

mel Rocket.Chat-develop/packages/base64/package.json

ZEHAE 0|8  eslint



v Sparrow Cloud

2O|MHMA Ol  MIT License

QLEAANAILIHHE

ool Rocket.Chat-develop/packages/cas-validate/package.json
HZHE O|F  eslint

HEHE HHM 8450

QIEAA ZIO|MA HE

2O|HMA Ol  MIT License

QLEAANAILIHHE

ool Rocket.Chat-develop/packages/core-services/package.json
HZHE O|F  eslint

HEHE HHM 8450

QIEAA ZIO|MA HE

2lO|MA O|F  MIT License

QEAA ATHE

ool Rocket.Chat-develop/packages/core-services/package.json
HEHE O|2  prettier

HEZHE HHM 333



Sparrow &41 E 1A e Sparrow Cloud

2}O|MA O|E MIT License

ol Rocket.Chat-develop/packages/core-typings/package.json
HEXHE 0|  eslint

ZEHE BA 8450

2}O|MA O|E MIT License

ol Rocket.Chat-develop/packages/core-typings/package.json
ZEHAE O|§  prettier

HEHEHA 333

20| A O|8  MIT License

ol Rocket.Chat-develop/packages/cron/package.json
HEXHE 0|  eslint

ZEHE BA 8450

251



Sparrow &41 E 1A v Sparrow Cloud

2}O|MA O|E MIT License

QEAA ATLHE

mel Rocket.Chat-develop/packages/ddp-client/package.json
HRXHE 0|8  eslint

HEHE B 8450

2}O|MA O|E MIT License

QEAA ATLHE

mel Rocket.Chat-develop/packages/ddp-client/package.json
HZHE O  ws

FEHUEHAE  8.18.0

2}O|MA O|E MIT License

QEAA ATLHE

mel Rocket.Chat-develop/packages/eslint-config/package.json
HRXHE 0|8  eslint

HEHE B 8450

2}O|MA O|E MIT License

252



Sparrow &41 E 1A v Sparrow Cloud

ol Rocket.Chat-develop/packages/eslint-config/package.json
HEHAE O|§  prettier

HEHE HAHM 333

2lo|MA O|E MIT License

ol Rocket.Chat-develop/packages/favicon/package.json
HEXHE 0|  eslint

AEZHEBAM 8450

20| A Ol  MIT License

ol Rocket.Chat-develop/packages/freeswitch/package.json
HEXHE 0|  eslint

AEZHEBAM 8450

QEAABOINA AR
2lo|MA O|E MIT License

2

AN HEHE

rlH

H
ne

Rocket.Chat-develop/packages/fuselage-ui-kit/package.json

253



Sparrow A H 1A

20|44 0|8

QEAA HIA

2to|d4 0|1

2to|d4 0|1

QEAA ZHZ

o

HEAE 0|5

eslint

8.45.0

MIT License

v Sparrow Cloud

Rocket.Chat-develop/packages/fuselage-ui-kit/package.json

react

18.3.1

MIT License
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MIT License
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Affected versions of ‘brace-expansion’ are vulnerable to a regular
expression denial of service condition. ## Proof of Concept ™ var
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expand = require('brace-expansion'); expand

L T wn}')
™ ## Recommendation Update to version 1.1.7 or later.
CVSS 3
44+ AV AC PR ul S C I A
7.5 NETWORK LOW NONE NONE UNCHANGED NONE NONE HIGH
CVSS 2
s AV AC Au C I A
QLEAANAILIHE
ey Rocket.Chat-develop/apps/meteor/tests/e2e/fixtures/files/test-app_0.
0.1.zip/package-lock.json
ZHEUEE 0|8  brace-expansion
AZHE HAH 1111
2| got

2.0.0 0|4 4.0.0 O3t HH 22 HE|0|ESHMIL.

AR HAEHE Z{UH
/o4 0|§  GHSA-fvar-27wr-82fm
Versions of ‘lodash® before 4.17.5 are vulnerable to prototype pollution.
The vulnerable functions are 'defaultsDeep’, 'merge’, and 'mergeWith'
2(oka Mo which allow a malicious user to modify the prototype of ‘Object’ via
' proto__ " causing the addition or modification of an existing property
that will exist on all objects. ## Recommendation Update to version
4.17.5 or later.
CVSS 3
d44+ AV AC PR ul S C [ A
6.5 NETWORK LOW LOW NONE UNCHANGED NONE HIGH NONE
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Affected versions of ‘brace-expansion” are vulnerable to a regular
expression denial of service condition. ## Proof of Concept ™ var
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expand = require('brace-expansion'); expand

ﬂ

™ ## Recommendation Update to version 1.1.7 or later.

CVSS 3

d4+ AV AC PR Ul S C I A
7.5 NETWORK LOW NONE NONE UNCHANGED NONE NONE HIGH

CVSS 2
Ay AV AC Au C | A
QEAA ATLHE

Rocket.Chat-develop/packages/apps-engine/tests/test-data/apps/hello-
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ol world-test_0.0.1.zip/package-lock.json
HEUHE O|2  brace-expansion

HEHEBHAM 1111

2.0.0 0|4} 4.0.0 O|5t U2 2 AH|O|ESIMIL.

276



Sparrow 241 21 A v Sparrow Cloud

H AQE Ol Y=

A|e|E ols7t §lELCt.

277



H
o
£

> D> > > > > o
mnIn In In In

[>

ROR R R R R ORY R ORORDORUORUORORDORY RN ORDORUORY R R ORY R ORI RN I—.U R Ry R R RU
n

|>
Iy

|>
N

|>
N

|>
N

|>
n

|>
In

|>
In

|>
[N

|>
[N

|>
[N

|>
[N

|>
N

|>
N

|>
N

|>
N

|>
n

|>

bR RERERERERRERERERERRERBRERBRRERRERR R B D
[N

|>
In

[> > > >
mn (n nIn

|>

rREEREEE
[N

|>
N

oY
T
=l

A

0} 45

Lo
=z0o
Lo
=z0o
Lo
=z0o

02 4

02 4

25
2s

LIS
=0

it 2 2 I i K
Ofm ofm ofm
Hir A
olo ojo

NC

o
==

Bt NC ND o NC

ao o
-= =

NCOHIE NE
go ojo oo

2 W ol oH K2

40 oo ofm ojo om om om 4o 40 4o oo oo oo oo 4o oo om 4o Ho
c

o

HT
ofm

i
03!
HL

paly

cpp
cpp
cpp
cpp
cpp
java
cs
cs
cpp
cpp
cs
java
objc
rust
cpp
cpp
cpp
cpp

cpp
objc
cpp
java
java
java
java
java
objc
cs
cpp
cpp
java

0|5
# 52 ## AL

#if Z| K| 2} ALE
#pragma A|A|Z} AtE
#undef Z|A|t ALE
*%&Eﬁ%a%ﬂ

(@)

o e

U

-2
>
oo

- = T -

N

NONONN

0e= Y
022 LH&=7|

_I

102157t Ofl ¥4~

16214 O| 20| Al

1717} ol =
8Ll AME
>

{ctype.h

—_

S IO J}2E

&t40f
== 3l |= AAZ}
@synchronized Z|A| 20|
[ HARIZ S5 BjS 2

e Sparrow Cloud

AccessController.doPrivileged Ul A12|8t 4~ 9l= @l

ActionSupportOf|A public ZE AtE
Android 224 AO|E AT EE

Android0i|AM JavaScript A&

Androido| A E2EHAE A5t 0|4H
Apple APIQ| Z25E A2
Application.exit HIAE Al
asctime®| ZxE ALE
asm A2 §10] 01l =2(0f FHO| ALE

L L HA

assert 72 L A



HL HI

oo oo oo H4o oo oo oo Ho ofm ojo

]

==

> BB bbb

NC N B

o

==

NC O HIE ND

HT
ofm

HT

0o ofm

NE

HT
ofm

2

==

]

==

]

==

NCONE N
oo oo ojo

2 H

==

ofm 4o om 4o 4o 4o ofm
il

HT

HT

BEprRERERPREERPRERERRERERRERERRERERRRRRER
Ofm

b

=]
oo 4o
Hir
0o

Hir

e Sparrow Cloud

java assert 7+ L{O| M I2t0|Ef ALE

cpp assert 22| 242 AtE

java assert 7| E 9| 38 72! 2|8t

cpp atexit HS2] YoM S=

cpp atexit() etr2 SEot HS2{O|A 2] L

cpp atomic_compare_exchange_weak() &< AT}

cpp auto 7| E A2

cpp auto_ptr At

cpp auto_ptr ZiE|0|H 4

java AWT 2 Swing AFZ At

jsts AzureOf| X ef Mot A0 2|

python BlockinglOError 02| 22| +2t

cpp bool FAOf 24 AL} ALE

cpp Boolean EfQO| Of I Z|0f B4~

abap BREAK-POINT 712 AtE

abap BYPASSING BUFFER & AtZ

cpp C2AEtY D22 2 gt AL

cpp C AEIY HYE ALE

cpp C AEIY YHSHALE

cpp C++0{| M Bt Bt Zot DIALE

php CakePHPO M2 HE=5H M4 EFJOHR

php CakePHPOAMQ| HE =&

cpp case 20IM break & +2f(Misra2008)

cpp case 2 default +& S0 7| 12! 28t

java case & default 12 S0 7| 2] Q|Et

cpp case® & +&

java catch & 38 2! 9|t

java catch ES0f|AM Btet 12 ALE

objc CFArrayCreateQ| 2%l At

objc CFArrayGetValueAtindexOf| A2 HIH RLHEZL

objc CFErrorRefe| 22 = AtE

objc CFNumberCreate2| Z2& AL

obic CFRetain, CFRelease & CFMakeCollectableQ| 22 %=l At
g

java clone HAE U 2H{2{0|T 7Isot HAE S &

java compareTo WOflAM e &~ Q= TE A



> BB bbb

NE o NE
oo oo oo

== S VI i A VI VI
oo alo
N

]

o 2
go 4o oo Ho oo om

T

oo 0o oo oo ofm

H HCHIE N

HT
ojo ojo ofm

Hir Hi

HL
ojo 0jo o

Hir HI

B K

]

==

o

==

o

==

olm 4o 4o 4o Dlo ofm
NCOND O NE
oo oo oo

HT

BERPRERERREERREERRERERERERERRERRERERRERERRRR

HT
Ofm

python

cpp
cpp
cpp
cpp
cpp
cpp
cpp
cpp
cpp
cpp
abap
abap
abap
cpp
abap
sqal
java

abap

python
python
python

asp

cpp
java

kotlin

objc

php

python

swift

vbnet

java
cpp
java
java

jsts

e Sparrow Cloud

ConnectionError 0f|2| 2{2| &2t
const char ZLQIE{ 2|9 22 H0j| A}

const A Sk~0| A 2| H| const = Bhet

)
g'h
il

1

const st} gl= 2 public
const StEAIE A AHst= HAE
constZ HMAUE[Z| 42 public ¥4 A Ha
continue *+& AtE

cstdio sllGf AR

cstring 84 AtE

ctime 3|4 AtE

cvalue Al FHAR

CX_ROOT 02| 22|

DATA BEGIN OF OCCURS 712 AtE

DATA B4 HEH [ 2t

default 22 A|2FstALE BLIRA| &2 switch 12

DELETE +&20f|M +2tEl WHERE &

DELETE X UPDATE #+&0lM +2f= WHERE &

deleteOnExite| 2= ALE
DISTINCT YARR} AZ
django C|H{1 4Fo|| oot Y& =&

django It S 22t

djangodilA sleep() &= AFZ
DNS lookupOf| 2|25t 29t 23
DNS lookupOf| 2|25t 29t 23
DNS lookupOf| 2|25t 2ot 23
DNS lookupOi| 2|&8t 2ot 2
DNS lookupOi| 2|&8t 22 2
DNS lookup®i| 2| &5t 2ot A
DNS lookupOf| 2|Zgt 2ot B
DNS lookupOf| 2|25 2ot 23
DNS lookupd| 2|Z5t 2ot Y
do & SO{2A7| 1#2] 9|t
do-while 7+& AtE

do-while 7|9 & F2| S8 72| 2|t
DOM 7|8t 32A AIO|E A3 2E]
DOM 7|HF A2 A AlO|E AT 2IE



Hir

2 H
0jo

==

PP PP P P
Hir Hir

]

==

om 4o oo oo o ofm

HT

2 H

==

Hir
oo 4o oo 4o ofm

o

==

NE

HT

pjo 4o ofm

==

2 H

==

I 1
ofm 4o ofm

ojo ofm

Hir

HT

oo oo ofm

H o HI

HT
ofm

HT
ofm

2 H

==

]

==

NC o NE
ojo ofo

NN

o 2
NC
0o oo

==

go oo oo 4o 4o oo ojo 4o 4o ofm

BERPRERERREERREERRERERERERERRERRERERRERERRRR
g

HT
Ofm

e Sparrow Cloud

cs ECBR2E=Z ¢S5 L2|2 Al
swift ECB2E=Z AS3F LN2|2 Al
java EJB SHZ0|M 2L 20 AL

java EJBO A Q] AH AZH ALE

cs EnableViewStateMac &4 H|2H43}
cpp enum Wi &0l 2| EE HFAL DAL
java equals LHOjA S &~ Qe HE ALE
cs Equals AEE S8t 9 HAL

java equals |A~EE S5t 2} H|W
java equals & == ALZ}O| AR E AR
cpp errno At

C errno 8% & 23 &0l

java escapeXm| AZO 2 QIst A2A AO|E A7 EIE
cpp extern Atg

cpp extern QI2tQl Sh4=0f A|oF =AM 2|8t
cpp extern 22 dA 2| H2t A2

cpp extern22 MQIE gl H{Ee| 37| 02|
cpp FILE 244 S A}

C FILE ZiA|o] Z2E ALE

java File QIAEIAO|| CHSH delete] 22 E AL
python FileExistError 0f|2| 22| =2t

java final eH&2t gl= L public HAE
java final 8t4Z} Q= 22 public H4
java finally 25 LHO A *2|%|A| 242 02
cpp float EFOf| CHSH H| 1w AL 4~

cpp fopen &+ &2 ™ umask &4 AR
cpp for 7+& 39 12| 2|t

java for -2 S8 12! 2|gt

cpp for 72 LHOM S| 24 Aot B4 MO
jsts for 72 LHOIM e 24 Aot 4 MO
java for 2 SO{A7| 12! gt

java for 7|191E =2 S8 2 2|t

rust forget AFE 24|

abap FORM 712 AtE

cpp friend &t 2 SefA AL

java Geolocation APIS| AL Z AtZ 2} Mt &0l =2t



v Sparrow Cloud

swift

jsts

| 80 Z2A of

of 2t

c

getPermissions 0| A

AE

goto & AtE

[y
K

getsQ| &

objc
cpp

hashCode LHOf|A{

java

AFO|
EN=]

HibernateO|A{2] SQL

java

HtmlinputHidden AtZ
HTTP 2ot 6l A

cs

oo

jsts

asp

java

swift

vbnet

jsts

<o

ot M

5|

HTTP ZI2EZS £
HTTP Z2&

swift

objc

<o

2

l

ot

5|

HTTP Z2EZS &

php

F

I
N

HTTP 3G

swift

HttpOnlyZt OF:l 27|

cs

HttpOnlyZt OFLl 27|

xml

olo
Hu

Ul

4|
4

HttpSessionState 422 H|21ES| 24| {2

vbnet

ALO|
[=N=]

iBatisOl M2 SQL

sql

olo
Hu

ul

4|
4

-

7

oF

__.Aﬁ
il

Ho
Op

-

ol

oF

_2_|
il

Mo
Op

if 712 2 UollMe| &= ArE

If 71

pp

—_

o

oF

_2_1

Mo
ol

Ul

if-else =0l A else &2t

=
=

Fe| H
— -

2
=

|
e

import 7= AfO|



0o

]

Hir

> BB bbb
ojo

= = S VI V= S VI« | I
oo oo oo oo ojo oo oo go Ho

HT

oo oo oo oo ojo ojo oo oo oo om

N - -

2

==

Hir
oo 4o ofm

hT

ojo  ofm

Hir

HT
ofm

Hr HC
oo ofm

HT
ofm

Hir H
oo ofm

HT

BERPRERERREERREERRERERERERERRERRERERRERERRRR
Ofm

HT
Ofm

e Sparrow Cloud

cpp In-band 27 EA|Z} ALE

cs IndexOfe| A2t2 2AE AL

c inline &4~ M0l M static ==

jsts innerHTMLO|| &g

sql INSERT # 2|0l M Yz[ot2| b= HH L 2to| T
objc IPv4 HE API ALE

java J2EE Persistence APIOA2] SQL ¢
java Java 10 AHE A5t

java Java HEIY 2F DA E S8t 2 =
java Java B& 2l0|E2{2|2| 3& AlHA} AALE
etc JavaScript Woi| 25tz AFEAL AlY HE
java JDO APIOfM2f SQL &¢

jsts JSON 4&+¢d

xml JSPAE H2

asp LDAP ¢!

cpp LDAP ¢!

java LDAP &¢

kotlin LDAP &¢

objc LDAP &¢

php LDAP £f¢

python LDAP 4+¢

swift LDAP &¢

vbnet LDAP &€

jsts localStorage At

cpp longjmp &= AtE

cpp MAC e Al S2HE BAJR] Al ZE

cpp main &= WOlA X 2|=| 2] 242 o<

objc malloce| ==l ALE

cpp malloce| 2=l ALE

python Memcached 4%

cpp memcmp2| QA2 FZ2A| AL

objc mktemp2| ZxE AL

cs Monitor.Pulse A&

sql myBatisOl M 2] SQL &

cpp new[]2 = 0|22|0] CHSH delete Al=

[
[

cpp new(]2 SEE 0| 22|0f CHSt free A=



> BB bbb

BERPRERERREERREERRERERERERERRERRERERRERERRRR

e Sparrow Cloud

HE cpp new= EHE 0| 22|0f CSt delete[] Al
2s cpp new= L&z H22[0| Tt free A|=
ey cpp non-const HEHE S2L H|O|E{ =2 Bhet 4]
= cpp noreturn 22 MOI5H gf4~0f| A Bt
BHE abap NOT IN AL
BE java notify &|Z| 2 ZHA|
2E java notify AF2
BE python Null Pointer &2t2
B8E cs NullPointerException 0|2 22|
BE cs NullReferenceException 02| 444
HE cpp OAEP @l= RSA AtE
02 43 cpp offsetof 0132 Al

f4Y4Z  java onMeasure H|AE QH20|Y £ LUH & L2t
e cs out Of7H B4~ ALE
Ol® =8 rust panic 7 &4 S4|
H$S cpp POSIX &3 & &ttt
=2 sql PRIMARY KEY Z&o| & gt &
BHE cpp printf g4 AtE
=2 python Private Hi 0|l Public 4|0|E{ &&t
=2 cs private BHE0| Z{2+=l public Gl|0|E
== java private B Z0fl {2 public H0|&
=8 kotlin private B E 0| A& E public G|O|&
Er= cpp pthread_kill &4 AtE
E1s) cpp PTHREAD_MUTEX_NORMAL E}Q} FEIA 23 ALE
=2 java public static final H{& A&
== python Public A E2EE] Ut3tE| Private HHY
g4 cpp public BiAE0] o[l YtetE private ZM
=2 cs public HAE0] 2|sf BretEl private ZalM
e java public A0 2|l Ht2H=l private Z&lM
=2 kotlin public HIAZ0]| Q|5H BtatEl private ZaM
ey cpp public H|0]A Z2fA 2 STL ZAE|0|H AL
BE java public 24 AL 21H2}0|Y
H42 cpp public 224 HH a4
0 &8 java public LE Atg
0l YS  java publice2 MA =l finalize()
HE cs pulse T 2| Q42 ZHA|



> BB bbb

BT NC

o

==

0

NC o HT
oo om -Ho oo oo o

HT

]

Hir
ojo

S K
ofm 4o ofm

2 1 =2

N

=]

=2

NC
0o ofm 4o oo Ho om o o

HT

BERPRERERREERREERRERERERERERRERRERERRERERRRR

oo oo oo oo oo oo oo oo oo oo oo ofm

W OHC HE W OH HE W OHC HIE W HIC

cpp
objc
java
java
java
abap
cpp
cpp
abap
vbnet
java
cs
objc
abap
sqal
abap
abap
sql
sl
cpp
cpp
java
go
swift
objc
python
java
asp
cpp
go
java
kotlin
objc
php
python

swift

putenve| QIZIZ H| Z& H4 ALE
randome| 22 &l At

readint H|AE B3 7o
readObject | AE U
ReflectPermission At

REFRESH FROM TABLE *2 AME
register 7|3 E AtE

rename?l| A& A2

REPORT Y@ 72! 9|t

Required £40| g
Runtime.exec AtE
sealed 2220 &2
Secure Keychain API2]
SELECT 22 U » At
SELECT 20| Z8t=|A| %2 ORDER BY & Z
SELECT ++20i| A
SELECT ++20i[A
SELECT ++20i[A
SELECT 720l F2HE 2T =4

setimp &4 Ar%

ORDER BY &
+2tE WHERE &
+2tE WHERE &

setlocale &%

SMS 7|5 At

SMS A& APl ALE
SMTP 0| ¢
Socket SeA AR 2X|

0y 0 0 0p 0p 0x 0%

0
o

e Sparrow Cloud



> BB bbb

BERPRERERREERREERRERERERERERRERRERERRERERRRR

NCOHE HE BT BT HE HE HE

ojo oo oo oo oo ojo oo oo

2 £ £ 2 2 [ [ dr o 2 [
go oo oo 40 40 4o 4o Ho om ofm oo oo oo om om -Ho ofm

NN NE

2 [
oo 0o 4o om

Hir HI

T

NCOH
oo 00 oo ofm

I H N
om o

HT
Ofm

NC o NE
0

vbnet

vbs
jsts
jsts
jsts
jsts
jsts
cs
java
cpp
cpp
objc

jsts

typescript

java
xml
cpp
cpp
java
cpp
java
cpp
cpp
cpp
cpp
java
java
cpp
objc
abap
java
cpp
cpp
cpp
cs

java

e Sparrow Cloud

O
=]

SQ
Q

=]
O
=]

wn

=
o

-

v
/®)

L A
L A
L&
SQL & (mysal)
L & (noSQL)
SQL & (ORM)
SQL &/ (postgreSQL)
SqglClientPermission2| 22 =l ALE
SSI ¢
stdio.h At
STL 2 2|2 AFR
strcpy2| 2RE ALE
Strict 2&
Strict 2E A&

A
strictfp SH&A gl L4

SQ

e

Struts Y2 R4 A I Y3 OJAIR
switch &2 24 =

switch T+2 s 72! 9fgt

switch 7+2 S8 2 2/gt

switch 72 S0{27] 73] 2/t

switch 7+& SO{27] 2] 2/t

switch & HO|M2| break 712 AHE
switch & 24 W 22 £4

switch =20 case & F+2f(Misra2012)
switch 7+20[A] constexpr A2
Switch 20{|A] Default OJAIZ

switch 7|1 E =2 39 72| 2|t
system &t AHE

system &t ALE

SYSTEM-CALL 72 AIZ
System.exit HAE A2

throw 22| A0 M of|2| L4

40| 2 A

_‘
o
@)
_|
O
c C



e Sparrow Cloud

N

=~

<0

2

TOCTOU
TOCTOU

kotlin

~

N

=~

<0

2

objc

~

N

=~

<0

2|

TOCTOU

swift

AME

HJ
oK
]

|.

TP APIQ|

cpp
xml

=
try T2 S0{27| 72 gt

try! AL 24|

Trace 21 =

2| 9t

try-catch 7| E 39| 24 7

HAl 22l

g AME = 022( 5

0

tss_create

pp

olo
HH

Ul

4|
4

cs

uncaughtException A
Unix API| 2R El ALE

jsts

Ul

4|
4

objc

=
o O

unsafe A}

=
S

Off OJAFU At
UPDATE #+20{|A 2=l WHERE &

URL®HZ

=

unsigned int A&

abap

jsts

using A|A|Z} At

9|ut

Validation 224 A5 24

vfork &4 At

St
o

va_start O 22 A| At

pp

java
cpp

MNE

)
oK

N

F

vfork2]

objc

cpp

cpp

AME

ol

void It2t0|& Ef

cpp

void ZQIE{ EtRI0|A B void ZIE Bt

volatile Al2

cpp

olo
Hu

Ul

4|
4

_

oJ

oF

_—A_l
Ir
Mo
o
Kf

]
ok

|

while 7|

with 712 AtE
with 712 AtE

vbs

jsts

java

qr
Ho

XML 2|5 AIE|E|

java



e Sparrow Cloud

XPath
XPath
XPath
XPath
XPath
XPath
XPath
XPath

asp

cpp

java

HH
Ul

4|
4

kotlin

objc

php
swift

olo
Hu

Ul

4|
4

vbnet

ol
<1

F

XQuery

asp

oo

ol
<D

F

XQuery

pp

oo

ol
<D

|.

XQuery

ol
<D

|.

XQuery

ol
<D

|.

XQuery

php

]l

I.

<1

XSLT

(&)

717t2 Eel0l| UR| 2 case T

cpp
cpp

ol

7t 20| HiE AtE

7t BilO| A& 22l A EIE{Of Tf

pp

4r

Tha Sejazol H

pp

I

cpp

o=
110

ol

ol

vbnet

|

KO

cpp

.
nS

NR

<0

Hd
X0

java

pp

L=
=

HAlet &AM

[

dH=

0o

4r
<0
E_l_
~
o

ol
N

pp

T HZEY

b

=1
[=]

#2 UYLH 0| A0 ML

cpp

java

Ul

4|
4

cpp



e Sparrow Cloud

022 I

J
X
qI

cpp

cpp
asp

-

N

<0

-

N

<0

cpp
go

olo
Hu

Ul

4|
4

-

N

<0

-

N

N\

java

kotlin

-

N

¢

php

olo
HH

Ul

4|
4

vbnet

.

N

¢

vbs

olo
HH

Ul

4|
4

-

N

¢

jsts

MT_

BYZU: ALY AFZAIE (TOCTOU)

python

A ALE

oo

cpp

| 22
=

=

f

ot H| S 7|2

S|

Giloj&{of| CH
SR &= immutable ZHA|Q] ZHA|

oTr
==

0

java

|.

23

g

java
php
vbs

33

2%l Cross-Origin Resource Sharing

HA
HAl

5]

=K

{2 %l Cross-Origin Resource Sharing

5}

)

/==

xml

1o
H

u|
™
4|
4

xml

2| HO]Z] k&

2t

prl

java

_

7

oF

_Zﬂ
3
Mo
)
fo
El

_

7

oF

_Zﬂ
3
Mo
)
i
El

java

o Lo
=0

io
el

cpp
(&)

20

27| ALg
27| A&

—
—

t
t

1o

oo

Ul

S

\¢

o+
$0
0

objc

L
—

swift

cs

objc

swift

7208
223

sql

0|

HMOIZE

H2 2tlol| 2|2

2
[=]

cpp



e Sparrow Cloud

T2 U 7HH ZO| HiE AR

cpp

T2 Heof of 2

cpp

cpp

cpp

_z_:._

1o

T2 U B8 Y 7

ol
I

oD
160

ol

s

_z__E

ol
—

=

T2 IH

pp

S AlE fenv.h of|E2] of|2] 22| AHE

S A

A&l stdarg.h 3lIEi2] 7]
A2 {32 AtE

i
o

pp

SAlE HIE EfY ALE

pp

cpp

SAIE AL HO| EtY AL

cpp

cpp

cpp

SAIE AEHO|A ALE

221 7 22
221 1Y AR

pp

AME

=
=
SAlE HOlE 2 ALE

A& HO]

i
o

oo

sql

oo

SAlE ZUE Bt AL

pp

SAlE BE 2f0|22{2| g4 At

pp

2} restrict AH2
At ALE

_I

X0

A]

=
o

cpp

o

U
™
<
4

0fo
<k

oD

]

0f0
<F

oD

A&

—1
[=]

0o
4

o0

A&

_1
o

0o
<

o0

A€

i
o

oo
<

o0

A€

=1
o

oo
<

o0

A€

s
]

oo
<

o0

&

A
=2|= 3§ tgmath.h AFR

SAlE &l o et

j
o

cpp



v Sparrow Cloud

72 22 2¥E F7

php

7| 2%

L
—

7|2 Z0QlE ARESE

php

xml

7|2 257 H[0|| AtE

712 At

olo
Hu

U

4|
4

0jo

{[o]
od
Fald

_—

o

ol
ol

o)
==

7| Efol O

cpp

ME

<d
Bl

LI

cpp
sql

oo

g2tz

vbnet
cpp

de Oy 2=

g2 12
g2 1=
g2 1=
g2 1=
g2 12
gtz

java

L=

kotlin

c

objc

c

php

c

swift

|

jsts

pp

el 72 A

=

™
9
4
I

Ly

abap

g ZAHE

e
=

HE2 7! quicktabstestfont

jsts

Galll
<r

~J

aF

I

pp

i
~

oF

I

EI_D
~

ok

I

ol

u|
™
4|
4
=]
xr

K-

~J

ok

I

Ny

!

~J

Ny

o)

~J

ok

I

oy

o)

~J

ok

I

ul
o
<
o0

~J

oF

I

nr
o

Ko
ol
~H

oF

I

op

[y
i
Ko
~H

oF

I

cs

nal

of
$0
0
oill
<t
Tl
ol
L

aF

I

(d
<F
N
0
ar
olJ
HH
oF

I

cpp

cpp



v Sparrow Cloud

0l
ol
oF

I

0l

L

[m]

aF

I

ok

of
o]
0l

L

[m]

ok

I

cpp

A

H 0] £ 22H

cpp

M
T
i

<
ol

L

[m]

ok

I

M
0
ic

30
ol

L

o

ok

I

cpp

Op
s

4r
Bl
0|J

=L

o

ok

I

pp

oe}0] &

pp

<+
o0
0l

ol
oF

I

_z_._._._
__O._
¢
o0
g

o’
o

I

2 225t switch 72

B

cpp

<k

oD
ol

r
ok

I

cpp

cpp

ol

<}
%0
J1J
o3

__O._
o+
ol
I
o+

I

cpp

LIS 2 WHEN 2

abap
cpp

37|

pp

N
_—A_”_
ar
r

X0
R~
T

o

Q02 AR

cpp

Moy
_—AD _ZD _ZD
gr ar ar
NSNS RS
W
7! Dl T
1 1
=

T =

s & 2
o wo o
H M H
ul ul Ul
Mo oH W
<l < K|
4 44

cpp

objc

A
d E£E ALE

swift
cpp
cs

M o M &N

O
ar
T

O
ar
Ll

O
ar
T

java

O
ar
Ll

O
ar
Ll

php
cpp

~O
J

2 o<



v Sparrow Cloud

HO|E|E SQL AtE

abap

cpp

LI YA Of

e

Al

A
L

=2| AL LM Q] volatile Hi4 Y2

St
(==}

=32
IEA

.I

E:

LI Y AT O] A0 A B HE

cpp

__o“_

cpp

pp

022 LHE7| HAL

w
il

JF

I.

pp

pp

else &
| ELSE

[

|
il

I.

21
=

2t
=

|-
e

abap

E

| explicit 7|

2t

cpp

b

<
ol

extern

my
il

Ik

I.

cpp

| finally 22

et

java

o Lo
=0

iof

(&)

__O._
2l
Nfo
op

b

=l if-else T+

|.

il

JF

cpp

| J2EE 2FT0[R] 2

2t
-

|-
e

java
php

| open_basedir 24

L=2t= pthread

e

mutex_lock grst

objc

safe_mode_exec_dir 24

2tE|
=

|-
e

php
cS

EAWS|
- O

| Serializable

watg

cpp

| SORT EE

et

abap

switch 712 U default #[0|A

2tg|
=

|-
e

switch 712 W default #0|2&

atg|
o

|-
e

cs

cpp

[

void 7|
| WHEN OTHERS

—

W
il

JF

I.

pp

S|
=

2t
=

|-
e

abap

cs

cs

cs

java

cpp



v Sparrow Cloud

cpp

cpp

| C|t{1 2 ZA}

et

cpp

21 A|0f
21 A|0f
21 A|0of
21 A|0f
21 A|0f
21 A|0f
21 A|0f
21 A|0f

Lag 27

cpp
(&)

2tel 27

|-
e

et 27

java

LatE 20

kotlin

2tel 27

—
e

objc
php

el 23

—
e

Latgl 2

python

LatE 2]

swift

cpp

iof
A

cpp

ol

Sl 022 gY = o

Ik

cpp

ol Tt o2 22

| YA A BiE 37|

[

I.

=1
=

| o 22

2t
o

|-
e

cpp

=10
=f

|-
e

cpp

oy

160

cpp

pp

java
cpp

pp

cpp

cpp

cpp
vbs

cpp

pp

pp

iof

pp

-

e

foll

z0
<|

£l #jo|& Zaj

I.

il

Ik

pp

cpp

iof

iof



v Sparrow Cloud

cpp

ofl2f 22|

St

I

2 F0i| o

2]
(=]

cpp

java

cpp

java
cpp
vbs

pp

cpp

NaN ZAt

4 4240 ciet

Al
=

java

java

1o}

Z7|

B

ZAt

I Al

[y
il

F

cpp

cpp

L ofj2f 22

2t
-

|-
e

cpp

pp

| gt-0| 28{2f0[Y

C
de

pp

pp

java

swift

java

java

Njo

cpp

=] 912 BH40] T3 22 2]

2t
=f

|-
e

pp

pp



v Sparrow Cloud

cpp

cpp

Sate m7 (] M

cpp

olo
Hu

Ul

4|
4

cpp

10

Ul

4|
4

LSl &f AL

—

2t
=f

—
e

cs

< 3c If

I.

al

JF

pp

pp

pp

cpp

html

cpp

T
8l

B
o
ok

ol

Mo
J

cpp

t

ZEH 27|37

ol

java

Cto|Ot2E A7t

cpp
jsts

HH
Ul

4|
4

glE AtO|ER 2|CtolaM

jsts

Ul

4|
4

HEOIIA B

3
=

CHE A=

pp

cpp
java

210f| O42f 7HO| HHTH 2HT A4A

AEZ

= =4t

ofr

pp
cs

%0
<l

mn
Ul
gl
ol
ud

o)

160

1

java
cpp

pp

cpp

APl At

oFL-
Lo —

O Ol AHEE|A|
O Ol AHEE|A|

APl AFR

ol
LS —

cpp

ol

1160

cpp



e Sparrow Cloud

o7

1180

X0

cpp

cpp

ClOJE{H|O| A HE B3 =A

java

3]
(=}

bA0f %<

S|
er

Ao| 3

Cl|O|E18| O]

jsts

Hu
Ul

4|
4

cpp

u|
™
J
o3
<+

ioll
o

cpp

u|
™
J
o3
<

iioll
=

0fo

P& AL

7|3

java

java

=2
S

£ Lol M2 notify At

=

713

=
S

java

FAl 2L 24 ALE

7|5

=
S

java

HH
Ul

4|
4

te|A] Q42 public B A&

ik

=
S

java

jsts

W]

=< H|O[E{of ]

java

SY mEof 0f2 JHo] Hroly

cpp

S ZEO] o2 o) Holy

java
cpp

I.

StC
2o

L=
=2

S S0 O 7Hel Al

uo

S 022l

ol
3
&

o

pp

7 SELECT AtE

L

2 43t 3

=
S

abap

&0
ol
~F
N
Ul
™
R

Lo

cs

olo
HH

Ul

4|
4

&0
ol
NF
N
Ul
™
&r

java

&0
ol
F
N
Ul
™
&r

Lo

kotlin

&0
ol
F
N
Ul
G
Xr

o

jsts

Hu
Ul

4|
4

R

java

o
T

=
=

BT OICIE
BT @b

SH g H22(of o

cpp

olo
Hu

ul

4|
4

20O
=2--T-T

pp

F delete Al

S
—

pp

F delete[] A=

S
—

gzl ol=22(of T

I.

pp

pp

cpp

o
=

= goto ¢

£/ SO0t

cpp
xml

=
=

CHIYE =

cpp



v Sparrow Cloud

cpp

HIOlE|E oL

=2
S

[e] X=X
Lo —

2fmE)
21[0]

java

T2 At
A2t break +

=

=
I=K=]
=22

o
—

2{|0]

java

o Lo
=0

A
T

ARAES]

jsts

ol
<1

java

ol
<1

ol
<1

vbs

jsts

-

=21 24

java

_z_.E

2Z MYLO0M ME HELE YE &

jsts

2 Hel A

)3
s

Oi7H 4] %)
EIRELTPVES

vbnet

cpp

o322 L M32| &2

VEERTESE

cpp

pp

E

od

o322 LHOIIA &2

pp

Oi22 A2 Al A 241 AL

pp

pp

Ste MolZ2E

-
10

__o_l

022 Aol Al

A =22}
H
=

cpp

i

0
27 Lol A getlogin = ALE

HE|AE Z2 % LI A signal B4 At

22| £

HJ
r
Kfo

L=

E|AY|

cpp

=
S

cpp

cpp

22| =
o 2e

A|

I.

10

<k
JF

rust

java

java

HAE LHO| public ZE AFE
HAE SOMAT| 721 2|8t



e Sparrow Cloud

(Y
N[0

java

1160

java

_

il

oF

I
o
<
_z_._._._
__O._

_

o

oF

G
o
3
_z__:._
__O._

9| 0|28 main2Z At

oll<]
i AFERF 2| EtRIQ| DAt

=
[

OlAM 2

<k

__o_”_
o4

3

ol

pp

=
S

b} H0f TS

Ol
[=]

pp

cpp
asp

pp

java

HH
Ul

4|
4

kotlin

php

olo
Hu

Ul

4|
4

swift

vbnet

ol
<1

o
[=(Y

vbs

jsts

=
=)

Ap At

A} DIAHE

ol

-

[e)
s

YAI=|Z|
YAl

pp

od
|

pp

pp

cpp

YAIAQ o2 A2|0f| catch & O|A{ 2]

cpp

typescript

0jo

3D
okl
o)

__O._

cpp

pp

pp

pp
(&)

java

swift



v Sparrow Cloud

o L7 28

ok

java

r
oJ
ol

ok

cpp

r

oJ
ol

java

r
oJ

__o._
ok

kotlin

_z__:._
__O._

ol

ok

cpp

java

_z_._._._
__O._

_

__o._
a-

objc
php

_z_.=._
__O._

o)

ok

swift
cpp

pp

cpp

cpp

cpp

Of signed 22+ A

A
_l_

St
(==}

Af

pp

IT o
SER

A SAIZ et HIH 28

u|
™
J
o3
<+

iloll
.

ol

pp
(&)

unlock() gt ofl2| 2{2| gl0] =& =4

CIOIEE A&

EHIA
= il

o
aT

pp

I 710 A2

Z0
L

__o._
~O
od

I.

4ol 270 A&

CIOIEE A&

5t

O|ZF
]

swift

java

_z_._._._

X0

-
__o._
X

o

jsts

i

X0

-
__o._
X

kotlin

i

X0
o)
~o

Ul

X0

swift

<o
rdl

X

ob
Ho
njy

X0

Ul

4|
4

H9J| Dataset

3

2125t

jsts

jsts

asp

java



e Sparrow Cloud

kotlin

swift

2ol F7|

.I

X0
__o._
~O
od

3

I

php
java

2[0E[29] gL H|W =2

H
__oo
<]

ol

I

java

cs

UHE S140} 22 7| THY 4 ALS

swift

™

TH
ol
[=

AME

<+

ilo0
HJ

3

LHollM =4

ok
r

oJ

I.

cpp

cpp

s

cpp

=2
S

EEEEN

F

S
=

RS LjoflA 2

cpp

LHOll A &
HHE2 Lo M Q| EXIT & CHECK T+2 At2

BHE 2 LHO| A Q| SELECT 712 ALE

=2 UolMef S7I

oQ
r

oJ

}.

abap

abap

FOIAE ALE

=)

3l

xJ

<+
Tl

LHOl| A 2]

= Lol A2
Hh=E LHOIIM S| O 7He| =7(s}

o
r

oJ

|.
|.

pp

=r

on
0
|
<l

r

oJ

cpp

E:

ol
—

LHotl A 2]
2 LjolM 2]

ok
r

oJ

}.
}.
}.

java

o Lo
=0

=~

<l

o

<l

od

Al

E:

r

oJ

I

LholAfel
UHe 2 LA 0| 242

ok
r

oJ

java

cs

=2
S

0| cnd_wait At

B2 ol

pp

<

<0

T
N
ok

oJ

o

-,

N[0

=

0l
NG

mJ

F

AHO|M 1L

r

oJ

|.

cpp

2t
(=}

B| const B44=0f| A

=
=

QI

cpp

cpp



e Sparrow Cloud

of!

1160

1

java

<D
Ul
™
ol
ol

X0
b
4
(s
ol
o

cpp

=
S

H AFSAF ol EtQ| OJAt

ek EFQI0H CHS

cpp

| EOF G|O|E] 5@

<l
<zl

cles

| ZLOIE{ const 22|

dhet

| ZLOIE] ZHALE 23]
BHE EtQ OH7H B0 static 7| S AR

dretEl

pp

= AE

b

S
[=]

i sizeof

5]

BiE EFQ Mt2t0|E{0f Cf

pp

IS 7t9| equals AFR

B Zoi|
B Zoi| Cf
B Z 0l A

java

=2
S

i toString At

9|

cs

H AFEAL H2| EtRIQ| O|ALE

9|

cpp

= U AE

I

Ol
5

7|2kl A

=

objc

cpp

I =2

o
T

=
=
=

=
=

BT Qi
BT} Qb
BT} Qb

cpp

Z20O
=2-T-T

objc
cpp

oo
=2-T-T

11

pp

o
T

Hl0|2 SfA 24| ZIE0]L] Lj T SahA 24

=2

HIH 28

__o._
od

=HAl2

KO

oF
10

pp

pp

H|O0[A S22 H| 7He ABAL

cpp

_

o

oF

_Zﬂ

&o
go

<k
Bl

_

o

oF

_Zﬂ

&o
go

<+
el

java

o Lo
=0

_

7

oF

_Zﬂ

&o
go

<k
Bl

-

il

oF

__.Aﬂ

Y
Tl

X

<+

pp
(&)

3ll Equals AIE

-0 T

~
N
oH

o
J/J
o3
&
on

Tl

=2
S

Y AL

11

iloll

java

cpp

cpp

cpp



e Sparrow Cloud

cpp

2 2 47

Ab LR LHOA &

=
=

cpp

cpp

cpp

cpp

cpp

AF
=

pp

io

25+ £A LHOf| M volatile EFY B4 AL

pp

pp
(&)

java

cpp

java

cpp

pp

Kl

java
cpp

Kl

pp

SRS [ §AR} B2

cpp

[ ]
=

assert +

cpp

cpp

22X A5t cargo A%

o1

G

BEZ 25t Externalizable QIE{H|0| A9 1

java

cpp
jsts

S2Hst HTTP 3IH

22445t malloc 212+2] gk

objc

HA

5

2243t ManuallyDrop

rust
cpp

RSA T{ &
RSA I
&t RSA IHY
B2 A3t scanf Q12| EFQ!

cpp
(&)

Cl
[}

.|

X

il

java



e Sparrow Cloud

o

S

Serializable QIE{T{|O] A Q| 3

S A3t sizeof QAR}2| AHLAL

225

=
e

java

pp
go

SSH 7| 43

t

S 45t switch 72

__o._
X

il

.|

cpp
go

R

URL H| !
225t WHEN OTHERS & £1%]

__o._
Pl

iy

3l

java

abap

NN
{+ WO WO
N T T
oa 7 7
X I+ IF
ol 57 o
ELL
T S S
= X X
Bl B Tl
TUO{U KU
kM &M Rr
I+ 1+ IF
[
(@]
© S
3 38
o oo olo
H HH M
ul ul ul
H ™ ™
<l < <]
A4 qd 4

oM
_ZD _ZD _ZD
W oW ou
[T
= = =
I+ ok I
of of of
— — —
= = 2
X X X
ol ol ol
WXV R
kM KM KT
I+ IF I+

4+
s 8 2
oo oo ol
LR R
ul ul Ul
W
<| <] <]
4 4 4

O| HiE A 7|

o
Tl

ol
TN
xr

il g

cpp

R

cpp

go

o)
ol
Xr

IF

pp

pp
(&)

0
<

<
7
I
rAll
xr

java

0
<

<F
|
I
rll
~r

il

kotlin

0
|A

<+
7l
ol
Pl
X

IF

php

30
|A

<

Il
ol
Pl

iy

swift

-

|A

<+
7l
o)
X
&I

iy

vbs
go

HEYT 23

ot

225
244%

I

pp

ujo

o)
TN
xr

il

2

xml

O3 =2 AR

t

;o;
pl

il

3|

cpp

cpp

uo
ol

|.

o 22 A4

;o_
X

il

.|

cpp

1
ok
ol
X
T

il

cpp



O
G Sparrow Cloud

ol
il

mJ

B
~

ok
ol
X
&

il

cpp

ey
<
B

ol
KU
R

M.

XD
pa
ol

KU
K

rust

cpp

ol

Ul
gl
w

ol
KU
R

IF

cpp

cpp

&0
<
<0
ol
XU
&r

iy

pp
(&

Fall)
=
o)
ol
Xr

iy

o
=i
o
ol
xr

il

kotlin

[=(

-

o)
TN

il

vbnet

Fall)
=i
I
X0
xr

hily

jsts

2t ofj22| 2
122 25

<H

__o._

t

.l

X

il

cpp

30
-A

Hhu
Ul

<|
I
TN
Xr

java

—_

oy
o]
o0
ol
XU
&r

il g

cpp

oD

ol
XN
xr

IF

cpp

=]
25
Adet oQ %2

java

5t
of|2f 242

3l

XU
&I

iy

_l

python
cpp
cs

Ko
od
W
pl
Rr

IF

o
od
75
N
Xr

iy

Ko
od
il
K
XM

java

o
od
Wl
K

il

kotlin

o
od
Wl
KU
XM

hily

php

Ko
od
Wl
K
X

il

o
od
sl
XN

il

swift

7| He
2 TO20[Ef M

cpp

Kl

pp

X0
<}
X0
o)
ol
xr

il

pp

of)

1160
<+
&0
!
N
xr

il

pp

ol
KU
R

hily

pp

MH_
10

N0
__o._
rAlll
xr

il

cpp
go

EH:L AE-IZ-I
o
S B

£l
et 37| HAL

=
=

=
2215 77|

jsts

.|

X

il



v Sparrow Cloud

java

cpp

30
nA
ol

B
ol

ol
KU
R

il

cpp

cpp

cpp

cpp
jsts

pp

K

java

Cl
[}

2H{2f0]

__o._
__o__l

il

I

java

cpp

cpp

cpp

pp

pp

7t U= HIO[E{ 2t gl C|OfEf 2t gt

23

pp

7b HLRE AL

=
S

S

=2 2oll

pp

pp

=
[[e}

<

<d
Bl
|

Etiof| Chsl b

ud

T

cpp

il

<r
ol

It
il

cpp

java

ot ZafA LOIE| At

cpp

2245t validate OIME Z2|

java

cpp

I

M4 1D 20|

o)

[}
il

xml

java
cpp
cs

oJ

o)

java

o)

kotlin



e Sparrow Cloud

o)

oJ

swift

o)

vbnet

o)

vbs

cpp
(&)

H2t MY 7] 20|

ot

O=-H35
=

n3
—

ol
™
N
ol
|

T

pp

o =22

By

cpp
jsts

java

cpp
jsts

cpp

cpp

pp

F/ AEf MAC B2t 3t

vbnet

HI
&O

~

wr
I

cpp

sHAS oja2

= ollM gl =

=
=

cpp

ol
ok

_—A_l

3|

ulny

wr
[l

ol
ol

_Z_|

3|

Ul

mr
/]

c

F

-

il

oF

70
Ir
Kk

ur
I

-

T

oF

0
Ir
Kk

ur
I

o4
xJ

X
I

pp

E

1

2

H| const 2AtE &ZLQ

cpp

H| const

cpp

java



e Sparrow Cloud

f

AR

H| protected A}t
H| public THA4

B| friend CH2Zl H4
H| volatile 2|

cpp

-|2|-

AR A
oo

cpp

cpp
java

Ul

Hu
Ul

4|
4

H| volatile 2125 £5t volatile 2% &2

cpp

cpp

cZz2

Hl 57| &2

cpp
java

olo
HH

Ul

4|
4

ul

K

cpp

ol
o
~F
<

<0

cpp

cpp
java

F HIOI&] EIR AL

H| 242

ofi Al

dl

'
==

<l

o

<l

od

2

E:

pp

H 422 2H=Z

pp

Al

= H|0[A Z2
Hl SeiA EFY A ofle] &Y
Hl 25 24t

el

pp

pp

Hl & O|AH 0| AJFA

Hl & QIEH|0|

cpp

A

cpp

Al

H| BZ %

cpp

AME

ol

o EE 5 ot

cpp

cpp
(&)

oo

html

html
cpp
cs

H0 A= HMAC B|2 7|
HI0f A= HMAC 7|

olo
HH

Ul

4|
4

swift

HH
Ul

4|
4

(&)

properties

Hu
Ul

4|
4



e Sparrow Cloud

swift

W]
<
J
0%

swift

A

E{| O]

oJ

o<

HIOf

(&

HIZ 2 O|AC LHO[MQ] HA LE HA

java

= AE

Ol A continue T+

for &

g4l

d

cpp
jsts

-
1o

<+

-

B
W]

E
_2._
o
Hr
|

pp

pp

H|&M3} =l cgi.force_redirect M

]2}

| safe_mode &M

=

php
php
php
java

ponly &4

| session.cookie_htt

gdst &

Hl2g3tE Struts

H

eSM

| session.cookie_secur

gt

H

f

CECEN

o Lo
=0

etc

23| A}

1Ef|Of L LK

28301 7

H

cpp

java

=
=5

| catch

=]
uid

abap

=
=5

| catch

=]
[l

java

=]
==

| catch

=]
[

kotlin

=]
E%

| catch

=]
[

php
cpp
cS

8l catch 22
8l catch 22
Bl catch 22
Bl catch 22

objc

swift

=
==

| catch

=]
uid

vbnet

=
==

| catch

=]
[uid

jsts

=
=5

| finally

=]
uid

cs

o
—

| switch 7+

=]
uid

pp

o
[

| throw &

=]
[ud

o
=

I while <

=]
[

o
(LIS

I while <

=]
[

pp
(&)

o
=

| while 7

=]
[

ok
[
IH

ok
[
IH

o]

ok

vbnet

o Lo
=0



v Sparrow Cloud

jsts

(&)

olo
HH

Ul

4|
4

A2 E|Z| 22 import 72

java

A E|Z] §42 private ZE

(&)

n3
0l

o8

F

AEE|A|

cpp

pp

)+
S

ALEE|A|

pp

objc
cpp

ALEEIR] 2 ofl2f 22|

cpp
cs

If2folE

0,

o8

MEE|A|

(&)

cpp

A8 EOl B E EtY

cpp

_

d

oF

_—.A_l

§o

A2t Aol Etel o

A8t Hof EfYo| DIALE

ALE2}

cpp

_z_._._._

&0
ol

=
£

lECjA S0 A 27|

)

python
cpp

A
e

Oi7H

oy
Lo

ALESHA]

AESt2| gbe HIOIE

java

HH
Ul

4|
4

php
cpp

olo
HH

Ul

4|
4

%0
<k

ol

<

<0

cpp

_

ol

oF

__.Aﬂ

&o
go

<

<0

oJ

oF

__.Aﬂ

o
5o

<+

g

<+
Tl

oF
S0

oF
1o
JJ
_._.mU
__o_”_

o
1

<k
Gl

oF
10

ok
<0

pp

pp

cpp
cs

MZL oflo] A4

2 LHOI| A Q| A& AlSH

HA]
(=}

Al

java

At LHOfl A 2] ofj2| A4

44

A

cpp



e Sparrow Cloud

cpp

A0 A ofje| HY

HAIZ} QI

o o

<

cpp

java

ol LoM el 2= H2

=
o2 HAl

3H

el
R

cpp

o

Ul

4|
4

=
—

go

M oM M MK

7l
X0
07
N|r
B

—

X

cs

7l
X0
ox
N|r
B

—

X

java

HH
]

4|
4

7wl
X0
ox
N|r
I

—

X

kotlin

7wl
X0
o
N|r
B

—

X

7wl
)
07
N|r
B

—

X

jsts

HH
Ul

4|
4

java

java

o Lo
=0

cpp

cpp
vbs

-

!
%0
0

oo

L=
T =

ENE

nuld.

Ml

cs

Mld ZEHIOIH =&

java

MlE ZHHI0IH =&

kotlin

_z_._._._

ME HYL0M 22 HYL2 YE +

A2 Lo 2IE]7) ok ofe)
A2 oA 2 02 A4

jsts

cpp

cpp

At long 0JAL

[
4

cpp
etc

L IPEE

u|
™

4|
4

olo
Hu

ul

4|
4

etc

etc

__O._
B
3]

u|
m
4|
4

etc

olo
HH

Ul

4|
4

etc

KO
15
<J
O

u|
™
4|
4

etc

4
-

LH ojo &

u|
™
4|
4

etc

olo
HH

Ul

4|
4

__O._
B
of

<J

X

u|
™
4|
4

etc

etc



e Sparrow Cloud

-

o

oF

70
Tr
NF
uF
Ul
™

<|

0l

cpp

= =027

f
Ot LY extern B4 & Sk

oh L EFY

5

AA RC A|RH| 22

Eara

b

A

EA¥a

cpp

KO

cpp

ol
I

oF

U

4|
4

pp

java
cpp
cs

oo

<k
e
J|d
o3
|
<

oo

<k
e
|
o3
|
il

oo

F
s
J|J
5%
w|
<

java

oo

F

=
1o

|

kotlin

oo

r
s
J|J
3%
w
<

php

jsts

__o“_

g
g

ol

%

cpp
jsts

| LOJE[E 2|

g

A
e

pp

LA JHAF SE4A0| @1 2}0| g

oo

n3
|
<
R
<+

cs

—_

o

oF

__,A_l

3
Mo

ol
Nf

0

-

o

oF

__,A_l

3
Mo

ol
N

70

java

java

HAl

I E8

= 0| 3

A

cE

1l

AR Zo| 0|AIR

Ae

cpp

java

java

jsts

HAl

95

LEH O 22

pp

Ujru
_z_.o
<|

AE2|Z| Sl

cpp

xml

cpp

=
S

S2{ LYol AM2] H| volatile B4~ At

aH

Al

cpp



e Sparrow Cloud

=2
S

Al2E stiSe] oM Q| S et S AL

cpp

cpp

cpp

o

Ul

4|
4

cpp

cpp

o0

=
=

AMAERNHE &
AMAERNHE
AAERNHE &
AAERNHE &
AAERNHE
AAERNHE
AL HE L
AL HH L
AAENHHE L
AMAENHE &
AMAERNHE &
AMAERNHE &

asp

=
=

pp
(&)

olo
HH

Ul

4|
4

=
=

=
=

java

=
=

kotlin

=
=

objc

=
=

php

o

Ul

4|
4

=
=

python

=
=

swift

=
=

vbnet

=
=

vbs

=
=

jsts

Ul

4|
4

_z_._._._
__O._

ol

pp

| 21 #of
of 9| Fof

4o

e

pp

oo

cReks

of

java

At SHHE AtE

F

<
8J

A ZE (Shift)

java

cpp

—_

il

oF

_2_|

&0
o

il

<r

cpp

L

4r

URL 42 A4

el g=}
—

LS

12| |3

A
—

python

cs

olo
HH

Ul

4|
4

java

s}

El

o
I
ar

23 4 gl goel)

kotlin

st

Ll
I
ar

=5

Cll0JE{2]



e Sparrow Cloud

s}

El

o
I
ar

o MEE

o3
<
__o_.=

=

<J

swift

jsts

vbnet

jsts

Ul

4|
4

zJ

A

1|

ol

= AIO|E29| 2|Ct0
4 9l AfO|ERQ] 2|ctojadM

o3
<k

ioll

<

asp

ioll

<

cpp

il

1|

=

ALO|E 29| 2|C}o]

java

d

1|

=

ALO|E 29| 2|Cto]

kotlin

4
4

.I

=

ALO|E 29| 2|C}o]

.|

=

% gl ALOIER2| 2|Cto|

ioll

<J

php

4

1|

4 9l= AJO|ERQ| 2|cto]2

[s13
=

g
g

Al
—

swift

A

1|

4 Ql= AtO|ERQ] 2|Cto]2

[s13
=

Al
—

vbnet

4= gl AtO|ER0| 2|tojadM

iioll

<J

vbs

JI

iioll

<J

cpp

java

Hu
Ul

4|
4

oll

%0
J
&3
<k

ioll

<

asp

java

swift

24 import

java

cpp

cpp

cpp

o
Nd

b

\¢

n0
nr
Hu

<0

cpp

oo
N

b

\¢

no

ul
i |1

=
=)

3 9l HE| A8 At

d=& HEHUAM 57|

T
N
J

ll

cpp

ol

80
J

ll

cpp

java



v Sparrow Cloud

java

java

orE 20| S0l

kotlin

tEZ0[=0fAM2| URI A

java

QtEZ0|=0f| Mol Het HAL A

QFEZ0|=0f A2

java

|E HEEFHAE]

QI

java

OLEZ20|Z0l| MOl AHHIAIZE
CtEZO0|E0Me Y2 ==

java

java

to| &

5]

AEZ0[E0|M2| ZeiA 2T

java

cs

oo

OLASHZ| Qb2 Jackson 225}

java

oo

Pl
I

ol
[oki

1o
~d

X

java

MiUpdater
2 XStream Y2|&E35}

[e] X=X
Lo —

QFM5HA|

jsts

OF
LS

OrI5H2|

java

2 ZiplnputStreamOflAM 2| It 2=

OF
5

OHM5HA|

java

cpp

o}
(DN
_ZA_
ol
U]
ol

=~

o8

Ile)
=

X

ol
(DN
_ZA_
od
Ul
ol

—io

o8

1jo
d

X
oJ

pp

pp

ol
[ok

1o
~d

X
od

cs

vbs

]

22 ZE| HIO|

OF
=

QH5HA|

cpp

java

java

| ZH o[ 2] H|O[H A&

E:

.I

81| 92 A2

cpp

pp

java

java

swift

]l
<r
ol

ol
o8

1o
~d

X
od

cpp

o0

ol
<]
oJ

cpp

ol
oo

0

cpp



v Sparrow Cloud

K

cpp

cpp

cpp

o7

1160

cpp

cpp

cpp

pp

o)

160

<

KO
I

ol

pp

pp

oy
X

<

o0
K

ol

ojp
I

SME EHY

| 2l Z2 Ao

—

HAlet

9|

oMo
Al

Z0
A

oF
[=]

swift

asp

java

of2f HAIRE STt A=A AOIE A3

ofl2f il Al A

asp

java

cpp

o2] 749| break +&

pp

pp

AME

<

Of2f &#H ungetc &

pp

pp
(&)

java

java

ZF
HA

Lol T HLUAZ AL E 4t

cpp

3l
7l

X
Ul
=1Ll
w|

60
—

a1l

cpp

pp

cpp
asp

pp

java

kotlin

DIA2 0|22 Al

=
=

of| 2f0f



e Sparrow Cloud

of|2| FA|ol| et

pp
cs

=
=

ool §& =
of| 2] of| CH

o

olo
HH

Ul

4|
4

o

o]
K
&r
I+

__o._

oS

java

Ul

4|
4

<
<F
Il
ol
Jjo

=

java

Hu
Ul

4|
4

=
=

7+s¢t HIO|E{H|0] A O]

=
=

o

jsts

go

=
=

LF OAR] EE =
2F OAR] ZE =
2F OAIR] EEE

=
=

python

=
=

jsts
cpp

pp

n3
o)
=)
ol
TN
xr

il

]l
=

cpp

BL=

oz

python

_z_._._._
J+

KO

E

python

java

LHZEHE equals HAE

java

pp

LHZGE H| 7t

pp

| A & QI EFY

H2EE

2

pp

oo

Ap A

od

I

sl 7|

of| CH

<

o0

]
1o

b

of

pp
pp

dhet

Zkd
BA

t2tOJ| A2l H| const

A

;]

ol
B0

ok

ol

[y
&0

cpp

o

Ul

4|
4

At ALE
Q|& G|O|&{E private Z

oK

oto|=

cpp

18

1440 2

=5
=1l

cpp

Q|& C||0|E{Z private ZEO]| {2

cpp

X0
<k
<k
T
I+

php
cpp

oo
Hu
o-

ul

4|
4

oy
AA

r
o

Eal
r
T
Bl

g

O

pp

Q& S AQ| private HHO| H2

Q& Z2fA 9| private

java

java

java

Ul

4|
4

python

olo
HH

Ul

4|
4

jsts

Hu
Ul

4|
4



e Sparrow Cloud

i

Jn
ul
™
ar
oF

php
jsts

__Ho

<
Ul
™
qr
of

At

ol

Al Ef

2

java

java

cpp

java

java

o)
70

0o
<

o0
o)
70
oF

pp

oo
<

ol

o)
o0

cpp

olo
HH

Ul

4|
4

_

o
ok
ol
Ul
oo

<

ol

o
o

cpp

g

cpp

QU 92 MZO|A| 2ol Azt

cpp

o
g
110}
&0
B
~
op

&dJ

X

R0
X0

__o“_

java

ul

4|
4

.

JF

—_

o}

XO
=]
A\
X0
__o“_

java

__o“_

sql

olo
HH

Ul

4|
4

oo

Ul
™

UE

ol
o8

1o
__o“_
ok

cpp
sql

= 0|8

QEFH| 2 Eo|

oo

Of CHafl A|IZE

0f| o

I.

~a
<k

cpp

olo
HH

Ul

4|
4

<
8l

H Lt A

9|

p=3
=)

cpp

java

Ol A2 2 834 O|AH 0| AI-A

cpp

java

=2
S

HA|f ZHAF

2
A

ot

0|S¢

cpp

oo

ol
XO
<F
Tl
e|:

pp
(&)

java

cpp

olo
HH

Ul

4|
4

0[o| a2l o E7|

cpp

o

Ul

4|
4

HAlE 22 &= shAl

o

ool &=

cpp

0|

trylock

e

0|0 H2E 2}

cpp

olo
Hu

Ul

4|
4



e Sparrow Cloud

o[o|

cpp

oo

HAl

HAl

iAlE t=2]

3|

o[o|

cpp

3

SfiAE 2t
OIS AL At

o[o|

cpp

0jo

cpp
jsts

U

4|
4

o|% LDAP BIQIY AFR
o/ LDAP HIQIY AFE

objc

cs

<k

ol

F0

o/ LIYATO|A S| b

pp

ol

AZ 032 A

ol

<I

oJ

E:

pp

ZAIE AL
A2 SAIE A AL

122 22|
Q22 2JE{H AFR

o
[

cpp

=
S

od

cpp

cpp

0jo

242 Wi At
QIE{TO|A HY 72 2

od

cpp

gt

abap
cpp

od
X
<+
Tl
ar
&J
Jd
<

pp

java
cpp
jsts

0

Bl
<

<d
1o

F

f

ILQIE{Of Cf

F

oJ
ol

cpp

io

java

o Lo
=0

cpp

cpp

VEELIEIPS

ot
LS

2| 5tA]|

Ql
=

cpp

o

ul

4|
4

pp

pp

pp

olo
HH

Ul

4|
4

pp

cpp

cpp

cpp



v Sparrow Cloud

cpp

cpp

cpp

97| of2f
97| of2f

cpp

T

A

O

cpp

ol
I

oF

Ul

4|
4

pp

7| HE THEOf| 7] A=

=

pp

oo

S AL
YAl 22 S7H CHAEZ|0f DY =

4

2t

Al T 2

ol
[=]

pp

pp

YAl F2 S LM E|of THY =

A

i 2Tl 2| F Z24

HIHO TS

2q
=

=
=

ol
=]

java

2+l APIQ|

cpp

-

X
!
o
H

php
cpp
cS

olo
Hu

ul

4|
4

<k
JF

ol

<k
JF

ol

<k
JF

ol

java

<k
JF

WI_.E

asp

cpp

olo
HH

Ul

4|
4

<1
ME

java

of)

swift

Hu
Ul

4|
4

ol
<1
o

vbs

ol
<1
oH

jsts

[

o)
X0
xn
oK
U

xml

225 errno At

225 GROUP BY &

sql

oo

225l serialPersistentFields ZE SHE 2}
Z2E TRY 2 CATCH OH3 2 At

222 ymask 212t
225 ymask QUA}

java

o

Ul

4|
4

cpp

python



v Sparrow Cloud

cpp

0247
G247

| W YATO[A Of

[

AR Zolel =
2e

ARE 209l 5
2e

=
=

At
=

27 At

=

oK
U

F

jsts

cpp

AXxE 03=9| 0|F Z0

GAF Lo M| =72t =M

AH
[eNe]
A28 22 0122 AIR

EPSE

pp

pp

pp

xE olle] A2 &AM

At
=

cpp

oo

cpp

10](Misra2012)

2| 72 E2

ol
[y
oK

.I

At
=

cpp

pp

pp

pp

olo
HH

Ul

4|
4

pp

IT (@]
SER

H I AL

pp

cpp

olo
HH

Ul

4|
4

cpp

cpp

o
T

=3
=

20| BT QICiZ
20| BT 28]

St
o

5t

cpp

olo
Hu

Ul

4|
4

=20
=TT

3

cpp

cpp

olo
Hu

ul

4|
4

IT o
==EF

HIH 28

oc
=—

a4l

pp

g

java

RRVEILPTR

java

EFRQ| getchar

ope

EPSE

7 2E

B

[y
oK
Il

cpp

31
10

ol

cpp



v Sparrow Cloud

jsts

cpp

cpp

cpp

Al A2 AHE

java

E:

java

= & U7l

|.

~0O

java

229 2y

A 2H
Y2|Of CHal &k 2

2t
(=}

rust
cpp

olo
HH

Ul

4|
4

b £]2] %42 Threadlocal Bt =

Z7|2

A

java

Bl
<r
|
oo

A AL

cpp

cpp

cpp

ol
I

OF

Ul

4|
4

HH2|=l errno

cpp

cpp

QA

22| A4 new

=
—

pp

oo

.
~3

<+
Tl
olJ
&

1o
XU
Rr

jsts

HH
Ul

4|
4

CHZ 202

i
[

t

Aoz 5

=
=

el 2|

Eli
=12| At

cpp

-

ol

oF

_2_|

o
Feld)
<F
G|
Br
|

oo

<k
7

ar
~d

pp

o

ol
Jjo

M

&I

0l
&M

J

cpp

7t 24

=
-

2| 72 5

cpp

ol
I

Mol2=2
20|02

2| 720 FHsHe
) Z20

“

cpp

SHo|ZZ

U0

=

<l
mu

e

=

t

__o._
ol

java

XD

&I

HTA] M| 2%

jsts

= QU ALE

&0

pp



v Sparrow Cloud

g2 o229 ALY

cpp

KO

java

Hiu
o
3

<k
%0

cpp

4+ QB2
4 QB2

cpp
(&)

4 2HE2e
¥4 oHERS

java

oy)

160

H4 BN T B
4 EFOM EOIE| BRI

pp

o7

il

A
3

pp

cpp
go

olo
HH

Ul

4|
4

cpp

cpp

Af

gn
4
0l

o8

I

oA

cpp

Af

T
<r
0l

o8

I

gl A|

cpp

CE R

cpp

pp

12] =[] G= o2

L =
- X

‘A5t

HH AE3|2| BHAZ IR|2| @

pp

pp

= WolM 22 4d

7let =

java
cpp

ol
[ok

_|_.mv
__o__u
XO

te Oy RE
21

L
o

i

OF
s

H| A 2]

python

Ul

4|
4

E

I.

J0

_L

-,

o8

H A 2]

jsts

2 yield A2

=
=2

A0f 22 90 M2] sleep

A|of 8o 71

java

2 LHO| M2 wait AFR

=)

3

java

Bl
ol
mr
ol
J|
53

!

cpp

java

vbnet

asp

olo
HH

Ul

4|
4

pp

java

kotlin

vbnet



e Sparrow Cloud

cpp

£|2] 2 Ao

b

S
[=]

&0 &2

ze

swift

LIS
=0O

java

o Lo
=0

cpp

oo

i

oo

xml

= Al finalizer AFZ

=
S

=
S

jsts

Ul
™

xr

Nk

java

o Lo
=0

ok
ol
J
&3
xr

K-

cpp

_

il

oF

1160
xr

K-

o| API 7|

F

ol
oH

M

dart

a
N

ol
od
oH
Ir

dart
cpp
cs

java

HH
Ul

4|
4

kotlin

php

olo
Hu

Ul

4|
4

swift

dart

X0
N[0
oA
ol
od
op
xr

dart
etc

A HZE

<d
8J

NF

pp

java

cpp

—_

o

oF

1160

iof
(L

=2 UOi|A signal &% At

3H

[N

Jlo

cpp



e Sparrow Cloud

fo
~O
]
R\l

r

java

cpp

EHEE

r
Kfo

cpp

xml

o

Ul

4|
4

xml

pp

pp

java

| {1 0|5

&

r
Kfo

cpp

1}2}0|g

my
r

cpp

3lH ot O|F

[y
r
Ko

cpp

L

o0

ol o I

[y
r
Ko

cpp

cpp

=82 public B

cpp

kotlin

cs

java

pp
(&)

oo

java

kotlin

S SELECT 712 ALE

abap

try 72 AFE
=HEE Y AolA 72

W
o

java

pp

cpp

of|2f 22|

od
&r
ol
ol

Z

I.
I.
F

A| LA
A| LA
A| LA

php
cpp
(&)

of|2f 22|

od
&r
Tl
ol

%

of|2f 22|

od
&r
Tl
ol

%



v Sparrow Cloud

of|2f 22|

od
&
oJ
ol

Z

}
}
}
+

AL
A| LA

kotlin

of|2f 22|

od
&
oJ
ol

Z

objc

of|2f 22|

od
&r
oJ
ol

|7 Utz
ALt21

X

A|Lt

swift

of|2f 22|

AR DAIR] -2}

od
&r
J
ol

%

vbnet

4

Az 23

swift

vbnet
cpp

o)
oJ
4
-
<+
7l
ar

nJ
&1
a
-
<+
3l
ar

pp

pp

pp

12 02| 44

OF
=

A Y| A

cpp

cpp

cpp

cpp

2 9lgt

A g o2l %42

tE ALE

N
op
o)
0

java

java

she 4 gle AAQ Mid Ay

java

Ho
Ul
™
~r
Lo

&I

java

HO
Ul
m
~r
o
hal
I

vbs

o
Ul
m
~r
Lo
hal

jsts

A AL

5t

22 Bt volatile

cpp

pp

20i| ofet of|2] 22

2t
=]

pp

0

o)
Jo

—
110

<N
&J

A AOIA T2

Bl
_ZA

pp

FZ AIA
27|3te| 2| 42 errno

o}

ES]

java

cpp

27|3=| 2] g2 self

objc



v Sparrow Cloud

cpp

Z7|9=(2] g2 U HUY

22 022 A

o]3
=

Z7|3tE| |

rust

5t

It = 20| A

£

=
S

ICH 271 I A}

£

cpp

= 2229 public 4g2F

cpp
go

dart

SEotA| g2 7| 20| AFE

jsts

.
__o._
il

NF

objc

swift

_

ol
7l

ol
ol
~F

(&)

_

o)
7l

o
or

s

java

kotlin

-

ol
ol

o)
or
F

php
jsts
go

AtE (findDomNode)

<+
1
)
ar
~F

<
Jd
ol
or

dart
cpp
asp

cpp

java

kotlin

objc

swift

vbnet

N|0

1|

N[0
ol

e

ol
or
N

pp
(&)

N[0

A\

N[0
ol

-

ol
or
e

N[0

~a

N[0
ol

-

ol
or

NF

java

kotlin

N[0

~0

{[o]
ol

-

ol
or

s

objc



e Sparrow Cloud

N[0

A\

N[0
ol

-

ol
or
~F

php

N[0

-

swift

vbnet

N[0

~0

{[o]
ol

-

ol
or

s

jsts

o
__o._
iL

NE

cpp
(&

N[O
oy

ol

o}
__O._
ol
o)
or
N

N[0
[y

ol

o
__O._
o0
o)
or

_ZT

java

kotlin

N[
[y

ol

o
__O._
ol
o)
or

N[
ol

ol

0}
__O._
ol
o)
or
iNF

php
vbnet

K[
n

ol

0}
__O._
ol
o)
or
NF

vbs

dart

python

Hu
Ul

4|
4

-
__o._
il

jsts

oo

ry
[1[e}
-

<
—_

ol
Bl
Rr
0
or
-

cs

o

ul

4|
4

{7 | A|

go

swift

F
o
ol
or
NF

pp
(&)

olo
HH

Ul

4|
4

F
o
ol
or
e

F
6
ol
or
NF

go

3F

e
1o

o/
ol

Nk

objc

F
6
ol
or
e

php
vbs

F
G
ol
or
e

swift

Ul

4|
4

=
1le)

el
or

dart

He| 2]
|0 28
|04 27|

al

cpp

o
T

O Bl

2=

pp

=2
=

pp

mr
ol
1
1o
=
_Z._
i

Id U A|of CHEt 2SSt 2P

a2
="

java

cs

o

Ul

4|
4

N

cpp

A O|A 20N S2t=l break &

cpp



v Sparrow Cloud

A0|& F20|M =& break +&
A 0|A& 20| M =& break &

cs

java

ol
<1
Ul
™

jsts

xr

Np

of
Nf
]
™

o

Op

edk:

php
cpp
jsts

AZ2A ERHE OAY

A=A AO|E AFEIE

python

AZA AO|E AF 2 E(dangerouslySetinnerHTML)

2 A AO|E ATZIE (etc)

jsts
go

olo
HH

Ul

4|
4

JZA AO|E AT ZE (Express)S)

jsts

(HTML)
(HTML)

(Us)

|
nl

<l
]

=
=
=]

JZA ALO|

go

|
nl

<l
W]

JZA ALO| !

python

|
D

<l
W]

JZA ALO|

go

AZA AO|E AT ZIE (template)

A=A ALO|

go

olo
Hu

ul

4|
4

(URL)

w|
nl

<l
Wl

3

go

AZA AO|E A3 ZIE(VanillalS)

A2A AIO|E ATZE

jsts

asp

JZ A AJO|E AT 2JE
J2A AJO|E A3

pp

java

JAZA AIO|E A3 TE]

objc

AZA AIO|E A3 EE]

php

swift

vbnet

vbs

g M oM OX
ml oF ok ok
m KO0 KO KO
<l of of of
W wl w w
ele|2|(2
< < < <
<| < < L]
1L L L
m m m m

c

]

c
g L8
“w a O v
o ojp olp olo
H o He A
ul ul ul ul
W om oo
<| < < L]
4 4 4 4

ol
<K

ot
~
_Z._

java

—_

o

oF

_2_1
70
<l
mu

cpp

2| 9yt

& SO 7

=
=

—_

il

oF

__.Aﬁ

To
7o

<l
mu



v Sparrow Cloud

—_

o

oF

_2_1

8o
&o

<l
m

java

LIS
=0O

cpp
java

2jA 0|2 H|m

=
=

Hu
Ul

4|
4

F

2
=

== [
AFRE JiE &

i Hol 5 Efof

=2
=

cpp

-

7

oF

70
zr
KF
<l

mu

cpp
java

o

Ul

4|
4

60

2HA 27|35} Al

=
=

java

pp

7| 4

pp
pp

ol
oF

_Z_n

3
Ho

of
Nl
Ul
oF

ol
i

oF

Ul

4|
4

ol
oF

_Z_I

o

]
Ho

7|9 EE 22 0|ELZ AR

EIO|T{ APIC|

cpp

_z_._._._
N

ol

cpp

_

il

oF

__.Aﬂ

&o
go
ol

E

| LHOflA 22
Bt ol Al =&l 371 FA|

ol

Bty 8

cpp

.

ol

oF

730
Ir
K|

ol

t

s

QA

EtOl MZ CIE HIE ALR}| I

-

ol

oF

73

8o

Eols g

.

N

<0

]
Al

jsts

HH
Ul

4|
4

O]
Hi

jsts

rollback &4 &=

k=i=1
=T

EHMME0|M F2HE commit

_z_.__._._

java

oHe

8

hail
~I
Ll

.I

ofl 21§

<F
B

wr

java

oo

u|
™
or
oo
!
ol
RNl

%0
wir

—_

ojetole 88 #3l ¢

—_

o

_Z_n

'I_'IL

[=[)
8o

I}2tolE

cpp

Yol Bt 0jARE

H AE A}

9|

nt2to|efof| i
2ol {9

cpp
cpp

=
__o“_
<+
il

cpp



v Sparrow Cloud

Th A4 Al 95 GlO[Ef AR

jsts
cpp
cpp

oD

errmno AtE

ot

o =2 35 k=l
UAAEZ I S0Z 2T

t

I

cpp
(&)

o

Ul

4|
4

ZAt

H| O}A 7|
H| O}A 7|

]
oo

Z0i| At

=4t

W]
oo

201 Af

java
cpp

-

7

oF

70
Ir
K|

ol

-

ol

oF

730
Ir
K|

ol

java
cpp

OFY A2t B =A

ST

I{7| ]

-

ok
_2_1

_H_

8o
&o

IH7| 2]

java
cpp

ol
<D

o
<]

o,

olo
Hu

Ul

4|
4

ol
<1

o
<

==

java

Hu
Ul

4|
4

ol
<1

o
<

==

IO

kotlin

ol
<D

o
<]

=,

ol
<0

o0
<]

=,

ol
<0

o0
<]

=,

IIg

swift
cpp

HH
Ul

4|
4

o

Ul

4|
4

cpp

El Aits flet ZRIE 37| 2 24

ol
—

En

cpp

ZQIE EtY

cpp

o

ul

4|
4

~0O

ZQIE EtY ofle] E

IZQIE] EHY A

pp
pp

KO

%

ST

F

(=)
=]

| sizeof

9|

IZLQIE] EHO Cf

pp

olo
HH

Ul

4|
4

pp

—_

__o__._

1160

=3

0l
ol

ZOIE E}

cpp

o

Ul

4|
4

cpp
cpp

KO

__o._

gi
[y
l

Ik

I.

IZLQIE m}2f0lE{of

ZOIHZ S1|st= BHE

cpp



e Sparrow Cloud

i AFEAL Y| Bt DAL

9|

ZLQIE{Of T

cpp

= U E=2 2YA}

BE TS U b BE 23

L

(=1
[=]

En

cpp

cpp

o
—

22 A using #

St
(==}

En

cpp

-

7

oF

750
o

ol

o0

cpp

S0l ArEEl ti2At

Zoh o of

pp

-

7l

oF

_Zﬁ

[=()
[=()

Ho

HZ HYLH0|A HE

pp

=
=

HZ 210|22{2| W o

pp
(&)

java

Ofl A 22t

Al
S|

0]

H
u

cpp

abap

EMA APIS| A2EALE

u

cpp

o

U

4|
4

cpp
jsts

—_

o
ok

_2_|

3

Ul
Ul

o
T

=
=

E=s
=

L BT i
L BT @b

pp

oo
2T

pp

olo
HH

Ul

4|
4

o

oF

0
xr
Kk
Ul
gl

pp

o

oF

0
r
K|
1]

java

cpp

java

o Lo
=0

StLE Q2 Y S new 2 delete

cpp
(&)

I Equals

L2 ZOl=l GetHashCode 2!

]

o

ul

4|
4

<
T

ar
X

\d

11

tLEQl A TIHUO| M BF AL &

5]

o421 7He| EtR OIF

pp

FEIES AP 7|

5]

dart

cs

objc

Lo
=0

Ul

4|
4

dart

t=2=E CofE

]

cpp

cpp

olo
Hu

Ul

4|
4



v Sparrow Cloud

go

jsts

=
=]

IEREE AREAE O

]

cpp
(&)

tEREE AREA} 0

]

tEDREE AREA} 0

]

java

SIEZEZl AFZZ} O]

vbnet
cpp

java

pp
cs

java

dart
cpp

dart

pp
(&)

HMAC B|Y 7|

Cl
[}

cs

swift

python

(&)

cs

kotlin

swift

etc

xml

cs

cs

swift

kotlin

python



v Sparrow Cloud

swift

cs

ol

_

o]

oF

780
Ir
Kk
Ny

ol

java

o Lo
=0

ol

ol
I

o
—

=0 2= o 7H9| case
=0 2= o4 7Hel 712

=0 2= o2 7Hel +

o)

o
[,

2 Efgjo] Mot

o

=0 2= o2 7Hel o

o)

pp

o 20 g o2 7hel 4

of 2fde of2f 7Hef A

[

-

il

of

X
<H

&0
ol

cpp

cpp

0|

cpp

a4
xJ

X

<k

o0

<k

o0

pp

.

ol

oF

_2_|

30
&o
<+

o0

o0

4 MRt 1Y A

o0

pp

-

o

oF

0
Ir
Kk
<F

ol

-

o

oF

__,A_l

o
oF
X
<t

o0

= ZLOIE{Of 22

cpp

m2eelg U mt2toje 0)2

A
_I_

St
o

cpp

| 0jA| Yol 2] 22

4521

F

[s1
=]

objc

java
cpp

__o_l
_z_.:._
__O._
4

o0

__O“_

<
-

ol
_z_._._._
__O._
&

o0

pp

od
Il

ol

ol

pp

cpp

cpp

o
T

=
=3

o B 9ICiE
o| b 2t

A
L

St

cpp

Zz=o0
=2--T

A
_l_

St
o

cpp



e Sparrow Cloud

o0

o
T

2
=

=
=2

840 TE BT 9l
g0 TE BT 2|

SHAb strict 2

cpp

20
=2-T-T

cpp

SV

typescript

HAl S o2l A

9|

cpp

9|

cpp

java
cpp

=
S

HAllEl ol22] A

9|

pp

=
S

A2l ol22] A

9|

2 AL

KAl At

9|

pp

HAlE 2t AHE

9|

php
cpp

oJ
xJ

X
Ul
gi
]

EE|2] 42 EIY22 H

cpp

12| 2 EfQ| o2l T

[

java

vbnet
php
vbs

CEEEY

CEES

Sl Th W BI0IE 2l Al ==&l extern

Sl oH L 2

fe).
X

<
3l

Br
IF

ol T L M A G2t AL

cpp

A

3l oo A= OIF 8l HYLH[O|
ol L0 A F2tE #define

cpp

cpp

3 Al volatile 242 &4

cpp

-

7

oF

_2_|
3

Ho
iof)
7l

160

-

ol

oF

_2_|
3

Ho
o7
3l

160

java
cpp

rust

cpp

| 271 A= H0lH L £27} gl= H0IH

e

ol

cpp

X0
<
<
oD

ol

cpp



> BB bbb

B Hir HC HiE I HE T OHE HIF
oo oo oo oo oo oo ojo oo oo

HT

Hir
ojo ofm

HT
ofm

Hr HC
Do ofm

hT
ofm

hT

NE
0o 4o oo ofm

o

==

BB REBEREERRERRERRR
T

s

oo 00 oo oo oo ojo oo oo oo oo -Ho ofm

[ ]

to

r
1

o o o ot o b b b
B HC wG NCONC NC O HC I HIE HE HE N

to

Hir
0jo

to

Hir
40 oo do ojo ofm

M fH Tl fB r fF f e re o fF fE e fE fe T e
Hir
ojo

]

to

e Sparrow Cloud

java SHOIZ| 2] Q42 OGNL A

java SQI%| 2| 942 SpEL 4|

cpp Bhg B4 ZLOIE{Of| o2

php 43} & allowed_url_fopen M

php =43t =l allowed_url_include &4

php 243t =l file_uploads &M

php &3t =l magic_quotes_gpc M

php 243}t =l magic_quotes_runtime &4

php &3t =l magic_quotes_sybase M

php 243t &l register_globals &M

php g3t &l session.use_trans_sid &M

etc gdst & =20/ E DL HAE Ll exported &4
etc g5t €l Ot=ER20|E OjLHAE WjO| sharedUserld &M
etc 432l Android OfLIT|AE L{Q| debuggable &4
php 2435tE display_errors &4

etc dotE ¥4 2L EE

cpp 2Pl T

cpp 2iptglegr2E

cpp SHSt= ZE 2

ot
oY
>

cpp §
common OBSD 2I0|MA HIHE AR
common AAL EIO|MA HAIIHE AR

common Abstyles 2I0|MA ZHIHE AL

g
common AdaCore-doc 20| MA AEHE AR
common Adobe-2006 20| A HEHE AtE
common Adobe-Glyph 2t0|dA HEHE AL
common ADSL 2l0| A AR HE ALE

common AFL-1.1 2lO|d A HEHE ALE

common AFL-1.2 2lO|d A HEHE ALE

common AFL-2.0 2}0|dA AEHE ALE

common AFL-2.1 2tO| A HARHE ALE

common AFL-3.0 2t0|MdA HEHE AL

common Afmparse 2t0| A HEHE ALE
common AGPL-1.0-only 20| dA HEHE AL
common AGPL-1.0-or-later 2t0| A HEHE AL
common AGPL-3.0-only 2t0[dA HEHE AIE



to

==

o

==

Hr HI
ojo oo

o o to to o fo to o

NCONC HE B NG NG NDHE

o o

N

to

Hir
0jo

to
Hir

to

==

]

to

]

to

H HC HC
oo oo oo oo

]

fo

to
Hir

]

to
Hir
ojo

fo
Hir

[ ]

to

Hir Hi

oo oo

to

o o o 0o o o o
L VI I

]

to

o o 1o
N
0jo

to

oo oo oo oo 0o 4o ojo ojo ojo ojo oo oo oo oo 4o 4o oo 4o oo 40 40 40 4o oo 4o oo oo oo oo oo oo oo oo oo 4o Ho

=~ 1~ = ==~ = == = o = = = = = =~ = = =~ o= =~ = o = =~ O~ N = = I = O = O = I =

NC NG HIE HIE wNC

to

e Sparrow Cloud

common  AGPL-3.0-or-later 2t0| A HIHE A2
common Aladdin 2t0|MA HEHE ALZ

common AMDPLPA 20| A HEHE AL

common AML 2t0| A ZHEHE AL

common AMPAS 20| A HEHE ALE

common  ANTLR-PD 2}0|MA HEUE AIR
common ANTLR-PD-fallback 2t0|MA HILHE AtZ
common Apache-1.0 20| A AT HE ALE
common Apache-1.1 2t0| A AR EHE AR
common Apache-2.0 2t0| A HREHE ALE
common  APAFML 2t0|4A HILHE AL
common  APL-1.0 2t0|MA HILHE AL

common App-s2p 20| MA AT HE AL

_,_

common APSL-1.0 2t0|dA HAEHE ALZ
common APSL-1.1 2{0|MA HEHE AR
common  APSL-1.2 2l0|MdA HIEHE AL
common APSL-2.0 2f0|dA HIEHE AL

common Arphic-1999 2t0|/MA HAIZHE AtE
common Artistic-1.0 2t0|MA HEEHE
common Artistic-1.0-cl8 20| M A HIL

common Artistic-1.0-Perl 210|444 HEHE ALZ
common Artistic-2.0 20| MA HEHE AL
common Baekmuk 20| A HEHE AR

common Bahyph Z2}O|MA ZHIIHE AL

common Barr 2tO| A ZHREHE ALZ

common Beerware 20| MA AR HE ALE
common Bitstream-Charter 2t0| A HILHE A
common Bitstream-Vera 20| MA HIEHE AR
common BitTorrent-1.0 20| MA HEHE AR
common BitTorrent-1.1 2t0|d A HEEHE ALE
common blessing 20| MA HEHE ALE

common BlueOak-1.0.0 2t0|MA HAEZHE AtE
common Borceux 2tO|MA HEHE ALE

common Brian-Gladman-3-Clause 2t0|MA HEIHE AL
common BSD-1-Clause 20| A HEHE AR

common BSD-2-Clause 2t0| A HILEHE AL



o o o o o {0

NC NG OND O NCOHE NE

oo oo oo oo oo ojo

to
H

ojo 0o ofm

to

=B~ = o = N =T = R = R = I =

BT NG

to

Hir
0jo

N
0jo

Hir
ojo

Hr Hr WG HE NG NG
ojo oo oo oo oo ojo

Hir

0jo

Hir

ojo

NC M
0

ol

C
[0

N
0

HT
Ofm

oo oo oo ojo

HE HE NG H

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

e Sparrow Cloud

BSD-2-Clause-FreeBSD 20| 4A HEHE ALE
BSD-2-Clause-NetBSD 2fO| A HIIHE AtR
BSD-2-Clause-Patent 20| MA HIEIHE At
BSD-2-Clause-Views 20| 4A HELHE AL
BSD-3-Clause 2t0| A ZHEHE ALE
BSD-3-Clause-Attribution 2t0|MA ZHILEHE ALE
BSD-3-Clause-Clear 0| A AL HE AR
BSD-3-Clause-LBNL 20| A AHAIHE AR
BSD-3-Clause-Modification 2t0| A HIEHAE A}
BSD-3-Clause-No-Military-License 20| A ZHILLE=

=2

o

BSD-3-Clause-No-Nuclear-License 2t0|MA HIH
=

o

BSD-3-Clause-No-Nuclear-License-2014 20| A I
HE AL

BSD-3-Clause-No-Nuclear-Warranty 2t0| A HEHE
AHE

BSD-3-Clause-Open-MPI 20| MA HAIEHE At
BSD-4-Clause 2fO| A HIHE ALE
BSD-4-Clause-Shortened 20| A AR HE AL
BSD-4-Clause-UC 20| A HRHE AL
BSD-4.3RENO 2t0[Md A HEHE AtE

BSD-4.3TAHOE 2t0|dA HEHE AtE
BSD-Advertising-Acknowledgement 2l0|AA AT HE
AHE

BSD-Attribution-HPND-disclaimer 2t0| A ZHIZHE A}
=

o

0f0

—L
[m

At

r

|m

At

(TS

BSD-Protection 2f0|MA HAIEHE AR
BSD-Source-Code 20| A HIEHE A
BSL-1.0 2fO|dA HEHE ALE
BUSL-1.1 20| MA HEHE AtE
bzip2-1.0.5 2{0[MA HEHE A
bzip2-1.0.6 2f0|MA HEHE A
C-UDA-1.0 2t0[d A HEHE ALE

CAL-1.0 2{O|MA HAZHE At
CAL-1.0-Combined-Work-Exception 2f0| A ZHIEHE



o to to to o to fo to o [0 fo t0o [0 [0 [0 t0O |0 |0

o o to to o fo to to o {0 t0o [0 [0 f0o t0O [0 |0

to
=~ 1~ = ==~ = == = o = = = = = =~ = = =~ o= =~ = o = =~ O~ N = = I = O = O = I =

NCONC NC NC ND NG OND O ND NC NC NC HIE HE HIP
plo ojo oo oo oo ojo ojo ojo oo oo oo oo ojo oo

hT
ofm

hT

40 40 40 40 40 4o 40 4o Ho oim

BT B B HC HC HC HC HC HC
go oo oo oo oo oo oo oo oo

o o o o o o o o oo
= ——= —«= = = = = = ==

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

common

e Sparrow Cloud

AHE

Caldera 2tO|MA ZIEIHE ALE
CATOSL-1.1 20| MA HIHE Al
CC-BY-1.0 2O|MA HTIHE Al
CC-BY-2.0 20| MA HAZLHE AL
CC-BY-2.5 2{O|MA HILHE A}
CC-BY-2.5-AU 2iO| A HEHE ALE
CC-BY-3.0 2{O[d A HEHE AL
CC-BY-3.0-AT 20| A HIEHE A2
CC-BY-3.0-DE 2lO|MA HEHE AL
CC-BY-3.0-1GO 20| A
CC-BY-3.0-NL 20| A &
CC-BY-3.0-US 2to|dA A
CC-BY-4.0 2{O| A HIHE ALE

_'_

0f0

CC-BY-NC-1.0 2fO| A HRHE AL
CC-BY-NC-2.0 2tO| A HRHE AL
CC-BY-NC-2.5 2t0| A HREHE AL
CC-BY-NC-3.0 2t0| A HREHE AL
CC-BY-NC-3.0-DE 20| A HEHE AL
CC-BY-NC-4.0 20| A HREHE AIZ
CC-BY-NC-ND-1.0 20| MA HEHE AL

r
[m
>

o

t =
CC-BY-NC-ND-2.0 2t0|MA &
CC-BY-NC-ND-2.5 2fo|MA &
CC-BY-NC-ND-3.0 2fo|MA &
CC-BY-NC-ND-3.0-DE 2fo|MA A
CC-BY-NC-ND-3.0-IGO 2t0|MA HIHE At
CC-BY-NC-ND-4.0 20| A AR HE AL
CC-BY-NC-SA-1.0 2}0|MA HEHE AL
CC-BY-NC-SA-2.0 20| MA HEHE AL
CC-BY-NC-SA-2.0-DE 2}O|MA HILHAE AL
CC-BY-NC-SA-2.0-FR 2t0| M A
CC-BY-NC-SA-2.0-UK 20| A
CC-BY-NC-SA-2.5 2}0|MA ZZHE AL
CC-BY-NC-SA-3.0 2fO| A AZHE AL
CC-BY-NC-SA-3.0-DE 20| A HEHE AL
CC-BY-NC-SA-3.0-IGO 20| A HZHE ALE

1A HIUE AR



fo
Hir

0o

to
HT

o o o to to o fo t0o o [0 {0 0O [0 [0 {0 tO0 |0
o = 1= = O~ = = o o o = = = O 1~ O~ == = = o = o = = O = O 1~ O~ == = =B A A = R
om 4o

to

s
ofm

Ir
0

oo ojo o

o o o o o b
Hr B KT OHE NC H

]

to

]

fo

Hir A
olo ojo

fo
Hir

]

o o o o b
Hir
ojo

to

oo oo oo oo oo 0o 4o oo 4o Ho ojo Djo ofm

H AT HE BT HE O OHE

e Sparrow Cloud

common CC-BY-NC-SA-4.0 20| MA AL HE ALZ
common CC-BY-ND-1.0 2tO|dA HEHE ALE
common CC-BY-ND-2.0 2|O|MA HIEHE AL
common CC-BY-ND-2.5 2}0|dA HEHE A}
common CC-BY-ND-3.0 20| MA AT HE A}
common CC-BY-ND-3.0-DE 2I0|MA HILHE ALZ
common CC-BY-ND-4.0 20| A HEEHE ALE
common CC-BY-SA-1.0 20| A HIEHE A
common CC-BY-SA-2.0 2fO|dA AZXHE X
common CC-BY-SA-2.0-UK 2I0|MA AILHE ALE
common CC-BY-SA-2.1-JP 2lO| A HEHE AR

common CC-BY-SA-2.5 2f0|MA HIHE At
common CC-BY-SA-3.0 20| dA HIHE AL
common CC-BY-SA-3.0-AT 20| A HIHE At
common CC-BY-SA-3.0-DE 20| MA HEHE At

common CC-BY-SA-4.0 20| A HEHE ALE
common CC-PDDC 2{0|MA HEHE ALE
common CCO-1.0 2fO| A HEHE ALE
common CDDL-1.0 2{0| A HIEHE ALE
common CDDL-1.1 2fO|dA HAEHE ALE
common CDL-1.0 2tO| A AR HE ALE

common CDLA-Permissive-1.0 20| MA HIEHE A
common CDLA-Permissive-2.0 20| A HEHE A
common CDLA-Sharing-1.0 2t0|MA HIHE At
common CECILL-1.0 2IO| A HEHE AL
common CECILL-1.1 2tO| A HEHE ALE
common CECILL-2.0 2}O| A HEHE ALE
common CECILL-2.1 2IO| A AR HE ALE
common CECILL-B 2}0|MA HEHE ALE
common CECILL-C 2fO| A HRHAE A}
common  CERN-OHL-1.1 2}0|MA HEHE At
common CERN-OHL-1.2 2f0|{A HEHE ALE
common CERN-OHL-P-2.0 2t0| A HEHE A}
common CERN-OHL-S-2.0 2fO| A HARHE AL
common  CERN-OHL-W-2.0 2t0|MA HEHE AL
common CFITSIO 20| dA HIEHE ALE

o

0fp O

0f0



fo
Hir

o

o o o o b b o
Hir
0jo

to

oo 00 oo oo oo ojo oo oo 4o oo

HE BT B B NCOHEC B HIC

o o o o
Hr W HC

to

Hir

om Ho Dojo Djo ofm
0jo

o o fo to o fo to to o fo fo f0o |0 [0 f0o [0 |0 [0 0O f0 |0
I

oo 0o oo oo ojo ojo o oo oo oo oo ojo ojo oo oo oo oo ojo ojo ol

HE NG NC O H NG NG HE HE HE B N HE B B NG HE HE HE HE

=~ 1~ = ==~ = == = o = = = = = =~ = = =~ o= =~ = o = =~ O~ N = = I = O = O = I =

to

HT
Ofm

e Sparrow Cloud

common checkmk 20| A HEHE
common ClArtistic 2t0|MA AEHE
common Clips 2fO|MA HELHE A
common CMU-Mach 2to|dA HEHE ALE
common CNRI-Jython 2fO|MA AL HE AL
common CNRI-Python 20| MA HILHE AR

common CNRI-Python-GPL-Compatible 2t0|MA A EHE AtR

common COIL-1.0 2fO| A HRHE ALE

common Community-Spec-1.0 20| dA HEHE ALE
common Condor-1.1 20| A HEHE ALE

common copyleft-next-0.3.0 2t0| A HREHE AL
common copyleft-next-0.3.1 20| A HEHE AL
common Cornell-Lossless-JPEG 2t0|MA HIEIHE AR
common CPAL-1.0 20| A HEHE AL

common CPL-1.0 2fO|dA HRHE ALE

common CPOL-1.02 2IO| A HEHE ALE

common Crossword 2t0|A HEHE AtZ

common CrystalStacker 2t0|MA HIHE AL
common CUA-OPL-1.0 2}O|dA AR HE ALE
common Cube 2fO|MA ZHEHE AL

common curl 2i0| A HRHE AL

common D-FSL-1.0 2{O|MA AT HE AL
common diffmark 2t0|MA HAIEHE AR

common DL-DE-BY-2.0 20| A HEHE ALE

common DOC 2{O| A HAREHE AL
common Dotseqgn 2t0| A HEHE ALE
common DRL-1.0 2{0|dA HEHE AtE
common DSDP 2{0[ A HIEHE AL
common dvipdfm 2tO|MA HIIHE ALE

common ECL-1.0 2tO|dA HEHE ALE
common ECL-2.0 2tO| A HEHE ALE
common eCos-2.0 2fO| A HEHE AL
common EFL-1.0 2tO[HMA HEHE
common EFL-2.0 2}O[dA HEHE
common eGenix 2t0|4A HREHE ALE

common Elastic-2.0 2t0|MA AZLHE At
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common Entessa 2t0[41A HILHAE Ap
common EPICS 2fO|dA HREHE AL
common EPL-1.0 2fO|dA HREHE A}
common EPL-2.0 2}O|MA HEHAE A}
common ErlPL-1.1 20| dA HIHE At
common etalab-2.0 2{0[MA HEHE ALE
common EUDatagrid 2t0|dA HREHE AL
common EUPL-1.0 2tO|MA HIZ

common EUPL-1.1 2t0|dA HZHE AL
common EUPL-1.2 2t0|dA HZHE AL
common Eurosym 2t0|MA HEHE ALE

common Fair 20| MA AT HE AR

0f0

oo op

0f0

UE Atg

0

0

0

common  FDK-AAC 20| A HILHE ALE
common Frameworx-1.0 20|MA HIEEHE AR
common FreeBSD-DOC 20| MA HEHE ALE
common Freelmage 20| MA HILHE At2

common FSFAP 20| MA HIIHE At
common FSFUL 2t0|d A HEHE AL
common  FSFULLR 2t0|dA ZZHE ALE
common FSFULLRWD 2}O| A ZHIIHE ALZ
common FTL 2to|dA HEHE At
common GD 2t0| A HREHE A}
common GFDL-1.1-invariants-only 2t0|MA HILHE AL
common GFDL-1.1-invariants-or-later 20| A HILHE At
common GFDL-1.1-no-invariants-only 20| MA ZHIIEHE ALE
common GFDL-1.1-no-invariants-or-later 20| MA ZHIHE ALE
common GFDL-1.1-only 2f0|MA AL EHE AR

common GFDL-1.1-or-later 2t0|/ A HAREHE At

0f0

0f0

common GFDL-1.2-invariants-only 2t0|MA ZAIEHE AtZ
common GFDL-1.2-invariants-or-later 2t0|MA HILHE AtE
common GFDL-1.2-no-invariants-only 2t0|dA HIHE AR
common GFDL-1.2-no-invariants-or-later 20| A ZHIELHE AtE

common GFDL-1.2-only 2l0|MA HIEEHE AR
common GFDL-1.2-or-later 20| MA HIIEHE AtE
common GFDL-1.3-invariants-only 20|MA HIIEHE ALE

common GFDL-1.3-invariants-or-later 20| A ALHE At
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common GFDL-1.3-no-invariants-only 20| A HILEHE AL
common GFDL-1.3-no-invariants-or-later 20| MA ZHILIEHE AR
common GFDL-1.3-only 20| MA HIELEHE AR

common GFDL-1.3-or-later 20| A HAILEHE AL

common Giftware 2t0| A HEHE AL
common GL2PS 20| A HEHE ALE
common Glide 2tO|HdA HEHE AL
common Glulxe 2fO| A HREHE ALE
common  GLWTPL 2t0|MA HIHE At
common gnuplot 2t0| A AIZHE AtE

common GPL-1.0-only 2t0|MA HILHE At
common GPL-1.0-or-later 2I0|MA HILHE AL

common GPL-2.0-only 2f0|MA HILHE AL

o
common GPL-2.0-or-later 2I0|MA HILHE AL
GPL-2.0-with-autoconf-exception 2t0|MA ZHIEHE A}
common -

o
common GPL-2.0-with-bison-exception 2t0|MA HIHE At
GPL-2.0-with-classpath-exception 20| MA HAILEHE A}

=2

o

common

common GPL-2.0-with-font-exception 2l0|MA ZHILEHE AR

common GPL-2.0-with-GCC-exception 20| MA HIXHE ALE

common GPL-3.0-only 2f0|MA HILHE AL

common GPL-3.0-or-later 2t0|MA I HE AL
GPL-3.0-with-autoconf-exception 2t0| A HIHE A}

2

o

common

common GPL-3.0-with-GCC-exception 20| MA HIXHE ALE
common Graphics-Gems 2t0|MA ZHIIHE ALE

common gSOAP-1.3b 2}O|MA HIEIHE ALZ

common HaskellReport 20|44 ZHEHE ALE

common Hippocratic-2.1 2l0| A HEHE ALE

common HP-1986 2tO| A HREHE ALE

common  HPND 2t0|dA HEHE ALE

common HPND-export-US 2t0| A HIIHE AR

common HPND-Markus-Kuhn 2t0|MA AL EHE AL
common HPND-sell-variant 2t0|MA AL HE AL

HPND-sell-variant-MIT-disclaimer 20| A HILHE A}
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common g

common HTMLTIDY 20| A HRHE ARZ
common IBM-pibs 2l0|MA HIEHE AL
common ICU 2t0| A HEHE ALZ

common IEC-Code-Components-EULA 2t0|MA HIZHE AL
common )G 2tO[ A HEHE ALE

common 1)G-short 2fO[dA HEHE ALS
common ImageMagick 2t0|MA ZHILEHE AR
common iMatix 2t0| A HEHE AIE
common Imlib2 2t0|MA HEHE ALE
common Info-ZIP 2t0| A AEHE ALE
common Intel 2tO| A HEEE ALZ
common Intel-ACPI 20| A HEHE ALE
common Interbase-1.0 2f0| A HEHE AL
common IPA 2tO| A HREHE ALZ

common IPL-1.0 2tO| A AREHE AIE
common ISC 20| A HAEHE ALZ

common Jam 2lO|dA HEHE ALZ
common JasPer-2.0 2t0| A AZHE ALE
common JPL-image 20| MA AL HE AR
common JPNIC 2}0[ A AR HE ALE
common JSON 20| A AR HE ALS
common Kazlib 2to| A HREHE ALE
common KiCad-libraries-exception 20| MA ZHILEHE ALE
common Knuth-CTAN 20| MA HIEHE AL

common LAL-1.2 20| A ZHEHE AL

common LAL-1.3 20| A ZHEHE AL

common Latex2e 20| A HEHE ALE
common Leptonica 2t0|MA AEEHE ALE
common LGPL-2.0-only 20|MA ZHIIEHE At
common LGPL-2.0-or-later 20| MA HIIHE ALZ
common LGPL-2.1-only 2I0|MA HILEHE At
common LGPL-2.1-or-later 20| M A HILHE AL
common LGPL-3.0-only 20| MA HILHE AL
common LGPL-3.0-or-later 2i0|MA HIEHE ALE

common LGPLLR 20| MA HIZHE A2
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Libpng 20| dA HEHE AL

libpng-2.0 2t0|MA HREHE ALE
libselinux-1.0 2}O|MA HAEHE AL

libtiff 2t0|MA HIHE AL
libutil-David-Nugent 20| MA ZHIEHE ALE
LiLiQ-P-1.1 20| MA T HE AIR
LILIQ-R-1.1 2fO|dA HEHE ALE
LiLiQ-Rplus-1.1 2t0|MA HIHE AL
Linux-man-pages-copyleft 2t0|MA HIIEHE AtZ
Linux-Openl|B 2I0|MA ZHIIEHE AR

LOOP 20| MA HIHE AL

LPL-1.0 2lO|MA ZHEHE Al

LPL-1.02 2}O|MA HIEHE AtE

LPPL-1.0 2}0|MA HIHE Al

LPPL-1.1 2{0|MA HEUHE AR

LPPL-1.2 2l0|MA HTHE Al

LPPL-1.3a 2fO[MA HEHE ALS
LPPL-1.3c 20| A HAREHE AL
LZMA-SDK-9.11-t0-9.20 2{0|/dA HAREHE At
LZMA-SDK-9.22 20| A HEHE AL
Makelndex 2tO| A HEHE ALE
Martin-Birgmeier 210|MA ZHIEHE A
Minpack 2t0|MA HIHE AtR

MirOS 20| MA HEHE At

MIT 20| A HEHE ALE

MIT-0 2}0|AMA HIHE AIR
MIT-advertising 20| A HIHE ALZ
MIT-CMU 20| dA HEHE ALE

MIT-enna 2t0|MA HAIIEHE ALZ

MIT-feh 2t0| A HIHE AR
MIT-Modern-Variant 2t0| A HIEIEHE AR
MIT-open-group 2f0|MA A HE AL
MIT-Wu 2}0|MA HEHE Al

MITNFA 2}0|MA HIHE Al

Motosoto 20| MA HIIHE AL

o
mpi-permissive 2t0|MA HEHE At
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common mpich2 2t0|MA HEHE AL

common MPL-1.0 20| MA HEHE AL
common MPL-1.1 20| MA ZHEHE AL
common MPL-2.0 20| A HEHE AL

common MPL-2.0-no-copyleft-exception 2t0| A HIHE ALE

common mplus 2tO| A HEHE AL
common MS-LPL 2tO| A HREHE AL
common MS-PL 20| MA HEHE ALE
common MS-RL 2t0| A HEHE ALE
common MTLL 20| A HEHE AR
common MulanPSL-1.0 2l0| A HEHE ALE
common MulanPSL-2.0 20| A HEHE ALE
common Multics 2t0| A HIELHE AL
common Mup 2t0|MA HEHE ALE

common NAIST-2003 2t0|dA HEHE ALE
common NASA-1.3 2i0|dA HEHE AtZ
common Naumen 20|44 HIEHE ALE
common NBPL-1.0 2t0|4dA HEHE ALE
common NCGL-UK-2.0 2t0|dA HEHE ALE

common NCSA 2t0|MA HAZHE AtE
=

common Net-SNMP 20| dA HEHE AL
common NetCDF 2t0[dA HEHE AL
common Newsletr 2t0|MA HEZHE AR
common NGPL 2{0|A HEEHE ALZ
common NICTA-1.0 20| A AR HE AL
common NIST-PD 2t0| A HIZHE ALE

common NIST-PD-fallback 20| MA AR HE AL
common NLOD-1.0 20| dA HIEHE ALE

common NLOD-2.0 20| A HIIHE AL

common NLPL 2tO|A HEHE ALE
common Nokia 2t0|dA HEHE AL
common NOSL 20|/ dA HIEHE AL
common Noweb 20| dA HZHE AL
common NPL-1.0 20| A AR HE AL
common NPL-1.1 20| A AR HE AL

common NPOSL-3.0 20| A HEXHE AR
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== common NRL 2}0|MA A HE AR

33 common NTP 20| MA ATLHE A2

== common NTP-0 2}O|MA ZHIEHE AlZ

== common Nunit 2l0|MA HIHE A2

== common O-UDA-1.0 2I0|MA AR HE AIR
== common OCCT-PL 2}O|MA HEHE Al

Eh=) common OCLC-2.0 2}0|MA AT HE AL

BE common ODDbL-1.0 2{0|MA HEHE At

EE) common ODC-By-1.0 2}O|MA HEHE Al
== common OFFIS 2}0|MA AR HE AlZ

== common OFL-1.0 2}0|MA AL HE Al

== common OFL-1.0-n0-RFN 2}O| A HIHE AR
=2 common  OFL-1.0-RFN 2{0|MA ZHEHE AlR
2 common OFL-1.1 2}0|MA AT HE AL

=5 common OFL-1.1-no-RFN 2{0|MA ZHIHE AL
=5 common OFL-1.1-RFN 2}0|MA AR HE A2
= common OGC-1.0 2lO|MA AR HE AlR

== common OGDL-Taiwan-1.0 2}0|MA AZLHE A2
== common OGL-Canada-2.0 2}0|MA HIEHE A2
== common OGL-UK-1.0 2{0|MA HALHE At2
== common OGL-UK-2.0 2{0|MA HALHE At
== common OGL-UK-3.0 2}0|MA HIHE AL
== common OGTSL 2}0|MA HEHE Al

2 common OLDAP-1.1 2{O|MA ZHEHE AL

BEE common OLDAP-1.2 2lO|MA HEIHE AL

B= common OLDAP-1.3 2l0|MA HEIHE Al

BE common OLDAP-1.4 2l0|MA AT HE AIR

Eh=) common OLDAP-2.0 2l0|MA HEUHE AR

A
E4) common OLDAP-2.0.1 2{O|dA ALHE AR

e common OLDAP-2.1 2}0|MA HIHE Al
e common OLDAP-2.2 2}O|MA HIHE Al
i common OLDAP-2.2.1 2}0|MA AR HE AL
Ei=) common OLDAP-2.2.2 2}0|MA AR HE Al
== common OLDAP-2.3 2}O|MA HRHE Al
ey common OLDAP-2 .4 2{O|MA HRHE Al
E1=) common OLDAP-2.5 2}0|MA HEHE Al2
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common

common

common

common

common

common

common

common

common

common

common

common

common
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common

common

OLDAP-2.6 20|
OLDAP-2.7 20|
OLDAP-2.8 20|

> 1>
Yooy oy
b
Lok
m (m
==
o o

>

OpenSSL 2f0|4dA HEHE ALZ
OPL-1.0 2}0|MA HEUHE Al
OPUBL-1.0 2fO|d A HREHE ALE
OSET-PL-2.1 2}O|MA HEHE AL
OSL-1.0 2l0|MA AZHE AL
OSL-1.1 2l0|MA AZHE AL
OSL-2.0 2}O|MA AT HE AtR
OSL-2.1 2lO|MA HAZHE AR
OSL-3.0 2}0|MA HIHE AlR
Parity-6.0.0 &
Parity-7.0.0 &
PDDL-1.0 2}0|MA HAIHE AL
PHP-3.0 2lO|MA HEHE At
PHP-3.01 2l0|MA AZHE ALE

Plexus 2tO|MA HIEIHE AL

0

Y FuES
Y FuES

e Sparrow Cloud

PolyForm-Noncommercial-1.0.0 2t0|MA A HE A2

PolyForm-Small-Business-1.0.0 20| M A HIEHE AtE

PostgreSQL 2t0|A HIHE AL
PSF-2 .0 2iO| A HILHE A
psfrag 20| MA HILHE AL
psutils 2lO|MA HAIHE Al
Python-2.0 2f0|MA HAIHE AR
Python-2.0.1 2f0|MA AZHE AtE
Qhull 2t0|MA A HE AR
QPL-1.0 2fO|d A HEEHE ALZ

QPL-1.0-INRIA-2004 20| A HEEHE

Rdisc 2l0|MA ZHITHE Al
RHeCos-1.1 2}O|MA HAEHE AL
RPL-1.1 2t0|MA HEHE AL
RPL-1.5 2tO|MA HEHE AL
RPSL-1.0 2}0|MA HEGHE Al
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RSA-MD 2to|dA

RSCPL 2f0|A HEHE AL
Ruby 20| MA HIEHE A
SAX-PD 20| dA HEHE AL
Saxpath 2t0|MA HILHE A
SCEA 20| MA HEHE AL
Sendmail 2t0|A HEHE ALE
Sendmail-8.23 2t0| A HEHE A}
SGI-B-1.0 20| A HEHE ALE
SGI-B-1.1 2l0[MA HEHE ALE
SGI-B-2.0 20| 4L HEHE AL
SHL-0.5 2t0| 1A HEHE ALE
SHL-0.51 2fO| A HEHE ALE
SimPL-2.0 2f0|dA HEHE ALZ
SISSL 2to|dA HEHE ALE
SISSL-1.2 2l0|dA AR HE ALE
Sleepycat 20| A ZHEHE AL
SMLNJ 20| 1A HEHE A
SMPPL 2j0| A HIEHE AL
SNIA 2f0| A HIEHE ALZ
snprintf 2l0|4A AZHE ALZ
Spencer-86 2t0| A HIEIHE A
Spencer-94 20| A HIIHE Af
Spencer-99 20| MA HILHE Ap
SPL-1.0 20| dA HEHE AL
SSH-OpenSSH 2t0|dA ZHEHE
SSH-short 2t0|dA ZHEHE A}
SSPL-1.0 2fO| A HEHE AL
SugarCRI\/H 1.3 20| A AR HE ALE
SunPro 2t0|dA HEHE ALE

SWL 20| A HEHE M

Symlinks 20| A HEHE ALE
TAPR-OHL-1.0 20| A %EE AE
TCL2IO|MA HAREHE AL
TCP-wrappers 2t0| A HEHE ALS
TMate 20|44 HEHE AL
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common TORQUE-1.1 2I0|/MA HIIEHE AtZ
common TOSL 2f0[d A HEHE ALE

common TPDL 2}0|MA HIEIHE AIZ

common TPL-1.0 2}0|AA ZHIEHE AR

common TTWL 2}0|MA HAIHE AR

common TU-Berlin-1.0 20| XA HIEIHE AL
common TU-Berlin-2.0 2}0| A HIHE AR
common UCAR 2tO|A HREHE ALE

common UCL-1.0 2tO|dA HREHE ALE

common Unicode-DFS-2015 20| A ALHE AL
common Unicode-DFS-2016 2t0|MA HIIHE AR

common Unicode-TOU 20| MA HILHE AL

common Unlicense 20| MA HEHE AL
common UPL-1.0 20| MA I HE ALE
common Vim 2l0|MA HAIHE AR

common  VOSTROM 2{0|MA HIZHE At
common VSL-1.0 2t0| A HEHE ALE
common W3C 2to|dA HAEHE ALE
common W3C-19980720 2t0|dA HEHE ALE
common W3C-20150513 20| A AR HE AR
common w3m 20| A HRHE AL

common Watcom-1.0 2t0|dA HEHE ALE
common Wsuipa 20| A HEHE ALE
common  WTFPL 2t0| A HEHE ALZ

common wxWindows 2t0| A HEHE AL
common X11 2fo|dA HREHE ALE

X11-distribute-modifications-variant 2t0| A ZHIZHE

0

0

common g

common Xerox 2tO|A AEHE ALE
common XFree86-1.1 2f0[dA HEHE ALE
common xinetd 2fO|MA HEHE ALE
common xlock 2fO[dA HEHE ALZ
common Xnet 2{0[MA HEHE AL
common xpp 20| A AEHE ALE

common XSkat 2t0|MA HIHE AL

common YPL-1.0 2}O|AA ZAIEHE AR
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v Sparrow Cloud

common YPL-1.1 2t0[dA HEHE AL
common  ZCL-1.1 2{0|dA HEHE AtE
common Zed 2lO| A AR HE ALE
common Zend-2.0 20| A HEHE AR

common Zimbra-1.3 2t0|MA HAELHE At

common Zimbra-1.4 20| A HILHE At

I'
0

common Zlib 20| A HILHE ALE
common zlib-acknowledgement 20| A HAILEHE AL
common ZPL-1.1 2{0|MA HIIHE ALZ

common ZPL-2.0 2lO|MA HIIHE AL
common ZPL-2.1 2{O| A HIIHE ALS

common z|okst ALHE AR



