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® CWE 6584.14
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119 - Improper Restriction of Operations within the Bounds of a Memory Buffer
120 - Buffer Copy without Checking Size of Input ('Classic Buffer Overflow")
121 - Stack-based Buffer Overflow

122 - Heap-based Buffer Overflow

123 - Write-what-where Condition

124 - Buffer Underwrite (‘Buffer Underflow")

125 - Out-of-bounds Read

126 - Buffer Over-read

127 - Buffer Under-read

128 - Wrap-around Error

129 - Improper Validation of Array Index

131 - Incorrect Calculation of Buffer Size

1325 - Improperly Controlled Sequential Memory Allocation
1335 - Incorrect Bitwise Shift of Integer

134 - Use of Externally-Controlled Format String

1341 - Multiple Releases of Same Resource or Handle

135 - Incorrect Calculation of Multi-Byte String Length

14 - Compiler Removal of Code to Clear Buffers

170 - Improper Null Termination

188 - Reliance on Data/Memory Layout

191 - Integer Underflow (Wrap or Wraparound)

192 - Integer Coercion Error

194 - Unexpected Sign Extension

O O O O O O O O O O O O oo oo oo oo o o o o o

195 - Signed to Unsigned Conversion Error
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196 - Unsigned to Signed Conversion Error
197 - Numeric Truncation Error
242 - Use of Inherently Dangerous Function

243 - Creation of chroot Jail Without Changing Working Directory

O O O O O

244 - Improper Clearing of Heap Memory Before Release (‘Heap Inspection')

362 - Concurrent Execution using Shared Resource with Improper Synchronization
(‘Race Condition")

364 - Signal Handler Race Condition

366 - Race Condition within a Thread

375 - Returning a Mutable Object to an Untrusted Caller
401 - Missing Release of Memory after Effective Lifetime
415 - Double Free

416 - Use After Free

457 - Use of Uninitialized Variable

462 - Duplicate Key in Associative List (Alist)

463 - Deletion of Data Structure Sentinel

464 - Addition of Data Structure Sentinel

467 - Use of sizeof() on a Pointer Type

468 - Incorrect Pointer Scaling

469 - Use of Pointer Subtraction to Determine Size

476 - NULL Pointer Dereference

478 - Missing Default Case in Multiple Condition Expression
479 - Signal Handler Use of a Non-reentrant Function
480 - Use of Incorrect Operator

481 - Assigning instead of Comparing

482 - Comparing instead of Assigning

483 - Incorrect Block Delimitation

484 - Omitted Break Statement in Switch

558 - Use of getlogin() in Multithreaded Application

560 - Use of umask() with chmod-style Argument

562 - Return of Stack Variable Address

587 - Assignment of a Fixed Address to a Pointer

676 - Use of Potentially Dangerous Function

685 - Function Call With Incorrect Number of Arguments
690 - Unchecked Return Value to NULL Pointer Dereference

O O O O O O O O O O O O OO0 oo OO0 O oo oo o o o o o o o

704 - Incorrect Type Conversion or Cast
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733 - Compiler Optimization Removal or Modification of Security-critical Code
762 - Mismatched Memory Management Routines

783 - Operator Precedence Logic Error

785 - Use of Path Manipulation Function without Maximum-sized Buffer

787 - Out-of-bounds Write

789 - Memory Allocation with Excessive Size Value

805 - Buffer Access with Incorrect Length Value

806 - Buffer Access Using Size of Source Buffer

839 - Numeric Range Comparison Without Minimum Check

843 - Access of Resource Using Incompatible Type (‘Type Confusion')

O O O O O O O o o o o

910 - Use of Expired File Descriptor

® CWE 658 4.7

dmAL F= 0|F Ol &
Access of Resource Using Incompatible Type (‘Type Confusion') - (843)
Addition of Data Structure Sentinel - (464)

Assigning instead of Comparing - (481)

Assignment of a Fixed Address to a Pointer - (587)

Buffer Access Using Size of Source Buffer - (806)

Buffer Access with Incorrect Length Value - (805)

Buffer Copy without Checking Size of Input ('Classic Buffer Overflow') - (120)
Buffer Over-read - (126)

Buffer Under-read - (127)

Buffer Underwrite (‘Buffer Underflow') - (124)

Comparing instead of Assigning - (482)

Compiler Optimization Removal or Modification of Security-critical Code - (733)

O O O O O O O o o o o o o

Compiler Removal of Code to Clear Buffers - (14)

Concurrent Execution using Shared Resource with Improper Synchronization ('Race
Condition') - (362)

Creation of chroot Jail Without Changing Working Directory - (243)

Deletion of Data Structure Sentinel - (463)

Double Free - (415)

Duplicate Key in Associative List (Alist) - (462)

Function Call With Incorrect Number of Arguments - (685)

O O O o o o

Function Call With Incorrect Variable or Reference as Argument - (688)
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Heap-based Buffer Overflow - (122)

Improper Cleanup on Thrown Exception - (460)

Improper Clearing of Heap Memory Before Release (‘Heap Inspection') - (244)
Improper Handling of Length Parameter Inconsistency - (130)
Improper Null Termination - (170)

Improper Restriction of Operations within the Bounds of a Memory Buffer - (119)
Improper Update of Reference Count- (911)

Improper Validation of Array Index - (129)

Incorrect Block Delimitation - (483)

Incorrect Calculation of Buffer Size - (131)

Incorrect Calculation of Multi-Byte String Length - (135)
Incorrect Pointer Scaling - (468)

Incorrect Type Conversion or Cast - (704)

Integer Coercion Error - (192)

Integer Underflow (Wrap or Wraparound) - (191)
Mismatched Memory Management Routines - (762)

Missing Default Case in Switch Statement - (478)

NULL Pointer Dereference - (476)

Numeric Range Comparison Without Minimum Check - (839)
Numeric Truncation Error - (197)

Omitted Break Statement in Switch - (484)

Operator Precedence Logic Error - (783)

Out-of-bounds Read - (125)

Out-of-bounds Write - (787)

Race Condition within a Thread - (366)

Reliance on Data/Memory Layout - (188)

Return of Pointer Value Outside of Expected Range - (466)
Return of Stack Variable Address - (562)

Signal Handler Race Condition - (364)

Signal Handler Use of a Non-reentrant Function - (479)
Signed to Unsigned Conversion Error - (195)

Stack-based Buffer Overflow - (121)

Unexpected Sign Extension - (194)

Unsigned to Signed Conversion Error - (196)

Use After Free - (416)

Use of Expired File Descriptor - (910)

O O O O O O O O O O O O O OO OO0 OO0 OO O o oo oo oo o o o o o o o
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Use of Externally-Controlled Format String - (134) 0
Use of Incorrect Operator - (480) 0
Use of Inherently Dangerous Function - (242) 0
Use of Pointer Subtraction to Determine Size - (469) 0
Use of Potentially Dangerous Function - (676) 0
Use of Uninitialized Variable - (457) 0
Use of getlogin() in Multithreaded Application - (558) 0
Use of sizeof() on a Pointer Type - (467) 0
Use of umask() with chmod-style Argument - (560) 0
Wrap-around Error - (128) 0
Write-what-where Condition - (123) 0
® CWE 6594.14

dmAL F= 0|F Ol &

119 - Improper Restriction of Operations within the Bounds of a Memory Buffer
120 - Buffer Copy without Checking Size of Input (‘Classic Buffer Overflow")
121 - Stack-based Buffer Overflow

122 - Heap-based Buffer Overflow

123 - Write-what-where Condition

124 - Buffer Underwrite (‘Buffer Underflow")

125 - Out-of-bounds Read

126 - Buffer Over-read

127 - Buffer Under-read

128 - Wrap-around Error

129 - Improper Validation of Array Index

130 - Improper Handling of Length Parameter Inconsistency

131 - Incorrect Calculation of Buffer Size

1325 - Improperly Controlled Sequential Memory Allocation

1335 - Incorrect Bitwise Shift of Integer

134 - Use of Externally-Controlled Format String

1341 - Multiple Releases of Same Resource or Handle

135 - Incorrect Calculation of Multi-Byte String Length

14 - Compiler Removal of Code to Clear Buffers

170 - Improper Null Termination

O O O O O O O O O O OO oo o o o o o o o

188 - Reliance on Data/Memory Layout
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191 - Integer Underflow (Wrap or Wraparound)

192 - Integer Coercion Error

194 - Unexpected Sign Extension

195 - Signed to Unsigned Conversion Error

196 - Unsigned to Signed Conversion Error

197 - Numeric Truncation Error

242 - Use of Inherently Dangerous Function

243 - Creation of chroot Jail Without Changing Working Directory

244 - Improper Clearing of Heap Memory Before Release (‘Heap Inspection')

OO O O O O O o o o o

248 - Uncaught Exception

362 - Concurrent Execution using Shared Resource with Improper Synchronization
('Race Condition")

364 - Signal Handler Race Condition

366 - Race Condition within a Thread

374 - Passing Mutable Objects to an Untrusted Method
375 - Returning a Mutable Object to an Untrusted Caller
396 - Declaration of Catch for Generic Exception

397 - Declaration of Throws for Generic Exception

401 - Missing Release of Memory after Effective Lifetime
415 - Double Free

416 - Use After Free

457 - Use of Uninitialized Variable

462 - Duplicate Key in Associative List (Alist)

463 - Deletion of Data Structure Sentinel

464 - Addition of Data Structure Sentinel

467 - Use of sizeof() on a Pointer Type

468 - Incorrect Pointer Scaling

469 - Use of Pointer Subtraction to Determine Size

476 - NULL Pointer Dereference

478 - Missing Default Case in Multiple Condition Expression
479 - Signal Handler Use of a Non-reentrant Function
480 - Use of Incorrect Operator

481 - Assigning instead of Comparing

482 - Comparing instead of Assigning

483 - Incorrect Block Delimitation

484 - Omitted Break Statement in Switch

O O O O O O O O O O O O oo oo oo oo o o o o o
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493 - Critical Public Variable Without Final Modifier

495 - Private Data Structure Returned From A Public Method

496 - Public Data Assigned to Private Array-Typed Field

498 - Cloneable Class Containing Sensitive Information

500 - Public Static Field Not Marked Final

543 - Use of Singleton Pattern Without Synchronization in a Multithreaded Context
558 - Use of getlogin() in Multithreaded Application

562 - Return of Stack Variable Address

587 - Assignment of a Fixed Address to a Pointer

676 - Use of Potentially Dangerous Function

690 - Unchecked Return Value to NULL Pointer Dereference

704 - Incorrect Type Conversion or Cast

733 - Compiler Optimization Removal or Modification of Security-critical Code
762 - Mismatched Memory Management Routines

766 - Critical Data Element Declared Public

767 - Access to Critical Private Variable via Public Method

783 - Operator Precedence Logic Error

785 - Use of Path Manipulation Function without Maximum-sized Buffer
787 - Out-of-bounds Write

789 - Memory Allocation with Excessive Size Value

805 - Buffer Access with Incorrect Length Value

806 - Buffer Access Using Size of Source Buffer

839 - Numeric Range Comparison Without Minimum Check

843 - Access of Resource Using Incompatible Type (‘Type Confusion')

O O O O O O O O O O O O O oo oo oo o o o o o o o

910 - Use of Expired File Descriptor

® CWE 659 4.7

gL B 0| F Ol 4
Access of Resource Using Incompatible Type (‘Type Confusion') - (843)
Access to Critical Private Variable via Public Method - (767)

Addition of Data Structure Sentinel - (464)

Assigning instead of Comparing - (481)

Assignment of a Fixed Address to a Pointer - (587)

Buffer Access Using Size of Source Buffer - (806)

O O O O o o o

Buffer Access with Incorrect Length Value - (805)
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Buffer Copy without Checking Size of Input ('Classic Buffer Overflow') - (120)
Buffer Over-read - (126)

Buffer Under-read - (127)

Buffer Underwrite (‘Buffer Underflow') - (124)

Comparing instead of Assigning - (482)

Compiler Optimization Removal or Modification of Security-critical Code - (733)

O O O O o o o

Compiler Removal of Code to Clear Buffers - (14)

Concurrent Execution using Shared Resource with Improper Synchronization ('Race
Condition") - (362)

Creation of chroot Jail Without Changing Working Directory - (243)

Critical Public Variable Without Final Modifier - (493)

Declaration of Catch for Generic Exception - (396)

(@]

Declaration of Throws for Generic Exception - (397)

Deletion of Data Structure Sentinel - (463)

Double Free - (415)

Duplicate Key in Associative List (Alist) - (462)

Heap-based Buffer Overflow - (122)

Improper Cleanup on Thrown Exception - (460)

Improper Clearing of Heap Memory Before Release (‘Heap Inspection’) - (244)
Improper Handling of Length Parameter Inconsistency - (130)
Improper Null Termination - (170)

Improper Restriction of Operations within the Bounds of a Memory Buffer - (119)
Improper Update of Reference Count - (911)

Improper Validation of Array Index - (129)

Incorrect Block Delimitation - (483)

Incorrect Calculation of Buffer Size - (131)

Incorrect Calculation of Multi-Byte String Length - (135)
Incorrect Pointer Scaling - (468)

Incorrect Type Conversion or Cast - (704)

Integer Coercion Error - (192)

Integer Underflow (Wrap or Wraparound) - (191)
Mismatched Memory Management Routines - (762)

Missing Default Case in Switch Statement - (478)

NULL Pointer Dereference - (476)

Numeric Range Comparison Without Minimum Check - (839)

O O O O O O O O O O O OO oo O o oo o o o o o o o o

Numeric Truncation Error - (197)
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Omitted Break Statement in Switch - (484)

Operator Precedence Logic Error - (783)

Out-of-bounds Read - (125)

Out-of-bounds Write - (787)

Passing Mutable Objects to an Untrusted Method - (374)
Public Data Assigned to Private Array-Typed Field - (496)
Race Condition within a Thread - (366)

Reliance on Data/Memory Layout - (188)

Return of Pointer Value Outside of Expected Range - (466)
Return of Stack Variable Address - (562)

Returning a Mutable Object to an Untrusted Caller - (375)
Signal Handler Race Condition - (364)

Signal Handler Use of a Non-reentrant Function - (479)
Signed to Unsigned Conversion Error - (195)
Stack-based Buffer Overflow - (121)

Uncaught Exception - (248)

Unexpected Sign Extension - (194)

Unsigned to Signed Conversion Error - (196)

Use After Free - (416)

Use of Expired File Descriptor - (910)

Use of Externally-Controlled Format String - (134)

Use of Incorrect Operator - (480)

Use of Inherently Dangerous Function - (242)

Use of Pointer Subtraction to Determine Size - (469)

Use of Potentially Dangerous Function - (676)

Use of Uninitialized Variable - (457)

Use of getlogin() in Multithreaded Application - (558)
Use of sizeof() on a Pointer Type - (467)

Wrap-around Error - (128)

Write-what-where Condition - (123)

O O O O O O O O O O O OO OO0 O o OO0 0O o oo o o o o o o o

® CWE 660 4.14
A S 0| ol4 4
102 - Struts: Duplicate Validation Forms 0

103 - Struts: Incomplete validate() Method Definition
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104 - Struts: Form Bean Does Not Extend Validation Class
106 - Struts: Plug-in Framework not in Use

109 - Struts: Validator Turned Off

110 - Struts: Validator Without Form Field

111 - Direct Use of Unsafe JNI

1235 - Incorrect Use of Autoboxing and Unboxing for Performance Critical
Operations

O O O O O

(@]

1335 - Incorrect Bitwise Shift of Integer

1336 - Improper Neutralization of Special Elements Used in a Template Engine
1341 - Multiple Releases of Same Resource or Handle

191 - Integer Underflow (Wrap or Wraparound)

192 - Integer Coercion Error

197 - Numeric Truncation Error

209 - Generation of Error Message Containing Sensitive Information

245 - J2EE Bad Practices: Direct Management of Connections

246 - J2EE Bad Practices: Direct Use of Sockets

248 - Uncaught Exception

O O O O O o o o o o

362 - Concurrent Execution using Shared Resource with Improper Synchronization
(‘Race Condition')

366 - Race Condition within a Thread

374 - Passing Mutable Objects to an Untrusted Method
375 - Returning a Mutable Object to an Untrusted Caller
382 - J2EE Bad Practices: Use of System exit()

383 - J2EE Bad Practices: Direct Use of Threads

396 - Declaration of Catch for Generic Exception

397 - Declaration of Throws for Generic Exception

O O O O o o o o

460 - Improper Cleanup on Thrown Exception

470 - Use of Externally-Controlled Input to Select Classes or Code (‘Unsafe
Reflection')

476 - NULL Pointer Dereference
478 - Missing Default Case in Multiple Condition Expression

(@]

481 - Assigning instead of Comparing

484 - Omitted Break Statement in Switch

486 - Comparison of Classes by Name

487 - Reliance on Package-level Scope

491 - Public cloneable() Method Without Final ('Object Hijack")

O O O O O o o
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492 - Use of Inner Class Containing Sensitive Data

493 - Critical Public Variable Without Final Modifier

495 - Private Data Structure Returned From A Public Method

496 - Public Data Assigned to Private Array-Typed Field

498 - Cloneable Class Containing Sensitive Information

500 - Public Static Field Not Marked Final

502 - Deserialization of Untrusted Data

537 - Java Runtime Error Message Containing Sensitive Information
567 - Unsynchronized Access to Shared Data in a Multithreaded Context
568 - finalize() Method Without super.finalize()

572 - Call to Thread run() instead of start()

574 - EJB Bad Practices: Use of Synchronization Primitives

575 - EJB Bad Practices: Use of AWT Swing

576 - EJB Bad Practices: Use of Java I/O

577 - EJB Bad Practices: Use of Sockets

578 - EJB Bad Practices: Use of Class Loader

579 - J2EE Bad Practices: Non-serializable Object Stored in Session
580 - clone() Method Without super.clone()

581 - Object Model Violation: Just One of Equals and Hashcode Defined
582 - Array Declared Public, Final, and Static

583 - finalize() Method Declared Public

594 - J2EE Framework: Saving Unserializable Objects to Disk

595 - Comparison of Object References Instead of Object Contents
607 - Public Static Final Field References Mutable Object

608 - Struts: Non-private Field in ActionForm Class

609 - Double-Checked Locking

7 - J2EE Misconfiguration: Missing Custom Error Page

766 - Critical Data Element Declared Public

O O O O O O O O O O O O O OO OO0 oo oo o o o o o o o

917 - Improper Neutralization of Special Elements used in an Expression Language
Statement (‘Expression Language Injection')

95 - Improper Neutralization of Directives in Dynamically Evaluated Code ('Eval
Injection")

® CWE 660 4.7

AL = 0|F Ol &
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Array Declared Public, Final, and Static - (582)

Assigning instead of Comparing - (481)

Call to Thread run() instead of start() - (572)

Cloneable Class Containing Sensitive Information - (498)

Comparison of Classes by Name - (486)

O O O o o o

Comparison of Object References Instead of Object Contents - (595)
Concurrent Execution using Shared Resource with Improper Synchronization ('Race
Condition’') - (362)

Critical Public Variable Without Final Modifier - (493)

Declaration of Catch for Generic Exception - (396)

Declaration of Throws for Generic Exception - (397)

Deserialization of Untrusted Data - (502)

Direct Use of Unsafe JNI- (111)

Double-Checked Locking - (609)

EJB Bad Practices: Use of AWT Swing - (575)

EJB Bad Practices: Use of Java I/O - (576)

EJB Bad Practices: Use of Sockets - (577)

Finalize() Method Without super.finalize() - (568)

Improper Cleanup on Thrown Exception - (460)

O O O O O O o o o o o

Improper Neutralization of Directives in Dynamically Evaluated Code (‘Eval
Injection') - (95)

(@]

J2EE Bad Practices: Direct Management of Connections - (245)
J2EE Bad Practices: Direct Use of Sockets - (246)

J2EE Bad Practices: Direct Use of Threads - (383)

J2EE Bad Practices: Use of System_exit() - (382)

NULL Pointer Dereference - (476)

Numeric Truncation Error - (197)

Object Model Violation: Just One of Equals and Hashcode Defined - (581)
Omitted Break Statement in Switch - (484)

Passing Mutable Objects to an Untrusted Method - (374)
Public Data Assigned to Private Array-Typed Field - (496)
Public Static Field Not Marked Final - (500)

Public Static Final Field References Mutable Object - (607)
Reliance on Package-level Scope - (487)

Returning a Mutable Object to an Untrusted Caller - (375)
Uncaught Exception - (248)

O O O O O O O O O O o o o o o
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Use of Inner Class Containing Sensitive Data - (492) 0

® Code conventions for the Java Programming Language(Oracle)

AL Y= O|F Ol &
04.1 Line Length

04.2 Wrapping Lines

05.1.1 Block Comments

05.1.2 Single-Line Comments

05.1.3 Trailing Comments

05.1.4 End-Of-Line Comments

05.2 Documentation Comments

06.1 Number Per Line

06.2 Initialization

06.3 Placement

06.4 Class and Interface Declarations
07.1 Simple Statements

07.2 Compound Statements

07.3 return Statements

07.4 if, if-else, if else-if else Statements
07.5 for Statements

07.6 while Statements

07.7 do-while Statements

07.8 switch Statements

07.9 try-catch Statements

08.1 Blank Lines

08.2 Blank Spaces

09.1 Package

09.2 Classes or Interface

09.3 Methods

09.4 Variables

09.5 Constants

10.1 Providing Access to Instance and Class Variables
10.2 Refferring to Class Variables and Methods
10.3 Constants

O O O O O O O O O O O O O OO0 OO0 OO0 O oo oo oo o o o o o o

10.4 Variable Assignments
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10.5.1 Parentheses 0
10.5.2 Returning Values

10.5.3 Expressions before '?' in the Conditional Operator
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® MISRA-C 2004

A S5 0|5 Ol 4
1.02 (Required) : No reliance shall be placed on undefined or unspecified behaviour. O

1.04 (Required) : The compiler/linker shall be checked to ensure that 31 character
significance and case sensitivity are supported for external identifiers.

10.03 (Required) : The value of a complex expression of integer type may only be
cast to a type that is narrower and of the same signedness as the underlying type of
the expression.

o

10.04 (Required) : The value of a complex expression of floating type may only be
cast to a narrower floating type.

10.05 (Required) : If the bitwise operators ~ and << are applied to an operand of
underlying type unsigned char or unsigned short, the result shall be immediately 0
cast to the underlying type of the operand.

10.06 (Required) : A "U" suffix shall be applied to all constants of unsigned type. 0
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11.01 (Required) : Conversions shall not be performed between a pointer to a 0
function and any type other than an integral type.

11.02 (Required) : Conversions shall not be performed between a pointer to object
and any type other than an integral type, another pointer to object type or a pointer O
to void.

11.03 (Advisory) : A cast should not be performed between a pointer type and an
integral type.

11.04 (Advisory) : A cast should not be performed between a pointer to object type 0
and a different pointer to object type.

11.05 (Required) : A cast shall not be performed that removes any const or volatile
gualification from the type addressed by a pointer.

12.01 (Advisory) : Limited dependence should be placed on C's operator

precedence rules in expressions.

12.02 (Required) : The value of an expression shall be the same under any order of
evaluation that the standard permits.

12.03 (Required) : The sizeof operator shall not be used on expressions that contain
side effects.

12.04 (Required) : The right hand operand of a logical && or || operator shall not
contain side effects.

12.05 (Required) : The operands of a logical && or || shall be primary-expressions. 0
12.06 (Advisory) : The operands of logical operators ( &&, || and !) should be
effectively Boolean. Expressions that are effectively Boolean should not be usedas 0
operands to operators other than ( &&, || and !).

12.07 (Required) : Bitwise operators shall not be applied to operands whose
underlying type is signed.

12.08 (Required) : The right hand operand of a shift operator shall lie between zero
and one less than the width in bits of the underlying type of the left hand operand.
12.09 (Required) : The unary minus operator shall not be applied to an expression
whose underlying type is unsigned.

12.10 (Required) : The comma operator shall not be used. 0
12.11 (Advisory) : Evaluation of constant unsigned integer expressions should not
lead to wrap-around.

12.12 (Required) : The underlying bit representations of floating-point values shall

not be used.

12.13 (Advisory) : The increment (++) and decrement (--) operators should not be
mixed with other operators in an expression.

13.01 (Required) : Assignment operators shall not be used in expressions that yield

a Boolean value.
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13.02 (Advisory) : Tests of a value against zero should be made explicit, unless the
operand is effectively Boolean.

13.03 (Required) : Floating-point expressions shall not be tested for equality or
inequality.

13.04 (Required) : The controlling expression of a for statement shall not contain

any objects of floating type.

13.05 (Required) : The three expressions of a for statement shall be concerned only
with loop control.

13.06 (Required) : Numeric variables being used within a for loop for iteration
counting shall not be modified in the body of the loop.

13.07 (Required) : Boolean operations whose results are invariant shall not be
permitted.

14.01 (Required) : There shall be no unreachable code. 0

14.02 (Required) : All non-null statements shall either : a) have at least one side-
effect however executed, or b) cause control flow to change.

14.03 (Required) : Before preprocessing, a null statement shall only occur on a line
by itself; it may be followed by a comment provided that the first character 0
following the null statement is a white-space character.

14.04 (Required) : The goto statement shall not be used.
14.05 (Required) : The continue statement shall not be used. 0

14.06 (Required) : For any iteration statement there shall be at most one break
statement used for loop termination.

14.07 (Required) : A function shall have a single point of exit at the end of the
function.

14.08 (Required) : The statement forming the body of a switch, while, do ... while
or for statement shall be a compound statement.

14.09 (Required) : An if (expression) construct shall be followed by a compound
statement. The else keyword shall be followed by either a compound statement, or 0
another if statement.

14.10 (Required) : All if ... else if constructs shall be terminated with an else clause. 0

15.01 (Required) : A switch label shall only be used when the most closely-
enclosing compound statement is the body of a switch statement.

15.02 (Required) : An unconditional break statement shall terminate every non-
empty switch clause.

15.03 (Required) : The final clause of a switch statement shall be the default clause. 0

15.04 (Required) : A switch expression shall not represent a value that is effectively
Boolean.

15.05 (Required) : Every switch statement shall have at least one case clause. 0
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16.01 (Required) : Functions shall not be defined with a variable number of
arguments.

16.02 (Required) : Functions shall not call themselves, either directly or indirectly. 0
16.03 (Required) : Identifiers shall be given for all of the parameters in a function
prototype declaration.

16.04 (Required) : The identifiers used in the declaration and definition of a

function shall be identical.

16.05 (Required) : The identifiers used in the declaration and definition of a
function shall be identical.

16.06 (Required) : The number of arguments passed to a function shall match the
number of parameters.

16.07 (Advisory) : A pointer parameter in a function prototype should be declared
as pointer to const if the pointer is not used to modify the addressed object.

16.08 (Required) : All exit paths from a function with non-void return type shall
have an explicit return statement with an expression.

16.09 (Required) : A function identifier shall only be used with either a preceding &,
or with a parenthesised parameter list, which may be empty.

16.10 (Required) : If a function returns error information, then that error
information shall be tested.

17.01 (Required) : Pointer arithmetic shall only be applied to pointers that address
an array or array element.

17.02 (Required) : Pointer subtraction shall only be applied to pointers that address 0
elements of the same array.

17.03 (Required) : >, >=, <, <= shall not be applied to pointer types except where
they point to the same array.

17.04 (Required) : Array indexing shall be the only allowed form of pointer
arithmetic.

17.05 (Advisory) : The declaration of objects should contain no more than 2 levels
of pointer indirection.

17.06 (Required) : The address of an object with automatic storage shall not be
assigned to another object that may persist after the first object has ceased to exist.

18.01 (Required) : All structure and union types shall be complete at the end of a
translation unit.

18.02 (Required) : An object shall not be assigned to an overlapping object. 0
18.04 (Required) : Unions shall not be used.

19.01 (Advisory) : #include statements in a file should only be preceded by other
preprocessor directives or comments.

19.02 (Advisory) : Non-standard characters should not occur in header file names in
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#include directives. 0

19.03 (Required) : The #include directive shall be followed by either a <filename)> or 0
"filename" sequence.

19.04 (Required) : C macros shall only expand to a braced initialiser, a constant, a
parenthesised expression, a type qualifier, a storage class specifier, or a do-while- 0
zero construct.

19.05 (Required) : Macros shall not be #define'd or #undef'd within a block.
19.06 (Required) : #undef shall not be used. 0

19.07 (Advisory) : A function should be used in preference to a function-like macro. 0

o

19.08 (Required) : A function-like macro shall not be invoked without all of its
arguments.

19.09 (Required) : Arguments to a function-like macro shall not contain tokens that 0
look like preprocessing directives.

19.10 (Required) : In the definition of a function-like macro each instance of a
parameter shall be enclosed in parentheses unless it is used as the operand of #or 0
#it,

19.11 (Required) : All macro identifiers in preprocessor directives shall be defined
before use, except in #ifdef and #ifndef preprocessor directives and the defined() 0
operator.

19.12 (Required) : There shall be at most one occurrence of the # or ## operators

in a single macro definition.

19.13 (Advisory) : The # and ## operators should not be used. 0

19.14 (Required) : The defined preprocessor operator shall only be used in one of

the two standard forms. 0
19.15 (Required) : Precautions shall be taken in order to prevent the contents of a 0
header file being included twice.

19.16 (Required) : Preprocessing directives shall be syntactically meaningful even 0
when excluded by the preprocessor.

2.01 (Required) : Assembly language shall be encapsulated and isolated.

2.02 (Required) : Source code shall only use /* ... */ style comments. 0
2.03 (Required) : The character sequence /* shall not be used within a comment.
20.01 (Required) : Reserved identifiers, macros and functions in the standard 0
library, shall not be defined, redefined or undefined.

20.02 (Required) : The names of standard library macros, objects and functions 0
shall not be reused.

20.04 (Required) : Dynamic heap memory allocation shall not be used. 0

20.05 (Required) : The error indicator errno shall not be used.
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20.07 (Required
20.08 (Required
20.09 (Required
production code.
20.10 (Required)
shall not be used.
20.11 (Required)

)
)
)
)

<stdlib.h)> shall not be used.
20.12 (Required) : The time handling functions of library <time.h> shall not be used. 0
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: The macro offsetof, in library <stddef.h>, shall not be used. 0
: The setjimp macro and the longjmp function shall not be used. 0
: The signal handling facilities of <signal.h> shall not be used. 0
: The input/output library <stdio.h> shall not be used in 0

: The library functions atof, atoi and atol from library <stdlib.h)>

: The library functions abort, exit, getenv and system from library

21.1 (Required) : Minimisation of run-time failures shall be ensured by the use of at

least one of a) static analysis tools/technigues; b) dynamic analysis tools/techniques; 0

¢) explicit coding of checks to handle run-time faults.

3.04 (Required) : All uses of the #pragma directive shall be documented and

explained.

3.05 (Required) : If it is being relied upon, the implementation defined behaviour
and packing of bitfields shall be documented.

4.01 (Required) : Only those escape sequences that are defined in the ISO C
standard shall be used.

4.02 (Required) : Trigraphs shall not be used.

5.01 (Required) : Identifiers (internal and external) shall not rely on the significance

of more than 31 characters.

5.02 (Required) : Identifiers in an inner scope shall not use the same name as an

identifier in an outer scope, and therefore hide that identifier.

5.03 (Required) : A typedef name shall be a unique identifier.

5.04 (Required) : A tag name shall be a unique identifier.

5.05 (Advisory) : No object or function identifier with static storage duration should

be reused.

5.06 (Advisory) : No identifier in one name space should have the same spelling as

an identifier in another name space, with the exception of structure and union 0

member names.

5.07 (Advisory) : No identifier name should be reused.

6.01 (Required) : The plain char type shall be used only for the storage and use of

character values.

6.02 (Required) : Signed and unsigned char type shall be used only for the storage
and use of numeric values.

6.03 (Advisory) : Typedefs that indicate size and signedness should be used in place 0

of the basic types.
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6.04 (Required) : Bit fields shall only be defined to be of type unsigned int or signed 0
int.

6.05 (Required) : Bit fields of type signed int shall be at least 2 bits long. 0
7.01 (Required) : Octal constants (other than zero) and octal escape sequences 0
shall not be used.

8.02 (Required) : Whenever an object or function is declared or defined, its type 0
shall be explicitly stated.

8.03 (Required) : For each function parameter the type given in the declaration and
definition shall be identical, and the return types shall also be identical.

8.04 (Required) : If objects or functions are declared more than once their types

shall be compatible.

8.05 (Required) : There shall be no definitions of objects or functions in a header

file.

8.06 (Required) : Functions shall be declared at file scope. 0
8.07 (Required) : Objects shall be defined at block scope if they are only accessed
from within a single function.

8.08 (Required) : An external object or function shall be declared in one and only 0
one file.

8.09 (Required) : An identifier with external linkage shall have exactly one external
definition.

8.10 (Required) : All declarations and definitions of objects or functions at file 0
scope shall have internal linkage unless external linkage is required.

8.11 (Required) : The static storage class specifier shall be used in definitions and 0
declarations of objects and functions that have internal linkage.

8.12 (Required) : When an array is declared with external linkage, its size shall be 0
stated explicitly or defined implicitly by initialisation.

9.01 (Required) : All automatic variables shall have been assigned a value before 0
being used.

9.02 (Required) : Braces shall be used to indicate and match the structure in the 0
non-zero initialisation of arrays and structures.

9.03 (Required) : In an enumerator list, the "=" construct shall not be used to

explicitly initialise members other than the first, unless all items are explicitly 0
initialised.
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AO07 Identification and Authentication Failures

® Python A|7>0{2T 710|= 2022

A &5 Ol
01.01. SQL &€
01.02. 2 ¢¢

IE AQ
01.03. 42 22 A 212 Al

01.04. AZAA0|E AT E(XSS)

01.05. 2BA|A HHO| &

01.06. /&S YA MY P=E

01.07. AM2|E|Z] %2 URLRAZ RIS 4 HE
01.08. 22t XML 2% 7h4| 2t=

01.09. XML £+

01.10. LDAP &¢4

01.11. A2AA0|E 24 9| Z(CSRF)
01.12. MHAIOIE 23
01.13. HTTP SE&g

01.14. E27|5 20| A BEl= RAASH L

01.15.

H
»2
[>
|m
i
> 0
%

2 oY
02.01. At QUS Q=32 75 58
02.03. 22t At0]| CHSt HRE Mot 23
02.04. |5t A=ot YN2|F AR

02.06. StIEZEE S2EE
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02.07. 3252 %42 7| 20| AHZ

02.08. M52 2 4= G AR

02.09. #/2sH H|YHZ 58

02.10. A2} SIECIATO| HAEE 27|12 E5HHE &
02.11. FME Qo 2ozl A| A8 =YL
02.12. £E gl0| YL sliz| et AL

02.13. R24H dAigle ZELRRE

03.01. ZYZA: ZAK|E2t ALZAIZ(TOCTOU)
03.02. Z2=2| Y= BEE E£= A7 &5
04.01. L2 OA|Z]| AE L2

04.02. L2438} LS By

04.03.
05.01.
05.02.
05.03.
06.02.
06.03.
06.04.

S24t o2 22|

Null Pointer 2&t=

St aHH sHiA|

A28t 4 gl GlolEle] s}
HAHE A 20 2 o1 3

Public Bl ~E 28 & BtetEl Private BiE

Private 0|l Public G|O|E{ &gt

® Rust ANSSI guide v1.0

AL = OIF

R10 RULE - Don't use unsafe blocks

R11 RULE - Use appropriate arithmetic operations regarding potential overflows

R13 RECO - Use the ? operator and do not use the try! macro
R14 RULE - Don't use functions that can cause panic!

R15 RULE - Test properly array indexing or use the get method
R16 RULE - Handle correctly panic! in FFI

R17 RULE - Do not use forget

R19 RULE - Do not leak memory

R2 RULE - Keep default values for critical variables in cargo profiles
R20 RULE - Do release value wrapped in ManuallyDrop

R21 RULE - Always call from_raw on into_rawed value

R22 RULE - Do not use uninitialized memory

R32 RULE - Use only C-compatible types in FFl
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® 27|H|AH ATEQ|0] EQtoFY HH B=2

HHA B2 0|2 Ol &
CWE-119
CWE-134
CWE-170
CWE-190
CWE-209
CWE-22

CWE-259
CWE-285
CWE-306
CWE-307
CWE-312
CWE-319
CWE-321
CWE-327
CWE-330
CWE-367
CWE-369
CWE-390
CWE-400
CWE-404
CWE-415
CWE-416
CWE-457
CWE-467
CWE-469
CWE-476
CWE-489
CWE-494
CWE-495
CWE-496
CWE-497
CWE-521
CWE-562
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CWE-587 0
CWE-59 0
CWE-615 0
CWE-628 0
CWE-676 0
CWE-732 0
CWE-755 0
CWE-759 0
CWE-78 0
CWE-89 0
CWE-99 0
@ UAAHY Y3

dmAL F= 0|F Ol &
1-01. Switch F20{|A ZH HAY] Label 20 2= 20| 225t Qt=ICt 0
1-02. gt/ A Al type2 BAISHOF SHCF 0
1-03. 2|0] Sl= 22 AHESHA| YOO Bt (side effect) 0
1-04. &42| Return Typed| Y= returns AHE35HOF ST 0
1-05. A GIO| &5 ALESHA| LOLOf SHTt (S A M Q10| ALZE) 0
1-06. OjA22| Ao| o{&2 310I5t2| 041 3G DY R0 CHSH0] #if, #elseif EHES AIR5t 0
A| 2O}OF BT,

1-07. goto & AFHE2 Z|CHSt AtA[SHCY 0
1-08. stLte] g4 stLtQ| Exit PointE 7+A OF SHCt, 0
1-09. switch~case &2 default &0| ZL&tE|0{0F ST} 0
1-10. st =0 St HHES AL STt 0
1-11.if - else if 22 else 2& ZFHA|ZICH, 0
2-01. String BE 2| 27|20f|AM BIE 2| OtZ| 2 Q1Z}= NULLZ S==|0{0f otCt, 0
2-02. 2713} =R %2 HLE ALESIA| LOtOF Het, 0
2-03. MH5|R| k2 ZOIEE 5142 Read-only(const) 2 AFE5HE QtEIC 0
3-01. external2t internal linkage 2| £42 SAI0f 713 £ QiC}. 0
3-02. external linkage scope Ol MAEl &4=L} Objecte] 0|52 FLaHOF STt 0
3-03. external linkage scope OflA H2|El &=Lt Object®| C|O|E] @2 MO A| Ho|et & 0
YU3H{OF BTt

3-04. B2 scope 2| MEAE 7t2|= H2E sliiM= Heltt 0

=
[ =
4-01. float A= H0|M S5d HlnALS £-3l5HA| LOtOf BHCE
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4-02. ZUEL| 2240t &4t TrueHLt False® QHEICH 0
4-03. switchQ| case 22 =S £ Gl= Label2 AFESHA| %=L 0
4-04. switch 7+20i|A| Expressiong =2|&d HAte = ALZSHA| 2LOLOF SHCt 0
4-05. $HE|2| OH= AADEZ 2H45}2| LOfOF BHCY, 0

o
5-01. HMAE HOIH o= BHY &+ U= RALS| G S 21fste ¢S LY5HA| LOLOF 6t

—

5-02. 7t#Ql+S f= &4=2f Conversion A|A|2t2F Argument?| type2 SaliOF &Lt 0
5-03. 7t#el+S f= &42| Conversion A|A|Zt2F Argument®| Zig= SYaHOF BHCE 0
5-04. Object A2 HAY o~ §l= GIO|E 22| o HSHS S5HR| LOtOF otCt, 0
5-05. 8442 unsigned type2 2 H2k=5 Z}A|5HOF StC, 0
5-06. Character 24t Wide character 22t€S E&35t2| L0tof Shct 0
5-07. EQIEf Cast| Z2t=2 0| EQIE{Q| Const £2| &S R2IHOF STt 0
5-08. ZQIE| Caste| A2t= 0| EQIE{ Q| Volatile 42| A4S 2o OF STt 0
6-01. Null pointerE 2t235t2| =Lt 0
6-02. A% 0| 2AZLE O 52 scopeE 711 40 2HotA| LOtoF STt 0
6-03. A HLO| AZS o40| 2[R 2 ALESHA| LOOF BtCt, 0
6-04. MAE BiEL| 27| Zulst= AEA LS ALESHA| ZOtOF SHLf, 0
6-05. Null Pointerg A& Ak 52| Q=LY 0
7-01. 3tLt2| Sequence Point LHOA 3tLEC| Object ValueS S B 0|4 1A SIZ| QO}O} 0
otct,

7-02.0 22 L ¢itE A Q=L 0
7-03. 5tLte| Sequence Point LHOJ|Al Object| 2+= HASED Access otA| &LOLOf SHC}
7-04. 4= 2 = H0[E] AIO|RE 21}5H= 242 AR SI0] Shift operators 3HA| &=Lt 0
7-05. Underlying typeO| 8% gl= @4 32 Tl 7| ALh(-)S AFESH Z2HE tiY 0
StA| ZOtOF SHCf,

7-06. sizeofQ| 22t side effectS 7HA|Z| LOHOF GHCF, 0

7-07. Boolean B3 2101l &&, ||, | HALZIZ Q|51 Cf
7-08. ZU20]| 2] ¥ A2l T HLMRLE AtE o] LOtO}

—

7-09. Signed ValueOl| M Bitwise@&2HKL, ~, |, A &) 218t Negative ValueE 72|35 0F 0
Sict,

8-01. Scanfe| Argument = Object Value2| X2l FA0f gt0| Q2 =|0{0f GiCt,

8-02. #include T-20llA EZ0| 22| 94= Character set& AHEotA| QLOLOF ST} 0
8-03. Allocated®|= 22| E29| 37|= Pointerdf| 2|5HA Address &= 2t S 5HLtO|
multiple size0{Of BtC},

8-04. &=2| Argument typelt 7= 2| Prototype, A, H2[7t 25 ZHOHOF ST 0
8-05. #RA|/HIE S| 27|35t Al default 273t 2£(0)2 A5, 20| LA & AHESE

£ LIRS AHESHA| 2otof Bttt 0
Sy

—

M
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Of MAE SizeOf| LA 27|23} sHOF SHCf.
9-01. 4 Y& HO|EE AT of, ZXRE O|lAEZ 0|85t SHA|stH QHEICE.
9-02. A|¥ #H40| A 2 X 2|5H= handle2 returnstZ| ZOLOF SHCH,

9-03. &4 parameter?| £4 7t2 {2|5h= handleS returnstA| Z0LOf Bt
9-04. AZALHOIM M| 4= gl= Ol|2] &S U HAF|R] LOtOF BHCT,

9-05. AME

&|2| %= o2f A2 22 2d5tA| YOOk ottt
9-06. exception specificationdi| 7| &% 2
Ct,
9-07. main &40l 2{2|%|2| b= throwE 2H/g5tA| LOtOoF St
9-08. oAl Ol22| HH AHESHA| LOFOF SHL,
9-09.= A AAAE SoHM, A= R| b= U B2t Z2HSHR| LOOF StLt
9-10. C 022l E oY ot Ot
9-11. & BIEA| 022 27|35t £|0{0F SHCt
9-12. & Al 7t et A 0{0F BTt
9-13. virtual base S2i22| ZIE{= derived 2222 EIEHZ cast & Wof|=
dynamic_cast@F AtE3H{Of STt
9-14. YA/ BA} Lol M THedetee AR 810 =5 QHEICE

s
9-15. A/ dat/A~ZZ0f| dynamic typeg AHESHH QHEICEH 0

O O O o o o
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o
O O O O o O

@ AT EQ|0] EQord ZICHIH0|E 2021

YA B2 0|2 Ol &
DNS lookupdi| 2|25t 22t 2y

HTTP SE&EE

LDAP ¢

Null Pointer &2tz

Private Bi 20| Public H|0|&{ &

Public HIA~E2E Bt3HEl Private HHE
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@ FRYLSUVAIE 2 E4-87}7IE

AHA~ B2 0|5 Ol 4
SQL I 0
XPath Q14 0
A= 23 0
ClaEe) ety 0
HE 23 0
HId o1& 0
ot 224 Y= 0
2EHA Y Y 0
92| 371 0
AZAAO|E A3 ZE] 1
me cezs 0
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® [12] 0| F] CSRF E30| gi= & Ei2

A2 A AOIE Q3 2|2 (CSRF)i Ao At Ate| HTte 2 Qo A0 HTTP 23S B
EZ Moz o
a2EV} BEtE

ok240|L|[:|. CSRF‘— XSSQP 20

v Sparrow Cloud

(=2, common)

o? 4>
folu |_||_

Sto| @ o[ X|of| A3FES HY
| T 0| 2|0f| 2Tt ArEALS| # Tt

W A yo

{0
> I v

| 0
[

H|0|Z| IR £ 24 & CSRFE YAISh= Anti-CSRF EZ0| U=A| HAFRHHC

dAL 21 CSRFE EdAI7|= H0[R| 24& THE2t

gL

<form action="/benchmark/BenchmarkTest@1660" method="GET" id="

FormBenchmarkTest@1660">

<div><label>Please enter your details:</label></div>

<br /><div><label>Username:</label></div><div><input type="text” id="

username” name="username” /></div><div><label>Password:</label><

/div><div><input type="text" id="password” name="password” value="" /><

/div><div>&#txa0;</div><div><label>Parameter:

<input type="text" id="vector” name="vector"

vector <br /></label>

value="SafeText" /></div><br

/><div><input type="submit"” value="Login" /></div></form>

ol

2 Y
CSRFE 217 2I3i FORM £

Anti-CSRF EZ22 FORM 24

E2 JavaSctiptlM Anti-CSRF EE8 AIES &

0] Anti-CSRF EZ

7FotioF gLt

LHOJl "CSRFToken", "anticsrf", "OWASP_CSRFTOKEN" £9| Anti-
CSRF E28 HIDDEN ZEZ 271510 ArZ et}

=S

SHA|2E XSSVt edstes T 0| X2t E2 7Rt 2tA §10] CSRF7L &g ~= USLICE

® [1t2! 0|&] Slowloris HTTP DOS (&

=, common)
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Slowloris HTTP DOS #|2fd2 Ci9| 0|2t oGS ZE&tot= HTTP GET 24 S AESS22M, A
HOIIA AFR 7t58H HTTP S22 ZA 2 1.:1%0}._ Z|FHULICH O] Z|FHE HTTP 20| CHet 2|
CH SAl 4 518 & 52 2 EIQ0IR &5 ¢Z AHOE HdYsotr| Y2 E2 ddd + AsUTH &
A= 348 +Y5t7| fI3i HTTP GET Rféi of| 2| OFX|9t CRLFE A|lAHSH H, €d 2HAS &1 of
G HTTP 232 vtE4o =2 MHO| &5 4~ JASLICH 40| 458 3R, SAA= AHQ| 7tE
HTTP S22 25 AZIAZo2MN M7t LB AL A9 23 X 2|stA| ZotHL SHE HEst=
£ g 4 AJsUcL

Bl
1z
oZ

EH
=

GET /benchmark/BenchmarkTest@166@.html HTTP/1.1\r\n

Host: 125.141.219.118:39251\r\n

User-Agent: Mozilla/5.0 (Windows NT x.y; Win64; x64; rv:10.0) Gecko/20100101
Firefox/10.0\r\n

Connection: keep-alive\r\n

5000ms S2F LH7| ek &, HE5HA| /AT 7l 2AHS O[0fM HEUSLIC.

24 27}
MBIZ 248 HTTP 20f Cf$t HTTP SE2 Ch23t Z&U

HTTP/1.1 200

Accept-Ranges: bytes

ETag: W/"1070-1709185617269"

Last-Modified: Thu, 29 Feb 2024 05:46:57 GMT

Content-Type: text/html

Content-Length: 1070

Date: Wed, 05 Feb 2025 14:00:05 GMT

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.@1 Transitional//EN" "http://www.w3.
org/TR/html4/loose.dtd">

<html>

<head>
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<meta http-equiv="Content-Type"” content="text/html; charset=I1S0-8859-1">
<meta name="insight-app-sec-validation” content="5d884ba7-805f-4bee-a23e-
228ae4174950">

<script src="js/jq

S0 23, 3] Hi0| 03} I A7} g HTTP 220f cisto] sz 220 SR kx| of
7|8t waEsg L

CHetM sl HTTP 240[ 2|4 5000ms S MB{Q| HEST 2|2A5 Hrd 4 AGLIG

HOfl Tt ATHAIZE kS HYT +F22 2YSH0], T HTTP 20| Z[LIR|AH| 21 A2
(o]
AISHAIZES 25| 012 E2 A Al 2ZEQ0IE Salf E2iT Yol YA|7t 7ts LG

® [ 0|2] Tomcat GIA| (&, common)

Apahce Tomcat Of|A| Z|4HE2 A=A AO|E AT EIE Z|A4HS 71X U= Apache Tomcatel

JSP O|A| H|O|R|7} &&= 2|AFHQULICH SHZ= Apache Tomcat G|A|7F X5t /examples/
Ol 25t A|=BL Tt SAZH= 2 2UHE 0|8sll Apahce Tomcat O|A| T|O| 2|0 & 4~ AU
SUCH O 22 3AXH= Apache O|A| H[O[Z|7t 7} Qls A2 A AO|E AFEE 59| 2(HA
QI 2AHS SAY 4= USLICE 0] FAHES sl Zst7| IsiiA= Apahce Tomcat 7|2 Tf| 0| 2[0f| CH
ot Y2 ZITHSlOoF L CH 20l BRst 39 A2 o8 HetS 7112 U= AF8AIRH gag = U
Al sHOF L{Ct

= OWASP 2017

= A5-Broken Access Control

URL http://125.141.219.118:39251/examples/serviets/servlet/SessionExample

A HiEH
-1 od

Hr

Apache Tomcat O A| 2|24 2 A AIO|E AJZIE] 2|0FHS 7121 Ql= Apache Tomcat2|
JSP O|A|S0| wE2&|= F|FH YL

Apache Tomcat@| /examples/ Ot2H0]l= CHFSH Of|A| 2= 23 &F0| A= UASLC
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SHA|2 0|2 OfAIS2 Eots 11efstA| b2 JEI= TFRIE|0] JAV| W20 SAHA7} Ol={et oA
= Sofl A2 A AOIE A3EE 59| 343 +HY 4 ASUT

z|ofet Apache Tomcat Of|A|0f| 20| 7hs 84| &lst?| 2|5 CHSdt &2 HTTP
f

GET http://125.141.219.118:39251/examples/servlets/servlet/SessionExample HTTP
/1.1
Accept-Language: en-US

Empty String

Apache Tomcat O] 2 ISt HTTP 20| Chsh CtS2F 22 HTTP 2&0| 2H&LCH

HTTP/1.1 200

Content-Length: 1289

Content-Type: text/html;charset=UTF-8

Date: Wed, 05 Feb 2025 13:57:45 GMT

Set-Cookie: JSESSIONID=1Q9DE10@BF2EET1E4D77490D421A9E4134;path=/examples;
HttpOnly

<IDOCTYPE html><html>

<head>

<meta charset="UTF-8" />

<title>Sessions Example</title>

</head>

<body bgcolor="white">

<a href="../sessions.html">

<img src="../images/code.gif" height=24 width=24 align=right border=0 alt="
view code"></a>

<a href="../index.html">

<img src="../images/return.gif” height=24 width=24 align=right border=0 alt="
return”></a>

<h3>Sessions Example</h3>

Session ID: 1Q9DETOQBF2EE1E4D77490D421A9E4134

<br>

Created:



|2 HTTP S&

v Sparrow Cloud

Wed Feb 05 22:57:46 KST 2025<br>

Last Accessed:

Wed Feb 05 22:57:46 KST 2025

<P>

The following data is in your session:<br>

<P>

<form action="SessionExample;jsessionid=109DE10BF2EET1E4D77490D421A9E4134"
method=POST>

Name of Session Attribute:

<input type=text size=2@0 name=dataname>

<br>

Value of Session Attribute:

<input type=text size=20 name=datavalue>

<br>

<input type=submit>

</form>

<P>GET based form:<br>

<form action="SessionExample;jsessionid=109DE10BF2EET1E4D77490D421A9E4134"
method=GET>

Name of Session Attribute:

<input type=text size=2@0 name=dataname>

<br>

Value of Session Attribute:

<input type=text size=20 name=datavalue>

<br>

<input type=submit>

</form>

<p><a href="SessionExample; jsessionid=109DE10BF2EE1E4D77490D421A9E41347?
dataname=foo&amp;datavalue=bar” >URL encoded </a>
</body>

</html>

e

IAAE S5l #/2fSt Apache Tomcat KA SOl stLEQ!I MIA O Ao H2 7ts&

Apache Tomcat 04| 2|2+ S 97| 2= 7|22 22 Apache Tomcat 7|£ H|0| |0l CHEH &
=2 AfCHaf{oF §L|CY,
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® [123] 0|F] 7|2 A0 EA| =& (1 HS, common)

7|2 0] BA| 2 = 22 A 7
oM R2 ALB3HS 7|2 20IZ YAIGH| %42 B
2 SMg HBISIALY, ST 2ojo] M LSS

9|3 TO| 20| A F2 AFESHE 712 Q101 BAISHOF BILICH

24wy

CISot 22 HTTP 23S d&dsU Tt
GET http://125.141.219.118:39251/benchmark/BenchmarkTest@166@.html HTTP/1.1
Accept-Language: en-US
Empty String

HTTP SES SAlgtg LI

HTTP 8& 20| HTML 2MUZ|E ARSI
HTTP S 220M <html> 245 EHMSISL T
EHAHSE 249| lang 92 EARIGLICE

HTTP S& 2&0| HTML 2A10]l s &L ct.

HTTP & 220] <htmly) QAT ZAHFILICH siY 249| XPathes CHS 1t Z&LCt
/HTML[1]

249| lang 90| SA5HA| ELIC oY £80| YI2E2 HTML 842 7|2 A0/t =5

<html> 249 lang £4E 2715HM| L.

® [72| 0|Z] +2E Content-Security-Policy (CSP) &I (4L, common)
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2l Content-Security-Policiy (CSP) SllGl= HTTP S& OA|Z|0| CSP SIE7t Sl= ZL4H UL
Ct. CSP= Same-Origin-Policy(SOP) Off 22t & ™= 2ot ZIHYL|L. CSP= 42[E 4 U=
ZHI2 AL HE FFS YIS, E2tRA 7t 0| A0 H2 2|aslts HAHTAL AHY
St=S UL A= O HAHES 018510] ArZALS| Het@A0A ofo|2{el S2t0[AUE AT E
E dWES A= + ASUCL 0| Sall SHAE ALEAIR] 32 Y& Ee= Hets 83T + U=
O, ALEAP7L 2|=2| g2 WSS ot=F REY + ASUCLL 0IF sliZst7| ?lsiAM= Content-
Security-Policy SIlICIE 27t5t04 A 2|8 4 Qle AA0IM 2|AAS BH2] RotA| 9f0toF FL|C

= OWASP 2017

= A6-Security Misconfiguration

= OWASP 2021

= AO5 Security Misconfiguration

URL http://125.141.219.118:39251/benchmark/BenchmarkTest01660

L2hEl Content-Security-Policy(CSP) 8l 22 HTTP SE0i| Content-Security-Policy 5llH

0 Z&517| oM ChT 22 HTTP 23

njo

EHgLt

GET http://125.141.219.118:39251/benchmark/BenchmarkTest01660?
username=sparrow8dast2text4&password=sparrow8dast2text4&vector=SafeText HTTP
/1.1

Upgrade-Insecure-Requests: 1

Referer: http://125.141.219.118:39251/benchmark/BenchmarkTest@1660.html
User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like
Gecko) HeadlessChrome/103.0.5060.134 Safari/537.36

Empty String

o 2

Hr

HTTP 230j CHat HTTP SE 3Ci 33 24LIch
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HTTP/1.1 200

Content-Length: 8

Content-Type: text/html;charset=IS0-8859-1
Date: Wed, @5 Feb 2025 13:57:4@ GMT

2ol HTTP % sll&0fl Content-Security-Policy sl Lt Content-Security-Policy-Report-Only 3|

= 3
CI7t 928 SHoIE 4 ULt

Content-Security-Policy 357t Q17| 20| A2[e 4= Gl= E0Q19] 2|AAT EEFR A0 A AlsH
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<IfModule mod_headers.c>
Header set X-XSS-Protection "1; mode=block”
</IfModule>

PHP :

header ("X-XSS-Protection: 1; mode=block”);

Spring Framework :

<http>

<l-- .. -

<headers>

<xss-protection block="true"/>
</headers>

</http>

Node js :

app.use(function(req, res, next) {
res.header('X-XSS-Protection', 0);
next();
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String userlInput = request.getParameter("input”);
/7 ### H## # HH#H

if (isValidInput(userInput)) {

[/ i

} else {

/] #H# #HH#

}

boolean isValidInput(String input) {

[/ ## OO HEEE HEEE SR B

return !input.matches(”.x[<>&\"].x");
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String userInput = request.getParameter("input”);
/7 ## # H## # Hi#

if (isValidInput(userInput)) {

[/ #Hi# H##

} else {

/] #H# #HH
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}

%>

<%

boolean isValidInput(String input) {

/7 ## O OO HEEE HEE SR B
return !input.matches("”.*[<>&\"].*");

}

%>

PHP :

<?php

$userInput = $_POST['input'];

/] ### OH## # HHH

if (isValidInput($userInput)) {

[/ ##H

} else {

/7 ## #H#

}

function isValidInput($input) {

/7 ##OHEOHE O HEEE HEE SR B I
return !preg_match("/[<>&\"]/", $input);
}
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