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• LLMs are smart, but they can't talk to your systems out of the box

Why do we need this anyway



• MCP helps to integrate existing systems, lots of them have MCP Servers by now

• A lot of AI tools can use MCP Servers

• But what about your own systems or systems without MCP Servers?

• Goal of this session: connect any REST API with (OpenAPI) spec to Copilot, step by 
step

Why do we need this anyway



• MCP = Model Context Protocol — a standard for giving AI more context, including 
tools to call

• Tools have a name, description, and input schema →Copilot picks the right one

• In VS Code: tools show up in Copilot chat, Copilot decides when to call them

How does MCP actually work?



Listing tools

How does MCP actually work?



Calling tools

How does MCP actually work?



• Option A: Standalone / Remote MCP server — separate process or remote 
endpoint, registered via mcp.json
• Good for language-agnostic setups, shared across editors
• Not the focus of the first part of this session

• Option B: VS Code extension with LanguageModelTools API 
(https://code.visualstudio.com/api/extension-guides/ai/tools)
• Tools live inside a VS Code extension
• Tighter integration, easier to distribute via marketplace
• TypeScript-based, uses the VS Code extension API
• Our focus now

Using MCP tools in VS Code



Using MCP tools in VS Code



• A standard way to describe REST APIs (endpoints, parameters, responses) 

• Why it matters: if your API has a spec, we can auto-generate from it

• Example: simple product / order API

A quick excurse: OpenAPI



A quick excurse: OpenAPI
Metadata



Get data with response types

A quick excurse: OpenAPI



Define types

A quick excurse: OpenAPI



Get data with parameters, also error responses

A quick excurse: OpenAPI



Parameters are also typed

A quick excurse: OpenAPI



• LLMs need something to talk to your systems, MCPs are often used

• Not every system has an MCP

• But if it has an API, ideally specified via OpenAPI, creating one is easy

• Having it as part of a VS Code extension makes it more powerful

Now to the fun part: 

→ Build a VS Code extension with embedded tools, starting from an OpenAPI
definition!

Scope summary
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• Architecture Overview

Live Demo
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• Not every endpoint should be a tool – use a configuration file to in- or exclude

• OpenAPI spec matters
• Good endpoint descriptions improve automatic tool selection
• Param descriptions helps Copilot to call tools correctly
• Documented errors allow unattended troubleshooting by Copilot
• 3rd party API specs could be enriched with good descriptions in an 

intermediate step

• Generated clients should handle auth - keep secrets out of the chat

• Make regeneration as easy as possible and run whenever the API changes

Tips for Real-World Use



• Existing C# API with OpenAPI spec & existing VS Code extension

• VS Code extension already used openapi-generator to generate commands

• Lot‘s of actions & features that can be manually invoked

• Many VS Code actions are invoked together regularly and benefit from usage via 
Copilot
• Example Flow (manually calling 5 actions): Create Repo ➔Assign customer➔

Create App ➔Create Test App ➔Create Dev Container
• Example Prompt: „Create a new Alpaca PTE repo for customer X with app Y and 

test app Z and setup a dev environment“

➔Quick win: All API endpoints are available to Copilot without much effort, just a 
few excluded

Real World Example (COSMO Alpaca)



• Generated tools only work in VS Code - MCP servers work anywhere where MCP is
supported

• Many extensions with many active tools can cause issues
• Context window pollution is not a big problem with newest models nowadays
• Many tools make tool selection for Copilot harder
• MCP servers often support dynamic tool discovery to overcome this
• VS Code handles this with virtual tool clustering and pre-selecting likely tools

Limitations



• Good API docs = good AI tools — invest in your OpenAPI specs and use AI to
document them

• Not every API endpoint is a good fit for a tool

• Communication between AI and other systems is key for
using AI productively

➔Try it out with one of your APIs!

Wrap up tool-enabled VS Code extension

https://github.com/lippertmarkus/demo-
openapi-vsc-llm-tools
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• Usually MCP tools return data and the LLM generates a text response

• Problem: Complex data (tables, dashboards) is hard to convey as plain text

• MCP Apps: allow tools to display custom HTML interfaces directly in chat

• No separate app needed – the UI lives inside the chat window

• Two-way communication between UI and MCP Server

• Use cases: Dashboards, forms, charts, confirmation dialogs

• C# MCP SDK is still working on support for MCP Apps but we can
already add it manually with the existing SDK methods

MCP Apps

https://github.com/modelcontextprotocol/csharp-sdk/pull/1484


• Architecture Overview

MCP Apps Demo
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Isolated microVMs designed to run AI coding agents

Each sandbox has dedicated filesystem, network, environment, processes, Docker 
daemon etc.

Will be used to show how MCP / agent attacks can be mitigated

Interlude: Docker Sandboxes



MCPs are great, but they pose security challenges (especially with agents, potentially 
even running in YOLO mode)

• Either because of code or an instruction in a bad MCP

• Or because an agent decided this was the way to go

Issue 1: They might delete your hard drive

MCP / agent security



MCP / agent security

Source: https://github.com/anthropics/claude-code/issues/10077
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MCP / agent security

Source: https://www.engadget.com/ai/13-hour-aws-outage-reportedly-
caused-by-amazons-own-ai-tools-170930190.html
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Source: https://x.com/jasonlk/status/1946069562723897802
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MCP / agent security

Source: https://github.com/ennuiii/DevOpsMcpPAT



MCP / agent security

Source: https://github.com/microsoft/azure-devops-mcp/blob/main/docs/GETTINGSTARTED.md#-authentication-methods



MCP / agent security

Source: https://github.com/github/github-mcp-server#install-in-vs-code



MCPs are great, but they pose security challenges (especially with agents, potentially 
even running in YOLO mode)

• Either because of code or an instruction in a bad MCP

• Or because an agent decided this was the way to go

Issue 1: They might delete your hard drive →Certainly relevant in the BC world as 
well…

Issue 2: They might do something bad to your production environment, because you 
accidentally gave it permission → Every ran “az login” in one terminal session, and an 
agent in another one?

Issue 3: They might steal secrets (from your home folder, your env variables, …) or 
login information →AzDO or GitHub MCP (fake)

MCP / agent security



• Generating MCP Tools from OpenAPI specs is simple compared to the benefits it 
brings by connecting your important systems

• MCP Server are a lot more versatile when MCP Tools in VSC are too limited in some 
cases, e.g. with other clients or MCP Apps

• Either approach requires looking at security e.g. with sandboxing and tools like 
Docker Sandbox

Summary
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