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Process Synchronization
Process Synchronization Tools: Concept of Mutual Exclusion,

The Critical Section Problem. Hardware Support for Synchronization. Semaphores,
Mutex Locks, Monitors.

Classical synchronization problems: Readers -Writers Problem
and Producer Consumer problem. Synchronization within the kernel.

Deadlock: Deadlock Characterization, Methods for handling Deadlocks, Deadlock
Prevention, Deadlock Avoidance,

Deadlock Detection and Recovery.



Design Issues in concurrency

MIT-WPU

11 farerenf=agfd gar 11

« Communication among processes
» Sharing & competition for resources
* Synchronization of activities of multiple processes

* Allocation of processor time to processes




Concurrency
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3 different contexts of concurrency
o Multiple applications

- Multiprogramming
o Structured applications

- Some applications can be effectively programmed as a set of concurrent
processes( Principles of modular design & structured programming)

o QS structure
- OS often implemented as a set of processes or threads

= COMPUTER SCIENCE AND INFORMATION TECHNOLOGY-I 4



Key terms related to concurrency

MIT-WPU

11 frerenfRigd gt 11

Atomic operation:

A sequence of one or more statements that appear to be indivisible, i.e., no other
process can see an intermediate state or interrupt the operation

Critical section:

A section of code within a process that requires access to shared resources & that must
not be executed while another process Is in a corresponding section of code

Deadlock:

A situation in which two or more processes are unable to proceed because each Is
waiting for one of the others to do something



Key terms related to concurrency
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Mutual exclusion:

The requirement that when one process Is In Critical Section that accesses shared
resources no other process may be in critical section that accesses any of those shared

resources.

Race condition:

A situation in which multiple threads/processes read & write a shared data item and
final result depends on relative timing of their execution.

Starvation:

A situation in which a runnable process is overlooked indefinitely by the scheduler;
although it is able to proceed, it is never chosen.



Difficulties due to concurrency
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Sharing of global resources: Eg. Two processes both make use of global

variable & both perform read & write on that variable. Order in which read
& write are done Is critical.

Management of resources optimally: Eg. Process has gained the

ownership of I/o device but Is suspended before using it, thus locking i/o0
device and preventing its use by other processes.

Error locating in program: Results are not deterministic and reproducible.



MIT-WPU

11 frerenfRrgd g 11

* Uniprocessor multiprogramming , single user
environment

q « Many applications can call this procedure
repeatedly to accept user i/p & display on screen

chin=getchar(); . Yser can jump from one application to other.
chout = chin;  Each application needs/ uses procedure echo.

putchar(chout); « Echo is made shared procedure and loaded into a
1 portion of memory, global to all applications

» Single copy of echo procedure is used, saving
space

void echo()



Problem and solution
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Sequence of execution

1. Process pl invokes echo & gets a character i/p from keyboard say x. At this
point it gets interrupted.

2. Process P2 invokes echo accepts character as y and displays it on screen.

3. Process pl resumes, value of chin was x but now overwritten as y, thus chin has
lost value which it had.

Solution: When echo procedure Is invoked by any process and if that process gets
suspended for any reason before completing it, then no other process can invoke
echo till process that was suspended is resumed & completes echo. Thus other
processes are blocked from entering into echo.

Same is applicable to multiprocessor systems



Race condition
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* A race condition occurs when multiple competing processes or threads read and write
data items so that final result depends on the order of execution of instructions in
multiple processes.

* Two processes pl & p2, share global variable ‘a’. P1 updates a to 1 and then p2
updates it to 2. Thus two tasks are in race to write variable ‘a’. Loser of race ( the one
who updates last) determines the value of ‘a’




mamren  Race condition

MIT-WPU

11 farerenf=agfd gar 11

An eg.
Initially, shared global variables have values b=1 & c=2
P1 executes b=b+c

P2 executes c=b+c

If p1 executes first, then b=? & ¢=?
If p2 executes first, then b=? & ¢=?



Race condition
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An eg.
Initially, shared global variables have values b=1 & c=2
P1 executes b=b+c

P2 executes c=b+c

If p1 executes first, then b=3 & ¢=5
If p2 executes first, then b=4 & c=3



How Processes interact with each other
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* Processes unaware of each other

* Processes indirectly aware of each other

* Processes directly aware of each other




How Processes interact with each other
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Processes unaware of each other (Competition)
* E.g. Multiprogramming of multiple independent processes

 OS need to know about competition for resources such as printer, disk, file, etc
* Potential problems : mutual exclusion, deadlock, starvation

Processes indirectly aware of each other (Cooperation by sharing)
» Shared access to some object such as shared variable

» Cooperation by sharing
« Potential problem: mutual exclusion, deadlock, starvation, data coherence



mammn  HOW Processes interact with each other
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Processes directly aware of each other

(Cooperation by communication)
 Cooperation by communication, communication primitives available

* Potential control Problems: Deadlock and starvation
 Mutual exclusion not a problem

* Deadlock possible

« Starvation possible



Three Control Problems: Competition
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* Need for mutual exclusion: Two or more processes require access to single non-
sharable resource such as printer. Such a resource is called as Critical resource and
portion of code using it is called as critical section(CS) of program.

» Mutual Exclusion - Only one process should be allowed in its critical section.
* Deadlock

» Starvation




Control problems: Competition
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Deadlock: Mutual exclusion creates a problem of deadlock.
pll] printer and p2C] file

both pl and p2 require printer and file to complete the task but printer is blocked
from using by p1 and file is blocked from using by p2. Thus leading a deadlock




e CONtrol problems: Competition
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Starvation:
* Three processes pl, p2, p3 require a periodic access to resource type R.
* Process pl currently using R, so p2 and p3 must wait.

* When process p1 exits critical section, suppose p3 gains the control, and suppose p1l
again needs resource R and OS assigns it to p1 when p3 exits the CS.

* This situation may continue and p2 never gets ownership of R.



Co-operation among processes by sharing
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* Processes that interact with other processes without being explicitly aware of them.
Access to shared variables/files/databases

* Processes may use & update shared data without reference to other processes but
know that other processes may have access to same data

* Processes must co-operate to ensure that the data that they share are properly managed.
» Control problems of mutual exclusion, deadlock & starvation are again present.
» Data items are accessed In 2 modes: reading & writing

* Writing operations must be mutually exclusive.
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mamran  CO-Operation among processes by sharing
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* New requirement introduced I.e. Data coherence
* Suppose 2 data items a & b are to be maintained in the relationship a=b i.e. any
program that updates one value must update other to maintain the relationship

» Consider 2 processes Requirement is always a=b

pl:a=a+l Initially a=b=1
b = b+1: Concurrent execution
| a=a+1
p2: b =2*Db b=2*D
a=2*a b=b +1;
a=2%a

This leads to a=4 & b=3



Co-operation among processes by sharing
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* New requirement introduced I.e. Data coherence

* Suppose 2 data items a & b are to be maintained in the relationship a=b i.e. any
program that updates one value must update other to maintain the relationship

* Consider 2 Processes RGQUirement IS alwayS a=b
1 a=a+l Initially a=b=1
pL-a= Concurrent execution
b =b+1; a=a+1
p2: b = 2*Db b=2%D
b=b+1;
a=2%*a a=2%a

This leads to a=4 & b=3
Solution : Declare entire sequence in each process as CS
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* Processes co-operate by communication, since they participate in common effort that
links all of the processes.

- Communication provides a way to synchronize / co-ordinate various activities
« Communication is in form of sending and receiving messages
» Mutual exclusion is not a problem, since there is no sharing.

* Deadlock possible: Two processes may be blocked, waiting for communication from
each other.

» Starvation possible: (p1,p2,p3) pl repeatedly attempts to communicate with p2 and
p3. p2 & p3 attempt to communicate with pl. A sequence may arise in which pl & p2
continuously communicate with each other while p3 is blocked & waiting for
communication



Requirements for Mutual exclusion
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Any facility/capabitity providing support for mutual exclusion should meet following
requirements:

» Mutual exclusion must be enforced: Only one process at a time in the CS, among all processes
that have CS for same resource or shared object.

* A process that halts in its non CS must do without interfering with other processes.

* A process requiring access to CS must not be denied/delayed indefinitely (no deadlock or
starvation)

*When no process in its CS, any process that requests a entry to its CS, must be permitted to
enter without delay.

* No assumptions are made about the relative speed of processes or total no. of processes.

* Process remains in its CS for a finite time only.



Approaches to satisfy the requirements of Mutual
MITWPU Exclusion
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1. Hardware Approach
2. Support from OS or programming language

3. Software approach (No Support from OS or programming language)




Hardware Approach for Mutual Exclusion
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1. Disabling Interrupts
* A process runs until it invokes an operating system service or until it is interrupted
* Disabling interrupts guarantees mutual exclusion
 Because CS cannot be interrupted, mutual exclusion is guaranteed

» Will not work in multiprocessor architecture, since computer includes more than one
processor & possible for more than one process to be executing at a time

* The efficiency of execution degraded as processor is limited in its ability to
Interleave programs



Pseudo Code
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while (true) {
[* disable interrupts */,;
/* critical section */;
/* enable interrupts */;
/[* remainder */;

}




Hardware Approach : Special Machine Instructions
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2. Special Machine Instructions

* Processor designers proposed machine instructions that carry out two actions
atomically

« Compare and exchange /compare & swap instruction or testset




Test and Set instruction
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boolean testset(int i){ pongt Iint n =/*no of processes */;
Int bolt;
//done atomically void P(int i){
if (i==0) { while(1){
i= 1 while(testset(bolt) != true);
’ /* do nothing */ ;
return true; [* critical section */;
bolt = 0;
¥ /* remainder * /.
else
. main(){
return false; bolt =0:
} Parbegin(P(1),P(2),....P(n));

e



Mutual Exclusion: Hardware Support Advantages
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 Applicable to any number of processes on either a single processor or multiple
processors sharing main memory

* It is simple and therefore easy to verify

* It can be used to support multiple critical sections




Mutual Exclusion: Hardware Support
Disadvantages
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« Busy waiting or spin waiting is employed — Thus a process waiting to access a CS
continuously consumes processor time

« Starvation is possible — when a process leaves CS, selection of a waiting process is
arbitrary & hence some process could be indefinitely denied access

* Deadlock is possible — Eg. P1 executes special instruction & enters its CS. P1 is
Interrupted to give processor to P2 ( having higher priority). If P2 attempts to use same
resource as P1, it will be denied access because of mutual exclusion mechanism. Thus
It will go into busy waiting loop. However P1 will never be dispatched because it is of
lower priority than P2



Mutual Exclusion: OS or programming language
support
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* Semaphore
* Mutex

* Monitors




Semaphore
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* Provides multiple process solution for mutual exclusion

 Uses a variable which is an integer

* It is accessed only through two standard atomic(indivisible) operations: wait & signal
* Semaphores are of 2 types...

1. Binary : Variable takes values 0 or 1

2. General/Counting : Variable takes any integer value



Semaphore wait()
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Wait : Is used for acquiring a shared resource represented by the semaphore
Hence wait decrements the value of semaphore variable

* Denoted by P

wait(s){
while(s<=0)
; I/ no operation or busy waiting
S--;
h



Semaphore signal()
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Signal: releases the shared resource represented by the semaphore
Therefore signal increments the value of semaphore variable

Denoted by V

signal(s){
S++;



Semaphore : Removing busy waiting
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» Semaphores suffer from busy waiting
» To overcome, modify the working of wait & signal

*When a process executes waits operation & finds semaphore value not greater than O,
It must wait

* Instead of process doing a busy wait, process Is placed into a waiting gueue associated
with the semaphore & CPU selects another process to execute

« Waiting process is restarted, when some other process executes a signal operation.
Process moves from waiting state to ready state & process is placed in ready queue



Semaphore — strong and weak
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For both counting semaphores and binary semaphores, a queue is used to hold processes
waiting on the semaphore. The fairest removal policy is

« first-in-first-out (FIFO): The process that has been blocked the longest is released from
the queue first;

A semaphore whose definition includes this policy is called a strong semaphore.

A semaphore that does not specify the order in which processes are removed from the
queue is a weak semaphore



Example: Semaphore usage I

olnitially m=1
Process Pi{

wait(m);
critical section
signal(m);

remainder section

Operating System Concepts



Semaphore example

Suppose we want to synchronize two concurrent processes P1 and P2 using
binary semaphores s and t. The code for the processes P1 and P2 is shown

below-

Process P1: Process P2: The required output is “001100110011 ....... ” . Processes are
: - synchronized using P & V operations on semaphores s & t.

while(1) while(1) Choose the correct options from the following at points w, X,

{ { y & z. Which of the following option is correct?

W: y: 1.P(s) at w, V(s) at x, P(t) aty, V(1) at z, s and t initially O
print ‘0’ pr?nt'l‘; 2.P(s) at w, V(t) at x, P(t) at y, V(s) at z, s initially 1 and t
print '0’; print '1’; initially O

X: Z. 3.P(s) at w, V(1) at x, P(t) aty, V(s) at z, s and t initially O

} } 4.P(s) at w, V(s) at x, P(t) at y, V(t) at z, s initially 1 and t

Initially 1



Producer-Consumer problem
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* It Is one of the classic problems of synchronization
* Producer produces an item and adds to a buffer of limited size(bounded buffer)
» Consumer takes out an item from buffer and consumes it.

 Buffer is a shared resource and must be used in a mutual exclusion manner by both
Processes.

* Producers to be prevented from adding into a full buffer.
« Consumers to be stopped from taking out an item from an empty buffer



™
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e Producer-Consumer problem
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The Problem:

* Only one producer or
General Sltuatlon: Cf.(')I’}:‘?_-ul'l’lel' may acc..ess the
buffer at any one time
* One or more producers are
generating data and pla.cing these in

a buffer

Ensure that the producer
can’t add data into full

* One or more consumers are taking buffer and consumer can’t
items out of the buffer {'CI}}OVG data from an empty
buiter

OPERATING SYSTEMS



Solution to producer-consumer problem using
semaphore

With a bounded buffer

The bounded buffer producer problem assumes that there is a fixed buffer size.

In this case, the consumer must wait if the buffer is empty and the producer must wait if the buffer is full.




MiT-weu Solution to producer-consumer problem using semaphore
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Initialization
_ Producer Process Consumer Process
char item; //could be any data type
do do
char buffer[n]; / /
semaphore full = 0; produce an item in nextp wait( full );
/Icounting semaphore for full slots wait (empty); wait( mutex );
semaphore empty = n; wait (mutex); remove an item from buffer to nextc
//counting semaphore for empty add nextp to buffer signal( mutex );
slots
signal (mutex); signal( empty ),
semaphore mutex = 1; , L
signal (full); consume the item in nextc;
//binary semaphore for mutual . :
exclusion of buffer } while (true) } while (true)




Reader Writer Problem
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> There Is a data area shared among a number of processes.
> The data area could be a file or record

> There are number of processes that only read the data area(readers) and a number of
processes that only write the data area (writers).

> Conditions that must be satisfied are as follows:
o Any number of readers may simultaneously read the file.

o Only one writer at a time may write to the file.
o |f awriter is writing to the file, no reader may read it.



Pseudo Code reader writer: readers have priority
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Int readcount = 0; // keeps track of number of readers
semaphore mutex = 1, //binary, used for updating reader count
semaphore wrt = 1; // binary, common to readers & writers.

Mutual exclusion for writers & is used by 15t & last reader that enters or exits CS.
Not used by readers who enter or exit while other readers are in their CS



Pseudo Code readers-writers | yoid reader(){

while(true){
wait(mutex);
readcount++;
void writer() if(readcount == 1)
{ wait(wrt);
while(true) signal(mutex);
{ **x**reading Is performed*****
wait(wrt); wait(mutex);
......... readcount--;
writing Is performed if (readcount == 0)
........... signal(wrt);
signal(wrt); signal(mutex);

¥ ¥
¥ ¥




Semaphore example
The following program consists of 3 concurrent processes and 3 binary semaphores.
The semaphores are initializedas SO0 =1, S1 =0and S2 = 0.

PO P1 P2
while (true) wait (S1); walit (S2);
{ signal (S0); signal (S0);
wait(S0);
print ‘0’ HQW ‘m?ny times will process PO
print ‘0’?
signal(S1); 1.At least twice
signal(S2); 2.Exactly twi_ce
3.Exactly thrice
¥ 4.Exactly once




Semaphore example

Suppose we want to synchronize two concurrent processes P and Q using binary
semaphores S1 and S2. The code for the processes P and Q is shown below-

P Q This leads to -
while(1) while(1) 1.Mutual Exclusion
{ { 2.Deadlock

P(S1); P(S2); 3.Both (1) and (2)
P(S2), P(S1); 4.None of these
Critical Section Critical
V(S1); Section
V(S2); V(S1);
} V(S2);
}
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Synchronization with Mutex

* Mutex allows the programmer to “lock™ an object so that only one thread can access it.

* To control access to a critical section of the code, programmer is required to lock a
mutex before entering into a CS and then unlock the mutex while leaving the CS.

» Mutex is like a binary semaphore, but the thread which locks the mutex, can only
unlock the mutex.




Synchronization with Mutex
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« Strictly speaking, a mutex is locking mechanism used to synchronize access to a
resource. Only one task (can be a thread or process) can acquire the mutex.

* It means there I1s ownership associated with mutex, and only the owner can release the
lock (mutex)

» Semaphore is signaling mechanism (“I am done, you can carry on” kind of signal).




Problems with semaphores

semaphores provide a powerful tool for enforcing mutual exclusion and
coordinate processes

But wait(S) and signal(S) are scattered among several processes. Hence,
difficult to understand their effects

Usage must be correct in all the processes

One bad (or malicious) process can fail the entire collection of processes




Synchronization with Monitors
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» Monitors are a synchronization construct

* Monitors contain data variables and procedures.

- Data variables cannot be directly accessed by a process

» Monitors allow only a single process to access the variables at a time.

* Are high-level language constructs that provide equivalent functionality to that of
semaphores but are easier to control

« Found in many concurrent programming languages
» Concurrent Pascal, Modula-3, uC++, Java...
* Can be implemented by semaphores...



Monitors

The monitor ensures mutual exclusion: no need to program this
constraint explicitly

Hence, shared data are protected by placing them in the monitor
> The monitor locks the shared data on process entry

Process synchronization is done by the programmer by using condition
variables that represent conditions a process may need to wait for before
executing in the monitor



Condition variables

are local to the monitor (accessible only within the monitor)

can be access and changed only by two functions:
o cwait(a): blocks execution of the calling process on condition (variable) a

o the process can resume execution only if another process executes
csignal(a)

o csignal(a): resume execution of some process blocked on condition
(variable) a.

o |f several such process exists: choose any one
o If no such process exists: do nothing



Monitors

monitor waiting area

queue of
entering
processes

Awaiting processes are either in the
entrance queue or in a condition queue

A process puts itself into condition
queue cn by issuing cwait(cn)

csignal(cn) brings into the monitor 1
process in condition cn queue

Hence csignal(cn) blocks the calling
process and puts it in the urgent queue
(unless csignal is the last operation of
the monitor procedure)

Entrance
I:Iil:l

MONITOR

condition cl

(] | C—L]) [}

>

cwait(cl)

local data

condition variables

Procedure 1

condition cm

(] | C—L1) [}

cwait(cn)

urgent queue

e

csignal

(]|

Procedure k

initialization code

Elil:l
Exit




