United Ultilities - Intune, Autopilot & Windows 11
Global Deployment with Azure Build

United Utilities embarked on a major enterprise-modernisation programme to deliver a Windows 11 global deployment supported

by Microsoft Intune, Autopilot, and a new Azure infrastructure build.

The initiative aimed to transform endpoint management, enhance security, and enable a cloud-connected workplace across the

organisation's geographically distributed operations.
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Programme Overview

The programme was designed to modernise United Utilities' end-user computing environment, streamline device provisioning,
and strengthen compliance through cloud-based management. It unified device lifecycle management under Intune and
Autopilot, while Azure provided the foundation for scalable identity, security, and automation.

What We Set Out to Achieve Objectives

A unified, cloud-first endpoint estate — secure, scalable, and o Deploy Windows 11 across all corporate and field devices
ready for the future of work.

e Implement Intune for unified endpoint management
e Configure Autopilot for zero-touch device provisioning

e Build and optimise Azure infrastructure for identity and
policy control

e Enhance security posture through conditional access and
compliance baselines
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Delivery Approach

The rollout followed a phased, Agile delivery model, combining infrastructure
build, pilot validation, and global deployment waves.

Phase 1 - Azure Build & Configuration

Azure AD Architecture

Designed and deployed Azure Active Directory architecture to underpin
identity and access management across the estate.

Conditional Access & MFA

Implemented conditional access policies, multi-factor authentication,
and compliance baselines aligned to organisational standards.

Integrated Azure with existing on-premises identity systems to ensure

seamless coexistence during transition.

Automation & Enrolment

Established automation scripts for device enrolment and policy
assignment, reducing manual overhead from day one.

‘ Hybrid Identity Integration
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Intune & Autopilot Implementation

PHASE 2 — CONFIGURATION & PILOT

0 g PILUT TESTING DENICESIN OFRICE ENVI

Intune Device Autopilot Profiles Standardised Pilot Validation
Management Developed Autopilot profiles Templates Conducted pilot deployments
Configured Intune for device for seamless provisioning Created standardised to validate performance and
management, patching, and and user setup, enabling zero-  configuration templates compatibility before full-scale
compliance enforcement touch deployment at scale. tailored to different business  rollout commenced.

across all business units. units, ensuring consistency

and compliance.
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Windows 11 Global Deployment

PHASE 3 — ROLLOUT & ADOPTION

Rollout Execution

Executed rollout waves across corporate offices and field
sites

Managed logistics for device refresh and migration
sequencing

Delivered multilingual training and adoption materials

Monitored rollout progress through Power Bl dashboards
and Azure analytics
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Security & Compliance

Security was central to the programme design, aligning with United Utilities'
regulatory and operational standards.

Zero Trust Architecture

End-to-end Zero Trust implementation ensuring no implicit trust across
the network perimeter.

Endpoint Encryption

Endpoint encryption and TPM 2.0 enablement enforced across all
managed devices.
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Automated Compliance

Automated compliance reporting delivered via Intune and Azure AD for
continuous visibility.

Defender & ServiceNow

Integration with Defender for Endpoint and ServiceNow for unified
incident tracking and response.
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Global Coverage

Successful Windows 11 deployment

across all global sites

Enhanced Security

Security and compliance posture
aligned with Zero Trust principles
across the entire estate.

1

Unified Platform

Single endpoint management platform

via Intune and Autopilot

Reduced Overhead

Significant reduction in operational
overhead and manual provisioning
effort organisation-wide.

O

Zero Touch

Reduced provisioning time through fully

automated Autopilot workflows

Scalable Foundation

Azure infrastructure built to support

future digital-workplace initiatives

and continued growth.
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Strategic Impact

The programme delivered a secure, cloud-connected, and future-ready
workplace for United Utilities.

By leveraging Azure, Intune, and Autopilot, the organisation achieved a
modern desktop environment that improved agility, resilience, and user
experience across its global operations.

Azure Foundation

1 Scalable cloud infrastructure underpinning identity, policy, and
automation

Modern Management

2
Intune & Autopilot delivering unified, zero-touch endpoint control
Future-Ready Workplace

3 Secure, agile, and resilient digital environment for global

operations
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