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Azure IoT Hub




Free:

Capability Basic tier Free/Standard tier

ice-to-cloud telemetry

Basic:

entity

Dev i C e - t O - C l O u d Vies routing, mes enrichments, and Event Grid integration

. and MQTT p

Standard:

Cloud-to-device
I O T E d g e ) management

Device Management

Azure loT E

loT Plug and Play

(Ref: https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-scaling)
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loT Capability loT Hub standard tier loT Hub basic tier Event Hubs
Device-to-cloud messaging v v v
Protocols: HTTPS, AMOP. AMQP over webSockets
Protocols: MQTT, MQTT over webSockets
Per-device identity

File upload from devices

Device Provisioning Service

Cloud-to-device messaging

Device twin and device management

v
v
v
v
v
v
v
v

Device streams (preview)

<,

loT Edge

(Ref: https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-compare-event-hubs)
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Unified format
Unstructured

Data Centralizing
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Event Hub-c

_Speciﬁes how long this loT hub will maintain device-te-doud events, between 1 and 7 days.

Retain for

jeld™: nmll,

Id":

"ConnectionDeviceGenerationId™:

pedTime™:

nall

Days




Pulling data

per IoT Hub

Retain for (@
@ Consumer groups are used by applications to pull data from the loT Hub

Consumer Groups (@)
Consumer Groups

tDefault
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Only Support
Storage
Container Lodes

Explorers

S ave d a 't a 't O £ Query explorer Storage container settings ) Clear

* Here you specify the storage container, file expiration, and retries for notifications when a file is uploaded.

Azure Storage Container

Slel Fles .

Automatic Device Management

&% loTEdge File notification settings

1 k l b l & 10T device configuration Receive notifications for uploaded files @
Block Blob Only il

SASTTL @

‘ File upload O

Messaging
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Query Explorer e e

=0Only in Standard Tier > e rge
1

3 "deviceId™: "dewvicel”,
"etag™: "AAAAAAAAAAE=",
"deviceEtag": "OTM2NTgzNzgy",
“"status™: "enabled”,
"statusUpdateTime"”: “"8661-01-81T66:808:8871",
] "connectionState™: "Disconnected”,
o o 9 "lastActivityTime": "e001-01-81T00:088:0887",
1 n -FO r‘ m a t 1 O n 18 "cloudToDeviceMessageCount™: @,
11 "authenticationType”: "sas"”,
"x589Thumbprint™: {
13 "primaryThumbprint™: null,

- H e l p -t O mana ge d eV i ces % =secondaryThumbprint™: null

(%]

= Device Twins/Jobs

=
(X]

1

16 "version”: 2,

17 "properties”: {

18 "desired”: {

19 "$metadata”: {

28 "$lastUpdated™: "2028-12-01T787:82:02.282246Z"
21 s

"$version™: 1

(2]
e

23 1
"reported”: {
“$metadata™: {

26 "$lastUpdated™: "20828-12-081T87:82:82.2822467"
27 s
28 "$version”: 1
29 }
30 b
31 "capabilities": {
32 "iotEdge”: false
13 }
}
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Python:
Node. js:

Java:

.NET C#:
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https://github.com/Azure/azure-iot-sdk-c
https://github.com/Azure/azure-iot-sdk-python
https://github.com/Azure/azure-iot-sdk-node
https://github.com/Azure/azure-iot-sdk-java
https://github.com/Azure/azure-iot-sdk-csharp

Architecture




Data Flow
Monitor

Authentication
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IND 4.0 Cloud Data Flow

®

Ind4 Portal

Devices AT
SQL Database

Teams
Channels

ealtime Alar.
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Azure Monitor

<

Function App @

App Services

Application
Application Insights LOgs

R

Alert/Heartbeat Channels
Services

Teams
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Application Authentication

=

SQL Database

Identity

> @ @

IND 4.0 Portal IND 4.0 Data API
Front-end

Identity
Token

©

IND 4.0 Portal OAuth
Backend AP|
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Data
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Q -ot 9/21 1:57 PM
BTU O2 is exceeded
e
Messageld RF

Comment

Submit

[Alert 02 Exceed] 202 NG

02 Exceed

O mve

https://mvc.tw

REFLOW ALERT

STATUS
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B R e P 2R ?
OCR ~ Devices * Machine Logs?

P92 Machine Logs!
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Various:

Bar Code Scanner:

Device Support

Weak Integration

OCR:

Visual Identification Machine

Machine Logs:

Native Machine Software Support

Stable
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Various Data Schema

Keep useful data
Re-organize structure
Merge/Divide Values
Use CSV for exchanging

Category, "Aut
J .””””””””””.EEEE

HFEE,"HI&HAl.' ( perrrerirrerererr ey, RS
e g j ree "INDIUM 5.8LS 2. Room temperature ramp up to 110
ceeQerrvrrercrrreerrer SRR
ceeQerecerrcrercerers . G0

‘rt.rr,rrlrrmg_—q (%) mm

Siverrrcrercrrrese . SN

fRiIirTCPe
fRepoxrtAnErx

rrrrrerrrrrrrrressrr s BAH3

0%, MultilLanguage N

Oevrrerress,  ERAY

EH, Program MName, Program Comment,Start Time, Finish Time,Board Count Max,Board Serial No,Finish Flag,Print CT,Trar
Time,Mask MarkBec Count,Cleaning Count, Inspection Count,Board Inspection,Board Distortion Check,Board Remove,Bo

Time,Other Lane Wait Time,HN5 Blocks, Production Model, Surface Info, Production Loty
EN, 3364_YAM1,,2020/07/02 23:56:12,2020/07/03 00:55:53,0,1,0,11.42,10.90,3514. 3r.,:u.-,n.u,l.zz,-::-.u.u.u,r:u.m::u

N —
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Not consistent:

WU PREAIRA—E: Jtreplace ~ HDivide

Abnormal Values:

ZEHE: REELENER

Value Type:

Read with STRING type first

1 B4R AR EIE] o—Wwed Sep 02 21:53:45 2024d,,,,,
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Multiple columns:

Use the column name closed to value

Hierarchy:

Set with real data hierarchy
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Extra Information:
Remove 1t

Use it on-premises

“rogram Name,

Date,Board Count Max, Produced
AVE, Transfer CT Max, Transfer C
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Column in value:
Manually Input

Confirm with user

] Category, "Auto™, "1000"™ NS
Parse Value ‘
; Hame, "Hr&tm ®T 270"

WO, "8785505 " EENAS
Amount, 0" RNy

Action, "Start™ ”l"EEE_TI
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Scenario:

File Rename:
Ex. Test. -> Test.

Append data per 1s

S E
Ex. Test. -> Test.
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* Create/Update:
*Sol:
* Copying file first
* Delete/Rename

e Sol:

Filtering by full name
(ex. *.csv) then copying

*Sol:
Filter by modify time
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If 1t can be ..
else ..

Optimization:
* Create/Update:

e Create file instead of
update,

e Delete/ Rename

O mve
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* Network latency

 Data Size
 Divide & Conquer

« E—IEAKX - DRBEIE/ERE
* Read/Write Frequency
s ERIERRE —EEANU
Imex R ~ iR e
* F£ITHOSstHII/ORLEE °
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BT B R
On-premises: DB/REDIS..etc

Cloud: Services?
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256 KB per message

Make data size closed to 256 KB in each request

4 KB per unit

Reduce data size as possible, ex. \u©022
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Eiasas) asimasamsas @ asmasssmny 6 mAmriiesmelp Sesisaiia  mrasirairas s s s emiraras

3a\\u0022 \\r\\n \\u0022Reflected Type\\u0022: \\u0022S
ystem.Net.Http HttpResponseMessage, System.Net Http,
Version=4.2.2.0, Culture=neutral, PublicKeyToken=b03f5f
7f11d50a3a\\u0022 \\r\\n \\u0022MemberType\\u0022:
8. \\n\\n \\u0022MetadataToken\\u0022: 100664068 \\r\\n
\\u0022Module\\u0022: {\\r\\n \\u0022MDStreamVersio
n\\u0022: 131072 \\r\\ri \\u00221-ullyQualifiedName\\u00
22: \u0022DA\W\\W\WindowService\\W\\\\Depanel.Binne
AWWSystem. Net Http.dIN\u0022,\\r\\n \\u0022Module
Versionld\\u0022: \\u0022390a9276-f934-4614-8a29-2b
d4fbfd5203\\u0022 \\r\\n \\u0022MetadataToken\\u002
2: 1\\"\\n \W\u0022ScopeName\\u0022: \\u0022System.N
et Http.dIN\u0022 \\r\\n \\u0022Name\\u0022: \\u0022S
ystem.Net. Http.dIN\u0022, \\r\\n \\u0022Assembly\\u002



Time Series

I Back Front 1
““m,, Jggﬂyeue
Enqueue R

IoT Hub

Latency

O mvce

https://mvc.tw



Application




Azure loT Edge runtime
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Device ClientfEZIZ1E

Device ClientHAIEIRIE
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BERZE S

TESE 24T

Win 10 1809+ & IoT Edge Runtime & Docker
A 7

WEE: #EEHES] ~ I/0 ~ Storage

3T
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ERRS B AT ~ AN=EE
IoT Edge

Application Insights Module
ANER3E

)
RIS ENFER

Telemetry
B 7 HY
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Device to cloud
TelemetryZE Bl &
Cloud to device

Notification

Modules Update
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Windows/Linux
Embedded System

Mobile Device(Android/i0S)
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P E
https ~ AMOP - MQTT..etc

Firewall/Proxy

A B 28 5T
A= (ex. RI0EF100/10 MBAAZYFH?)
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Docker

Memory Process ' JIRHFH=

WindowsIZiZ= |~ - 20/

Windows Services
BIHEAZ
DebugE il AT E

RPEOIEE
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Cost
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55— 10T PEEMERE (BR)

5— 0T PEEMUHNESHAS AR

I NT$300.542

400,000 I

NT$1,502.71

NT$15,027.10

85— 10T PEEMUNERE (BF)

RE

6,000,000

300,000,000

5 10T PEEIMNESAM S A

8,000

NT$751.355

400,000

NT$/7,513.55

NT$75,135.50

6,000,000

300,000,000

AMBETEXRN

4 KB

4 KB

4 KB

AMEETERN

0.5 KB

4 KB

4 KB

4 KB




Charge Unit: 4KB

Batch Daily Volume:
Typel: X 60s x 60m x 24H x 12 Lines = 186,624 KB
Type2: X 60/10s x 60m x 24H x 12 Lines = 101,606 KB
Total: 288,230 / 4 KB =

Real-time Daily Count:
Typel: X 60m x 24H x 12 Lines = 1,036,800 records
Type2: X 60m x 24H x 12 Lines = 1,036,80 records
Total: 1,036,800 + 1,036,80 =

O mve
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Summary
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= Contact:

=Carl yang@kingston.com.tw

- PPT:

* https://github.com/carlyang920/twMvVC2021-42.git
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Thanks for joining!
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