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Your Datacenter or VPC

Bins/Libs

Docker Engine
Operating System

Physical Server

[ ] F : https://blog.docker.com/2016/04/containers-and-vms-together/
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Windows Server

Windows Server 2016

= Server Desktop Experience
= Windows Server Core

= Windows Server Nano

Windows Server 2019

= Version 1809~
= Server Desktop
= Windows Server

= Windows Server

Experience
Core

Nano
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Install-Module

S C:\Users\BruceChen_Adm> Install-Module DockerProvider

uGet provider is required to continue
PowerShellGet requires NuGet provider version .8.5.201" or newer to interact with NuGet-based repositories. The NuGet
provider must be available in 'C:\Program Files\RackageManagement\ProviderAssemblies' or
'C:\Users\BruceChen_Adm\AppData\Local\PackageManadement\ProviderAssemblies'. You can also install the NuGet provider by

running 'Install-PackageProvider -Name NuGet -Minimu jon 2.8.5.201 -Force'. Do you want PowerShellGet to install and
import the NuGet provider now?

il
[Y] Yyes [N] No [S] Suspend [?] Help (default is "Y"):
ARNING: Unable to download from URI 'https://go.microsoft.cqm/fwlink/?LinkID=627338&c1cid=0x409"' to '".
ARNING: Unable to download the list of available providers. fheck your internet connection.
PackageManagement\Install-PackageProvider : No match was found for the specified search criteria for the provider
"NuGet'. The package provider requires 'PackageManagement’ and 'Provider' tags. Please check if the specified package
has the tags.
At C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModule.psml:7468 char:21
oS $null = PackageManagement\Install-PackageProvider -Name $script:N

+. . T

+ CategoryInfo : InvalidArgument: (Microsoft.Power...PackageProvider:InstallPackageProvider) [Install-Packa
geProvider], Exception

+ FullyQualifiedeérrorId : NoMatchFoundForProvider ,Microsoft.PowerShell.PackageManagement.Cmdlets.InstallPackageProvi
der

PN NN S A AT AT

Lt N

PNNNNNNNASAN

PackageManagement\Import-PackageProvider : No match was found for the specified search criteria and provider name
'NuGet'. Try 'Get-PackageProvider -ListAvailable' to see if the provider exists on the system.

At C: \Program Files\WindowsPowerShel1\Modules\PowerShel1Get\1.0.0.1\PSModule.psml:7474 char:21

P e $null = PackageManagement\Import-PackageProvider -Name $sc:1pt Nu

+ B e

PN AT

PN

NPT AT

PN

NPT AT

PN

+ CategoryInfo : InvalidData: (NuGet:String) [Import-PackageProvider], Exception
+ FullyQualifiedErrorIid : NoMatchFoundForCriteria,Microsoft.PowersShell.PackageManagement.Cmdlets.ImportPackageProvid
er
iP 17
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Install-Module -Proxy

PS C:\Users\BruceChen_Adm> netsh winhttp show proxy

urrent WinHTTP proxy settings:

Proxy Server(s)
Bypass List

-Module DockerProvider -Proxy _

|

PS C:\Users\BruceChen_Adm> Instal

NuGet provider 1is required to conti
PowerShellGet requires NuGet providemNyersion '2.8.5.201"' or newer to interact with NuGet-based repositories. The NuGet
provider must be available in 'C:\Prog iles\PackageManagement\ProviderAssemblies' or
'C:\Users\BruceChen_Adm\AppData\Local\PackageNanagement\ProviderAssemblies'. You can also install the NuGet provider by
running 'Install-PackageProvider -Name NuGet \MinimumVersion 2.8.5.201 -Force'. Do you want PowerShellGet to install
and import the NuGet provider now?
[Y] yes [N] No [S] Suspend [?] Help (defaultlis "Y"): y
ARNING: Unable to download from URI 'https://go.microsoft.com/fwlink/?LinkID=627338&clcid=0x409' to ""'.
ARNING: Unable to download the list of available providers. Check your internet connection.
PackageManagement\Install-PackageProvider : No match was found for the specified search criteria for the provider
"NuGet'. The package provider requires 'PackageManagement’' and 'Provider' tags. Please check if the specified package
has the tags.
At C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModule.psml:/7468 char:21
P $null = PackageManagement\Install-PackageProvider -Name $script:N
+ CategoryInfo : InvalidArgument: (Microsoft.Power...PackageProvider:InstallPackageProvider) [Install-Pac
kageProvider], Exception
+ FullyQualifiedErrorId : NoMatchFoundForProvider Microsoft.PowerShell.PackageManagement.Cmdlets.InstallPackagePro
vider

PackageManagement\Import-PackageProvider : No match was found for the specified search criteria and provider name
"NuGet'. Try 'Get-PackageProvider -ListAvailable’' to see if the provider exists on the system.
At C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModule.psml:7474 char:21

£ L $null = PackageManagement\Import-PackageProvider -Name $script:Nu
+. B i T
+ CategoryInfo : InvalidData: (NuGet:String) [Import-PackageProvider], Exception 18
+ FullyQualifiedErrorId : NoMatchFoundForCriteria,Microsoft.PowerShell.PackageManagement.Cmdlets.ImportPackageProv

ider




Install-Module -Proxy

PS C:\Users\BruceChen_Adm> Get-PSRepository
ARNING: Unable to find module repositories.
PS C:\Users\BruceChen_Adm> Install-Module DockerProvider -Proxy h Bl = B = B
PackageManagement\Install-Package : No match was found for e specified search criteria and module name
"'DockerProvider’'. Try Get-PSRepository to see all available Negistered module repositories.

At C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1N.0.1\PSModule.psml:1809 char:21

+ ... $null = PackageManagement\Install-Package @PSBou

+ #

+ CategoryInfo : ObjectNotFound: (Microsoft.Power....Ins\allPackage:InstallPackage) [Install-Package], Ex
ception
+ FullyQualifiedErrorId : NoMatchFoundForCriteria,Microsoft.PowerShell.PackageManagement.Cmdlets.InstallPackage

PS C:\Users\BruceChen_Adm> Install-Module -Name PowerShellGet -Force -Proxy http: N ~ 80
PackageManagement\Install-Package : No match was found for the specifikd search criteria and module name
"PowershellGet'. Try Get-PSRepository to see all available registered RNodule repositories.
At C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSM§xdule.psml:1809 char:21
.. $null = PackageManagement\Install-Package @PSBoundParametew
+ BT T T LT e e e T e
+ CategoryInfo : ObjectNotFound: (Microsoft.Power....InstallPackac
ception
+ FullyQualifiedErrorId : NoMatchFoundForCriteria,Microsoft.PowersShell.PackabheManagement.Cmdlets.InstallPackage

T

T

:InstallPackage) [Install-Package], Ex
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Install Offline

Administrator: Ch\Windows\system32iemd.exe - powershell
PS C:\UsersZAdministrator> Invoke-WebRequest -Uri https://get.mirantis.com/install.psl -o install.psl
PS C:\Users\Administrator> Set- Executlonpollcy ecutionPolicy RemoteSigned -Force -Scope Process;
PS C:\Users\Administrator> .\install.psl -DownloadOnly
Downloading Docker zip into C: \Users\Admlnlstrator\Docker zip from: https://repos.mirantis.com/win/static/stable/x86_64/docker-latest.zip - this may take some time

Download of package Docker finished

Downloading Containerd zip into C:\Users\Administrator\Containerd.zip from: https://repos.mirantis.com/win/static/stable/x86 64/containerd-latest.zip - this may take some time
Download of package Containerd finished

PS C:\Users\Administrator> .\install.ps1 -Offline

PS C:\UsersiAdministrator> .%install.psl -Gffline

Installing the containers feature. It is a prerequisite for containers on Windows and requires a reboot.
Using preloaded zip File C:\Users\Administrator\Docker.zip for installing package Docker

Using preloaded zip File C:\Users‘Administrator\Containerd.zip for installing package Containerd
Installed Docker 20.16.8, build 6eed2dc

Installed Containerd 1.4.3

Install/upgrade completed

WARNING: Your machine needs to be rebooted now. Installed packages will not work without reboot.

1 a
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iwr (PowerShell)

= Test From Your Computer

=iwr -Uri https://skilltree.my

= Test From Server Core

=iwr -Uri https://skilltree.my

[
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FASE A B4 S1E

>d
Nl
;

Administrator: CAWindows\systerna2\cmd.exe - powershell
PS C:\Users\skilltree> iwr -Uri https://skilltree.my
iwr @ T 1ter au

1 he response content cannot be parsed bec 5 The ilnternet cXplorer engine 15 nolC avallapble, Oor iAnternet
_ - . . . _ . - - . . .
T ]| e 0= — =t = == I = . i = 4+ by — [Tl = =T == T e e - o — —
txplore & Tirst-launch Contliguratlo 15 not complete. Specity The UseBasicParsi 12 paramete ani again.
) .
- . T
At linme:1 char:1
F IF"'I AT T o -y - T e LN
+ 1 -Url Ntcps: SE1LITree.m
PRI PR P TR R PR PR AR PR PR PR PR PR PR TR
BT e e - - NotImplemen - r
+ CategorylnTo otImplementel :
- - . . ~ _ _ ~
- C - - . b - N e o r s Ll b B .
+ -J--;iJH__T_fj:““'“_j WebCmdletIEDomMNotSupporte InvoKekweDRequesTLOmman

26

[ ]
" SKILLTREE
R BER — https://skilltree.my



.fﬁ Settings

NeD =P
S AT EE

General

Proxies
Configure the proxies used by Docker to pull images.
Daemon

® No proxy
Reset Proxy 3 .
Vanual proxy configuration

Web Server (HTTP):
erver (HTTPS

ass for these hosts and domains: (use commas to separate entries)

@ Cockeris running

, q Docker will restart when applying these settings.
@ Kubemetesis stop pPRIyIng g

[ | 27
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Reids for Windows
- 5 HA

= https://blog.kkbruce.net/2020/02/redis-master-slave-sentinel-for-

windows.html

- Image

= https://hub.docker.com/r/kkbruce/redis

= Source

= https://github.com/kkbruce/RedisSentinelHA

28
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https://blog.kkbruce.net/2020/02/redis-master-slave-sentinel-for-windows.html
https://hub.docker.com/r/kkbruce/redis
https://github.com/kkbruce/RedisSentinelHA

Redis for Windows
- A R=—MEE - X1FE40EX - IZ1E/ -

‘ i @6379 x ®  @6379 \
o
£ Server # Memory 8§ Stats
Redis Version: 4.0.14.2 Used Memory: 1.07G Connected Clients: 53
OS: Windows Used Memory Peak: 1.18G Total Connections: 2046002
Process ID: 1924 Used Memory Lua: 37K Total Commands: 4092342489
T GKILLTREE B
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Linux Containers on Windows

https://github.com/linuxkit/lcow

£ Hyper-V Isolation #%fli2R¥(1T Linux kernel -

ZEER Moby project
#E : https://github.com/moby/moby/issues/33850

https://youtu.be/85nCF558Qok

30
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by - B BEIESMEIRE 2
: ¥ Dockerdf B AKRE

TR - WRIRE Docker RZEESHEHILMHost b - HPE(S
R (AEAHERSE)  EOFE  SRBSEEANHE -

31
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Za

2. process modefE;LRIEN

\

“ https://blog.kkbruce.net/2020/01/docker-process-
isolation-for-carbon.html

PS D:\> docker run --rm mcr.microsoft.com/windows:1903 ping localhost

Pinging ¢3255612¢540 [::1] with 32 bytes of data:
Reply from ::1: time<lms

Reply from ::1: time<lms
Reply from ::1: time<lms
Reply from ::1: time<lms

Ping statistics for ::1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms
PS D:\>
PS D:\> docker run --rm --isolation=process mcr.microsoft.com/windows:1903 ping localhost

T GKILLTREE
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https://blog.kkbruce.net/2019/07/symantec-endpoint-
protection-docker-solution.html

) Traffic Log - Network and Host Exploit Mitigation Logs X

File Edit View Filter Action Help

Date and Time Action Severity Direction Protocol Remote Host Remote MAC Remote... |Local Host Local MAC Local Port |Application A
32019/?]’ 10 |- 03:58:46 Blocked 15 Incoming TCP 172. 00-15-5D-... 459180 172, 00-15-53D-... 1433

@2019/?;’ 10 |4~ 03:58:4¢ Blocked 15 Incoming TCP 172. 00-15-5D-... 45175 172, 00-15-5D-... 1433

a2019f?f 10 [ 03:58:46 Blocked 15 Incoming TCPE 172. 00-15-5D-... 45178 172, 00-15-3D-... 1433

32019/‘71’ 10 [~ 03:58:46 Blocked 15 Incoming TCP 172. 00-15-5D-... 45177 172, 00-15-5D-... 1433

aQDlﬁ/?f 10 [-9F- 03:5B8:46 Blocked 15 Incoming TCP 172. 00-15-5D-... 4517¢ 32.2 00-15-5D-... 443

@2019/7;’ 10 |4~ 03:58:42 Blocked 15 Incoming TCP 172. 00-15-5D-... 45175 172, 00-15-5D-... 1433

@2019/‘71’ 10 |9 03:58:37 Blocked 15 Incoming TCP 17z2. 00-15-5D-... 45174 172, 00-15-3D-... 1433

a2015f?f 10 |- 03:58:32 Blocked 15 Incoming TCP 172. 00-15-5D-... 45173 172, 00-15-5D-... 1433

aQDlﬁ/?f 10 [-9F- 03:58:27 Blocked 15 Incoming TCP 172. 00-15-5D-... 45172 32.2 00-15-5D-... 443

@2019/?;’10 [““F- 03:58:22 Blocked 15 Cutgoing TCP 24-ES-B3-... 445 172, 40-16-7E-... 58467

@2019/7}’ 10 [~ 03:58:07 Blocked 15 Incoming TCP 172. 00-15-5D-... 45170 172, 00-15-5D—... 1433

a2015f?f 10 [ 03:58:07 Blocked 15 Incoming TCP 172. 00-15-5D-... 49165 172, 00-15-5D-... 1433

32019/‘71’ 10 [ 03:58:01 Blocked 15 Incoming TCP 172. 00-15-5D-... 451¢8 172, 00-15-5D-... 1433

32019/7]’ 10 |[9F- 03:58:01 Blocked 15 Incoming TCP 172. 00-15-5D-... 45165 52.7 00-15-5D-... 443

@2019/?;’ 10 |4~ 03:57:56 Blocked 15 Incoming TCP 172. 00-15-5D-... 45167 172, 00-15-5D-... 1433

a2019f?f 10 [ 03:57:51 Blocked 15 Incoming TCPE 172. 00-15-3D-... 451c¢ 172, 00-15-3D-... 1433

32019/‘71’ 10 |9~ 03:57:46 Blocked 15 Incoming TCP 172. 00-15-5D-... 451c4 172, 00-15-5D-... 1433

aQDlﬁ/?f 10 |[-9F- 03:57:46 Blocked 15 Incoming TCP 172. 00-15-5D-... 45163 17z, 00-15-5D-... 1433

32019/'.";’ 10 |- 03:57:46 Blocked 10 Incoming UDP feBd . 94-9n-n9-... £3234 ££0: 33-33-00-... 3702 C:\Windows\,
ﬁ2019f?f 10 [ 03:57:41 Blocked 15 Incoming TCP 172. 00-15-5D-... 45162 172, 00-15-3D-... 1433 1
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. TACTIC & TECHNIQUE DETECT TIME ] USER MAME ASSIGNED... STATUS
Critical Initial Access via E.. @ Dec. 16, 2020 11:53:... DOCKERO3 Unass... New 5%

[root]

SMss.exe

SMSS.6XE

SMS3s.6X¢

wininit.exe

services.exe

svchost.exe

w3wp.exe

SEVERITY ® Critical
OBJECTIVE Gain Access

% TACTIC & TECHNIQUE nitial Access via Exploit Public-Facing Application

Ky Eeta — https:/ TECHNIQUE ID T1190



# A" 2 E)HEFR"

Set-MpPreference -DisableAutoExclusions $true

# PEFRE IS 3K
Set-MpPreference -ExclusionPath "C:\ProgramData\docker", "D:\docker”

# HEFRATIE

Set-MpPreference -ExclusionProcess "MicrosoftDependencyAgent.exe”,
"agentwrap.exe", "HealthService.exe", "MonitoringHost.exe",
"Agent.Listener.exe"”, "AgentService.exe", "docker.exe", "dockerd.exe",
"docker-compose.exe", "containerd.exe" , "Vmms.exe", "Vmwp.exe",
"Vmsp.exe", "Vmcompute.exe"

35
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MRBHEBEHZZERE - oIS DOS
2l Server Core o - DIFEME
RIHEZRIEA -

TR . ILTEREE ER D ZEE R KDL
%1% - BB Docker Volume

o

net use /?

PowerShell
Get-PSDrive
New-PSDrive

Remove-PSDrive

P oKILLTREE
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\\IP\Share

-v \\IP\Share:C.

Network Disk - Hos - Dr ‘0lume
New-PSDrive -Name "T" -, .leSystem -Root "\\IP\\Share"
-Persist
docker run -it --rm -v . "mp

microsoft/windowsser .:180>5 2

[ ] 38
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Server Core 1709 IEMH¥TINSETH SMB Global Mapping
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= https://github.com/moby/moby/issues/37863

u 2@1 8 — 9 = 14 ]:IEE Fl:ﬁ ;: kkbruce commented on 14 Sep 2018 - edited ~

41
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= https://github.com/moby/moby/issues/37863

u 2@1 8 — 9 = 14 j:IEE Fl:ﬁ :r kkbruce commented on 14 Sep 2018 - edited ~

Y

| 2@2@ - 2 - 7 Z_ '?%: éu ﬁ@ % 0 marciogmorales commented on 7 Feb

[
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Next Page

Raft consensus group

Internal distributed state store -

Manager

unt

Manager

A— 4 ¥
< "

J
J

Manager

N
N

Worker Worker Worker Worker

R EER — https://skilltree.my

Worker

Worker Worker

Gossip network

. https://docs.docker.com/engine/swarm/how-swarm-mode-works/nodes/




2014 - We must adopt #microservices to solve all problems
with monoliths

2016 - We must adopt #docker to solve all problems with
microservices

2018 - We must adopt #kubernetes to solve all problems
with docker

What is next?

https://twitter.com/sahrizv/status/1018184792611827712

44

HRFRERT — https://skilltree.my


https://twitter.com/sahrizv/status/1018184792611827712

Service: todo-web

Deployment

ReplicaSet: todo-web !

Pod Pod
N ~gE—
p0000 [0
1 9 Secret

" todo-db-0.todo-db

y Service: todo-db

~ todo-db-1.todo-db

A

StatefulSet: todo-db

~

&
W

Pod © ;
S -
thmeVNM,D nﬂﬂﬂﬂ
Pod 1 2l B
~—Hml
Volume -~ D U‘][H]U

[@QQbConfigMapJLCﬁiﬂ SecretJ

k8s==1E 5 &
TodoList Project

https://twitter.com/EltonSt

oneman/status/1258689915707
174913




Service CDNZE#E

Web: 8080
API:8081

Web:8090
API:8091

Web: 8080
API:8081

Web:8090
API:8091

Web: 8080
API:8081

Web:8090
API:8091

e SKILLTREE
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Proxy Server

« £ Windows 3=1E - NGINX AEEENF IIS MINIE - FRlAZEE NGINX
RARX—BIDZEZEHKE Proxy Server ©

—

Proxy : 80

Server:8080

47

[ ]
" SKILLTREE
R BER — https://skilltree.my



for Windows

= https://hub.docker.com/u/kkbruce

= NGINX

= Redis

= Redis Sentinel

- FEHAAERMENE -
- EH—EBEE - 8 ARE BT

T= 48
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https://hub.docker.com/u/kkbruce

Task Manager

File Options View

Processes | Performance | Users | Details | Services

Antimalware Service Executable 230 31.1 MB
29.3 MB

18.5 MB

PU % : PRIV WORKING SET NET I/0 BLOCK I/O

CONTAINER ID NAME C

612f3fbba6é6d 0.00% 7.23MiB 108kB / 3.11MB 159MB / 17.8MB
7902afd59abf 0.00% 44 . 7MiB 1.58MB / 486kB 29.2MB / 7.88MB
28967d28c160 0.37% 59.99MiB 28.2MB / 112MB 35.8MB / 50.8GB
d6027ae981cf 0.00% 44 .42MiB 1.59MB / 489kB 29.3MB / 8.03MB
€0509640ff8e 0.19% 58.95MiB 27.8MB / 114MB 36.4MB / 50GB
06920a74e018 0.00% 44 .48MiB 1.59MB / 485kB 29.2MB / 7.93MB
10b0a4792c39 0.19% 60.94MiB 28.2MB / 112MB 35.9MB / 51.7GB
cf45e3c6793c 0.00% 59.46MiB 28.1MB / 113MB 35.4MB / 51.4GB
@fel9ce5ffo0 0.00% 44 .57MiB 1.59MB / 484kB 29.3MB / 7.94MB
4abda8371af8 0.00% 44 .54MiB 1.6MB / 491kB 29.3MB / 8.12MB
el7e0@2afc38d 0.00% 59.36MiB 28.3MB / 112MB 35.5MB / 51.4GB
b39de495223a 0.00% 44 .45MiB 1.61MB / 490kB 29.3MB / 8.12MB
bbd55c6f132a 0.18% 59.5MiB 27.9MB / 11eMB 34.6MB / 46.7GB
f8cedd24dcfe 0.00% 43.87MiB 1.61MB / 485kB 29.3MB / 8.1MB
86c86¢cT1lesdf2 0.18% 64.7MiB 28.4MB / 112MB 35.6MB / 49.7GB
7efb21345f63 0.37% 60.5MiB 28.3MB / 108MB 35.8MB / 50.7GB
dde63f16fbl1l 0.00% 44 .43MiB 1.62MB / 491kB 29.4MB / 8.27MB
4cacl1b20©3659 0.18% 59.47MiB 28.4MB / 108MB 41.7MB / 51.2GB
ba3fe596c38e 0.00% 45MiB 1.63MB / 490kB 75.5MB / 7.18MB
48fed4+339932 0.07% 225.9MiB 23.2MB / 23.3MB 13.9MB / 28.7kB



LA Adrinistrator: Windows PowerShell

CONTAINER ID
B9c388c4f3bc
dBSa38c4labc
7989b7763127
bAB24022ccB3
68249baeffs7?

A9bS56ch28765
4cfB8a0055f0e
4eat2edbl1133
e2cf3s5atdact
8Bl6a788dfcc
22195dc8cbilb
PE85T25e7675
82347 a42bBod
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200000 0900000000000 @®®

. 8B%
. Be%
. 8B%
. BB%
. Be%
. Be%
. BB%
. 8B%
. Be%
. 8B%
. BB%
. Be%
. Be%
. BB%
. 8B%
. Be%
. 8B%
. BB%
. Be%
.Be%
. BB%

PRIV WORKING SET
55.27MiB
.54MiB
.83MiB
LA9MiB
L11MiB

161.3MiB
233.6MiB

54.

89MiB

272.2MiB
484 . 7MiB

708

95

44

.B1MiB
85.
49,
.5BMiB
54.
.5OMiB
56.
56.
44,
43,
43,

14MiB
66MiB

95MiB

S1MiB
73MiB
84MiB
A8MiB
42MiB

NET I/0

11.5MB / 123kB
18.3MB / 1.95MB
19.2MB / 3.06MB
28.5MB / B896kE
20.4MB / 214kB
22.5MB / 3.73MB
33.6MB / 36.6MB
28.5MB / 214kB
!

21.5MB 3.84MB
848MB / 373MB
28.5MB / 227kB
21MB / 2.64MB
28.5MB / 3.46MB
861MB / 851MB
286.5MB / 4.72MB
28.5MB /[ 283kB
28.5MB / 811kB
28.5MB / 1.74MB
121MB / 82.1MB
1.72GB [/ 172MB
2.84GB / 2.21GB

BLOCK I/O
49.8MB / 30.6MB
54.5MB / 44.1MB
66.1MB / 45.5MB
85.3MB / 46.1MB
83.7MB / 37.6MB
129MB / 37.4MB
324MB / 47.GMB
87.7MB / 38.4MB
19GMB / 2.82GE
111MB / 16.8MB
234MB / 36.5MB
132MB / 37MB
48.7MB / 17MB
131ME / 37MB
61.9ME / 18.2MB
S4MB / 17.4MB
124MB / 38.1MB
118MB / 35.9MB
49.4MB / 12.7MB
46.4MB / 44.8MB
98.9MB / 2.97GB

Processes | Performance | Users

Mame

v = dockerd

Docker Engine

Details | Services

75%

Hyper-V Host Compute Service

Windows PowerShell (3)

MI Provider Hast

- Task Manager

em interrupts

S

Service Host: Remote Procedur...

50

‘.4

Memao y

42,0 MB

4.6 MB
50.4 MB
9.2 MB
43.1 MB
13.6 MB

0O MB

3.2 MB




B — TR EAdocker for windowsH:2HEBT

hcsshim::ActivatelLayer - falled failed in Win32: The process cannot access the file

because It Is being used by another process. (0x20)
[error=hcsshim::ActivateLayer - failed failed in Win3Z2: The process cannot access the

file because 1t 1s being used by another process. (0x20)
path=C\ProgramData\docker\windowsfilter\ 7 74 1ebfe9fcbcde2dd4b906eal 1e2 11520

98358217bdb/7c/08de81b91a382119]

B ERE & IEEER. ABMIEFN M imaged SEEFTrunitsk
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Edward Kuo 85/11 _FF11:21
Bruce Chen

2020-08-11T03:17:31.7953706Z ERROR: for gas-wi-web failed to register layer: re-

exec error: ext status 1: output: time="2020-08-10T20:17:31-

07:00" level=error msg="hcsshim::lmportlLayer - failed failled in Win32: An attempt was made to create more links on
a file than the file system supports. ((xd76)" emor="hcsshimzlmportLayer - failed failled in Win32: An attempt was mad
e to create more links on a file than the file system supports. (0x476)" importFolderPath="D\\docker\\tmp\\hcs81437
1075" path="\\\\?

W\ dodeer\wwandowshlter\\dab22 Taebd09c03 7909caal1 7b49fbcalocdc1bd 5ed 23cebd8565F1 5b f0cle2b”

2020-08-

11T03:17:31.7955203Z hcsshim:importlayer - failed failed in Win32: An attempt was made to areate more inks on a fi
le than the file system supports. (0x476)

2020-08-11T03:17:31.79565341 failed to register layer: re-exec error: exit status 1: output: time="2020-08-
10T20:17:31-

07:00" level=error msg="hcsshim::ilmportLayer - failed failed in Win32: An attempt was made to create more links on
a file than the file system supports. (0x476)" emmor="hcsshimzlmportLayer - failed failed in Win32: An attempt was mad
e to create more links on a file than the file system supports. (0x476)" importFolderPath="D:\\docker\\tmp\\hcs81437
1075" path="\\\\?

Wh\dodker\wwandowshlter\\dab2Z Faebd09c03 7909caal1 /b49fbcadoodc 1 bd 5ed 23ceb8565F1 5b f0cDe2b”

2020-08-

11T03:17:31.7957878Z hcsshim:importlayer - failled failed in Win32: An attempt was made to areate more links on a fi

Y | ™ m ™ S A~




Bruce Chen 2004

2020-10-19T02:05:55.504 1771 L Docker Host stwgasdocker(3.tw.lkangston.corp
2020-10-19T02:05:55.504 34617 Docker File rT Na\laC\MRPAPNdocker-compose-
debug2004.yml

2020-10-19T02:05:55.5067115Z Docker-compose pull

2020-10-19T02:05:57.64053567 Creating

2020-10-19T02:05:57.6406200Z

2020-10-19T02:06:28.68516897 @[1A& 2K

2020-10-19T02:06:28.68549497

2020-10-19T02:06:28.6856357Z @[1B

2020-10-19T02:06:28.685 75632 ERROR: for —annot start sennice dev-mrp-

apt container 5014fa3934b /58e/18de/bdbb/014a2ebccO3ee138/9839e22f09¢15183a25ch encountered an error dun
ng hcsshim:System=5tart: failure in a Windows system calk The virtual machine or container exated unexpectedly. (Oxc
0370106)

2020-10-19T02:06:28.68589072

2020-10-19T02:06:28.6859975Z ERROR: for dev-mrp-apn Cannot start service dev-mirp-

apt container 5014fa39c34b 7582 718delbdbb /0 14a2ebccO3ee1 3879839222109 15183a25ch encountered an emror dun
ng hcsshim:Systemz5tart: fallure in a Windows system calk The virtual machine or container exated unexpectedly. (Oxc
0370106)

2020-10-19T02:06:28.68611227 Encountered errors while bnnging up the project.

EE#




E A E 8

= https://github.com/microsoft/Windows-Containers/issues/38

% immuzz commented on 25 Jun Author

This is a known issue. It has been fixed in Windows OS5 and backported to Windows Server 2019 (1809 & LT5C), 19H1 and
20H1(2004). This will be part of July 2020 Windows Server update.

- ZH—ERA  EREE
= https://blog.kkbruce.net/2020/05/importlayer-failed-in-win32-
system.html
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CPU for Containers Memory for Containers

All Nodes ' All Nodes
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Mame
Service Host: Host Network...
=] Task Manager

System Center Manageme...
Service Host: Remote Deskt...

temn interrupts

Microseft Monitoring Age...

' Server
[#Z] Client Server Runtime Proc...

Window

Fewer details

HRFRERT — https://skilltree.my

Memory
34 MB
13.4MB
15.5 MB
424 MB
0MB

1B

1.6 MB
10.0 MB
6.3 MB
1B
1.0MB

4.6 MB

Command line

3\ Taskmagr.
ram Files\Microsoft Monitoring Agent\Agent\MonitoringHost, Embedding

host.exe -k termsves -5 TermService

rosoft Monitoring Agent\Agent\HealthService.exe”

-k LocalServiceMetworkRestri

-k netsves -p -5 Winmgmt

s -5 LanmanServer

indows PowerShell
opyright (C) Microsoft Corporation. All rights reserved.

ry the new cross-platform Powershell https://aka.ms/pscoreb

PS D: \compose\1158080> docker-compose.exe up

reating network "iis8080_default"” with the default driver
reating iis8080_iis8080_1 ...

ttaching to iis8080_iis8080_1 .

ttaching to 11s8081_11s8081_1
Gracefully stopping... (press Ctrl+C again to force)
Stopping 1is8081_1iis8081_1 ...

PS D:\compose\iis8081> docker-compose.exe down

Removing iis8081_iis8081_1 ...

network iis8081 default

compose\11sa8081> docker-compose.exe u

reating network "iis8081_default” with the default driver
reating iis8081_1is8081_1 ...

N Administrator: Windows PowerShell

indows PowerShell
opyright (C) Microsoft Corporation. All rights reserved.

ry the new cross-platform Powershell https://aka.ms.or‘eﬁ

PS D: \compose\aspnet9090> docker-compose.exe up

reating network "aspnet9090_default"” with the defau]t driver
reating aspnet9090_aspnet9090_1 ...

Attaching to aspnet9090_aspnet9090_1

58



Server 2004

= https://github.com/microsoft/Windows-Containers/issues/53

= https://blog.kkbruce.net/2020/09/server2004-docker-multi-
nat-hns-cpu-high.html

l mkostersitz commented 11 days ago

This should be resolved in next Windows Server Semi Anual Cycle release.

59

[
" SKILLTREE
HHIHEER — https://skilltree.my


https://github.com/microsoft/Windows-Containers/issues/53
https://blog.kkbruce.net/2020/09/server2004-docker-multi-nat-hns-cpu-high.html

