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Proxy Based Web Application Firewall

API Gateway pattern
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https://www.wappalyzer.com/technologies/reverse-proxies
https://www.wappalyzer.com/technologies/reverse-proxies

Envoy vs. Nginx

Website

Categories

Websites tracked

Pricing
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( Reverse proxies )

Envoy is an open-source edge and service proxy, designed
for cloud-native applications.

( Web servers) ( Reverse proxies )

Nginx is a web server that can also be used as a reverse
proxy, load balancer, mail proxy and HTTP cache.



https://www.wappalyzer.com/compare/envoy-vs-nginx/

Log In - Signup for Free

C . Tools ~ Features ~ Plans Customers Resources ~ Website, Tech, Keywo Looku
DBuittwith p

Home / Trends / Web Servers

Web Server Usage Distribution in the Top 1 Million i, 563 183 Detschions

S |teS of Web Servers in the Top 1 Million Sites. Last
updated 23rd Nov 2021.

Distribution for websites using Web Server technologies

= Apache is currently the most popular technology

in this category.

Top 1m
Other 11% Top 1,000,000 sites by traffic

Varnish 4%
Top 100k 151,339

LiteSpeed 5% Apache 35% Top 100,000 si
Top 10k
fop 10,000 sites by traffic

Entire Internet 125,959,635

& Turkey 246,954

nginx 32% =E United States 31.515.450
™ Germany 2,974,400
Z United Kingdom 2,735,133
m Russia 2,588,932
M China 1,381,621

= Netherlands 1,550,309
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rechempower Wb Framework Benchmarks

: : Round 18 Round 19 Round 20 Motivation & : Source code &
Introduction Previous Rounds 2019-07-09 2020-05-28 2021-02.08 Questions Environment Requirements

In the following tests, we have measured the performance of several web application platforms, full-stack frameworks, and micro-frameworks (collectively, "frameworks”).
For more information, read the introduction, motivation, and latest environment details.

2021-02-08 T-cells that target Lethargic Software Syndrome
Round 20 Give your next development project a shot of performance vaccine, keeping latency low and avoiding the pain of premature architectural complexity. No cold
storage required.
View additional commentary about Round 20 at our blog. Run details and logs | Physical || Cloud |
Showing 243 of 247 frameworks.
Test types Hardware

Composite scores  JSON serialization Single query Multiple queries Cached queries Fortunes Data updates m m Cloud
Plaintext

Best (bar chart) ! Data table Latency Framework overhead

Best plaintext responses per second, Dell R440 Xeon Gold + 10 GbE (439 tests)

pico.v 7,017,566 | 100.0% (99.9%) 0 Mer v Non Non Lin

1 Rea
2 @ aspcore 7,016,966 | 100.0% (99.9%) O Pt C# NE kes Lin Rea
3 W wizzardo-http 7,016,349 | S 100.0% (95.9%) O Mcr Jav Non Non Lin Rea
4 = ulib 7,016,097 | 100.0% (99.9%) Plt C++ Non ULi Lin Rea
5 © ulib-plaintext_fit 7,013,944 | 99.9% (99.9%) 0D Pt C++ Non ULi Lin Rea
6 i gnet 7,010,982 | SR 99.9% (99.8%) 0 Pt Go Non Non Lin Rea



https://www.techempower.com/benchmarks/#section=data-r20&hw=ph&test=plaintext

Web Server (Kestrel) and Reverse Proxy

Fully customizable in C#
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dotnet new web -n {your-project-name}

dotnet add package Yarp.ReverseProxy
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ic IConfiguration Configuration { get; }
iblic Startup(IConfiguration configuration)

Configuration = configuration;

blic void ConfigureServices(IServiceCollection services)

var proxyBuilder = services.AddReverseProxy();

proxyBuilder.LoadFromConfig(Configuration.GetSection(

iblic void Configure(IApplicationBuilder app, IWebHostEnvironment env)

if (env.IsDevelopment())
{
app.UseDeveloperExceptionPagel();

app.UseRouting();

app.UseEndpoints(endpoints =>
{

endpoints.MapReverseProxy();

1}

@MVC Startup.cs

https://mvc.tw

{

"Logging": {

"LogLevel": {
"Default":
"Microsoft": '
"Microsoft.Hosting.Lifetime":

}

}I
"AllowedHosts":
"ReverseProxy": {

"Routes": {

"routel" : {
“"ClusterId":
"Match": {

“"Path":
; o

¥

P

"Clusters": {
“clusterl": {

"Destinations'": {
"destinationl": {
"Address':

appsetting.json




{
"Logging": {
"LogLevel": {
"Default": ’
"Microsoft": '
"Microsoft.Hosting.Lifetime":
}
}l
"AllowedHosts":
"ReverseProxy": {
var builder = WebApplication.CreateBuilder(args); “"Routes": {
builder.Services.AddReverseProxy() "routel" : {

.LoadFromConfig(builder.Configuration.GetSection( - "ClusterId":

var app = builder.Build(); “Match": {

app.MapReverseProxy(); Path":

"Clusters": {
“clusterl": {
"Destinations": {
"destinationl": {
"Address':
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High Availability
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N Policies
"Clusters": {

"clusterl": { c .
"LoadBalancingPolicy": ’ FlPStAlphabetlcal
"Destinations": {

"clusterl/destinationl": {

"Address": Random

¥

"clusterl/destination2":

"Address" PowerOfTwoChoices (default)

RoundRobin

LeastRequests
Customized

ILoadBalancingPolicy
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Session Affinity
Load Balance Policy

Destinations Health Checks
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SPOF: Single Point of Failure

- BRWE - #EG58  BENAREE (wikipedia.org)
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Use Cases
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0 references
public void ConfigureServices(IServiceCollection services)

{
var proxyBuilder = services.AddReverseProxy();
proxyBuilder.LoadFromConfig(Configuration.GetSection("ReverseProxy"));
services.AddTransient<ConnectionMultiplexer>(x =
{
if (connectionMultiplexer = null || !connectionMultiplexer.IsConnected)
{
var connectionString = Configuration.GetValue<string>("RedisConnection");
var connectionOptions = ConfigurationOptions.Parse(connectionString);
connectionOptions.AbortOnConnectFail = false;
connectionMultiplexer = ConnectionMultiplexer.Connect(connectionOptions);
}
return connectionMultiplexer;
9

bt
A 4

0 references
public void Configure(IApplicationBuilder app, IWebHostEnvironment env)

{




return connectionMultiplexer;

i

}

You, 2 nours ago
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0 references
public void Configure(IApplicationBuilder app, IWebHostEnvironment env)
{
if (env.IsDevelopment())
{
app.UseDeveloperExceptionPage();

}

app.UseRouting();
app.UseEndpoints(endpoints =
{

endpoints.MapReverseProxy(proxy =

{
proxy.UseMiddleware<AvoidReentryMiddleware>();

3
D;




"Logging": {
"LogLevel": {
"Default": "Information"”,
"Microsoft": "Warning",
"Microsoft.Hosting.Lifetime": "Information"
}
},
"AllowedHosts": "#"
"ReverseProxy": {
"Routes": {
"routel”: {
"ClusterId": "clusterl",
"Match": {
"Path": "{*xcatch-all}"
| }
}
)
"Clusters": {
"clusterl”: {
"Destinations": {
"clusterl/destinationl": {
"Address": "https://stackoverflow.com/"

}
}
}
}
3
"RedisConnection": "localhost:6379"




public Task Invoke(HttpContext context)

{
var request = context.Request;

if (request.Method #* "POST"
|| !request.Cookies.ContainsKey(SessionKey)
|| request.Headers.ContainsKey("X-Requested-With"))

return _next.Invoke(context);

var redis = context.RequestServices.GetRequiredService<ConnectionMultiplexer>();
var db = redis.GetDatabase();

var key = $"Reentry:{request.Cookies[SessionKey]}";

var previous = db.StringGet(key);

if (!string.IsNullOrEmpty(previous))
{

var previousStatus = JsonSerializer.Deserialize<ExecutionStatus>(previous);
var content = $@"
<html>
<body>
<hL>AIRFERWTF » AHEFER | </hl>
<ul>
<li>Path: {previousStatus.Path}</1i>
<li>Time: {previousStatus.DateTime}</li>
</ul>
<script> setTimeout(function () {{ history.go(-3); }}, 5000); </script>
</body>
</html>";
context.Response.ContentType = "text/html; charset=utf-8";
context.Response.WriteAsync(content);
return Task.CompletedTask;

var status = new ExecutionStatus { Path = request.Path.Value, DateTime = DateTime.UtcNow };
db.StringSet(key, JsonSerializer.Serialize(status));

db.KeyExpire(key, TimeSpan.FromSeconds(38));

return _next.Invoke(context).ContinueWith(t => db.KeyDelete(key));




Use Cases

Realtime Visit Counter
Millisecond-level Scaling
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’
8
"CounterSpecs": [
{
"Name": "“checkout_20s",
"Pattern": "~/checkout/$",
"Seconds": 20
{
“Name": "home_5s",
"Pattern": "~/3",
"Seconds": 5
}

1,
"RedisConnection": "localhost:6379"
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Reverse Proxy setup for a Website
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Resources

* YARP Documentation (microsoft.github.io)

* microsoft/reverse-proxy (github.com)

= YARP: The .NET Reverse proxy - YouTube
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