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https://github.com/robersonliou/ElasticApmNet7
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Application Performance Monitoring(Management)
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https://www.parkplacetechnologies.com/blog/what-is-apm-application-performance-monitoring/
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https://www.parkplacetechnologies.com/blog/what-is-apm-application-performance-monitoring/
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Open Source
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o Reviews

Observability

4.5 Yok Kk 114 Ratings

E elastic /apm  Public % Fork 94  ~ # Starred 305

Android Agent (% In Development)
Go Agent

I0S Agent ( # In Development)
Java Agent

JavaScript RUM Agent

Node.js Agent

PHP Agent

Python Agent

Ruby Agent

.NET Agent

[E]
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Elastic Observability

by Elastic in Application Performmance Monitoring and

pm-agent-android elastic.c
pm-agent-go elastic.c
pm-agent-ios elastic.c
pm-agent-java elastic.c
pm-agent-rum-js elastic.c
pm-agent-nodejs elastic.c
pm-agent-php elastic.c
pm-agent-python elastic.c
pm-agent-ruby elastic.c
pm-agent-dotnet elastic.c



Elasticsearch : EflHTE
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Kibana : UITTB

Fleet Server : ¥ Elastic Agent
Elastic Agent : APM Server - E%& APM ERIAVENT

Elastic APM Agent : APM Client - FiBZE SDK I
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https://www.elastic.co/guide/en/fleet/master/add-a-fleet-server.html

Instrumented services
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https://www.elastic.co/guide/en/apm/guide/master/apm-components.html

Pl trace.id EFEE E2E RS T=

Ruby service Headers Java service Headers

traceparent:]123abc| s v traceparent:{123abc | ==
Elastic APM agent ..others Elastic APM agent ..others

Ruby service Headers Java service Headers

traceparent: S traceparent:j456def] ==
Elastic APM agent ..others OpenTelemetry agent ..others

J

Ruby service Headers Middleware Headers

traceparent:{789ghi
Elastic APM agent ..others _others
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https://www.elastic.co/guide/en/apm/guide/current/apm-distributed-tracing.html
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= () vt Auwoolces  Flestic Clous agen
S e C r‘ e t T O k e n Agent authorization

authentication

A P I K e y Maximum number of APl keys of Agent

Kibana FEESESEE T4 Base6d

B4 A APIKey ID & API Key =8
Settings

-AnroRymous

APM agent keys
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General settings Agent Configuration Agent Keys

Anomaly detection Custom Links Indices

© Creats APM agent key

User v Realm W




=i e A
= Traces

= Spans

Y ( Data Model)

= Transactions

= Errors

= Metric

S
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https://www.elastic.co/guide/en/apm/guide/master/data-model.html
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https://www.elastic.co/guide/en/apm/guide/master/data-model.html

Span : = —EGEN&/)\EU
2E LINQ FBZMHITHE
2B SQL RBAMITHIEE

Transaction : e #EEN=RIEN - oTHEE Span ZHA
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Trace sample 1of 11 > Dl Investigate v
adayago 6,033 ms (100% of trace)  GET https://localhost:7126/example/trace/span/simple m Edge (109.0.1518.78)

Timeline Metadata Logs

Type @ RobersonTestNet6 ® mssql @ local @ http

% HTTP 2xx GET Trace/Simple 6,033 ms

Span1 1,007 ms

Span2 2,010 ms

Span3 3,012 ms
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HBEC span DJBIRFETEN a0 SERE

% HTTP Zxx GET Trace/Simple 3,227 ms JERNETEEETEY I T

Spanl 1,013 ms
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¥ .NET Framework & .NET Core

.NET Core >= 2.1 / .NET Framework >= 4.6.1

KETEELL NET 7 {EBEM/NAA

APM E&

ASP.NET Core :

ASP .NET :
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https://www.nuget.org/packages/Elastic.Apm.NetCoreAll
https://www.nuget.org/packages/Elastic.Apm.AspNetFullFramework
https://www.elastic.co/guide/en/apm/agent/dotnet/current/setup.html

FRIRIEE BN IConfiguration FHIEERE
2R ABRRRIE
FETUAE

P Middleware HIERTE

APM Client EBHFWAFEMA IDiagnosticsSubscriber U5
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https://www.elastic.co/guide/en/apm/agent/dotnet/current/public-api.html

cab
ST
ok
X3
pal

==

= A4 2 ( Configuration )

ServerUrl Elastic Agent #Jil <none>
ServiceName R#Z =T <none>
Environment FERREIVRIE <none>
SecretToken ) <none>
ApiKey Bn78 <none>
Enabled INEE R true
TransactionSampleRate BV EE =R 1.0
FlushInterval APM Event Queue BFIREHA 10s
MaxBatchEventCount EEFKHZRAR Event S 10

https://www.elastic.co/guide/en/apm/agent/dotnet/current/config-all-options-summary.html e

https://mvc.tw


https://www.elastic.co/guide/en/apm/agent/dotnet/current/config-all-options-summary.html
https://www.elastic.co/guide/en/apm/agent/dotnet/current/config-reporter.html#config-server-url
https://www.elastic.co/guide/en/apm/agent/dotnet/current/config-core.html#config-service-name
https://www.elastic.co/guide/en/apm/agent/dotnet/current/config-core.html#config-environment
https://www.elastic.co/guide/en/apm/agent/dotnet/current/config-reporter.html#config-secret-token
https://www.elastic.co/guide/en/apm/agent/dotnet/current/config-reporter.html#config-api-key
https://www.elastic.co/guide/en/apm/agent/dotnet/current/config-core.html#config-enabled
https://www.elastic.co/guide/en/apm/agent/dotnet/current/config-core.html#config-transaction-sample-rate
https://www.elastic.co/guide/en/apm/agent/dotnet/current/config-reporter.html#config-flush-interval
https://www.elastic.co/guide/en/apm/agent/dotnet/current/config-reporter.html#config-max-batch-event-count

"ElasticApm": {
"ServerUrl": "YOUR_ELASTIC APM HOST",
"ServiceName": "YOUR _SERVICE NAME",
"SecretToken": "YOUR_SECRET_TOKEN",
"Environment”: "YOUR_ENVIRONMENT"

builder = WebApplication.CreateBuilder(args);

app = builder.Build();
UseAllElasticApm(app.Configuration);




YA E{EZ2{@ IDiagnosticSubscriber

public static IApplicationBuilder UseAllElasticApm(
this IApplicationBuilder builder,
IConfiguration configuration = null

) => AspNetCore.ApmMiddlewareExtension
.UseElasticApm(builder, configuration,

ADmvc
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new
new
new
new
new
new
new
new
new
new
new
new

HttpDiagnosticsSubscriber(),
EfCoreDiagnosticsSubscriber(),
SgqlClientDiagnosticSubscriber(),
ElasticsearchDiagnosticsSubscriber(),
GrpcClientDiagnosticSubscriber(),
AzureMessagingServiceBusDiagnosticsSubscriber(),
MicrosoftAzureServiceBusDiagnosticsSubscriber(),
AzureBlobStorageDiagnosticsSubscriber(),
AzureQueueStorageDiagnosticsSubscriber(),
AzureFileShareStorageDiagnosticsSubscriber(),
AzureCosmosDbDiagnosticsSubscriber(),
MongoDbDiagnosticsSubscriber());

« 2% ElasticApmMNet?

“ &% Dependencies
4 'E]'“'I'IFII::I'tE
- [B§ NETT7.0
» Bl Aszemblies
Analyzers
“ [5] Packages
“ '@ Elastic.Apm.NetCoreAll/

n.MongoDb/1.19.0
SqlClient/1.19.0




[HttpGet("http")]
public async Task<IActionResult> Http()

{

var client = _factory.CreateClient();

await client.GetAsync("https://google.com");
await client.GetAsync("https://ipinfo.io");
await client.GetAsync("https://networkcalc.com/api/ip/192.168.1.1/24");

return Ok(new

{
1)

} RobersonTestNet7 @ http

Message = "http client tracing sample”

% HTTP 2xx GET Trace/Http 1313 ms

ADmvc
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= service.name

=trace.id

= transaction. id

- OJ%B Log ENES
= Serilog

= NLog

- e
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https://www.elastic.co/guide/en/apm/agent/dotnet/1.8/log-correlation.html
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https://www.elastic.co/guide/en/apm/agent/dotnet/1.8/serilog.html
https://www.elastic.co/guide/en/apm/agent/dotnet/1.8/nlog.html
https://www.elastic.co/guide/en/apm/agent/dotnet/1.8/log-correlation.html

& - Serilog
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 Elastic.Apm.SerilogEnricher

» Serilog.Sinks.Elasticsearch

 Elastic.CommonSchema.Serilog

» Serilog.AspNetCore

« 7£ WebApplicationBulder PE&EREE

https://www.elastic.co/guide/en/apm/agent/dotnet/1.8/serilog.html
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https://www.nuget.org/packages/Elastic.Apm.SerilogEnricher
https://www.nuget.org/packages/Serilog.Sinks.Elasticsearch
https://www.nuget.org/packages/Elastic.CommonSchema.Serilog
https://www.nuget.org/packages/Serilog.AspNetCore
https://www.elastic.co/guide/en/apm/agent/dotnet/1.8/serilog.html

var formatter = new EcsTextFormatter(new EcsTextFormatterConfiguration()
.MapCustom( (ecsDoc, log) =>
{
ecsDoc.Service = new Service { Name = "ELASTIC_SERVICE_NAME" };
return ecsDoc;

}))s

builder.Host.UseSerilog((context, services, config) =>
config
.Enrich.WithElasticApmCorrelationInfo()
.WriteTo.Elasticsearch(new ElasticsearchSinkOptions(
new Uri("ELASTIC SERVER_URL"))
{
IndexFormat = "ELASTIC_INDEX_ FORMAT",
CustomFormatter = formatter,
ModifyConnectionSettings = x => X
.ApiKeyAuthentication("ELASTIC APIKEY ID", "ELASTIC APIKEY")
.ConnectionLimit(-1)

}

)

.WriteTo.Console(formatter)



https://www.elastic.co/guide/en/apm/agent/dotnet/1.8/serilog.html

[HttpGet("logger")]
public async Task<IActionResult> Logger()

{

_logger.Information("log info in trace...");
_logger.Warning("log warning in trace...");

_logger.Error("log error in trace...");

return Ok(new

{
})s

Message = "Trace & Logger"




Timeline Metadata Logs

Type @ RobersonTestNet7

Timeline Metadata

Timestamp Service Name Message

Showing entries from Feb 10, 15:58:35

RobersonTestNet7 [Information] log info in trace...
RobersonTestNet7 [Warning] log warning in trace...
RobersonTestNet7 [Error] log error in trace...

tw] " \/e
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https://www.elastic.co/guide/en/apm/agent/dotnet/1.8/log-correlation.html

Message

[Information] Request finished HTTR/2 GET https://localhost:7285/swagger/v1/swagger.json - - - 288 - application/json;ch
arset=utf-8 182.9544ms

[Information] Request starting HTTP/2 GET https://localhost:7285/example/trace/logger - -

[Information] Executing endpoint ' "ElasticApmNet7.Controllers.TraceController.Logger (ElasticApmNet7)'

[Information] Route matched with "{action = ‘"Logger\", controller = \"Trace\"}". Executing controller action with signa
ture "System.Threading.Tasks.Task 1[Microsoft.AspNetCore . Mvc.IActionResult] Logger()” on controller "ElasticApmNet7.Cont
rollers.TraceController” ("ElasticApmNet7/").

[Information] Executing action method "ElasticApmNet7.Controllers.TraceController.lLogger (ElasticApmNet7)" - Validation
state: Valid

[Information] log info in trace...
[Warning] log warning in trace...

[Error] log error in trace...

[Information] Executed action method "ElasticApmNet7.Controllers.TraceController.lLogger (ElasticApmNet7)", returned resu
1t "Microsoft.AspNetCore.Mvc.0OkObjectResult” in 22.998ms.

[Information] Executing "OkObjectResult”, writing value of type '"<=f__AnonymousType® 1[[System.String, System.Private.C
oreLib, Version=7.8.8.8, Culture=neutral, PublicKeyToken=7cec85d7bea7798e]]"".

[Information] Executed action "ElasticApmNet?7.Controllers.TraceController.Logger (ElasticApmNet7)” in 93.874ms
[Information] Executed endpoint '"ElasticApmNet7.Controllers.TraceController.lLogger (ElasticApmNet7)"'

[Information] Request finished HTTP/2 GET https://localhost:7285/example/trace/logger - - - 288 - application/json;+char
set=utT-8 184.28606ms

tw] " \/e
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FH%2 LoglLevel

builder.Host.UseSerilog((context, services, config) =>
config

.MinimumLevel.Override("Microsoft", LogEventLevel.Warning)

.MinimumLevel.Override("Microsoft.AspNetCore", LogEventLevel.Warning)
.Enrich.WithElasticApmCorrelationInfo()

Message
Information] log info in trace...

Warning] log warning in trace...

Information] log info in trace...

Warning] log warning in trace...

[
[
[Error] log error in trace...
[
[
[

Error] log error in trace...
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https://andrewlock.net/using-serilog-aspnetcore-in-asp-net-core-3-reducing-log-verbosity/

B E (data filter)

Bk

i 22 /7 I,

tw] " \/e

https://mvc.tw

F2TLE - SanitizeFieldNames #ZHEE

VAN

700N

Kibana : Agent configuration

Environment variable name IConfiguration key

SANITIZE_FIELD_MAMES ElasticApm:SanitizeFieldNames

Sanitize field names

metimes it is necessary to sanitize, i.e., remove,
ata sent to Elastic APM. This config accepts a
list of wildcard patterns of field names which should be

SN
o

0
sensitive dat

sanitized. These apply to HTTP headers (including
cookies) and application/x-www-form-urlencoded
ata (POST form fields). The query string and the
ptured request body (such as application/json
will not get sanitized.

Default: password, passwd, pwd, secret, #*key, *tokenx,
*session*, *credit*, *card*, authorization, set-cookie

sanitize_field_names



https://www.elastic.co/guide/en/apm/agent/dotnet/1.x/config-core.html#config-sanitize-field-names
https://www.elastic.co/guide/en/apm/agent/dotnet/1.x/config-core.html#config-sanitize-field-names
https://www.elastic.co/guide/en/apm/guide/current/apm-data-security.html

Operations




Elatic Cloud

FiE .  BHERSE (30 XEEFH)
—EEHE  oJBERE

Self Hosting

FamETEEEEE (B &RE - AR)
HRINEEEHEEIRE (ex: Alert / Service Map)
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B R SRR & 7

Traces : 10 KX

Metrics : 99K

Errors : 10 KX

Rollover

30 K

50 GB

tw] " \/e
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Data stream

traces-apm

traces-apm.ru

metrics-apm.internal

metrics-apm.app

Rollover after

30 days / 50 GB

30 days / 50 GB

30 days / 50 GB

30 days / 50 GB

30 days / 50 GB

Delete after

10 days

90 days

90 days

90 days

10 days




22 APM B9 ILM ( Index Lifecycle Management )
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&% Management

Ingest
Ingest Pipelines

Logstash Pipelines

Data

Index Management
Snapshot and Restore
Rollup Jobs

Transforms
Cross-Cluster Replication

Remote Clusters

Alerts and Insights
Rules

Cases

Connectors
Reporting

Machine Learning

Watcher

Security

Index Lifecycle Policies

Manage your indices as they age. Attach a policy to automate when and how to

transition an index through its lifecycle.

Linked index templates

logs-apm.app_logs-default_policy Managed

logs-apm.error_logs-default_policy Managed

metrics-apm.app_metrics-default_policy Managed

metrics-apm.internal_metrics-default_policy Managed

traces-apm.rum_traces-default_policy Managed

traces-apm.sampled_traces-default_policy Managed

traces-apm.traces-default_policy Managed

Include mana

Linked indices

Modified date

Jan 25,

Jan 25, 2

Jan 25, 2




ZIHTE Elasticsearch o

Index pattern : <type>-<dataset>-<namespace>

Traces: traces-apm-<namespace>
Errors: <namespace>

Metrics: metrics-apm.*-<namespace>

ADmvc
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EBEAmEZEmEK - 2BlERL M space
abc
def

M EZERREB DK APM ERl?
B APM B AR space

B TE filtered alias
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O£ Elastic Agent Policy %

BRL  BRIEL(E

a

%0 : Elastic Agent EscieEE—EmBERXER

Elastic Cloud agent policy (3

(i)

222222222

escription

eeeeeeeeeeeeeeee
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2. i%E filtered alias

- Alias 1Bt filter /A
- —HEERMRAIE RS TE
= Traces / Metrics / Errors
- RIS R T BB ET
= {space}-{application}

“abc-myweb-1

POST / aliases?pretty

{
"actions": [
{
"add": {
"index": "traces-apm*",
"alias": "{space}-traces-apm",
"filter": {
"wildcard": {
"service.name": {
"value": "{space}-*"
}
}
}
}
}
]
}

GET traces-apm*/ alias

https://www.elastic.co/guide/en/kibana/master/apm-spaces.html

https //mvc. tw
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https://www.elastic.co/guide/en/kibana/master/apm-spaces.html

POST / aliases?pretty POST / aliases?pretty
{ {
"actions": [ "actions": [
{ {
"add": { "add": {
"index": "traces-apm*", "index": "traces-apm*",
"alias": "abc-traces-apm", "alias": "def-traces-apm",
"filter": { "filter": {

"wildcard": { "wildcard": {
"service.name": { "service.name": {
"value": "abc-*" "value": "def-*"



https://www.elastic.co/guide/en/kibana/master/apm-spaces.html

5{E space AXEM APM EIE

g filtered alias EFRA L=

Indices
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= EBc0imE APM KI5 |ER

BILT read / view index metadata #PE

Indices Privileges

abc-*-apm X x read X view_index_metadata X

Grant access to specific fields

Grant read privileges to specific documents

@ Add index privilege

tw] " \/e
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= Elasticsearch
= Kibana
= Fleet-server

= Metricbeat

- /077 Elastic Agent !
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https://github.com/elastic/apm-server/blob/main/docker-compose.yml

...
elastic-agent:
image: docker.elastic.co/beats/elastic-agent:8.7.0-9091f3a86-SNAPSHOT
environment:
FLEET ENROLLMENT TOKEN: "paste token after fleet init"
FLEET _ENROLL: 1
FLEET _URL: "https://fleet-server:8220"
FLEET _INSECURE: "true"
KIBANA FLEET SETUP: "false"
ports:
- 8200:8200
depends_on:
fleet-server:
condition: service healthy

AOmvce
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https://github.com/robersonliou/apm-server

Azure VM

Taiwan — Dollar (NTS) TWD v

Standard B2ms -

Showing 89 applicable virtual machi

2 Core, 8G

16 GIiB NT$3.3102."’H‘HH NT$2.4283,'|WHH‘ NT$17058'\n

Ubuntu 20.04 Ksaings  ~48% savigs

Ports

5601 / 9200 / 8200

tw] " \/e
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1. M=, apm-sever
git clone https://github.com/elastic/apm-server.git

2. cd & docker compose up

cd apm-server
docker compose up

. BAKIEI Elastic Agent

. 8% Elastic Agent Henrollment token

. 18X docker-compose elastic-agent BY FLEET ENROLLMENT TOKEN £

. ER{ elastic-agent
docker compose up --force-recreate elastic-agent
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https://training.onedoggo.com/tech-sharing/uncle-joe-teach-es-elastc-observability
https://speakerdeck.com/marcustung/zai-bu-shi-yong-apm-jiu-ba-bi-q-liao
https://www.elastic.co/guide/en/apm/guide/8.6/index.html
https://www.elastic.co/guide/en/apm/agent/dotnet/current/intro.html
https://www.elastic.co/guide/en/fleet/current/fleet-overview.html
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