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Obligatory Background Slide

Founder Member of Google's Project Zero
10+ Years of Windows Security Research
Logical vulnerability specialist

Chromium Windows Sandbox Owner
“Attacking Network Protocols” Author
@tiraniddo on Twitter.
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What I'm Going to Talk About

{ Kernel Services } { Device Drivers }

System Services .
{ } User Applications ]

Prevent EoP

>andboxed &===)
Prevent RCE
@A Process
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Sandboxing Requirement #1

e Easyto getin, hard to get out

http://upload.wikimedia.org/wikipedia/commons/d/d9/GravityPotential.jpg
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Sandboxing Requirement #2

e Protects the user’'s data from disclosure

[

International Security Conference

https://openclipart.org/detail/190821/cles-de-serrure---lock-keys-by-enolynn-190821
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Sandboxing Requirement #3

e Work within the limits of the OS

nullcon Goa 2019

International Security Conference
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Sandboxing Requirement 1

e Sandboxed application is usable

nullcon

http://pixabay.com/p-305189/

i

L

Goa 2019

International Security Conference

7



https://nullcon.net the neXt security thing!

Resource Security Descriptor

Advanced Security Settings for Locallow - =

Marme: Ch\Users\user\ AppData'\Locallow

Owner of Owner: SYSTEM (@) Change

Secu red Integrity level:  Low Mandatory Level

Resource Permissions Auditing Effective Access
For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Mandatory Integrlty Permission entries:
Label Type Principal Access Inherited from Applies to
52 Allow  SYSTEM Full contrel Ch\Usershuser) This folder, subfolders and files
S Allow  Administrators (WIN-32RITCK..  Full control ChUsershuser, This folder, subfolders and files
H H 2 Allow  user (WIN-32RI1CK43EL\user) Full control Ch\Usersh\user, This folder, subfolders and files
Discretionary -
Access Control List

Add

Disable inheritance

[ Replace all child ebject permission entries with inheritable permission entries from this object

0K Cancel

nullcon
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Access Tokens

€ chrome.exe:2716 Properties = =
Image Performance Performance Graph GPU Graph
Threads TCP/TP Security Environment Strings

User:
jisH

WIN-32RI1CK49EL \user
5-1-5-21-3711643508-3202222375-1035956703-100 1

. Session: 1 Logon Session:  4d6alb
U ser SeC u r|ty virtualized: Mo Protected: Mo
|dentifier Grop ” Fags :

BUILTINAdministrators Deny
BUILTIMUsers Mandataony
COMSOLE LOGOM Mandataory
/-' Everyone Mandatary
LOCAL Mandatany
G rou ps Logon SI1D (5-1-5-5-0-5071873) Mandataory

Mandatory Label'Medium Mandatory Level  Integrity
NT AUTHORITY Autherticated Users Mandatany b
Group SID: nfa

= Frivilege Flags
Mandatory = A °
SeChangeMNotifyPrivilege Default Enabled
SelncreaseWorkingSetPrivilege  Disabled
Lab e I SeShutdownPrivilege Dizabled
SeTimedonePrivilege Disabled
SelndockPriviege Disabled
Privileges
Permissions
oK Cancel
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Access Check

Desired Access: IL Check

§ NULLCON

e.g. Read and Write

Owner

4><Grant Access>

International Security Conference

nullcon

\ 4

( Deny Access )
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nullcon

Sandbox Access Check

Desired Access: IL Check
e.g. Read and Write

Sandbox Token

Owner
Check

\ 4

4><Grant Access ( Deny Access )

Goa 2019
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Typical User-Mode Approach

AT
4 A N

Resources

Broker Process / Files,
- - Registry etc.
_ IPC Services v, \T/

I
/
/

Low-Privilege

/
Access//

7/

4 )
Sandboxed -7
Process
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The Windows Sandbox Paradox

hitp://nulicon net the neXt securty thing! hitp://nulicon.nat the neXt security thing! nlu

Kernel Attack Surface Crash!

e S RS S e DR OO S A :
~300 Syscalls ~400 Syscalls || ~1000 Win32k e e —

http://nulicon net the neXt security thing! B http-//nuliconnet the neXt security thing!

— Opening a Device Name |IE EPM Escape / Audio Server

System Privilege

\Device\Harddiskl\SomeName

/ Native NT Path \ Audio Service

\Device\Harddisk1l \SomeName User's Registry

Low Privilege

Device Path Device U_-.

Namespace Path

Create File " i
Audio Service creates key which instead
Handl
— IE Sandbox Process follows symbolic link
Harddisk Driver

google.com/p/google-security-research/issues/detail?id=99

nullcon International Security Conference Goa 2015 nullcon International Security Conference
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Welcome to
2019
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Introducing Windows 10

5

Recycle Bin
Settings

ne i Home About

Microsoft

Edge | | Your PC is monitored and protected.

System Virus & Threat Protection
Firewall & MNetwork Protection
3 Display Device performance & Health

App & browser control
d1) Sound
Account protection

Motifications & actions Device security

. See details in Windows Security
Focus assist

Power & sleep

Device specifications
Storage

Device name demo
L2 SITTLE Processor ntel(R) Core(TM) i7-3770 CPU @
3.40 GHz
Multitasking Installed RAM  4.00 GB
Device ID A09-4EB4-910B-99A22D973828

Projecting to this PC
R Product ID 00330-80100-49664-AA055

: %:44 AM
O Type here to search i e 10/24/2018 =

nullcon International Security Conference 15 Goa 2019
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You're Going to Update

§ NULLCON

= Settings — X
® Home Windows Update
| You're up to date
Last checked: Today, 09:01
Update & Security
Check for updates
I < Windows Update

Change active hours
- . .
1 Delivery Optimization VY RS RS
¥ Windows Security Advanced options
7  Backup See what's new

Your device recently got the latest update with new features and important security
Z? Troubleshoot improvements.

Explore new features
O Recovery
© Activation

Looking for info on the latest updates?
A Find my device

Learn more

nullcon International Security Conference 16 Goa 2019
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Time to Release is Shorter

c

kel

&

()

>

o

X

)

c

o

e

(72

> I

@ L

(@]

NT3.1 | NT3.51 NT4.0 2000 XP XP SP2 Vista 7 8 8.1 10(1507) 10(1511) 10 (1607) 10 (1703) 10(1709) 10 (1803) 10 (1809)
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Microsoft Edge

é

B & | 8 Microsoft Edge Tips X |—|- v

O M £ https://microsoftedgetips.microsoft.com/en-gh/ Y

@ This site uses cookies for analytics, personalized content and ads. By continuing to browse this site, you agree to this use.

NEW

g:&ucrom.glg::ss M I C rO SOft E d g e Tl p S Learn more v

/

\

) ©
Here's what's new!

Quickly get to stuff Stop videos from playing
automatically

nullcon International Security Conference 18
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App
Container

Features
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AC Device Attack Surface

:BOOLEAN TIopDoFullTraverseCheck (PDEVICE_OBJECT Device,

| PSECURITY _SUBJECT_CONTEXT SubjectSecurityContext) {
: 1f (Device->Characteristics &

: (FILE_DEVICE_ALLOW_APPCONTAINER TRAVERSAL |

| FILE_DEVICE_SECURE_OPEN)

: == FILE_DEVICE_ALLOW APPCONTAINER TRAVERSAL) {
| return FALSE;
|
|
|
|
|
|
|
|
|

1 If AC Traversal flag in device then allow

BOOLEAN IsAppContainer;
SeIsAppContainerOrIdentifylLevelContext(SubjectSecurityContext,
&IsAppContainer);
return IsAppContainer; Only allow if not AC.

L% Windows PowerShell — ] X

) Get-NtFi1le \Device\Afd\Endpoint
PS C: \> $f Characteristics
AllowAppContainerTraversal
PS C:\> $f = Get-NtFile \Device\Beep
PS C:\> $f.Characteristics

SecureoOpen
PS C:\>

nullcon International Security Conference 20 Goa 2019
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Generic AC Capabilities

8 MicrosoftEdge.exe:12396 - O X
Main Details Groups Privileges App Container Default Dacl Misc  Operations Security
Package Name: Imicrosoft microsoftedge_8wekyb3d8bbwe |
Package SID: 5-1-15-2-3624051433-2125758914-1423191267-174 leed ca abl | ItIeS
_ P ,
App Container Number:
Name Flags ~ IntrOduced In
APPLICATION PACKAGE AUTHORITY\Software and hardware certificates or a smart card Enabled .
APPLICATION PACKAGE AUTHORITY\Your home or work networks Enabled W| N d (O AVAVAS 8
APPLICATION PACKAGE AUTHORITYVYour Internet connection Enabled
APPLICATION PACKAGE AUTHORITY\Your pictures library Enabled
APPLICATION PACKAGE AUTHORITY\Your Windows credentials Enabled
NAMED CAPABILITIES\Cellular Data Enabled
NAMED CAPABILITIES\Child Web Content Enabled
NAMED CAPABILITIES\Confirm App Close Enabled
NAMED CAPABILITIES\Cortana Settings Enabled
NAMED CAPABILITIES\Enterprise Cloud S S O Enabled
NAMED CAPABILITIES\Enterprise Data Policy Enabled . e .
NAMED CAPABILITIES\Extended Execution Background Audio Enabled G p b |
NAMED CAPABILITIES\Extended Execution Unconstrained Enabled e n e rl C Ca a I Itl eS )
NAMED CAPABILITIES\Feature Staging Info Enabled) _ = d d -
NAMED CAPABILITIES\Graphics Capture Enabled] I ntro U Ce I n
NAMED CAPABILITIES\Hevc Playback Enabled .
NAMED CAPABILITIESID CAP_CAMERA Enabled W| n d OWS 1 O
NAMED CAPABILITIES\ID_CAP_LOCATION Enabled
NAMED CAPABILITIES\ID_CAP_MICROPHONE Enabled
NAMED CAPABILITIES\Live Id Service Enabled
NAMED CAPABILITIES\Location Enabled
NAMED CAPABILITIES\Lpac App Experience Enabled
NAMED CAPABILITIES\L pac Clipboard Enabled] v
nullcon International Security Conference 21 Goa 2019
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Capability String to SID

o e e e o e e e e e e M M e e M R M M R e M M M R e R M M M M e e M M M M e e e e e

MyFantasticCapability

\ 4

myfantasticcapability

\ 4

SHA256

A\ 4

S-1-15-3-%d-%d-%d-%d-. ..

nullcon International Security Conference

Arbitrary name

Lower Case

Hash Unicode
String

Set RIDs to 32 bit
Hash Values
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All Application Packages

abc Properties

General Sharing Security  Previous Versions Customize

Object name:  Ciabc

Gl’DUp Oor user names: Hard COd ed Group

EﬁHL!HHHﬁﬁﬁﬂﬂﬂﬂﬁﬁﬂlllllllllle\\~ :
5% Authenticated Users CheCk If a.n App

5% SYSTEM .
52 Administratars (onwtAdministrators) v CO n tal n e r
£ >

To change permissions, click Edit.

Permissions for ALL BOOLEAN SepMatchPagkcge(PTOKEN Token, PSID Sid) {
N

APPLICATION PACKAGES

e // ALL_APPLICATION| PACKAGES is S-1-15-2-1
Modify if ( Sid->SubAuthority[0] ==

Read & execute && Sid->SubAuthorityCount == 2 ) {
I if (Sid->SubAuthority[1] == 1)

Wiite return TRUE;

v honeag e oredaneed) -} else {

return RtlEqualSid(Token->Package, Sid);
}

OK }

nullcon International Security Conference
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Low Privilege App Container

BOOLEAN SepMatchPackage(PTOKEN Token, PSID Sid) {

if ( Sid->SubAuthority[0] == 2 &&
Sid->SubAuthorityCount == 2 ) {
if (Sid->SubAuthority[1l] == 1 &&

KAGES is S-1-15-2-2

|

|

|

|

|

|
SepCanTokenMatchAllPackageSid(Token)) |
|

// ALL_RESTRICTED APPLICATION :
|

|

|

I
I
I
I
I
I
I
: return TRUE;
I
I
I
I
I
I
I
I
I

if (Sid->SubAuthority[1] == 2)
return TRUE;
} else {
return R| BOOLEAN SepCanTokenMatchAllPackageSid(PTOKEN Token) {
} int Policy;
L} AuthzBasepQuerySecurityAttributeAndValues(
_______ L"WIN://NOALLAPPPKG", &Policy)
return Policy == 0;
}
nullcon International Security Conference 24 Goa 2019
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Child App Containers

~
o
Main Details Groups Privieges App Container Default Dacl Misc

Package Name: microsoft. microsoftedge_8wekyb3d8bbwe

Package SID: 7-1740899205-1073925389-3782572162-737981194

App Container Number: |4

Operations  Secunty

O MicrosoftEdgeCP.exe:196 - User onyx\tyranid - Tokenld ...
Main Details Groups Privieges App Container Default Dacl Misc

Package Name:

Package SID:

App Container

Name
APPLICATION PACKAGE AUTHORITY\Software and hardware certifi

Writable

APPLICATION PACKAGE AUTHORITYVYour home or work networks
APPLICATION PACKAGE AUTHORITY\Your Internet connection
APPLICATION PACKAGE AUTHORITY\Your pictures library
APPLICATION PACKAGE AUTHORITY\Your Windows credentials
NAMED CAPABILITIES\Cellular Data

NAMED CAPABILITIES\Child Web Content

NAMED CAPABILITIES\Confirm App Close

NAMED CAPABILITIES\Cortana Settings

NAMED CAPABILITIES\Enterprise Cloud S S O

NAMED CAPABILITIES\Enterprise Data Policy

NAMED CAPABILITIES\Extended Execution Background Audio
NAMED CAPABILITIES\Extended Execution Unconstrained

APPLICATION PA GE AUTHORITY\Your Internet connection
NAMED CAPABILITIES\Child Web Content

NAMED CAPABILITIES\Graphics Capture

NAMED CAPABILITIES\ID_CAP_CAMERA

NAMED CAPABILITIES\ID_CAP_LOCATION

NAMED CAPABILITIESVID_CAP_MICROPHONE

NAMED CAPABILITIES\Lpac App Experience

NAMED CAPABILITIES\Lpac Clipboard

NAMED CAPABILITIES\Lpac Com

NAMED CAPABILITIES\Lpac Cryplo Services

NAMED CAPABILITIES\Lpac Enterprise Policy Change Notifications
NAMED CAPABILITIES\Lpac Identity Services

NAMED CAPABILITIES\Feature Staging Info
NAMED CAPABILITIES\Graphics Capture

ac Instrumentation
Read-Only

NAMED CAPABILITIES\Heve Playback

NAMED CAPABILITIESID_CAP_CAMERA
NAMED CAPABILITIESUD_CAP_LOCATION
NAMED CAPABILITIESUD_CAP_MICROPHONE
NAMED CAPABILITIES\Live Id Service

AMAMEN MADARINITIECQUH Annti;cn

<

S-1-15-2-

nullcon

ac Media
WAL CAFADTLTITCSTRac Payments
NAMED CAPABILITIES\Lpac Pn P Notifications
NAMED CAPABILITIES\Lpac Printing
NAMED CAPABILITIES\Lpac Services Management
NAMED CAPABILITIES\Lpac Session Management

MAMEN MADARI ITIECQH mnans Wik Dintfarm

<

Operations  Security

microsoft microsoftedge_8wekyb3d8bbwe/002

3513710562-3729412521-1863153555-1462103995

]

AUTHORITY\Software and hardware certificates or a smart card

X

S-1-15-2-

International Security Conference
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Mitigations

nullcon International Security Conference 26 Goa 2019
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History of Symbolic Links

Windows 2000 - Feb 17 2000
NTFS Mount Points and
Directory Junctions

Windows Vista - Nov 30 2006
NTFS Symbolic Links

CERlTlFIéD FOR
Windows
Vista™

Windows NT 3.1 - July 27 1993

Object Manager Symbolic Links
Registry Key Symbolic Links

L

nullcon
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History of Symbolic Links

Windows 2000 - Feb 17 2000
NTFS Mount Points and
Directory Junctions

Banned in Sandboxes

r© Windows 10 - Jun 29 2015

Windows Vista - Nov 30 2006
NTFS Symbolic Links

CER.TIF;ED FOR
Windows
Vista™

Windows NT 3.1 - July 27 1993

Object Manager Symbolic Links
Registry Key Symbolic Links

nullcon

International Security Conference 28 Goa 2019
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RtllsSandboxedToken

e Introduced in Windows 10 but backported
to Windows 7/

BOOLEAN RtlIsSandboxedToken() {
SECURITY SUBJECT_CONTEXT SecurityContext;

SeCaptureSubjectContext(&SecurityContext);

|
|

|

|

|

|

I return !SeAccessCheck(

: SeMediumDaclSd, A\ Must pass
I SubjectSecurityContext,

| .

|

|

|

security
} ’ check

nullcon International Security Conference 29 Goa 2019
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Registry Key Symbolic Links

NTSTATUS CmpCheckCreateAccess(...) { Hard
BOOLEAN AccessGranted = SeAccessCheck(...);
if (AccessGranted &&
CreateOptions & REG_OPTION_ CREATE LINK &&
RtlIsSandboxedToken()) {
return STATUS_ ACCESS DENIED;

Ban!

NTSTATUS CmSetValueKey(...) {
if(Type == REG LINK &&
RtlEqualUnicodeString (& CmSymbolicLinkValueName,
ValueName, TRUE) &&
RtlIsSandboxedToken())
return STATUS ACCESS DENIED;

nullcon International Security Conference {0) Goa 2019
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Blocking NTFS Mount Points

NTSTATUS IopXxxControlFile(...) {
if (ControlCode == FSCTL_SET_REPARSE_POINT &&
RtlIsSandboxedToken()) {
if (buffer.ReparseTag == I0 REPARSE TAG MOUNT POINT) {
InitializeObjectAttributes(&0bjAttr, buffer.PathBuffer);
status = ZwOpenFile(&FileHandle, FILE GENERIC WRITE,
&0bjAttr, ..., FILE _DIRECTORY_FILE);
if (status < 9)
return status;
// Contlnue.

}

}

Checks target is a directory
and writable

nullcon International Security Conference 31
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Bypassing the Mitigation

Issue 486: Windows: Sandboxed Mount Reparse Point G5 Code  prey 70f23 Next
Creation Mitigation Bypass Back to list
Reported by forshaw@google.com, Jul 22 2015

Windows: Sandboxed Mount Reparse Point Creation Mitigation Bypass
Platform: Windows 10 (build 10240), earlier versions do not have the functionality
Class: Security Feature Bypass

Summary:
A mitigation added to Windows 10 to prevent NTFS Mount Reparse Points being created at integrity levels below

medium can be bypassed.

Description:

Windows 10 has added some new mitigations to block the creation or change the behaviour of certain symbolic links
when issued by a low integrity/sandboxed process. The presumed aim to to make it harder to abuse these types of
tricks to break out of a sandbox.

https://bugs.chromium.org/p/project-zero/issues/detail?id=486

Goa 2019

International Security Conference 32
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Bypassing the Mitigation

Issue 486: Windows: Sandboxed Mount Reparse Point G5 Code  prey 70f23 Next
Creation Mitigation Bypass Back to list

Reported by forshaw@google.com, Jul 22 2015

Windows: Sandboxed Mount Reparse Point Creation Mitigation Bypass
Platform: Windows 10 (build 10240), earlier versions do not have the functionality

!
class NTSTATUS NtSetInformationProcess(...) {
Sumnj //

A miti

mediy case ProcessDeviceMap:

— HANDLE hDir = *(HANDLE*)Data;

if (RtITsSandboxedToken())
Windd return STATUS_ACCESS_DENIED;
when . ect, hDir);

tricks
//

nullcon International Security Conference 33 Goa 2019
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Use Hardlinks

Issue 531: Windows: Creating Hardlinks GO Code 10of 4
Doesn't Require Write Permissions to the Back to list
Target

Reported by forshaw@google.com, Sep 14 2015

Microsoft requested | removed information from a public presentation that you can create NTFS
hardlinks without needing write permissions on the target file. Their view is they want to fix this, at the
least to prevent its abuse in sandboxed applications so a case has been set up to track the issue. It's

still under the normal 90 day SLA.

This bug is subject to a 90 day disclosure deadline. If 90 days elapse
without a broadly available patch, then the bug report will automatically
become visible to the public.

https://bugs.chromium.org/p/project-zero/issues/detail ?id=531

34 Goa 2019
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Use Hardlinks

Issue 531: Windows: Creating Hardlinks GO Code 10of 4
Doesn't Require Write Permissions to the Back to list
Target

Reported by forshaw@google.com, Sep 14 2015

Microsoft requested | removed information from a public presentation that you can create NTFS
hardlinks without needing write permissions on the target file. Their view is they want to fix this, at the

S{ NTSTATUS NtSetInformationFile(...) {
st case FilelLinkInformation:
- ACCESS_MASK RequiredAccess = 0;
w if(RtlIsSandboxedToken()) {
ol RequiredAccess |= FILE_WRITE_ATTRIBUTES;
}
ObReferenceObjectByHandle(FileHandle, RequiredAccess);
}

35 Goa 2019
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Setting an Mitigation Policy

SetProcessMitigationPolicy function

Sets the mitigation policy for the calling process.

Syntax

C++

Policy Type
BOOL WINAPI SetProcessMitigationPolicy( /
_In_ PROCESS_MITIGATION_POLICY MitigationPolicy,
_In_ PVOID lpBuffer,

_In_ SIZE T dwLength \

)3 Accompanying Data

nullcon International Security Conference 36 Goa 2019
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Available Policies

Policy Supported Win8.1 Update 2 Supported Win10 TH2
ProcessDEPPolicy Yes Yes
ProcessASLRPolicy Yes Yes
ProcessDynamicCodePolicy Yes Yes
ProcessStrictHandleCheckPolicy Yes Yes
ProcessSystemCallDisablePolicy Yes Yes
ProcessMitigationOptionsMask Invalid Invalid
ProcessExtensionPointDisablePolicy Yes Yes
ProcessControlFlowGuardPolicy Invalid Invalid
ProcessSignaturePolicy Yes* Yes
ProcessFontDisablePolicy Yes
ProcessimagelLoadPolicy Yes

* Not supported through SetProcessMitigationPolicy

nullcon International Security Conference 37 Goa 2019
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Kernel Attack Surface

~400 Syscalls  |gp| ~1000 WIN32K

-

View Edit Help

1337

eaee 0000 obee 0000 BOBD ©B0E 0DBD Boee
63 32

@aee eeed8 BBeee @lel esll 188l
a

Mod A M5 M+

B

C
D
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~400 Syscalls

-

.

View Edit Help
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WIN32K System Call Filter

~400 Syscalls  |gp|  ~50 WIN32K

—

n.""‘

nullcon International Security Conference Goa 2019
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Font Disable Policy

struct PROCESS _MITIGATION FONT_DISABLE POLICY
{

DWORD DisableNonSystemFonts : 1;
DWORD AuditNonSystemFontLoading : 1;
DWORD ReservedFlags : 5

}s

Disable fonts loaded from memory or outside
of %WINDIR%\Fonts

nullcon International Security Conference 41 Goa 2019
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Bypassable Mitigation

Issue 779: Windows: Custom Font Disable GO Code (prev 2of?2
Policy Bypass Back to list

Reported by forshaw@google.com, Mar 24 2016

Windows: Custom Font Disable Policy Bypass
Platform: Windows 10 Only
Class: Security Feature Bypass

Summary:

It's possible to bypass the ProcessFontDisablePolicy check in win32k to load a custom font from an
arbitrary file on disk even in a sandbox. This might be used as part of a chain to elevate privileges. If
anything this is really a useful demonstration that you probably really want to shutdown the object

manager directory shadowing as part of the sandbox mitigations, even if you don'’t fix the explicit
bypass.

https://bugs.chromium.org/p/project-zero/issues/detail?id=779

nullcon International Security Conference
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nullcon

User Mode Font Driver

i fontdrvhost.exe (19432) Properties — O X

General Statistics Performance Threads Token Modules Memory Environment Handles GPU  Disk and Network Comment

File
E Usermode Font Driver Host
(Verified) Microsoft Windows

Version: 6.3.17763.1

Image File Name:
‘ C:\Windows\System32\fontdrvhost.exe ‘

Process
Command Line: ‘ "fontdrvhost.exe" ‘

Current Directory: | C:\WINDOWS\System32\ |

Started: ‘ 21 hours and 19 minutes ago (12:14:31 AM 2/25/2019) |

PEB Address: \ Oxc17e839000 |

Parent: ‘ winlogon.exe (14820) | s
DEP: ‘ Enabled, Permanent |
Protection: None ASLR: Bottom up randomization, Force relocate images, High entropy, Disallow stripped in

Process Type:  64-bit Permissions

Close

International Security Conference 43
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Bugs Bugs Bugs

Issue 468: Windows: User Mode Font Driver G5 Code 1 of 2
Thread Permissions EoP Back to list

Reported by forshaw@google.com, Jun 30 2015

Next»

Windows: User Mode Font Driver Thread Permissions EoP
Platform: Windows 10 Build 10130
Class: Elevation of Privilege

Summary:

The host process for the UMFD runs as a normal user but with a heavily restrictive process DACL. It’'s
possible execute arbitrary code within the context of the process because it's possible to access the
processes threads leading to local EoP.

Description:

NOTE: This was tested on the latest available build on Windows 10. | don’t know if the final version will
change the functionality to fix this vulnerability.

https://bugs.chromium.org/p/project-zero/issues/detail ?id=468

nullcon International Security Conference
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Process Mitigations Inheritance

e No policies can be disabled once set in-
Process.

e However only a small subset of
mitigations are inherited

Policy Inherited

Dynamic Code

System Call Disable

Signature

Font Disable

Image Load Yes
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Migrate to a New Process

@ D it

Sandbox —— @j
Process ~/
\& y
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Restrict With Job Objects

Exceeds Job

Process Limit W
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Restrict With Job Objects
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Inside NtCreateUserProcess

DWORD ChildProcessPolicyFlag = // From process attribute.
BOOLEAN ChildProcessAllowed = TokenObject->TokenFlags &
CHILD PROCESS RESTRICTED;

if ('ChildProcessAllowed) {

if ('ChildProcessPolicyFlag & Block process with

Token flag.
PROCESS CREATION CHILD PROCESS OVERRIDE)

| | 'Se81nglePr1v1legeCheck(SechPr1v1lege))
return STATUS ACCESS DENIED;

I
l
I
l
I
l
I
l
I
l
) :
I
l
I
l
I
l
I
l
I
l

SepDuplicateToken (TokenObject, ..., &NewTokenObject);
if (ChildProcessPolicyFlag &
PROCESS CREATION CHILD PROCESS RESTRICTED) Set the flag on new
NewTokenObject->TokenFlags |= CHILD PROCESS TRESTRICTED;
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Effective Mitigation

8 A
WMI Service
Win32_Process:.Create
= Y
4 )
Sandbox Mg

Process \
ECN
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Except When It's Not!

Issue 1544: Windows: Child Process Restriction GD Code (prev 790f94 Nexts
Mitigation Bypass Back to list
Reported by forshaw@google.com, Mar 4 2018 ik it

Windows: Child Process Restriction Mitigation Bypass
Platform: Windows 10 1709 (not tested other versions)
Class: Security Feature Bypass

Summary:

It's possible to bypass the child process restriction mitigation policy by impersonating the anonymous token leading to
a security feature bypass.

Description:

Windows 10 has a mitigation policy to restrict a process creating new child processes. | believe the main rationale is to
prevent escaping some of the other mitigations which are not inherited across to new child processes as well as bugs
which can only be exploiting from a fresh process. The policy is enforced as a flag in the token rather than on the
process which allows the restriction to be passed across process boundaries during impersonation, which would also
kill abusing WMI Win32_ Process and similar.

https://bugs.chromium.org/p/project-zero/issues/detail?id=1544
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Sharing Sections

§ NULLCON

I .
I \BaseNamedObjects\ABC -
b e - Section Object Sectinity
Descriptor
Kernel Mode
User Mode / \
Main Sandbox
Process Process
Handle with Handle with
FILE_MAP_WRITE |[__DuplicateHandle > FILE_MAP_READ
Access Access
bo666 7055 7a53 cec5 0d95 2301 c7ba b666 7055 7a53 cec5 0d95 2301 c7ba
46eb 7d89 2f22 3315 49b4 2afb a3ec 46eb 7d89 2f22 3315 49b4 2afb a3ec
4590 9c9d 9726 41df 8c64 b282 51c6b 4590 9¢c9d 9726 41df 8c64 b282 51cb6
T7fbc 6079 9eaf cbaa 9127 ddac 184f T7fbc 6079 9eaf cbaa 9127 ddac 184f
Writable Mapped Memory Read-Only Mapped Memory
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§ NULLCON

b666 7055 7a53 cec5 0d95 2301 c7ba
46eb 7d89 2f22 3315 49b4 2afb a3ec
4590 9c9d 9726 41df 8c64 b282 51c6
Tfbc 6079 9eaf c6aa 9127 ddac 184f

Writable Mapped Memory

ke e e e e - Section Object

Kernel Mode

User Mode / \

Main Sandbox
Process Process
Handle with Handle with
FILE_ MAP_WRITE |[[ DuplicateHandle > FILE_MAP_READ
Access Access

b666 7055 7a53 cec5 0d95 2301 cT7ba
46eb 7d89 2f22 3315 49b4 2afb a3ec
4590 9c9d 9726 41df 8c64 b282 51c6
Tfbc 6079 9eaf c6aa 9127 ddac 184f

Read-Only Mapped Memory
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Sharing Sections

§ NULLCON

b e Section Object

Kernel Mode

User Mode / \

Main Sandbox

Process Process

Handle with Handle with
FILE_MAP_WRITE |[__ DuplicateHandle > FILE_MAP_WRITE
Access Access

bo66 7055 7a53 cec5 0d95 2301 c7ba b666 7055 7a53 cec5 0d95 2301 c7ba
46eb 7d89 2f22 3315 49p4 2afb a3ec 46eb 7d89 2f22 3315 49p4 2afb a3ec
4590 9¢c9d 9726 41df 8c64 b282 51c6 4590 9¢c9d 9726 41df 8c64 b282 51c6
T7fbc 6079 9eaf cbaa 9127 ddac 184f T7fbc 6079 9eaf cbaa 9127 ddac 184f

Writable Mapped Memory

Writable Mapped Memory
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Name No Longer Needed

No Name - No SD

N Windows PowerShell

:\> $s = New-NtSection -Si1ze 10000
:\> $s.Name

:\> $s.SecurityDescriptor.Dacl

:\> $s = New-NtSection -Si1ze 10000
-SecurityDescriptor

:\> $s.Name

:\> $s.SecurityDescriptor.Dacl
User Mask

AlTowed Everyone 000FO001F

Specify SD
to Create
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DEMOS

All of the Above
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Hyper-V Everywhere

e Windows Defender Application Guard
e Windows Sandbox (coming soon!)

Microsoft
Hyper-v
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PICO Process Available

| &) root@onyx: ~ — [l

BITS 64
%define SYS execve 59

start:

mov rax, SYS_execve

Load the executable path
lea rdi, [rel _exec_path]
Load the executable path
lea rsi, [rel _argument]

; Build argument array on stack = { _exec_path, _argument, NULL }
execve.asm 1,1
#include <stdio.h>

#include <stdlib.h>

#include <unistd.h>
#include <string.h>
#include <sys/socket.h>
#include <sys/un.h>

int main(int argc, char** argv) {
struct sockaddr_un addr = {};
int sock = -1;

afunix.c

"afunix.c" 36L, 712C
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Conclusions

e Introduction of Windows 10 Had Effect on

Sandboxes

o Edge gave Microsoft an excuse to innovate

o Fast release cycle meant new mitigations could ship
sooner

e Still plenty of things I'd like to see
o Better system call filtering, NTOS as well as WIN32K
o Improvements to Eliminate long standing warmup
problems.
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Thanks for Listening
Questions?




