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AR EFA L EEFRETE > TMRIZHK A © Izufalcon
AP kIR R B  CiEEREEN (by RBRAHR)

# % S5 © Star/fork GitHub & & & 3% Pull Request

KIEHA AR =Y X @R UG AT
oA B R, £ FIREIFR B H FZE L4 Nor

C 12z mfEEMN
v 0.2

Apg (FE GRS HelloWorld) HAE EMGRHA2 » §AREZRGFXNERR
XPL Hello World XHEM IRBEAFTESHATIRPOHYTIL —BEBHA
CEZRFITAIRGMNAEY » BAFEORE » FWTZTEBEMG £ o

AL

e MEAAR : http://www.tinylab.org/open-c-book
o RS E : hitps://github.com/tinyclub/open-c-book
o L% 1% : http://tinylab.gitbooks.io/cbook

EEHFAURNGFELE A5 ©

ZR
vA Debian/Ubuntu # %] :

sudo apt-get install retext git nodejs npm

sudo apt-get install calibre fonts-arphic-gbsn@0lp
sudo npm install gitbook-cli -g

sudo rm /usr/local/bin/gitbook

B B B B P

sudo sh -c 'echo "nodejs /usr/local/lib/node_modules/gitbook-c
1i/bin/gitbook.js \$@" > /usr/local/bin/gitbook"

$ sudo chmod +x /usr/local/bin/gitbook

$ gitbook install

T 3


http://tinylab.org/hello-tinylab/#section-2
http://www.tinylab.org/open-c-book/
http://tinylab.org
https://github.com/tinyclub/open-c-book
http://weibo.com/tinylaborg
http://blog.linux.org.tw/~jserv/archives/001844.html
http://www.tinylab.org/open-c-book
https://github.com/tinyclub/open-c-book
http://tinylab.gitbooks.io/cbook

$ git clone https://github.com/tinyclub/open-c-book.git
$ cd open-c-book/

e

$ gitbook build // %#ERM R
$ gitbook pdf // HAER pdf

2 54

KRG B TR » e A AEATE N > FH 8 & wuzhangjin at gmail dot com 34
B 345 B #48 X Pull Request °

hR AR
A4 RA @ WK A o R AfE B1E 5% CC BY NC ND 4.0 ©
K IERA

o IRtk 1E



http://creativecommons.org/licenses/by-nc-nd/4.0/
http://weibo.com/tinylaborg
http://weibo.com/tinylaborg
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# 2 RQIFR 4 44

o Shell % #2 ot
o AR Linux %212 & (eLinux.org ¥ LHR)
e Linux M4 A% (Linux Documentation/ # SUhR)


http://weidian.com/?userid=335178200
http://weidian.com/?userid=335178200
http://tinylab.gitbooks.io/shellbook/
http://tinylab.gitbooks.io/elinux/
http://tinylab.gitbooks.io/linux-doc/
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o JLIK
o 1T

e 2
F

#2007 FAXAEAGHE] Shell i HFEZAARERBETHILE o

E%E (Shell %A2700]) Lty (HA423845) —F > AT 2B THERG KA
Fhk o ERFALIRGET S ELF B XG5 ~ BROGAGRGEFHATT 2@
WM G RBATRARMR > LEMET Shell AR XFEHAR - FIABT A
DI CREFAD o NFALT e REGARRITT 58 R mIEILR A I—
N T o

2008 F3 A 18 » ZH ZRENFII > MT T4

F|AHK o XT"Linux TCREZFAIR"YGY—ANMEARLEEHLHZTRT
INEBZ A — B R B AEL TR AL —MA LA 5EREANEHME A R
B “Shell %42 764 Z 2t A24R4E7 %ﬁ —F B RAITHAZG G K $%%
F BB R RTAR o FTAREIFIF I et B Rk FF R e AAELA
WRRARXELHRFF R IR #BRRE —DEAG TR £RXEEL CE
TREFCCEZRFEZIRE RAE - RiF~LHh 8 HITHARI—
#HA MBBRARAFR? E AT HATIUHEMATIAE » AT exec A » 42

FRERBHARTALGT AT EHAGRE MR EGEG%R 2 AL R
WATIE o An A B BRAZEG AL » BB ZRAE ESAES » FEF T ARG KT AE
# T (exit) o

BB LR LR EBZATLFE s TUNTATER € RL3 A
THAFENRS i o Zm P TEXANF I GHEMNE T T ARG,

A"k 5 A o


http://oss.lzu.edu.cn
http://tinylab.gitbooks.io/shellbook
http://tinylab.gitbooks.io/shellbook/content/zh/chapters/01-chapter7.html

Example

ivhello.c ¥
=include <stdio.h=

Intmaintint argz, char farge)

€
printFich ella marldy ey
reburn 0;

¥

File hello e
sectlon rodata
co:

.string “hells, warld:
tex)
_global man
trpe main functlon
main:
leal 4i%esp), “ea
andl §-16, Yem

p OxC0000000 4

EMVITONTE M
arguments

L

h

Stack[Local variable,

Return addresses,

paramters of funcs]
Heaplmalloc]

BSS[Local uninitilized
data]

Initilized Gloahl Data

Esecutable Instrudtiong

000000000

AR

=1 "hello.c'

=1 "abullt-ins'
=1"«commandlinex"
=1 "hello.c

=1 "usinclude/stdio.h"1 3 4

ELF Header

Program Header Table

Secion/Segment 1

Section/Segment 2

Secton/Segment 3

cat J’proca’-ﬂpid:-fmagiéi

tree jproc/=pid= i |

ps aux
pstree
top
bgffg
killtrap

Section Header Table

Tool

Shell Command Line

Syntas | H
< Check

f

Com pile —3ERROR |

st hellte Edit i Vim, Emacs, gedit, kedit

cat helloE  preprocessing | goc € hello.c > hello.E
; OR cpp hello.c -o hello.E

i gee -5 hello,c  Assemble Programming

t cat hello.s

{ireadelf-ahelloo
“olijdump -d hello.
tinrh hello
§§sl2e hello

dt\ssimble
i gce -chello.c OR gas -o hello.ohello.s

gece -o hello hello.o OR Id -5 -o hello helloqi

i gdb ./hello (should compile with - goptlon)
i fhelle

i —->search_hinary_handler--=| oad__el f_hinary:
Dynamic Link i-->load elf interp() '
Scheduling

L exitl) > _exit)

Exit —— ERROR

System Lib--= SystemCall --= Kernel func

C Language Programming Procedure in Linux

BAT%AE S K2 220 Blog 9 XE %> RIKSHA T :

o RARAG 4 H 1L

3 VIM ﬁ%ﬁiﬁﬁﬂ%% BR)

D H VIM % 8 ARAS g — 355

o T A : 2008-2-22

(A2 AT

(GCC #%hixwy #

— 35
;%h

o ﬁLﬁ'ﬁfi .
o ¥ HEE : 2008-2-15

[ ]
[ ]
o
o
o
[ ]
o (A2
o
o H—
o H=
[ ]

(A2 o2t
o #AZFA @ WML RAZM XM LA

&)

%11‘1\9& PFRAIE S R~ DR~ SR

(TR 2k 38 A Y i)
CiC % Ao ik 32 )

( ®#eta : 2008-2-22)
( @ # et la : 2008-2-22)

SRR
PV

ST A— AR A2

#) A A% )

HAR BRI S
2 (% REERENFA
(82t

G

AP

Pl NG RN 2T ?
1)

ARG A G AERL) (EFEE 0 2008-6-1)

AARAE)
AR

o F#HEFIA : 2008-2-21

! User Space:
{ program

Kemel Space:

| process

( @ #eta : 2008-2-13)


http://www.tinylab.org/make-vim-source-code-editor/
http://www.tinylab.org/behind-the-gcc-compiler/
http://www.tinylab.org/program-execution-the-moment/
http://www.tinylab.org/process-memory-image/
http://www.tinylab.org/process-and-basic-operation/

o (HBFFTHZNmMT)
o FHAHEIEIAL ¢ RIX puts/printf 89 Hik 2 E ?
o ¥ ¥EfE : 2008-2-26

o (ITEE L LR THATELFSTH)
o ELF #/% : W RIE"# A B — & — &3 ELF U » ARG —AT47 ¥
Hello World # 45 5 % ELF =T #47 U4
o ZAFEFIH : 2008-2-23

o (RAMRK ~ MG RAL L)
o BEFARIE : ABEETD? AL FRER ? KGR & F LT MK ?
6 LRI SR RS 2 A R e AR D AR AL AR T A R R 2
o FHEH :2008-2-29

iEY

F BB A Linux RGO EFHLE > Linux f= Ci2 2 AIRFMMEM S » 48 X4
FBEIR & RT3 o > BTAR G THR] e %5 2| T8 > LA W BEGF X AW E
o MERRE S0 o

TR EFAR ~ BANEANFD  FFRTRIA B 67 XIFL %Y > Fad st
44| TinyLab.org F & & 24 69 B4R » BB E X R AT AR o

Ao BEREGY £ FRAL N E SE T o AR & T

e MEAAR : http://www.tinylab.org/open-c-book/
o R & E : https://github.com/tinyclub/open-c-book.git

RBPRFIEEABRFORE s EELGIMXTTHES - RITFRZEF R -
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http://www.tinylab.org/details-of-a-dynamic-symlink/
http://www.tinylab.org/as-an-executable-file-to-slim-down/
http://www.tinylab.org/testing-debugging-and-optimization-of-code-summary/
http://tinylab.org
http://tinylab.org
https://github.com/tinyclub/open-c-book
http://www.tinylab.org/open-c-book/
https://github.com/tinyclub/open-c-book
http://www.tinylab.org/about/
http://weibo.com/tinylaborg

1e Vim 473 s R AR R 4 &

o Wl
o HHIRME
o) /ﬁﬂ‘iﬁ‘
o Y LA
o A LI
o BH/XH
o AR
o %ﬂﬂ#‘"ﬁ indent 44
o JA Vim @& 3x i R AT % A5 WA
o AKX/
o Ja1C
o S IH

P ARIRY > RRBYGRBIERAT FAEX > BRMNE-LTHRE ~
T4~ ?Hﬁﬁ B TR o dof] & 2 — 15 RAF 89 RARAD » X AR EF £ — W R4
B TR > B F R LA R R RAT 0 RS SR o

Linux TAR SR EGBRFRELRL > GfEF LI RRE Z o — L& R KLIRE
(IDE) ##te9% 48 T B » arf 69K AAVEA Vim ## Emacs » /& & 89 R &AAVE N A
Eclipse * Kdevelop * Anjuta % » X £ £ %&/4 Vim 9 A K& Afe i B o

¥ A4

Wit Vim #AT L AREG — A A2 6048 © THGITA ~ R RE ~ XH/EE
BB EIEIBEATAE - BBRCANE - ERAE > T OFELF ~ A~ Bk
HERAEAE o

ZAREwTH :



ST AVIM file_name

v
FTIFICH

i TFEVVELECTRLHV ¢ 1 T EH/a/A /0% F & nsert it
T o i R g » maes

#f TESCEHECTRL+C
VR, IEEHERER, oW, ?ﬁ"?’E%:l HHATFE/B B0

ARG EDSF, EEEDHETH 0 T
CtEZ ORI AR, TR ANMEE T ] Asgmap € s » G
LUMTSRAE R, Wb, ST RG0L, B :

F, EAESBTOCERA, &SESET
AT EH T B ThAET L e S
. ATNERR T TFHER . LIE
&SRB HLER TR, 1

T8 LA EEHAF

371 LA

B AT I vim L BP AT A — A U A Vim 8RR K -

=)

AR T AR B GAERX (BTFEHF ) RHEAEX (BTFE
a/A/i/1/0/0/s/S/c/C ¥ 3 # Insert4&) -

BT o Vim 2 LA AR R Vim 98864 MMEZA B FH EER
(ETFE /) TALH (BTFE yy ) ~BW BTFE pp ) ~ MK (&
TFEE d F) KBk (s ) FEMSBEE-

L% T a/A/i/1/0/0/s/S/c/C FFFE > Vim AT s 3 55 5t 5 4 & 0 #h1F
(Wb # A HARB AL E > MR ERFF) » REHAFEAER - #AFEAELR
B LB iR ESC 42X H & CTRL+C REE|HmIEFHEKX o

LERBEXTHATS @ BETH#ANGHIEX > BLCTUALZR—%E L0 R
8 0 thho s ATOE N Rk X IR Ak 0 AT Shell 04 (3T 1+ 44) %o

2

EIRE o B AIEARE XTG4 28 AR R R X 0 —FF o MR F R AL
CMAA» THFFEEK  BR -~ BF o

FRERINGT > wREBHERRNZETFF v/vV HAL CTRL+V ° T ARz
BRI #MESPTERRZ — DR AT TR -

Y 4 U



AT U LB BP T A R AL K, » R T AR AT & A R B RAF - 383 ~ B4 >
MR~ BT - AP AMILREZOEXZ TR B L E & - B L@ 6946 A
R AR -

&G LH

EERIWMEWHRI LN > AP LS w MERGZFHRFEORNE > wRA
BH RARARAE > TTRAR U o ﬁv%hﬂ- Vim % # B0 R AR T AL > A4
ExET w 2R ERTRALHSL » b EFRE w 4B EEZRE G
z o

=33 B

RABIF BT E&’A%EWvﬁﬁTﬁA?ﬁ q °WwRALHAEHTT
W HEARE AL Vim 2RT o R TIBREAGREFNE > ABLT ?}*—F
FH q %EEY\}‘EF&L'—/\EVX? | EHESRAERE ARERLYAR

PN
LE%‘% RIGZE Vim GG AN €& VimY BERFHHaegdE o » )ﬂﬁ'

A
deBRAFRAEEANTR  FEARMNTALCAHR P REHGE o
2338 A A RXAE T T A Vim VAR KA B 45 Mt 47 R AR 69 Y5 48 o

%A R A% 5 indent 44

%ﬁ*T%ﬂﬂ%owiﬂ%ﬁﬁ AL BGAFR A A" (AR » AR

s A ARBEER L)  FFSEOERT > AR EE TR &
wﬁ&m% TEITE o BP IR B AT RS R AS o de Bk A AE1E 0 ARSE R ARAD Bk
RE > A RAG AT — 2k o B RAEE (R RRAARAR) F—TEIK > I
RBEANARZERERERY” (S —REZAELEIEAR) 98K AEEMNE
BE &M E L E SR o /£ Linux T 2 BEIRITH4T " RAEH KR %45 K A% ~ GNU
b9 % A% R A& ~ Linux MAZ 8 a0 RAs (AT KR &> it & 8 MER) F - il
TXAE indent FAKRAL RO BASH AL -kr ° -gnu ° -kr -
i8 o T@/ETM indent 44X XA mk L &6 = 4% KA o



EHAAL A R RAEF A 2B AR s R

$ cat > test.c
/* test.c -- a test program for using indent */
#include<stdio.h>

int main(int argc, char *argv[])
{

int i=0;

if (1 '= 0) {i++; }

else {i--; };
for(1i=0;i<5;i++)j++;
printf("i=%d, j=%d\n",1,7j);

return 0,

}

XA KR A& FE5% 7T :

$ indent -kr test.c

$ cat test.c

/* test.c -- a test program for using indent */
#include<stdio.h>

int main(int argc, char *argv[])
{

int i = 0;

if (1 '=0) {

i++;

} else {

i--;
Iy
for (1 = 0; 1 < 5; 1i++)

J++;
printf("i=%d, j=%d\n", i, 3j);
return 0;



ZH GNU RA& » Bt Rde KR B9 RAE » &3 if 28038k TR 4T » 331 %
LT s €

$ indent -gnu test.c

$ cat test.c

/* test.c -- a test program for using indent */
#include<stdio.h>

int
main (int argc, char *argv[])

{
int i = 0;
if (1 '= 0)

i++

7

for (i

0, i < 5; i++)

j++;
printf ("i=%d, j=%d\n", i, j);
return 0;

SR E indent FAFMIESREEL L FE LT RBIEE » MAIN—F4
MBRFTHLELE L ORNE £ B R RER T KR RFHG R o

FRAR B HST 0 Linux 09 % B RAS 36 38 ST A R AZ RS T B9
Documentation/CodingStyle » ##8 & 44 # scripts/Lindent e

F Vim 4435 mx, RAT % 25 R A%

MR = P T A R AL RS B AR T > 2 2 b fd kR RAF 69 S A5 RAS R ? B F 4
Do BFENBARAE » — WL o FERXERY > wREA—ATFHRESR > IR
AR o fa Vim REE TR S B RAVR AR RITF R I R eghae » XEMAIE
By B X ARAE o IE D FFABILA R S


https://git.kernel.org/cgit/linux/kernel/git/torvalds/linux.git/plain/Documentation/CodingStyle
https://git.kernel.org/cgit/linux/kernel/git/torvalds/linux.git/plain/scripts/Lindent

Vim 44 3K

:syntax on B A (7))

:syntax off EE A (58)

:set cindent CiEzas%#t (THEA set cin )
:set sw=8 AR RE (FE set cin £AHA)
:set ts=8 % E TAB &

:set number T TAT5

:set nonumber e TTT

:setsm #5 8tk

Z A At R e B REETHEM > TUAL ERECINALHREF ~/.vimrc XH
(Vim BB &£ mBRINMNIHLRGAR) P2 4o

$ cat ~/.vimrc
:set number
:set sw=8

:set ts=8

:set sm

:set cin
:syntax on

N ]
FEANAGITUNETE

o 3B H FHWAT
o EHRBENT » Ti@d ggap T4 EHE BT (FTFHMETHA
T AT set textwidth=A4% &)

1
o WABXNTMALF TN EFERINIE EAT » T 2474 AR A vim +%
T XHL FIAAE T EE o

o ECEZMEA html
o WAKX T Tohtml ¢4 Tie CEZMEN html L4 » 44 syntax



on ° T ZAREIFGM T e REE A E e

E R I AXAD 3R
o BB TAMN (HBREXNTRFE v Tk k) » Atz —
FARA > RBAL SN T4 s#ru//#g XX R AR
RIEF AARRRE— R R RE o
b3 B R WEAE X AR R Insert A2 X B 50 4 # 69 9 A4
o WAKXTH set paste THEREH AR CHBHGNRLE A 2% H
54

B J5 7 AT set nopaste RE B LM o

%A Vim 53 4
o A TALZFI Vim 4 > TR set nocp BUHGERRAL Vit

52 o

b

ERBBEANTEL
o WREIME EWL T4 BEEMNEG FHE > TEFSEXTA
%s#old_variable#new_variable#g &A% # - B#H YN EZETEL L
AT F 3509 F 5L o RAE I T Fabc" 230 R "xyz" LA &
de"abed" 4 1% B e A "xyzd", W T A BB AR T LT %s#\

<old_variable\>#new_variable#g °

o

Fet 2t Fo TAB AEAR 4 A 4
o X ELE expandtab ° BF set et ° WRBEUAHE KA F 8
Y% 2t Fo TAB 42AR B 4247 » T retab ©

XHEF A FH AL
o MAN—INFHIE T CTRL+P HHE CTRL+N BP¥ o rbdw et A
prin > AJE#% T CTRL+P/N ®ETWAFLAT °

EREBENTEA T H
o T KAFTALE X /NKE > BT shift+k HTVLEE man » RAM o

o EHALMATMA g/rg/d > ATd g wARY RE LR THALR
EAT @ d WA EMATM R EE o AABRALT LTI » 42N

%sHA\N#HY TG AJEHT A ABRATIF R AT ARBRA F o XK > Lo
RER G NEATHBA — AT g/M\n$/d A %s#A\n$##g ©

2 5 1% A AR L L 5] A



o EFEAN M —LAMIEH > tbde ctags , cscope F o T AR ZH R
R~ TR AR o 4P| AT G R A o

/

o HI FiLE
o £/ ctags & cscope B ZKEB|EAAREE 0 XBEHB|RALE 5 T
#%T CTRL+T °

X P45 AR 2] cscope * A TR AL ETAEM EBAE ~/.vimrc
XHFiEE map FAEME L— LT X 0 B4

if has("cscope")
set csprg=/usr/bin/cscope
set csto=0
set cst
set nocsverb
" add any database in current directory
if filereadable("cscope.out")
cs add cscope.out
" else add database pointed to by environment
elseif $CSCOPE_DB != ""
cs add $CSCOPE_DB
endif
set csverb

:map \ :cs find g <C-R>=expand("<cword>")<CR><CR>
:map s :cs find s <C-R>=expand("<cword>")<CR><CR>
:map t :cs find t <C-R>=expand("<cword>")<CR><CR>
:map ¢ :cs find c <C-R>=expand('"<cword>")<CR><CR>
:map C :cs find d <C-R>=expand('"<cword>")<CR><CR>
:map f :cs find f <C-R>=expand("<cword>")<CR><CR>
endif

AA s,t,c,C,f ZJUA Vim 89BN RIBEAF KRS » FTASLIE SN LAE A
B RBRH T » 4o R 22 5] WA Ltk dy bedt 7 Xk 5] 89 47 o

E EEASEIAPRABTENERAN » R TRIEH;HEAE @ ] LKA 30 540
BE: ¢

F % HTT AE A G 1 A o


http://deerchao.net/tutorials/regex/regex.htm

% i

iﬁﬂ:’ﬁﬁﬁﬂs%%ﬂ#*ﬁ BEBRBROG TR Gle RAM I K2k
B REOGLF o Xy ORUAASE THLHRESL Wﬁ%@m
e~ W2 LR ) (A G >9u&<Cﬁws&Wbm>,«H%®‘?°

e

o Vim B 73 #2 » & AT T4 vimtutor Bp <7
o vim £ A AR5 7

o LML

W R A&

o Z# Vim
e Graphical vi-vim Cheat Sheet and Tutorial
e Documentation/CodingStyle
e scripts/Lindent
o JE M &k X 30 24P ATTEAE
o ¥k CIEZTHERNM | TARMEF T 2| TG G T
o Vim & %44 E4%
o ALK
e C Traps & Pitfalls
C FAQ


https://en.wikipedia.org/wiki/C_Traps_and_Pitfalls
http://c-faq.com/
http://www.ibm.com/developerworks/cn/linux/l-tip-vim1/
http://www.ibm.com/developerworks/cn/linux/l-tip-vim2/
http://www.ibm.com/developerworks/cn/linux/l-tip-vim3/
http://www.viemu.com/a_vi_vim_graphical_cheat_sheet_tutorial.html
https://git.kernel.org/cgit/linux/kernel/git/torvalds/linux.git/plain/Documentation/CodingStyle
https://git.kernel.org/cgit/linux/kernel/git/torvalds/linux.git/plain/scripts/Lindent
http://deerchao.net/tutorials/regex/regex.htm
http://www.tinylab.org/talk-about-c-language-programming-style/

g

Ja

Ll
o~
T

Gcee 4t

Geec #FENH B

o W=
o TR
o faj it
o ITHFHEMAEZ GHLER
o EWAITENLE
o HiF (#1F)
o faj i
o EBIEKE
o %miF F AL
o AMIL%iEE L
o L%
o & gz B Az KA
o ELF SUHF#m R 3 ik
o ELF UHHa9454
o Z AR XA ELF TRk
o ELF 4k : ¥ X
o LHhESXMPHTREAL
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Fot e Linux TE5RA » A gec -0 out in.c #AEREHFLFT » /22K
HEB R T A L% ?

o RF5] T (RiFRE) PMAREER > —RHRESEFRIFOILZLT AL
T~ RiFESILR o

gcc A£G ERFRLELER TRXIAIR  TRET v 52 /EFECNHRFM
Voo wRBEEMNERGRFIL WTUHER -E > -5 » -¢c ## -0 >
ey E e TEMS B A cpp * ccl 0 as ° 1d o
TEFETIHRZINIRUABRMXGANE > BheidEhd s RERARX - ILHRIES

X

;"j—:o
Tt E

fay

LA CIESTARFNBRARE TRTIATRFOFH—F > TER CETHRIFE
BAP TRy S HATRIE » QR LB 8 ~ RELNT e ~ FHRFLiF

Vo

-?,j:o

ARG ZCRN TR » I Faf i R & RN » RIGFERIFHOARIRE
(FUEPAH ~ BHEPH) LB EEHRRDEHELT L~ LIS 5H5ES
GAEHITAE c A=K ARFEN > £ EHF #define ° #include #»

#ifdef ... #endif » ZAFHHEZZENIGRA Xk o

#define BT T AR ZAE AR R ERE— L5 LI & FFF #ifdef ...
#endif LZ&1EH > MR R EIER KRG RGBEFSE » LT U KB KB — Ak
I % RE45 o 2T #include MAALIRFE 2 » @ik man KB EA KK
X BRl#EL s el <> #IF o XEZAAXS—EHIT TIRLEELRE
BAER S BAEYEM (T4AH (C Traps & Pitfalls) ) WA FZIZEH o T @A)
BN E G IAFER R o

TP ML G2 R

$ gcc -E hello.c


https://en.wikipedia.org/wiki/Compilers:_Principles,_Techniques,_and_Tools
https://en.wikipedia.org/wiki/C_Traps_and_Pitfalls

XA R T A B IR AKAG 89 &A% T AL Ty o L de AT A AR AR B 0 N 7 AR I R Fe &

o

3 2?4

£t gecc AREZAAT cpp (BARAHE geec -v REAEF cc1 ) cpp B
The C Preprocessor » &R XA EEZE L~ XHEE -~ &4 %EFF - TEANE
B — AN i ERGBIR D o

EAASITE LR
$ gcc -Dmacro hello.c

IANFRTAEXHGAKTLE » B #define macro * B2 EGFASITELE F
& oo lde 0 2 IRARAL P A X B 4] o

#ifdef DEBUG
printf("this code is for debugging\n");
#endif

o R BIFR e L -DDEBUG % 0 AR LA mIFHK LI printf AredgiThiF#H
R s N AR ZAL B X FIRAE - X4 _DDEBUG #h T WA Z4E—A
WX X o RAFN A LG T AR RAT IR RAS & 0 R A B T A K A R iF
£ R AR EWESINS A

it (E9%)

R

Ia] XL

WAFZA] 0 CIES RIFRQBATENERSN ~ BHIN > B A 2B AREEF R T 1
2% 0 FPILRIBS o wREFF /\“l’lfﬂ??z’ﬁﬂ\ » VAR gee -S o BRI

& » %4 Shell %ﬁﬁ%wa SR — ANV ESHAEBEZS N FEZEH
TEe#AITEIR » MAER BB IAT -

Fe XA EFE R ILRIE S 0 ﬁ’-l‘fi%%iﬂ%ﬁﬁﬁﬁ\i;ﬂ“l’éﬁgﬁ*‘/\l‘"ﬁy’i s Z 5 0 B
F L RIES AR IREAMT X XASE S BB 2T R ARED 89 R AT ~ 1B R
#Bd (g -std J}a&kf)ﬁ“ﬂf‘/x\?hwﬁ) s FFARESLIL (-0 ) BR#ATEIFERIC



YB3 B FHAE o

BEAE

o RAAR AT Z #47E R4 L » TWA geec 8 -fsyntax-only % s @R A7
18 RAG A PLEAT 8 T A A » 8 %48 R gee 89— R4FM » TULE S -std
#2  _pedantic (X # -pedantic-erros ) #LHEBRARAAEHENS CEZTARA
BiE ik o X EIET— AN 096 F ¢

$ cat hello.c
#include <stdio.h>
int main()
{
printf("hello, world\n")
return 0;
}
$ gcc -fsyntax-only hello.c
hello.c: In function ‘main’:
hello.c:5: error: expected ‘;’ before ‘return’
$ vim hello.c
$ cat hello.c
#include <stdio.h>
int main()

{
printf("hello, world\n");
int 1i;
return 0,

b

$ gcc -std=c89 -pedantic-errors hello.c #IZKINEILT > geccAEAT £
RETREATEN 2L turbocst & L4+

hello.c: In function ‘main’:

hello.c:5: error: ISO C90 forbids mixed declarations and code

ERBERARF R IR P S8R (A KBEERSFERLTHAHRE S+
£) » AL RFESEARG AL EIL LR RN T LR > FEAMSE 1B 5
FHRALE c A » EAFRAR » MY FEFRLDR (Fpii) » e



A M3 RIE SR é’]&%’l" s RAE TR RGZE (RFEE—F LB XEEER5
R’ % FAHAR IR AL W& k5% T & 0 4= (C Traps & Pitfalls) et R 46913
%EE%%(%%%m‘%ﬁﬂmf'”>&%iﬁ%%&%%ﬁ;%xﬁ%&o

YmiE AL

i%i%?}é""z}‘%%%ﬂi%iﬂ’? v gec /T —AMMERALER -0 0 AERIETF K E
et pRRxAZIRACT RRG o Blde

$ gcc -o hello hello.c # RAKINZLA > A

$ gcc -02 -0 hello2 hello.c # MALF RZ2

$ gcc -0s -0 hellos hello.c # AL B Ar KAS 89 K]

$ 1s -S hello hello2 hellos # TTLA% > hellos x4y, hello2 it
LN

hello2 hello hellos

$ time ./hello

hello, world

real Omo.001s

user OmoO.000s

sys OmoO.000s

$ time ./hello?2 # THRERM LR VAL HATHERE ELETRRA L
hello, world

real OmO.001s
user Om0O.000s
sys OmoO.000s

$ time ./hellos # BARBARRANT » EEPATRXRERT &
hello, world

real OmO.002s
user Om0O.000s
Ssys Omo.000s

RIE L@ FLET  TAAE gec ARSZTRGKALER » TRARPOGFR
T BAERRB KPR RGN R FEARAR B T -


https://en.wikipedia.org/wiki/C_Traps_and_Pitfalls

& R IE g s SRR

Twidid -5 A RAEAREFHERGPRER  LHEIES » BAUZTRAN
hello.c A

$ gcc -S hello.c # ZHil#dZhello.s’> THTHZE » BB AKR -0 - >
MBI A -0 file®
$ cat hello.s
cat hello.s
.file "hello.c"

.section .rodata
.LCO:

.string "hello, world"

.text
.globl main

.type main, @function
main:

leal 4(%esp), %ecx

andl $-16, %esp

pushl -4(%ecx)

pushl  %ebp

mov1l %esp, %ebp

pushl  %ecx

subl $4, %esp

mov1l $.LCO, (%esp)

call puts

movl $0, %eax

addl $4, %esp

popl %ecx

popl %ebp

leal -4(%ecx), %esp

ret

.Size main, .-main

.ident "GCC: (GNU) 4.1.3 20070929 (prerelease) (Ubuntu
4.1.2-16ubuntu2)"

.section .note.GNU-stack,"",@progbits



T B HE B RE?FRTEZN intel YL mBERKR—H » XEZHGE ATET &
FHERN o wRMBE] Linux THILRBSZ AL T— 7 AL AZTTEAREEE
T Linux TILABEALYG—RIRE  FTIRXERNBILRIEZIEE o

AZIB@MOEFZA > BAFE LN KFOMALLIZEL CS 630 » HIEEA
AT Linux/X86 F& Tt AT&T L%iEZ LK o wiBAE Qemu EHIAE
RPN T » THEAIEH B8 CS630: Linux T il i Qemu % 7] X86 AT&T

CHRiEZS o

FRIMAME > £5 CETREN - b RIS AIERLERE (TIFREA—2
) 8935 0 TRARA BB « BIEEZHEACHR (4 AL ACH R T fe /2 1T 0t
KA Ao TRAEACHEH » Bl 30 5 F ~ b9 238 G Bl (MR — 291 2.4
£) % -

iIC %R

Xk S~
a] 2L

LY EIn B edndFd 2 » R JelEA T B4R R EE R T SR -
PPAARRAE » FTRECELRTAEST o mREFARX—FHLZR > TH geec -c
5K T as AL RIEERIARE A o

L% AL %5 S 8EFRBARRD LA » R A £ Windows T2 LHES
FE > RERLZERFEZ nasm CHIE(EZFF Intel AW LHBIEZT) FERXE
FTEM as LHIERIC% AT&T #XAHIL%EZS > BAA gec ~AEBFRA
LA AT&T #X 89 o

& kB ARG

TakERSHAL gec -c & as kK~ L BARREG o


http://www.cs.usfca.edu/~cruse/cs630f06/
http://www.tinylab.org/cs630-qemu/

$ file hello.s
hello.s: ASCII assembler program text
$ gcc -c hello.s #AgccieiL%1E 2 %id & B AR KD
$ file hello.o #filew S k& A XH LR » B4R T 2426 (reloca
table)

#% iR 1d# A7 — 4 3 R T MATH T (executable) #=
£ 3Z % (shared)
hello.o: ELF 32-bit LSB relocatable, Intel 80386, version 1 (SYS
V), not stripped
$ as -0 hello.o hello.s #Masie L %5 5 %iF & B A= R
$ file hello.o
hello.o: ELF 32-bit LSB relocatable, Intel 80386, version 1 (SYS
V), not stripped

gcc @ as BN A6 BARRAA A ELF &R 69 > BiX 2 2 2448 ELFAA X
B AR (R AR B HFEM—T a.out = coff HBRX > ZARLTULTH
—TF » 44 objcopy kiEHEA > IRAR) -

ELF U7 2R 3 Ak

AEREAREERGLASR  REEERAILAREEHE » TR %216

TR -mRETHRESZ ARG @Y > R4 relocatable (TEE

ﬁ-) ~ executable (7T #4T) - shared libarary (XF)%E) 657(\15] ’ ?3'2.1'1']
FRET R AARRA AR Xfetd X Ao T A o TdEE) oM

BFD is a package which allows applications to use the same routines to
operate on object files whatever the object file format. A new object file format
can be supported simply by creating a new BFD back end and adding it to the
library.

binutils (GNU Binary Utilities) #11% % T AR KA X A& R 4BME B AR A » KT
£ objdump ° objcopy > nm ° strip F (Z R KRANVLTAFAE o 4o
ﬁ“l\‘i?ﬁ)\Tﬁ?ﬁELF#%f\] s AR 2BEE R AR E Virus ﬁi/?wl%‘/x\ﬁ‘iﬁnﬁﬂ'ﬁﬁ) » A
AI—HEFHENI T TE readelf FRAEXTH » BT VAL 1% 7T VA B
F elf.h J—ﬂ%“l’axéﬁaﬁéé#’v% 21E ELF SU#F -



Tom¥Ad I LM T A (Z22Z readelf # objdump ) ° %4 ELF F#t%
AT EAT o BIRRANB ELF It =F 1R XA ELF XA R F] -

ELF #6945 40

ELF Header (ELF3U#F:k)

Program Headers Table(#2/5k & » r BB &4F—2& » A TR T $hdT A=
THEE)

Section 1

Section 2

Section 3

Section Headers Table(# R k3k » B T4 T & 245 UH R T HAT A REF
)

ST TELALLA » BFKATHE » T THIATIH LT E I (5 A8
B) o TRAMATHEY o TAH5HEE readelf X#HE -h » -1 Fo -s
%4 & A& ELF U# 3k (ELF Header) ~ #/5k3t & (Program Headers Table » ¥
&) #% R % (Section Headers Table) -

LKA T TG EA > Kby BTS00 FREBF o

=M E XA ELF U HLER

kB A KA A TFIELFE ER o 4 T 5L R » 58k LB o

/* myprintf.c */
#include <stdio.h>

void myprintf(void)

{
printf("hello, world!\n");



/* test.h -- myprintf function declaration */

#ifndef _TEST _H_
#define _TEST_H_

void myprintf(void);

#endif

/* test.c */
#include "test.h"

int main()

{
myprintf();
return 0O;

TwiA g LERAERE AT readelf -h 5% & A ELF 6911 F £ A - B8 %
Br TR A E (P THZIH) ~ %38 EE > FRERECINGFR -

BAFSERANBAFLMH myprintf.o A7 test.o  VAVAET &AL A
(REL)

$ gcc -c myprintf.c test.c
$ readelf -h test.o | grep Type

Type: REL (Relocatable file)
$ readelf -h myprintf.o | grep Type
Type: REL (Relocatable file)

HRAE B AR RAD 5 56 7 A VT PAT UM » 3 E A9 U R A & T AT 8 (EXEC) :

$ gcc -0 test myprintf.o test.o
$ readelf -h test | grep Type
Type: EXEC (Executable file)



Fl ar @46l MEE > HABEELETEEAIH (REL)

$ ar rcsv libmyprintf.a myprintf.o
$ readelf -h libmyprintf.a | grep Type
Type: REL (Relocatable file)

TR AR E AT €A R —H 0 BN RE—FRRAETAES A
T RAL AR o

HABBETERME (REAEL  FEWT®Y 1lib ) > &TH -1 S -
L BT ERERHAR o

$ gcc -0 test test.o -lmyprintf -L./

iE S A SRR 0 X major A7 minor MRAT B AHEEMEEREA
DYN

$ gcc -Wall myprintf.o -shared -W1, -soname,libmyprintf.so.0 -o 1
ibmyprintf.so.0.0
$ 1In -sf libmyprintf.so.0.0 libmyprintf.so.0
$ 1In -sf libmyprintf.so.0 libmyprintf.so
$ readelf -h libmyprintf.so | grep Type
Type: DYN (Shared object file)

B AR RE I A A SRR 0L ¢

$ gcc -0 test test.o -lmyprintf -L./

12 F AT & 248 € s R HE 918 k%42 » I& LD_LIBRARY_PATH %% % AT H
% 18T test EBATH Oz XFER RRAZ

$ LD_LIBRARY_PATH=./ ./test
$ gcc -static -o test test.o -lmyprintf -L./



L T18E  -static WMkt RAsh ZaEEE > IR N MEAEE A sy ZaEEE » &
Bt 2 de BT A # St E U A B ?IJ}M?SU%“P s AEFF AT AR R 0 da B w38 3
NBULELERFRRAFZE » HRTREBIX XM -

23 L@t T ARTAE B ENZAGRE

o T ERALLMFARY RTLEAT » MAXAMEATHAT U ~ HFX38FE (AT
FRALM) ~ S AREEEE L A o

o *%i‘/f‘fj%/fﬁﬂﬁ]*&%%EZF%&K?IVMMT s AE A T AT UGB > e
AHEALTE > MMHFLETELAAIHF (AR TRASATELAIHGE
é>’%ﬂ£@%ﬁmAﬁT%ﬁx#¢%o

o M BEEEE AN 0 EXHART I RA NWETHATIHF » REAETIH
X P IANT ZENLFHIZE s AMEETHRATLHFEITIRFI R E T
R h B AR SR A X R > AR EA o

MBA B LR » B EARAFLULA T EALGHFIE » SH 7T €A1 &
HFMH 2R ERAL? o TR ATHEF T EFTHET AL » ROV IR Fo
(HEFTHEFRI M) —F A2 o

ELF 1k : ¥

T kAF ELF XA EIRAR 1 ¥R (Section) e

ELF U EARKG RGN > BT AR ARENAFGEREY > AL VR A
(Section Headers Table) #4253 (Program Headers Table & ™ &%) k4 5|
BT & AL Ao T AT A o (2R 5 AAA XA > AT a6 248 - Bp
BAFTR o

ETEREMHT > ¥ EAMABGHASH T EAS : AETHIT T 5%
R hEANTRARGE (Segment) > MR BATI 30 & K 8 B o i@ 4o
st CAHAT R B RAR » N d AR AL o 8 Fe 3547

TEAREA—BFROTR » X TRETR (Section) 4fTilid & & 454 R T
Fl 898 (Segments) » VARA AT ﬂ.aé/]-%k s AT AR R —T NGB o

TAAHE readelf -S EHAELF TR o (B —RHBME—2A A » UMEHiE
st ELF XHFEMEMR) X AATEL LB TRIELE  BIYREARER ¢

KiIN%mEFLF myprintf.c » F - A —NTELALG LA myprintf.o °» X EAF
myprintf.o VY REEFT RIZ L o



$ gcc -c myprintf.c
$ readelf -S myprintf.o

There are 11 section headers, starting at offset 0xcO:

Section Headers:

[Nr] Name Type Addr off Size
ES Flg Lk Inf Al

[ 0] NULL 00000000 OOOEOO OOOEOO
00 O 0 0o

[ 1] .text PROGBITS 00000000 000034 000018
60 AX 0 0 4

[ 2] .rel.text REL 00000000 000334 000010
08 9 1 4

[ 3] .data PROGBITS 00000000 000E4Cc OOOCOO
60 WA 0 0 4

[ 4] .bss NOBITS 00000000 000E4Cc OOOOOO
60 WA 0 0 4

[ 5] .rodata PROGBITS 00000000 000E4Cc 000OOe
66 A 0 0 1

[ 6] .comment PROGBITS 00000000 00005a 000012
00 0 0 1

[ 7] .note.GNU-stack  PROGBITS 00000000 OOBE6C OOOLOO
00 O 0 1

[ 8] .shstrtab STRTAB 00000000 000E6C 000051
00 0 0 1

[ 9] .symtab SYMTAB 00000000 000278 OOOLaO
10 10 8 4

[10] .strtab STRTAB 00000000 000318 0000la
00 0 0 1

Key to Flags:

W (write), A (alloc), X (execute), M (merge), S (strings)

I (info), L (link order), G (group), X (unknown)

0 (extra 0S processing required) o (0S specific), p (processor
specific)

Al objdump -d THR%BEFELZR > -] BATHIFTEZEANTR :



$ objdump -d -j .text myprintf.o
myprintf.o: file format elf32-1386

Disassembly of section .text:

00000000 <myprintf>:

0: 55 push  %ebp

1: 89 e5 mov %esp, %ebp

3: 83 ec 08 sub $0x8, %esp

6: 83 ec Oc sub $0xc, %esp

9: 68 00 0O 600 00 push $0x0

e: e8 fc ff ff ff call f <myprintf+Oxf>
13: 83 c4 10 add $0x10, %esp

16: c9 leave

17: c3 ret

B -r BRATUAFBAEXRETRALNEE  REARR) FEELAL ¢

$ readelf -r myprintf.o

Relocation section '.rel.text' at offset 0x334 contains 2 entrie

S:

Offset Info Type Sym.Value Sym. Name
0000000a 00000501 R_386_32 00000000 .rodata
0000000f 00000902 R_386_PC32 00000000 puts

.rodata TR &&RR%KIE RN EZITHE hello, world!
$ readelf -x .rodata myprintf.o

Hex dump of section '.rodata':
OX00000000 68656Cc6C 6F2c2077 6f726Cc64 2100 hello, world!.

RAKEF .data TR, ©R% 45— Emibibig 3B .



$ readelf -x .data myprintf.o

Section '.data' has no data to dump.

$ readelf -x .bss myprintf.o

Section '.bss' has no data to dump.

.comment &—XEH - TUHFIZL Gecec HHRAIZ &

$ readelf -x .comment myprintf.o

Hex dump of section '.comment':

OXO0000000 00474343 3a202847 4e552920 342e312e .GCC:

OX00000010 3200 2.

.note.GNU-stack X NMTRWLEH AR :

$ readelf -x .note.GNU-stack myprintf.o

Section '.note.GNU-stack' has no data to dump.

.shstrtab GIEAFTRHLT :

WEH bss TR »ERZOE—HRMBILHIIE » BFRIAMEL A 0:

(GNU) 4.1



5k

$ readelf -x .shstrtab myprintf.o

Hex dump of section '

OX000000O 002e7379

OX00000010

OX00000020

OX00000030

OX00000040

OX00000050 00

.symtab

readelf &4 :

._N,

002e7368

74657874

2e726f64

002e6e6f

.shstrtab':

6d746162 002e7374

73747274 6162002e

002e6461 7461002e

61746100 2e636f6d

74652e47 4e552d73

EAEFT A R Bl 848 X 5515 &

$ readelf -symtab myprintf.o

Symbol

Num:

i
b

© 00 N O Ol b W DN PRFE O

table '.symtab'

Value
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

.strtab

Size

©O O © © © 6 6 6

N
o b

72746162 ..symtab..strta

72656¢c2e ..shstrtab..rel

62737300 text..data..bss

6d656e74 .rodata..commen

7461636b ..note.GNU-stac

kL s REL 0 TH

contains 10 entries:

Type Bind Vis Ndx Name
NOTYPE LOCAL DEFAULT UND
FILE LOCAL DEFAULT ABS myprintf.c

SECTION LOCAL DEFAULT
SECTION LOCAL DEFAULT
SECTION LOCAL DEFAULT
SECTION LOCAL DEFAULT
SECTION LOCAL DEFAULT

~N 0o~ W B

SECTION LOCAL DEFAULT 6
FUNC GLOBAL DEFAULT 1 myprintf
NOTYPE GLOBAL DEFAULT UND puts

BaRE TS QLKL ZEL R

b

A



$ readelf -x .strtab myprintf.o

Hex dump of section '.strtab':
OX00000000 OB6d7970 72696e74 662e6300 6d797072 .myprintf.c.myp

0x00000010 69667466 00707574 7300 intf.puts.
INERTAFE » A TTERLIH» 205X EERTR | text

.rel.text , .data, .bss , .rodata , .comment , .note.GNU-stack ,
.shstrtab , .symtab #7 .strtab °

’

CYRiES TR R A

AT#—HEMBRAETRFRRGGXE > XERAE—F myprintf.c &~ AHC
% ARG o



$ gcc -S myprintf.c
$ cat myprintf.s
.file "myprintf.c"
.section .rodata
.LCO:
.string "hello, world!"
.text
.globl myprintf
.type myprintf, @function
myprintf:
pushl  %ebp
mov1l %esp, %ebp
subl $8, %esp
subl $12, %esp
pushl $.LCO

call puts

addl $16, %esp
leave

ret

.Size myprintf, .-myprintf
.ident "GCC: (GNU) 4.1.2"
.section .note.GNU-stack,"",@progbits

AFRZETANFHERTERALLFIREY R L R1B 3 REIEG XA ? EL
T ERALIMH > TUAFRA AT ERLGTR > BP .rel.text °* BAF1ET
ANERETRILG » .rodata #7 puts °c BAFTRBEHARFEZXAME
HRERFEHIRBEOIRPER TN BRI ? B RIEBETIZROR
s 4w E@E) R_386_32 #¢ R_386_PC32 ©

BT AT ERECHREA T —AEAGT# - TOBNBH2ETELE
T & A M B R e T A BT AT Ao oh S AR R Y 0 AL T i
T 50 ERALI > TR T ML TAER 2

s

fa] it



TEEAABFFTINRNEGRT T XL HATHRFEG IR - HbpEL LT T 845 A4 >
N EMFTI AT T T XL RTINS PHEERE (—RTEMA
G Huht) 8942 o

BB A A AEE > ARSI ENEARR miﬂ 1d ( gcc EFw
LEBEREAT 1d ) #38ESFHMENOIR > mHIBENLRLFETH
B AL 54#ES ( 1d-1linux.so ) Q%ﬁ%&%%ﬁﬁziﬁ o

tode o 4o RAEEED| T IAT AP 09 24 A4 E  libmyprintf.a » B X

.rodata ¥ RZE#EEFER TR — AN E A F A 0 R FELT
B AROSEAR 5 R AP R POFHEZE o T puts Rk BACEH A
B libc.so TREXH X IASERFETNALIHIFTHERE puts
u%iﬁﬂ‘]ﬁ?éﬁi&ﬁt s VMERFERA Z R - AR LT E W HIMELIR HA
HEIRN (HAEAFFTaENEmT) o

HARAMEIRIZLE T ELAAIHRRIZEN » FTEZEANTHG UL » S miRR
BAEANALHHTR » FHEEATROGEDAZILE » f—RFRELLHFT
BATHE I 5 R R EAVEJE I A F AT o F AT A AT IAT U A R 5 Sk
HE o XNHEIRLAT 1d KT 1d AEERER T —AMEHER A
( linker script ) ° &M AL LA BIK@mY o

MTHAFSTHREIELEFTESL  HHANATAEFTHAGIRL > ZEIHEAX A >
A8 k¥ ik A% ELF T/ o Ei%#%’fé&@ﬂ%?%“ﬁf_ (¥R AFtH)
Fo T AT P B (P L) 9t X AR gee HIFRRA 69— LKA
HEAE IR o

AT TR 8

TohAXAEATHAAIHGTRIZE  @dfpk (Bk) REF AT ix &
¥ test.o ¥R ERALIE

$ readelf -S test.o
There are 10 section headers, starting at offset Oxb4:

Section Headers:

[Nr] Name Type Addr off Size
ES Flg Lk Inf Al

[ 0] NULL 00000000 00O OO



00 0 0 0

[ 1] .text PROGBITS 00000000 00034 000024
00 AX 0 0 4

[ 2] .rel.text REL 00000000 00O2ec OOOOOS
08 8 1 4

[ 3] .data PROGBITS 00000000 OOOE58 GO0
00 WA © 0 4

[ 4] .bss NOBITS 00000000 OOOE58 60060
00 WA © 0 4

[ 5] .comment PROGBITS 00000000 OOOE58 0060012
00 0 0 1

[ 6] .note.GNU-stack PROGBITS 00000000 O0OLG6a OO0
00 0 0 1

[ 7] .shstrtab STRTAB 00000000 O0OLG6a 000049
00 0 0 1

[ 8] .symtab SYMTAB 00000000 000244 000090
10 9 7 4

[ 9] .strtab STRTAB 00000000 0002d4 000016
00 0 0 1

Key to Flags:
W (write), A (alloc), X (execute), M (merge), S (strings)
I (info), L (link order), G (group), X (unknown)
0 (extra 0S processing required) o (0OS specific), p (processor
specific)
$ gcc -0 test test.o myprintf.o
$ readelf -1 test

Elf file type is EXEC (Executable file)
Entry point 0x80482b0

There are 7 program headers, starting at offset 52

Program Headers:

Type Offset VirtAddr PhysAddr FileSiz MemSiz
Flg Align

PHDR OxX000034 Ox08048034 0Ox08048034 Ox000eO OxOOOeO
R E Ox4

INTERP Ox000114 0Ox08048114 0Ox08048114 Ox00013 OxO0013
R Ox1

[Requesting program interpreter: /lib/ld-linux.so.2]
LOAD 0X000000 Ox08048000 Ox08048000 OXx0047Cc OXxO0047C



R E 0x1000

LOAD 0X00047c Ox0804947c 0x0804947c 0x00104 Ox00108
RW 0x1000

DYNAMIC OX000490 Ox08049490 0x08049490 OxO00OC8 OXxOOOC8
RwWw 0x4

NOTE 0x000128 Ox08048128 0x08048128 Ox00020 Ox00020
R oOx4

GNU_STACK OX000000 OXOOOOOEOO OXOOEOEOOO OXOEOOO OXOC000
RW 0x4

Section to Segment mapping:
Segment Sections...

00
01 .interp
02 .interp .note.ABI-tag .hash .dynsym .dynstr .gnu.versi

on .gnu.version_r
.rel.dyn .rel.plt .init .plt .text .fini .rodata .eh_f

rame
03 .ctors .dtors .jcr .dynamic .got .got.plt .data .bss
04 .dynamic
05 .note.ABI-tag
06

TLIM > test # test.o ° myprintf.o Ak ZFTRELTR > 4o
.interp #7 .init F o H o LERALLE T THATIH G T IUAAE
(Segment)

e PHDR : AHTHEFEAAZFHRIFILE » FREEA—RUAL -
INTERP : RARFFHMT puts (AEHAEEEFTEL) » AT A4
BE Hﬁb LHAEBRE,/##ESR ( 1d-linux.so )
LOAD : B4ERF 84 » . text F¥ RABRSL LK Rt (R)
LOAD : B3R A 4k4E » .data , .bss FTRABFEZE > TiEE
(RW)
e DYNAMIC : #h AEEEAM X8 > o A A MU S BEELTFRE L
o NOTE : % — £ hels B 6945 B Fo K>
e GNU_STACK : REZ A% » Rz AFGNUA X 85— 13 &

REGETROEIMNO—ANIRXFLZATR WA REIHEIBR KNG T RK
FTHT o ABRHB T ARGE » IEEWRERALL Gl &3 A4 P o



BT B HRF

LR BRI THATIH test FPMAYGTREFTELZIH ( test.o
2 myprintf.o ) PHMANTREAN » #HEI G ST LI WMAANTR » &
BHGFTREANRL? CNOERZHLZR? £kiBT gec -v AATCHEEH
FAE o

18 7T & AL AR 4 4 R T AT STAF

$ gcc -v -0 test test.o myprintf.o

Reading specs from /usr/lib/gcc/i486-slackware-linux/4.1.2/specs
Target: i486-slackware-linux

Configured with: ../gcc-4.1.2/configure --prefix=/usr --enable-s
hared

--enable-languages=ada, c,c++, fortran, java,objc --enable-threads=
posix

--enable-__cxa_atexit --disable-checking --with-gnu-1ld --verbose
--with-arch=1486 --target=i486-slackware-linux --host=i486-slack

ware-linux

Thread model: posix

gcc version 4.1.2
/usr/libexec/gcc/1486-slackware-1linux/4.1.2/collect2 --eh-frame
-hdr -m

elf_1i386 -dynamic-linker /1lib/ld-linux.so.2 -0 test
/usr/lib/gcc/i486-slackware-1inux/4.1.2/../../../crtl.0
/usr/lib/gcc/i486-slackware-1inux/4.1.2/../../../crti.o
/usr/lib/gcc/i486-slackware-1linux/4.1.2/crtbegin.o
-L/usr/1lib/gcc/i486-slackware-1inux/4.1.2
-L/usr/1lib/gcc/i1486-slackware-1inux/4.1.2
-L/usr/1ib/gcc/i486-slackware-1inux/4.1.2/../../../../1486-slack

ware-linux/1ib
-L/usr/1lib/gcc/i1486-slackware-1inux/4.1.2/../../.. test.o myprin
tf.o -lgcc

--as-needed -lgcc_s --no-as-needed -lc -lgcc --as-needed -lgcc_s
--no-as-needed

/usr/lib/gcc/1486-slackware-linux/4.1.2/crtend.o

/usr/lib/gcc/i1486-slackware-linux/4.1.2/../../../crtn.o



ML ERAE » gec AT RERINATYAAIHF test.o Fo
myprintf o X%y LHET crtl.o * crtbegin.o FEH GG B AR A 0 A
HAREF )T Rk B XSS ?

FId 7 oas ik L A2

A gec £#ATTHXEE ( ./configure ) & > M T collect2 ° #7F
ZAAM 1d > @BEEK gec IHETA collect2 A8 X#9IRH9 KA
collect2 ZE G FEMREXZELTR 1d #4869 HTHEM gecc KiNEEL
BemY > XEHEH collect2 B 1d > Fle— L i2 R8s &z 34
WAL > B4 T8y 1d FAEREPATERCR o

$ 1d --eh-frame-hdr \

-m elf_i386 \

-dynamic-linker /lib/ld-linux.so0.2 \

-0 test \

/usr/lib/crtl1.0 /usr/lib/crti.o /usr/lib/gcc/i486-slackware-1linu
x/4.1.2/crtbegin.o \

test.o myprintf.o \
-L/usr/1ib/gcc/i486-slackware-1inux/4.1.2 -L/usr/i486-slackware-

linux/1ib -L/usr/1ib/ \

-lgcc --as-needed -1gcc_s --no-as-needed -lc -lgcc --as-needed -
lgcc_s --no-as-needed \
/usr/lib/gcc/i486-slackware-1inux/4.1.2/crtend.o /usr/lib/crtn.o
$ ./test

hello, world!

THEPH o CREWETT o T 1d “OFM ( man 1d ) RH4HF—TEJL
NHE

e --eh-frame-hdr

ZRE|E—4 .eh_frame_hdr F R ($MLE Az LtHtestP HRAZANATR »
BT VAR %0 Lf_,)

e -m elf 1386



REREZARTFE& EogaiEm A > T L --verbose 4 &AM AL
RAZ >4 1d -m elf_i386 --verbose °’ €% WG L —ANHFF

( /usr/lib/ldscripts B & T) » &RATTAEXASHZI A A » BARIefT

BP?ESE 1d OFM - £B @B H BRI EEEK R T LT
FhH 0 URZERAE LT E T RGP o FERENGE > R T
AR L piF » MARAIE T %L o

e -dynamic-linker /lib/Id-linux.so0.2

BEHRERBIEER P25 PH INTERP BPHARE - Sh AR H B/4EH
RRAREBEETEZEG TR E B osh AT T4 o

e -0 test
S BT AT ML 09 8 T
e /usr/lib/crt1.o /usr/lib/crti.o /usr/lib/gcc/i486-slackware-linux/4.1.2/crtbegin.o

FE3EP] test XM KM—BAR > RELKFEREST .init F¥
R o ,init ¥R &4 —XTHATRD » £ main HEZIATHAR » AE 3
1T — R ALRAE - £ CH+ P A AME R T I 5 -

e test.o myprintf.o
FEFERAT B THY T T AL A

e -L/usr/lib/gcc/i486-slackware-1linux/4.1.2 -L/usr/i486-
slackware-1linux/1ib -L/usr/l1ib/ \ -lgcc --as-needed -1lgcc_s --
no-as-needed -1lc -1lgcc --as-needed -1lgcc_s --no-as-needed

43 libgcc EA= libc B BHE T XA LN EEHY puts H¥
e /usr/lib/gccli486-slackware-linux/4.1.2/crtend.o /usr/lib/crtn.o

IR test IHARARN— AL RELHFLEALST .fini F7

Ro .fini ¥R &EET —ETIATRED > 4278 W HEIPAT - F— R FHE
IAE s £ C++ P AR ME R A o RATAEAT AR atexit KEMN
ok 2 A2 3R B F AT A R B o

C++¥ & 5474 : crtbegin.ofrcrtend.o



stF crtbegin.o # crtend.o XANIH » HMITAEZR K IF C++ 89
Fa b TAE B » PTVAST AT 4B A8 T AT F » it el L4

$ 1d -m elf 1386 -dynamic-linker /1lib/1d-linux.so0.2 -0 test \
/usr/lib/crtl.o0 /usr/lib/crti.o test.o myprintf.o \
-L/usr/1ib -1c /usr/lib/crtn.o #ia @RI A M 4EHELlibgee » WA -
-eh-frame-hdr£ %
$ readelf -1 test

E1f file type is EXEC (Executable file)
Entry point 0x80482b0

There are 7 program headers, starting at offset 52

Program Headers:

Type Offset VirtAddr PhysAddr FileSiz MemSiz
Flg Align

PHDR 0Xx000034 Ox08048034 0x08048034 Ox000eO Ox000e0O
R E 0x4

INTERP 0x000114 Ox08048114 0x08048114 0x00013 Ox00013
R oOx1

[Requesting program interpreter: /1lib/1d-linux.so0.2]

LOAD OX000000 OxO8048000 0xO8048000 OxO03ea OxOO3ea
R E 0x1000

LOAD Ox0003ec Ox080493ec Ox080493ec OxOOOe8 OxOO0Oe8
RW 0x1000

DYNAMIC Ox0003ec 0x080493ec Ox080493ec OxOOOC8 OxOOOcS
RW 0x4

NOTE 0Xx000128 Ox08048128 0x08048128 Ox00020 Ox00020
R Ox4

GNU_STACK OX000000 OXOOOOOLEOO OXOOEOOEOOO OXOEOOO OXOC000
RW 0x4

Section to Segment mapping:
Segment Sections...

00
01 .interp
02 .interp .note.ABI-tag .hash .dynsym .dynstr .gnu.versi

on .gnu.version_r
.rel.dyn .rel.plt .init .plt .text .fini .rodata
03 .dynamic .got .got.plt .data



04 .dynamic
05 .note.ABI-tag
06

$ ./test

hello, world!

TATALAE > MBAKI .ctors (REARFTEAME XTG4 4)
.dtors ($RGERF T LB REGIE4HEA) |, jor (K
2) , .eh_frame ¥ RXARZAH T » FT¥A crtbegin.o # crtend.o HZEAT
B R o

51t 518 15 crti.o #° crtn.o

mxt T AIARALH crti.o #2 crtn.o i readelf -S &AFBE XA
#RA  .init A . fini YR REZNTFEZEEFHIT—LmbibiFEL
PER ? A RAT AREEZIANRA L ? KXE o

$ 1d -m elf_i386 -dynamic-linker /lib/1ld-1linux.so0.2 -o test \
/usr/lib/crtil.o0 test.o myprintf.o -L/usr/lib/ -1c

/usr/1lib/1libc_nonshared.a(elf-init.o0S): In function "__libc_csu_

init':

(.text+0x25): undefined reference to _init'

%M%ﬁ’i%ﬁA%mT__nmeLmu HE o MmN RFFIAT
_init o AN 5 AR LR ?

$ readelf -s /usr/lib/crtl.o | grep __libc_csu_init

18: 00OOC000 O NOTYPE GLOBAL DEFAULT UND _ libc_csu_in
it
$ readelf -s /usr/lib/crti.o | grep _init

17: 00000000 @ FUNC GLOBAL DEFAULT 5 _init

ZRZ crti.o AMAT _ libc_csu_init HEk > mEREKIIA T RNEA
3G crti.o XHFENLY _init T o THEIETLME crtio Ao
crtn.o XHHILRTF? 7~ » R THAMA crti.o 7 °*AA gcc
MMk ESR LG — NI crti.0 BIRTTA%ET?



$ 1d -m elf_i386 -dynamic-linker /lib/ld-linux.so.2 -0 \

test test.o myprintf.o -L/usr/1lib/ -1lc
1d: warning: cannot find entry symbol _start; defaulting to 0000
0000080481a4

THEHEEARINIATHT  start » #EE crtl.o PEXTEAFFT?2F7E®E
BERINEE T — A3k s REANEL S H test CHRAER FEFEHXLEHA
B o

$ ./test
hello, world!
Segmentation fault

WA FETZT » FTEIERNEENBRER? TRERZFERTA A A
gdb RARXEFE :



$ gcc -g -c test.c myprintf.c #~ A BAARG, FRXLHF > FHT-mET
A PTAT @ A42-m
$ 1d -dynamic-linker /lib/1d-linux.so0.2 -0 test \
test.o myprintf.o -L/usr/1lib -1c
1d: warning: cannot find entry symbol _start; defaulting to 0000
0000080481d8
$ ./test
hello, world!
Segmentation fault
$ gdb -gq ./test

(gdb) 1

1 #include "test.h"

2

3 int main()

4 {

5 myprintf();

6 return 0;

7 }

(gdb) break 7 #HEF B KRB E — W&
Breakpoint 1 at 0x80481bf: file test.c, line 7.
(gdb) r HERFARER TR » E2458&E EANFAE?

Starting program: /mnt/hda8/Temp/c/program/test
hello, world!

Breakpoint 1, main () at test.c:7

7 }

(gdb) n #HEFIATEA » K2 TE— 5454 20x00000001 ° H T AFEF &
HlE T EA

0x00000001 in ?? ()

A

(gdb) n #ik 0 BARKTE LT » A 0x00000001 T
Cannot find bounds of current function

(gdb) c

Continuing.

Program received signal SIGSEGV, Segmentation fault.
0x00000001 in ?? ()

Rk AZXLAEE » F11%& return 0 REIEHPFIAT » FHEECHILAmE o



$ gcc -S test.c #~ A LHRRA
$ cat test.s

call myprintf

movl $0, %eax

addl $4, %esp

popl %ecx

popl %ebp

leal -4(%ecx), %esp
ret

BELE LXILEFES AR ret REFFMAM » RiEE ret HKRE > 2
return AR _exit BEHFHANHEY o

$ vim test.c

$ cat test.c #ILFereturnid 45 %R _exit 7 ©
#include "test.h"

#include <unistd.h> /* _exit */

int main()
{
myprintf();
_exit(0);
}
$ gcc -g -c test.c myprintf.c
$ 1d -dynamic-linker /lib/ld-1linux.so.2 -0 test test.o myprintf.
0 -L/usr/1lib -1c
1d: warning: cannot find entry symbol _start; defaulting to 0000
0000080481d8
$ ./test HXARET > BAALRATLATRE
hello, world!
$ gcc -S test.c
$ cat test.s #HplFderet i A B PR T _exit REEM - BERAANAK 0 ik
ABLIET » BAH LretH FA%R ?

call myprintf
subl $12, %esp
pushl  $0



call _exit

$ gdb -q ./test #le XA e & (Bkreturn 0;) » BARXAA A Amain
B BGRB8 T — & 45 4 dikedp

(gdb) 1

warning: Source file is more recent than executable.

1 #include "test.h"

2

3 int main()

4 {

5 myprintf();
6 return 0O;

7 ¥

(gdb) break 5

Breakpoint 1 at 0x80481b5: file test.c, line 5.
(gdb) break 7

Breakpoint 2 at 0x80481bc: file test.c, line 7.
(gdb) r

Starting program: /mnt/hda8/Temp/c/program/test

Breakpoint 1, main () at test.c:5

5 myprintf();

(gdb) x/8x $esp

0xbf929510: 0xbf92953c 0Ox080481a4 OX0000O60606
Oxb7eea84f

0xbf929520: 0xbf92953c 0xbf929534 OX00000600606
OXx00000601

Z I, 0x00000001 R|FEZATERXN AR GRFRAEENILE » B) eip ° WA
R EMBICE » ZA eip AR o AT 2R ? AARKLA #FH 1L
R » AL RIFRATARERN > WBILTARFADE 00000000080481d8 » 4
AW 0 RAARA main °© main FieEREA L L o ATl KA1 EHEE main 4 RE
#AAZEA _ exit MR E D RAH A o

Mg b e A R R LR B dereturnid 4115 B _exitid 4) 0 AR )7 B4R Rk HEAE
T 20 9189 B Ax KA AR T VAR F 247 (R B & AR EAR A b 6 U et A8 5 T A #
T4 ACARAE » o R AL 5 6 UG W ATretiC hds 4 0 250 £k RAF E4 8eip
I T ik RATIG R FhAE) o A2 AT A LA KT B _startiF 59 £ 2 1



it readelf -s ZAcrt1.0X M E XA ZXANAFT » FHert1.09] A TmainiX 444
Z o TRAEEZRE A start #HAmainB? ELRERFATE  start WA
3Emain® ?

CEZHMFEEMNAD

kA ARFRE BN KNI A ( 1d -m elf_386 --verbose ) * ¥
LR RMNBFGAD (entry) £ _start * m—ANTHATIHLRA —IA T H
A R 0 BRI T A4 1d — % B 7R starti 5" KT
FIAB KL K INEZE T — Ak o

$ 1d --verbose | grep AENTRY #HIER LRF > TR -m5% s 1dK I _
start A2 > F 1 Amain, !
ENTRY(_start)

JRERAZM  BFYGAD (entry) TATA main FF o @A _start o BT
Mede il k69 main SRR HT » AT TAT?

A MRIL% test.s

$ cat test.c
#include "test.h"
#include <unistd.h> /* _exit */

int main()

{
myprintf();
_exit(0);

b
$ gcc -S test.c

RERILCHFEH main KA _start *» BPERAEEFATHA  _start

$ sed -1 -e "s#main#_start#g" test.s
$ gcc -c test.s myprintf.c

FAHHEE  RILRARFAT ¢



$ 1d -dynamic-linker /lib/1d-linux.so.2 -0 test test.o myprintf.
0 -L/usr/1lib/ -1c

$ ./test

hello, world!

_start ZAAELEGEFACT > REHR main HHELTR? 424
_start X EH%SKDT main B 7 XANAFA alert7 KdsgBefore main 44778 »
EZ‘—@‘M’\)\ 4'77 o

BXR o MG EAFE return BOA  _exit(0) MEHEEZFGATHY
_start &N RAD RaEHE goc  BKIAEEAE A9 AR 23R 91 6 ST R AR T A AR AR
BAF o FRATHT —A %] CBZURNFEIR: main JEMARFH KK
RARFHADT > IR EM KA o

B P A1 IR H Ak
BAAA—BRAZ £ 1d 9mERART » A —A4F589 %4 F PROVIDE ° WX
NMERBFEXLFT A 1d R ELFH o KN TUAE CEZ RV EeileE

BLHEAR ] o X AF A 69 45 5 T VAR T @ 89 77 ik RER

$ 1d --verbose | grep PROVIDE | grep -v HIDDEN

PROVIDE (__executable_start = 0x08048000); . = 0x08048000 + SI
ZEOF_HEADERS;
PROVIDE (__etext = .);

PROVIDE (_etext = .);

PROVIDE (etext = .);

_edata = .; PROVIDE (edata = .);
_end = .; PROVIDE (end = .);

RE@MA TUABA IR X0 » F—AZAZF 09 0 Hohk

__executable_start * A =AE etext ° edata * end * FHHEEF
WA (text) ~ 4 fL$#% (data) = R4 fLeg 4% (bss) (T 4% man
etext ) W T3 X LT ER? HFHZINHFT o


http://www.xfocus.net/articles/200109/269.html

/* predefinevalue.c */
#include <stdio.h>

extern int __ executable_start, etext, edata, end;

int main(void)

{
printf ("program entry: Ox%x \n", & executable_start);
printf ("etext address(text segment): Ox%x \n", &etext);
printf ("edata address(initilized data): Ox%x \n'", &edata);
printf ("end address(uninitilized data): 0x%x \n", &end);
return 0;

}

FRE s BFAEIBRN— T HRNBIFERST o £ (HAF 540 mT)
P EENGELF I A TREIE -

o Linux L4iEE A L15dH

e PowerPC iL %

o T Power th A %ML %RIES

e Linux ¥ x86 &9 M EKIL %

e Linux Assembly HOWTO

e Linux Assembly Language Programming

e Guide to Assembly Language Programming in Linux

e An beginners guide to compiling programs under Linux
e gcc manual

e A Quick Tour of Compiling, Linking, Loading, and Handling Libraries on Unix
o Unix B iz T H#iK

e Before main()%-#7

e A Process Viewing Its Own /proc//map Information

o UNIX 3% 5 &b F2

e Linux Kernel Primer

e Understanding ELF using readelf and objdump


http://www.ibm.com/developerworks/cn/linux/l-assembly/index.html
http://www.ibm.com/developerworks/cn/linux/hardware/ppc/assembly/index.html
http://www.ibm.com/developerworks/cn/linux/l-powasm1.html
http://www.ibm.com/developerworks/cn/linux/sdk/assemble/inline/index.html
http://www.luv.asn.au/overheads/compile.html
http://gcc.gnu.org/onlinedocs/gcc-4.2.2/gcc/
http://efrw01.frascati.enea.it/Software/Unix/IstrFTU/cern-cnl-2001-003-25-link.html
http://www.ibm.com/developerworks/cn/aix/library/au-unixtools.html
http://www.xfocus.net/articles/200109/269.html
http://www.linuxforums.org/forum/linux-kernel/51790-process-viewing-its-own-proc-pid-map-information.html
http://www.linuxforums.org/misc/understanding_elf_using_readelf_and_objdump.html

Geec miFENH &

Study of ELF loading and relocs
ELF file format and ABI
o [1]
o [2]
TNOS.ELF.Format.Summary.pdf
ELF T8 X (F )
%F Geec @it » HEREHFH LB LE
o 2005
o 2006
The Linux GCC HOW TO
ELF: From The Programmer's Perspective
C/C++ 5 %1% F Fk1F 47
1% 1 BFD #&1F ELF
bfd document
UNIX/LINUX F & 7T AT AR & X 57
Linux C#iEZ ik EF i AREH— %
GNU binutils ‘1~ 4

52


http://netwinder.osuosl.org/users/p/patb/public_html/elf_relocs.html
http://refspecs.linuxbase.org/elf/elf.pdf
http://www.muppetlabs.com/~breadbox/software/ELF.txt
http://www.xfocus.net/articles/200105/174.html
http://www.gccsummit.org/2005/2005-GCC-Summit-Proceedings.pdf
http://www.gccsummit.org/2006/2006-GCC-Summit-Proceedings.pdf
http://www.faqs.org/docs/Linux-HOWTO/GCC-HOWTO.html
http://linux.jinr.ru/usoft/WWW/www_debian.org/Documentation/elf/elf.html
http://www.xxlinux.com/linux/article/development/soft/20070424/8267.html
http://c-faq-chn.sourceforge.net/ccfaq/index.html
http://elfhack.whitecell.org/mydocs/use_bfd.txt
http://sourceware.org/binutils/docs/bfd/index.html
http://blog.chinaunix.net/u/19881/showart_215242.html
http://www.tinylab.org/linux-assembly-language-quick-start/

2 5 AT 89 — 3| AR

o FATpSiTiED
e /bin/bash &4+ X B 4% & 5 89
o /bin/login
o /bin/getty
o /sbin/init
o G4 F it A2 ik KR
o 1B T /sbin/init
e /bin/bash AT IR P 4E X6 &4
o i &%niR
o AP A A AT
o IXEAFIRFIF A WATAENTE 1 |, >
o /bin/bash At 2 JiE ik ik —A-Eid 42

~

/

<, &
TR T @42

J

L RAVE Linux TGS ITMA—ANGEZE  BFEBERAEATHAZ?

th 2 R AT e

A PRt RENE AAFE L7 X —FZEABLGED (GUI) » B5b—FNE
AT (CL) o xTEBGHED » AP REXNERKET R FHE GG EA
27 AT iTegiEa s AP RAEIIMEFOLTRTRHENME c ALK
ARAREREME » MEZEREF L A#HE LG E > wRIIALFETRF
by AR AE B RAT AT A0 BAT © TR UAG AT ABI RN BRFPAT—HABR A8 — R F

'T?]t o

BRKNBH L ZG 4T ? 44473 L command Line ° RAMGBMAIAL AL
BAGHAANERF® A—ADNRTAF 0 IR AR E NI — A% — L
T A CTRL+ALT+F1-6 W3 FF 89458 5 £ GUI F @ TR — &4y %
st ALEERARRBHGIRNLERERHLRS] » oh —ARTF o A
HARLE N o SR T Ao A P 09 R AT S » SR E LA LT —446 >
FIR ECMNHAR—ANET > A TEGFEHT A eildridk o



$ echo $SHELL # ATHF ZATSHELL ° Y Al EiT8a it o5

A=)

/bin/bash
$ echo $$ # BAEF ZHARID ) $SAEMFARNIPIR T E > BHAT AT # AT
D
1481
$ ps -C bash # W@EAPSHALEE
PID TTY TIME CMD

1481 pts/0 00:00:00 bash

M E@mEGBEEERTAEY » SaadiTHE o TR EE—ANE5F » T2
mmm%h’am~A”?EﬁﬁﬁE’bﬁﬁf%ﬁ’%imF%A%%A

-

ST P AT R G %R o 1L /bin/bash AXZ Z Arid A 694447
B2 — ’1;4?4§¢7,\25 ‘ﬁi%ﬁ L8942 % > tede  /bin/ash , /bin/dash % o &
ARXREFTERTH bash * TR ECAHCEEZREH » CEAMLER PFHAY

/bin/bash &1+ 4 B 78

/bin/login

Jiid CTRLAALT+FL W7k 3| — A58 235 T & » — AL LT A 2l 69 & "XXX
login: " RTMAR P L » HAELRTMAES > RER7HEHELE R T R 94
AirHEET o IR EERRMA R EA G » AANEF A /bin/bash 4B F)
To%%ﬁﬁi@ﬁ%bﬁX@m”%%9if.mmﬂwm 2F o AR
/bin/login # 5 & X 4miEE R /bin/bash °* ML ALHKE /bin/dash
%, ?

/bin/login 5 5 LA E KA /etc/passwd X ZRXATHELE
STRAPL ~ BB uM P &R Shell o EaFH PG RER P QX MEX
Shell MAE A R P& kB @447 5  HA /etc/passwd FHRAUHL L —

$ cat /etc/passwd | grep falcon
falcon:x:1000:1000:falcon,,, : /home/falcon:/bin/bash



AT 09K 5 8948 %15 &K > A2 B —1TK? /bin/bash > RIEZKEF
F g AT R o ETHEAR » £ 3 ﬁl‘/\ X K?BEA x AR FEEK
BAEAI—NTIHEL /etc/shadow * M EABHTZEEmEE o ZETIARANSLH
WESmY o AFHME -

EAVE X5 ER4F A /bin/login TP T "XXX login" & ? L4 BB — T 4R -F 1A
W ARA strace #4 o RATT UM strace 4 kHRIX /bin/login
25 8 AT ©

RE@m—A > B — AL Lss > k3 Root AP » AT@megas :

$ strace -f -0 strace.out /bin/login

BB VAERETT VAT strace.out XA 0 A A BRMAT T AR ST » BT ARk
X o NP TAA R EA  /bin/login #/5 M execve WA T /bin/bash 4
Ao M BEMEET » LK /bin/login REZLEFHAEZ LA execve A
AT /bin/bash * B A &R /bin/bash & °» TWAEFE /bin/login #H %

/bin/getty
AR /bin/login X A& ALK R ?
TERRAE—NET o RE—NTUBRBHLETHRATT @GS o

$ getty 38400 tty8 linux

getty #AMFGEA L » JMFHA P G- 284F > AEWEE F 8 Mk » £
FAFEA "XXX login:" 9R 7T c AR P LH 5T LGRS EIE'JE%" &
o R getty A TLEIEY o

K o BT AR strace w4 kIRIEZ getty HPATIEE - AF—NLEH T
# %] Root Ml P o M AT4e T o4

$ strace -f -o strace.out getty 38400 tty8 linux



A /£ strace.out 4P TURKI GG LSUMERFH@Y o bt » TIUFFE
& getty #FF execve ALAMAMATT /bin/login /5 o &AM
7 getty AfL£BHTHEHALDL 5%‘:9&1’3‘7 /bin/login &A%

/bin/login H4e getty @9#AZE H AT o

Isbin/init

RLEHFRI—AEFELYEAT : /sbin/init @A man init #4TAERE
Bl ma AR » €T £ HZ L (initis the parent of all processes on the
system) % o €& Linux & %K B ibéﬁ%"/\ﬁ T > BT #AT Linux A4 — ik
WAL TAE > MR Wbt TAEAY B B M AR /etc/inittab RBAY o AR A %k
A& /etc/inittab B — RGP FrE s TTAAE man inittab EF A X
#H Bl o

FTRIEZNA » ERIARALN Ubuntu #= Fedora F X ATHRF » — 83769 init &
5o the upstart F7 systemd AKX HE KA T System vV init ° EAl

A T /etc/inittab #94E A s Blde upstart SEEX /etc/init/ T
b9 E 0 tbde /etc/init/ttyl.conf  f25E > }iﬁéﬁﬂé&%,u%ki DN
/etc/inittab * *-F upstart & init BE 0 LEZ AL > FHAE man
5 init E&F# B o

B LM Jetc/inittab BIERIEFHME L T @ —4T09ER -

id:runlevels:action:process

o id A NE—RT  TRAEE —ANELFME L EER o

e runlevels ABATHF| > BATL LR ELE > WA EITHH GBARA L
£ U AR 4o T BAL

0 is halt.

1 is single-user.
2-5 are multi-user.
6 1s reboot.



T BEEAREIMHELANL 1.5 To@m 0 ## 6 FEFHHN BT

RAetEA init F45ERINAER I » MFEARNMNBIRNIRE B E A

G0 EREIHER  LARRHAGHENREELS - 1 REELAPL - @&

2-5 MAREZRAP o xFT 2-5 THARF B ooz Slackware 12.0
Lty 2,35 HRARMEASAPLEN  ELKIAFE #H Xwindows (GUIH#E

o) > @ 4 WAEHRBFH X windows 89E4TE 7] o

action A CLARSZ®EF > KANEXSIUATE ALY
initdefault : A RIS AL R FHGHANEBEITHD » BT A

/etc/inittab M H—FHE 5 4= :

id:3:initdefault:

IAHAKRINETARNZ 3 B Z A PR » 122158 5 X window #9A8 4 o

sysinit A8 EANKE RALR H A EHMATGRTE o Blde

si:S:sysinit:/etc/rc.d/rc.S

£ man inittab F4%%| > #T sysinit ° boot F#1E > runlevels
BRAETREE s TATUAREHBERXEZRE : CHEELARE HHEK
A#AT /etc/rc.d/rc.S LA EL/I\XH‘ELT’Tﬁ%%ﬁ%‘lﬂ?%%#ﬂﬁ?@iﬁ%
Y )a B 0 PAT BIEATAL T » TR A R 161K

wait © Z#HANE MR ETRINE 0 BT ORFERIAT—R 0 init
¥ EFRECHITR ﬁ'fa s 5] e

rc:2345:wait:/etc/rc.d/rc.M

INRAL B AEHANEBEITLG 2°3°4°5 9 —14A> /etc/rc.d/rc.M ¥4
WMAT—K » FEE init FHEECHITIOR °

ctrlaltdel °* % init 5 E] SIGINT 250 » XA FH
WMAT » RA1AFALIZT CTRL+ALT+DEL * BEANAKINHE A THL  init
K i#x—A SIGINT 15%5 o



W REMNBAERTRXIUNMEN » AL EL » ARXTULE /etc/inittab T 5
A .

ca::ctrlaltdel:/sbin/shutdown -t5 -r now

e respawn BREHAREKER » AEMEAIZE S CRBE - RERERA
FEERE F%"?F init ACE KT o Hlde :

cl:1235:respawn:/sbhin/agetty 38400 ttyl linux

R—ATHEEIEFHL  RARARLBITAELA 1> 2 3 58 » KR AMAT
/sbin/agetty 5 (ZAEMT EDREE getty #BF) » IARFFE
EHES AR RMNAHBEECEY > init BHELBHE o IAF LA
BRAZEHNA

o 7= Slackware 12.0 T » ZEKINZBITEIN A 48> RAH 6 NERTAM o R
AR ZR?AAEMNLE@GERE » AAAMLRA 1235 > MEAA 4 » RE
REBARAEBITES 4 BHN > ARLFTE /sbin/agetty KA B FH o
FTvA o 4o RABIE LA LLm AR T AR » &2 1235 157KAh 12345 BP°T o

o HIN—ANAMMFEAMHMA 1 B init BEEBRRIANRETAEEFHT
/sbin/agetty ° &X3LA& /sbin/agetty #JALE o

o TH—AFA 1 BiEiR HIAALE o AR XXX login:" & A SMATH 0 RIEA A
respawn FHEAMMEGER > RAEEVF init ° £# /sbin/agetty 1t
2R THde BB AR o AR "XXX login:" A1+ 4 X £ %R ? AT @ 8
N RATKXIEA /shin/getty (Fl agetty ) B# T
/bin/login * @ /bin/login X B # T /bin/bash » BP &A1894 447

A o

A s Bh A28 KR

fooinit BEEATHZE CRARENL (LTREAL......) #8E >

BhAEE AR S ARLCHILTHE - M NTFHAZTEZ6/EH > fork
ﬁﬂ)ﬂ MR AZARE G execve AR o AIARQE—NTHE  BEHAMNSES S
MR o WAKMAKI /sbin/getty EAT ‘f > init FEAEREE o EILT AH]
W& fork MAAGIE—NF#HAE > 18T execve #MATT /sbin/getty o



Rt s TAELEHZZ2—-ANRARAIA

fork execve execve fork execv
e
init --> init --> /sbin/getty --> /bin/login --> /bin/login -->
/bin/bash

LR execve WHAE » BEHKEAERBATE » AI4EAN exit B H
/bin/bash ¥AJ& » &3k4a Z T /sbin/getty #ACLELERT > Hb&ar @y
init &5 PWT /sbin/getty B HET 0 XA E—AF#HAEIe /sbin/getty

B #mXBEHT /bin/login » XA E| T ARA "XXX login:" °

Wit ps #A¢ pstree FAAEELFEHALRAZZN » T EARENZE
EHNATH H AR X A o

$ ps -ef | egrep "/sbin/init|/sbin/getty|bash|/bin/login"

root 1 0O 0 21:43 ? 00:00:01 /sbin/init

root 3957 1 0 21:43 tty4 00:00:00 /sbin/getty 3840
0 tty4

root 3958 1 0 21:43 tty5 00:00:00 /sbin/getty 3840
0 ttys

root 3963 1 0 21:43 tty3 00:00:00 /sbin/getty 3840
0 tty3

root 3965 1 0 21:43 ttyé6 00:00:00 /sbin/getty 3840
0 tty6

root 7023 1 0 22:48 ttyl 00:00:00 /sbhin/getty 3840
0 ttyl

root 7081 1 0 22:51 tty2 00:00:00 /bin/login --
falcon 7092 7081 0 22:52 tty2 00:00:00 -bash

TEGERCETRT R A TEKE - MEBGERTUAEFER > KT tty2
AR /bin/login I HALLRAREITE  /sbin/getty  BLAALR 2 L&Y
#4222 /bin/login * €& %4 /sbin/getty H#kiE o F4 o KNAEZE -
bash #AHL#FL 7081 RIFFL /bin/login #5 » X3 /bin/login
B#T -bash *12REHEZAH#HIE /bin/login > MAMRA T /bin/login
bF# 42 > XL /bin/login il fork AIET—ANFH#AEFEHL execve



#ATT -bash (BEHiEE strace RIFF|) o @m init R H#AEID A1
A& /sbin/getty #° /bin/login &KX ##2 > L init BHRXFRERLFHT
Cfle Toilid pstree REFRAM » TREFHHAE LR XA o

$ pstree | egrep "init|getty|\-bash|login"
init-+-5*[getty]

| -login---bash

| -xfced4-terminal-+-bash-+-grep

R ET init £ 54 getty #/5 0 login #F A xfced-terminal X
#A > MEREN AL bash 9L #AL > HIFKRMNMATE grep #4NAE bash
+iE4r > & bash #F#HAL > AWK ZENE @ XS FA o

JNEmeg R A > init EAPTABRGL R » LR D A X&EGT
REABBHWR P EF LA EN EHE?

o
cﬂ'

1 2 7 7 Isbin/init

wR AL Lilo R#H Grub RXEBREARLISHEF > T4 AP Linux A%
— B FHA5E init o BERICEMAE > TSI AN HIEXE R /bin/bash
AR BHERANG ST > MAAMAKRT Fo R A > XHIT A7 12 Hde B F R A 15
AT o

A init FREMPZ2A®HR?EE man bootparam &K I E &AL

%o init FREFHRITABBAHBERZREFHNE RS > R EA I T %
HH o NAZBRRER

/sbin/init ° /etc/init ° /bin/init * /bin/sh ° %@ RIKFH X JUAL
B P AT — A s WA EAR (panic) T » #4 (hang) EREZ—3 T3 T
(7 : %R panic=timeout HiF#ELAMIFE timeout KT 0 MAKF S
HEmMAER) ©

At /sbin/init #EA& Linux AA%E 3069 o @ Linux A% 72 £A8E Lilo X
# Grub F3FEFEBHE > Lilo # Grub fﬁﬁ#ﬂ&%@ﬁ%ﬁi#’*‘ﬁy’iﬁ&
/etc/lilo.conf #= /boot/grub/menu 1st » dAid X HFLE TH T A48 € A 4%
BRAR UM ~ AAARE ZPTES R ~ BFHTLAIREFIE 8 N akssik eV e A
M BhAe R o



AR Lilo #7 Grub AF LAEELXAHEBITARNGR? AT HF MBR F ? MBR 3t &

F 8RR —REFEATRIXELSKA Lilo ## Grub &K » fif feid 452

BREHERTEMNR?BIOS  wRMGA XL R IBREALNE » AR GHE T
BIOS #EKIAB#H L E » MBI RETAIEALAMNLE - BE UL EEZRER

B o ST P A99% B 1k BIOS 40i8 T MBR & 69 R & B AT o

AR BIOS XA 2 B2k Ae R 8GR ? I8 B ho v 5 A — N ERIA G AR a0 — W
HPATE TR E » A ATsh A F sttt s g EamF o

R %A% B#HNEMY > FF man boot-scripts Y& o

5|3 Z > /bin/bash WFPAEYHAIBAT > CREALE /6 BITH—MLF
M R AT ohvh & R P 63 R 0 ARE B R R e bToh s A P ik REGR 2

Ibin/bash 4= 2L 32 Jf] P A4E N 6 4 &

i & Fn 1R

EWATHE LEANEFE B R XN G882 0 e AT
echo 48 » —fA &M A /bin/echo * WAL A echo ° A2
# bash ALEE45 3K F] /bin/echo R 7 REZ Linux #4F A% L HEAH—F R
% : Shell 89— AR EE PATH ZEABRTRFH—LI4Z > % Shell HATHES
WA TREZRZEE ZFTEK > which 14 Shell (X 2448 bash ) 89— AE
G o R P RN GO REE L EAER » B AR EA T LB o

HENFEBFLHEG X AR AR LA S AR B iR a4 % > eNAZ
MRS — RN EHEF 0212 £ CEEZEFL » EMTREEEl 214
ARG — TR - £2FAIT T WTUERATERFHF >0 < Fxteis
1THAE o st TAREM B A 24842 » BRI B 438 > st TARMES A > WRAER
IR I o

AP a2 AR AT

ECHBTELEE—BMAFHENFLSEMEL » B scanf H#E fgets =k
L o XA bash EkmZA RN o 122 KRB P EGa LA G > el 54
b s ool R R F 86 Ao, 2

B kAA bash THIEEHS > AT LG test FRAFMK o



I AT A A

MAPAEAN —ANF /% testl ° bash K EvAN » HE B ZXANESF

$ testi
bash: testl: command not found

M HAEN test B A FREEATI L o E—AL T FH AR T AFRATE

5% test BAGALHEN  AEFE test KMIATHRE > type EIHRK
1 test £—MRNEFS > wREAELRE > test RZAF A B

case "test": do something;break; XAEEGHLH]FEIEG 0 B ARLefT 523
TUAEE bash HARE o

$ type test
test is a shell builtin

b4

RXEBE which &% /usr/bin TAH—A test #4XH > £
test B > BRI —MNEPATT %R ?

$ which test
/usr/bin/test

WATEAR ? WWERAT A » BRI RAEIATT ?

$ /usr/bin/test



}k,l:lcz@'l‘“f’iif)u*‘/\l‘ﬂ&)ﬁ P RN — AN BANGEAE LR TGE £
4% B it & Shell 8 R & 44 @%‘TAE%@?ELEI EE PATH TR
%EiT%mliTK#°

ZEF test ME®4AF /usr/bin/test 48R %R —H# » RIMNEX

FaBP— N MATT » E L2 HR P24 /usr/bin/test H#HAR—IN&KATAE

T A4 o FHIEEATH —®43 & (ke hello, world! ) XA KA 4eiE E|

JRIEBIATT o BEREF » RhiFF > LA test #&E| /usr/bin T (12
AN RARA) o 4L MR

AN test - LAXAKE:

$ test
$

MAEAN 242 0 MATH T hello, world! 8 REIAFATHLLN
B4 A mATT

$ /usr/bin/test
hello, world!

B EREBERTN  REMLAS & U P58 4k bash AT o &
RE1zANEGESERTALEN fork/execve WA » xt T RA XME .
T HRe s NBEGSELER P HE4T30% 0

T@%%Q%ﬁﬁ%mg’%ﬁ%A%%ébﬁ?“%ﬁ’%9l% bash
X#% %% ( alias ) &%k ( function ) * PTVAEA THZ R &A= REk o
Ao R PATH R LRI AR B X TAA @Z»%ﬁﬁﬁiﬁ"iﬁ— » AR E]
JEIAPAARAL Fe 3R B R 2

ToAE—&Ek
7%

¥ test ®LH 1s -1 #H L » AIAT test  ZAMATT 1s -1 -
wAH L ( alias ) A E4 ( builtin ) £ % :



$ alias test="1ls -1"

$ test
total 9488
drwxr-xr-x 12 falcon falcon 4096 2008-02-21 23:43 bash-
3.2
-rw-r--r-- 1 falcon falcon 2529838 2008-02-21 23:30 bash-
3.2.tar.gz
o KL

FL—NE"™ test BIREFK > PAT—T » XA > TAPATT 1s -1 -+ LA
function %#& alias A% :

$ function test { echo "hi, I'm a function"; }

$ test

total 9488

drwxr-xr-x 12 falcon falcon 4096 2008-02-21 23:43 bash-
3.2

-rw-r--r-- 1 falcon falcon 2529838 2008-02-21 23:30 bash-
3.2.tar.gz

R L%k (unalias ) o AT AR HARFLGKELLZLAE
RS

$ unalias test
$ test
hi, I'm a function

o R AEGASZARE builtin o A ABERITHE4S

$ builtin test

BEFEANSREA L IHERTA

$ unset test



WA FZH RN A S5 .4 ( alias ) > &% ( function ) * RE
a4 ( builtin ) ###5 ( program ) B9PATR KA ¢

=)

’F A

% alias --> function --> builtin --> program J&
ZIfRE s type FAELEHRRIMNZELEMY o type -a 2% B bash MM IR

J AR R AT B0 1% 4 ’73& Ao @ type -t NS EF—MNEBBITGF LG LA
zﬁu%ﬁiﬁﬁ B A TIERRIF L o

$ type -a test

test is a shell builtin

test is /usr/bin/test

$ alias test="ls -1"

$ function test { echo "I'm a function"; }
$ type -a test

test is aliased to "1ls -1'

test is a function

test ()

{

echo "I'm a function"

¥

test is a shell builtin
test is /usr/bin/test

$ type -t test

alias

ToAREA PATH BTN SANARXTARGEFYGEL - BRE—NEF » T
hi, world! » "A®=#4® hello, world! #JR%| > &3 PATH &= A s%h—4
H% /bin T A THREMNRGLIRS » BB —343| 5 sb— A7
/usr/local/sbin & B % °

& F&A PATH 3T E - #MREA /usr/bin ° /bin #= /usr/local/sbin
J\IL/\EM%’ Rl type -P ( -P 5#35&#1%] PATH TEE > mAEF L7
LEANEFLE > TLAT help type TABEENGE L) &F » BIRAA
%mﬁﬁo

$ echo $PATH /usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/games
$ type -P test /usr/local/sbin/test



LT VAEZF /usr/local/sbin T & &K 3 -

& /usr/local/sbin/test T &M sdt » A /usr/bin T8 kK3 -

$ rm /usr/local/sbin/test
$ type -P test
/usr/bin/test

type -a HIEFERMEGLER :

$ type -a test

test is aliased to "1ls -1'
test is a function

test ()

{

echo "I'm a function"

}

test is a shell builtin
test is /usr/bin/test
test is /bin/test

Ak o TUAKERZZ2—2NAZ © Shell . PATH 2] 89358842 PIARRERA P A
By b o R B ALP 09L B mAK 0 e BB R MATEE R a9 I test
R?ARAKT A test -P HBIANSIHHAMTHRTAT -

7 : 2T Shell 89 E44 > Tl help command &7 XARAFH By » 23T
BEXH TAEFERA P FH (R INFELE » — &M xxx-doc ) °

man command °

R TR L |, >, <, &

BAAATE s R T HASAGSUAR— B AR s e b B type 44 HEHA

% -a 0 P FoTRESH THELRFALN  FFHLE > e if

> else EMWH X RA switch ° case #ARTURFE o H K> £ bash Zk
AeAt Al & 1189 5 %A R4 getopt #° getopt_long KAIFEEA] o



@l > 0 < 0 & FFF MR > Shell FEZLEENOR? €
WALAE A 3B 25 AL )7 A B 75 2 7T KAV AL S5 A 30 — ARAR R AL L AX S 5 JF 69 0 BT VA 7%
& Shell #2 5 El AT el e

KR A AR FHEFLATOF LR *

< FHEAT & test.c XHEL@HRAERA A cat 4N M
cat KM LRIz AME -

$ cat < ./test.c
#include <stdio.h>

int main(void)

{
printf("hi, myself!\n");
return 0;

> RTEFEMBELEGA LM test_new.c * ERARMEF

test_new.c

$ cat < ./test.c > test_new.c

FF > 0 < v >> v << v <> RAMMMARZAETEZRS ( redirect )
Shell 2] & & & A #ATATIB T E @ 6% 7

X EE2HT dup/fentl FRE > CATTAEH @ BH THRAF » £ DAL
PR LR — AN R o thde > BRI test.c TEEHARAMAN o
B AT A AT test.c BIXHRAEFAS » AARILS BH AT 0 » XS
cat REAMAFAEMAEE A B » w357 T UM 5 B@eg AR » #
FEETIHAZ WM Ec@mgEplce AT d » Ed > » << >
<> FERF > 0 < HEAKERAARTIKR—H  2RF L4089 » AL
MAFF E A 0 AR TS UAHREA — LM AmegRA] - tode >> A et
B RE > > MENKFALBEALH > THFZTHRELHGR LK &
BEHMNEAIHKES o

M2 | R? | RHLRBAFE > LRECHARL CETLRNELFE
REIL o ok —IT



$ cat < ./test.c | grep hi
printf("hi, myself!\n");

LEZIANEFH > cat 3T test.c XHPHAZE > FHEdlirAiid L =2
AEFREREBEOAZH AR —1T REAZRZI M AR BEHIERT grep #4586
IEMAE ) @ grep WARATHT && *hi” FA4F89—17 o

TAEZWE L o cat Fo grep TEARANERGGEL > SR &A ik
e g s Fedr e Ak o XEE Shell B TH“RME" > ©illd CEZ ZKH
pipe REAET —AFHE (—NEOSAAN TR AT A > — M REF
ATENEYE » — NS TEALKIE) » A BAZ dup/fentl 42 cat #9
MEEHRB T EEGMA > METEMMEMNEHIT grep WA o REAZL—
ANk o

M & R?GMRERFOREREZINFHOFHAERHTAEEMEEETT
BE R

$ sleep 50 & #ikRF )G &84T
[1] 8261

RTAFEATHE R s TUMALRT LB FIWNEET RERMALRZBT > & T
CTRL+Z ~* Fitf2 735 §1547 :

$ fg %1
sleep 50

[1]+ Stopped sleep 50

ZIRE & EL shell XIFFFLdrdleg&Ae > BIAELIESH » AP A ST E
TARREUANAFE (RS R84 EE A & R#E CTRL+Z H&E bg )
FETAE GMBFLANEZWATN—A (A fg RABWE) o XAEFIN L%
F RIS AT afE%s541E ( session ) ‘%ﬁ%ﬁ% WEHAE &AL

& o rFFvii Awsammt & B uagAbKEEEAEERBEHT  EERAELTMHX
7 IR KARLIFENA P R ED LT ( SIGHUP * SIGQUIT

> SIGINT ) * AZmE4iEmA (MW eH#RERNE) » FITUAE fg W
BB MEMELEAME HAZLA A



At % —Aeddmt & iiLﬁF’SheII')A/ﬁmJ:b LA G 6 #AZMIFAE - 1L
FikREREGRA > kAR LHNES (FRLBREES) » ALLKER
B A G4 AR R AAFAT A R 0 B4 4T3 O T A S AT A4 4 0 iX sk
%% Shell 2 & ##ATFHE

TAHAFT 24P ALEGR P ARALTT LB B TG Shell T 0 F BT A1k R MR 1 G AT

1 £ lilo H# grub S EsHHFEERE
init=/path/to/your/own/shell/program FL L o & » & UL EEHN B
T 89 % % Shell > R%Q—ﬁ‘iﬁﬂ /etc/passwd X AHFPARE A P4 BT EAT RIGERT
VA o R AR AL E AN Shell £ & 2PATRF » R EAERZF T RERLY >
BT vA 4k 42 o

/bin/bash A1+ & JE ki — /L@ 42 5 T Rk T # 42

G 4-F2 %3 > Shell A
7) o {2 & » doF X
AR, P

)

GRTUABMNT (AT switch ° case X% fl’JCi£

B EMNMMAE LN —F G4 > Shell AT » stTAHE
= _E
N TR o — AR - CREBZIHLE 24T

TR strace FRFAGEAHPATIREE o

$ strace -f -0 strace.log /usr/bin/test

hello, world!

$ cat strace.log | sed -ne "1p"  #&KN1xFH TR EAR

8445 execve('"/usr/bin/test", ["/usr/bin/test"], [/* 33 vars */]
) =0

IR B 6y 45 R 89 % — AT T VL E ®| bash i#id execve AT
/usr/bin/test = FEHLEAET 33 Atk o X334 vars RHZAR?AA
declare -x %R (BNMNERAA 324N RAZA vars R E—1NEEFR
A—AERARE S BPONULL )



$ declare -x | wc -1 #declare -xZ AR E B MG B THA2FP

32

$ export TEST="just a test"  ## TikiEdeclare -xFf X ajéjvarstyEk
XA > Bm—A

$ declare -x | wc -1

33

$ strace -f -0 strace.log /usr/bin/test #BKRiE > FHEANXA
hello, world!

$ cat strace.log | sed -ne "1p"

8523 execve('"/usr/bin/test", ["/usr/bin/test"], [/* 34 vars */]
) =0

BHRANETAN > BA7 Shell IR T ZFHKXEA export BT EWHE 4 5
THGERF Lk o Tid R ARKAINA Shell HATHARF B AL — A2 L L)
1789 > 2% strace HEARIZED Ew fork HALAM (THEZ strace A
TR R R A IRIE fork o XA AL fork XBEARIE) o f2RA—A
FERMAFRAIN ¢ S A7 Shell H & A KHAL /769 242 %% > PTVAIL Shell H &
A% fork (LATHA vfork ) BIET—ANF#E > REHAN
execve MATHALF ) o e RARFEFTAME » X BHEAT exec PATHESFA
Ao EANT T A B AT Shell 8933 AT o

exec /usr/bin/test

1% 7T VA& 3| 5 AT Shell " (97 18] » RARXTHEL) §—THEAT o

T @k —T Shell ATEAAZF o multiprocess 48 % T Z AT Shell » #
/usr/bin/test MAA % il g4 447453% 4 Shell 89— M5 o X KA ¢



/* multiprocess.c */

#include <stdio.h>

#include <sys/types.h>

#include <unistd.h> /* sleep, fork, _exit */

int main()

{
int child;
int status;
if( (child = fork()) == 0) { /* child */
printf("child: my pid is %d\n", getpid());
printf("child: my parent's pid is %d\n", getppid());
execlp("/usr/bin/test","/usr/bin/test", (char *)NULL);;
} else if(child < 0){ /* error */
printf("create child process error!\n");
_exit(e);
} /* paren
t */
printf("parent: my pid is %d\n", getpid());
if ( wait(&status) == child ) {
printf("parent: wait for my child exit successfully!\n")
}
}
EATRA

$ make multiprocess

$ ./multiprocess

child: my pid is 2251

child: my parent's pid is 2250

hello, world!

parent: my pid is 2250

parent: wait for my child exit successfully!

INIATEER T AZ H » /usr/bin/test 4 multiprocess &) F#A2FE4TH R
TR S RAXERL—FEFET /usr/bin/test #HATZRK °



BEKAEANRD » REKI execlp HEALRBAEMIET 13 84
/usr/bin/test  BlEZE2EIIRETEAEILNR?ET man exec KA
TAEE — exec WM EZKHRALIN execve ZEBI man
execve TAFFZALAM o £IFE exec M9AR—WHAAAL libc ER
B89 > M execve A ZBEEGALBEMN 0 L ZHLWIEA exec BA TR
—A s AR R E execve 0 WRAL execlp A execlp i
— BN ISR execve BIHZL o Ak BARRN A A AEBATATIRGE R
¥4 execlp ERKINEALT > execlp X #ABRNILETEEHFLT Fi#t
2o MBAANHERLE execlp FEAI TR o

M B2 —T execve * EAA=ZA5%

- BARBEEARFGLAEZ X TRIAIEAE execlp * KANNEZHITH
2 XEZRACELREE PATH IR LTERIHBAT X IR FHLEE o

- BEAFEE-MNEAE RS EPATOR T 5 KB4 o BRI NS e
BATMA 4T B AR5 > B4 grep #48 -v FRAERLTHAEEF
TR main R H =A% char argv[] RIFRERNZ - - H=A
HRA—NEAFBLWECHATHRFOIEETE » QLR T FLTUAL

main HEGFEZATERK > AEZL— char env[] #TAT » AAM
FREHANECET > LA AIH X > @ extern char ** environ 4
BEE (RETEANIG4H) E getenv JERKBRENIRF T 4914 -

LR EiRE > BRFHE execve WMATE » EWMMWBITAHEL » ST
AIe o s HIBUABRAE BB CH E 5 S IRET T FHIREG AL ALY BRL BT
NG ER P o

EATABE  /proc/<pid>/maps Fe— M5 oG A2 N Ak 5 A NKEE -



$ cat /proc/self/maps & Fcatf2)/F A B G xt m# 26 A 5kl

08048000-0804c000 r-xp 0O0COOOOO 03:01 273716 /bin/cat
0804c000-0804d00O rw-p 00003000 03:01 273716 /bin/cat
08040d000-0806€000 rw-p 0804dOOO 00:00 0O [heap]
b7c46000-b7e46000 r--p 00OOOEOO 03:01 87528 /usr/1lib/locale

/locale-archive
b7€46000-b7e47000 rw-p b7e46000 00:00 0

b7e47000-b7f83000 r-xp OCOEOEOO 03:01 466875 /1lib/1libc-2.5.s
0

b7f83000-b7f84000 r--p 0013cOO0 03:01 466875 /1lib/1libc-2.5.s
0

b7f84000-b7f86000 rw-p 0013dOOO 03:01 466875 /1ib/1libc-2.5.s
0

b7f86000-b7f8a000 rw-p b7f86000 00:00 0

b7fal000-b7fbcOOO r-xp OOOEOEOO 03:01 402817 /1ib/1d-2.5.s0
b7fbcOO0-b7fbedOO rw-p 0001bOOO 03:01 402817 /1ib/1d-2.5.s0
bfcdfeOO-bfcf4000 rw-p bfcdfEOO 00:00 0 [stack]
ffffe0O-fFfFffOOO r-xp 0OOOEOOO 00:00 O [vdso]

AXTRFBAREAGRGEGE S @Y F55E (CEZRFRTREAGH) o
Bl E s ET@EATHRBAMBRT » TUFLE A TS ITHEBERFT °
AL A R RAEE A (ARG R ARE) o

A LBEA T E MR EZYGAE o ABAALEIE execve HKEIT EAT
AT » e R G B R A E nwﬁi/%éﬁ#xr‘ﬁ s AR AU EA BB BATRRF o 7T
Wit 1s -1 EARFORIR > BT chmod FhwRFEFRTHITRR o

A B £ B A T HAT R A TIAHAT LA -



$ whoami

falcon

$ 1s -1 hello #&FMPRBR(FHF—IXERT R IAGEFEHTHTRIR
-rwxr-xr-x 1 falcon users 6383 2000-01-23 07:59 hello*
$ ./hello

Hello World

$ chmod -x hello #X478& £69°T #ATAR

$ 1s -1 hello

-rw-r--r-- 1 falcon users 6383 2000-01-23 07:59 hello
$ ./hello

-bash: ./hello: Permission denied

5% i 4

o Linux B# 34 : man boot-scripts
Linux 4% & # %4 © man bootparam

man 5 passwd

man shadow
CUNIX 3R3Z B % spA2) » AR XA —F



A TN T

o W=
o ERAME
o ELF
(o] /,ﬁ:%
o TEAL : AWH T MG M5 E L
o A
o HARMEE
o A4 X (dynamic linker/loader)
o 4L (plt)
o &FMmF & (got)
o TEALE
o AL KL EAHE R
o R|EFHBEEE
o [&XA% % &
o % XAEHE
o FAMBE IR
o 5B At

fEfea) AR

A\
u-\\

Linux X ## 84485 » AT ETHE - WG ZR » ML 48 5742 )7 5174

F o TklAmt&&ﬁﬁT%%%%&yM@’m%mt &E%ﬂﬁ UE ¥4
Fife A B[], [2] c RE TR HRF T U SBBELE  FRFAERITL
A2 o st I 8,80 — 2 KRR ML 09 5F 5 AT T AT EAZ[1], [2] ©

A EEAZ THBEB] TEMEELER ) GEMNERE > leR L E o7
WRAZZ g h BRI FLT o B ShARIEENLZE ~ R ARIA R A3 E
BER A T TAH], [2] ©

TEAREAINABRALE  BERNBHEBEE G0 ZE - BRAFLTHEM » &
BNBIT o SkdEmT o


http://162.105.203.48/web/gaikuang/submission/TN05.ELF.Format.Summary.pdf
http://www.ccw.com.cn/htm/app/linux/develop/01_8_6_2.asp
http://unix-cd.com/unixcd12/article_5065.html
http://www.ibm.com/developerworks/linux/library/l-shlibs.html
http://fanqiang.chinaunix.net/safe/system/2007-02-01/4870.shtml
http://article.pchome.net/content-323084.html
http://elfhack.whitecell.org/mydocs/ELF_symbol_resolve_process1.txt
http://162.105.203.48/web/gaikuang/submission/TN05.ELF.Format.Summary.pdf
http://elfhack.whitecell.org/mydocs/ELF_symbol_resolve_process1.txt
http://162.105.203.48/web/gaikuang/submission/TN05.ELF.Format.Summary.pdf
http://www.ccw.com.cn/htm/app/linux/develop/01_8_6_2.asp
http://www.vchome.net/tech/dll/dll9.htm

RS

ELF

ELF & Linux X&F— M5 IHEX Ry as T - -£F (4

HE) =X ( man elf ) o

RAG

/* test.c */
#include <stdio.h>

int global = 0;

int main()

{ char local = 'A';
printf("local = %c, global = %d\n", local, global);
return 0O;
b
T

Wi -c ARTELAALH test.o * REFRHAITHRYE

$ gcc -c test.c
$ file test.o

test.o: ELF 32-bit LSB relocatable, Intel 80386, version 1 (SYSV
), not stripped

ARG T T APAT ¢



$ gcc -0 test test.o

$ file test

test: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV),
dynamically linked (uses shared libs), not stripped

WA S E > T —R A2 main [EEERH SEEE B OH”
28

$ gcc -fpic -shared -Wl, -soname,libtest.so0.0 -o libtest.s0.0.0 t
est.o

$ file libtest.s0.0.0
libtest.s0.0.0: ELF 32-bit LSB shared object, Intel 80386, versi
on 1 (SYSV), not stripped

B ELF IHAFRIF=ZMTRGEY > FLEH—NA—EH - INEH

X #3k3F (ELF Header)

#2 5 k3 & (Program Header Table)
¥ R1(Sectionl)

¥ R2(Section2)

¥ R3(Section3)

¥ R k3 & (Section Header Table)

T ALK~ P RIPER TRIF LA ELTR » €12 E CiEE Lk
Bg—d AR ((elf.h PRL) o XHRFEIEHME ELF IHHER» K)o
BATFE 0 ABF R R EI TR IR EAAXGER  FREAFAMNATTER
{2 s VR EZ AT RGZE  IBEROEFTRGLF ~ XA - X F o £
k3 A MR TR THAT L RE D SR > AR A mBFHITEN] - T
REZLGHEMNFTRAGEZE e BFHEIR (KRE) ~ FER (it
A EIE) ~AREZE S URATHIBEFHN L TR » b BESR

( .interp ) Y R¥BBEEFHIER / #3#FX 1d-linux.so 812 E > @
HREsEER (plt ) ~2RARAEE ( got ) ~ ERAEAMNATHEH A4EL

A2 o



)

S FTHIT LM T REB AN — 259 2RREAP AR LG LA T >
B A TFTERAE A RRAER P 8 F L — L5 .

o AR E AL LA

$ gcc -c test.c
$ nm test.o
00000000 B global
000OOEOO T main

U printf

taashbAhTE AT LR BARFHZIBEE TR 2R a2 AT
T oo mEA RN Z/NFFTHHAA B R AT o

D onm 945 THARkER ELF IHHHFSTEIZE -

o A RRT AT M

$ gcc -0 test test.o
$ nm test | egrep "main$| printf|global$"
080495a0 B global
08048354 T main
U printf@@GLIBC_2.0

%444 > "global” A+ “main’ WA TLHTT o 12 “printf FET X
HEeAHEEEE “glibcs PR R > FEAHAEE > AAARDHH A -

TR 2 AT A/ T T LA AITREN T4

L@ ERTAAEE » ELAELHF test.o THFFTHRAGIZAAHTLY » @
Gd# A4 ( gecc FIAAMA 1d #4448 AEARNMNTHATEHT
T BB ANATH TG IR TR LR REENER - ETE > 55 85]
FIR R T 23k (€ U5 048 T %3k ) 695 A » XA 24T 38 7T 38 1L 47 9]
R 7 Hhk f 17 1) 4% S 69 B o


http://162.105.203.48/web/gaikuang/submission/TN05.ELF.Format.Summary.pdf

EMNWEZINFS printf £ T E AL UHFFo T HAT TAF P 9 AL H H T
REREGATAE—ANIIFAGT  TRINAEHIBIEE Y » ERFETHFEAE
A A44SR ( 1d-linux.so ) #HATE AL > Bpah b4 o

W IAERTAEH printf #FELE glibc PAHLL °

$ nm -D /1lib/ uname -m’-linux-gnu/libc.so0.6 | grep "\ printf$"
0000000000053840 T printf

BT nm A% ETAM readelf -s && .dynsym &XHAM objdump -

FERIGEL ] nm FEFF D HANE ERFHOAALLCERZA N ESE
A libc.so WA FERT > EHA nm KAITHFTAFT A (£ .symtab #=
.strtab TR ) {28 EITARA TR ALK D ZEFFTLERK
strip #7 » ARETHAFS (£ .dynsym # .dynstr ¥F) VX@iifJi?&
SR Eﬁﬁﬁ@ﬁﬁﬂk@%%mﬁﬁﬁﬁ 7 A TR T 50 A5 L
SR —RHBEFT bl AT Aﬁﬁz%mﬁﬁwzm’ﬁ%i*%%
AR » — A2 strip ZEAMA «fﬂé—

T nm 5 readelf -s QJJ‘L%'?EJ rbEg s Gf%‘%’ : nm vs “readelf -s” °

o AL
HRBERL LR FEFN AR T HT T TR TR A G HAL G TAL o

Linux T/ 5 89 3h 433N KM Lazy Mode 7 &, » ik R RARFEITIR T A
)G AF 5 0 A AR E B ek o ﬁ“ﬁ%%%ﬁfiﬁ*Aﬁ%IIﬁﬁ%%m
B 69455 > At AR R A B 45 5 MK 2 R R BRAT 0 AT 3R AL T e AT R o

X AFKNETIAA LT EE LD BIND_ NOW A 3EERAT#key (T ELid L L4
M EATZGER) » UL R R RETIANT T s HAMEREERF I
)G Fa 55 5 A4 A Z BT 9k 23X B SF 5 6Y Mok 3 4T ARAT o

h A4 R


http://stackoverflow.com/questions/9961473/nm-vs-readelf-s
http://elfhack.whitecell.org/mydocs/ELF_symbol_resolve_process1.txt

E @R F A0 AL A S 3] A 5 Ak AT R AR AL o Ao A R
A3 A B 0455 5 AR IF 5 % U B8 B T AT S A oh BB AR 5 £ T AT M
TR T R SR PR LT HRF TR -

kv

A TIEHh ARG B ITH T TR » LAiedh AE4EE 94 £12 865 A5 T
PATLAS P » BB EREHZRT?

$ readelf -d test | grep NEEDED
0Xx00000001 (NEEDED) Shared library: [libc.s
0.6]

ELF XHA—A4H36F R .dynamic * €/ Tiah s X9k %13
B Bliesh XS A3 RN GRS E - 72 wfE &4 KES
HAEE libc.so.6 BB ABZ » MAHSHFER LML RA LG ER ?

33 LD_LIBRARY_PATH %%k > & &L Shell A% X F AT & &K T AT 449

PATH L Z LREZI T I AR T ENGRE XK HEZ o BT Z LT
FHTAIERE  /etc/ld.so.conf XHRFBEE > —fTHE—NBHEL  c ATRS
LR B S BBEEYRXE ) A4 FHELET ldconfig LEAIE—NEH
%1 /etc/ld.so.cache ©° %R M il /etc/ld.so.conf AwA T #HEGEM
RIEZRE AL E 0B ENRAGERZT » &IFAPIT—T 1dconfig A&
R F %5 o

FRANRNAE » RADIEEE R T TR LG E » A2 —AT AT
HEGTHEIRTRI AR S /NE » Bd readelf -d TRITHEZEIHEE
RIEE » fiBid  1dd 44 W T AT B i BT A AR B 3K E R AR 6 R o

$ 1ldd test
linux-gate.so.1 => (Oxffffe000)
libc.so0.6 => /1lib/libc.so0.6 (0xb7da2000)
/1ib/1d-1inux.s0.2 (Oxb7efc000)

libc.so.6 i readelf -d T AFE 8 » L AFRME 5 @ linux-
gate.so.1 EAXHAAFTHARASRGE LA » BE—ANEMNGSHEEZE > 2
B#AERGRBEGABIY 0 £S5 @ P ELE TA[11]; @ /1ib/1d-1linux.so.2
EFAHZHER  AATEZRACRBIATRF T ELL A 1dd £ EL25E
/1lib/1d-1linux.so AR 6)3h BEEHEZ R ?


http://www.linux010.cn/program/Linux-gateso1-DeHanYi-pcee6103.htm

MARA ELF XHAIHNOTRBETHAIEES > INFE®EA .interp

o

$ readelf -x .interp test

Hex dump of section '.interp':
0x08048114 2f6c6962 2f6c642d 6c696e75 782e736f /lib/ld-1linux.s

0x08048124 2e3200 2.

TUEBNZIANAT RRFAFHS /lib/1d-1linux.so0.2 * B 1d-linux.so &
984 o

EMAM » 5 libc.so FFE&E > 1d-linux.so 82T HEZ @
libc.so AR EET XL - RAA : FHMATH > 1d-linux.so F§ kb
EBRIANGF > BALREFRELNMEEIR 1d-1linux.so * FTAE 312 LR
A% 5 % 1d-linux.so MEBIAGE » B ERFEETHAT U Foda X694
FE > €¥%ARIE PATH T EF2 LD_LIBRARY_PATH T EFx#& EEHK BN » Ak
T PAT A e F AR T VARG € 8 2 547 o

TEEENBHIEERRY o

#H A543 % (dynamic linker/loader)

Linux T elf X#H#shA5%4#ESB L 1d-linux.so * B /1lib/1d-linux.so.2

c ML FRAAFHEEIER 1d ( gec FKINERGEZER - RAE FH[10]) £
Mo @i man ld-linux TARBREFHRZERM IO TH > G54 X930
$o T B Ao SUHAT A 1w 0L o

SHTIRREE > BT L@i2%| 349 LD_LIBRARY_PATH #2 LD_BIND_NOW % &
9h » LA F AN FE 4% > thde LD_PRELOAD M THRETMER—®E » M2 H

e LA )RR A — ke gy @i [6] 0 [9] 0 [12] 0 MR L E
LD_DEBUG T VA JHl sk AT#) A4k 0948 X 18K

STt T E@miRE 4 1d.so.conf #2 1d.so.cache %} &A —AH
/etc/ld.so.preload M THTFEMERGE o


http://isomerica.net/archives/2007/05/28/what-is-linux-gateso1-and-why-is-it-missing-on-x86-64/
http://fanqiang.chinaunix.net/safe/system/2007-02-01/4870.shtml
http://www.trilithium.com/johan/2005/08/linux-gate/
http://www.ibm.com/developerworks/cn/linux/l-overflow/index.html

ME— D FFEAAE—AFITGTFTR .interp BRAHEEES » 2L ANATR
A2 .interp ( interpeter ) R? A% % Shell MEZ ja:é‘ﬁ—ﬂax 2
W exec BHEMGEZFH » RLESAEA |d-linux &1 A HFBAE » REleEH R

& Id-linux ° 2 & Id-linux & T4 THATRFREETIRE > R TBERFNET B
st ld-linux 4% dynamic loader (3 intepreter’) (% T42/5 69 # LA2E 5
% A [13])

M2l exec () XBEARFPI/FAETZIAOIRLTEHANR? 1d-1linux.so
FTREARFATRET AARIGE (X TAZEE TH(8]) » RKIELT

o BT HAT UM N A BRINAe B S AZBRAZ F 5

o EEFHRAFEMN MBI RAERGT ;

o ATHATXM A EF Air (FHAEEE) PATE ALBAF

o X H A RIE AN TT AT AR 69 U RE AT > 4o R 30 B AEARAL 50 B) 1 3K A 69 SUAF
% AT 85

o GIER G LA » RAFR/FAFEIN exec() EEATEIEH

ATHFA1F £ ELF AL PRABE T EZIAA9 A 03k ﬁ/’%éﬁﬁﬁgﬁp
RIEI oA Y% map BIMNERGABF - X TTHRAITLHERTOBZ > wREBE
T PATH IR3ETF 0 1d-linux 23 PATH Mt xHBZTEK

$ readelf -h test | grep Entry
Entry point address: 0x80482b0

HFH 2% E—FiRE8 dynamic FTRIBEEZT THIAT IR BEGESL > 1d-
linux (ERXEZWBHEEBREREFBES LERSE) B

LD_LIBRARY_PATH 1§% 49 EM:E 3K F) A8 K 69 B AR R E BRI
/etc/ld.so.cache EZFFmBAXERNAEFT o (X THEGNAFkL > 4
HHE A [14])

HFHI3 P @RS > wRZET LD _BIND_NOW FREE > BAFHEHR
SENE A A > FMKSRKA lazy mode 7 X 0 BPEEAFFHAE AN A 2t

ITHTEL A - FTI A BAFLARERAZIANHE > T IR RIRT 8
(@ T ENB %) -

stFTH 4T IANAEZEIBRUFMARF -

HTHS5 Y hAEERRR FERNRIESLRLT o


http://www.ibm.com/developerworks/cn/linux/l-elf/part1/index.html
http://162.105.203.48/web/gaikuang/submission/TN05.ELF.Format.Summary.pdf
http://www.ibm.com/developerworks/cn/linux/l-elf/part2/index.html

MAERCHEEZLE 3T > ofT#ITHA T TAL? ToRIFERIATAE o B IEﬂ
2 FZ Y Pl feh AR %ﬂiﬁl%ﬁﬁ-‘/\%ﬂ% T4 €19 %% ELF SC#HJ’J
BIEER SRR AR ERAR  REANERAA ELF XHOTR o

TAREEEL (plt)

JNE@EERRI > A —A printf F5ARAAT 0 CRIGEDSEE
& libc.so TR > FHZ#ITHEEE  c TERBRERMA lazy mode 7 X BP
WATE] printf PTAEAL BB A K BTG A 5 69 3AE o

BEEAMCEMATE T printf FTAEAZE » BP call printf » &A1
objdump K %% test EFHNEXIKEA °

$ objdump -d -s -j .text test | grep printf
804837c: e8 1f ff ff ff call 80482a0 <printf@p
1t>

EIM o ZHuFE G T plt (Bl f24atdE k) BPiiik 8048200 X - T@E A4
AL B R o

$ objdump -D test | grep "80482a0" | grep -v call
080482a0 <printf@plt>:
80482a0: ff 25 8c 95 04 08 jmp *Ox804958c

A I, 8048220 Hihbxt A9 &—FBkEEIE S 0 BREEF] 0x804958c HLALAR &) 49 M
3k o BJR 0x804958c MILAF A ZMHR? ZATEETI .dynamic ¥R (1%
FTRERTAosh ZeEHEAR X O$IE ) R4 X913 BR 7



$ readelf -d test

Dynamic section at offset Ox4ac contains 20 entries:

Tag Type Name/Value
OXx00000001 (NEEDED) Shared library: [libc.s
0.6]

0Xx0000000c (INIT) O0x8048258
0x0000000d (FINI) 0x8048454
0X00000004 (HASH) 0x8048148
OX00000005 (STRTAB) 0x80481cO
OXx00000006 (SYMTAB) Ox8048170
0x0000000a (STRSZ) 76 (bytes)
OXx0000000b (SYMENT) 16 (bytes)
0x00000015 (DEBUG) Ox0
OXx00000003 (PLTGOT) Ox8049578
0x00000002 (PLTRELSZ) 24 (bytes)
0x00000014 (PLTREL) REL
0x00000017 (JMPREL) 0x8048240
0x00000011 (REL) O0x8048238
0x00000012 (RELSZ) 8 (bytes)
0x00000013 (RELENT) 8 (bytes)
ox6ffffffe (VERNEED) 0x8048218
Ox6fffffff (VERNEEDNUM) 1
Ox6ffffffo (VERSYM) 0x804820cC
0x00000000 (NULL) 0x0

Z 3, 0x8049578 Hiihtfe 0x804958c Hiikibixif o il it KA [8] B A H EAF
& .got.plt (PFPidffdirs) R RmA RGN O - fiE
0x804958c E4F4EiF .got.plt ¥R ¥ ?

kw5 & (got)

RERNERRGRER


http://162.105.203.48/web/gaikuang/submission/TN05.ELF.Format.Summary.pdf

$ readelf -x .got.plt test

Hex dump of section '.got.plt':
Ox08049578 ac940408 OOOCOOOOO OOOOOLEEO 86820408 ...............

Ox08049588 96820408 a68206408 L.,

N E#LERT AL 0x804958c ik (B 0x08049588+4 ) 443489 %
a6820408 * X EF KM ELHFEE i386 * FVIMAFA little-endian & >
FTVASEER#AE R % & 080482a6 * Hsh A7 *  ( 0x804958c ) #fk

& 080482a6 - X/ 3uibR|AF AL d AL G RE—R call

80482a0printf@plt + 80482a0 it Ewm#H 6 ANFF 2 & HE 3 GHA L G

£ jmp’ 148y )E — A Hdk o

$ objdump -d -d -s -j .plt test | grep "080482a0 <printf@plt>:"

-A 3
080482a0 <printf@plt>:

80482a0: ff 25 8c 95 04 08 jmp *Ox804958c
80482a6: 68 10 00 00 00 push  $0x10

80482ab: e9 co ff ff ff jmp 8048270 <_init+0x
18>

80482a6 MILIETGE—% push 84 MEA—% jmp 4 (FETFE
push HEEABRGAZATZ2EL) » #ATA push F{EIE > kL 3kssE|
8048270 Muitit » THEAA 8048270 Hhbib 3| R A MREIE S o

$ objdump -d -d -s -j .plt test | grep -v "jmp 8048270 <_init
+0x18>" | grep "08048270" -A 2
08048270 <__gmon_start__ @plt-0x10>:
8048270: ff 35 7c 95 04 08 pushl 0x804957c
8048276: ff 25 80 95 04 08 jmp *Ox8049580

Bl A — K ARG ERE—FHIEHE L o FIEAANMIL 0x804957c #»
0x8049580 A iEZEHy o f BLARARIA » RISFAAE .got.plt REX (L@
fle %4 .got.plt 89 A DZ 0x08049578 ) ° XA A& » RAVIFAHINZ A
MNHIL B RAH 2R E o


mailto:printf@plt

$ readelf -x .got.plt test

Hex dump of section '.got.plt':
Ox08049578 ac940408 0OOOOOOOO OCOOOEOO 86820408

Ox08049588 96820408 a6820408

I R EZIAR readelf &4 F| 69X AAMIAT AL 0 EN15RAH X
. ?

ARG R A E FTH[8] 0 & FAH69°3.8.56 TRMFRFRH) LN BT 2L
BRI ZAR LSBT S IR T = FF AP T XA A M Few] @ XA LY
87 push $ ox10 F4 o

o ERFH—RAUENGRGEH » HXBERALARB RN E=
( 0x804957c ) A% =0 ( 0x8049580 ) & EAFFRIA
o R H 5 2B F] 08048270 <_ gmon_start_ @plt-0x10> > BPidf24kiE
RO FH A 0 A —KEAKRIES 0 B push $0x10 > Ox10&4x TE L
i R ALHE Mok 69 — MR AS 3k » X AMR A AL B R AT 2 AR 7 Bk AR
BHBBERSHIT 2B EC? ERAETLHA o
o RUHG - I ARMBFERYE -G EATEARBEETGHE =T
(BP 0x804957c 4) » “A#HAEHERRE T RIME EOME (LARZHZ
P EEAE LR XN FTERETE) REREFEE L HRHENE T
( 0x8049580 °* X — ML ER) > LRI L EEHE o

MR = F KA FEITH Mok 0x8049580 XA/ R ZAH BEERG A O
B mETALEA ox10 L EL A 0x804957c LM A A AR T BT
T EEERIZE

LGRS Z A ARG —T I REEERFARRD R o L@ IE LI RARMN BT F
FTEANER  EEAZAEZRNELROARZ c TER¥EZRG)H—T » xFiL
FRekdE &


http://162.105.203.48/web/gaikuang/submission/TN05.ELF.Format.Summary.pdf

$ objdump -d -d -s -j .plt test
08048270 <__gmon_start__ @plt-0x10>:

8048270 ff 35 7c 95 04 08 pushl 0©0x804957c
8048276 ff 25 80 95 04 08 jmp *Ox8049580
804827c: 00 00 add %al, (%eax)

08048280 <_ _gmon_start__ @plt>:

8048280 ff 25 84 95 04 08 jmp *Ox8049584
8048286 68 00 OO 00 0O push $OX0

804828b: e9 e0 ff ff ff jmp 8048270 <_init+0x
18>

08048290 <_ libc_start_main@plt>:

8048290 ff 25 88 95 04 08 jmp *Ox8049588
8048296 68 08 0O 00 0O push $0x8

804829hb: e9 do ff ff ff jmp 8048270 <_init+0x
18>

080482a0 <printf@plt>:

80482a0: ff 25 8c 95 04 08 jmp *Ox804958c
80482a6: 68 10 00 00 00 push  $0x10

80482ab: e9 co ff ff ff jmp 8048270 <_init+0x
18>

MRTZERPHE R KSR LFEEELEME - MBS —R 08048220
<printf@plt> A% —RKANA>H L » FHLF AL ILA)URGER o TS
REA I ikERIAE > BACA LR mth kA KB > BT AL S B 697 A 3]
TN ERERFE—T 2R L -

$ readelf -x .got.plt test

Hex dump of section '.got.plt':
0x08049578 ac940408 0OO0OOOOO OOEOOOEO 86820408 ...............

Ox08049588 96820408 a68206408 L.,



iR A B fmAs AP 0x08049584 KT Ef AR RS ALY ES =
Hfd push HEEATAMIE > TAERI » AN LE) o M 0x0804958¢c BF
push 0x10 {93 RATRAREE (T—F2#—F594) » ETAIURGE
FAEAL > AR EBRE B I AREEHE R 69 push 1544 > MUGaBkiE B TARMEE RN S
— s MRS (TR LSRRG F AR ER NG IEEE
M ATAY R AN A MAEE T FRMITONF ST FI1E L) © B oxe8049578 #»
0x08049580 X4 H| GAAIEBR L H B BBEE M XL D EBERS RGO
Ok o (2R A — Ak 0x08049578 0 X ANHLAER|AFE . dynamic AT
WA B R BT Ao A4 AR X 6045 8 0 A [8] S AR % IR AR
Bah BEEFER B TR » ME A RGBT GF LT At 8 T # i it o
FiAT @3 /X IEZRAER o

$ objdump -D test | grep 080494ac
080494ac < _DYNAMIC>:

T RAL R

R ERHA L@y push ox10 HERIAH o MR A [8] KA T HALR B4 4
SR R 6912 & » AR SEEE L EF R A TR RITER
AT HI) o B R EEALERNRET A Z2EGEZ LR

o HF—NEZERAZHSTAL » BN EEREZWNRIEY ©

o B—HyA r offset o EHEXEMETHAA » BRAREFHLA > ©
WA E R A YR (TARA LRI K) B89 5 % 7069 dLobak o

o HHHA r_info » MARSHERTELLOHF T AL (ETRERT
SIMEGETR) » AABEANEREEDY (LMBITASTHERE)
(Type) °

SR EEETALERG LKA R


http://162.105.203.48/web/gaikuang/submission/TN05.ELF.Format.Summary.pdf
http://162.105.203.48/web/gaikuang/submission/TN05.ELF.Format.Summary.pdf

$ readelf -r test
Relocation section '.rel.dyn' at offset 0x238 contains 1 entries

Offset Info Type Sym.Value Sym. Name
08049574 00000106 R_386_GLOB_DAT 00000000  _ gmon_start___

Relocation section '.rel.plt' at offset 0x240 contains 3 entries

Offset Info Type Sym.Value Sym. Name

08049584 00000107 R_386_JUMP_SLOT 000OEOEO  _ gmon_start__
08049588 00000207 R_386_JUMP_SLOT 00000000 _ libc_start_mai

n
0804958c 00000407 R_386_JUMP_SLOT 00000000 printf

AL R iEAr I AR 4R R4 X689 rel.plt 34 > 0x10 RIEFE& 1*16+0*1 ° AP
16 % » EAERALEZN BB > AT R BRGHE 4T c AABXNERFEROA
TH4 printf 5 HAXGEFEE FTLECLAFTRAAHB RS
printf > MARIE r_info FSNFHIFFTERPHEE RN ZEARK LML
RFE Info —F691:24FTELEREG Num FIOHZ XA o

$ readelf -s test | grep ".dynsym" -A 6
Symbol table '.dynsym' contains 5 entries:

Num: Value Size Type Bind Vis Ndx Name
0: 00000000 O NOTYPE LOCAL DEFAULT UND
1: 00000000 © NOTYPE WEAK DEFAULT UND __gmon_start_

2: 00000606 410 FUNC GLOBAL DEFAULT UND _ libc_start_
main@GLIBC_2.0 (2)
3: 08048474 4 OBJECT GLOBAL DEFAULT 14 _IO0_stdin_use

4: 00000000 57 FUNC  GLOBAL DEFAULT UND printf@GLIBC_
2.0 (2)

AR AR PAT LR PR —RBERRS ( jmp *0x8049580 ) HA
AuBERUG > HABBEZAANAT push 0x10 ° M T AR % T AL LA F
8 r_info HEMEMAFF ( printf ) AF 5K ( .dynsym ) FaMXZ & o



MRk sh s [F 5 A TR offset ( r_offset ) WA Type XAANELEEL »
WA AT %ERALRES T At 0804958c » X ANHALRILFE got & Mey&E—
Mo JR kA AR push OXx10 5469 Huhk o X FEokE » Z AL 89 R B A5 AR5 2 > ddedfe
SR ? 424 Type £A& R _386_JUMP_SLOT » i@ 54t [8] &K E| % £ A »f 2 89
KT (RAFAE TEORTHER) #BERERQZIR T AN T EL
AT XFEH B RS m A IBMBELANILE - HABERT L
Fitm#% Z A6 N 5 0 JedE sl b s R AF 5 09 3k o

R S REBERBREZEAS BB R FRKA—T » B 0804958c
HEAE B R B BATIS B SR A A 5 6 LRI » BY printf S[RALEHSHEEY
M Gk ig P a9 Huhk o

FRE o HAMBEYENIBMTFCLETATY  rt—®mPx L RKRFHE o
ToANBHREEENQE > BRXAARAMFRL AR BE#—TF B FLOALZRK
%%%%V’Wé%%%i?%;WﬂR%ﬁQTmﬁ&‘%Hﬁé€7%5m%

GHRANBHBER G ? 68T % E  LD_BIND_NOW 7 7 R Bk 89 lazy
mode # 17 # A 45454 XA lazy mode # S #E4EEG R 5| ?

S5k B 09 R 22 A 1R

X

iﬁ\,é’zb FTHMBENE LMY AT R T B—T 3 X EE Q| 2 f M AR1E
A

AI
Fiko #mIABATENGEE MY o

0 12 3h A ek
F RO R AR -

KA

/* myprintf.c */
#include <stdio.h>

int myprintf(char *str)

{
printf("%s\n", str);
return 0;


http://162.105.203.48/web/gaikuang/submission/TN05.ELF.Format.Summary.pdf

/* myprintf.h */
#ifndef _MYPRINTF_H
#define _MYPRINTF_H

int myprintf(char *);

#endif

A\

S
1&3’
N

$ gcc -c myprintf.c

$ gcc -shared -Wl, -soname, libmyprintf.so.0 -o libmyprintf.so0.0.0
myprintf.o

$ 1In -sf libmyprintf.so0.0.0 libmyprintf.so.0

$ 1In -fs libmyprintf.so.0 libmyprintf.so

$ 1s

libmyprintf.so libmyprintf.so.0@ libmyprintf.so0.0.0 myprintf.c
myprintf.h myprintf.o

B = A UH

libmyprintf.so °® libmyprintf.so.® ° libmyprintf.so0.0.0 ° X&E 4
HAEKAESAERZT c LERF—ANFAEAREZ > ABRZAF 2 B0 BZRAIF 5 4
BROEERANTEFY AREMGTRTIRE [5] -

& AAE %R

NEG—BRA RGN ZE  AALFE myprintf Rk > X EEEX4E M %
B EREFHRAEBEEENZE > mAALEA myprintf B T %

B o fe Yk 5| R B 7T AT AR B i

i
Wi 1 SRR AN LT o


http://www.ibm.com/developerworks/linux/library/l-shlibs.html

/* test.c */
#include <stdio.h>
#include <myprintf.h>

int main()

{
myprintf("Hello World");
return 0O;
}
R

$ gcc -o test test.c -lmyprintf -L./ -I./

HEIT test " RIAKRTINZE  AAENKUAE ERZELLTA LA LA H

4

A B

$ ./test
./test: error while loading shared libraries: libmyprintf.so: ca
nnot open shared object file: No such file or directory

do RAG RS 093 R 342 > M TTVAEAST

$ LD _LIBRARY_PATH=$PWD ./test
Hello World

I A e F

LD_LIBRARY_PATH 3% T EAL FE TAA B X B TR EZ T » ﬁﬁﬁﬁﬁi}%)ﬂ
1258 B XIS R E 3T AR 0 XA %, T de AL 5 PR e 3 sk 2t 3 %542
18 69 4% 5 o

B AR LKA AL > AL AEGS 8 e KRR I R o429 0T HUHAL » RFE > BB
sz g RXIAAARMNBEET —AJFCOAM > LT T IL— KL o



/* testl.c */

#include <dlfcn.h> /* dlopen, dlsym, dlerror
#include <stdlib.h> /* exit */

#include <stdio.h> /* printf */

#define LIB_SO_NAME "./libmyprintf.so"

#define FUNC_NAME "myprintf"

typedef int (*func)(char *);

int main(void)

{
void *h;
char *e;
func f;

h = dlopen(LIB_SO_NAME, RTLD_LAZY);

if ( 'h ) {
printf("failed load libary: %s\n",
exit(-1);

}

f dlsym(h, FUNC_NAME);

e dlerror();

if (e != NULL) {

*/

LIB_SO_NAME);

printf("search %s error: %s\n", FUNC_NAME, LIB_S

O_NAME) ;
exit(-1);

¥
f("Hello World");

exit(0);

$ gcc -0 testl testli.c -1d1



RAPIFLT > BRA SR LM o NENMRBFREHABFT ELALGTA

o il dlopen REVEHBE > HWwBRBIALEF » BEEDELELN handle °
#Wid dlopen HATTIUAIEE RTLD_LAZY KA lazy mode #hA#kHEAE
K> wRKM RTLD_Now MA=f& XM %E LD BIN Now ZEAL e

o KA ZEUNGHANEMNFTHITERL » LEAHE myprintf R
Ak o

o | 3 HHE VLG AT VA AL HE A B AT -

%T dlopen ° dlsym /&% IAkta¥y &A% T4 [15] o

BANRAANGHIFTHELIE E@EM o Toidd — 26 ka8 A& A A
B RARE  Bpakmf &6y % =tk = > 3t —F1tklazy moded 3klazy
mode &y X 3| °

o AeEE I AR

HAdE ELF XH - BN TRAAT A BRBERGIZE > ALY THT L ARG
RAL B G =R H RGN o A RAE Ak

o i gdb K °

o HIAERJFAI;ATH o

RA FAB @M BT E—Frk RERFALE M7 A RAT XA AN
& o


http://refspecs.linuxbase.org/elf/elf.pdf
http://elfhack.whitecell.org/mydocs/ELF_symbol_resolve_process1.txt

/**

* got.c -- get the relative content of the got(global offset ta
ble) of an elf file

*/

#include <stdio.h>
#define GOT 0Ox8049614

int main(int argc, char *argv[])

{
long got2, got3;

long old_addr, new_addr;

got2=*(long *)(GOT+4);
got3=*(long *)(GOT+8);
old_addr=*(long *)(GOT+24);

printf("Hello World\n");
new_addr=*(long *)(GOT+24);
printf("got2: 0x%0x, got3: O0x%0x, old_addr: Ox%0x, new_a
ddr: Ox%0x\n'",
got2, got3, old_addr, ne

w_addr);

return 0;

L5 L@ R ERE AT AR RE RO L > RERZI N E A KRG 6
# GOT

$ make got
$ readelf -d got | grep PLTGOT
0Xx00000003 (PLTGOT) Ox8049614



E X EBRRREAGLL i386 AL wRELE X86 64 LAKELERIF
AR 1386 LT HATIM » F£% gee HFE—A -m32 HFk o Bl

$ gcc -m32 -0 got got.c

et 0x8049614 H4rF| LAY o REETHBFET  EHER -

$ make got
$ Hello World

got2: Oxb7f376d8, got3: Oxb7f2ef10, old_addr: 0x80482da, new_add
r: 0xb7el9a20

$ ./got
Hello World

got2: Oxb7f1e6d8, got3: Oxb7f15f10, old_addr: 0x80482da, new_add
r: 0xb7e00a20

WA A RIBAT RN RRBEERFOZIARFLZRIAE » FE printf &3bibd e
89 new_addr ¥ATALE > BB libc A= 1d-linux X AANE B G 3 &

B R PIAEF RAE o Hk o Bk BRI HAL G A E > TIFEBRRLT
B VMR AN EAT o

T@EH%IF got ° ek -g FEMRER o FFiE L RN
got2 ° got3 ° WARWM printf BJE printf AL EF AL o



$ gcc -g -o got got.c
$ gdb -gq ./got

(gdb) 1

5 #include <stdio.h>

6

7 #define GOT 0x8049614

8

9 int main(int argc, char *argv[])

10 {

11 long got2, got3;

12 long old_addr, new_addr;

13

14 got2=*(long *)(GOT+4);
(gdb) 1

15 got3=*(long *)(GOT+8);

16 old_addr=*(long *)(GOT+24);
17

18 printf("Hello World\n");

19

20 new_addr=*(long *)(GOT+24);
21

22 printf("got2: Ox%0x, got3: Ox%0x, old_addr: Ox%0
X, new_addr: 0x%0x\n",

23 got2, got3, old_
addr, new_addr);

24

£ H—N printf Z&XE—AH A

(gdb) break 18
Breakpoint 1 at 0x80483c3: file got.c, line 18.

FEFHZA printf KRLEE AW A

(gdb) break 22
Breakpoint 2 at 0x80483dd: file got.c, line 22.



EATE| B —A printf X AT&EIE

(gdb) r
Starting program: /mnt/hda8/Temp/c/program/got

Breakpoint 1, main () at got.c:18
18 printf("Hello World\n");

EEPAT printf LA LBBRBERNE

(gdb) x/8x 0x8049614

0x8049614 <_GLOBAL_OFFSET_TABLE_>: 0x08049548 Oxb7f3c6
ds Oxb7f33f10 0x080482aa
0x8049624 <_GLOBAL_OFFSET_TABLE_+16>: Oxb7ddbd206 0Xx080482
ca 0x080482da opqelo]ofefo]efelo]

5F GOT AR A—M » XIAFE PLT A F push 5489383k :

(gdb) disassemble 0x080482da
Dump of assembler code for function puts@plt:

0x080482d4 <puts@plt+0>: jmp *Ox804962¢
0x080482da <puts@plt+6>: push $0x18
0x080482df <puts@plt+11>: jmp 0x8048294 <_init+24>

WAL R A BATRATH T TR > FRLIHFE printf » A
puts(1) -

BELAE GOT HEZMHAZE > RIFA dl-linux =R 694K :

(gdb) disassemble Oxb7f33f10
Dump of assembler code for function _dl_runtime_resolve:

Oxb7f33f10 <_dl_runtime_resolve+0>: push  %eax
Oxb7f33f11 <_dl_runtime_resolve+1>: push  %ecx
Oxb7f33f12 <_dl_runtime_resolve+2>: push  %edx

Ti@id nm /1lib/1d-linux.so.2 | grep _dl_runtime_resolve #ATAHIA ©



REEHE GOT AFH_FRYANE » AAEH2H5501EE  RAEFRRTEER
iF

(gdb) x/8x 0Oxb7f3c6ds

Oxb7f3c6d8: OX00OOOO606 Oxb7f39c3d Ox08049548
Oxb7f3c9b8
Oxb7f3c6e8: OXx00OOOOO6 Oxb7f3c6d8 OX0000O660
Oxb7f3c9a4

f£ *(0xb7f33f10) 18 & &g RAGL T E —ANBT & 0 AN E A T A

(gdb) break *(0xb7f33f10)
break *(0xb7f33f10)
Breakpoint 3 at 0Oxb7f3cf10
(gdb) c

Continuing.

Breakpoint 3, 0Oxb7f3cf10 in _dl_runtime_resolve () from /1ib/1d-

linux.so.2
gegiEdt 0 BB HKAM printf
(gdb) ¢

Continuing.
Hello World

Breakpoint 2, main () at got.c:22
22 printf("got2: 0x%0x, got3: O0x%0x, old_addr: Ox%0

X, hew_addr: Ox%0x\n'",

BREA GOT AW XA GOT RIS —R 6948 & HAEAE X -

(gdb) x/8x 0x8049614

0x8049614 <_GLOBAL_OFFSET_TABLE_>: 0x08049548 0xb7f3c6
ds Oxb7f33f10 0x080482aa
0x8049624 <_GLOBAL_OFFSET_TABLE_+16>: 0xb7ddbd206 0x080482

ca Oxb7elea20 OX00000000



5%&/ GOT £mE—H > KITRT puts FEGNKD » HARTTHT
puts B ZTEAL (2)

(gdb) disassemble 0xb7elea20
Dump of assembler code for function puts:

Oxb7elea20 <puts+0>: push %ebp
Oxb7elea21 <puts+1>: mov %esp, %ebp
Oxb7elea23 <puts+3>: sub $0x1c, %esp

BMYEFREARA—AFEAE (1) (2)  FPARBEMGE printf » At 2 &@4T
puts MEZEALR?EAE gec -S HEBEFARLCAHENRALE XN gee &

printf H#RT puts > HLFEEBEFETIRAMT 24 puts #ATT
TRAL o

INE TP AR > S5 HARR B #ATERAL o /AR R RIAE AT
printf XJ&° GOT ARMEEKE—AAMEEA printf (FHmbgitL
puts ) 893ak o XERAPTIEE) lazy mode FHAF TS X °

MRk sh s RMNEH A 60T A FH=ZAHEA 1d-linux.so FEXEANREE
o FHRINAERAT printf BEHZIAT 2 L#AT 1d-linux.so &
_dl_runtime_resolve H# > MAAZTCREI)E > GOT £WRKE— AL LTH
printf ( puts ) #9333k o

ARITHBRL R AW EAHINSE =KRAMA printf BB EFZATHIFTH/E
é’] FEAA gec EBE—ABHART puts * FTARXZRA B FHBELIARX o 4o

BAINZAS » ARTAAR EARANA—HE printf BOAF o R LH—R4%E
V/Ué" GOT R FZMELAEHAT » I TRA#AIEMIELR » FHAT jmp *
(2R ETE—ARI) FBER » (2RAmBETE— i) TEBIGEHAT X
B 5B IR 0 XA jmp 1B 62 B SRR 5 0L B 4T 0 AT RAREY
R EBARAG » FL RN B#ATE AL o

FNIMAE GoT AT RHTH = RE LA B B FH 3] KNKA > B S
—/~ link_map EAH&HKIE > £—NEPEE BERMERAS KRN R HEAFZRE
2o WwRBTM - HAELFH[16] o

Twmidid%E LD_BIND_NOW HiET—T got BEHEFZR > REHHKIA
by K4 H X ( lazy mode ) 89FF ©

e % E LD BIND NOW IR TwayEiT4 R


http://elfhack.whitecell.org/mydocs/ELF_symbol_resolve_process1.txt
http://www.muppetlabs.com/~breadbox/software/ELF.txt

$ LD_BIND_NOw=1 ./got

Hello World

got2: Ox0, got3: OxO, old_addr: Oxb7e61a20, new_addr: 0Oxb7
e61a20

e FUFATHEFER

$ ./got

Hello World

got2: Oxb7f806d8, got3: Oxb7f77f10, old_addr: 0x80482da, n
ew_addr: 0xb7e62a20

WA H X > £IF lazy mode (1%E LD_BIND_NOW J/&) T » #/FiEALT
Z AT MR AWM AAE o BRI A printf AT GOT ARG LEK
HEAT printf Rt egHuak o BP oxb7e61a20 ° HARFEITZ

B GOT RMF_FfeHF_RREFA0 BANTIBRFTEZENEFTFTHE
FALT o BRI > RERHEM lazy mode W4 ET @ £ A B &6t

& A AT o

IRE s A AMBEY T ARERCBERET o

e

o LINUX A% 3h A4k % 090132 545 A

o LINUX #h A4 5 %~ A

o ELF 3 & M4 45 5 TAZ (15T HR)

o YwfT i Linux TR X% &4 E

e Dissecting shared libraries

e X T Linux f# Unix #h &4k 3 & 69 2 &

o Linux A4 T 4T ELF X DT_RPATH &1

o ELF UH#A& X 947


http://www.ccw.com.cn/htm/app/linux/develop/01_8_6_2.asp
http://www.vchome.net/tech/dll/dll9.htm
http://elfhack.whitecell.org/mydocs/ELF_symbol_resolve_process1.txt
http://unix-cd.com/unixcd12/article_5065.html
http://www.ibm.com/developerworks/linux/library/l-shlibs.html
http://fanqiang.chinaunix.net/safe/system/2007-02-01/4870.shtml
http://article.pchome.net/content-323084.html
http://162.105.203.48/web/gaikuang/submission/TN05.ELF.Format.Summary.pdf

AN TEENEY

o BWREBEGEATH(FH Y 1 b RE B EANTLH)

o Gec hIFHH G (H =39  ILhfrktik)
o 25 WATHY AR —F| AR

e What is Linux-gate.so.1: [1], [2], [3]
o Linux T PR iz A& HgREAR
o Intel F & T Linux T ELF U#3h B 454569 m B ~ BAT R 6] 547 part1, part2

e ELF file format and ABI

102


http://www.trilithium.com/johan/2005/08/linux-gate/
http://isomerica.net/archives/2007/05/28/what-is-linux-gateso1-and-why-is-it-missing-on-x86-64/
http://www.linux010.cn/program/Linux-gateso1-DeHanYi-pcee6103.htm
http://www.ibm.com/developerworks/cn/linux/l-overflow/index.html
http://www.ibm.com/developerworks/cn/linux/l-elf/part1/index.html
http://www.ibm.com/developerworks/cn/linux/l-elf/part2/index.html
http://refspecs.linuxbase.org/elf/elf.pdf

ZFREEGEANTN

o W=
o HALH A FBRAR
o WMFH/EMIR
o call » ret 45 4891 Al 5-#7
22 2% AR
1+ 2 & ELF UH#
BEFPATERTRE
Linux T 423 8 1 & B i%
AL N A T 8 2848
o XK RiGHh
o EWIHH 1 T EEH
o ZFREHER
o %Kik RiEHR A R%
o wfTHRI ebp RS K
o wfTHRIF eip RS ?
o &P RizHAEM
o e‘g;nm-;i)\;‘wq
o & R CREZRUEMRAFTHER
o ZA ! f£ CESFIA ?"ﬁ“$1’téﬁﬁﬁ5
o ‘/l)\/,?ﬁév\ﬁ
o ZIHFREANGH

(¢]

(¢]

(¢]

(¢]

(¢]

B RAL T I BA R K5 kAR E'Jéé&ﬁlﬁﬂr T o AR R IR AL G N iR
B EE o B A AR AT RS

o

To—ARRERGFTREEFENFE (ZR2EXCRFGAFRIE) o

A2 69 N 5 k1



K3iT#) Hello World * K#HEK T >

#include <stdio.h>

int main(void)

{
printf("Hello World\n");
return 0O;

4w REZRANIKIC% ( inline assembly ) KRB %R ?

1 /* shellcode.c */

2 void main()

3 {

4 _asm__ __volatile__ ("jmp forward;"

5 "backward:"

6 "popl %esi;"

7 "movl  $4, %eax;"

8 "movl  $2, %ebx;"

9 "movl %esi, %ecx;"
10 "movl $12, %edx;"
11 "int $0x80; " /* system call 1
*/
12 "movl $1, %eax;"
13 "movl $0, %ebx;"
14 "int $0x80; " /* system call 2
*/
15 "forward:"
16 "call backward;"
17 ".string \"Hello World\\n\";");
18 }

ﬁi%&gf’%HL%MT*A$ﬁ’ﬁ% EE T/~ Hello world o it
/\3}5 m:‘\-s %JEU '?‘ \*ﬁ' —Flnbﬁi .

o FHAATIAMEMZMES F 1547 (BP forward ARid&t) » HEWATH
47 o
16 171  backward > $k3£ 2% 547 > A AT 6 3] 14 4T ©

® 2



W

o B OATHE 1M AR TALBITHE Hello World FHE (F—THFmg)

) o

o $124TEF 14T RERSE (F—Tifmig) o

AT BRI L@ R F G BRI H > ARNBIL R ETZGARE -

W R 5 S AR

x86 XREEFEAAFTAFTHASE  REHBLR4 - B RERBH 527 A
4t
FhE 2 7 A
EIP #2545 425 4 WMEHET—FBEOLE
ESP A2 HE A 4 WE S L AR ARG B AT
EBP A2 /5 AR 46 4t W F G ) R FAR R B 3EAR TR R

SR L@AETROFHE > AT 324 4% » sFR26916 24N
lp ’ Sp ’ bp o

call » ret 15 4 6914F A 547

e call 14
BREBEANMLE > FAZ AT —5354560% ( EIP ) AR (AT 71842
PR EVAG BL S 4 A PAT) o AR IEREA ¢

call backward ==> push eip
jmp backward

e ret ¥4

iﬁ% call #4F2 ret ZHAEAE > ATEEABE AT T —53545H
B Y call F/AEANAEIES > Wdm T AL ZE R L A5G 3E
%&ﬁﬁ@%%ko

ret ==> pop eip



MEEXNFRARNG s TFERWE esp #7 ebp kB esp BIRE ZATARIG4 -
VAR R R A B R RGBT EMAFHRGEE 3 KE ebp AN
Pk —ANEIER (AF AR LEGE—KXEG3KL push ebp ) » M@k
B RFAEH4 N RZAANZAT c TAANHETAAL —%K leave HERT

ﬁo

BEANBANENGEG BRI RY - 2% X T Intel 99454 % > #F45% 1 Intel
386 Manual, x86 Assembly Language FAQ : part1, part2, part3.

F2 & Z %A (¥4 Linux 2.6.21 JR A% x86 F & %
11 )

FARMAR P A A A oD A P4 REBHRF - RS HEAEANT C
J& ')‘!f‘/srﬁ;él‘;’t'ﬁ,%?}iﬂ)\%])ﬂ ’ ‘%QFT‘LCEF@%ET%%@}%}%]% . ﬁﬁ-ﬁfﬂfiﬁﬁaﬂq
M AT ART ARRARAAR - NS AL TRERALGA P ZAF K E
B (ZERAHZRLEEAGRS) o

R P Z kR #2 5 (Applications)

I I
| CE (42glibc)

| |
Z %A (System Calls #»sys_read, sys_writ

e, sys_exit)

|
M % 7 ] A # (Kernel)

AGIAR R IR BT — 8 R% > €1 T XE arch/i386/kernel/sys_1i386.c
(£894£ arch/i3s6/kernel/sys.c ) XHF » FFHEE —K AL AR L AR >
GARLENE B HTHCE BT » XNRGA DL AZRARAL
arch/i3s6/kernel/syscall_table.S £k (#6944
arch/i386/kernel/entry.S ) ° X » W RARIp—NFHGALARN » &L
BAMNAZTHHF > HAEHRFABRKRTL SR> wREBARARFFIEAE
1> &4F4€ 5% include/asm/unistd.h F °

WwRELECIESTFRRAENALARN > FROL KM

/usr/include/asm/unistd.h * EXAEANARABAGEHAR AL BT 5
(2 THEARGAD s PEBARARFG LRI » AFTEERAR LM EZLE) o4


http://www.rcollins.org/intel.doc/386Manuals.html
http://www.faqs.org/faqs/assembly-language/x86/general/part1/
http://www.faqs.org/faqs/assembly-language/x86/general/part2/
http://www.faqs.org/faqs/assembly-language/x86/general/part3/

RABTELNGHALRAR » TREZALEF KA E _syscall(type, name,
typel, namel...) k7 YAdF54 o

R BELHREBZ TN > FRZAE int oxse HMA » &AL A GE A6 F BT A
0o FREMEZSAFZFHEIAZLZILA eax AZALRAMA S (TLF
/usr/include/asm-i386/unistd.h R # H 3]
arch/i3s6/kernel/syscall_table.S &%) » X5 B &4

ebx ’ ecx ° edx ’ esi ° edi —RBEAAAERAGAEI - mAL AR
BEMEHFAE eax FHETF o

TaRNAKIRE S EHEAT @ Shellcode.c FR/FHRAEI 23 AL T o HAAR
AT int ox80 P » BTUAARA B T A4 BN ©

H3MoMRAE REGALANSTZ1 @idd Lk (£ /usr/include/asm-
i386/unistd.h X arch/i386/kernel/syscall_table.S ) T XXX L&
sys_exit M > HI /usr/include/unistd.h XHFFXA RGP G F
Bl s RILAEL ebx ARFEHERKRE o

BH2HpLEBRAE MAELE—& c BIVRRRAEZIANATHSE » ALBRIE eax A
4@%& (R#E %) 24 ARAA sys_write * mEFECHEA (M
/usr/include/unistd.h ) » &A1IRE] T HALURR A LHRAEF - FH S84 5
FAE KA o

o F—AHIAE ebx  EIFAE 2 BAREAERME 0 BKIAH LK o

o HAHHAE ecx M ecx HIAZKEA esi ° esi kERMEKNGHE
(W% 61T popl %esi; ) °* MIATRIFA call /A FALTRAL—KE
BV s AR A ZERIFE call AT —5&4846933E > B | string
PT 4T85k » XA ecx RI4FIIA T Hello world\\n F4F % 6933k o

o HEANLEA edx 0 REFA 120 BP Hello World\\n FHEHKE (&
E—ANEFHF) o &M+ Shellcode.c HATABEMMBRART » H4°5>
152 16 1T840 WX R LR E HEMT (48 .string HHAE call 4%

AZ G A popl AL eip BB LEFHEHAD) o

+ 4 & ELF UH#

X Eh ELF F2“4 " » f & Executable and Linking Format L » & Linux T Ji
RAB AR LM~ THRAT AR A L F R —F TR €F 1180474 - B
4= : X86 ELF format and ABI » F Uk ©


http://refspecs.linuxbase.org/elf/elf.pdf
http://www.xfocus.net/articles/200105/174.html

T@E e eLF 89X o
ELF XHIZH=F > 55 £

o TELALWBARIA » £%RFFHMA gec 8 -c Hdm 4 o

o AT UM X K LA A KNG @ F1t 8 69 T AAT 89 ST o

o RFE RETIRRAHAEFTE > ABALFTEMNEZTELAL B Az LA T
ar AR o

ELF UHF69 RIRZEH -

ELF Header #4253k > A 1% XA 8Magic number (%% man mag
ic)» XAF

Program Header Table #3t T IAT M L ZEA R CHATEHENT (se
ction) AR E9&

Sectioni

Section2

Section3

Program Section Table #&¥TEX4LHis et SEAK » A THEEANS
ectionfy &4l &F o

T HAT UM 0 XHREH Program Section Table (¥R &) fo—sk3k &
TAL8) Section ° 4= .comment ° .note.XXX.debug %13 EARET AM R
¥ R RA strip ° objcopy FILEMMIAL » HATHKRET - AH R
AT &P 0 AT — LR A AT A& o

ELF X8 E#¥ R ( section ) A
.data °® .text °® .bss ° .interp ¥ ° mEEK ( segment ) A
LOAD * INTERP # ¢ Bl (FTRAEK) EEHEZ X A%T :

Section s 5 45
.data 14510 89 F 3B tb4e  int a=10
o B tb4e char sum[100]; & AMEFRF
bss | Amkfui i PATZ AT > I A1 A O
text #2 5 AL JE S BP VT M AT35 4 %
fAARFE B RS BAHBBERGARIE » 40 /1ib/1d-

.interp (HAREBRLEBES) linux.so



M FEWATAE » .data * .bss ° .text F—EF R KM Program
header table B:4t% LOAD # ° .interp MAKBEA2]T INTERP K ©

T ELF X847 0 EIUEA
file ° size °* readelf ° objdump °> strip * objcopy °* gdb * nm
$TA -

REMEHERZIUNALEL

$ gcc -g -o shellcode shellcode.c #%=RZRMgdbiEK » HFR Ao k-gtd
i)
shellcode.c: In function ‘main’:
shellcode.c:3: warning: return type of ‘main’ is not ‘int’
f$ file shellcode #file®4&AXHEA » AT MAITERE > Tman magic,
man file
shellcode: ELF 32-bit LSB executable, Intel 80386, version 1 (SY
Sv),
dynamically linked (uses shared libs), not stripped
$ readelf -1 shellcode #Z|HELFX# A @& program head table: & @&
B

# T X2 /H (segment)F= ¥ X (section)®x &, BP
BEANBESMEFTR o
Elf file type is EXEC (Executable file)
Entry point 0x8048280
There are 7 program headers, starting at offset 52

Program Headers:

Type Offset VirtAddr PhysAddr FileSiz MemSiz
Flg Align

PHDR 0Xx000034 0x08048034 0x08048034 Ox000eO OxO00ed
R E 0Ox4

INTERP 0x000114 0x08048114 0x08048114 Ox00013 Ox00013
R Ox1

[Requesting program interpreter: /lib/ld-linux.so.2]

LOAD OX000000 Ox08048000 Ox08048000 Ox0044c 0Ox0044c
R E 0x1000

LOAD 0x00044c 0x0804944c Ox0804944c Ox00100 Ox00104
RW 0x1000

DYNAMIC OX000460 OxO8049460 Ox08049460 OXOOOC8 OXOOOCS

Rw 0x4



NOTE OX000128 Ox08048128 0Ox08048128 Ox00020 OXOO020

R Ox4
GNU_STACK OXO000000 OXO00OCOEOEO OXOOOOOOOO OXOONOOO OXOCOEOE
RW 0x4

Section to Segment mapping:
Segment Sections...

00
01 .interp
02 .interp .note.ABI-tag .hash .dynsym .dynstr .gnu.versi

on .gnu.version_r
.rel.dyn .rel.plt .init .plt .text .fini .rodata .eh_f

rame
03 .ctors .dtors .jcr .dynamic .got .got.plt .data .bss
04 .dynamic
05 .note.ABI-tag
06
$ size shellcode #7THMsize®4EAEMNE (2tr/E @i o6 N Gk
) B R
text data bss dec hex filename
815 256 4 1075 433 shellcode

$ strip -R .note.ABI-tag shellcode #7 Mstripk% T #ATUH" R
M T A5 B

$ size shellcode TN AP=ES & T NGRS i i SN WS Wk
AHRKEGER

text data bss dec hex filename

783 256 4 1043 413 shellcode

$ objdump -s -j .interp shellcode #BZAMEZIHZR%FE > FTLAkEA
BN RO F

shellcode: file format elf32-i386

Contents of section .interp:
8048114 2f6c6962 2f6c642d 6c696€75 782e736f /lib/ld-1linux.so
8048124 2e3200 2.

A Ao R EMIFR T AT U E9 Program Section Table @ ®T ¥4 A Whirlwind
Tutorial on Creating Really Teensy ELF Executables for Linux — X 814 5 & elf
kicker TH4& 85 sstrip LR o


http://www.muppetlabs.com/~breadbox/software/tiny/teensy.html
http://www.muppetlabs.com/~breadbox/software/elfkickers.html

RFPATEALAE

wf

BEWSITT » AR LFTRELLEZ  RERTEHERTUR HAEF » &K/
BERZEEZAIEMR?

BhRERINR—TERNGGEIT A FAARFA PR GED  eRFLE—
MNEF o f£ Linux 24BN E A BEAN%RA P E 2 — N EIAT—4 Shell ##

BARF » INRFBBEFPATRA P AL s AEZILA P FABIRGED - 3%
RBBEAFAPER ? B AT Linux TrIRFAGH /bin/bash ° AR L2 BAEFHIK
FHATE A IREE LR ?

S i) 4t — T4

R P e A R B AT o
DAL A S G AEA IS » FREECHRAA Z4 A execve A
4k 3R PT B R EGTY K o
Lokt AR fork Bx—ANF#A o
LR ARG A A%AR waitd kFHFTH (R AEBETAE o MR
%) o % FHALEITH M execve %Lﬁffﬁa‘iiﬁ‘z (Bpepd ) %
B i‘i’éiﬂiﬁa&xﬁ‘— B AGSBBERFHARG ) » FERAARNF » AT
BANRF (BEZEHS)
R LRRA & 5 (B BT ZALAMN waits
T LB RRFA LA P %T)\'F—‘/l\ﬁv\é\ ’ ;;{; 1) o RS RREA
& T MALRBABRE—BFFA > STHE (PETFLORE) TARLES
Gk s LA (LR BA) RE > LR B EE R AL EYAHNEL
BG » Som A RERTH M PIMAFGGLS > T8 LA IAH o

e}

\'31‘:>'/\

\ﬂ )N
1‘3
:1,
x|
E

MAR strace FREF—TERFIATIRFTARGALAM -



$ strace -f -0 strace.out test
$ cat strace.out | grep \(.*\) | sed -e "s#[0-9]* \([a-zA-Z0-9_]
N)(.F) . *#\1#g"
execve

brk

access

open

fstat64

mmap2

close

open

read

fstat64

mmap2

mmap2

mmap2

mmap2

close

mmap2
set_thread_area
mprotect

munmap

brk

brk

open

fstat64

mmap2

close

close

close
exit_group

AMEYALARNERRINT L@ irdf» FHEEFNL AT RI AL
4 ( mmap2 ) % o

TaHFE—EiRA ZTEOANE » 2% (EAEM Linux AA%) 8945 69 4T
(P681) ©



Linux X3k % 7 Bl 89 7T AT L& R, 0 X R B 89 4% X & Lo A ARAF 69 R 2 F B K&
MNEFETTHEA—ANAFERTT » LWEA LTI LMY o £IFE Linux TA—4
struct linux_binfmt ZMEREE TR THATIHERE » BALEH P A 2

B T AT LA T K EK o R L A2 4T ¢

o ER P AMATT execve B 31K int 0x80 FBI » #HAALE » PATA
A HE do_sys_execve * %KFA AR do_execve Hik o
do_execve HEIEANT AT LA > B EAR > do RIFFIAR > 9 B3 AT AT
XHEE0M %18 ( struct linux_binprm #4ifiey) o

o A& WAT search_binary_handler > RIBTHATLHHER (b LE—F4
RKEAE) /£ linux_binfmt ZA4E%E ( formats » X A4EE T A
register_binfmt #» unregister_binfmt EAtFeMl k3L 85T AT A
SR AEMFOTHAAIHRA TR  G@ANE) LEKR > K4t
M REIMATHELE load_binary RIXIF4E A& 7T AT UM o £ BAER
B E— Mg SR RERA ( interpreted script ) 87 4T LA
A#FTREG =D E o B NALTLT load_binary 7 ik > HARE 49
load_script HERREZIFTHRAITLHLZGEARDS #1 FHIAL > WX
A AR F — AT PAT LA 693842 L AE A 5 BB FH— AT L &3
a0 il KA L A SR UAPITEAMAN AR (SR LW AR A F 8
NESE—NM5EEHL T BBEARF (42 /bin/bash ) > WX AAEBEAR)FIR
FAEMBALGAERR #1 Arit > wREAARL » BAKINBERSF N S AT
SHELL ) ©

o 3T ELF EAIH > ARE XA load_elf_binary * BHLIEA ELF
A8 K30 0 ARIE KIAZ B IEAZAPIIE » BRAHMEFEMEEL ( Program
Header Table ) ° #&EF| X% pPT_LOAD #& (B

.text * .data ° .bss FFR) s KHEBRH ( elf_map ) BlAAE
T3 L R AR HIEHRORAK > LR TG A 23R E R A5
AU o TRZANI AL start_thread * EFRBAH—NEE » MALA kK
52T pt_regs FHRAEH pPc FHFAEGME  LELIEEmBG 2 ARF
b o SARBREER B P ATHEAERMTZARFARALT o

o WwRERRFERTHAEEE » AR T B 269 T IATIHI » 248
BERARZEFHEERE ( 1d-linux.so ) PMEREH S EHEGEF - A
FH# % ( Program Header Table ) @ #&ZE[412%4 PT_INTERP B F FTafi
B R EHRGLAR > 1A load_elf _interp Me&H LBt} > HleR @
ATk B R load_elf_interp BJREIfA > Bpsh KRG o F



execve ALIAMBHE » HAEBREA BT ehRER AR L T4

BRI A EFER S Lok o FRFNFF ARITER L (AR
AN (EAzfe st f20) K AARE) ) o REJREFRXLRAER » N ELF X
PRI F LR FHENSE (A readelf -h TLEAEF » Entry point

address B ) JF4#4T o (R xt-FI LIB_BIND NOow 89 F &K &L

FE A N30 5] Rk R A dATEy) o

T AZSG [P LR » BAH HEAT strace (CRERIZRIALAA
Z) ﬁ?ﬁ)’(éﬁ s AL B AERIZABR T ENALRARGHATEY » FEHAELMAELL - 1L

4o 3] VA8 1T Ftrace RIRIZFAAZ BAR AR TAL KL o B R > T lid g
ctags/cscope/LXR F LB 54T R A6 R ARA o

Linux A7 B SEMRA B TE LG THATEX » TREFEOR
/procy/sys/fs/binfmt_misc/register > TAEEZLBEANHF KNG FH$ %
T BZFHEKXLT 1 :name:type:offset:string:mask:interpreter:

name #4& X 6947 T~ 4F

type WHEH (M ATRFK E ATV A)

offset Ji#k ( magic number > #%% man magic ## man file ) /&
TP RS

string AL SR F AY KL B F T 5D

mask M RA#AT string B9— A%

interpreter RFMERGTEREZL

Linux T# /58 A & k1%

Linux T A iAok f (XRERITEEMAHF G E) 9% 2 TN
/proc/<pid>/maps XHFAHBNKH o X ELH pid ZA#FELF o

/proc TH—NUAFi4Ezk » £ self » CHEBFEI SarsROAREST - 4
4o

$ 1ls /proc/self -1
lrwxrwxrwx 1 root root 64 2000-01-10 18:26 /proc/self -> 11291/
$ 1s /proc/self -1
lrwxrwxrwx 1 root root 64 2000-01-10 18:26 /proc/self -> 11292/



FER? BRAF—H » ZHKMNAL cat /proc/self/maps LT VAF 3|
cat BEMATE A HBIZT o

$ cat -n /proc/self/maps

1 08048000-0804cO00 r-xp O0OOOOOLOO 603:01 273716 /bin/ca
t

2 0804c000-0804d000 rw-p 00OO3000 03:01 273716 /bin/ca
t

3 0804d000-0806e000 rw-p 0804d0OO 00:00 O [heap]

4 Db7b90000-b7d90000 r--p 0OOOEOOE 03:01 87528 /usr/1i

b/locale/locale-archive

5 b7d90000-b7d91000 rw-p b7d90000 00:00 O

6 b7d91000-b7ecd0BO r-xp 0OOOEOEO 03:01 466875 /1ib/11i
bc-2.5.s0

7 b7ecd000-b7ecelB0 r--p 0013cOCO 03:01 466875 /1ib/11i
bc-2.5.s0

8 b7ecef00-b7ed0OOO rw-p 0013dOOO 03:01 466875 /1ib/11i
bc-2.5.s0

9 b7ed00O0-b7ed4000 rw-p b7edOOOO 00:00 O

10 b7eeb000-b7fO6000 r-xp OOOEOEOO 03:01 402817 /1ib/1d
-2.5.s0

11 b7f06000-b7f08000 rw-p 0001b0OO 03:01 402817 /1ib/1d
-2.5.s0

12 bfbe3000-bfbf8000 rw-p bfbe3000 00:00 O [stack]

13 ffffe@oO-fffffOOO r-xp 00OOOOEO 00:00 0 [vdso]

BERRCHEARASD  ATHAFE A 0 S EE8 - KOWP T2
’}f%'ilj 4o 'F/fg ;@; .

o B 1 2MTHEHNEREEMNGEST (4L &IEF)
o BB 12/ ANERLMEREL » LU iE TRFI AGHIERE
o FH13ITAAMENR

=4 é:lr_"F :

> a

o W AIHAEM P ER » TN 0x00000000 | Oxbfffffff (/&0iX#
2.6.21.5-smp LR %] bfbfgseee ) ° M A EEIM 0xCO000000 Z|
OXFFFFFFFf » 9% 36 Ao 16 » ATAt TH—A#AE R » £ & A
4G B R PR B E



o NEFAFERGANG » B3EEE (X RBAGRFARLSTIRF A X
BB TE S A ER > ATE L heap * BEHA stack ) * HE A
18] 0 Huhk A INAKE] 5 69

o BTMH I 0xCo000000 T 89—NE T EIE

oA K TH s TMFE R Z— A meg R A FekB R (4 Linux
2.6.21.5-smp A1)



3t A A% % Bt
0xC0000000

(program flie) #2 /7 execve # % — /% %k

(environment) 3735 execve 8 % =42 > main 8% =4

TE Ok
(arguments) % % execve 1 % =/~% % > main # &
‘ B #h T & AR R HFCR R o BT E R A

(stack) # 8 % B
BAE L s 645 R EGE & Ak ~ B A
b
RIAT &5 JHE > BT A
77

i+ .
(Shared memom) %y 5 1 540 A bt X

FTREZREHTHEGMHH R > tte

Hz .
(heap) malloc * new % °
.bss (uninitilized B AL R IR (BT E)
data) XA W ag : Rl E
data (initilized e A BRI (LREE)
global data)

text (Executable

. R HATIE A
Instructions)
0x08048000

0x00000000

KA BRAEMBE > KA gdb kAARFAANE LGRS

$ gcc -g -o shellcode shellcode.c  #ZMgdbiAX » ERFHFZ0-ghk
$ gdb -q ./shellcode
(gdb) set args argl arg2 arg3 arg4 #A4 7T MK > &2 E LANSHR



(gdb) 1 #a) AKX AD
1 /* shellcode.c */
2 void main()

3 {

4 _asm__ _ volatile_ ("jmp forward;"

5 "backward:"

6 "popl  %esi;"

7 "movl $4, %eax;"

8 "movl $2, %ebx;"

9 "movl %esi, %ecx;"

10 "movl $12, %edx;"

(gdb) break 4 LA TR E — AN A 0 bR R EATE T B X
)

Breakpoint 1 at 0x8048332: file shellcode.c, line 4.
(gdb) r #HIBITRF

Starting program: /mnt/hda8/Temp/c/program/shellcode argl arg2 a
rg3 arg4

Breakpoint 1, main () at shellcode.c:4

4 _asm__ __volatile_ ("jmp forward;"

(gdb) print $esp HATHP B ARSI A 4E 0 AT &R E ARG
$1 = (void *) Oxbffel584

(gdb) x/100s $esp+4000 #A TG @AT4000 » WA E K62 A 4%

(gdb) x/1s Oxbffelfd9 #f£ Oxbffelfd9 KB THF L » XELZKE
A7 B 69 A5 TR

Oxbffelfd9: "/mnt/hda8/Temp/c/program/shellcode"

(gdb) x/10s 0xbffel7b7 HEMILF T F1E 8

Oxbffel7b7: "CPLUS_INCLUDE_PATH=/usr/lib/qt/include"
Oxbffel7de: "MANPATH=/usr/local/man:/usr/man:/usr/X11R6/man
:/usr/1ib/java/man:/usr/share/texmf/man"

Oxbffel834: "HOSTNAME=falcon.lzu.edu.cn"

Oxbffel84f: "TERM=xterm"

Oxbffel85a: "SSH_CLIENT=219.246.50.235 3099 22"

Oxbffel87c: "QTDIR=/usr/1lib/qt"

Oxbffel88e: "SSH_TTY=/dev/pts/0"

Oxbffel8al: "USER=falcon"

(gdb) x/5s Oxbffel780 #— e fE % Amain H G S % 0 BE L LA
%%
Oxbffel780: "/mnt/hda8/Temp/c/program/shellcode"



Oxbffel7a3: "argli"

Oxbffel7a8: "arg2"
Oxbffel7ad: "arg3"
Oxbffel7b2: "arg4"

(gdb) print init #3TfPinitRFLegHak » X% /usr/lib/certi. o2 k69%
%o f— e ik
$2 = {<text variable, no debug info>} 0xb7e73d00O <init>
(gdb) print fini  #{&#&/usr/lib/crti.of @3l » AEF 4% REFM— L E
I
$3 = {<text variable, no debug info>} 0xb7f4a380 <fini>
(gdb) print _start ##&/usr/lib/crti.o* ZAFZEFEGA D » L6 > 1d
A E XA
$4 = {<text variable, no debug info>} 0x8048280 < libc_start_ma
in@plt+20>
(gdb) print main  #& ZE&KA1main® ik

= {void ()} 0x8048324 <main>

A AR N GRE T TRAS #E4 init » fini » _start F & (K
FREANT) o BBEEEFRLZEN A TE T2 A 2 LBE RN ERAG L KR 7
FIr LR BTN IE gcc KANLEEHRFG TN XB—RH 290
WAt A L B S AE o B G AR KA tm I LASE PEoRe T R S AT AL 2 A S R L
#+#2"The Linux Kernel Primer" > P234 > Figure 4.11 > =R & 7 ##4t 4 (Id) 892
hZ R TAEAEAT5E (Unix3Rg & RAERHZ) FT7F "Unixt IR
P12742P13 » ELF: From The Programmer's Perspective * GNU-Id % & By A&
Linker Scripts °

b @R EAR GRS > TERNA MBI TREFARENE T HFIL

Bde R A5 P 89 4L4R

B— BN B—NXEAORAR T » B E el TR BT E L TEHEL
CA 2 R 8 AR AG AL B A0 TALE S I Ao A AR A I AR o fe AR R L Ae A T A
HERTR—H (5ZTHFRA edi #» esi MXBE BHE=HHH—4
DR ERWEAR) 0 THE gee RANEY AR SE A R BR AR AD B9 20 3R
Fl o REGRAZE 4.1.2 (T¥Ai@E gec --version &F) o

ok —BEMEGEF > IAMEFR TR — M k4 4E9 > ZEHR T —RFHE o


http://edu.stuccess.com/KnowCenter/Unix/13/hellguard_unix_faq/00000089.htm
http://linux.jinr.ru/usoft/WWW/www_debian.org/Documentation/elf/elf.html
http://womking.bokee.com/5967668.html

/* testshellcode.c */
#include <stdio.h> /* printf */
#include <string.h> /* memset, memcpy */

#define BUF_SIZE 8
#ifndef STR_SRC
# define STR_SRC "AAAAAAA"

#endif

int func(int a, int b, int c)

{
int sum = 0;
char buffer[BUF_SIZE];
sum = a + b + c;
memset (buffer, '\0', BUF_SIZE);
memcpy (buffer, STR_SRC, sizeof(STR_SRC)-1);
return sum;
3

int main()

{
int sum;
sum = func(1, 2, 3);
printf("sum = %d\n", sum);
return 0;

}

F @A ZAH ZFA  GiFEHRAITT



$ make testshellcode

cc testshellcode.c -0 testshellcode
$ ./testshellcode
sum = 6

T@AX—T » FALPAF func BEORGAZ -

$ gcc -g -o testshellcode testshellcode.c ## TR » & & 4& % EFH o
-giLn

$ gdb -q ./testshellcode  #Jk& shgdbifX

(gdb) set logging on #ho R B FARIRFHELE > Tl d Eexha
77+

Copying output to gdb.txt.

(gdb) 1 main #2)| TR XA

20

21 return sum;

22 !

23

24 int main()

25 {

26 int sum;

27

28 sum = func(1, 2, 3);

29

(gdb) break 28  #£FAfuncHEIATIERFAF—T » URIE R L i bhebp (A48
)

Breakpoint 1 at 0x80483ac: file testshellcode.c, line 28.

(gdb) break func #EEW A& HFE AT > UERFILERE L

Breakpoint 2 at 0x804835c: file testshellcode.c, line 13.

(gdb) disassemble main  #R ‘%A Fmain&ik » &2 F A func/s 89T — & 48
4 Mo bt

Dump of assembler code for function main:

0x0804839b <main+0>: lea Ox4(%esp), %ecx
0x0804839f <main+4>: and $OxFFfffffo,%esp
0x080483a2 <main+7>: pushl Oxfffffffc(%ecx)

0x080483a5 <main+10>: push %ebp
0x080483a6 <main+11>: mov %esp, %ebp
0x080483a8 <main+13>: push %ecx



0x080483a9 <main+14>: sub $0x14, %esp

0x080483ac <main+17>: push $0x3

0x080483ae <main+19>: push  $0x2

0x080483b0 <main+21>: push $0x1

0x080483b2 <main+23>: call 0x8048354 <func>
0x080483b7 <main+28>: add $0xc, %esp

0x080483ba <main+31>: mov %eax, OXTFFfff8(%ebp)
0x080483bd <main+34>: sub $0x8, %esp

0x080483cO <main+37>: pushl Oxfffffff8(%ebp)
0x080483c3 <main+40>: push  $0x80484c0

0x080483c8 <main+45>: call 0x80482a0 <printf@plt>
0x080483cd <main+50>: add $0x10, %esp

OXx080483d0 <main+53>: mov $0x0, %eax

0x080483d5 <main+58>: mov oxfffffffc(%ebp), %ecx
0x080483d8 <main+61>: leave

0x080483d9 <main+62>: lea oxfffffffc(%ecx), %esp
0x080483dc <main+65>: ret

End of assembler dump.

(gdb) r #HIBITRF

Starting program: /mnt/hda8/Temp/c/program/testshellcode

Breakpoint 1, main () at testshellcode.c:28

28 sum = func(1, 2, 3);

(gdb) print $ebp #AT!PAA func HFK AT A3 » BPPrevious frame poi
nter o

$1 = (void *) Oxbfs84fdds

(gdb) n #4Tcallds 4 HF B4t Bl func R g A v

Breakpoint 2, func (a=1, b=2, c=3) at testshellcode.c:13
13 int sum = 0;
(gdb) n
16 sum = a + b + c;
(gdb) x/11x $esp #ATFP LA AN ZE > TlA & > A IIKE 5 » Z&ERCA K
@ fn b &, 0944
#1195 AR — MR AR (ebp) Frcal 1AM B 69T — 548

A 8354 (eip)

Oxbf84fdo4: OXx00000606006 OX0000600606 Ox080482e0
OX00OOOOOO

Oxbf84fda4: Oxb7f2bced OXO0000060060 0xbf84fdd8

0x080483b7



Oxbf84fdb4: OX00000001 OXO0000002 OX00000003

(gdb) n #HATsum = a + b + ¢’ B RBRBAZE—4T 547 > BO%
A6

18 memset (buffer, '\0', BUF_SIZE);

(gdb) x/11x $esp

0xbf84fd94: OX00000000 OXx00000000 0x080482e0
0Xx00000006

Oxbf84fda4: Oxb7f2bce0 0X00000000 0xbf84fdd8
0x080483b7

Oxbf84fdb4: 0x00000001 0x00000002 0x00000003
(gdb) n

19 memcpy (buffer, STR_SRC, sizeof(STR_SRC)-1);
(gdb) x/11x $esp #%& P RAndiblEE R T0O

Oxbf84fd94: 0Xx00000000 Ox00000000 Ox00000000
0Xx00000006

Oxbf84fda4: Oxb7f2bce0 0X00000000 0xbf84fdd8
0x080483b7

Oxbf84fdb4: 0x00000001 0x00000002 0x00000003
(gdb) n

21 return sum;

(gdb) x/11x $esp ##ATcopyh/s » XAF|GMET T » KAORHIFRINFT » KE
—AFF AN\

Oxbf84fd94: epqejejejelololole] 0x41414141 Ox00414141
OX00000006

Oxbf84fda4: Oxb7f2bceO OXO00OO60606 Oxbf84fdd8
0x080483b7

Oxbf84fdb4: 0x000006001 OX000000600602 OX000000600603
(gdb) c

Continuing.

sum = 6

Program exited normally.
(gdb) quit

IN b B BRAE LA 0 RATT AT B KB AR A ( func RHEK L RIAT) % T



Honk 1 (hex) 155 i3
& Ho E TR 7 @)
T LA Hlittle endian(3% » £ 24
0xbf84fd98 0x41414141  buf[0] $IB 17 @)
Oxbf84fd9c  0x00414141  buf[1]
a 1 13 2} Ty F SIp =
Oxbf84fdad  0x00000006  sum lgﬁimﬁ Afunc # 2 3 & 23
X
. Tkl 364t o TAR L & A R XA
Oxbf84fdad  Oxb7f2bcel esi BE o B 246
Oxbf84fda8 0x00000000 edi B & % 5] 45 4+
8 R funcX AT 69 A% 69 A i ak > R IR
Oxbf84fdac  Oxbf84fdd8 ebp 32k R e B
: i A funcX AT 69 48 446 41 > VAZ IR A
Oxbf84fdb0  0x080483b7 eip B3Ik R 2 Ik S HAT
Oxbf84fdb4  0x00000001 a H— N5
Oxbf84fdb8 0x00000002 b FH = HR
FEANLE O T RSN RE —AN
Oxbf84fdbc  0x00000003 c T4 JE B 80
= Mt IR TT @)

KA —T edi A7 esi Mok (ALBYERXIRPERNAZAESR) » £

A b I AR AT AT

b o

$ gcc -S testshellcode.c

FE 7~ 48 testShellcode.s KA Z k6 func 9 %F 32| push ebp X EH
push T edi #7 esi EEFEZT TR » AAKXZMRILELIIATR
AAFHE R BTG SN ZAT LA » BIRAE %% 7 4 B ARRAS &8 & % F

8 o

X



$ cat testshellcode.s

func:

pushl  %ebp
mov1l %esp, %ebp
pushl  %edi
pushl  %esi

popl %esi
popl %edi
popl %ebp

TaH®AETRXREY ((edi #7 esi ) T ZE2X oM P REMXGZ IS 1£
BN

REEIRREF 0 £ FAATR—H

PR R AT AR KK ( ebp ° Previous Frame Pointer ) ° & ¥
] 3F AR TR A )

PR REAE ST — 5364 itb:hl: C(eip) o PR SEEARIKE T )
RS > fFARIRN—3 0 RE — N HF R AEAK

FRXE > RFAAAXAZLERNGShRILBRFET » EEKRIWHEFRE
B EARZ AT » BAVFRA MR X AR KO EA > B & $R WAL 69 44 1P 4 .
R REIEE R FH S eax T o

kA RBENRE



/**

* test_return.c -- the return of a function is stored in regist
er eax

*/

#include <stdio.h>

int func()

{
_asm__ ("movl $1, %eax");

}

int main()

{
printf("the return of func: %d\n", func());
return 0;

}

BFEATE  TTUAFEIBREEA 1 AHEFERMNAE func HETF mov % eax
PR 1 AR E B EACASHE eax FHFE » wREA K
TUBEFLHRAG o £RFAEZ)E > eax FTHEEET printf 895%E
ATHEF » mAERKRDFEMNELZI func 9LREHN printf 8 F =45
&g o



$ make test_return

cc test_return.c -0 test_return
$ ./test_return

the return of func: 1

$ gcc -S test_return.c

$ cat test_return.s

call func

subl $8, %esp

pushl  %eax #printfeg % =5k > Fefunc B EfAE N T &
J&.

pushl  $.LCO #printféy % — /4% %kthe return of func: %
d\n

call printf

T AR REfAbGHEE eax FHEF o
%P Ria

S HAT T A

Sk A — B AR



/* testshellcode.c */
#include <stdio.h> /* printf */
#include <string.h> /* memset, memcpy */

#define BUF_SIZE 8

#ifdef STR1

# define STR_SRC "AAAAAAANOG\I\O\O\O"
#endif

#ifndef STR_SRC

# define STR_SRC "AAAAAAA"

#endif

int func(int a, int b, int c)

{
int sum = 0;
char buffer[BUF_SIZE];
sum = a + b + c;
memset (buffer, '\0', BUF_SIZE);
memcpy (buffer, STR_SRC, sizeof(STR_SRC)-1);
return sum;
}

int main()

{
int sum;
sum = func(1, 2, 3);
printf("sum = %d\n", sum);
return 0O;

}

miIE—THAESR



$ gcc -DSTR1 -0 testshellcode testshellcode.c #i@id-DE LZSTR1 >
M R 5 —A~STR_SRCH#) {&

$ ./testshellcode

sum = 1

IR AR XNFFR? @A iz @irietidhsy » Kk sum 4 1+2+3 Bp
6° 2ELIFREGFTRAT c BIRAHZRAR? RELGZAMTHRT » BAX
MAEZHFFHE AAAAAAANNONNINNO\\O\\O 2| buf #9BHEARE buf Ak
Koo buf ARREGK/ DA BUF_SIZE * 8 NF T > mAMBEHGAZZ 124
F¥ o ﬁvl%éﬁT@/\-?“ﬁo#&%Eﬁ’?"' WA ST 0 RAVARS RALHE LR A F—
TRIAMNEH IR (BPHAT memcpy #E#) o

memcpy (buffer, STR_SRC, sizeof(STR_SRC)-1);

(f& 3Bk )

B A= A ====> R #JE

Ox00000000 0x41414141 #char buf[8]
0Xx00000000 0x00414141

0x00000006 0x00000001 #int sum

(B Ho3k)

T@illid gdb HARKAN—T(RIART — 24 ) -



$ gcc -DSTR1 -g -o testshellcode testshellcode.c
$ gdb -gq ./testshellcode

(gdb) 1

21

22 memset (buffer, '\0', BUF_SIZE);

23 memcpy (buffer, STR_SRC, sizeof(STR_SRC)-1);
24

25 return sum;

(gdb) break 23

Breakpoint 1 at 0x804837f: file testshellcode.c, line 23.
(gdb) break 25

Breakpoint 2 at 0x8048393: file testshellcode.c, line 25.
(gdb) r

Starting program: /mnt/hda8/Temp/c/program/testshellcode

Breakpoint 1, func (a=1, b=2, c=3) at testshellcode.c:23

23 memcpy (buffer, STR_SRC, sizeof(STR_SRC)-1);
(gdb) x/3x $esp+4

Oxbfec6bd8: OXx00000600606 OX00000000 OX00000006
(gdb) n

Breakpoint 2, func (a=1, b=2, c=3) at testshellcode.c:25
25 return sum;

(gdb) x/3x $esp+4

Oxbfec6bd8: 0x41414141 0x00414141 0x00000001

TAEE » AH CiEZHA MG RTHATRE o KRAT AR AT B AT T L
KEWHFHE  AfmFRHEFRiE S o

o RiadER

B BEH R FHE SR LN E s IR TRATEFRKGITA o

4o RIZ K B E R AR T AT T A E R DRAEIEER P RIRT AL
IR ARG S B LRGP > Akt R E S ATH & > = F 69 0 T EARAM]
Mgk I (BTASMRER) o B TR EEAI N > X KPR 4o R A BT AR AP



KIEF RIS » THRAANE 29 F R Z A k424875 Rmtgiagt 69 » — 2k
o MTRIFIREARM TR WwRAEMRAS  AATRALITFZ A0
money HZEAMRREGME » = » “G P RiEH » ERER~F |

b I 12 1 %

AR 3K R D RAALINUX T 42 0% R 73 20k 09 )7 22 Bt 4R B — A
libsafe /i s FTAE Y R kAR AL P B LAY K AAB R Ay F AR o 3¢ T B
@7’9{5/\ LR » A TR sum TAEBEZ o H—AD %'iﬁj ’ frmm‘\%a REE T
e ERBAEZE KM R R iRl id B3R 9% BARAE T @—3
7%&%’:“6 o PR F A KT R E e o

Sk A AXANANRA » R testShellcode.c @97zt

/* testshellcode.c */

#include <stdio.h> /* printf */
#include <string.h> /* memset, memcpy */
#define BUF_SIZE 8

#ifdef STR1

# define STR_SRC "AAAAAAAa\1\0\0\0O"

#endif

#ifdef STR2

# define STR_SRC "AAAAAAAa\1\O\O\OBBBBBBBB"
#endif

#ifdef STR3

# define STR_SRC "AAAAAAAa\1\0\0\0BBBBBBBBCCCC"
#endif

#ifdef STR4

# define STR_SRC "AAAAAAAa\1\0\0\0BBBBBBBBCCCCDDDD"
#endif

#ifndef STR_SRC
# define STR_SRC "AAAAAAA"
#endif

int func(int a, int b, int c)

{

int sum = 0;


http://www.ibm.com/developerworks/cn/linux/l-overflow/index.html

char buffer[BUF_SIZE] = "";

memset (buffer, '\0', BUF_SIZE);
memcpy (buffer, STR_SRC, sizeof(STR_SRC)-1);

sum = a + b + c; [/ e KAtk B RAREZ ETAE—TH R
oA ffo s R

return sum,;

}

int main()

{
int sum;
sum = func(1, 2, 3);
printf("sum = %d\n", sum);
return 0;

}

A EBATH I :

$ gcc -D STR2 -0 testshellcode testshellcode.c #®& % Z#I84NF¥F »
% RASTR1H —##

#RHAedl, esiBANZMH2ZAY » BETHLEX A
$ ./testshellcode HEB R ? ZAAERAT » ¥R ELEFH S EHZE
BT AR B R
sum = 6
$ gcc -D STR3 -0 testshellcode testshellcode.c #& % Z#4NFF o
WKL ebpb B &

#7 0 ZH ImainR
A& M ebpiz 7] %%
#Bt sk & B A7 7 JEE A
G SR E
$ ./testshellcode
Segmentation fault



Jo RASHE > 8 T T AR gdb R M AT —H % & A& L8 T $ 006 B8 T
J oo

L TR ebp TG K

T8 R RAAR FH o TR RS RIH ebp T -

B hRERH ebp BEAFHBOERIATA > ©AALMNE » HF B RN AT
ff— A KB » AN ebp BREF—FHAWEANRT » FERE—K8S
( ret ) ZAT#kZE Y o XL -

func: #% %k
pushl %ebp BE—KI5A
popl %ebp BB BB =& F5 4
ret

TR LA (B—HN) RIAGZRAENERERE cax FHETHA? IR
HA e — AR P AR AL A KF5 4

popl %eax
pushl %eax

AR BLRNEF A
func: # R %%
pushl %ebp #H—FE4
popl %eax #HAE R B AR T 89ebpit & &4 Fleax F
pushl %eax # X feebp/E Atk
popl %ebp #EBOR = 584
ret

TR AL EBREGKRA » PHEIFT ebp WM > do R EBAET—A ZEKZ
A REVEA ebp o HEAMEFT—KFHE LHES (THFHET KK HGE
&) ZEEHZEE—T ebp #1MA > AT UAERY ebp 5 BREZEZA

% 7 ARG o



/* testshellcode.
#include <stdio.h>
#include <string.

#define BUF_SIZE

#ifdef STR1

# define STR_SRC
#endif

#ifdef STR2

# define STR_SRC
#endif

#ifdef STR3

# define STR_SRC
#endif

#ifdef STR4

# define STR_SRC
#endif

#ifndef STR_SRC
# define STR_SRC
#endif

c */

/* printf */

h> /* memset, memcpy */
8

"AAAAAAAA\1\O\O\O"

"AAAAAAAa\1\0\0\0BBBBBBBB"

"AAAAAAAa\1\0\0\0BBBBBBBBCCCC"

"AAAAAAAa\1\0\0\0BBBBBBBBCCCCDDDD"

"AAAAAAA"

unsigned long get_ebp()

{

int func(int a, int b, int c,

{

int sum

asm__ ("popl %eax;"

"pushl %eax;");

unsigned long ebp)

0;

char buffer[BUF_SIZE] = "";

sum =

memset (buffer,
memcpy (buffer, STR_SRC,
*(unsigned long *)(buffer+20) =

a+ b+ c;

'"\0', BUF_SIZE);
sizeof (STR_SRC)-1);
ebp;

return sum,



int main()

{
int sum, ebp;
ebp = get_ebp();
sum = func(1, 2, 3, ebp);
printf("sum = %d\n", sum);
return 0;

3

XA Ao Z AT B RAG B R A

o % func REEMT —A%5% ebp » (EEZTUALETEHNKE)

o FIAMTRINBHREZ LT —MNRI get_ebp AERIEZHL ebp

o £ main R FIAM func XAAMT get_ebp ° HIElEA func B
WG — A%

o £ func HELFAMA memcpy 54%5( (TRAAZFRZ LGS ) ZBHK
T —&WKEEE ebp 9iEE fiaélﬁia buffer+20 XAMi (F
A ebp 893k RTTARME —HRBIGF gdb kEAH) BFEHA
¥ — unsigned long i’léﬁf%%i (4 ~F7) » REefeeiideg R aigi
AZE ebp o

A SR
$ gcc -D STR3 -o testshellcode testshellcode.c
$ ./testshellcode HILE R B T8 » B AebpfFs| 7 44"
sum = 6

W T RAP eip ARG 2L ?

PREMIHESOFFRET > b BS LHOAFFRE > B2 eip HAE
A7



$ gcc -D STR4 -0 testshellcode testshellcode.c
$ ./testshellcode
Segmentation fault

RIS ENEEE AAT—KBSULEMERXET » func RESH I Fnid
Fi5 PIIPA JE IR Mk o e 5 de T — NSk HuhkoR ?

e REZTREHEN 0 eip MEET o FEBMEEAT 56 F%u ARZFA
RIEFAH AT o 4o R A MIL AT LR A funct AR AN Heak » AR ZENE TR T

FAEIR o S R XA HHEFE 6] B9 4L B RIGFH — B XA » AR & RGIE A BT BT A
B S ARG AKX AT 0 o RAPAN I T 2 — B B & ARG o ARFE 2 AR 7T AR AR, o
4o RE L EH AR LA > AL AR LR G 3E ™ K shellcode T o

HEARY eip BIHER? T » R ELHKE - Tfnil gas H ZH RN
masm L4 EF offset RS (ERT—T » HMEH) » RAE
ERXRFIRARNZATRE—Me 5 0 EE@EMLE R s A E—ANTRGES (&
# call A KEA—E push #4F) » R TAEE Kk » FEmts
P (RAFR R BRI » REFAZET ) > REAHAT gdb RIL%HRIFEAH
2 main SRBEBRAT o REKRAB A ERHRIP A FHHE -

AR

/* testshellcode.c */

#include <stdio.h> /* printf */
#include <string.h> /* memset, memcpy */
#define BUF_SIZE 8

#ifdef STR1

# define STR_SRC "AAAAAAAa\1\0\0\0O"

#endif

#ifdef STR2

# define STR_SRC "AAAAAAAa\1\0\0\0BBBBBBBB"
#endif

#ifdef STR3

# define STR_SRC "AAAAAAAa\1\0\0\0BBBBBBBBCCCC"
#endif

#ifdef STR4

# define STR_SRC "AAAAAAAa\1\0\0\0BBBBBBBBCCCCDDDD"


http://janxin.bokee.com/4067220.html

#endif
#ifndef STR_SRC
# define STR_SRC "AAAAAAA"

#endif

int main();
#define OFFSET 40

unsigned long get_ebp()

{
__asm__ ("popl %eax;"
"pushl %eax;");
}
int func(int a, int b, int c, unsigned long ebp)
{
int sum = 0;
char buffer[BUF_SIZE] = "";
memset (buffer, '\0', BUF_SIZE);
memcpy (buffer, STR_SRC, sizeof(STR_SRC)-1);
sum = a + b + c;
*(unsigned long *)(buffer+20) = ebp;
*(unsigned long *)(buffer+24) = (unsigned long)main+OFFS
ET,
return sum;
3

int main()

{

int sum, ebp;

ebp get_ebp();

func(1, 2, 3, ebp);

sum

printf("sum = %d\n", sum);



return 0;

F AR

$ gcc -D STR4 -0 testshellcode testshellcode.c
$ ./testshellcode
sum = 6

BAE 0 EIP WAFE| TURPT (XA G IERAGHEE T ) o

EMH > wRALEH—LATR? WARE @A THRERE & > BriEiE %
func R AR KRB S > Ak b@medzik > SFEMIBOT sum = ebp
FHGRPBREAEMELT (RBIE @GS EKAITH—FORPR? RTFA
Bl ) o FIXE s IITURBEMZHENRIF 7% » FIFREAZLA T 44
— WM T RN E P RABE XM AGER (RFA — LRGN A

AW 2m) o

. Dl E R ol

PARE R R KN o N FAFFLE R kb 6 TAE s e RBE 2R
ROGFHPORE > RIECTABL S H P HFQRFREG KA o

Blde » £ E@EGKRE T » AL memcpy Z AT » T Wl m A —ANFI W > F BT A ¢
%P RB B #ATRITFORE o o RN T TT — 2 4T 69 M X 29 de 3X e p) W7 B &
B AR 2R KOG E AT AF R IR R BB ET o

/* testshellcode.c */

#include <stdio.h> /* printf */
#include <string.h> /* memset, memcpy */
#include <stdlib.h> /* exit */

#define BUF_SIZE 8
#ifdef STR4
# define STR_SRC "AAAAAAAa\1\0\O\OBBBBBBBBCCCCDDDD"

#endif

#ifndef STR_SRC



# define STR_SRC "AAAAAAA"
#endif

int func(int a, int b, int c)

{
int sum = 0;
char buffer[BUF_SIZE] = "";

memset (buffer, '\0', BUF_SIZE);
if ( sizeof(STR_SRC)-1 > BUF_SIZE ) {
printf("buffer overflow!\n");
exit(-1);
}
memcpy (buffer, STR_SRC, sizeof(STR_SRC)-1);
sum = a + b + c;
return sum;
int main()
{
int sum;
sum = func(1, 2, 3);

printf("sum = %d\n", sum);

return 0;

RAERLT ¢



$ gcc -DSTR4 -g -o testshellcode testshellcode.c

$ ./testshellcode #ho R BB E AR AZRAAF B FLAEFF B 8 A A [ELAE T
At 69 BRI

buffer overflow!

$ gcc -g -0 testshellcode testshellcode.c

$ ./testshellcode

sum = 6

5k e RAGSE C Al Bk o AR BRI IRH THA B > RAEREE T
YR TaEG Ae kP RiG hadikied o

2 P R 7E N E A

RELE—ANMFRALERZEFREREKXATEFTREANNE T o kA IEEANE
FREN—EARE 0 deeiplf A X o RAD 69 A 0 A d ik B AR B AR AR AT 4 69 B
by o

I FRALNUx TP REHAEGREEES T » KETEZAN A E@ANB 85
W AT T i Em ey 947 o

fE o CIESTREBERATH BT

BRI E -y 0 EHAINAN Shellcode.c #2275 o RATBEIE L% KA »
FUTSNBHFITOHIXGE » BRI A S FHBEEAA R MREA L P
RIEANGMAFHE - Toid gdb FBMIEAR o

$ gcc -g -o shellcode shellcode.c

$ gdb -q ./shellcode

(gdb) disassemble main

Dump of assembler code for function main:

0x08048331 <main+13>: push %ecx

0x08048332 <main+14>: jmp 0x8048354 <forward>
0x08048334 <main+16>: pop %esi

OXx08048335 <main+17>: mov $0x4, %eax
Ox0804833a <main+22>: mov $0x2, %ebx
0x0804833f <main+27>: mov %esi, %ecx


http://www.ibm.com/developerworks/cn/linux/l-overflow/index.html

0x08048341 <main+29>: mov $0xc, %edx
0x08048346 <main+34>: int $0x80
0x08048348 <main+36>: mov $0x1, %eax
0x0804834d <main+41>: mov $0x0, %ebx
0x08048352 <main+46>: int $0x80
0x08048354 <forward+0>: call 0x8048334 <main+16>
0x08048359 <forward+5>: dec %eax

0x0804835a <forward+6>: gs

0x0804835b <forward+7>: insb (%dx), %es: (%edi)
0x0804835c <forward+8>: insb (%dx), %es: (%edi)
0x0804835d <forward+9>: outsl %ds:(%esi), (%dx)

0x0804835e <forward+10>: and %d1l, Ox6T (%edi)

0x08048361 <forward+13>: jb 0x80483cf <_ libc_csu_ini
t+79>

0x08048363 <forward+15>: or %fs:(%eax),%al

End of assembler dump.

(gdb) set logging on  #J/B B &IhAE » T RBMEL

Copying output to gdb.txt.

(gdb) x/52bx main+14 #rAtx#HEFH (F4F) H XATH dishellcodety#
AR A

0x8048332 <main+14>: Oxeb 0x20 0x5e 0xb8 0x04
0x00 0x00 OXx00
0x804833a <main+22>: Oxbb 0x02 0Xx00 0Xx00 0Xx00
0x89 oxf1 Oxba
0x8048342 <main+30>: 0x0c 0Xx00 0Xx00 0Xx00 oxcd
0x80 Oxb8 Ox01
0x804834a <main+38>: 0x00 0Xx00 0Xx00 Oxbb 0Xx00
0Ox00 0x00 Ox00
0x8048352 <main+46>: oxcd 0x80 0xe8 oxdb oxff

oxff oxff 0x48

0x804835a <forward+6>: 0x65 OXx6¢C 0x6¢C Ox6f 0x20

Ox57 Ox6f OX72

0x8048362 <forward+14>: Ox6cC 0x64 Ox0a 0x00

(gdb) quit

$ cat gdb.txt | sed -e "s/A.*://9;s/\t/\\\/g;s/N/\"/g;s/\$/\"/g"
#ie A E LR ARRLE—T » FRBZE—NFHE

"\0xeb\0x20\0x5e\0xb8\0x04\0x00\0Xx00\0x00"

"\0xbb\0x02\0x00\0x00\0Xx00\0x89\0xf1\0xba"

"\0x0c\0x00\0x00\0x00\0xcd\Ox80\0xb8\OxO1"



"\OXx00\0X00\Ox00\0Xbb\OX00\OX00\OXO00\OX00"
"\Oxcd\0Ox80\0xe8\0xdb\Oxff\oxff\oxff\ox48"
"\Ox65\0x6c\Ox6c\OX6F\Ox20\0Xx57\0x6F\OXx72"
"\Ox6c\0x64\0x0a\0x00"

EN e C1EE PIATF A B ALy
133 b @t F A B UE BATRE T kT — BT @ 8 KA g o

/* testshellcode.c */

char shellcode[ ]="\xeb\x20\x5e\xb8\x04\x00\x00\x00"
"\xbb\x02\x00\x00\x00\x89\xf1\xba"
"\Xx0c\x00\x00\x00\xcd\x80\xb8\x01"
"\X00\X00\X00\Xbb\Xx00\Xx00\Xx00\x00"
"\xcd\x80\xe8\xdb\Xxff\xff\xff\x48"
"\x65\x6Cc\X6Cc\X6f\Xx20\x57\x6f\x72"
"\Xx6c\x64\x0a\x00";

void callshellcode(void)

{
int *ret;
ret = (int *)&ret + 2;
(*ret) = (int)shellcode;
}

int main()

{
callshellcode();
return 0;
}
ETA A

$ gcc -0 testshellcode testshellcode.c
$ ./testshellcode
Hello World



FRATHHE T Hello World @ S Frk > wwRAZH TIE Shellcode AT A
FRE A% B Shellcode IANFHEATRFZEHRA D READ >
FRALTIA > AR X BARAD o

char shellcode[ ]="\xeb\x20\x5e\xb8\x04\x00\x00\x00"
"\xbb\x02\x00\x00\x00\x89\xf1\xba"
"\X0c\x00\x00\x00\xcd\x80\xb8\x01"
"\X00\Xx00\x00\xbb\x00\x00\x00\x00"
"\xcd\x80\xe8\xdb\xff\xff\xff\x48"
"\x65\Xx6Cc\Xx6Cc\Xx6f\x20\x57\x6f\x72"
"\Xx6c\x64\x0a\x00";

typedef void (* func)(); [/ —AF & R FK A48 4 func 0 &
5K B 89 1R W fE A 5 %53 A void

int main()

{
(* (func)shellcode)();
return 0,
}
ENIRENH

PRI 0 A 2 EE9S M ATH] Shellcode R 2?2 1Fafpti—T
callShellcode ZE k&KL TAIFHRAT o

int *ret;

REELT —MEa LIS > ret A4 ANFT (TR sizeof(int *)
£)

Jo

o

ret = (int *)&ret + 2;



KEe ret BEACATAENILERR EANEL o BAFEZLRE ret &
FHAENILE » AN ret ZREY—NEHRTE > CBERTRETNNGET o &
G ? BRI A AL 0 AR LLE sizeof(int)  BP 4 ANFF o XM #
ret AL ret FTANLERESANFT » WEKRET @RS 8 MFTEILE o
st FRAZ AT M8 Shellcode * ARER %A edi * EFEFEERXEZHFTE
edi *» THA gcc ABEFRFHAFRGLE » LEZFERERFAE eip * B
PATRX LB E ret SETRT eip ATAENILE -

(*ret) = (int)shellcode;

BMTZA ret CREERAT eip FIAMILE > XM (*ret) KA LS
Koeip #A o BP T — 5454693k > X 24 eip 54T Shellcode #IA
oo Hb o B RFREE FELMAT Shellcode k894K » TP T Hello
World -

F gdb MX—TAAAXTEOMENEN - REFTEXC ret A% o ret

AEA—/ ik BRECHMENIZETRT EIP PTAENLE (€l TATAENE
Bl 24 LAERTHAT) » KRB EIP X48® 7T Shellcode #&gXAD o

$ gcc -g -0 testshellcode testshellcode.c
$ gdb -gq ./testshellcode

(gdb) 1

8 void callshellcode(void)
9 {

10 int *ret;

11 ret = (int *)&ret + 2;
12 (*ret) = (int)shellcode;
13 }

14

15 int main()

16 {

17 callshellcode();

(gdb) break 17
Breakpoint 1 at 0x804834d: file testshell.c, line 17.
(gdb) break 11
Breakpoint 2 at 0x804832a: file testshell.c, line 11.
(gdb) break 12
Breakpoint 3 at 0x8048333: file testshell.c, line 12.



(gdb) break 13

Breakpoint 4 at 0x804833d: file testshell.c, line 13.
(gdb) r

Starting program: /mnt/hda8/Temp/c/program/testshell

Breakpoint 1, main () at testshell.c:17

17 callshellcode();
(gdb) print $ebp #iTPebpF 4 5 L6914

$1 = (void *) Oxbfcfd2c8
(gdb) disassemble main

Ox0804834d <main+14>: call Ox8048324 <callshellcode>
0x08048352 <main+19>: mov $0x0, %eax

(gdb) n

Breakpoint 2, callshellcode () at testshell.c:11

11 ret = (int *)&ret + 2;

(gdb) x/6x $esp

Oxbfcfd2ac: 0x08048389 Oxb7f4eff4 Oxbfcfd36c¢c
Oxbfcfd2d8

Oxbfcfd2bc: Oxbfcfd2c8 0x08048352

(gdb) print &ret ##4 l4TFF diret AL ég3bitferet 6944 » RI4FZebpX k> KA
RNZEHRA
#Z ATt testshellcode XA F tyedifresi » T At AgeciE L A BHIEA
Bl &5 o
$2 = (int **) @xbfcfd2bs
(gdb) print ret
$3 = (int *) Oxbfcfd2d8 #&X Z#jret LA IEIIA
(gdb) n

Breakpoint 3, callshellcode () at testshell.c:12
12 (*ret) = (int)shellcode;
(gdb) print ret ##iTZret = (int *)&ret + 2;/5 > ret TR T A T3k
Fa k2*4 >
#RAF L elphT £ 694L B ©
$5 = (int *) Oxbfcfd2co
(gdb) x/6x $esp
Oxbfcfd2ac: 0x08048389 Oxb7f4eff4 Oxbfcfd36¢c
Oxbfcfd2co



Oxbfcfd2bc: Oxbfcfd2c8 Ox08048352

(gdb) x/4x *ret #tB*retR|4FAeip > 0x8048352

0x8048352 <main+19>: Ox000000b8 0x8d5d5900 0x90c3fc
61 0x89559090

(gdb) n

Breakpoint 4, callshellcode () at testshell.c:13

13 }
(gdb) x/6x $esp #MfEeipBi5EA Tshellcodety A

Oxbfcfd2ac: 0x08048389 Oxb7f4eff4 Oxbfcfd36¢c
Oxbfcfd2co

oxbfcfd2bc: Oxbfcfd2c8 0x8049560

(gdb) x/4x *ret #IAEASET (*ret)tyth » B5 2 T eiphyth » {eipdé @ T sh
ellcode

0x8049560 <shellcode>: 0xb85e20eb OX00000004 OX000002
bb Oxbaf18900

T ey I ARRAEF > T o TRIRHATAGEMR  wREHIEC LML ETE
BT AR HIEMR—L o

callshellcodex 8 #7144 4~ #

ret=(int *)&ret+2=0xbfcfd2bc+2*4=0xbfcfd2c0

Oxbfcfd2bs ret (FAHL{A) Oxbfcfd2co
Oxbfcfd2bc ebp (X ER X W)
Oxbfcfd2co eip(0x08048352) eip(0x8049560 )

(*ret) = (int)shellcode; ?feip=0x8049560

B RIEHRIMAXRFKARGT —KBLR4H ( eip ) HERA —BIEARD
AT 0 QA AR AT R FER B B AT T IEAARAG o

BIFRIENG TG

AR B R EARB IR EAREERLE—ARE AR BETEXFADT (R
LA Q%ﬁT VRAZ b — s 2 E F AR R ) 0 E 8% R AR
ST o e E AR EANRRF G —NFHF S AL o MABIENEF T RGFEH K
PR S RENRE > MMt ZRBEFA BT —HRPERT eip » A —F51EH

e B



EANRBIETT » MM ERLTEANG AL o THEXLH AP — R8T » B defT B 4F
RN A a3k k5K eip (PPH78) eip MBHE@EARG) ? R

eip ML EF R T ROLEZ R MESEHT > MARLBRIFAET » 2 L@
AN TP RNRZAL > A—NRIFEA edi o esi > mAS—AMNEH > 5
9h 0 B REILE 0 URAREARRTFA 5 TSR BENARLETH S > Bk o dofT1t
B oeip PTEMGLER? BULREHMT c BFH » ATHELZFREEHFRGEIN
IR > A GRERAARIRT — A%k > thdeik esp MMTAIL (tbdede 2 LN 4
KXEALK) o Pﬁ»li;ﬁb%ﬁﬁﬁﬂ%iéiii)\iﬁuxﬁ o dm RA XM RTUEEAAR
G 0 JUR 528 A # AT R IRABYFR R, ©

FERIGE > AARSEFTEHRERA strcpy RB|TFAEHEH > £ELF5%h
B%E P RIEANKGE » ARI—E ik (4B #H) - leRE P Ta O

\O0 F¥ x> MdmlFik strcpy FBIAEARG R H » #mTARH] 2L
EANRAD o BARBFIFTVALE Linux T4 7 Ria #2697 22 % s+t 5% » Shellcode
FAR 2% » virus-writing-HOWTO

Ja 1g

EREEFRE R R ZAERAZTE ST @O ERE  §TEXEO R (213
WY REAALE) SHREFETRENLS T8 (RFPPATITAHAEKET) A9
BRI AN EATER P ORF AR R R JATEN o ZIR LRI BF
BERETOERRS ZOE PR o thde > BRRFHRIGGELR 28 ZALHKRP (R
%) o ERERALR (BEAY > Ak LK) BALRE  ARFEITHIRT  £F
BRAZ G E LR ) R R F PR TRMS AT » WTREAAFFZENER > ARESF
FEATRARGELREEF TR FEEZMIIA o

e

e Playing with ptrace
o how ptrace can be used to trace system calls and change system call
arguments
o setting breakpoints and injecting code into running programs
o fix the problem of ORIG_EAX not defined
o (AR Sl ~ BT FAE
o Linux T4/ Ria &6 RIFARR
o Linux L% Z F A48 &



http://www.ibm.com/developerworks/cn/linux/l-overflow/index.html
http://janxin.bokee.com/4067220.html
http://virus.bartolich.at/virus-writing-HOWTO/_html/
http://www.linuxjournal.com/article/6100
http://www.linuxjournal.com/node/6210/print
http://www.ecos.sourceware.org/ml/libc-hacker/1998-05/msg00277.html
http://book.csdn.net/bookfiles/228/index.html
http://www.ibm.com/developerworks/cn/linux/l-overflow/index.html
http://www.ibm.com/developerworks/cn/linux/l-assembly/index.html
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http://janxin.bokee.com/4067220.html

2 69 7] 73 B 1%

e

| &

o HBEAHFBMBEEL

o EALFNIITH ALY HIEE

o ERFAFRKBRTEAZST AL
o 51T

fe i CUNIX IR = 2 A2) 69 5 14 0t > A Bl —ANAT 87 R R R R 69 3038 AT 5
WAL B BT 0 CIRW AWML F AR T A2 A AR S
5 (Geec mixt i a) Fe (EFREHSEAGH) HRERNE » Tk BAFHH )
HARAR KGR B o

#AZ R G BRBE R

BERER—T (G REESEN) PRIG"ARNGRGER" FleEZTAEH
RARAL B e N1% & :


https://en.wikipedia.org/wiki/Advanced_Programming_in_the_Unix_Environment

Hohk
0xC0000000

M A% % 18]

(program flie) £ 5

(environment) 37 3%

DI
XE

(arguments) %%

(stack) #

(shared memory)
FRE

(heap) 3

.bss (uninitilized
data)

.data (initilized
global data)

text (Executable
Instructions)

0x08048000
0x00000000

execve 8 % — /%%

execve B 5% = /N4 4 0 main 89 % = A
R

execve 8 % =—/~% % > main ¥ %

B #h T 2 A B R R R R AT E AR
8942 BAR

B B35 JHFCR S A ~ B
84

RFAE B
5 A st

@ﬁéﬁﬁi‘ii ’ /‘%%ﬁ n;-;,%%ﬁ

2T ABH RIS

IEARERTHABMNE » tbde
malloc * new % ©

RA M5B (2T EHR)

Cambib b BdE (&A% F)

BT AT A

FEALSP RARITI N G212 &

ATRBERELEANGETRFRL  LEA UNIX IR 5 2 %42) 945 14-11 8
Al BT ANl LEETE (ARECENBILHIIERA) » 7F
TR T AR main RE(K AR E IR ) E94% F o


https://en.wikipedia.org/wiki/Advanced_Programming_in_the_Unix_Environment

/**
* showmemory.c -- print the position of different types of data

in a program in the memory
*/

#include <sys/types.h>
#include <sys/ipc.h>
#include <sys/shm.h>
#include <stdio.h>
#include <stdlib.h>

#define ARRAY_SIZE 4000

#define MALLOC_SIZE 100000

#define SHM_SIZE 100000

#define SHM_MODE (SHM_R | SHM_W) /* user read/write */

int init_global_variable = 5; /* initialized global variable
*/
char array[ARRAY_SIZE]; /* uninitialized data = bss */

int main(void)
{
int shmid;
char *ptr, *shmptr;

printf("main: the address of the main function is %x\n", mai
n);

printf("data: data segment is from %x\n", &init_global varia
ble);

printf("bss: array[] from %x to %x\n", &array[0], &array[ARR
AY_SIZE]);

printf("stack: around %x\n", &shmid);

/* shmid is a local variable, which is stored in the stack,
hence, you
* can get the address of the stack via it*/

if ( (ptr = malloc(MALLOC_SIZE)) == NULL) {
printf("malloc error!\n");
exit(-1);



¥
printf("heap: malloced from %x to %x\n'", ptr, ptr+MALLOC_SIZ

E);
if ( (shmid = shmget (IPC_PRIVATE, SHM_SIZE, SHM_MODE)) < 0)

printf("shmget error!\n");
exit(-1);

if ( (shmptr = shmat(shmid, 0, 0)) == (void *) -1) {
printf("shmat error!\n");
exit(-1);
}
printf("shared memory: attached from %x to %x\n", shmptr, sh
mptr+SHM_SIZE);

if (shmctl(shmid, IPC_RMID, 0) < 0) {
printf("shmctl error!\n");
exit(-1);

exit(0);

GALF 0 EAT R R T

$ make showmemory

(o] showmemory.c -0 showmemory

$ ./showmemory

main: the address of the main function 1is 804846c¢C
data: data segment is from 80498e8

bss: array[] from 8049920 to 804a8c0

stack: around bfe3e224

heap: malloced from 804b008 to 80636a8

shared memory: attached from b7da7000 to b7dbf6a®



FHBIFERRE T AT RIRH)IEG RS A EI » tede data & (A
witdegemTEkiaTRXE) ~bss £ ~ stack ~ heap » X & shared memory #»
main (REE) 89N E>FHFI o

LA AR ZEAZYHZ L

REAZHMHAF T ER LT A R R wREBAERFARE
RORL X A3 B 0 454 (GeemiEtHE) » SRR s » KA ET ARy F—%
€ 2244 3% 3] 5T AT SUHF F 89 5P AT 5 R RIREA] o X BIPERIF 5 230 8 LA 7T AT
X F5 AT > TAERE nm/readelf -s/objdump -t S &FF - 4 :

\W

Ry R
fadt

h\cm

$ nm showmemory

080497e4 d _DYNAMIC

080498b0 _GLOBAL_OFFSET_TABLE_
080486c8 R _IO_stdin_used
_Jv_RegisterClasses
_ CTOR_END_

_ CTOR_LIST_

_ DTOR_END_

_ DTOR_LIST_

_ FRAME_END_

_ JCR_END___

_ JCR_LIST___

d

R

w

080497d4 d

080497d0 d

080497dc d

080497d8 d

080487cc r

080497e0 d

080497e0 d

080498ec A _ bss_start

080498dc D _ data_start

08048680 t _ _do_global_ctors_aux

08048414 t
D
w
T
d
d
T
T
U
A
A
T

080498e0

__do_global_dtors_aux
__dso_handle
__gmon_start__
__1686.get_pc_thunk.bx
__init_array_end

0804867a
080497d0
080497d0
08048610
08048620

__init_array_start
__libc_csu_fini
__libc_csu_init
__libc_start_main@@GLIBC_2.0
080498ec _edata
0804a8c0

080486a8

_end
_fini



K
%
= &

JD

080486¢c4 R _fp_hw
08048328 T _init
080483f0 T _start
08049920 B array
08049900 b completed.1
080498dc W data_start

U exit@@GLIBC_2.0
08048444 t frame_dummy
080498e8 D init_global_variable
0804846¢c T main

U malloc@@GLIBC_2.0
080498e4 d p.o

U printf@@GLIBC_2.0

U shmat@@GLIBC_2.0

U shmctl@@GLIBC_2.2

U shmget@@GLIBC_2.0
iﬂ YR 5 BRAVAL T PR RS

WBEZTHRXNFZET » IFEKXRTUGFH—NE R
IR E| 69N 59 REGIEE o

/**

T AEEG R » IR FFER RS

B F > Amr SR b

* showmemory.c -- print the position of different types of data

in a pr
*/

#include
#include
#include
#include
#include

#define
#define
#define
#define

elative

ogram in the memory

<sys/types.h>
<sys/ipc.h>
<sys/shm.h>
<stdio.h>
<stdlib.h>

ARRAY_SIZE 4000
MALLOC_SIZE 100000

SHM_SIZE 100000

SHM_MODE (SHM_R | SHM_W) /*

/*
variables */

user read/write */

declare the address r



extern char _start, _ data_start, _ bss_start, etext, edata, end
,

extern char **environ;

char array[ARRAY_SIZE]; /* uninitialized data = bss */

int main(int argc, char *argv|[])
{

int shmid;

char *ptr, *shmptr;

printf("===== memory map =====\n");

printf(".text:\tOx%x->0x%x (_start, code text)\n", &_start,
&etext);

printf(".data:\toOx%x->0x%x (__data_start, initilized data)\n
", & data_start, &edata);

printf(".bss: \tOx%x->0x%x (__bss_start, uninitilized data)\
n", & bss_start, &end);

/* shmid is a local variable, which is stored in the stack,
hence, you
* can get the address of the stack via it*/

if ( (ptr = malloc(MALLOC_SIZE)) == NULL) {
printf("malloc error!\n");
exit(-1);

printf("heap: \tOx%x->0x%x (address of the malloc space)\n",
ptr, ptr+MALLOC_SIZE);
if ( (shmid = shmget(IPC_PRIVATE, SHM_SIZE, SHM_MODE)) < 0)
printf("shmget error!\n");

exit(-1);

if ( (shmptr = shmat(shmid, 0, 0)) == (void *) -1) {
printf("shmat error!\n");
exit(-1);



}

printf("shm :\tOx%x->0x%x (address of shared memory)\n", sh
mptr, shmptr+SHM_SIZE);

if (shmctl(shmid, IPC_RMID, 0) < 0) {
printf("shmctl error!\n");
exit(-1);

printf("stack:\t <--0x%x--> (address of local variables)\n",
&shmid);

printf("arg: \tOx%x (address of arguments)\n", argv);

printf("env: \tOx%x (address of environment variables)\n",
environ);

exit(0);

BATE R

$ make showmemory
$ ./showmemory

.text: 0x8048440->0x8048754 (_start, code text)

.data: 0x8049a3c->0x8049a48 (__data_start, initilized data)
.bss: 0x8049a48->0x804aa20 (__bss_start, uninitilized data)
heap: 0x804b008->0x80636a8 (address of the malloc space)
shm : Oxb7db6000->0xb7dce6a® (address of shared memory)
stack: <--0xbff85b64--> (address of local variables)

arg: Oxbff85bf4 (address of arguments)

env: Oxbff85bfc (address of environment variables)

LA TERGH BT RBGALE SRS TR ZART AN R
RERAL 540 LT AR T » — AN FRAGH F&» ERFETHIRFTRE
ARG E G A GHE TEK
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o
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https://en.wikipedia.org/wiki/Advanced_Programming_in_the_Unix_Environment

2 e i F2 69 R ORIRAE

o HAMARN A G R
o LHEUABEIRE
o it ps b EAHALENE
o i1 pstree EHHEEL K AL
o il top B A ERH#ARE L
o BB TR RA —AB|AEELT
o PRI IR
o RELHAZML K%
o BRI LR
o L RMA
o #EHAE
o ik AtAL
o AMAREBEEIS
o HARMIT
o £% % i (pipe)
o A% % i (named pipe)
o 1% (Signal)
o AF AL Fe 4 Ak 3 4
o RIREEHM » RIABRNIFL T ot 25
o fefF L AE A & Y1
o &/ L arfELIF
BTk AR FETEE G
. %*‘%’ﬁﬂ
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#REARFEEREEANGY R BI1AH L3t g6 — i XBMEIET R
Boro XZ—F T ERAEABRLOBMEFREE  BABaERF  #R2 -FLFEKR
WA R#ALRE &1 ~ #4205 S48 X 09484F o

H2RARF > HAXA#AE

Y R é’]%/\ TR AN RSP RAT R AR T o A Tk F R R T 69 T4 »
SLREAR B TR R R A HAL > A ALER TR S AF TR » #ITEM 1/0
B N RARENAFE TAE -

e

MBENEEER B AHIN > mARENEFH K o

HEARPTERFOTER  #ERRT OLRF I TS KIEAN} B FR
R A — NGRS R A4 T AR08 X B » VMR R AL B 4T 3 E 3 Fe 1R
B#AE s N TR S HAREMEGES c Bk > NBAZLETUR G T R-E > &8
HTRFEARY o

WwRATLSABRRFOTL LR — A RFTRAUEZ A A" S
HARRG L LT AES o £ Linux T 2# B0 2AFAAL fork ALAAX
FH, 0o MEANEL ERFEARFNEE7T #A2 o

BI—NEERAHGE > RFTUAR SRR FEZHE ) O CETEF L
WRIB SRR G RES A ERR A F

T i #4398 Linux T @4 fTi8 1 Shell 247 2 42 6948 X ARAF -

WEENTDITEAENS L LG » — AR RGN ET o fld o

$ sleep 100 &
[1] 9298

HAH#AAZID



Rl pidof TUAEFITRFLGHAEID :

$ pidof sleep
9298

A F#ARE N Gy

$ cat /proc/9298/maps

08048000-0804b00O r-xp OOOOEOOO 08:01 977399 /bin/sleep
0804b000-0804cO00 rw-p OOOO3000 08:01 977399 /bin/sleep
0804c000-0806d0OO rw-p 0804cO00 00:00 0O [heap]

b7c8b00O-b7ccabdd r--p 0COOOEOO 08:01 443354

bfbd8000-bfbed00O® rw-p bfbd8eee 00:00 O [stack]
ffffe0o0-fffffoe0 r-xp 00000000 00:00 0 [vdso]

RFEMATE > AW BEAZT » RAT —AEE - LEEFT RGN Fok
%(ﬁm&ﬁ>’@%ﬁ%% ~%ﬁ’u&~%m%éﬁﬁ@%¢ THH -~ K
FOBER » T2 ARG T E M E RAK S BT o

kTHRFEFSITHATEIRNG @ T > H55 % (Linux 4 447 T 425 4T 89 — A4
AR Y

FhR b gl AR > LR AW F BT A LM HE > e s BT — 2
CEIEAGBFH N A E AT (BEKSE man init ) > KA AELRE
crond (K& at ) EEERHBHLF o b I > TH—AF X > kA%
E Shell B A » ia%i/%»z)\——/l\ﬂéms‘u%’ LB MAT Y A AR BT o ST 8942 d4 AR
PAT TR RA R c LEFXG@FTRHRINL > TET BlfTEARRRGEMKE -

FTEARA—SOZ D EFLATTHATRS » TUAHE ulimit A EF4AREER
AL AR R 89 R 0 e AR T AT R K UHRAF AN > R KGR TR -
MAAEZERE o BRAER help ulimit o

B A AL ) By AR S



TRAE ps AEAABAXENRFRE IR LOEABRIMBERA P » #HA
st AT o HARAE cpu PABHERAEAFEL AR ELFCN AT
AT48 % 09 AL TH AT FARAE o

Wi ps wAEE AR M

LA ARG AR $ALE Bt

$ ps -ef
é%ﬁé?@@ PR L GRFL s #AE ID L1 o TTY A2 ATh%

\s
E'

&ﬁ%ﬁi

i
3‘

$ ps -C init
PID TTY TIME CMD
17? 00:00:01 init

BHEXANMFER PR FHEEA

$ ps -U falcon

R MEB TR Tambesdsd cpu AR

><§~3

$ ps -e -0 "%C %c"

T cpu A RRHHE 4 MRS

$ ps -e -0 "%C %c" | sort -u -k1 -r | head -5
7.5 firefox-bin
1.1 Xorg
0.8 scim-panel-gtk
0.2 scim-bridge

RIPAE L AR 5 I K8 5 A AR



$ ps -e -0 "%z %c" | sort -n -k1 -r | head -5
349588 firefox-bin

96612 xfced-terminal

88840 xfdesktop

76332 gedit

58920 scim-panel-gtk

g pstree TH AR EH X A

AAPTAJBIRAMAEL XA TRiAd pstree THERXAXA :

$ pstree

TaAITHRALARBAN > TURFTFRRAINSWAARTITA ETHHARZIR L
WA XA o

Htop# & & A& #

ﬂ\\

$ top

G ERREARTAHEEF R L SR CERBT —LE b6y 540
Wde - TRABEREZTPATHE G R DY EA > LTAEE v EFHELA P
B Fh iy #ALTF o

PR top FAIBFRERN e u LI TAPHARE > IFA
g k FAFEEAAL W RER on 1 BARTUALABLEERX > LKA X
Ao

$ top -n 1 -b
AR TR R A — A8 A B 4T

Tk — AR AR A e T — AN B — B R R — AN EEAT o

Rk E S — AL EERIITE » T RAERARE o AEE 2R ?



Bte— A R 89 R B HI o TR S 10 o %ﬂﬁfﬂ‘xﬂﬁﬁiﬁ"Z%’iﬁiﬁ TR 6942
B oo XSG A PTAE R R R AR T F e ARG LR
— 8y AL FHERE— o XAFMYIE 0 AP I /i%@ L@éﬁl‘ﬂf"ﬁ%

BEMIEE  ARFIF KA ED TH RAIAT » wRIAT T W4T LT N 4k 5 04T B
s K o

RN A LA > b T A e B % L RRIEARRF LA L Fo KA e —M > BT LA 1T
ps FAREBE SRR ZORT L BN TORFLILER ) wROLE
HoOoMARAACLOLRIELITT o

=

ps -e -0 "%c" | tr -d " " | grep -q Ainit$ #EF LI AWERFLEIAT
[ $2 -eq 0 ] && exit #®RfE > M2BYE, $22FE—5B/EZEHATRY

v’&ﬁ(ﬁ”ﬁ%ﬁ:%’ B ERAGHELE—ARGACHRE ID OXIH WRELRH
f RARBEPAT » R B> ML2EFBZHE ID REELEET Rl AR
Bk B“J&Wx#ﬁ%ﬁ%)\%‘ﬁéﬁ #42 1D o FF4k4: o

pidfile=/tmp/$0".pid"
if [ -f $pidfile ]; then
OLDPID=$(cat $pidfile)
ps -e -0 "%p" | tr -d " " | grep -q "A$OLDPIDS$"
[ $? -eq 0 ] && exit
fi

echo $$ > $pidfile
#... R IR

#1% BAZ 5O HAE o B A5 R B AR K R AS 5 N M kA0 B SO
trap "rm $pidfile" 0

£ 5 ERR% 8 TRIFREE |

T 5 ot A2 891K S0 R



FARUEFE BRI A AT » A TIEXBESR LT R BLRAGAE#ITH
REENKES R — T GREE o tode® LAY K 35 B AL Je % 6 B 18] B 4b 55 6918 5
Hiko MMHERT » T E renice WEELABITHRFOML LR > Bl

RIS AR R

$ ps -e -0 "%p %c %n" | grep xfs
5089 xfs (0]

7 AL B IE R

$ renice 1 -p 5089

renice: 5089: setpriority: Operation not permitted

$ sudo renice 1 -p 5089 #FEKRRAAT

[sudo] password for falcon:

5089: old priority 0, new priority 1

$ ps -e -0 "%p %c %n" | grep xfs #BAE  MEARCEMAEITXRT
5089 xfs 1

A2

AT AR LG ASITHATRF » QI ERE s MRALA DS EERE - TARAL
kill 4% p E&B%%Lﬁiﬁ MMEFIE# AR L 0 B RT L HY
root JUFTWA kill PATAH#AZ (BT init X 49h) o flde >

2 i A

$ sleep 50 & #BH—IT#HA
[1] 11347
$ kill 11347

kill A4 F NS KRE%IEIES ( SIGTERM ) 425 » kA2 FiR i » 2%
kill FETALZERANZ T » BEEFF T LTAEE man 7 signal &F
Bl b AB L kill -1 Pk e



$ man 7 signal
$ kill -1

1) SIGHUP

5) SIGTRAP

9) SIGKILL

13) SIGPIPE

17) SIGCHLD

21) SIGTTIN

25) SIGXFSZ

29) SIGIO
35) SIGRTMIN+1
39) SIGRTMIN+5
43) SIGRTMIN+9
47) SIGRTMIN+13
51) SIGRTMAX-13
55) SIGRTMAX-9
59) SIGRTMAX-5
63) SIGRTMAX-1

2)

6)
10)
14)
18)
22)
26)
30)
36)
40)
44)
48)
52)
56)
60)
64)

Bl4e s B kill 44
4

SIGCONT 1z %51k

B

C U LEEAT o

SIGINT
SIGABRT
SIGUSR1
SIGALRM
SIGCONT
SIGTTOU
SIGVTALRM
SIGPWR
SIGRTMIN+2
SIGRTMIN+6
SIGRTMIN+10
SIGRTMIN+14
SIGRTMAX-12
SIGRTMAX-8
SIGRTMAX-4
SIGRTMAX

SIGSTOP 1%

3)

7)
11)
15)
19)
23)
27)
31)
37)
41)
45)
49)
53)
57)
61)

SIGQUIT
SIGBUS
SIGSEGV
SIGTERM
SIGSTOP
SIGURG
SIGPROF
SIGSYS
SIGRTMIN+3
SIGRTMIN+7
SIGRTMIN+11
SIGRTMIN+15
SIGRTMAX-11
SIGRTMAX-7
SIGRTMAX-3

4)

8)
12)
16)
20)
24)
28)
34)
38)
42)
46)
50)
54)
58)
62)

SIGILL
SIGFPE
SIGUSR2
SIGSTKFLT
SIGTSTP
SIGXCPU
SIGWINCH
SIGRTMIN
SIGRTMIN+4
SIGRTMIN+8
SIGRTMIN+12
SIGRTMAX-14
SIGRTMAX-10
SIGRTMAX-6
SIGRTMAX-2

(A7 e HE s RBERE



$ sleep 50 &

[1] 11441

$ jobs

[1]+ Running sleep 50 &

$ kill -s SIGSTOP 11441  #&XAF R T &A1 —A a7 & # A2 IATCTRL+ZIRME
$ jobs

[1]+ Stopped sleep 50

$ kill -s SIGCONT 11441  #ZXANFRTXAT &A1 Abg %1RAFIE—4E 6 &
A2 BATAL K

$ jobs

[1]+ Running sleep 50 &

$ kill %1 #1E LA 215 (session) T o T uAd EAF L 5 4%
) A2

$ jobs

[1]+ Terminated sleep 50

TR kill #4RETEFFOHE > TICRARRERAEY 1D RFEFLX
PER#AZ > @ pkill A killall RETESRF - NV ATALIRF L E
ERABGRAP L RBERABRG T, - 5 RXESLELCINOFTMHM -

S EH#AEBERERA

LA2)FR B JE o ST FIWTIX ANE R R R B A F AR R ? & 124F Linux T o
A% 92 hello world #5402 AR RE ELH L return 0 B8 o XA
return 0 £FEZEREE R %#ééi\ﬁ%%:i%\' B6) o wRH#ALRET —A

HAOGF Al » AT AR THARLIANRFZFFRET » B A CH LA MATE]
return 0 X &BEOHBET o

ME2ZKEHFZBE LGRS » AN REGZAER ?

£ Shell P TUALERINMHKRNOTE $?2 » CHAT L—%abiTE 08
HIRA o

s



$ testl

bash: testl: command not found

$ echo $?

127

$ cat ./test.c | grep hello

$ echo $?

1

$ cat ./test.c | grep hi
printf("hi, myself!\n");

$ echo $?

0]

WANEE 0 AT —ANBAN » EARARAFEAHRALT > AT SHRFEFREAN -
HATTVON $2 FHAME] 0 2L FFo » EREME —A3F 04 o IRERRK
ﬂ‘]ﬁ%ﬁéé@ﬁﬁﬁﬁ%mﬁﬁi——/\ exit 0 VMEAEFTAART XA LA $7 AL
2L GRoWwRAE—R > AABRAINRGES > KAKLECHERERK

ra'v%%mi—.%i/%éﬁﬁi/% LLMBE T —A -1 A1 AMRARELRTE > &
WEME THBGRFR RN BT R & F R TR » AARKE
ERT » ZFRNEERAREAWRRRGARZIBTREGXTE |

WAL AT
AT I KB AR 9 R BB o TR B2 2

HE A B EN XA TR AR L ZHAE - R TR ? £ (UNIX 3%
WpAL) —HFRERS Fik o el (RERARALEE) BT

( signal ) ~4&C ( Message ) BR7] (H&MNF]) ~£EFEANAE

( mmap/munmap ) ~13%5 % ( semaphore °» EZEZEAFFH » A H » #A2H
FRGAEZIE) ~£24# 9 ( socket * XFHFFFRME I g#ALA1Z) F - Mk
Shell # » @ FAFERE A TEFEZTF - THEZRANEFTEREZFTHHL
Shell A2 E 89— 2 R % o

x4 %8 (pipe)

A Linux T o TTdadd | REANMESF  BERTAACREESE - MEFOR
AF R —DNRF 05 BESbE T R MAEE - A CEZ T AELLEFHEI
HRETE > A pipe REK o BA—NBRARANTELN int B ALT I o


https://en.wikipedia.org/wiki/Advanced_Programming_in_the_Unix_Environment

BAFAETR EREQGERAN MBS » KBRESF DA UHREFELREAR
G o+ T AL VAN Fr — A SO f L AF P 3% ok o

%%szﬁéﬁ’L4ﬁ%| RGAZER ke L@HNEFE ps 44
ETEAEA grep AR

$ ps -ef | grep init

BT ETAFEIANE T FAH R F > TREIRBEERNMEF O A ot » B
FRAEZFERGR? LR ESMAXHFE—ApA8 > A7 Shell 23 4TE % 6947
Mo feaT @ — ARG AR T EOME RS e m— R RYHA

EBF|EAOMAIHMES » IANARBFIBALHAREETLDHE dup (K
# fentl ) kFEHR o

K4 %38 (named pipe)

ALEAEFREZ—AIH (REAETHLGE AT BARAXLAR A UHRT

HoAFAR—ZEAI—LE) » LI s » BIEN 2R A L3 L
B mB o wRRXBAE—ANRANEGAELEE s BLARSMAE > FliEd » Wi
REAE-—ANALERALBEATG  MEMAARFRA RS WAKEE - TOAA

[ﬁ{;

$ mkfifo fifo_test #AImMkfifor Sl E—NEL®
$ echo "fewfefe" > fifo_test
#RXBAAEFifo_testXIHFBEAAR s AZZHMMEE » ZHF—NEsnd 4T dag ik

$ cat fifo_test #7 I — AN 0 eAF s AA—A o KA E B fFifo_tes
tHy A &

fewfefe

XEH echo #2 cat ZRANTREMEF » EZXAAHELT » #@1d echo ﬁ"
cat B ANABRZIRAHAZALTFRA o FRENRATAAL AL E

BB FRAEFTESLRMTER Pl ZE AN IANAEHEAAN
ERARFRR S EP—ABLBIRTIER fifo_test PHIA R » VAR BT
CT—HFBMATZ o e RBEIANETHERANE > MRAECHRLSHAELENEL s RFE 2R
FRAGIRTFLT TR > B IP—DMAEA —MNER T BT AE fifo_test FEA



— B HE B > URE R XA ARA S M 2 o T @5 —AJER H BT o
T AT — AT > R EH AL FHIAE Fifo_test ZXBA > KRG 5 M
AR R R H A R AR A o 5K > T fifo_test 45 AREH

# 9h b AL IE o

o o JAL 5 69 X AG

$ cat app.sh
#!/bin/bash

FIFO=fifo_test
while :;
do
CI="cat $FIFO" #CI --> Control
case $CI in
©) echo "The CONTROL number

rs

1) echo "The CONTROL number

H
*) echo "The CONTROL number
ething else..."
e
esac
done

o PEHIAF g KA

Info

is ZERO, do something

is ONE, do something

not recognized, do som



$ cat control.sh
#!/bin/bash

FIFO=fifo_test
CI=%1

[ -z "$CI" ] && echo "the control info should not be empty
" && exit

echo $CI > $FIFO

o — MR FEIEH F I —MEF ) TAE

$ chmod +x app.sh control.sh #I5 B AL T 0 7T PATAR 2 VA
12 R P T AAT el

$ ./app.sh #E—N%mBaHRXANRMAESF » £, /control.sh&k %
H AL LG & A

The CONTROL number is ONE, do something ... HR X1 )G

The CONTROL number is ZERO, do something ... HEIZOAJG

The CONTROL number not recognized, do something else... #
B % — A K gm0 YR VL UG

$ ./control.sh 1 HAE T IP— Y3k 0 REIEHZ & 0 124
& A2 B 0 Ak

$ ./control.sh 0
$ ./control.sh 4343

BAF—Fr 2 R IEFESRYG GEFPES LT 2 RES web cgi » AL
K bmABiERgEL 5l web cgi ME—HT A BlezdiLE
./control.sh 7% web #) cgi B X A EE—LEH M EHFE
CGI MM » FLERLaEIHMBEXNGET (EXHALTEME
content-tpye: text/html WUE—ANEEGAT) FMALLKGKRI (web HWAHE
F AR AKX QUERY_STRING FFEEETEL L) o Rb—ANJEF M2 cel #FH42
F¥T VA5 R AX A



#!/bin/bash

FIFO=./fifo_test
CI=$QUERY_STRING

[ -z "$CI" ] && echo "the control info should not be empty" && e
xit

echo -e "content-type: text/html\n\n"
echo $CI > $FIFO

ﬁi%&mﬁ7%%%.meLﬂ1%%ﬁﬁﬁ fifo_test F# - FHABR
R AR R 5 Z4EH] app.sh

http://ipaddress\_or\_dns/cgi-bin/control.sh?0

Fl5 2 @& A% B QUERY_STRING * RMXAT# $1 o

A Az A 2 T a4z d] o BHARAXNRAGTREHRRA ZIREL o £EF
R RE L RINKABAIIH—FHF X kEA DR GTEES - G4 FAT —
ANE R AR R ES Gk 695550 0 G388 0 FEFER o AT R
PEH] 0 BAVET T — A2 B A > MRS LR A0 X6 R R B o

£ CiEEF » wREAEA A L EE > F2 Shell £0L > AR £33 E HIER A
read ° write B > &ERlE fifo A mkfifo HILAM o

z% (Signal)

125 AR FW > Linux A P TTARE kill #48EA RRLE ~A%i%%
T oW TAAIEE LR E—%{ZF 5 thde CTRL+C “THEARAX SGIINT 125 »
CTRL+\ “TAEARAZ SGIQUIT 1% % - rpskx 9> W%ﬁﬁ%%'fﬁ%‘l?&%m:\&
RFEET > e B FI N GAFEZ 4 SGISEGY 125 ° A # R RKHFLTUA
i kill ° raise FRIHLATKEET o T Linux TEHHEFTER» X
KT VA man 7 signal & kill -1 EF AR XTI AL o



STHEZS » BELSAR NG AR HE > A RE T BETRAESLLS > &
Ko RAPETUSEREZETREETOAE XL - £ Shell F » TTLAIF trap

A (Shell R E@4) Rk ZrhmEMEFTOFHE (EAFELERE T L EANR
%) > mAECiEZPTAAE signal AR EMEMETOLT R - X 2R
ET trap ARk e

$ function signal_handler { echo "hello, world."; } #% Xsignal_h
andler &4

$ trap signal_handler SIGINT ##AT%® 4% E  WKEISIGINTIE 5 it 47T P he
1llo, world

$ hello, world #3% FTCTRL+C > T XAF Bt % L4 Thello, worldF4¥F
%

EMH > wREEAZT 0 89rA1E » AMARTAMA trap kBN CESESFTF
8 atexit FEFLIEHRFEGEE > BPid trap signal_handler SIGQUIT %
Z 8 signal_handler mafﬂ?rﬁﬁ/%z%thﬂﬂinﬁ cfZ5 0 L—MNFR IS 0 A
POSIX.1 FHREFFTHFT 0TXAEREFT » FBARAT M T HEZLFNE
Bl o 5 —ARFR BN SARLZES

$ cat sigexit.sh
#!/bin/bash

function signal_handler {
echo "hello, world"
3
trap signal_handler 0
$ chmod +x sigexit.sh
$ ./sigexit.sh #EIRShellmA2 & M % 77 AN AL AR i B Sk 8 — 273 38005 B ST
PR 69 MR TAE
hello, world

VB b e 4 Ak 37 45

LEMNAZR— LR RGESRE S GLET |, \>,<, ;, (,) FAGE—&

4
K

B BEHREAGESFI AR S AR B AL EFRATIAE o MA IR
F—AMELORE > T LIS FERE > RARKEE 2L EF I G RE Im



A& RAEIATH LSS i?c’F CTRL+Z LA — A &% 1% o LR A A ag

£ % o FHAEM— RS 13‘}1\3\ fg 4 «‘fal“*ﬁ:k%}];}é’{éd Al G o A
—FpdE R T i%zﬂiﬁxﬁi’ﬁli s o AR B A5 7] ) A% R 4 AE Ak s kﬁ%’ﬁ;ﬂ:'ﬂ]‘ﬁ‘é
HR—ANRE SN ’~Ak%§4 Ao TEER—TJLAERGELIES

1 o

S G e  RRABENE L TR

$ sleep 50 &
[1] 11137

FEAE LR B AT S H >

1% F Shell R B4 fg Fetfl 1 AZ A EE4IT» KRBT CTRL+Z EZ#E
iz

$ fg %1

sleep 50

nZ

[1]+ Stopped sleep 50

& S apfE L

$ jobs #5 A S AME L 0 A —AMMERIEE

[1]+ Stopped sleep 50

$ sleep 100 & #IL B —AME L G 6 EAT

[2] 11138

$ jobs #E2 A SAME LR 0 —ANEAEELT ) —AMFAE
[1]+ Stopped sleep 50

[2]- Running sleep 100 &

B AT AR EITEE 6



$ bg %1
[2]+ sleep 50 &

Tt B A T TR AL AR » &% 59 Shell » 4K %5 389 % <4 1 2k 42 41
EEERIE

e (UNIX 3F3% 5 &R B A2


https://en.wikipedia.org/wiki/Advanced_Programming_in_the_Unix_Environment

AT % b T HATELF TAH(455 )

it ¥ ERTIAT ELF X (45 5% » 7
I FHE)

o G

o T AT A& K B9 L B

o HEIEALAL

o AT AR EH] (I6442F]7085F F )

o ALFHINGIE
o TR INGEF
o M4 FEITRA HoRG T R

MR T AT U89 R R
o NiL%iEZkE 5 HelloWorld (76 %% )
o KA KN IE
o MkIFILHENKRLFLELEEZAR
o FRINGIFHM©BRIEEXT RIFR L
o J A AR BARE &K
o FFIT BN LTI AN
o it MIEE R
o AL UM 153 S
o M F&3IEsb RIS
o SR~ RFKF MK (52FF)
o e AXALBLAS A Ak
o 1eALF KA ALk
o ft JE & 4269 7 A 3E A KA
o Bk A ANk
o LHBERRMMIE (456F%)
o %

o BB

(¢]

175



AR THATIHRDGAZESHT ELF XH > HRALTLIEEE Hello
world FH|ZRFERmiefTi@I EFFEHIZERI>H ELF B #ARFHHR
A o

AT RBRE RS T HAT ARG KD > RATLN T AT HAT A9 X > A RAEHE
AR IAT AT 895 6 mF (BP R AR R M A St 2 T BB F) -
8 3 S P A1 8 T AT ARAE X H 2 e 2t T $AT U RABATRA# R A E >
T A EZ I B AR AR g Bk o Ak > BIIR KBS T HATUH K89 75 % » shida &
TEBRMMERER T THAT A9 XA REEE I ARG W T o

LR HiEHACF RAZIE S 69RF T At B AR T KA A R KA Fom > £ KT
WG AR A E TA [1] 691 FIAHEEIR K — DT Hello world 49T AT
PRRRAS BT 24 893k o

T PAT AR 3 B9 1L IR

THAT A R B FBH R — AN EARLH A B A7 RE LF % T AT U
N FA[2] oA iR T UNIX FE THZMTHATIHER » B2 £
B EAREE T HAT T — AR R A2

e aout IHBXIEFEE REASTRFEBETHLAGELE (A~ FIE ~
BSS ) * mEAA section #IRFAEE T o

o COff IMMBRNBRINT —AMTREAUAZIFESTRIZE  AARZTITY A
Mo {2 XA TN A BERRCETR » R R s 54
(FREy K8 coff XF) o

o elf UAH#& X A A4kt » M BARIFGY otk o © T AR LT & &AL A
THAT I AT R Z UM (S EEE) Z XM -

TwmkAF ELF XHHLHA :

k3% (ELF Header)

# 5k & (Program Header Table)
¥ E1(Sectionl)

¥ X2(Section2)

¥ X3(Section3)

¥ k3 (Section Header Table)


http://www.muppetlabs.com/~breadbox/software/tiny/teensy.html
http://blog.chinaunix.net/u/19881/showart_215242.html

T ATAELIR R FRFE N TREREATELZEANTR » A LA T THLEHIR
(struct)4gifiey » Z& ke elfh P T L THL fﬂ%#m&i/l\xﬁ—éﬁ*iﬂ PN
PN BHTFE SRAEAT S RERREAT ERHEFREE o fld > KATT LU0 TH K3
A% ELF a9 £A o

$ cat hello.c #¥#%#&hello, world® 5
#include <stdio.h>

int main(void)

{
printf("hello, world!\n");

return 0O;

}
$ gcc -c hello.c #%# FATEX @6 B ARG
$ readelf -h hello.o | grep Type #ilidreadelf&A XL FkHEKREZE
gidl
Type: REL (Relocatable file)
$ gcc -0 hello hello.o  #4 AT ATIH
$ readelf -h hello | grep Type
Type: EXEC (Executable file)
$ gcc -fpic -shared -Wl, -soname, libhello.so0.0 -o libhello.s0.0.0
hello.o #AREFE
$ readelf -h libhello.s0.0.0 | grep Type
Type: DYN (Shared object file)

MYRKFE (KBRS TRER) PRFERFEAMTZAR? EEEERNTET L
MXHAR > mEHE A TRATI o TEZIIHAR -

?Bﬁ%ﬂ%ﬂﬁxﬁﬁ%’ﬂﬁxﬁﬁﬁz?‘k¢\*ﬂ\Mwmﬁ¢%ﬁ
SAR ARk E S IEMATEMAL Y RALHAT » IHEHZHT
Vl}ff’ﬁ'ﬂ% AR AT Y R R R AT B3t B AP AT T AL LA AT A& 0944
HoOBTRNEGFASEA - FINELE (FAAFTEEMNRNE FEM) 5
FRENTERZ @M LA EER— DT HAT I (RFLZTEZ ) o wRTH
PR ThAEREE  MAKLE— LA THAFTHIEG TR o RATTL
#id readelf -S (3 objdump -h ) EA TR &Z & o



$ readelf -S hello #THATXH - THEZE s TELLIHFRIARERA TR E

Section Headers:

[Nr] Name Type Addr off Size
ES Flg Lk Inf Al

[ 0] NULL 00000000 OOOEOO OOOEOO
00 O 0 0o

[ 1] .interp PROGBITS 08048114 000114 000013
606 A 0 0 1

[ 2] .note.ABI-tag NOTE 08048128 000128 000020
606 A 0 0 4

[ 3] .hash HASH 08048148 000148 000028

04 A 5 0 4

[ 7] .gnu.version VERSYM 0804822a 00022a 00000
a 02 A 5 0 2

[11] .init PROGBITS 08048274 000274 000030
00 AX © 0 4

[13] .text PROGBITS 0804820 0002f0 000148

00 AX 0 0 16
[14] .fini PROGBITS 08048438 000438 00001cC

00 AX © 0 4

ZRARAIHGTR (BN LY ROGERFELE TR [1M)TRA—H » 224 )L

AT R o B4 text ° .data ° .bss &L HFHHEL text  BAZXA
FTRASTRAE o R —ANMEFIERTHAMEE (JIATHE EJ%E“F’@'J?K %
) »AM2EZR .interp TRVUMELmALMS AT 2HIEEIRFRBTHE

HoahdE s ST EEF TG TLAL T > rel.text T B/\ﬁqﬁk‘%i
Ha o ATaENSRBRATELE > @ .hash * .plt * .got F ¥ RN
AATHATIN (ATEZE) A BEFTRARFHETHN TR - T KT
R o TR AR TiE# o tbde  comment » XL )5F G BTUFRA R o
ATATRE » FRIA LT R BRSO EBITEA AL » 12220 7T LA k4Bt
A2 AT R R R A5 ﬁ'§$ﬁw%°


http://refspecs.linuxbase.org/elf/elf.pdf

R E AL AR A A LA o

BAREZEIHMLMEESREETR » 22 F R
R F2 k3R R VAP Fn i Ao ﬁﬁﬁﬁﬂé‘kﬁiﬁ °

e
RALFHPITH BB F R A

EE
Fd e RE BN THPAT U R A S S EEFERAT R ARZT R A ALRE >
MR BN R n il dofT T o TERANBAF K E > €Ti@E readelf -

1 (3 objdump -p ) &F& -



$ readelf -1 hello.o #¥ TTEX @XM > gccRA &~ ERF K3 > RAECKT

T Z e AR

There are no program headers in this file.
$ readelf -1 hello # o #AT L4 2 F AR A A2 5 3k 30

Program Headers:

Type Offset  VirtAddr PhysAddr FileSiz
Flg Align

PHDR OX000034 O0x08048034 Ox08048034 Ox000eO
R E Ox4

INTERP Ox000114 Ox08048114 Ox08048114 Ox00013
R Ox1

[Requesting program interpreter: /lib/ld-linux.so.

LOAD OX000000 OxO8048000 OxO8048000 OXO0470
R E Ox10060

LOAD OX000470 Ox08049470 Ox08049470 Ox0010C
RW 0x1000

DYNAMIC 0x000484 Ox08049484 0x08049484 0x000d0O
RW 0x4

NOTE Ox000128 Ox08048128 Ox08048128 0OxO0020
R Ox4

GNU_STACK OX000000 OXOOLCO0OOLOO0 OXOOOOEOOO OXOEEO0
RW 0x4

Section to Segment mapping:
Segment Sections...

00
01 .interp
02 .interp .note.ABI-tag .hash .gnu.hash .dynsym

MemSiz

OXx000e0

0x00013

2]
0Xx00470

0x001106

0x000d0

OX00020

OX00000

.dynstr

.gnu.version .gnu.version_r .rel.dyn .rel.plt .init .plt .text

fini .rodata .eh_frame

03 .ctors .dtors .jcr .dynamic .got .got.plt .data .bss
04 .dynamic

05 .note.ABI-tag

06

$ readelf -1 libhello.s0.0.0 #¥ Rf=E@mEM » XEZH%



INE @ T EH BAZ PRI EAMAET — 2K ( Segment ) > BN E—MHA S
AR E@é) readelf -1 RIFMHIEFTTENEKG T RGBS o LLBERHAT
BLF~ KBS R~ F—AFFTEIHFPOLE - K SAGEARAERD A
BINAGFILEF o IHRAAEFBHES NG o B fTie T AT I e B2 NG T
AR HAT o B 5 01k o

BT PATIH B4 7 A > PHDR #4257 K8 > INTERP EHF R .interp

¥R AmA LOAD RESBRFHRBFEEINS 55 82K .text
.data °® .bss ¥ X ° DYNAMIC &2 .daynamic °* EANF R T LS
REBEGREBE S TELLRGHIEFRZE s SNATHAEESE - NOTE

%ﬂ GNU_STACK HHMMWAMER TR » AZRAET —LHABEE - Ak T —4F

e RMAHBEFEGRF R THRA LS L0AD B> wR—PMRFEHIE
L RH—A LOAD BFTIAT o

% —T > Linux BAXFREHTHATCHKR > LB A ELF 4&BA » AL
zi3+ ELF A &Nt xt% o i@ Edst ELF XHSHERIA—ATiT8
THTR O S —Ex CHEITERANEE s b PR &~ —®ATHEKX -~ 288Gy
R o 4o R AE G5 M) R 3 B A3 B3R T VAR Y T AT SUH 9 K 0 f LR 25 R =T AT ST
A9 IEFBAT o

kAL

MEmEGite P CRERTHREEE o ELF PIHANSHAZEHEEBERRETET
AR EZ s FATHEFRNEGZR » BA KRBT Zle Rk 31 5069 K AD 4%
BB THATIAH » ZFRY T TR KD o

LR B > # AR T RS 5] A —xd RAG 69 B 4T 7T A FF FE 5L 20 69 I B o ARFT VAR
(GCC hixth e (=2  iCminkkds) ) TEE cec 4G o YA
& Blog PP AT R RZFNG L8 - RIVAEEHA—NCESRFETYOARL
E3 o GeC  BRIAEE LB T AT UM 89 JUASTT & &AL STAF

( crti.o ° rti.o * crtbegin.o * crtend.o °* crtn.o ) FFRELMA
By » FRAEAFEZNL  WwRAABBEME 2 ERTF KREEAT return &
4 main REH R EFLEE > AFEHMA _exit 1AM B RARFE
#H N main XAA—MAD s ABZ main AT AALME) o FH s WmELRK
J) BK ANk A5 AL =T VAR T oT AT U89 KD o



T HAT THRIE” 26 (6442517085 7 )

XEETRLRIE @A ERNB TR Y — AT AT K o ¥4 Hello
World #4] -

BEREAEAEKINBIFEZ A Hello World &9 AT KD o

A LB F

KA RF L FT@t—HREF

$ uname -r  #AEEHABRAFIgCCRA » PR R 6 4 R iR
2.6.22-14-generic

$ gcc --version

gcc (GCC) 4.1.3 20070929 (prerelease) (Ubuntu 4.1.2-16ubuntu2)

$ gcc -0 hello hello.c  #Kk%iF
$ wec -c hello #&A—NKAIA6442F 7 697 AT UM

6442 hello
TR BKINRF

TUAEERBERLIE return 0 BHH#HR _exit(0) Fad T Lk KL
unistd.h <X o FT@EAM (GCC BithE 5 (B =3y iChminkids) ) &
46y Makefile X AF o



#file: Makefile

#functin: for not linking a program as the gcc do by default
#author: falcon<zhangjinw@gmail.com>

#update: 2008-02-23

MAIN = hello

SOURCE =

0BJS = hello.o
TARGET = hello

CC = gcc-3.4 -m32
LD = 1d -m elf_1i386

CFLAGSs += -S
CFLAGSc += -c
LDFLAGS += -dynamic-linker /lib/ld-linux.so.2 -L /usr/lib/ -L /1
ib -1c
RM = rm -f
SEDc = sed -i -e '/\#include[ "<]*unistd.h[ ">]*/d;' \
-1 -e '1i \#include <unistd.h>' \
-1 -e 's/return 0;/_exit(0);/"
SEDs = sed -i -e 's/main/_start/g'

all: $(TARGET)

$(TARGET) :

@$(SEDc) $(MAIN).c

@$(CC) $(CFLAGSs) $(MAIN).c

@$(SEDs) $(MAIN).s

@$(CC) $(CFLAGSc) $(MAIN).s $(SOURCE)

@$(LD) $(LDFLAGS) -0 $@ $(0BJS)
clean:

@$(RM) $(MAIN).s $(0BJS) $(TARGET)

Je k@ o XA B &) B — MMakefile X+ » H#] F € % % iFhello.c °



$ make  #%HF

$ ./hello #BINMELETURAEF TEH

Hello World

$ wc -c hello #EAKIDRY T4A38240FF » BRI THL 70%
2060 hello

$ echo "6442-2060" | bc

4382
$ echo "(6442-2060)/6442" | bc -1
.68022353306426575597

T — AR F o RRGS B YL T0% R 097 RAD o

M iR 2 AL BATRA R oA B T

{1 Eifl Makefile RBIFRF > TaEERRAREFEITEA S KPR H -
SR AR S THSRT —RTRAFR > TAABL T ETABEIANAELR o



$ make clean

$ make
$ readelf -1 hello | grep "O[0-9]\ \ "

00

01 .interp

02 .interp .hash .dynsym .dynstr .gnu.version .gnu.versio
n_r .rel.plt .plt .text .rodata

03 .dynamic .got.plt

04 .dynamic

05

$ make clean
$ gcc -o hello hello.c
$ readelf -1 hello | grep "O[0-9]\ \ "

00
01 .interp
02 .interp .note.ABI-tag .hash .gnu.hash .dynsym .dynstr

.gnu.version .gnu.version_r
.rel.dyn .rel.plt .init .plt .text .fini .rodata .eh_frame

03 .ctors .dtors .jcr .dynamic .got .got.plt .data .bss
04 .dynamic
05 .note.ABI-tag
06
WA LR Z AL R B E XLH Makefile XHF > F TR Z%ZFRX: .bss .ctors

.data .dtors .eh_frame .fini .gnu.hash .got .init .jcr .note.ABI-tag
rel.dyn ° BAADTHIET RTAM MR ? BT Z A0 EIAAG L R T
Meg A8 .hash?.gnu.version? % i@ strip -R (2 objcop -R ) #I
P ag B R KK o



WM B REANTRITUAELFNRET R 42 )5
%f%%ﬁﬁﬁT%Q%ﬁ&
A8 F R > KATLRY T 52+612

$ wc -c hello
2060

$ time ./hello
Hello World

real Ome.001s
user OmO.000Os
sys Omo.000s

$ strip -R .hash hello
$ wc -c hello

1448 hello

$ echo "2060-1448" | bc
612

$ time ./hello

o] %)

Hello World

real Om0O.006s
user Omo.000s
sys OmoO.000s

$ strip -R .gnu.version hello

$ wc -c hello

1396 hello

$ echo "1448-1396" | bc
52

$ time ./hello

Hello World

real Om0O.130s

user Omo.004s

sys Omo.000s

$ strip -R .gnu.version_r hello
$ time ./hello

./hello:

error while loading shared libraries:

#EF K PRI

HEATILER —TF — 8 F R AT 8 7T 58 4 12 69 % R

#M . hash¥ R

#HRY T612FF

HEXAYATH H KT — & (£FF L

=)
o)
cc
pail
K
[
ﬁ
P
I~
&

#M & . gnu.versionit & 7 WL TAE

#XRY TE2F %

#M % . gnu.version_rst R TAE T

./hello: unsuppor

ted version 0 of Verneed record

%mm¢ﬁ% FRALETR ZBARHFR
B IATRR » IAT U L @megEiTet A AKX
» BP 664 FF



M T AT U F R &

FRGTRLRA A EMRT RE > AZR5E G Hm%%%a% B — AL
S 0'1 TUMNL L THRINIPALEL 2 BEETE B % LB ELFkickers WP
B—1 o

THRAREFE (1.0 ZATHRRAA I 32 15 F0 B F RiF > AR A KA & BA 5 R
TTHIEZEMA Elf6s )

$ git clone https://github.com/BR903/ELFkickers
$ cd ELFkickers/sstrip/

$ git checkout f0622afa # &l 1.0 R

$ make

REEZHE Jusr/bin T TERAERMMBRITR &

$ sstrip hello #M RELF T $h AT U697 R &

$ ./hello HIE LT VAL BT » WA T R AN THAT LM BT R A 1

(EREAC

Hello World

$ wc -c hello #RKDRAFT7080NFF T

708 hello

$ echo "1396-708" | bc #X K T688MNFTF o

688
i g M %’E%@Xiﬁaﬁhﬁiﬁiﬁ&yT 688 F ¥ ° i)ﬁﬁ@%ﬁﬁ#ﬁlﬁﬂ_‘ gcc K
N AT AT > B — R FTRAFTREIEBRTT % FFH 2 Ak 5|
T%9°

$ echo "6442-708" | bc #

5734
$ echo "(6442-708)/6442" | bc -1
.89009624340266997826

BT 5734 5% > Btk 90% o XWEA i AT —AF4E hello.c 5
% gcc FIATIHIL 90% é’]ﬁﬁ ‘ lé ITEA G ARIE - BARBIMBRT R
Fo R &R ARG L IR R 708 FF » 12 R4TEP—A Hello World E&7F


http://www.muppetlabs.com/~breadbox/software/tiny/teensy.html
http://www.muppetlabs.com/~breadbox/software/elfkickers.html

BRLGFH LV FF AL BA

o iTHP—H Hello World F4F® » RATEMAMA printf » LHEEM L2
AiEHE » Ak .interp ° .dynamic F P R XTAEKIE o AL ? KA
A BE AL AR C(sys_write) kAT FH$ o

o B9 KAIEMAE Hello World FA4F % B E|THATIMHF ? fmsTiLA P
e LM o

T o 4K 4 B AT T AT AR EYRAE” o

L% 4& % & % 5 "Hello World™ (76% %)

PR I RS

ZkAA gec HINFAGCHKRGENL @KL geec #9 -s BATHAICHNK
o



$ cat hello.c #EXANZEA_exitfeprintf KA
#include <stdio.h> /* printf */
#include <unistd.h> /* _exit */

int main()

{
printf("Hello World\n");
_exit(0);
}
$ gcc -S hello.c # A PRI Y
$ cat hello.s #IX B R ARAG
.file "hello.c"
.section .rodata
.LCO:
.string "Hello World"
.text
.globl main
.type main, @function
main:

leal 4(%esp), %ecx
andl $-16, %esp
pushl -4 (%ecx)
pushl  %ebp

mov1l %esp, %ebp
pushl  %ecx

subl $4, %esp

mov1l $.LCO, (%esp)

call puts

movl $0, (%esp)
call _exit

.Size main, .-main

.ident "GCC: (GNU) 4.1.3 20070929 (prerelease) (Ubuntu 4.1.
2-16ubuntu2)"
.section .note.GNU-stack,"",@progbits
$ gcc -0 hello hello.s  #&A& K™ £ 69K K]
$ wc -c hello
6523 hello



RIPE RN T EXEEAS

AL RS hello.s #H47RE6G43IEFE

.LCO:
.string "Hello World"
.text
.globl main
.type main, @function
main:

leal 4(%esp), %ecx
andl $-16, %esp
pushl -4 (%ecx)
pushl  %ebp

movl %esp, %ebp
pushl  %ecx

subl $4, %esp
mov1l $.LCO, (%esp)
call puts

mov1l $0, (%esp)
call _exit

Fromid A A

$ gcc -0 hello.o hello.s
$ wc -c hello

6443 hello
$ echo "6523-6443" | bc  #fRALRI T8ONFF
80

TEINBIFAMBRELRTRFT R E

o R AR KINmFRA LM RIS FETEAG AN TR R AR ?



$ sed -i -e "s/main/_start/g" hello.s  #E N &AM » BT AT B IEH
AL > A Fmain A _start

$ as --32 -0 hello.o hello.s

$ 1d -melf_i386 -o hello hello.o --dynamic-linker /1lib/1d-linux.
s0.2 -L /usr/lib -1c

$ ./hello

hello world!

$ wc -c hello

1812 hello

$ echo "6443-1812" | bc -1 #FI AT FZIEM » LR T4kKEA

4631

$ readelf -1 hello | grep "\ [0-9][0-9]\ "

00

01 .interp

02 .interp .hash .dynsym .dynstr .gnu.version .gnu.versio
n_r .rel.plt .plt .text

03 .dynamic .got.plt

04 .dynamic

$ strip -R .hash hello

$ strip -R .gnu.version hello

$ wc -c hello

1200 hello

$ sstrip hello

$ wc -c hello #EANLRIATNT708 (EMMBATAIRIZEAE) NFFFTT0
8-676° A324F

676 hello

$ ./hello

Hello World

BEHENZXI2FFTHRRFTR .rodata A XA RHARLS A#BERZANGERT
X1z BB » #% K .rodata TR o

R & 208 B E & 3%

AR 0 IR LERTARASHSEREFH printf HE LR AR
_exit * MALATLHRERERAAL AR » IHERT UL SEHEXFKGA
%o RET Bt TR PAERALRAR » 55ETH[9] - A ALRAAE B L
438 e T ARG 5


http://www.ibm.com/developerworks/cn/linux/l-assembly/index.html

.LCO:

.string "Hello World\xa\x0"

.text

.global _start

_Start:
xorl
movb

, len)
xorl
incl
movl

string
xorl
movb

ring

int
xorl
movl
incl
int

AERFATAFTLHSHESR

%eax, %eax
$4, %al

%ebx, %ebx
%ebx
$.LCO, %ecx

%edx, %edx
$13, %dl

$0x80
%eax, %eax
%eax, %ebx
%eax
$0x80

#eax

#ebx
#ecx

#edx

#ebx
#eax

ld-linux.so 7T * R\ FBEEITE -

4, sys_write(fd, addr

1, standard output

$.LCO, the address of

13, the length of

0]
1, sys_exit

.St



$ as --32 -0 hello.o hello.s
$ 1d -melf i386 -o hello hello.o
$ readelf -1 hello

E1f file type is EXEC (Executable file)
Entry point 0x8048062

There are 1 program headers, starting at offset 52

Program Headers:

Type Offset VirtAddr PhysAddr FileSiz MemSiz
Flg Align

LOAD OX000000 OxO8048000 OxO8048000 OXO007b OXxO007b
R E Ox1000

Section to Segment mapping:
Segment Sections...

00 .text
$ sstrip hello
$ ./hello # 7 AT VAEF T4

Hello World

$ wc -c hello

123 hello

$ echo "676-123" | bc #AxTar CLRFE1234MFF T » LRI 7553
NFF

553

TAEFIRAAAE » AR T—4 LoAD - ExtE .text ¥R o

o F i BAEA S

FHAZEA HER? 4 Hello World 1EA4 SN > @ R ARG £ L4
F oo BT lde R A5 F GRS YT Hello World FAF#&KE » ARARTAEK
BT B AR AR BB

RRAE—NRBITFRFAROLRIEZRSF > CRA AL TH9 -


http://www.ibm.com/developerworks/cn/linux/l-assembly/index.html

.text

.globl _start

_Start:
popl
vnext:
popl
test
jz
movl
xorl
strlen:
movb
inc
inc
test
jnz
movb
movl
movl
int
jmp
exit:
mov1l
xorl
int
ret

Yk A AR

$ as --32

%ecx

%ecxX
%ecx,
exit
%ecx,
%edx,

(%ebx)
%edx
%ebx

# argc

# argv
%ecx # ZRHRALR

%ebx
%edx

, %al

%al, %al

strlen
$10, -
$4, %e
$1, %e
$0x80
vnext

1(%ebx)
ax # AYAR S (sys_write)
bx # UHHHEAF (stdout)

$1, %eax # AYAR S (sys_exit)

%ebx,
$0x80

%ebx # B AR

-0 args.o args.s

$ 1d -melf_1i386 -0 args args.o
$ ./args "Hello World" ##%ATESPMANNTHE » T4k

./args

Hello World

$ sstrip args

$ wc -c args

130 args

HA VG R T130FF



TAK B 0 ZALF T AR P A A8 S RORAT R R 0 R AF B 89 T AT A
A 130 FF 0 XA AT FREEZT 7IAFTT > ARLTAHRZLZA? oM L@
B R G » I o TR R EGRE A I 7T RE#ATIRAL > PRACE AT 5] do T AREG o

.global _start

_Start:
popl %ecx #3% Hargce
vnext:
popl %ecx ## dargv[0] 693bak
test %ecx, %ecx #Tig4ERAL
jz exit

movl %ecx, %ebx #&# FiF & i FebxF 4 E
xorl %edx, %edx #ieF & KEHE

strlen: HERMATIE R
movb (%ebx), %al #EFFAElal o MEFIBT AT A FHF B LS R\
0
inc %edx #edx B HAFENSTFH B K E
inc %ebx #ebx & A B A F 45 6 Hnk
test %al, %al HABF R B ZTLE R AATEEN\O
jnz strlen
movb $10, -1(%ebx) HIE T B R BAE N — A #4T 5 \Oxa
xorl %eax, %eax
movb $4, %al #eax = 4, sys_write(fd, addr, len)
xorl %ebx, %ebx
incl %ebx #ebx = 1, standard output
int $0x80
jmp vnext
exit:

xorl %eax, %eax
movl %eax, %ebx #ebx = 0
1, sys_exit

incl %eax #eax
int $0x80

FMR (RAFAREHICHR ~ EEFMRERAGTRAFTRER) o

$ wc -c hello
124 hello



MAERKF 124 NMFF » FEEA123A4MNFF % — EHAY Z4EAC 8 Ak 4

ZkAEABA hello WAL > BREFRFERERL > BAREFRITIH Hello
World » PTVAR LR BATH 69 54 > A E BRI — AN AT L o A
7% 0 42 jmp vnext (2 FF) IAMEFRET » RBEEF— pop %ecx EHZ
AAe—A pop %ecx (1 FF) EGHTIL o

.global _start

_start:
popl %ecx
popl %ecx ## dargc[0] 693bak
popl %ecx ## dargv[1]693bak

test %ecx, %ecx
jz exit
movl %ecx, %ebx
xorl %edx, %edx
strlen:
movb (%ebx), %al
inc %edx
inc %ebx
test %al, %al
jnz strlen
movb $10, -1(%ebx)
xorl %eax, %eax
movb $4, %al
xorl %ebx, %ebx
incl %ebx
int $0x80
exit:
xorl %eax, %eax
movl %eax, %ebx
incl %eax
int $0x80

IAEREF 123 FF > Fa R AR K —H > RdAF@ad » T 2H BV KA
R RALEZANARB Y » AT —BAIGREITEFTHEGRE » TR LR R
1L EZATH Hello World * ARZAFHEHKE LR T > BP 12 o BT LA BARAD



TEi2 > GREHMNRXFHELEATLREELE (FTT48F R R 0
ML) s BR ATHRBANTFFHSEHRIT AEHREEEZ—I T E
(($10 ) AHEZBEFHBHKEA 1241 > BP 13

.global _start
_Start:
popl %ecx
popl %ecx
popl %ecx
movb $10,12(%ecx) #{/EHello World#y% B he— MrATH
xorl %edx, %edx
movb $13, %dl
xorl %eax, %eax
movb $4, %al
xorl %ebx, %ebx
incl %ebx
int $0x80
xorl %eax, %eax
movl %eax, %ebx
incl %eax
int $0x80

FAABR

$ wc -c hello
111 hello

>\,ﬂ

S IRAE & A

A RHT M1 5% WAA ST 12 FF o B TR ? THHAL ?

45

q
!

EH AF@Hy A ZAAMEA sys_exit #7 sys_write #FFAE T eax #o
ebx FHE > CNZHARGFGAERL—EFE:

o sys exit AAIE » eax FEXREAN1° ebx FRXEHNO o
e sys write A > ebx RIFFA&1 °



HAk» e R E sys_exit BAAZAT» iz ebx B #HE eax T A4 ebx
Bo— o MY AmAFF o

I BARERA ~ An B B Aol BRI @ 4% > mRAREMAT A — L
A0 BxASmBEERE L TAE LERE P RE sys write XA

ebx WEH 0> AALTEFALF K LT Hello World » ZXA#H)

7% 0 sys_exit AR ATHEALEZISK ebx * MR EFI eax HEHN 1 IHR
TRY 3ANFT o

.global _start
_start:
popl %ecx
popl %ecx
popl %ecx
movb $10,12(%ecx)
xorl %edx, %edx
movb $13, %dl
xorl %eax, %eax
movb $4, %al
xorl %ebx, %ebx
int $0x80
xorl %eax, %eax
incl %eax
int $0x80

B AR

$ wc -c hello
108 hello

AR —TRKGIELTHE SV ?



$ readelf -h hello | grep Size

Size of this header: 52 (bytes)
Size of program headers: 32 (bytes)
Size of section headers: 0 (bytes)
$ echo "108-52-32" | bc
24

R 3 ST S A% 3% S 4

T ARAEN main RFIANFE > IHLEFREEAR A 5%k (F%w) BF
—ANTLEHEN s wRRREA TP —AFHE  BLAT AT LAY - 5]
4o o ZATH Hello World ° TAIEeXH %4 %24 Hello World B+ o

A RS o KA F LT UM IAIE—% popl B4 BRI 1AFT » TR107 AF

P

‘p (e}

.global _start
_start:
popl %ecx
popl %ecx
movb $10,12(%ecx)
xorl %edx, %edx
movb $13, %dl
xorl %eax, %eax
movb $4, %al
xorl %ebx, %ebx
int $0x80
xorl %eax, %eax
incl %eax
int $0x80

AR



$ as --32 -0 hello.o hello.s

$ 1d -melf_i386 -o hello hello.o
$ sstrip hello

$ wc -c hello

107

$ mv hello "Hello World"

$ export PATH=./:$PATH

$ Hello\ World

Hello World

M e IE oo B35 A

AZMAP LA > edx ° eax * ebx B SHALEAE Rpdsit s EH 00 W FEIFE
el (fRXEEHA » ZIREAPLMEEERER]) » UL xorl 384T WA
kit o

B WwRAREATERITAFTHE » TETATRATIRATH » ZHT kR > R
T A L5 A A Ao T IL A48 4

.global _start
_start:
popl %ecx # argc
popl %ecx # argv[O]
movb $5, %d1l # XEFHEKE
movb $4, %al # eax = 4, XEALAA S, sys_write(fd, addr,
len) : ebx, ecx, edx
int $0x80
movb $1, %al
int $0x80

BAEKXER

$ as --32 -0 hello.o hello.s

$ 1d -melf_i386 -o hello hello.o
$ sstrip hello

$ wc -c hello

96



L RABE B kAL (525 )

Fe R Bfe A SUAF Sk

WA AE AR 96-84=12 NFF T  TADFERARY BAAIHFHRIZ? R
FEIHETH] AETHRIEEERFHT  L12AFTFTAESTURIEANE TH L
HRALT KR ? Ho BT U R T FRA L TR T HAT A KR ? A R i
—TREZHFGTHHAR -

$ hexdump -C hello -n 52 #X %k (52bytes)

00000000 7f 45 4c 46 01 01 01 60 OO OO 0O OO 0O OO 0O 00 |.EL
e |

00000010 02 OO0 03 00 01 OO0 GO 6O 54 80 04 08 34 00 00 00 |...
..... T...4...|

00000020 0O OO0 0O OO0 0O OO 0O GO 34 OO0 20 OO0 01 OO0 60 00 |...
..... 4. o

00000030 060 00 00 060 [ ...
.

00000034

$ hexdump hello -s 52 -n 32 #4273 (32bytes)

00000034 01 00 0O 0O 0O GO OO OO 0O 80 04 08 0O 80 04 08 |...

1
(@]

00000044 6C 00 OO OO 6C OO0 GO GO 065 OO OO 00 00 10 00 00 |1..

00000054

$ hexdump -C hello -s 84 # 5= R SE 5 (12bytes)

00000054 59 59 b2 05 b0 04 cd 80 bO 01 cd 80 [YY.
--------- |

00000060

INE@EZEREIN ELF LHFLFFRFLFEATFLER (0) » £FTAELES
FIPRENEREEZRERE A AR SFRERLEAFRCHAR? PR AR
RAG B GGV G BT HATIHF > FERFER—MREHILE? ETTET—
XA E & FMRXLTE ( gcov ° prof ) sHAREGMAAL#ATHAL ?

LERENBZA] » kA —A dd TE > TUARAREERE” ELF X 4l
4o


http://www.muppetlabs.com/~breadbox/software/tiny/teensy.html

$ hexdump -C hello -n 16 # BAHE 0 elf LHAT164NFF
00000000 7f 45 4c 46 01 01 01 60 OO OO 0O OO 0O OO0 00 00 |.EL

000000106

$ echo -ne "\xff" | dd of=hello bs=1 count=1 seek=15 conv=notrun
c # ERE—NFTOR S

1+0 records in

1+0 records out

1 byte (1 B) copied, 3.7349e-05 s, 26.8 kB/s

$ hexdump -C hello -n 16 # BANGRAME S

00000000 7f 45 4c 46 01 01 01 GO0 OO OO 0O OO 00 00 00 ff |.EL

00000010

o seek=15 RTHITE NLEHNFH 151 (MFE 0 NF4)
e conv=notrunc “RAEATERYBENALBEZEGHAZRE » BIAIFALTLRE -
e bs=1 RT—XRiE/IB 1/

e count=1 £TFEEF 1K
B& S ANEgEE
% 12°13° 14 15 £ 4 ANFFEIFRKEN  oxff o
$ echo -ne "\XFF\XFff\xff\xff" | dd of=hello bs=1 count=4 seek=12
conv=notrunc

$ hexdump -C hello -n 16
00000000 7f 45 4c 46 01 01 01 60 00 00 00 00 ff ff ff ff |.EL

00000010

T BAAEXHRETAZES A oxff AN G2 T T AT A 89 AT E
TR M ? R EEE Y MRG LILIRA GRS IATH I



$ hexdump -C hello

00000000 7f 45 4c 46 ff ff ff ff ff ff ff ff ff ff ff ff |.EL
o |

00000010 02 00 03 00 ff ff ff ff 54 80 04 08 34 00 00 00 |...
..... T 4. .|

00000020 ff ff ff ff ff ff ff ff 34 00 20 00 01 00 ff ff |...
..... 4, ...

00000030 ff ff ff ff 01 00 OO GO 0O OO 0O OO 0O 80 04 08 |...

............. |
00000040 00 80 04 08 60 00 00 00 60 00 00 00 05 00 00 00 |...

....... |
00000050 00 10 00 00 59 59 b2 05 b0 04 cd 80 bo 01 cd 80 |...

00000060

TR, o LA k= M\ s 30 NF YR E ARG 0 TR T AT LR AR T VAEF
AT o X ERE » X 30 FFTATUG AR MRLIESFF 8 o m&KA18 L RARA
BARFT 124 RATUHEESI AT 12 A oxff 42E > BFNE 4 N3 &

15 /> °

KA IR -t Ae kb4 B » L readelf -h F4TILAEF :

$ readelf -h hello | grep "Entry"
Entry point address: 0x8048054

L@ M 0x54=84 LR AT M » WA RRIE IR %X
B s WA AR Xk (52) +R AL (32) AFF ARG 12FFRLA S 4
NFH A 12 FFARET -

r@tg dd A4 echo G4 HRMFHMAN > TEEEALTHITIHAS F 540
A0 e RAERR A &



$ dd if=hello of=hello bs=1 skip=84 count=12 seek=4 conv=notrunc

12+0 records
12+0 records
12 bytes (12
$ hexdump -C
00000000 7f

00000060

in
out

B) copied, 4.9552e-05 s,
hello
45 4c 46 59 59

I
00

00

I
00

I
80

03

00

00

04

00

Heh NI 5T

00

00

00

08

00

01

00

01

60

59

00

00

00

00

59

b2

00

00

00

00

b2

05

00

00

00

00

05

bo

54

34

00

60

bo

242 kB/s

04 cd 80

80

00

00

00

04

04

20

00

00

cd

08

00

00

00

80

bo

34

01

00

05

bo

01

00

00

80

00

01

cd

00

00

04

00

cd

80

00

00

08

00

80



$ dd if=hello of=hello bs=1 count=1 skip=84 seek=84

0+0 records in

0+0 records out

0 bytes (0 B) copied, 1.702e-05 s, 0.0 kB/s

$ hexdump -C hello

00000000 7f 45 4c 46 59 59 b2 05 bO 04 cd 80 bO® 01 cd 80 |.EL

00000010 02 00 03 00 01 00 00 A0 54 80 04 08 34 00 00 00 |...
..... T...4...]
00000020 00 00 00 00 00 00 00 A0 34 00 20 00 01 00 00 00 |...
..... 4. ...
00000030 00 00 00 00 01 00 00 A0 00 00 00 0 00 80 04 08 |...

............. |
00000040 00 80 04 08 60 00 00 00 60 00 00 60 05 00 00 00 |...

TR |
00000050 00 10 00 00 ...

|
00000054

R ABZ IR RAEIAT » BA R U PO BRALFH T > A > STHK Ty
Entry point address » BPSUHFA O 3bdbanF 2405200 0x8048004 ©

Br & i ox54 PTEME 24 NFFASEA  ox04



$ echo -ne "\x04" | dd of=hello bs=1 count=1 seek=24 conv=notrun
C

1+0 records in

1+0 records out

1 byte (1 B) copied, 3.7044e-05 s, 27.0 kB/s

$ hexdump -C hello

00000000 7f 45 4c 46 59 59 b2 05 bO 04 cd 80 bO 01 cd 80 |.EL
FYY. . ot |

00000010 02 00 03 00 01 00 00 GO 04 80 04 08 34 00 00 00 |...
......... 4...]

00000020 84 00 0O OO OO OO0 OO GO 34 00 20 0O 01 OO 28 0O |...
..... 4. ...(.]

00000030 05 00 02 OO0 01 00 OO0 GO OO0 00 0O 0O OO 80 04 08 |...

............. |
00000040 00 80 04 08 60 00 00 00 60 00 00 00 05 00 00 00 |...

TN |
00000050 00 10 00 00

5 HE T ARMATT ©

F Y NG W

B R ZAMRELEAREATRE R AL EZLTESY 558 324MF
oo MR FEL oxff TAREKRGRAMNES 46 NT#E6 AT > 7

Sh s BFKRIIFZE 01 00 FFk 0 M 440 45 MREFA 01 00 0 XA HE 5 X
AT IR TUARERFREE s IHEHE > BFEIRTUREIHLELLH 5 8
NFEFT o

$ dd if=hello of=hello bs=1 skip=52 seek=44 count=32 conv=notrun
C

AR 8 MNAAYF T Mk RE 84-8=76 MFF :



$ dd if=hello of=hello bs=1
$ hexdump -C hello
00000000 7f 45 4c 46 59 59

00000020 84 00 00 00 00 00
..... 4. ..l
00000030 00 00 00 00 00 80

0000004cC

skip=76 seek=76

b2 05

00 00

00 00

04 08

00 00

bo 04 cd

04 80 04

34 00 20

00 80 04

00 10 00

80

08

00

08

00

bo 01

34 00

01 00

60 00

cd 80

00 00

00 00

00 00

B TFERELHKRFRFROZERLEAA 44 HF 28 40FF  RERA

Ox34 ° Bp 52 8945 F o

$ echo "obase=16;ibase=10;44"

2C

| bc

# Jieddrtinti16# H690x2C

$ echo -ne "\x2C" | dd of=hello bs=1 count=1 seek=28

c # ARk
1+0 records 1in
1+0 records out

1 byte (1 B) copied, 3.871e-

$ hexdump -C hello
00000000 7f 45 4c 46 59 59

00000020 84 00 00 00 00 00
..... 4. ool
00000030 00 00 00 00 00 80

0000004cC

05 s,

b2 05

00 00

00 00

04 08

00 00

25.8 kB/s

b® 04 cd

04 80 04

34 00 20

00 80 04

00 10 00

RGP THATT » BWARKT 76 MFF ¢

80

08

00

08

00

bo 01

2c 00

01 00

60 00

conv=notrun

cd 80

00 00

00 00

00 00



$ wc -c hello
76

fr JE & 42 04 F 8] 35 A XA
A BH A2 AFF T AXRE » R, oxff M :

$ hexdump -C hello

00000000 7f 45 4c 46 59 59 b2 05 bO 04 cd 80 bO® 01 cd 80 |.EL
FYY. . ovieint |

00000010 02 00 03 00 ff ff ff ff 04 80 04 08 2c 00 0O 00 |...

......... e
00000020 ff ff ff ff ff ff ff ff 34 00 20 00 01 00 00 00 |...

..... 4. ..l
00000030 00 00 00 00 00 80 04 08 00 80 04 08 60 00 00 00 |...

......... o
00000040 60 00 00 00 05 00 00 00 00 10 00 00 ..

0000004cC

TRAA E AT AL FRR B Skte 45 S A SAA R TR 8 21 -

4o s o FBF|RE@E oxff ER » ThieH 14> 1542 F 6 cd 80 1845
*H&%J——MJE%%%\ > thhe BhiE B 5 20 NF T AL E 0 BRI ASZ G 16 3|
20 RI4F 4 5% o

RG] VASE X86 45 4 Yl o (LT vA 5 mIC % £ m T $hAT X B Bl hexdump
&) o Tkde jmp A %RAA . oOxeb 0x04 o

$ echo -ne "\xeb\x04" | dd of=hello bs=1 count=2 seek=14 conv=no
trunc

BlREALEN cd 80 #HFHIH 20 NFF LWL E

$ echo -ne "\xcd\x80" | dd of=hello bs=1 count=2 seek=20 conv=no
trunc


http://sparksandflames.com/files/x86InstructionChart.html

AR T ARAT » AT UF R E % JEE 404 F ) o

)5k TAS AN K
FHEAEEFH[1E » RAA L5 REROE T BE M Linux 2%t ELF
AR kR Ao A2 R K309 ARAT 0 T Bt — &R R K e Uk o

%A RS R M8 ELF UM (MRS — A1) E43] 45 AF T » B E
EFMEHE T » BRTUARASEL o EASEMR T kah b RA# T8 w3
i’@» #}IKL; ifﬂ °

Bt ELF UH kA2 kR E M R A > F BIRB B — AT 694 Lk
B e Linux & %L7F 89 S ERAATI OL o

%k AF readelf -a WHER :


http://www.muppetlabs.com/~breadbox/software/tiny/teensy.html

$ as --32 -0 hello.o hello.s

$ 1d -melf_i386 -o hello hello.o
$ sstrip hello

$ readelf -a hello

ELF Header:
Magic: 7f 45 4c 46 01 01 01 OO0 0O OO OO OO OO OO OO 00
Class: ELF32
Data: 2's complement, little endi
an
Version: 1 (current)
0S/ABI: UNIX - System V
ABI Version: 0
Type: EXEC (Executable file)
Machine: Intel 80386
Version: Ox1
Entry point address: 0x8048054
Start of program headers: 52 (bytes into file)
Start of section headers: 0 (bytes into file)
Flags: 0x0
Size of this header: 52 (bytes)
Size of program headers: 32 (bytes)
Number of program headers: 1
Size of section headers: 0 (bytes)
Number of section headers: 0

Section header string table index: 0

There are no sections in this file.

There are no sections to group in this file.

Program Headers:

Type Offset VirtAddr PhysAddr FileSiz MemSiz
Flg Align

LOAD OX000000 Ox08048000 Ox08048000 OXOEO60 OXOOO60
R E 0x1000

RE44S /usr/include/linux/elf.h 23\ iE iz fg o

BARAEB2FFM ELf XHK894MIK elf32 hdr



e EL

unsigned
char

EIf32_Half

EIf32_Half

EIf32_Word

EIf32_Addr

EIf32_Off

EIf32_Off

EIf32_Word

EIf32_Half

EIf32_Half

EIf32_Half

EIf32_Half

EIf32_Half

EIf32_Half

e_ident[El_NIDENT]

e_type

e_machine

e_version

e_entry

e_phoff

e_shoff

e_flags

e _ehsize

e _phentsize

e _phnum

e _shentsize

e_shnum

e_shstrndx

)

16

LA
ELF A @ A8 ST £ A
& XA T AT TH

BT BAARIER > Hlde :
Intel 386

LA AR — ARG
2T

ARG A O =Fa 3% Hhk
(p_vaddr+.texti&m %)

#2 % % Phdr #1m 4% 3k »
F T 3R AX AL

A R AR Az B3 A
AT 3K

Intel 249 &1% A

Ak K> 0 Linux Z

5%

kAT Ko #FHAM
Z

v = N Nw I 2'd

BT A R A8 %45 B2 U4
AT 2K

R -C ES C R
AT R 3K

ERC S T
AT R



HoRA 32 FF A5k (Phdr) 894K elf32_phdr

S LI S .98 %1
EIf32 Word p_type 4 AR 1E A 7T Ao B Bl
EIf32_Off p_offset 4 A8 2 A2 5 3k 69 18 5 3 ik B

i ~ b _ﬁ— N e ‘w
EIf32 Addr  p_vaddr 4 Qﬁzi@iﬂ:, 0x0~0x80000000 > T x¢ :%ﬂ
I\

EIf32 Addr  p_paddr 4 3kt %A gi =
. s o T4

Elf32_Word p_filesz 4 Jm 89 ST K ) 0 >=real size "
U, . = 18

Elf32 Word p_memsz 4 I BITE R4 K >=p_filesz "

i Rread(4),exec(1), £ —/iFd TR
5B Ih— A #

EIf32 Word p_align 4  PIC(EEEEE)» ##ITIHEK ;’;P‘Z

Elf32_Word p_flags 4

BE AN Ef P XA Ao il Bk TR ERT L LY FY (52+32=84
A) AR AR 8 F IRz E R o

$ hexdump -C hello -n 84

00000000 7f 45 4c 46 64-614-61-00-66-66-66-00-66-66-66-00
00000010 02 00 03 00 61+-66-66-66 54 80 04 08 34 00 00 00
00000020 84-66-66-66-66-66-66-66 34 00 20 00 01 00 28-66
00000030 85-66-62-66|01 00 00 00 00 00 00 00 00 80 04 08
00000040 66-86-64-68 60 00 00 00 60 00 00 00 05 00 00 00
00000050 66-16-66-66

00000054

Ed | BIWALM K LEARFK AT 000000xx A mAFHAL o



AT % b T HATELF 4455 )

ﬁ%ﬁmﬁ%%%EA% ST 3k o Miwku 2AkRE 0 LKA 4 &obRR
G BT[] BHAEAR > BRIP4 1T ABORE LR LTS 347 4
A .

00000000 ========= 64-04-61-06-66-06-66-06-66-06-66-00
00000010 02 00 03 00 64+-66-66-66 54 80 04 08 34 00 00 00
00000020 84-66-66-60
00000030 =========01 00 00 00 00 00 00 00 00 80 04 08
00000040 66-86-64-68 60 00 00 00 60 00 00 00 05 00 00 00
00000050 66-16-66-66
00000054

T B FiRE AR

(XHFk)

00000000 =========01 00 00 00 00 00 00 00 00 80 04 08 (" p_vaddr)

00000010 02 00 03 00 66-66-66-66 54 80 04 08 34 00 00 00

00000020 =================== AA e_entry AN e_phoff
(FK)
00000030 ========= (01 00 00 00 00 00 00 00 00 80 04 08 (" p_vaddr)

00000040 02 00 03 00 60 00 00 00 60 00 00 00 05 00 00 00
00000050 ========= M p filesz " p_memsz *p_flags
00000054

BE TR HAEIFTREN 6 2 > TAEANFR > NGB o
o B & e_phoff § p_flags

HEAEHBRFKAG » BF KRBT AN 4 BRI E 4 NF T4
Ak AW e_phoff &FEHHA 04 -

213


http://www.muppetlabs.com/~breadbox/software/tiny/teensy.html

mts4F » p_flags 8 read(4) # exec(1l) THAR#ZEL— - FTl s AREY
read(4) BP7 » RIEFALA 04 ©

SHFEHRERT
(TH%)
00000000 ========= 01 00 00 00 00 00 00 00 00 80 04 08 (" p_vaddr)

00000010 02 00 03 00 66-66-66-66 54 80 04 08 04 00 00 00

00000020 =================== AA e_entry
(425 %)
00000030 ========= (01 00 00 00 00 00 00 00 00 80 04 08 (" p_vaddr)

00000040 02 00 03 00 60 00 00 00 60 00 00 00 04 OO 00 OO

00000050 ========= M p filesz ™ p_memsz

00000054

o Tk »4&H e_entry ° p_filesz , p_memsz #° p_vaddr
INFRTE AT HE LR A » 3 4 AT ERARLRM p_vaddr » 3L ARS8 he 3k
A RIREIRB X A4 T ¢

e_entry = p_vaddr + text offset = p_vaddr + 84 = p_vaddr + 0x54
p_memsz = e_entry
p_memsz >= p_filesz’> TAM LI p_filesz = p_memsz

p_vaddr = page alignment

BTk s B 2% p_vaddr ° B MK > LI p_vaddr RIKLAA 64k » &
%€ 0x00010000 » *f 2 %] hexdump #J little endian FHLR > MA 00
00 01 00 -

FREZHRATREVTHRAHL » HMNBEFET A& p_vaddr °» =X
YIFEONG KK AR L ESE o



B HEEANIALE

e_entry = Ox00010000 + Ox54 = O0x00010054 P’ 54 00 01 00
p_memsz = 54 00 01 00
p_filesz = 54 00 01 00

00000000 =========01 0000 00 00 00 00 0000 000100
00000010 0200030054 0001005400010004 000000
00000020 ========

T B A TR

$ echo -ne "\x01\x00\x00\x00\x00\x00\x00\x00" \
"\X00\X00\X01\X00\Xx02\Xx00\x03\x00" \
"\Xx54\X00\Xx01\Xx00\x54\x00\x01\x00\x04" |\
tr -d " " |\
dd of=hello bs=1 count=25 seek=4 conv=notrunc

BAEXAL (52+32+12=96) LEWMHTARNE » EAXRLT :



$ dd if=hello of=hello bs=1 count=1 skip=96 seek=96

$ hexdump -C hello -n 96

00000000 7f 45 4c 46 01 00 0O GO OO OO OO OO 0O OO0 01 00 |.EL
Foviiiiinnn |

00000010 02 OO0 O3 00 54 00 01 60 54 00 01 0O 04 OO GO0 GO |...
T T |

00000020 84 00 0O OO 0O OO 0O GO 34 0O 20 OO0 01 OO0 28 GO |...
..... 4. ...(.]

00000603 05 00 02 OO0 01 OO0 GO OO OO 0O OO 0O OO 80 04 08 |...

............. |
00000040 00 80 04 08 60 00 00 00 60 00 00 00 05 00 00 00 |...

T |
00000050 00 10 00 00 59 59 b2 05 b0 04 cd 80 bo 01 cd 80 |...

00000060

RGN IEZERE LR THTEZEGNE » FleRLF ootk Bk
BBREN TR IT o

00000000 7f 45 4c 46 01 00 00 00 00 00 00 00 00 00 01 00
00000010 02 00 03 00 54 00 01 00 54 00 01 00 04 00 00 00
00000020 84-66-66-66-66-66-66-66 34 00 20 00 01 00 2866
00000030 65666266

00000040

00000050 ============= 59 59 b2 05 b0 04 cd 80 b0 01 cd 80
00000060

HFMOIAH 12 FF > FIHGHEN»H 14 AFF > BibL—FZHFT > FERAA
AT kMR ERE » X 14 NMFFHFTAES > RIFTAA ERATZ A7 89 Bhi% 45
AGL IR ik R Rk o

FE - oA 2 AT F OIS AR 14 AT B RB LA 8 SR T
A 3% o

£ TG A5 BhaE 38 AL B AR T » KA e Rag 3o bttt & ¢



00000000 7f 45 4c 46 01 00 00 00 00 00 00 00 00 00 01 00
00000010 02 00 03 00 54 00 01 00 54 00 01 00 04 00 00 00
00000020 59 59 b2 05 b0 04 6660 34 00 20 00 01 00 cd 80
00000030 b0 01 cd 80

BT R THBRAEIE S BRI AT BT AL EBRE H— /> cd 80 T E » 48
FEBAFY 0 ARIE jmp ESEMRAIE 0 TR A  oxeb 0x06  HEFE
W RA T

00000000 7f 45 4c 46 01 00 00 00 00 00 00 00 00 00 01 00
00000010 02 00 03 00 54 00 01 00 54 00 01 00 04 00 00 00
00000020 59 59 b2 05 b0 04 eb 06 34 00 20 00 01 00 cd 80
00000030 b0 01 cd 80

A dd 94BN 7REE A :

$ echo -ne "\x59\x59\xb2\x05\xb0\x04\xeb\x06" | \
dd of=hello bs=1 count=8 seek=32 conv=notrunc

$ echo -ne "\xcd\x80\xbO\x01\xcd\x80" | \
dd of=hello bs=1 count=6 seek=46 conv=notrunc

RAGGNVATG » FBAG BT Ak F o9 R 69 mA5 33k » BP e_entry ° L E R4
JR k699 #% 84 (0x54) 15 2 A A 69445 » BP 0x20 °

$ echo -ne "\x20" | dd of=hello bs=1 count=1 seek=24 conv=notrun

Cc

5 TG BT 9 5k p_memsz ° LIEE 5 E s UG R A B
T+ p_filesz LAFARZ B o

$ echo -ne "\x20" | dd of=hello bs=1 count=1 seek=20 conv=notrun
c



A kAR CEON BE 852 FHZEH N EALIMIE

$ dd if=hello of=hello bs=1 count=1 skip=52 seek=52
$ hexdump -C hello
00000000 7f 45 4c 46 01 00 00 GO OO 00 0O 0O 0O 0O 01 660 |.EL

00000010 02 OO0 O3 00 20 OO0 01 GO 20 0O 01 OO0 04 OO0 60 GO |...
i I (U |

00000020 59 59 b2 05 b0 04 eb 06 34 00 20 00 01 00 cd 80 |YY.
..... 4. ...

0000063 be® 01 cd 80

$ export PATH=./:$PATH

$ hello

hello

RAD FadS 30 96 2 STAF K B9 S oL ¢
00000000 7f 45 4c 46 61-066-66-66-06-60-66-06-066-66-64-60
00000010 62-66-63-66-26-06-6+-06-20-60-61-00-64-66-06-60
00000020 59-59-b2-65 b0 04 eb 06 34 00 20 00 01 00 cd 80
00000030 b0 01 cd 80

WG RATE G L

$ wc -c hello
52

 FZ A TTATE Hello World (v @ BRAITHFleARML 5% 413 #H
XU LBAGTAE) 89 EIf XHZB2 ANFT o T8 T A [ EH 01269
2%k

$ cd ELFkickers/tiny/
$ wc -c hello
59 hello

BRI ARE) R 0 A 6] A RN TTIAT EIf & 45 AFF o


http://www.muppetlabs.com/~breadbox/software/tiny/teensy.html

fe e FAAALF R AR — AN RS B 48 0 R o B A 5] ARk
B> XA RR T A 0 FFET Linux o B & 8 S A > ATAT AM A > BT
VASR 489 AR K& B2 -7 Bp 45 N5 o

ERATEZRA4TF

.global _start
_start:
mov $42, %bl # XERTEEHN 42
Xor %eax, %eax # eax = 0
inc %eax # eax = eax+l, ®EALAMT, sys_exit()
int $0x80

B rets BEFPITEERT :

$ as --32 -0 ret.o ret.s

$ 1d -melf_i386 -0 ret ret.o
$ ./ret

42

REFHFRTR2EE :

$ 1d -melf_1i386 --oformat=binary -o ret.bin ret.o
$ hexdump -C ret.bin

0000000 b3 2a 31 cO 40 cd 80

0000007

RERA T K464 AHFTARA > MkEH 6 MF YV RATFHEZEN 0 FELAK
THHEAO AT TAEEMIBERE 7T AFTFHO0:

00000000 7f 45 4c 46 01 00 00 OO0 OO OO 00 00 00 00 01 00
00000010 02 00 03 00 54 00 01 00 54 00 01 00 04 00 00 00
00000020 b3 2a 31 c0 40 cd 80 00 34 00 20 00 01 00 00 00

00000030 00 00 00 00



TRAERCEEHTRF K hello RMFERL > XE—HBIEREMNT A0

= -

FV

$ cp hello ret
$ echo -ne "\xb3\x2a\x31\xc0\x40\xcd\x80" |\
dd of=ret bs=1 count=8 seek=32 conv=notrunc
$ dd if=ret of=hello bs=1 count=1 skip=45 seek=45
$ hexdump -C hello
00000000 7f 45 4c 46 01 00 0O OO OO OO OO OO 0O OO 01 00 |.EL

00000010 062 OO0 O3 00 20 00 01 GO 20 0O 01 00 04 00 0O GO |...

00000020 b3 2a 31 cO 40 cd 80 06 34 00 20 600 01 [.*1
@...4. ..|

0000002d

$ wc -c ret

45 ret

$ ./ret

$ echo $?

42

o RABRRMEZ ELF > TAEHEARA T & Shell K4 :



#!/bin/bash

#

# generate_ret_elf.sh -- Generate a 45 bytes E1f file
#

# $ bash generate_ret_elf.sh

# $ chmod a+x ret.elf

# $ ./ret.elf

# $ echo $?

# 42

#

ret="\x7f\x45\x4c\x46\x01\x00\x00\x00"
ret=${ret}"\x00\x00\x00\x00\x00\x00\x01\x00"
ret=${ret}"\x02\x00\x03\x00\x20\x00\x01\x00"
ret=${ret}"\x20\x00\x01\x00\x04\x00\x00\x00"
ret=${ret}"\xb3\x2a\x31\xc0\x40\xcd\x80\x06"
ret=${ret}"\x34\x00\x20\x00\x01"

echo -ne $ret > ret.elf

X RFHABFESRTA (18 tiny.asm #HATT » ZREGWT :


http://www.muppetlabs.com/~breadbox/software/tiny/teensy.html

; ret.asm

equ

BITS 32
org
db
dd
type
dd
offset
dd
vaddr
dw
paddr
dw
dd
filesz
dd
memsz
dd
flags
_start:
mov
align
xor
inc
int
db
dw
dw
db
filesize
YRiFF BT R4 T

0x00010000

OX7F, "ELF"
1

$3$

_start

_start

bl, 42

eax, eax
eax

Ox80

(0]

0x34
0x20

1

$ - 83

4

4

4

4

4

l4

l4

l4

l4

4

4

» e_ident

e_type

» e_machine
*e_version

; e_entry

; e_phoff

» e_shoff

e_flags

; e_ehsize
; e_phentsize

e_phnum
e_shentsize

> e_shnum
> e_shstrndx



$ nasm -f bin -0 ret ret.asm
$ chmod +x ret

$ ./ret ; echo $?

42

$ wc -c ret

45 ret

TELLE—TAHEEEN hello # nasm ARA :



; hello.asm

BITS 32

type

offset

vaddr

paddr

filesz

memsz

flags
_Start:

align

X, edx

_hext:

filesize

org

db
dd

dd

dd

dw

dw
dd

dd

dd

pop

pop
mov
mov

jmp
dw
dw
dw

mov
int

int

equ

0X00010000

OX7F, "ELF"
1

$$

_start

_start

ecXx ; argc

ecx ; argv[o]
dl, 5 ; str len
al, 4 ; Sys_write(fd,

0x34
0x20

0x80 ; syscall
al, 1 ; eax=1,sys_exit

0x80 ; syscall

$ - 83

4

4

4

4

4

4

l4

; e_ident
7 P
7 P
7 P
e_type ;oP_
; e_machine
; e_version ;oP_
; e_entry ; P_
; e_phoff H O
; e_shoff ;oP_
e_flags

addr, len) : ebx, ec

_next ; jump to next part of the code

; e_ehsize
; e_phentsize
; e_phnum
; e_shentsize
; e_shnum
; e_shstrndx



YpikAe Fl k4o T

$ nasm -f bin -0 hello hello.asm
$ chmod a+x hello

$ export PATH=./:$PATH

$ hello

hello

$ wc -c hello

52

23 —%% > AT&T #9Z% binary RAWT :

# hello.s

#

# as --32 -0 hello.o hello.s

# 1d -melf_1i386 --oformat=binary -o hello hello.o
#

.file "hello.s"

.global _start, _load

.equ LOAD_ADDR, 0x00010000 # Page aligned load addr, her
e 64k

.equ  E_ENTRY, LOAD_ADDR + (_start - _load)

.equ P_MEM_SZ, E_ENTRY

.equ P_FILE_SZ, P_MEM_SZ

_load:
.byte Ox7F
.ascii "ELF" # e_ident, Magic Number
.long 1 # p_type, load
able seg
.long © # p_offset
.long LOAD_ADDR # p_vaddr
.word 2 # e_type, exec # p_paddr
.word 3 # e_machine, Intel 386 target
.long P_FILE_SZ # e_version # p_filesz
.long E_ENTRY # e_entry # p_memsz
.long 4 # e_phoff # p_flags, rea

d(exec)



. text

_start:
popl  %ecx # argc # e_shoff # p_align
popl  %ecx # argv[0]
mov $5, %dl # str len # e_flags
mov $4, %al # sys_write(fd, addr, len) : ebx, ecx, edx
jmp next # jump to next part of the code
.word 0x34 # e_ehsize = 52
.word 0Ox20 # e_phentsize = 32
.word 1 # e_phnum = 1
.text
_hext: 1int $0x80 # syscall # e_shentsize
mov $1, %al # eax=1,sys_exit # e_shnum
int $0x80 # syscall # e_shstrndx

Y iFAR BAT R T

$ as --32 -0 hello.o hello.s

$ 1d -melf_i386 --oformat=binary -o hello hello.o
$ export PATH=./:$PATH

$ hello

hello

$ wc -c hello

52 hello

% . RiFR Feb®de --oformat=binary Hfk > UEEHEATRIMAHE—I=
#HE ELF XHF o TMA 1d Kik%F - AEALLBAR -

LS mBEEZE (4657 )

g3l h s ANCEZALEBF L RAMMBAT 52 F5F 69 E1f Hk o
LT AR — g ?

TH— wRAESH > Ritkikle EIf REHNTAO0 %ﬁ”v‘ﬂﬂ'll‘ s {22 !
1‘4&5% 424 ELf X%éﬁ TFT0OFHAEART  IABRAEZX—B% T » A

ok 22 x4 XD o

URET T ARA L



.global _start

_Start:
popl
popl

movb $5, %dl
movb $4, %al
len) : ebx, ecx,

%ecx
%ecx

int $0x80

movb $1, %al

int $0x80

Bt i) Ay

$ as --32
$ 1d -melf_i386 -o
$ hexdump -C hello
00000000 59 59 b2

0000000C

-0 hello

# argc
# argv([0]

# REFHEKRE
# eax = 4, XEALMAA S, sys_write(fd, addr,

edx

.0 hello.s
hello hello.o --oformat=binary

05 b0 04 cd 80 bO 01 cd 80 [YY.

F AR R RS 4 T

154
popl %ecx
popl %ecx

movb $5,
%dl

movb $4,
%al

int $0x80

movb $1,
%al

int $0x80

TUANEREF

Y A

59
59

b2
05

b0
04

cd
80

o]0)
01

cd
80

WA

eax =4, X & 2 AW A 5, sys_write(fd, addr, len) : ebx,
ecx, edx

Fik & A 498 R
eax = 1, sys_exit

fir & A GLR



\2 A

o popl HIELHmAKEF ©

e int $0x80 ﬁi?rﬂw\’ ﬁﬂ%%%ﬁ&ﬂ?Z?*ﬁ
e movb HEFAMEMT 2 F

e eax %‘%«Ai‘i‘wﬁ_’&o\&}ﬂT 2 F

e popl %ecx I &y arge HF AAL N

BB ATATARFREFHFEORE  ANEGTULRRLARKRELTER?

gk EANSANAHE AT pop BRERKT eax , ecx BT LT LT
Eo B TFTRAHAE R pop HROAHKLALGMA > FRZALARY » AT
T EAT A o

Rit e FA— ARG8T FLRARAR > AEATHRE popl
%ecx B arge FERAEM > ARZARAFTIAM KX E eax * B#SwT :

.global _start
_start:

popl %eax # eax = 4, XEA%LAM S, sys_write(fd, addr, le
n) : ebx, ecx, edx

popl %ecx # argv[0], F&$

movb $5, %dl # &EBFH B KE

int $0x80

movb $1, %al # eax = 1, sys_exit

int $0x80

REFRHENL NS PIEBRBRENE —AME o WA RLAEANFRT eax &
A : hello 541 °

i FA R At m R E] 10 N2 2

e HT 0 BBARBRZAEGEILT » %A E AEIE F & E o



.global _start
_Start:

popl %eax # eax = 4, XEALAMS, sys_write(fd, addr, le
n) : ebx, ecx, edx

popl %ecx # argv[0], F/&%F

movb $5, %dl # REFRHEKE

int $0x80

loop _start # ARAE AR L

Z: L@&AEA T loop HARALA jmp 4 HA jmp _start F AN
K E %k > @ loop _start HAERARAFT o

XEAMLTMERT movb $1, %al ° KEHRINKFT 8 MNFF - 22X EZH4T 4
AE9% TAEDR ?

%39 arch/x86/ia32/ia32entry.S * HKATXIN L ALAR 5 Lzt (B
AAERAANTANE) » ABATRESE > LAMBLAEIEFFH > il
ia32_badsys it A LA EFES o

AT LA E

.global _start
_start:

popl %eax # argc, eax = 4, ®EA%MAS, sys_write(fd, ad
dr, len) : ebx, ecx, edx

popl %ecx # argv[0], X#%

mov $5, %dl # argv[l] > FHBKE

int $0x80

mov $Oxffffffda, %eax # XE—AEEEASHATERE

int $0x80

MBEEHERZE  RNAFAET—ATUREFITHNFHF S RIRA 45 FF Y
Elf X{H > RAHERwT .

# hello.s

#

# $ as --32 -0 hello.o hello.s

# $ 1d -melf_i386 --oformat=binary -o hello hello.o



# $ export PATH=./:$PATH
# $ hello 0 0 0

# hello

#

.file "hello.s"

.global _start, _load

.equ LOAD_ADDR, 0x00010000 # Page aligned load addr, her
e 64k

.equ  E_ENTRY, LOAD_ADDR + (_start - _load)

.equ P_MEM_SZ, E_ENTRY

.equ P_FILE_SZ, P_MEM_SZ

_load:
.byte Ox7F
.ascii "ELF" # e_ident, Magic Number
.long 1 # p_type, load
able seg
.long 0O # p_offset
.long LOAD_ADDR # p_vaddr
.word 2 # e_type, exec # p_paddr
.word 3 # e_machine, Intel 386 target
.long P_FILE_SZ # e_version # p_filesz
.long E_ENTRY # e_entry # p_memsz
.long 4 # e_phoff # p_flags, read(ex
ec)
.text
_start:
popl  %eax # argc # e_shoff # p_align

# 4 args, eax = 4, sys_write(fd, addr, len)
ebx, ecx, edx
# set 2nd eax = random addr to trigger bad sy
scall for exit
popl  %ecx # argv[0]
mov $5, %d1l # str len # e_flags
int $0x80

loop _start # loop to popup a random addr as a bad syscal
1 number
.word 0Ox34 # e_ehsize = 52

.word 0Ox20 # e_phentsize = 32



.byte 1 # e_phnum = 1, remove trailing 7 b
ytes with 0 value
# e_shentsize
# e_shnum
# e_shstrndx

HRAe T

$ as --32 -0 hello.o hello.s

$ 1d -melf_i386 -o hello hello.o --oformat=binary
$ export PATH=./:$PATH

$ hello 0 0 O

hello

$ wc -c hello

45 hello

BIRE o ZAVRAFT L ERDOTRITHFA$69 ELF > Z89 > RAF 454
TV

(e}

N

BlRE » XTTHAT UM B R > B R—B DD RE » LA RN K
HFE BT I AT AR R B ESL?

iRk ALIHE—MTERAB TR S B ARG @Y » @& THATAFGEX ~ B
P RAG A B 69 A2 ~ Linux TILAB S A F o bR B » TTHAT A K898 S
AGHBANARFEFTAR » BB RN FEITEAZGAOT RFT R EHK
BYBARAGYGKRD  BRHEARXNRAETRZRGE R o b sh» h A EEE T
BB % BT B R A 5] > BT A A 7 R B (8]0 [10] o

B RTEARIE S A FL > B REFOH s —Aitis o

e

e A Whirlwind Tutorial on Creating Really Teensy ELF Executables for Linux
e UNIX/LINUX F & 7T AT X 45 X247
o C/C++ 5 %% ¥ g


http://www.gexin.com.cn/UploadFile/document2008119102415.pdf
http://sourceforge.net/projects/libraryopt
http://www.muppetlabs.com/~breadbox/software/tiny/teensy.html
http://blog.chinaunix.net/u/19881/showart_215242.html
http://www.xxlinux.com/linux/article/development/soft/20070424/8267.html

AT & E R T HATELF A (455 %)

e The Linux GCC HOW TO

e ELF: From The Programmer's Perspective

e Understanding ELF using readelf and objdump
e Dissecting shared libraries

o # AR Linux ALFE R

o Linux L4iEZFLIH

e Library Optimizer

e ELF file formatand ABI : [1] [2] > [3] » [4]

e i386 54 AL &

232


http://www.faqs.org/docs/Linux-HOWTO/GCC-HOWTO.html
http://linux.jinr.ru/usoft/WWW/www_debian.org/Documentation/elf/elf.html
http://www.linuxforums.org/misc/understanding_elf_using_readelf_and_objdump.html
http://www.ibm.com/developerworks/linux/library/l-shlibs.html
http://www.gexin.com.cn/UploadFile/document2008119102415.pdf
http://www.ibm.com/developerworks/cn/linux/l-assembly/index.html
http://sourceforge.net/projects/libraryopt
http://refspecs.linuxbase.org/elf/elf.pdf
http://www.muppetlabs.com/~breadbox/software/ELF.txt
http://162.105.203.48/web/gaikuang/submission/TN05.ELF.Format.Summary.pdf
http://www.xfocus.net/articles/200105/174.html
http://sparksandflames.com/files/x86InstructionChart.html

KA MK ~ R 51010

RAG MR ~ IR G AA

o W=
o AXAL MR,
o MIXALE 8 iz 475 1 time
o HE MM X %A calltree
o MEAE MK T A gprof & kprof
o X% E& & F MK gcov & ggcov
o M %7 19 A catchsegy, libSegFault.so
o % Ria libsafe.so
o M % Memwatch, Valgrind, mtrace
o ALK

o # AWK : printf + gcc-D (ITFPAE/FF 89 %
o RAXMWR (FHAWK) @ gdb (LHANER) fald (LHRIES

CORTREY)
m AKX ARG RX 7 % gdbserver/gdb
m L% A 6978 4K ald
o S£BFRX 1 gdb tracepoint
o XA #
o KAZEAL
o 5E A

N2

A

ﬂ\\\:

RAL B VLG AEAE B R, (RFBE) ~ R > T

o XTFHRK (HIiE)

WE A2 A MASE L] Verification # validation

7)

A6 L AL o

2 3

P ERA ] TA

XTREAGZNA— LR F8 » 2T 2] F > REASETATHA

koo BT E e AL [2] R EIHG -

233


http://satc.gsfc.nasa.gov/assure/agbsec5.txt
http://www.faqs.org/qa/qa-9060.html
http://www.faqs.org/qa/qa-9060.html

The differences between verification and validation are unimportant
except to the theorist; practitioners use the term V&V to refer to all of the
activities that are aimed at making sure the software will function as
required.

PP MR (SBE) B agAR A TR eaess B F R o MRk
BIE iR %g¢~%@ﬂﬂ(QMTMm$%wﬁﬁﬁ?ﬁ%%)ﬁ%#%ﬂ
WCE T iR IE R R R S Gk B 2K o

o X TiAIX

78X 2 &2 32 U debug * debug "Bk E &7 » LF— MR HAEEXE] T E
RoAZRTREAMKIA LT BT HAAE » B FRLEEN -

o XTiR1L

debug &4 T RIERFHEHK > ZEHhT BHERFORITRE » T4
TR ZIREGBAKX AL » 70 K DAT R ARG 2T F o

BLEARHGERELERARRL  HEHFRHE - RERZTHIe—REFERHF
SHARE AL R G T SRS LAEREHARI T > s
Linux WA AR K6 7k fe TR o X T2 H @ RANAZELEDNAEES
G 8 5 AR A o

T @88 B A e TR T 47

$ uname -a

Linux falcon 2.6.22-14-generic #1 SMP Tue Feb 12 07:42:25 UTC 20
08 1686 GNU/Linux

$ echo $SHELL

/bin/bash

$ /bin/bash --version | grep bash

GNU bash, version 3.2.25(1)-release (1486-pc-linux-gnu)

$ gcc --version | grep gcc

gcc (GCC) 4.1.3 20070929 (prerelease) (Ubuntu 4.1.2-16ubuntu2)
$ cat /proc/cpuinfo | grep "model name"

model name : Intel(R) Pentium(R) 4 CPU 2.80GHz

R X



KA MXA RS 7@ o Blhe B 470 E ~ JPORAR X AE ~ R E LF ~ HRESH

(Profiling) ~ A 417 F#&J (Segmentation Fault) ~ % R (Stack
Smashing &k 3b#ATIEH G N A5 2 BTARER) ~ ABRE (Memory
Leak) % o

M 1X AL 7 69 22 470 ] time

smw& THESMS time AT RXARFOMATIHE » KA LR EIE=H
o LR FEE (realtime) ~ AP EEAEFEE (usertime) =M A% = |/ 16 %
B ] (kernel time)

$ time pstree 2>&1 >/dev/null

real OmO.024s
user OmO.00O8s
sys Omo.004s

time WA TRFALGETEHE o INMRAREFEFHE  RAARLFE
7 (g system R[EIAT) AIBEET ALNE (A times &%) » RiE#
FFREFTIL o ho BALFBATH HARLE > BAT— KA RFIZCR » Tl 8 LR MR
Y BRE O EHFATIAR » Ede ik Mk & —Ae R MRXKKER —H » KT
VATEAR 54T % R o

&

Yo RALF AT A KK 0 AT RBAK » AR A3 8 AL 5 AR & A - 69 AT TR
B i 3 AR ED AT VT AR A RAL o BARTTREAF R B X A & ¢

stF CigsFme » —/ANiE e 2 R egis 5 (profile) T HFEARA ~ %
AR KA XM REGIB IR 0 REB KA BAREG1B 6] o JeiBF I — NG
AR A & KR TS ARG 0 AT R AL~ AR~ APAE 6 R
AT R (AT R § ARG » KiE ™ hotspots) °

2t F Linux THARSmE » A5 ETHTRIGRBLZERANENE > BPH P EH
Fe AL ER o B TRAAZER G R ATRGREE » £MNXXERE > TR R
BAANERGIE - THEEREZLARXT Gec B TAIF ALY ptrace A
R o> mlg ZAREEZIRA AZOFT » ENEREETREM 2L FREREL L
AREF IR » Fithe RIR R, hack A > RRAEHERA L SBH -



B F = A B calltree

calltree “TTWAEFMEFTEHER L —NRBGRELARNXAE » BERE
gprof XA THAALAREKE » AR ZFBXZELAANE > calltree &
%A BT EgiRIE o W REF A RMALGM BT YME A EHY -dot HZk o L Z 7]
AT HE|E o

REX—AAREERER


ftp://ftp.berlios.de/pub/calltree/calltree-2.3.tar.bz2

$ calltree -b -np -m *.c

close
commitchanges
err

| fprintf
ferr
ftruncate
1seek

write

getmemorysize
modifyheaders
open

printf
readelfheader

| | fprintf
| ferr
| read
readphdrtable
err
| fprintf
ferr
malloc
read

err
| fprintf
ferr
1lseek

I
I
I
I
I
I
I
I
I
I
I
I
I
I
| | err
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

I
I
I
I
I
truncatezeros
I
I
I
I
I

read$

BHE—GERS T RO 2 ZRARF Y » Credh ZIN—NEF 6 RIKGEH »

2t F 33 An AT R ARG R LA — AN FEFAFEEF o BR cscope A7 ctags LA
G — AR ACE R B (% Vim 3R FHTRAA) LB (view) 12
A& calltree #%4THRIMN—DNZERLGAE o



T B —ANE R AB R PR R o R — P R A E A 8 AL
B > R4 strace ° KFT H#E Ftrace KT AKBECNIGMER o B9 > AR
MERSEEF R wREREZER? EF ltrace LE o

AIPRIL calltree RARLHT —MEFOIFCAANE > 7 ZHERENEAD
BRI PATREFH I o W REXIZX LR ? KA1A  gprof o

T fg M X T B gprof & kprof

S FRBF@NB T IANAT LR X X ERPBEF—AFFRE
T o gprof Z—ANMGAiTH9 A > 7 KDE 2@IR3E T8 kprof MLAET AW
Loyt » X EARETAE ©

"Rk AE—BARAE (kB FH3]) » H Fibonacci %74y >


http://www.linuxjournal.com/article/6758
http://www.linuxjournal.com/article/6758

#include <stdio.h>

int fibonacci(int n);

int main (int argc, char **argv)

{
int fib;
int n;
for (n = 0; n <= 42; n++) {
fib = fibonacci(n);
printf("fibonnaci(%d) = %d\n", n, fib);
}
return 0O;
}
int fibonacci(int n)
{
int fib;
if (n <= 0) {
fib = 0;
} else if (n == 1) {
fib = 1;
} else {
fib = fibonacci(n -1) + fibonacci(n - 2);
¥
return fib;
}

M3t calltree AAFZENRAGHE -



$ calltree -b -np -m *.c

main:
| fibonacci
| | fibonacci ....
| printf
TAAE BT EZEH A —A fibonacci HEk o BARXRFRAAAT - AT

fe 9% 1% F gprmc  FRBIFER L -pg liiﬁ’wk Gec  Au A8l R 89 R4S A
VM gprof #8957~ A R BPATH LGRS o

$ gcc -pg -o fib fib.c
$ 1s
fib fib.c

BEHRFAEEHEWATE R

$ time ./fib
fibonnaci(0)

fibonnaci(1)

fibonnaci(2)

1
N B RO

fibonnaci(3)

165580141
267914296

fibonnaci(41)
fibonnaci(42)

real 1m25.746s
user 1m9.952s

sys Omo.072s

$ 1s

fib fib.c gmon.out

E @A ELT B 5 iﬁ ERCBFEFAT 1954 REBEFABEAET —4
gmon.out XA IALHTAMT gprof & E—A4EXeHaERE -



$ gprof -b ./fib gmon.out
Flat profile:

Each sample counts as 0.01 seconds.

% cumulative self self total
time seconds seconds calls ms/call ms/call name
96.04 14.31 14.31 43 332.80 332.80 fibonacci
4.59 14.99 0.68 main

Call graph

granularity: each sample hit covers 2 byte(s) for 0.07% of 14.99
seconds

index % time self children called name
<spontaneous>
[1] 100.0 0.68 14.31 main [1]
14.31 0.00 43/43 fibonacci [2]
2269806252 fibonacci [2
]
14.31 0.00 43/43 main [1]
[2] 95.4 14.31 0.00 43+2269806252 fibonacci [2]
2269806252 fibonacci [2

Index by function name

[2] fibonacci [1] main

A 2R T RRBALT F 5D R B PATREF I 0 A & B AEAFA5 28 &
o EA X EIRPERIE » TABRRIERAEF EITHE » EFHKCER o B>
BRIGBEREOE—NHHNARNGET » RRARFGSHEXJBORRER > BRFE



ITEARP LRI ATE RE > EF calltree FANHIERAMAIILRE » ik
BREFRFPEGRIATIEZFOZIZRARAFI - b B RZFEFEITHE -2
WAL RE > TAEE KA gdb 8 backtrace w4 e

RAMRXKR BE 7k gprof WRET AR H@R o ATHRFG S RE
4*%3;” %1t o A9 gprof A— KDE TEMILED kprof °» XA
B A3 o

21T 3k KDE 33% » Tl Al Gprof2Dot 42 gprof #vilisd e i BHILLE R -

%T dot #X&9#md » LITUATUEEAT dot #4LRER jpg Fi
A, B He

$ dot -Tjpg test.dot -o test.jp

gprof AL H T REKEH G PIATHE I » AZE 4o R A K0 BARAR & & AR - A
173 s MEIBGRAWMAT » 2 ELH?

R & & & X gcov & ggcov

4o R 24E R gcov s ERERE B LI AT -fprofile-arcs -ftest-
_J’—

coverage * X EZAHEMAIATE fib.c MIE
$ 1s
fib.c
$ gcc -fprofile-arcs -ftest-coverage -o fib fib.c
$ 1s

fib fib.c fib.gcno

EATRF 0 FBR gocov SR ELE

$ ./fib

$ gcov fib.c

File 'fib.c'

Lines executed:100.00% of 12
fib.c:creating 'fib.c.gcov'


http://www.linuxjournal.com/article/6758
https://code.google.com/p/jrfonseca/wiki/Gprof2Dot

12 474845 100% HANATE] » B A D LHERL -

$ gcov -b fib.c

File 'fib.c'

Lines executed:100.00% of 12
Branches executed:100.00% of 6
Taken at least once:100.00% of 6
Calls executed:100.00% of 4
fib.c:creating 'fib.c.gcov'

ZIFTH R dk > Ko LA AR PATE] » AR R 5 2R Z > At FH3]
gprof BE TR ARG E LR 5 R — T ARG HEREREST » B A AR LR
5 B 69 ARG 7T B8 A8 9% AR AL ARVPE RE B3 69 XD o AR B JR AR L X AG A AF AR AR AL TR 7 3
HRERSH B9 AR X BRMELET » BRI LI ETHRAF L
FHEY > R — DY XA BEMATRR S » itk ARG — N9 L0915
HERFIRS RoL Bty uigut e o Bk » @B E R MR > TILAZRE §] AR
APAT L G RAG RF IR LPIATREIR G 95 XK H B TG &9 L Bk - @
PEAE K, o T AR B AR AEATARAC GG R F ~ 5 X RH B o

4w R4E Rl -fprofile-arcs -ftest-coverage HZ‘AmiIFXNRA » TAEEF -
fbranch-probabilities #Z&xf XA #ATHE » XA > H1F R LT A RIE ARG
b9 4 Z MR LR ATRAL -

$ wc -c fib

16333 fib

$ 1s fib.gcda ##%kfib.gcda@ &4k » EANREITFibE L
fib.gcda

$ gcc -fbranch-probabilities -o fib fib.c ##&Xi&4
$ wc -c fib

6604 fib

$ time ./fib

real Om21.686s
user Oml18.477s
sys OmO.008s

TRAREERYT » BEPITEKELAES > SR » IR LRI ST AT
REMAER X > tbde Gee BT —RRFE4n£89355 -


http://www.linuxjournal.com/article/6758

do R K A R P BATHMATOME S » Tl 4EA fib.c.gcov XA o EATAF

%X@H&d\%&ﬂvﬁhﬂ‘a\%ﬁ AT R A GATORARAD o R EH ZMER B —HEH
PAT» FRAR #uut A7 R BATLERE S RARFHESH - 2T wiEL

sh R B AL 4T 0 AR 2 A AT R B R T o XA RN T IL BB B — 1T HATH

S o

gcov WH—NEMILEDT ggcov * AXT gtk+ & &S Gnome @A
P oo

MAEAR TR X IEBKRABLITT » IR ERACKAD 69 AT 3% 2 AR E A AD 89 E A7 - 4o A
XA IR % bug » AL %% debug o T T @A "bug" AEiE e T A SR K
A s BATAR » TR EZZ AL EN 2L A NG AR F AL ERGFREL
gcov 3% gcov EEGSMRXEB|HE—ITHRAAEEZHE N 0 mA ARG A
F~GHRBREAANGRE  EIFEAR AL BIRGREAT L8 o

A 717 B A catchsegy, libSegFault.so

"Segmentation fault" £ A& k& 69— FEAR » Ao @ R S A o X EAURE
i catchsegv My AMRXE4EI%6G 7 % o Liey ik WG @mAa X FA -

catchsegv #| A A% % 248449 PRELOAD HL#| (‘;f“% man 1d-linux ) °
i % /lib/libSegFault.so %l load 2| A » AL ChERFETIR
8y AR o



$ cat test.c
#include <stdio.h>

int main(void)

{
char str[10];
sprintf(str, "%s", 111);
printf("str = %s\n", str);
return 0;
}

$ make test

$ LD_PRELOAD=/1lib/libSegFault.so ./test #% FlTcatchsegv ./test
*** Segmentation fault

Register dump:

EAX: 0000006fT EBX: b7eecff4 ECX: 00000003 EDX: 0000006f
ESI: 0000006f EDI: 0804851c EBP: bff9a8a4 ESP: bff9a27c

EIP: b7el1755b EFLAGS: 00010206
CS: 0073 DS: 007b ES: 007b FS: 0000 GS: 0033 SS: 007b

Trap: 0000000e Error: 00000004 OldMask: 00000000
ESP/signal: bff9a27c CR2: 0000006T

Backtrace:

/1ib/1ibSegFault.so[Oxb7f0604f ]

[oxffffe420]
/1ib/t1s/1686/cmov/1ibc.so.6(vsprintf+0x8c)[0xb7e0233c]
/1ib/t1s/1686/cmov/1libc.so.6(sprintf+0x2e)[0xb7ded9be]
./test[O0x804842b]
/1ib/tl1s/1686/cmov/1libc.so0.6(__libc_start_main+0xe0)[O0xb7dbd050]
./test[Ox8048391]



INER P AE E > REBE) sprintf AFM - KR ELACEL S FHEMN
o M TFRAEOMmE > TE2FH SIS A MR I 111 N RIEFEAE
BT FABHMA > At sprintf REFF 111 ZA M MR LA T3k
F5 B A 5 8L 0 13 “Segmentation Fault” ©

% ¢ R 7% 2 libsafe.so

%ok R ARG Y (Stack Smashing) @ 38w X A £ R A BT FHA
MAEREN » BETREENFT RERI A A NRALIE (e eip ’ ebp
F)HBEE MMl XANBIHERMT  EEPATEERD » SRALHAR - X TH
MR B e R IR e T MR, (L RE G EAGAT) o X BARIE R IR KA P
REG—FATEREEIREBG T % CRARAH AL PRELOAD HL#|4R
WER—NLZ™ libsafe.so #E » TUNZELHRRE » THE » BRBE %

% > #43] libsafe.so °

THE s Er—NEFTHEY > BETRELALZTIREEORSE > FETF
libsafe.so #H % o

$ cat test.c

$ make test

$ LD_PRELOAD=/path/to/libsafe.so ./test ABCDEFGHIJKLMN
ABCDEFGHIJKLMN

*** stack smashing detected ***: ./test terminated
Aborted (core dumped)

FAHTI ] » 4o B H0% 3 6 0 8 th 3 AT A A A A0S o TR & 75 1R 5 B0
o o B libsafe.so R R H4ky 75 ka9 #4728 £ Stack Smashing
HAT— R A2 RIEARAM R FA > alert? KA FTH[10]FRE T R e
bk s TR NMRE T A 9 —F R LH| o

A 7% # % Memwatch, Valgrind, mtrace

ARG F AR —Ae ] 0 R RAL E I AEAG AR N R T 8B AS TR 8
4 A (Stack) AT RSG5 %kER ~ R TG HMES > TAAAFH 9 BAn
B8y 3 @ (heap) MEA PR malloc FAAVYHFREBFEZA P aCEAL
free BAb > RV FEHNBEARR  MABSFBEAGRE  #tmTHRSH


http://www.sfr-fresh.com/linux/misc/libsafe-2.0-16.tgz
http://www.ibm.com/developerworks/linux/library/l-debug/
http://www.xfocus.net/articles/200208/423.html
http://www.xfocus.net/articles/200103/78.html

Mo F RN R 3 e R LB A A B RWAER (double-free) AL 4 i 3L 3F
FARAE o W RBEETMEF KRG RG] 0 FREMAALYG A BRI FAE (SF
R % 5 i A

XEFE AT Memwatch RAMEBFPTREENGRE > TUANL L THRIZ
ANLTE o FRAXANTEGFZXEEL REleeadE (Id) B THTFIHEF L #
B gt e LR ASE A F -DMEMWATCH -DMW_STDIO © iX FIE & — /N1 £ 8945 F o


http://www.linkdata.se/sourcecode.html

$ cat test.c
#include <stdlib.h>
#include <stdio.h>
#include "memwatch.h"

int main(void)
{
char *ptri;
char *ptr2;

ptri
ptr2

malloc(512);
malloc(512);

ptr2 ptri;
free(ptr2);
free(ptrl);
}
$ gcc -DMEMWATCH -DMW_STDIO test.c memwatch.c -o test
$ cat memwatch.log
============= MEMWATCH 2.71 Copyright (C) 1992-1999 Johan Lindh

Started at Sat Mar 1 07:34:33 2008

Modes: __STDC__ 32-bit mwDWORD==(unsigned long)
MwWROUNDALLOC==4 sizeof(mwData)==32 mwDataSize==32

double-free: <4> test.c(15), 0x80517e4 was freed from test.c(14)

Stopped at Sat Mar 1 07:34:33 2008

unfreed: <2> test.c(11), 512 bytes at 0x805l1al4 {FE FE F
E FE FE FE FE FE FE FE FE FE FE FE FE FE ................ }

Memory usage statistics (global):
N)umber of allocations made: 2
L)argest memory usage : 1024
T)otal of all alloc() calls: 1024
U)nfreed bytes totals : 512



HMR > TUREBAH—AB12 FF R EARBER » mANBI12 FFERF
Zf’y: % 54X (double-free) ° valgrind #° mtrace AL T AEMEG T
18 > FH5E TA4] 0 [5]F% mtrace &5t o

RAD R

R T ER S o ARAEAE R ARG G ETIRE » printf AREARGHZE
RGR?HBZBMRTEANL  IERLR? LG ANL? Loty ? A TR
IR A A% B 7y i3 AR P AR T AR SRR R S AR RS TR, 7

# AKX printf+gecc -D (ATHFRFFHTE)

A Gee BEREZXFX ( -D ) #2 printf RETARBZERF P EAMLE 9K
BB AMRBOESN— L LT EFAFHENME - AR FRZA D FXHITH
Fo EEXEARFPEN T -D FXEIP o IFEMELR printf FIER
% o B VAEE §,7h IR ARARAD VA B vy b A Sk 69 XD 4R ] e 5 R AR o


http://www.faqs.org/docs/Linux-HOWTO/Valgrind-HOWTO.html
http://www.cprogramming.com/debugging/valgrind.html

$ cat test.c
#include <stdio.h>
#include <unistd.h>

int main(void)

{

int 1 = 0;

#ifdef DEBUG
printf("i = %d\n", i);

int t;

printf("ebp = 0x%x\n", t);

#endif
_exit(oe);
}
$ gcc -DDEBUG -g -0 test test.c
$ ./test
i=20

ebp = 0xbfb56d98

LEEF T REZLE R LT T HBE LRI E  RRFHEL

% o

asm__ __volatile__ ("movl %%ebp, %0;":"=r"(t)::"%ebp")

FRAT HERIC

T B AF XRG RE RO LH BRI OPATRE » @ gdb FRE
R RLETALR 2T ZAENFA > mAA LB RXEHFSRBRREEFRERXE
Pt R THRANARALGRER > A ob o BT TR E BT SOARBT 24 & Bl E a4

PR EAE &R T XA XX E & 57K 8 H A o

REXHAR (HAWK) : gdb (L ANz

#2) Jald (L4454 % 5 69 84K)

HA N A LB IR 7 % gdbserver/gdb



B RREZEFH%E GDB (Gnu DeBugger) 7 @ ATAR ZH FALHF AL
gdb A% mANBENRE S EF ( gdbserver/gdb ) XA X o X7y
AEFEORANALG AR AT LAR? LRAHZAN

$ wc -c /usr/bin/gdbserver

56000 /usr/bin/gdbserver

$ which gdb

/usr/bin/gdb

$ wc -c /usr/bin/gdb

2557324 /usr/bin/gdb

$ echo "(2557324-56000)/2557324" | bc -1
.97810210986171482377

gdb b gdbserver KT W& 97% ° woRieEAN gdb #E| Ak =2 R L IREGHK
ARNARATRZBRTAEL > Rt BK £48 gdbserver BiE i XA 8M
Flash T89S AKX AR FLARS T o FIARBRARXA LT » RAVEF L AL
M ER L% F4F gdbserver/gdb ©

Yo REMRAE N Z A7 % THRLABI M > MAAAFT L ELEL LRF gdb F=
gdbserver B o £% 1% gdbserver/gdb #f * % & & (/configure)® > E & 4)
el

e --host ° 4§% gdb/gdbserver A& 6547+ & »
e --target ° 1§% gdb/gdbserver X8 KA FTIEITEF & >

% TEiTFE T $MACHTYPE IRIL T AT RAF > xtT gdbserver * BEA

e EHAHEAXNAFALLE s SFERERARBARTFE LogRE > ALE 2
--host #» --target #FXEREBA4RFE ;s @m gdb EAEAETEARNIMN

o 22 FEZRAECRARBARALLGRSG » TAERE --target X E KA RF
P

&

o

BiF R ATE AR » BIRN F 2L X LRiES » e =34 U8 4 —1 3]
BirAgt s FEREEZRYG —RARAE L - ARIRREKLT » G448 K
A bR #HARXRE S

$ gdbserver :port /path/to/binary_file



RIGEAHIMN LR Fhgdo® P mekdes] gdb BARREFE >
( gdbserver_ipaddress A& B4z A% 89IP3AL » R B AL XFML - AR
ACTULELPERE RS

$ gdb -q
(gdb) target remote gdbserver_ipaddress:2345

A i Ao 3 6 gdb B R AL KA o

L4 AXAS 649 18 X, ald

A gdb JARIC R LA AT 0 R AAERER A X AREBFET —A
1L RARAERE » L F3H™H assembly language debugger @ f#R
ald » RT VI ZTFHE o

THE » BERE > RN RBAR—NEFEE o

REE— BT R A6 I S AR

.global _start

_start:
popl %ecx
popl %ecx
popl %ecx
movb $10,12(%ecx)
xorl %edx, %edx
movb $13, %dl
xorl %eax, %eax
movb $4, %al
xorl %ebx, %ebx
int $0x80
xorl %eax, %eax
incl %eax
int $0x80

LY~ SR S EAT


http://ald.sourceforge.net/

$ as -0 test.o test.s
$ 1d -o test test.o

$ ./test "Hello World"
Hello World

EFHARF A O Kt

$ readelf -h test | grep Entry
Entry point address: 0x8048054

#HEMA ald AR :

$ ald test

ald> display

Address 0x8048054 added to step display list
ald> n

eax = Ox00000000 ebx = OxO00000000 ecx = OxOOOOOOO1 edx = OXOOOOO

000

esp = OxBFBFDEB4 ebp = Ox00000000 esi = Ox00000000 edi = Ox00000

000

ds = Ox007B es = Ox007B fs = Ox0000 gs = Ox0000

SS = Ox007B cs = 0Ox0073 eip = 0x08048055 eflags = 0x00200292

Flags: AF SF IF ID

Dumping 64 bytes of memory starting at Ox08048054 in hex

08048054: 59 59 59 C6 41 OC OA 31 D2 B2 0D 31 CO BO 04 31 YY

Y oo 0dbo 0 0dba o odk

08048064: DB CD 80 31 CO 40 CD 80 00 2E 73 79 6D 74 61 62

.1.@....symtab

08048074: 00 2E 73 74 72 74 61 62 00 2E 73 68 73 74 72 74

strtab..shstrt

08048084: 61 62 00 2E 74 65 78 74 00 00 00 OO OO OO0 0O 00 ab
text........

08048055 59 pop ecx



TR ald ARBRHHACEETTHERRY test 5 FEHHAATREFOA
T 0x8048054 * XA LT IATE » MPATTRFH — 5154 popl ecx °

ald &4y » mEAR gdb REM > Rhe A ITUAG SR8 FH £

help, next,continue, set

args, break, file, quit,disassemble, enable, disable % ° Z2FFK—H123)
AExT 5694 ¢ examine *F x , enter *f set variable {int} Xuib=#E o

FERAGAE  Linux TRERXS a4 L@ gdb # ald ° AR strace F
AR R 2] T Linux & 448 B89 ptrace() AL A » ZARRA A R P 5 9] A 5 Bz 3244
TA] s wRBATE—ANERKERHBhack—T gdb ## ald ° B X4F4F K43
w4124 man ptrace "B

bo R 5 E B MgdbiRIL % - TUlhH

e Linux Assembly "Hello World" Tutorial, CS 200
e Debugging your Alpha Assembly Programs using GDB

s i 11X : gdb tracepoint

T RAREEH RGO AL E T B AN XL XWKS ST S
Eo AARMRFAB G TREN = AR R PGSR T AKT
FFWATH o BTA gdb 4R T — b 77 o MR T 7% BT S OX R T 54 BRI
AR IRA 0 AR RRE B S IATHT R a1k - RIARF IR A - AR
BT e BIAAMRK L AN ERTRFGITA -

ZAP7r k™ tracepoints (&% breakpoint ) * €& gdb AP FHEKL
A9 > L Tracepoints e

LERAZF s AELATARN ELFE > » KGTP o

IR N A%
BARRXEIARSE Tk hack WAz > {2248 %69 T ALt LR ERD

AR T 8 K39 AT A AR KA T A s Xtk hack Mf/’ wgé\?a“%ﬁﬁzb
8 o

RADALAL


http://linuxgazette.net/issue81/sandeep.html
http://web.cecs.pdx.edu/~bjorn/CS200/linux_tutorial/
http://lab46.corning-cc.edu/Documentation-Assembly_GDB_Debugger.php
https://sourceware.org/gdb/onlinedocs/gdb/Tracepoints.html
http://lwn.net/Articles/538818/
http://elinux.org/images/c/c6/Tools_slides.pdf

BRIy YRAAREERBGEM  AFR—FZE -
HHRRE AR ERGTE » — /5T Oprofile » 5 %h— 45 Perf o

% B LB ? RS MRS A B RS LA RIS 0 B 3 ARt
HHEBEFA > B TUKERE

e

e VERIFICATION AND VALIDATION
e difference between verification and Validation
e Coverage Measurement and Profiling(#& & & 0 & 4= £ 48 M 1X,Gcov and
Gprof)
e Valgrind Usage
o Valgrind HOWTO
o Using Valgrind to Find Memory Leaks and Invalid Memory Use
e MEMWATCH
e Mastering Linux debugging techniques
e Software Performance Analysis
e Runtime debugging in embedded systems
o stidlibsafe®y R --& % dl lookup_ versioned symboldt K
o /% Propolice &# R 4" stack-smashing 8 2t &
e Tools Provided by System : Itrace,mtrace,strace
e Process Tracing Using Ptrace
e Kernel Debugging Related Tools : KGDB, KGOV, KFI/KFT/Ftrace, GDB
Tracepoint » UML, kdb
e J{ Graphviz T A4 & 478
o Linux &% 1F M4
o RAFMZR[FKPM X A BH AT
o RAHHN I HASH CEFIFAM X AH
o RAHHN 1 HAEFH CAEFRFEM X A
o RAGHHT 1 A S Linux R REIEF X A
o RAGHSM 1 ZHEAF R AL T R B
o Linux T4 R 8k 09 R R R
o Linux L4AEZALIEH
o G RiAHEEASN(H A HEH A BB


http://satc.gsfc.nasa.gov/assure/agbsec5.txt
http://www.faqs.org/qa/qa-9060.html
http://www.linuxjournal.com/article/6758
http://www.faqs.org/docs/Linux-HOWTO/Valgrind-HOWTO.html
http://www.cprogramming.com/debugging/valgrind.html
http://www.linkdata.se/sourcecode.html
http://www.ibm.com/developerworks/linux/library/l-debug/
http://arxiv.org/pdf/cs.PF/0507073.pdf
http://dslab.lzu.edu.cn/docs/publications/runtime_debug.pdf
http://www.xfocus.net/articles/200208/423.html
http://www.xfocus.net/articles/200103/78.html
http://linuxgazette.net/issue81/sandeep.html
http://www.tinylab.org/explor-linux-segmentation-fault/
http://www.tinylab.org/callgraph-draw-the-calltree-of-c-functions/
http://www.tinylab.org/source-code-analysis-gprof2dot-draw-a-runtime-function-calls-the-c-program/
http://www.tinylab.org/source-code-analysis-dynamic-analysis-of-linux-kernel-function-calls/
http://www.tinylab.org/source-code-analysis-how-best-to-draw-a-function-call/
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